INFORMATION PROCESSING APPARATUS AND METHOD AND
PROGRAM FOR MEDIATING APPLICATIONS BACKGROUND OF THE
INVENTION 1. Field of the Invention The present invention relates to an
information processing apparatus and a method and a program for
mediating applications. 2. Description of the Related Art With the
widespread use of IC cards, reader/writers for reading and writing
information from and to IC cards have been installed in a variety of
places. When IC cards were first introduced, they were mainly used in
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low-cost reader/writers in consumer %Iect{oni%s devices (hereinafter
referred to as "CE dev%%g'%wa%%eé%rr%w%es%?ggd. Accordingly, the

number of applications using IC cards has been rapidly increasing. In
particular, the number of CE devices, such as personal computers (PCs)
BACEEROWMHeqEhones, hawieg teoneader/writer function has been rapidly
increasing. Therefore, a different reader/writer may be connected to such
1. CEidevicesthaving e eddesvriter function. This type of CE device can
prestore a plurality of applications for using an IC card_and a user can

fre&lyinBtan Bhdw 1V appitcdtionTn the CE Gevibe. "Eodditlent, the

progggg¥§g apparatus and a method and a program for
mediating applications.
2. Description of the Related Art

With the widespread use of IC cards, reader/writers for
reading and writing information from and to IC cards have
been installed in a variety of places. When IC cards were
first introduced, they were mainly used in apparatuses for
business applications. In recent years, the use of low-cost
reader/writers in consumer electronics devices (hereinafter
referred to as "CE devices") has become widespread.
Accordingly, the number of applications using IC cards has
been rapidly increasing.

In particular, the number of CE devices, such as
personal computers (PCs) and mobile phones, having the
reader/writer function has been rapidly increasing.
Therefore, a different reader/writer may be connected to
such CE devices having the reader/writer function. This
type of CE device can prestore a plurality of applications

for using an IC card and a user can freely install a new



have greatly increased that a plurality of applications for IC cards coexist

in the same CE device. SUMMARY OF THE INVENTION However, an

existing IC card application that runs on an information processing

apparatus, such as the above- described CE device, has an architecture

in which one application exclusively uses one reader/writer. Accordingly,

while an application is using a reader/writer, another application cannot

use that reader/writer. For example, while an application is displaying the

balance of electronic money or purchase history information in the IC
appédraaanecthet Application cAANdEispldytrasitfard paymeheloghances

information. That is, existin 'nformatioiw proiessin appar?tiuses that uzfor

haven & Lard do hBTSURISHE a Tlti- ApPiication envirshment and theretor

Tc cannet sufficiently mediate asplyralits ofapplications. Japanese
Unexamined Patent Application Publication No. 2003-16403 describes a

technology in which an IC card includes a plurality of applications and

assigns an access right to each application in the IC card. However, this
SUMpdERHKolohy Hals bEeYEdEVEped under assumption that the IC card

includes a plurality of apglications. Therefore, this technology cannot be
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hat is,
described CE device, has an architecture in which one
application exclusively uses one reader/writer. Accordingly,
while an application is using a reader/writer, another
application cannot use that reader/writer. For example,
while an application is displaying the balance of electronic
money or purchase history information in the IC card,
another application cannot display transit fare payment log
information. That is, existing information processing
apparatuses that use an IC card do not support a multi-
application environment, and therefore, cannot sufficiently
mediate a plurality of applications.

Japanese Unexamined Patent Application Publication No.
2003-16403 describes a technology in which an IC card
includes a plurality of applications and assigns an access
right to each application in the IC card. However, this
technology has been developed under assumption that the IC
card includes a plurality of applications. Therefore, this

technology cannot be applied to an IC card that does not



this technology cannot support the above-described multi- application
environment. Accordingly, the present invention provides an information
processing apparatus and a method and a program for appropriately
mediating applications for an IC card when a plurality of the applications
simultaneously use a reader/writer. According to an embodiment of the
present invention, an information processing apparatus capable of being
connected to an IC card via a reader/writer includes a middleware and a
device driver provided so as to correspond to the reader/writer. The
inchidtlewarepivvicesta plurality of teplieatichsforfife A Earwitls basdiet 2
functions shared by the aglplications. The device driver, sequentiall
li
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received so as to control the corresponding reader/writer so that the
appapplications eancureentyraccess the reader/writer. In such a
configuration, each of the applications can request the device driver to
ex@cfe zdéaramandtiusing tes ®asicifiMetcisopravidedisiethean
middleware and shared by the plurality of applications. The device driver
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a plurality of the applications simultaneously use a
reader/writer.

According to an embodiment of the present invention, an
information processing apparatus capable of being connected
to an IC card via a reader/writer includes a middleware and
a device driver provided so as to correspond to the
reader/writer. The middleware provides a plurality of
applications for the IC card with basic functions shared by
the applications. The device driver sequentially processes
a plurality of commands received from the plurality of
applications via the middleware in the order in which the
commands are received so as to control the corresponding
reader/writer so that the applications concurrently access
the reader/writer.

In such a configuration, each of the applications can
request the device driver to execute a command using the
basic functions provided by the middleware and shared by the

plurality of applications. The device driver can



order in which the commands are received so as to control the
reader/writer. Thus, the device driver can transmit the commands to the
IC card. Accordingly, the plurality of applications can concurrently use the
same reader/writer, and therefore, mediation of the plurality of
applications can be appropriately realized. The device driver can switch
between a shared mode in which the plurality of applications are allowed
to concurrently access the reader/writer and a dedicated mode in which
only one of the applications is allowed to access the reader/writer. The
sedpiddléware/cary provide thebdpplicdfiéns With aplapphicationdstoy /e
interface_ysed for each of the agéelicati,ons to sele,cé § e of the shared
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selected for each of the applications. When the shared mode is set, the
t hededegl driyeirdare grant@iaccassaight farcaccessingrthe saaderamidter to the
one of the applications in response to a request received from the one of
comgrangpplicatidis ahd whilSthe deeess dightisy grarited Bd terdnid vf thie

applications, the device driver can execute only commands received from
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can be appropriately realized.

The device driver can switch between a shared mode in
which the plurality of applications are allowed to
concurrently access the reader/writer and a dedicated mode
in which only one of the applications is allowed to access
the reader/writer.

The middleware can provide the applications with an
application programming interface used for each of the
applications to select one of the shared mode and the
dedicated mode, and the device driver can switch between the
shared mode and the dedicated mode in accordance with the
mode selected for each of the applications.

When the shared mode is set, the device driver can
grant an access right for accessing the reader/writer to one
of the applications in response to a request received from
the one of the applications, and while the access right is
granted to the one of the applications, the device driver

can execute only commands received from the one of the



execution wait mode. The middleware can provide the one of the
applications with an application programming interface used for the one
of the applications to request the device driver to grant the access right to
the one of the applications. Upon receiving a command from one of the
applications while executing a command received from one of the other
applications, the device driver can place the received command in an
execution wait mode from the time when the command is received to the
time when a predetermined timeout interval has elapsed. When
apppregeterfiifed iithe L PrervaPHas elspseRls e aeviés efivéRean send a
jmeout, error mgﬁssage to the one of the applications. The device driver
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xS imjt the pumper of applications concurrently accessible to the
reader/writer to a predetermined maximum number of accesses or less.

Therdevicedsdriver£an incltde accommunicationeinfarmationstorageat ions
module for storing information about communication between each of the
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Upon receiving a command from one of the applications
while executing a command received from one of the other
applications, the device driver can place the received
command in an execution wait mode from the time when the
command is received to the time when a predetermined timeout
interval has elapsed. When predetermined timeout interval
has elapsed, the device driver can send a timeout error
message to the one of the applications.

The device driver can set the timeout interval for each
of the applications.

The device driver can limit the number of applications
concurrently accessible to the reader/writer to a
predetermined maximum number of accesses or less.

The device driver can include a communication
information storage module for storing information about
communication between each of the applications and the
reader/writer for each of the applications.

A plurality of the reader/writers can be connected to



request received from each of the applications and request the device

driver corresponding to the selected reader/writer to set the selected

reader/writer to be usable. The device driver can determine whether the

selected reader/writer is accessible from each of the applications in

response to the request from the middleware. If the selected reader/writer

IS accessible, the device driver can set the selected reader/writer to be

usable with each of the applications. The middleware can hold a list of the

one or more reader/writers compatible with each of the applications and

thesddueditiaiy: selecirone 6Fthereadliegwetets in tHedisthso A dslleware can

uentially re%qgst the %evice driver corresponding to the selected
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method of mediating a plurality of applications for an IC card for use in an
t heinfernationdar0eessing appaats cagable aftheirg tenanected to the IC
card via a reader/writer is provided. The method includes the steps of
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correspond to the reader/writer from a middleware, where the middleware
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response to the request from the middleware. If the
selected reader/writer is accessible, the device driver can
set the selected reader/writer to be usable with each of the
applications.

The middleware can hold a list of the one or more
reader/writers compatible with each of the applications and
sequentially selects one of the reader/writers in the list
so as to sequentially request the device driver
corresponding to the selected reader/writer to set the
reader/writer to be usable with each of the applications.

According to another embodiment of the present
invention, a method of mediating a plurality of applications
for an IC card for use in an information processing
apparatus capable of being connected to the IC card via a
reader/writer is provided. The method includes the steps of
receiving a plurality of commands by a device driver
provided so as to correspond to the reader/writer from a

middleware, where the middleware provides the plurality of



reader/writer, and sequentially processing the plurality of received
commands by the device driver in the order in which the commands are
received so as to control the reader/writer. The device driver can switch
between a shared mode in which the plurality of applications are allowed
to concurrently access the reader/writer and a dedicated mode in which
only one of the applications is allowed to access the reader/writer. The
middleware can provide the applications with an application programming
interface used for each of the applications to select one of the shared
apPmbee arenthedédichedimode Nartd Biesdéviee BflvéncdmswiR@Phétimiehon s
<o tﬁ shared mo and the dedicated mode in accordance with.the mode
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one of the appllcatlons in response to a request received from the one of
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applications, the device driver can execute only commands received from
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ap catlons other than the one of the aﬁpllcatlons in an execution wait
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concurrently access the reader/writer and a dedicated mode
in which only one of the applications is allowed to access
the reader/writer.

The middleware can provide the applications with an
application programming interface used for each of the
applications to select one of the shared mode and the
dedicated mode, and the device driver can switch between the
shared mode and the dedicated mode in accordance with the
mode selected for each of the applications.

When the shared mode is set, the device driver can
grant an access right for accessing the reader/writer to one
of the applications in response to a request received from
the one of the applications, and while the access right is
granted to the one of the applications, the device driver
can execute only commands received from the one of the
applications and places commands received from the
applications other than the one of the applications in an

execution wait mode.



of the applications to request the device driver to grant the access right to
the one of the applications. Upon receiving a command from one of the
applications while executing a command received from one of the other
applications, the device driver can place the received command in an
execution wait mode from the time when the command is received to the
time when a predetermined timeout interval has elapsed. When
predetermined timeout interval has elapsed, the device driver can send a
timeout error message to the one of the applications. The device driver
caf ket thedshhevatiinterdal for eadi of the applicatibns "Fhedevitealrivens
an limit the number of applications concurrently accessihble to the
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module for storing information about communication between each of the
t heapplicatiens agd the aeader/writer dar each aithe apptications. A plurality
of the reader/writers can be connected to the information processing
appaitus, eeriithermiddlcvwarecan Selett one opthetieadenwhitergtin ons
accordance with a use request received from each of the applications and
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command in an execution wait mode from the time when the
command 1s received to the time when a predetermined timeout
interval has elapsed. When predetermined timeout interval
has elapsed, the device driver can send a timeout error
message to the one of the applications.

The device driver can set the timeout interval for each
of the applications.

The device driver can limit the number of applications
concurrently accessible to the reader/writer to a
predetermined maximum number of accesses or less.

The device driver can include a communication
information storage module for storing information about
communication between each of the applications and the
reader/writer for each of the applications.

A plurality of the reader/writers can be connected to
the information processing apparatus, and the middleware can
select one of the reader/writers in accordance with a use

request received from each of the applications and request



The device driver can determine whether the selected reader/writer is
accessible from each of the applications in response to the request from
the middleware. If the selected reader/writer is accessible, the device
driver can set the selected reader/writer to be usable with each of the
applications. The middleware can hold a list of the one or more
reader/writers compatible with each of the applications and sequentially
selects one of the reader/writers in the list so as to sequentially request
the device driver corresponding to the selected reader/writer to set the
theredeié/ariteie Ry usHbie fRthcastinef the appficafhscAeeording to still

nother embodiment of the present invention, rogram includes
e eRe 1hF o B oo BCHET ot CHOs Bt Hith ok usable.
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reader/writer. The information processing apparatus includes a
reamiddieware= anda deviee diivereprovidedssa-as ¢ catmespansitodheions in
reader/writer. The middleware provides a plurality of applications for the
resyegd with basictanetivhs shaeed by etheigshlieatars. Thefdévice driver
sequentially processes a plurality of commands received from the pluralit
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so that the applications concurrently access
applications.

The middleware can hold a list of the one or more
reader/writers compatible with each of the applications and
sequentially selects one of the reader/writers in the list
so as to sequentially request the device driver
corresponding to the selected reader/writer to set the
reader/writer to be usable with each of the applications.

According to still another embodiment of the present
invention, a program includes program code for causing a
computer to function as an information processing apparatus
capable of being connected to an IC card via a reader/writer.
The information processing apparatus includes a middleware
and a device driver provided so as to correspond to the
reader/writer. The middleware provides a plurality of
applications for the IC card with basic functions shared by
the applications. The device driver sequentially processes
a plurality of commands received from the plurality of

applications via the middleware in the order in which the



the reader/writer. As described above, according to the embodiments of
the present invention, when a plurality of applications for an IC card
simultaneously use a reader/writer, an appropriate mediation among the
applications can be realized. BRIEF DESCRIPTION OF THE DRAWINGS
Fig. 1 is a block diagram when an information processing apparatus
according to a first embodiment is connected to an IC card via a
reader/writer; Fig. 2 is a block diagram of an exemplary hardware
configuration of the information processing apparatus according to the
comfizpembaBimEstS Figl s bleek Bagramtefahe Hardwarer esrfjstaions
of th(; reader/writer and the IC card accordin?1 to the first embodiment;
4

reapiyt 48 %\tb%cf&iatéﬁfrﬁ of e 85fhare” toRfigurationd b téintorfatoR >

t hePrOgESSIng @pparatus and the IC card according to the first embodiment;
Fig. 5 is a block diagram of a middleware and a device driver according to
thentirsti eshotivaenta bigr 6, isacttow ehat of @ proeessipedarmed by ¢fe the
middleware according to the first embodiment when the - 10 middleware

pregges areaddriviter specified By aha applicationa Pyt 7ds aiffows chart ofn
a process performed by the , ,

C card simultaneously use a reader/writer, an appropriate

mediation among the applications can be realized.

BRIEF DESCRIPTION OF THE DRAWINGS

Fig. 1 is a block diagram when an information
processing apparatus according to a first embodiment is
connected to an IC card via a reader/writer;

Fig. 2 is a block diagram of an exemplary hardware
configuration of the information processing apparatus
according to the first embodiment;

Fig. 3 is a block diagram of the hardware
configurations of the reader/writer and the IC card
according to the first embodiment;

Fig. 4 is a block diagram of the software
configurations of the information processing apparatus and
the IC card according to the first embodiment;

Fig. 5 is a block diagram of a middleware and a device
driver according to the first embodiment;

Fig. 6 is a flow chart of a process performed by the

middleware according to the first embodiment when the
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middleware according to the first embodiment when the middleware
sequentially scans a plurality of the reader/writers and opens the
available reader/writers; Fig. 8 is a flow chart of a process in which the
device driver according to the first embodiment opens one of the
reader/writers requested by the middleware; Fig. 9A is a schematic
illustration of an example of a method for processing commands received
from a plurality of applications according to the first embodiment; Fig. 9B
is a schematic illustration of an example of the method for processing
mideGritrines Yeesived frorm apiurdlitt of agpiRatiéns Ackordiiy to the first
mbodiment; Fig. 9C is a schematic illustration of an example of the
appﬁwjeﬁ‘?otdl%?brocessing commands received from a plurality of applications

acgqrdingsto;the firstiembogiment, 9,10 13,2 sequence-diagramy,,, tne

illustrating a particular example of a command processing flow of the
midinfermationa processing appatatas aceerdirgtothedfist embediment; Fig.

11 is a schematic illustration of the processes of granting and withdrawing
midgd aceass BEtue Hntfior the adpplicatidn and e prdcesBof the access
righthaitin timeout according to the first embodiment; and - 11 Fig. 12

L el Sdquenceiddrant itStaliy apartcutar examphsof the'domimand
processing of granting the acaess bght in the Infarmalion,progessing gev i ce
apparatus according to

driver according to the first embodiment opens one of the

reader/writers requested by the middleware;

Fig. 9A is a schematic illustration of an example of a
method for processing commands received from a plurality of
applications according to the first embodiment;

Fig. 9B is a schematic illustration of an example of
the method for processing commands received from a plurality
of applications according to the first embodiment;

Fig. 9C is a schematic illustration of an example of
the method for processing commands received from a plurality
of applications according to the first embodiment;

Fig. 10 is a sequence diagram illustrating a particular
example of a command processing flow of the information
processing apparatus according to the first embodiment;

Fig. 11 is a schematic illustration of the processes of
granting and withdrawing an access right to and from the

application and the process of the access right waiting

timeout according to the first embodiment; and
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the first embodiment. DESCRIPTION OF THE PREFERRED
EMBODIMENTS Exemplary embodiments of the present invention are
described below with reference to the accompanying drawings.

Hereinafter, the same reference numerals are used to designate
corresponding parts of the various embodiments and the accompanying
drawings, and therefore, descriptions are not repeated. An exemplary
configuration of an information processing apparatus that can be

connected to a reader/writer according to a first embodiment of the

présent infventién 3s BEEME tescAbewwith réfefesde RERigI1aFige1tig gular

block diagram of an information processing apparatus 1, an IC card 3,
%l fe dterulors TAREST MO HE HrdssH SRBQTHERt Wiert fHes>2

r i GRIOrMALIONPrOcesSING apparatys, 1 is.connected 1g. the IC card 3 yja the,

reader/writers 2. As shown in Fig. 1, the information processing

t heagaratuseincan be«gonnected to, for example, a plurality of 1C cards 3A
and 3B (hereinafter sometimes collectively referred to as "IC cards 3") via
a plurality of reader/writers 2A and 2B (hereinafter sometimes collectively
- 12 referred to as "reader/writers 2"). The information processing

DES &}frgﬂ%Nl Ban tomminicate s va @t livfdiation with the IC card 3
viacthe readerwiier 24 The {pformation processing anparaws:Lis are
composed of, for

described below with reference to the accompanying drawings.

Hereinafter, the same reference numerals are used to

designate corresponding parts of the various embodiments and

the accompanying drawings, and therefore, descriptions are
not repeated.

An exemplary configuration of an information processing
apparatus that can be connected to a reader/writer according
to a first embodiment of the present invention is briefly
described with reference to Fig. 1. Fig. 1 is a block
diagram of an information processing apparatus 1, an IC card
3, and reader/writers 2 according to the present embodiment
when the information processing apparatus 1 is connected to
the IC card 3 via the reader/writers 2.

As shown in Fig. 1, the information processing
apparatus 1 can be connected to, for example, a plurality of
IC cards 3A and 3B (hereinafter sometimes collectively
referred to as "IC cards 3") via a plurality of

reader/writers 2A and 2B (hereinafter sometimes collectively
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example, a computing apparatus, such as a personal computer (either a
laptop or a desktop), or a CE device, such as a mobile phone. However,
the information processing apparatus 1 is not limited to such devices. For
example, the information processing apparatus 1 may be a personal
digital assistant, a portable video/music player, a home game console, a
portable game machine, an information appliance, an electronic
dictionary, or commercial equipment. The reader/writers 2 can
communicate a variety of information with the IC card 3, for example, in a
refegrtactidss mannec Theréddeiwiiters 2)can réad andiwritea bivatiety of
information from and to the IC card 3 and.can perform pollin tof

PLOSSRIMING WREMEF S 1C c &3 [ PRsEnt it the vikinlty For Sample,
i n£SYChLreaderiwriters 3 may be.empedded (prejnstalled)in fhe infarmation 1

processing apparatus 1 or may be externally connected to the information
infprocessing apparatusihyiasppakletd; such as auniveesaliserial bitsr

(USB) cable, or via a wireless communication. In addition, a plurality of
exaffielreader/waAtkys Rimdy beladernally coiplect ® thelinfonaatigemputer

,processing%% aratus 1 or maé- 13 be preinstalled in the information

(e1ffekssin gFatds 12 INFEG.LRhe r@adétnufiter SRS Bxtethaty @5 2
mopdarNegied 1o, the,infarmation processing apparaius, 1yia the gabled o vt us

whereas the reader/writer 2B is preinstalled in the
1 is not limited to such devices. For example, the

information processing apparatus 1 may be a personal digital
assistant, a portable video/music player, a home game
console, a portable game machine, an information appliance,
an electronic dictionary, or commercial equipment.

The reader/writers 2 can communicate a variety of
information with the IC card 3, for example, in a
contactless manner. The reader/writers 2 can read and write
a variety of information from and to the IC card 3 and can
perform polling to determine whether the IC card 3 is
present in the vicinity.

For example, such reader/writers 2 may be embedded
(preinstalled) in the information processing apparatus 1 or
may be externally connected to the information processing
apparatus 1 via a cable 4, such as a universal serial bus
(USB) cable, or via a wireless communication. In addition,
a plurality of the reader/writers 2 may be externally

connected to the information processing apparatus 1 or may
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information processing apparatus 1. In this way, the information
processing apparatus 1 can be connected to the two IC cards 3A and 3B
(either of the same type or of different types) via the reader/writers 2A
and 2B. However, the manner of connection is not limited thereto. For
example, the information processing apparatus 1 may be connected to
any number of the IC cards 3 via only one of the reader/writers 2 or three
or more reader/writers 2. For example, the IC cards 3 are noncontact IC
cards capable of wirelessly and contactlessly communicating with the

be papienaFdrsZif e SRfantefisetiveen e KT eafds and theparatus 1.

reader/yriters 2 is in a short range (e.g.,.about 0 to about 10 cm). A
in gt%%geﬂﬁniﬂheegc%a h "félcta?qas gAcéﬁ s%?&earéqeac%ﬁr) d GaRSGERGs
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hardware configuration of the information processing apparatus 1 (e.g., a
whepersenalheomputee (&)1 accordmgite the preserd embpdimenhis
described next with reference to Fig. 2. Fig. 2 is a block diagram of an
infexaraplapy hardvwg e Tonfigaiition of e hfornfation pfocessingthe
pparatus 1 according,to th%lg)resent embodiment. - 14 As shown in Fig.

. a
105 e infomBHGHT proceddingP Bpparatds 1 ineltdes a Cehttarprotessing™e
£woUNIE(GRY) 1038 Jead-only memary (BPM)uéO%'a%éa’ﬂPf&% ageessy

memory (RAM) 103, a host bus 104, a bridge 105, an external bus 106,
dif@@rent types) via the reader/writers 2A and 2B. However,
the manner of connection is not limited thereto. For
example, the information processing apparatus 1 may be
connected to any number of the IC cards 3 via only one of
the reader/writers 2 or three or more reader/writers 2.

For example, the IC cards 3 are noncontact IC cards
capable of wirelessly and contactlessly communicating with
the reader/writers 2 if the distance between the IC cards
and the reader/writers 2 is in a short range (e.g., about 0
to about 10 cm). A storage unit in each of the IC cards 3
can store a secured data, such as electronic money
information, and log information.

An exemplary hardware configuration of the information
processing apparatus 1 (e.g., a personal computer (PC))
according to the present embodiment is described next with
reference to Fig. 2. Fig. 2 is a block diagram of an
exemplary hardware configuration of the information

processing apparatus 1 according to the present embodiment.

— 14 -



interface 107, an input unit 108, an output unit 109, a storage unit 110, a
plurality of connection ports (e.g., connection ports lilA and 111B,
sometimes collectively referred to as "connection ports 111"), and a
communication unit 112. The CPU 101 is an exemplary processing
apparatus that performs various processing in accordance with various
programs. The CPU 101 controls all of components of the information
processing apparatus 1. The ROM 102 stores programs and computation
parameters used by the CPU 101. The RAM 103 temporarily stores
prégrafisesectted By the?c PU 4 01 i paraitste RNRR§iIR G iR I
accordance with the execution of the %ro rams., The CPU 101, the R M

PTG el the RAN 103 ate CoRnéctedit&ach dther Via the tiost btis < 2
reatObineung. 5 GPLEOMS, The ot DLad0As sonascle i eXRie 103,

bus such as a peripheral component interconnect/interface (PCI)

a hbus, viaithelbridges18%.ithesinterfgcea H0 2 isca easnmusiieaticpsinterface
that connects the external bus 106 to the units described below. The
int‘rnpﬁﬁoﬁit 108 includes opération medhanisms, Btichut 18nd4 a Mduse? a

keyboard, a touch panel, a button, a switch, and a lever. The input unit

st Ofﬁ@ furtet nclddes an ?Hﬁtﬁ 3doitiol Rircdit RFgEnerating Al fhpl signal
con@dinputting, the inpid gignakto theLCPY Q1. Auserof {he informaton

referred to as "connection ports 111"), and a communication
unit 112.

The CPU 101 is an exemplary processing apparatus that
performs various processing in accordance with various
programs. The CPU 101 controls all of components of the
information processing apparatus 1. The ROM 102 stores
programs and computation parameters used by the CPU 101.
The RAM 103 temporarily stores programs executed by the CPU
101 and parameters varying in accordance with the execution
of the programs. The CPU 101, the ROM 102, and the RAM 103
are connected with each other via the host bus 104 including
a CPU bus.

The host bus 104 is connected to the external bus 106,
such as a peripheral component interconnect/interface (PCI)
bus, via the bridge 105. The interface 107 is a
communication interface that connects the external bus 106
to the units described below.

The input unit 108 includes operation mechanisms, such
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processing apparatus 1 operates the input unit 108 so as to input a
variety of data and operational instructions to the information processing
apparatus 1. The output unit 109 includes a display unit, such as a
cathode ray tube (CRT) display, a liquid crystal display (LCD), or a lamp,
and an audio output unit, such as a speaker. The output unit 109 displays
a variety of information, such as a screen displayed in accordance with
the operation of an application for an IC card (described in more detall
below). The storage unit 110 includes a storage medium for storing data.
as Fofexdifipleatheestbrageunif 110 iCEompasad of afvareidisk ariveritch,

(HDD). The storage unit 110 stores a_yarjety of programs, such as an
and; Shiicalich, a m%&le\%v%?@,t aﬁ%b%rg%% é}% et?lﬁg ng EX el%/%:eesdrai\rfer,l?xﬁ&t
con? YBHiety;of -data. Howeyerdhe stojage ynit 11.0:is not fimited,1g an, ARD.; 4

For example, the storage unit 110 may be composed of a random access
t hestoragecmedima,1such asha sepucarductoranesery,oan opéicakdiseéat ion

magnetooptical disc, or a magnetic memory. Note that examples of the

Prog&fitbndueior AEMory inclodeze flash Piemark atstatic tanbdfn sécess to

. memory (SRAM), and an - 16 electrically erasable programmable
lnp}é%d‘:’loﬁiﬁ?ﬁeﬁ*ﬁéﬁryo(fEEjﬁﬁém?dThoéogoﬁ%tejcﬂBﬁjpom EGiingds to the

s neoxtemal (Qgring@é QEYiﬁSS ggl%lgartg(gf’flgoye.-described reader/writers 2) to

the information processing apparatus 1. The connection port 111
The output unit 109 includes a display unit, such as a

cathode ray tube (CRT) display, a liquid crystal display
(LCD), or a lamp, and an audio output unit, such as a
speaker. The output unit 109 displays a variety of
information, such as a screen displayed in accordance with
the operation of an application for an IC card (described in
more detail below).

The storage unit 110 includes a storage medium for
storing data. For example, the storage unit 110 is composed
of a hard disk drive (HDD). The storage unit 110 stores a
variety of programs, such as an application, a middleware,
an operating system, and a device driver, and a variety of
data. However, the storage unit 110 is not limited to an
HDD. For example, the storage unit 110 may be composed of a
random access storage medium, such as a semiconductor memory,
an optical disc, a magnetooptical disc, or a magnetic memory.
Note that examples of the semiconductor memory include a

flash memory, a static random access memory (SRAM), and an
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includes connection terminals, such as USB and IEEE1394 terminals.
The connection port 111 is connected to the CPU 101 via the interface
107, the external bus 106, the bridge 105, and the host bus 104. When
the reader/writers 2A and 2B are connected to the connection ports lilA
and 111B, the information processing apparatus 1 can communicate with
the IC cards 3A and 3B via the reader/writers 2A and 2B so as to receive
and transmit a variety of data, such as a command and a response

message, from and to the IC cards 3A and 3B. The number of installed
e legdnineetion ports A9ahay Beomereasee ot deershsed so thateng (EEPROM) .
reader/writer 2 or three or mog;;L reader/writers 2 maé/ be onnec_teg to the

u

infarATation processthd apparatus £ FHE Smnmitinication ulit Tz e e
deviDeludes a communication. deyjce for;gammupicating with, a petwork guch, o

as the Internet, a local area network (LAN), and a telephone network
infhetthet isrshova e tbe comupurieationsunit 112 heorapwnicatesa vasety 111

of data with external apparatuses via that network. Exemplary hardware
incdariRirationsesthe redderivivitets 2 andihealC B8 3:accdrdifgltdXhe

present embodiment are - 17 described next with reference to Fig, 3. Fi

cergidablock GGranBrRE haRiware contigurationS T i Féhdetvrtars -
1012-¢0d the IC card 3 accoraing to thepresentgmbogimentoAn eXgMRlaYqqe

hardware configuration of the
105, and the host bus 104. When the reader/writers 2A and
2B are connected to the connection ports 111A and 111B, the
information processing apparatus 1 can communicate with the
IC cards 3A and 3B via the reader/writers 2A and 2B so as to
receive and transmit a variety of data, such as a command
and a response message, from and to the IC cards 3A and 3B.
The number of installed connection ports 111 may be
increased or decreased so that one reader/writer 2 or three
or more reader/writers 2 may be connected to the information
processing apparatus 1.

The communication unit 112 includes a communication
device for communicating with a network, such as the
Internet, a local area network (LAN), and a telephone
network (neither is shown). The communication unit 112
communicates a variety of data with external apparatuses via
that network.

Exemplary hardware configurations of the reader/writers

2 and the IC card 3 according to the present embodiment are

- 17 -



reader/writers 2 is described first. As shown in Fig. 3, each of the
reader/writers 2 includes a control unit 201, a modulation circuit 203, a
demodulation circuit 202, an oscillator 204, a memory 205, and an
antenna 206. The control unit 201 is composed of an integrated circuit
(IC) including a variety of processors and memories, such as a ROM and
a RAM. The control unit 201 controls each of components of the
reader/writers 2 using the memory 205 (e.g., a flash memory). In addition,
the control unit 201 processes data (e.g., a command) input from the

de sipforafdioneprocessingaiparaisa &ed bututsthe datd tothds a block

modula%:gn circui1 SO as to transmit the data toghe IC card

: t 20 3. :

41 agh Aferiors the GOritrT it 201 redeives take tahshiifted ot the et to7S

2 o$RYdi3,using the demodulation, eireuit 202, 3till furthermote, the; eqatrel
unit 201 communicates with the information processing apparatus 1. Yet
stilhfurthesmeole, rthe contioburit 201 perfaras annagthentieation process
between the reader/writer 2 and the IC card 3 when communicating with

r e agher] Cigarl rand sérdslahe réduidoffthe Hutherfticatibr o theninforenatidon
E;ocessin% apgaratus 1. - 18 The modulation circuit 202 modulates

eac

Miér Waves Waling 4ipréGétrminedfrelitiehey andfBiding sippiiedfom 2

modii€a PSeillator 204 usingothe data npyt. from the, conyol unit 293, for, ,
example, in an amplitude shift keying (ASK)
oscillator 204, a memory 205, and an antenna 206.

The control unit 201 is composed of an integrated
circuit (IC) including a variety of processors and memories,
such as a ROM and a RAM. The control unit 201 controls each
of components of the reader/writers 2 using the memory 205
(e.g., a flash memory). In addition, the control unit 201
processes data (e.g., a command) input from the information
processing apparatus 1 and outputs the data to the
modulation circuit 203 so as to transmit the data to the IC
card 3. Furthermore, the control unit 201 receives data
transmitted from the IC card 3 using the demodulation
circuit 202. Still furthermore, the control unit 201
communicates with the information processing apparatus 1.
Yet still furthermore, the control unit 201 performs an
authentication process between the reader/writer 2 and the
IC card 3 when communicating with the IC card 3 and sends
the result of the authentication to the information

processing apparatus 1.
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modulating manner. The modulation circuit 202 then transmits the
modulated waves to the IC card 3 via the antenna 206. In contrast, the
demodulation circuit 203 demodulates modulated waves received from
the IC card 3 via the antenna 206 and delivers the demodulated data to
the control unit 201. An exemplary hardware configuration of the IC card
3 is described next. As shown in Fig. 3, the IC card 3 includes an
antenna 301, a capacitor 302, and an IC 303. The IC 303 receives and
transmits modulation waves from and to each of the reader/writers 2 via
thelastehfd Bbat The capaeitar3dY formesian LT Eirctattogether ithsthe

antenna 301. The LC circuit resonates with electromagnetic. waves
02 RRUing aLErEHEE AL Cartibr HEGUGTey? HhedCod0s ARt Trom the

oscihierface unih304, & modulation gircuit 306, demodulation . cireuit,305,.8 +
control unit 307, and a-memory 308. The interface unit 304 outputs a

2 01signakokiainedlby, deteciingdhe maduatedhiateskegeived vigsthe
antenna 301 to the demodulation circuit 305. In addition, the interface

modyrie 804 #ransmits a- sighakinpatiidmthe toftrb Uit 36D 4vi4 iise
modulation_circuit 306 to the reader/writer 2 via - 19 the antenna 301.

E X PG OB RS AR UIE30A stabiliZks the detécted sighfal b8ig a
ant¥Qltagesggulatar, (nogshown) andydeliyers the dgtecied signal serving as

a power source to each of the circuits.
demodulates modulated waves received from the IC card 3 via

the antenna 206 and delivers the demodulated data to the
control unit 201.

An exemplary hardware configuration of the IC card 3 is
described next. As shown in Fig. 3, the IC card 3 includes
an antenna 301, a capacitor 302, and an IC 303. The IC 303
receives and transmits modulation waves from and to each of
the reader/writers 2 via the antenna 301. The capacitor 302
forms an LC circuit together with the antenna 301. The LC
circuit resonates with electromagnetic waves having a
predetermined carrier frequency. The IC 303 includes an
interface unit 304, a modulation circuit 306, demodulation
circuit 305, a control unit 307, and a memory 308.

The interface unit 304 outputs a signal obtained by
detecting the modulated waves received via the antenna 301
to the demodulation circuit 305. In addition, the interface
unit 304 transmits a signal input from the control unit 307

via the modulation circuit 306 to the reader/writer 2 via
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The demodulation circuit 305 demodulates the signal input from the
interface unit 304 and outputs the demodulated data to the control unit
307. The modulation circuit 306 modulates data input from the control unit
307 and outputs the modulated data to the interface unit 304. The control
unit 307 performs a predetermined process in response to the data (a
command) input from the demodulation circuit 305. Examples of the
predetermined process include a read/write process of data from and to
the memory 308 and a computing process of data input from and output
thetorthecontroP Urit 307 Utadifion; the EBAtréIN biAK BO7amanddges’ 04
Sta%afrfends, u%dates, or deletes). data_stored in the memory 308.
u

8
Hériore. the Controt Ginit 307" genératés respdnss %%%a GErEdpdhsé
(noMeSERAgR) carresPending. 1o, the aboye-described pracass.and, oyiputs;the

response message to the modulation circuit 306, which transmits the
powkespense message de the reades/writerc2.1 e control unit 307 can
decode data input from the demodulation circuit 305 or encode data to be
oufpie tel theciotalation ciretit 806 dSihgeManchedtesehbsding gnal
method. Furthermore, the contro| unit 307 can decrypt data input from the

1PYh0 “detflodiition tirédit S65 B sherypt dafito e slithtit td'the
denB@duiafion Gircult 308. The meymoty 308 is;a stasage unit for81aring a; on

variety of data related to the IC card 3. For example, the IC card
circuit 306 modulates data input from the control unit 307
and outputs the modulated data to the interface unit 304.

The control unit 307 performs a predetermined process

in response to the data (a command) input from the
demodulation circuit 305. Examples of the predetermined
process include a read/write process of data from and to the
memory 308 and a computing process of data input from and
output to the control unit 307. In addition, the control
unit 307 manages (appends, updates, or deletes) data stored
in the memory 308. Furthermore, the control unit 307
generates response data (a response message) corresponding
to the above-described process and outputs the response
message to the modulation circuit 306, which transmits the
response message to the reader/writer 2. The control unit
307 can decode data input from the demodulation circuit 305
or encode data to be output to the modulation circuit 306
using a Manchester encoding method. Furthermore, the

control unit 307 can decrypt data input from the
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3 is composed of a semiconductor memory, such as a flash memory, a

SRAM, an EEPROM, or a ROM. The memory 308 stores, for example, a

card ID that is unique to the IC card 3 and electronic money information

indicating the balance of the charged electronic money. In addition, the

memory 308 stores a program (an operating system (OS) of the IC card

3) for the control unit 307 to perform the following processes: analysis of

a command, generation of a response message, data read/write

operation from and to the memory 308, and encoding and encrypting
demgstal ThisdRforativh Fem@ansin grRCAERTorg 808 dvenkdtepifieut to the

O1chmm,unication be,twe§lré éhe IC card 3 and the reader/writer 2 is
mOSEopleted SAd e power ‘supply stops. Examples of the communication

pratacolhetween e 1G card &%%S%C%Hﬁf@ef@?dgglé@ﬁg Zinglude. . o,
the near field communication (NFC) protocol, the ISO/IEC14443

of protecalahedSO/ML15693mor adadiotequancyRimptag; , thenBluetoath rd
protocol, the ultra wide band (UWB) protocol, and the IEEE802.IIb

3 igroteeatanssiichia eordiyiratiorT Wat® fa Bemeiand andh reéspenselash
message) can be contactlessly communicated between the - 2

mereYerfriter 2 andh& T card 3°Accoraimngly, tﬁéleregﬁw\ﬁﬁte]% Peditores:
£or'e2dpiormation stored ip the, LG card 3 and,write information antq the 1G, 4

card 3. For example, the reader/writer 2 can read a card ID stored in the
elelkeaifliz money information indicating the balance of the
charged electronic money. In addition, the memory 308
stores a program (an operating system (0S) of the IC card 3)
for the control unit 307 to perform the following processes:
analysis of a command, generation of a response message,
data read/write operation from and to the memory 308, and
encoding and encrypting data. This information remains in
the memory 308 even after the communication between the IC
card 3 and the reader/writer 2 is completed and the power
supply stops.

Examples of the communication protocol between the IC
card 3 and each of the reader/writers 2 include the near
field communication (NFC) protocol, the ISO/IEC14443
protocol, the ISO/IEC15693 for a radio frequency (RF) tag,
the Bluetooth protocol, the ultra wide band (UWB) protocol,
and the IEEE802.11b protocol.

In such a configuration, data (a command and a response

message) can be contactlessly communicated between the
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and perform an authentication process or can read and update electronic
money information (a balance of money) stored in the IC card 3. At that
time, since the data is contactlessly exchanged, the user can rapidly and
easily instruct the reader/writer 2 to read and write data from and to their
own IC card 3 simply by moving the IC card 3 to within a predetermined
distance from the reader/writer 2. Exemplary software configurations of
the information processing apparatus 1 and the IC card 3 according to the
present embodiment are described next with reference to Fig. 4. Fig. 4 is

reagplockdiagrant oftié $ofsvare configurationd coiahe infotaticme

processin paratus 1 and the IC card 3 according to the present
re a8 TbOORMaT. AS SO Hlg. 4 sRe bhAAtoN Brotesig: gspgr%ufsafd 3

andm\%wggé al%'?@'%@&%@lplwgn%ﬂrgp‘l to%’afgcfi IODF%QEexamdQle ,

(hereinafter sometimes collectively referred to as "applications 1
re afdddlewars=20 foraising 4bel 1G casd 3, am opetating syistem{OS) 30 and3
a plurality of device drives 40A, 40B, ... (hereinafter sometimes
andcglrefivaly réferdtio s devicedrives JOF for osperating ¢#igel and update
reader/writer 2. That i |s according to the - 22 present embodiment, the

eLegShuarechfigGratibh o?ﬁﬂ‘é‘%%?m&%oﬁ%lrfi‘&cs%u?gf aPpatatls P hasthe 1°
rnefoliewing fous layers: the.application 10, the middigware 2Q the OS 30,

and the device driver 40. A program stored in the storage
contactlessly exchanged, the user can rapidly and easily

instruct the reader/writer 2 to read and write data from and
to their own IC card 3 simply by moving the IC card 3 to
within a predetermined distance from the reader/writer 2.

Exemplary software configurations of the information
processing apparatus 1 and the IC card 3 according to the
present embodiment are described next with reference to Fig.
4. Fig. 4 is a block diagram of the software configurations
of the information processing apparatus 1 and the IC card 3
according to the present embodiment.

As shown in Fig. 4, the information processing
apparatus 1 includes a plurality of applications 10A, 10B,
10Cc, 10D, 10E, ... (hereinafter sometimes collectively
referred to as "applications 10"), a middleware 20 for using

the IC card 3, an operating system (0OS) 30, and a plurality

of device drives 40A, 40B, ... (hereinafter sometimes
collectively referred to as "device drives 40") for
operating the reader/writer 2. That is, according to the
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unit 110 functions as each of the device drivers 40 when the CPU 101
reads out the program. Software in each layer is described next. The
application 10 is software that provides a user of the IC card 3 with a
particular service. More specifically, for example, the applications 10
provides a variety of services, such as a login authentication function
using the IC card 3, a display function of log information about transit
fare payment (e.g., railroad ticket), a display function of a balance of
electronic money charged in the IC card 3, an inquiry function of points of
preg pohteaRacd rsystem ehargedin e $C eard 398ad aidisplay furttion of

. _coupons and electronic tickets stored in the IC card 3. Th lication 10
inE gL G era it HR T 0 At the deIeE AAver 80

1ay39 &S tQ provide the. usep with dhe ahove-deserbed varous sepvicss. the
application 10 may be preinstalled in the information processing

andappayatusvl atadielivery tioe or mayreiastabed inetheiinformatioRorage
processing apparatus 1 afterward by the user. In addition, the application

unito linstafled it thenipformatiofprodedsiyy apparatusit hv@rse 423when the
updated (upgraded) or uninstalled afterward. To execute the

CPUabi\Ve-4&&&Hbed tanttith, th€ HiPlication 16 Trstiucts e middiéWare 26
desioggnerate.a ,command to be transmitted to the IC card 3. Examples of
the

The application 10 is software that provides a user of
the IC card 3 with a particular service. More specifically,
for example, the applications 10 provides a variety of
services, such as a login authentication function using the
IC card 3, a display function of log information about
transit fare payment (e.g., railroad ticket), a display
function of a balance of electronic money charged in the IC
card 3, an inquiry function of points of a point-reward
system charged in the IC card 3, and a display function of
coupons and electronic tickets stored in the IC card 3.

The application 10 operates in cooperation with the
middleware 20 and the device drivers 40 so as to provide the
user with the above-described various services. The
application 10 may be preinstalled in the information
processing apparatus 1 at a delivery time or may be
installed in the information processing apparatus 1
afterward by the user. 1In addition, the application 10

installed in the information processing apparatus 1 may be
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command include a polling command for requesting a search for a
predetermined IC card 3 present in the vicinity of the reader/writer 2, a
command for reading out a variety of information stored in the IC card 3
(e.g., card ID, electronic money information, shopping history information,
transit fare payment log information, coupon information, and electronic
ticket information), and a command for writing a variety of information
onto the IC card 3 or updating the information stored in the IC card 3. In
addition, the information processing apparatus 1 receives a response
updesSadePieapefse & the'dorhfnahdsfora e 1w eart 3 via the
reader/writer 2. On the basis of%nformagi%n contained in thehresponse

mes3agé thaSpplication’ 16 “provides the tisePitith 1he abbiE-described
appi8Vicei(8.9-1 dlisplay of the balance ot glectianic meney). The middigware

20 is software that provides each of the applications 10 with a basic
confufiction somenaty used bydhe tapplicatians $@rthas, the middienare 20t he
can provide general-purpose functions used by a plurality of applications
comy@.TFherefoke Sthean ceellfbt dopkcated ndevelospentisfiheng a search

general-purpose functions by developers - 24 of the applications 10 can

£otg elifiiicd. THe Middiewars 20 isTHrGvided in the formora oot £7e
realRIAN (81910 8 dynamiglink hibeasy (PDL) format,of MicipspitWindows
(trade name)).
information stored in the IC card 3 (e.g., card ID,
electronic money information, shopping history information,
transit fare payment log information, coupon information,
and electronic ticket information), and a command for
writing a variety of information onto the IC card 3 or
updating the information stored in the IC card 3. 1In
addition, the information processing apparatus 1 receives a
response message in response to the command from the IC card
3 via the reader/writer 2. On the basis of information
contained in the response message, the application 10
provides the user with the above-described service (e.g.,
display of the balance of electronic money).

The middleware 20 is software that provides each of the
applications 10 with a basic function commonly used by the
applications 10. Thus, the middleware 20 can provide
general-purpose functions used by a plurality of
applications 10. Therefore, the need for duplicated

development of the general-purpose functions by developers

- 24 -



More specifically, the middleware 20 has application program interfaces
(APIs) that are commonly used by the applications 10 so as to provide

the applications 10 with these APIs. Each of these APIs is a set of
commands and functions for facilitating the development of each of the
applications 10. Simply by invoking the API, the applications 10 can

execute a basic function related to the use of the IC card 3 (e.g., a

request for execution of a command). In addition, the middleware 20 has
capability to control the reader/writer 2 and the IC card 3 via the OS 30

of &h¢ thergeviea diivardd.Merspetificklip thetfddlewde Ro¢eheraes 20

. avariety of commands in response to a command generation instruction
ot G Ry P achiev S ol M i e P

ayndgvice griyer 49 ingrder (o, Jequest the exgeutipn-ofthe command fie.,

transmission of the command to the IC card 3 via the reader/writer 2).

(t rEdheranere) the middleware 20 receives a response message returned
by the IC card 3 in response to that command via the reader/writer 2 and
thélgevice Brver4C.aSubsequentlyii gkl middieware 2@ dufiis fieation
received response message to - 25 the application 10. Thus, the

PrOR fdlewBic30 ACESssERThE  redBwfitsr 2 GETHE Hevitasdriver 4pPe
apprdditionally, the readeriwriters 2 that gach,of the, applications:19 gag ;
access are predefined. For example, in
these APIs. Each of these APIs is a set of commands and
functions for facilitating the development of each of the
applications 10. Simply by invoking the API, the
applications 10 can execute a basic function related to the
use of the IC card 3 (e.g., a request for execution of a
command) .

In addition, the middleware 20 has capability to
control the reader/writer 2 and the IC card 3 via the 0S 30
and the device driver 40. More specifically, the middleware
20 generates a variety of commands in response to a command
generation instruction from the application 10 and outputs
the generated command to the device driver 40 in order to
request the execution of the command (i.e., transmission of
the command to the IC card 3 via the reader/writer 2).
Furthermore, the middleware 20 receives a response message
returned by the IC card 3 in response to that command via
the reader/writer 2 and the device driver 40. Subsequently,

the middleware 20 outputs the received response message to
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an example shown in Fig. 4, it is determined that the applications 10A,
IOB, and IOC use the reader/writer 2A whereas the applications IOD and
IOE use the reader/writer 2B. The middleware 20 has a list indicating a
correspondence between each of the applications 10 and one or more
available reader/writers 2 (i.e., a list of the reader/writers 2 that are
accessible from each of the applications 10). The middleware 20 can
scan the reader/writers 2 using this list so as to determine the
reader/writers 2 that the applications 10 can use. In addition, the
theagplichiien 10canspecify thé reddititdrs 2thaethelapplieatsis 30t he
ses, and the n}iddl,ewar 20 can, allocate the s&gcified reader/writers 2 to

reag St ABpiicaibn 10 -Sudh's faiction ofthé Wifidieware 20 allows each of
the, @pplicfipns,10 to smoothlyexecuie acommand transmigsigr anda

response message reception through an appropriate reader/writer 2 when
appa phnalityrof the readerbwiierss? are: cenpeetedried. plurality ektheole, in
information processing apparatuses 1. The OS 30 is basic software that
an gerddrpssovérall neonitrdl b thedinfornationdsbeassing dppatus-ieThe
- 26 30 provides the applicati%ns 10 and the middlevev/alre 20 with

0s
2PPRASiE furftidns, "Suich as’an Mistvoltpdt Hnctish pértorited by he imput
wnetlh 108 400 AR oV Ol 0PoRNad I dien, b maneoing.the 2/ kRgee -

unit .
2B. The middleware 20 has a list indicating a

correspondence between each of the applications 10 and one
or more availlable reader/writers 2 (i.e., a list of the
reader/writers 2 that are accessible from each of the
applications 10). The middleware 20 can scan the
reader/writers 2 using this list so as to determine the
reader/writers 2 that the applications 10 can use. 1In
addition, the application 10 can specify the reader/writers
2 that the application 10 uses, and the middleware 20 can
allocate the specified reader/writers 2 to that application
10. Such a function of the middleware 20 allows each of the
applications 10 to smoothly execute a command transmission
and a response message reception through an appropriate
reader/writer 2 when a plurality of the reader/writers 2 are
connected to a plurality of the information processing
apparatuses 1.

The OS 30 is basic software that performs overall

control of the information processing apparatus 1. The 0OS
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The device driver 40 is software that operates one of the reader/writers 2.
In response to a command received from the middleware 20, the device
driver 40 controls the one of the reader/writers 2. The device driver 40 is
provided for each of the reader/writers 2. In the example shown in Fig. 4,
the device driver 40A corresponding to the reader/writer 2A and the
device driver 40B corresponding to the reader/writer 2B are provided.
However, the configuration of the device drivers 40 is not limited thereto.

One device driver 40 or three or more device drivers 40 may be provided.
30 wherisisofthe reagdiwatels = isléormedted ® thedafbevatien 20 with

processing apparatus 1, the OS 30 loads the device driver,40
ba g SirddBining o the GonoiEdh et aF ¥ Ahd SHEkTet Bh REGHRE™S

py @Hbe;deyice dhyer 4Q.sThe devige drivers 40 prpcessegs the,command. 5 on
received from the application 10 via the middleware 20 and outputs the

of processethcammantbiodbe reader/writer 2. Upon receiving the command,
the reader/writer 2 transmits the command to the IC card 3. In addition,
thelBéviee diiver 40 iaralyZes d fFespohse miessagetreeeived from el

card 3 via - 27, the reader/writer 2 and outputs the response message to
Eheyeepiladieatd 5651t the deVics URREr 46 r%@ei\?escgfé‘)ﬂ?rﬁﬂtyroefce Ve

fro?nomﬂ‘@‘r}g?({m@aqlgraii&mtt}qg %@yg%@o%@g@ tlﬂ:‘@ controls the

one of the reader/writers 2. The device driver 40 is
provided for each of the reader/writers 2. 1In the example
shown in Fig. 4, the device driver 40A corresponding to the
reader/writer 2A and the device driver 40B corresponding to
the reader/writer 2B are provided. However, the
configuration of the device drivers 40 is not limited
thereto. One device driver 40 or three or more device
drivers 40 may be provided. When one of the reader/writers
2 is connected to the information processing apparatus 1,
the 0S 30 loads the device driver 40 corresponding to the
connected reader/writer 2 and creates an instance of the
device driver 40.

The device drivers 40 processes the command received
from the application 10 via the middleware 20 and outputs
the processed command to the reader/writer 2. Upon
receiving the command, the reader/writer 2 transmits the
command to the IC card 3. 1In addition, the device driver 40

analyzes a response message received from the IC card 3 via
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middleware 20, the device driver 40 sequentially processes these
commands in the order in which the commands are received. More
specifically, upon receiving a command execution request from the
middleware 20, the device driver 40 determines whether it processes a
command received from one of the applications 10. If the device driver 40
does not process any command, the device driver 40 executes a process
requested by the received command. However, if the device driver 40 is
processing any command, the device driver 40 places the received
thecarnaame/inalwal niodel After tihe tcuiridhtly Precessed copmhadg hag the
. _been completed, the device driver 40 processes the received command.
mid %T%‘l“éa\r/\?ay? EEn'e device driver 40 sequentially processes a plurality of

commangs received fram aplurality. of the-applications 10 sin the prder in
which the commands are received. Accordingly, a plurality of the
comapplitationsh0Lapl ceraurtgntlyusehene eadetsten. Thusy samukie
application environment can be appropriately realized. In addition, the
middevive deiveril40 Ehr sAAEh RtwEery arsidredsavde intwhich @ plRiFsiiy of
the applications 10 can simultaneoqusly access one of the reader/writers 2

Ehe3ifd 5258 dtichted fiodlii Which offfy ik 5f e HPPliEAichs*t can
re 9G5S OnG.0Ythe Jpadarpyriters /%\},r' nipgshaced mede, evenjyhen gne

application 10A uses the reader/writer 2A, another application |OB can
exeaceessihatigadet/Writesin?Ahe middleware 20, the device driver
40 determines whether it processes a command received from
one of the applications 10. If the device driver 40 does
not process any command, the device driver 40 executes a
process requested by the received command. However, if the
device driver 40 is processing any command, the device
driver 40 places the received command in a wait mode. After
the currently processed command has been completed, the
device driver 40 processes the received command. In this
way, the device driver 40 sequentially processes a plurality
of commands received from a plurality of the applications 10
in the order in which the commands are received.
Accordingly, a plurality of the applications 10 can
concurrently use one reader/writer 2. Thus, a multi-
application environment can be appropriately realized.

In addition, the device driver 40 can switch between a

shared mode in which a plurality of the applications 10 can

simultaneously access one of the reader/writers 2 and a
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In contrast, in the dedicated mode, when one application 10A uses the
reader/writer 2A, another application IOB is not allowed to access the
reader/writer 2A. For example, the device driver 40 can switch between
the shared mode and the dedicated mode in accordance with a mode
selection requested by the application 10 via the middleware 20. When
the device driver 40 is switched from the dedicated mode to the shared
mode, as noted above, a plurality of applications 10 in the information
processing apparatus 1 can concurrently use one of the reader/writers 2.
dedAeedrafhghp demuhi-appication evvieormeht EAF beRRitabytprovided) Iigan
contrast, in the dedicated mor?le, since ong of the aﬁplica ions
e

0
ACCER SISy Usel Bne ot HE "redtidtititers 2 and'séhds EOMRTAhdS A
evelSCRIVES TESRONSE, Messagss ta gnd ftom the, ane of the reader/wyiters 2,

the one of the applications 10 can stably perform its own function for the
anol€heard=3FAurthermere,linghe shaedonode rupan eceidng @aniter 2A.
access-right request from one of the applications 10, the device driver 40
In grovidesthe ohe dflthe dpplicaiond T0°Ydth aierclasive zieeéss Aghtcfor 10A
accessing the - 29 reader/writer 2. Still furthermore, upon receiving an

U5 C5cCeS-right TEmiHAtiIT Feduést B the oS the>appiitation 10°hdiilg
a118\eRcCEss HghL dhe device diiyer 40, withdrayys theageess Light rom, the

one of the applications
device driver 40 can switch between the shared mode and the

dedicated mode in accordance with a mode selection requested
by the application 10 via the middleware 20.

When the device driver 40 is switched from the
dedicated mode to the shared mode, as noted above, a
plurality of applications 10 in the information processing
apparatus 1 can concurrently use one of the reader/writers 2.
Accordingly, a multi-application environment can be suitably
provided. In contrast, in the dedicated mode, since one of
the applications 10 exclusively uses one of the
reader/writers 2 and sends commands and receives response
messages to and from the one of the reader/writers 2, the
one of the applications 10 can stably perform its own
function for the IC card 3.

Furthermore, in the shared mode, upon receiving an
access—-right request from one of the applications 10, the
device driver 40 provides the one of the applications 10

with an exclusive access right for accessing the
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10. Such a usage of the access right creates a critical section from the
provision to the withdrawal of the access right even in the shared mode.
During the critical section, the device driver 40 continuously processes
only commands received from the one of the applications 10 and places
commands received from the applications 10 other than the one of the
applications 10 in a wait mode without processing the commands. The
access right is described in more detail later. The device driver 40 limits
the number of applications 10 concurrently accessible to the reader/writer
reaglegotiesponting-to thé deviceldrier 40ab %y plédeterhfited hadniim
access number or less. Thus, overload of the information processing

ACCESvaratiE T of e edlbl/litdr=2I tan be préVehtsd 78 Steukrilig when

app 1o thatthegmaximym, ageess number,of the applications 10.access the 4
reader/writer 2. The software configuration of the IC card 3 is described

withedwith referencede £ig: 4giks shown thkeigode the 1€ gardi3iincluges ons
only an operating system (OS) 32. The IC card 3 does not include any

10 . appflicakion forsicdcards. t139 araddition, hietuser eannaet install bpical
application on the IC card 3 afterward. The memory 308 of the IC card 3

SeClibrel B ata il nBVIRYG adifdbibly sirticudfet Hhidhta fifd stélesHcess
rigﬁ¥“§¥gﬁ”ﬁ%”@ﬂg“h§99Q35£$ﬁ§3““%ﬂ¥Hﬁ¥ the critical section,

the device driver 40 continuously processes only commands
received from the one of the applications 10 and places
commands received from the applications 10 other than the
one of the applications 10 in a wait mode without processing
the commands. The access right is described in more detail
later.

The device driver 40 limits the number of applications
10 concurrently accessible to the reader/writer 2
corresponding to the device driver 40 to a predetermined
maximum access number or less. Thus, overload of the
information processing apparatus 1 or the reader/writer 2
can be prevented from occurring when more than the maximum
access number of the applications 10 access the
reader/writer 2.

The software configuration of the IC card 3 1is
described next with reference to Fig. 4. As shown in Fig. 4,
the IC card 3 includes only an operating system (0S) 32.

The IC card 3 does not include any application for IC cards.
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information, transit fare payment log information, reward point

information, electronic ticket information, and coupon information. The OS

32 reads and writes such information in accordance with a command

received from the information processing apparatus 1 via the

reader/writer 2. As noted above, according to the present embodiment,

the IC card 3 does not include any application for IC cards. Thus, the IC

card 3 has a simple configuration so as to only read and write data from

and to the memory 308 in accordance with a command received from the
In infistiiation probessiig rapparates 11 ms hdditioantheieldard 3 eanrst the
e modHy C%mmand eternTw'necciI&bé/ the O§$§ %:ﬁnnot change thg

mea in% Bt tie ésthihand ‘ot adé 4 Rew commahd) Kecordingly whefi &0~ ¢S
a dRlrplity efthe.applications 10 ape installed jn.the Jnformation processing.

apparatus 1, the middleware 20 and the device driver 40 need to be
stoapproprigtely designed im osderstoirealizessufficient sdit-applicationoney

environment. The configurations of the middleware 20 and the device

1 nf@ivier t40°a0cording 36 the presapt eibodinhent drefdeseribednin memeard
_detail below with reference to Flé%] 5. Fig. 5is a, block diagram of the

PO 1 EinfiurAUSHS o tRe ridafeWard 20 and <31 i G&Vies triler 45 coupon
1n£RGGRLING {0 the preseat embodiment, , [he, configuration of e, ot son in

middleware 20 is described first. As shown in Fig. 5, the middleware 20
acciogluigesany AR 22, adniddiewarecore 24, anda egemunicationtion
processing apparatus 1 via the reader/writer 2.

As noted above, according to the present embodiment,
the IC card 3 does not include any application for IC cards.
Thus, the IC card 3 has a simple configuration so as to only
read and write data from and to the memory 308 in accordance
with a command received from the information processing
apparatus 1. In addition, the IC card 3 cannot modify a
command determined by the 0S 32 (cannot change the meaning
of the command or add a new command). Accordingly, when a
plurality of the applications 10 are installed in the
information processing apparatus 1, the middleware 20 and
the device driver 40 need to be appropriately designed in
order to realize sufficient multi-application environment.

The configurations of the middleware 20 and the device
driver 40 according to the present embodiment are described
in more detail below with reference to Fig. 5. Fig. 5 is a

block diagram of the configurations of the middleware 20 and
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information storage module 26, and a device control module 28. The API
22 is a set of commands and functions used by the applications 10 when
the applications 10 use the reader/writer 2 and the IC card 3. Since the
API1 22 provided by the middleware 20 is a set of basic functions that a
plurality of the applications 10 commonly use, the development of the
applications 10 can be facilitated. Particular examples of the API 22
provided by the middleware 20 are described next. For example, the
middleware 20 provides the API 22 for generating a command for

thetrggsmittinfdatass the e card S1AGcHinghE By asmytthRRPH22esch
of the lic tlons 10 can mstru t the leware 0 to.generate sych a
qﬁ? ncgjrl1 hdditidh e I%Id(ﬁ @(ﬁﬁ%ﬁ&es | 55°For" kI{Po‘?/vmg
flr@@ applicatlons 0 1a.spacfly %CO%%ctm&pfgme é%glﬁc%@&orgn
name) of the reader/writer (the target reader/writer 2 to be accessed)
APIand thexdatadeansier satecAscardingly, byausingithis AP 220 0ne of the
applications 10 can instruct the middleware 20 to identify the target
infragte/wiers? & Be actessetrand thedataa 32e trapsfer paterisetweedule

the one of the applications 10 and the reader/writer 2. In addition, the
‘middleware 20 provides the API 22 for allowing the applications 10 to

Se%ﬁébﬁﬂﬁeﬁih§§¢QV§ét of commands and functions used by

the applications 10 when the applications 10 use the

28

reader/writer 2 and the IC card 3. Since the API 22
provided by the middleware 20 is a set of basic functions
that a plurality of the applications 10 commonly use, the
development of the applications 10 can be facilitated.

Particular examples of the API 22 provided by the
middleware 20 are described next. For example, the
middleware 20 provides the API 22 for generating a command
for transmitting data to the IC card 3. Accordingly, by
using this API 22, each of the applications 10 can instruct
the middleware 20 to generate such a command.

In addition, the middleware 20 provides the API 22 for
allowing the applications 10 to specify a connection port
name (e.g., a USB port name) of the reader/writer 2 (the
target reader/writer 2 to be accessed) and the data transfer
rate. Accordingly, by using this API 22, one of the
applications 10 can instruct the middleware 20 to identify

the target reader/writer 2 to be accessed and the data
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described shared mode and dedicated mode. Accordingly, by using this
API1 22, one of the applications 10 can select one of the shared mode and
the dedicated mode when accessing the reader/writer 2. The device
driver 40 switches between the shared mode and the dedicated mode in
accordance with the mode selection of the one of the applications 10.
Furthermore, the middleware 20 provides the API 22 for allowing one of
the applications 10 to request the device driver 40 to grant or withdraw an

access right for accessing the reader/writer 2 to and from the one of the
tragsdlrations el Aceordinglycwhes one dfhike apphdativhsADSndédsiiad the

continuouslgtﬁrgcess a series of commands, the one of the applications
reagstddliests thedevice driver 40 to grant or withdraw the access right via

therpidgiaware 20 byyising: 4his ARI,22. Jhus, thesonesotthe applications, .
10 can have an exclusive access right for accessing the reader/writer 2
allertermingte theoaccdessaightsThe middlewase eote=24r issthetheartofdthe -
middleware 20. In response to the instruction from one of the
de sgpplieations 20 cthemitill@naredsote Qatgeheratds varidos csshntahds, by
.such as the ahove-described commands, and requests - 33 the device

us Tifver 40°to Exechfe tha Corftmahd I addition, the thiddleware csre%a ©ne
o eAgodasanddecodes hy command:; ELINAMOIS, e, MIAAIBWAtEGaE e

24 performs a utility process. Still furthermore, the middleware core 24
readdtputeriter 2. The device driver 40 switches between the
shared mode and the dedicated mode in accordance with the
mode selection of the one of the applications 10.

Furthermore, the middleware 20 provides the API 22 for
allowing one of the applications 10 to request the device
driver 40 to grant or withdraw an access right for accessing
the reader/writer 2 to and from the one of the applications
10. Accordingly, when one of the applications 10 needs to
continuously process a series of commands, the one of the
applications 10 requests the device driver 40 to grant or
withdraw the access right via the middleware 20 by using
this API 22. Thus, the one of the applications 10 can have
an exclusive access right for accessing the reader/writer 2
or terminate the access right.

The middleware core 24 is the heart of the middleware
20. In response to the instruction from one of the
applications 10, the middleware core 24 generates various

commands, such as the above-described commands, and requests
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the generated command to the device control module 28 and outputs a
response message input from the device control module 28 to the one of
the applications 10. In addition, to make one of the reader/writers 2
available to the application 10 (to make one of the reader/writers 2 open),
the middleware core 24 scans the reader/writers 2 and selects one of the
reader/writers 2 that is available for the application 10. In order to select
one of the available reader/writers 2, the middleware core 24 may select
one of the reader/writers 2 in accordance with the instruction from the

theaﬁﬁfééaﬂ@n doiagerrlively, ake apphicdtion TORBY SEquehfiaffsdieéon,

theone rﬁﬂ; reader/writers 2 usi gthe list of the av ilable reader/wrltersz

Sfer theiniddleward tore 22 MARages Tnimbhizatioh ™"
Furtaﬁ%rms@@ Stered in the communication inf dgeétf@mtgrgg%&oﬁ 26.

The communication information storage module 26 is composed of, for
proexarsple, dhe storage tiniiddref the irfofmatiar peacessingapparatusplit s

The communication information storage module 26 stores communication
theintsititiohadbles 2T R 78, ahll2 7TV 34 ¢(hepaihafdr SorfiethPegd and

collectively referred to as "communication information tables 2 eq)

CUtESHEsFonditf i the AFSifaAEond IBAL 108 And SCofashetvely Tive
modArBMuAIGatiop,jafosmatian tahles 27.contain jnfpmaton

In addition, to make one of the reader/writers 2
available to the application 10 (to make one of the
reader/writers 2 open), the middleware core 24 scans the
reader/writers 2 and selects one of the reader/writers 2
that is available for the application 10. In order to
select one of the available reader/writers 2, the middleware
core 24 may select one of the reader/writers 2 in accordance
with the instruction from the application 10. Alternatively,
the application 10 may sequentially select one of the
reader/writers 2 using the list of the available
reader/writers 2.

Furthermore, the middleware core 24 manages
communication information stored in the communication
information storage module 26. The communication
information storage module 26 is composed of, for example,
the storage unit 110 of the information processing apparatus
1. The communication information storage module 26 stores

communication information tables 27A, 27B, and 27C
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about communication statuses between each of the applications IOA,
IOB, and IOC and the reader/writer 2. Examples of the communication
information include a driver handle, an access-right request timeout
interval, a communication timeout interval, error codes, and transaction
information. This communication information is described in more detail
later. The device control module 28 requests a command receiving
module 42 of the device driver 40 to execute a command generated by
the middleware core 24 so as to control the reader/writer 2 and the IC
(heggrdnz 1§ addiriohc thendeviee lcoh@ol iolule 28 seceides & résponse
message from a ,reggonse analyzing modtili 45 of the device driver 40

" CORR ToUTB s WHat rR5BOREE Hdssage 16 the middIERAFEESR LA Thet© TR
appganfiguration ofithe deyice driver AQs nowsherein esgribedyAs shown in
Fig. 5, the device driver 40 ‘includes the command receiving module 42, a
comgammnaddi exeautingrmedulerd4; dhe sesponse @nadyzing moskiea45 0
communication information storage module 46, and a bus control module
abogg. TrenEomhtaidleteivirm-motaldosZ restivea freqfest 35
command from the middleware 20 and requests the command executing

*PPhbdtie' 24 fo exétute that cOifmand. TAE coimarie? Exeetiting friodare 44
ExafAGULeS hesommand (equssied byithe cammand regeivingemodyles4z -

SO as to request the bus control
handle, an access-right request timeout interval, a

communication timeout interval, error codes, and transaction
information. This communication information is described in
more detail later.

The device control module 28 requests a command
receiving module 42 of the device driver 40 to execute a
command generated by the middleware core 24 so as to control
the reader/writer 2 and the IC card 3. 1In addition, the
device control module 28 receives a response message from a
response analyzing module 45 of the device driver 40 and
outputs that response message to the middleware core 24.

The configuration of the device driver 40 is now herein
described. As shown in Fig. 5, the device driver 40
includes the command receiving module 42, a command
executing module 44, the response analyzing module 45, a
communication information storage module 46, and a bus
control module 48.

The command receiving module 42 receives a request
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module 48 to transmit that command to the IC card 3 via the reader/writer
2. The response analyzing module 45 analyzes a response message
received from the reader/writer 2 via the bus control module 48.
Subsequently, the response analyzing module 45 outputs the response
message to the middleware 20. The bus control module 48 follows
instructions from the command executing module 44 and the response
analyzing module 45 so as to control the hardware for communication
with the reader/writer 2 in the information processing apparatus 1.

commeadplescst the hafdwarksrelude 4he @Rerigidbas 106 Lite iAwhared
107, and the copnegtion gort 111. The hus control module 48 allows the

u

©XCEhMARd LG mbdufe 4 NG the' fespGREE ahAly zing FhodalE 45 o
ex<EQMMAICALE acommand and:a tesponse message with, the: Leader/writer

2. In thé device driver 40 having such a configuration, the command
confegetving mothilen4?2 canset acomyvand receiviegumedetadheus control
above-described shared mode or dedicated mode in accordance with the
modipbge Setthy fromroiel6f theaipplivations 10°0WHeh the comithapdvia the
receiying mode is set to the dedicated mode, the command receivin
RkTioRE=

T CADHUIE 42 SEcépts - 365 a'cormman(d fronT onk e dRat e app
a ridfhatas,requested the deglicated mods, Theteafter, e capmangd; o e

receiving module 42 requests the command executing module 44 to
busexeaute Hie eoaniands Ihe conmpand ¢eggivingthedule 42onse analyzing

module 45 outputs the response message to the middleware 20.

The bus control module 48 follows instructions from the
command executing module 44 and the response analyzing
module 45 so as to control the hardware for communication
with the reader/writer 2 in the information processing
apparatus 1. Examples of the hardware include the external
bus 106, the interface 107, and the connection port 111.

The bus control module 48 allows the command executing
module 44 and the response analyzing module 45 to
communicate a command and a response message with the
reader/writer 2.

In the device driver 40 having such a configuration,
the command receiving module 42 can set a command receiving
mode to the above-described shared mode or dedicated mode in
accordance with the mode setting from one of the
applications 10. When the command receiving mode is set to

the dedicated mode, the command receiving module 42 accepts
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does not accept a command from the applications 10 other than the one

of the applications 10. In contrast, when the command receiving mode is
set to the shared mode, the command receiving module 42 accepts
commands from a plurality of the applications 10. When the command
receiving module 42 receives a plurality of commands from a plurality of
the applications 10 in the shared mode, the command receiving module

42 requests the command executing module 44 to sequentially execute

the commands in the order in which the commands are received. More

a cepEfically raporPreceivifg atttmand kRealion: teguest Iroh? ohBaf the s

applicat'ogz\:elo, thg,comm nd receiving module 42 determines whether it

RG] BoSighal s AR i Which d'Proeess fotdrie of the ‘applications 't8 bther
rec02Di1h8 ansLf the applications 10 isot perfarngd . fIhe commandu1e 44

receiving module 42 is in the signal state, the command receiving module
to 4eequests the command. exatidingonadule 44to-axecute thelreteiver

command. However, if the command receiving module 42 is in the non-
doesighaltstatednrihieh aproeass for ohetdfeheapplicationsn$0 btherttham

the one of the applications 10 is performed, - 37 the command receiving

thapoblife 43 plakes thé réddived ebmathnd’ i a wait mode. When the
pracess far.one of the, applications, 10 other thanithe gne.of fhe s o ser o

applications 10 is completed and all the command processes placed in
thethéhda@itd mode, the command receiving module 42 accepts
commands from a plurality of the applications 10. When the
command receiving module 42 receives a plurality of commands
from a plurality of the applications 10 in the shared mode,
the command receiving module 42 requests the command
executing module 44 to sequentially execute the commands in
the order in which the commands are received.

More specifically, upon receiving a command execution
request from one of the applications 10, the command
receiving module 42 determines whether it is in a signal
state in which a process for one of the applications 10
other than the one of the applications 10 is not performed.
If the command receiving module 42 is in the signal state,
the command receiving module 42 requests the command
executing module 44 to execute the received command.
However, if the command receiving module 42 is in the non-
signal state in which a process for one of the applications

10 other than the one of the applications 10 is performed,

- 37 -



mode before the received command is placed are completed, the

command receiving module 42 requests the command executing module

44 to execute the received command. As noted above, when all the

command processes placed in the wait mode are completed, the

command receiving module 42 switches from the non-signal mode to the

signal mode so that the subsequent command received from the one of

the applications 10 can be processed. In this way, the atomicity of each

of the commands can be ensured, that is, the successful execution or
theygsueeessful egecufibRffe’eh L6f thé ddhirhaAds tanbed@éard command

determined. Furthermore, in the shared made, the command receiving

I G oltie 4 d AR grantbrithral an adiess Hoht 1t the feaderiwriter 2 to
appdndfrom.gne ohthe.applicatigns 19dn Jesponse {0-thg 4ecess+ighls 10 is

acquisition or termination request from the one of the applications 10.
comphus;, dbe fime periodriom thenaequisition ¢e thestesmirationiof tha aceess

right for the one of the applications 10 (i.e., the time period from the time
modghka five oné lof theapplications02aoBtalts thesameess Fightnheaime

when the one of the F?figlications 10 loses the access right) serves as a

ENec/fiUANe a8 S&ction? i thid'GfititaF séctid 1HE Eonvattd fedBiving'
e xeTQANIE AL, EXeGUIes pnly,a command aceived figmdhe opgaf the g

applicafions 10 having the access right and places commands received
notkamdbe-wvpplicationsalQ othes thasinthend processes placed in the
wait mode are completed, the command receiving module 42
switches from the non-signal mode to the signal mode so that
the subsequent command received from the one of the
applications 10 can be processed. In this way, the
atomicity of each of the commands can be ensured, that is,
the successful execution or unsuccessful execution of each
of the commands can be clearly determined.

Furthermore, in the shared mode, the command receiving
module 42 can grant or withdraw an access right for the
reader/writer 2 to and from one of the applications 10 in
response to the access-right acquisition or termination
request from the one of the applications 10. Thus, the time
period from the acquisition to the termination of the access
right for the one of the applications 10 (i.e., the time
period from the time when the one of the applications 10

obtains the access right to the time when the one of the

applications 10 loses the access right) serves as a critical
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one of the applications 10 in a wait mode. In this way, in this critical
section, the command receiving module 42 can permit execution of a
command sent from the application 10 having the access right and inhibit
execution of commands sent from the applications 10 other than the
application 10 having the access right. If a plurality of command
execution requests are concurrently sent to one reader/writer 2 from a
plurality of the applications 10, the process of the commands is delayed.
Thus, the function of the applications 10 may have a negative impact.
secAgeatdingly! ierstherdonmand $ecdiling, mottilecapreceivesgeiving

caommand from one of the applications 10 while the command receiving
oo bul 42 T GrCESsIAG b comrRARH Sehorh bHe-br e AppiSatBALe

£ heOSE thansthe, gue of the applicatigns 10 (inthe nogssignglmode), the

command receiving module 42 places the received commandin a wait
commededrar the time whemtheheompiantageeving modulend?: reseines the

command to the time when a predetermined timeout interval specified by
onethefagglicaio 10 ¢risictagsed 1 theaprezedingecmmand prbééssiyis 1n

.completed before the timeout is reached, the command receiving mgdule

ERL8D Statts™ 39 15 proceds the EonTiERd Peedived it thebie ofthe > 20
perfRRIIcaLANS 10 In the-wait made, However, i fhg,timeout, 't%i%a&i'@ﬁon 10

before the preceding command processing is completed, the command
haviecgiving: mosktites42 sepds adimdedthibit execution of commands
sent from the applications 10 other than the application 10
having the access right.

If a plurality of command execution requests are
concurrently sent to one reader/writer 2 from a plurality of
the applications 10, the process of the commands is delayed.
Thus, the function of the applications 10 may have a
negative impact. Accordingly, when the command receiving
module 42 receives a command from one of the applications 10
while the command receiving module 42 is processing a
command sent from one of the application 10 other than the
one of the applications 10 (in the non-signal mode), the
command receiving module 42 places the received command in a
wait mode from the time when the command receiving module 42
receives the command to the time when a predetermined
timeout interval specified by the application 10 has elapsed.
If the preceding command processing is completed before the

timeout i1s reached, the command receiving module 42 starts
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error message to the one of the applications 10. In this way, the command
receiving module 42 can determine whether the timeout is reached before
the command receiving module 42 starts executing a command received
from each of the applications 10. Accordingly, the waiting time of each
application 10 can be reduced to less than or equal to the access right
waiting timeout interval. Thus, when a plurality of command execution
requests are concurrently sent to one reader/writer 2 from the plurality of
the applications 10, the negative impact on the applications 10 caused
to py prcessingdctayopte comrmanttahtdelimimate Eact bethe
ﬁpplications 10 that received a,timeogt error, message from the device
app

Vet 40 My T8try To 58id e Sam8 Eommianiaxecution rédiest BFRoal)
is displayan errermessage dpdicating that the,command -hasnotbeen

executed to the user. In addition, during execution of a command, if a
comgarapemjcation tirveau aecuestiaithe iy srcontrokmoglule-48 swhen the=bus
control module 48 is communicating with the reader/writer 2, this
er regmirRpicEdiontimédift canchecotifierl dpradlyof thengpplications 10.
Accordingly, if the - 40 execution of a command is not complgted when a

predetériinel “domimtictiBhtmedUt i€ readhéd e o 22 ©2°
aetEMTIGAtion, exror petwegn the device driver 40 and-the.reader/Wiiierana

2, each of the applications 10 can detect the communication
receiving module 42 starts executing a command received from
each of the applications 10. Accordingly, the waiting time
of each application 10 can be reduced to less than or equal
to the access right waiting timeout interval. Thus, when a
plurality of command execution requests are concurrently
sent to one reader/writer 2 from the plurality of the
applications 10, the negative impact on the applications 10
caused by processing delay of the command can be eliminated.
Each of the applications 10 that received a timeout error
message from the device driver 40 may retry to send the same
command execution request or may display an error message
indicating that the command has not been executed to the
user.

In addition, during execution of a command, if a
communication timeout occurs in the bus control module 48
when the bus control module 48 is communicating with the
reader/writer 2, this communication timeout can be notified

to each of the applications 10. Accordingly, if the
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error. In addition, the command executing module 44 and the response

analyzing module 45 of the device driver 40 manage the communication

information stored in the communication information storage module 46.

The communication information storage module 46 is composed of, for

example, the storage unit 110 of the information processing apparatus 1.

The communication information storage module 46 stores communication

tables 47A, 47B, and 47C (hereinafter sometimes collectively referred to

as "communication tables 47") respectively corresponding to the
exegpplications 10ACIOB2afd 10 Cthiat arRécEs3ibl@ ¢ theardadefldtarp. ned

The .communication tables 47 cont?Ln inf%rmation about communication

COMPAEER thetedddifTliter 25ard"ESCIT6F RS appPlicatioRETOAT 1G5, A

er rIQCExqmples.af the commugication infermation cantaineddp e s ey 2,
communication tables 47 include a requester application ID, response

ecactatar athaccessiright wadting timeodhinterval-a commupieation dinmeout
interval, an error code, reader/writer mode information, and transaction

errigformation. The requester application ID is an identification (ID) - 41 for
identifying one of the applications 10 that requested the execution of a

co YBy ing thE rédUBLE appifcatibn B, i Corimaunicationt e
res%?}%sé%a“ﬂy%ﬂnﬁﬂ HEGuGaN e associgiedwitn e apalicafions 1044 e
B, and IOC,
the communication information stored in the communication
information storage module 46. The communication
information storage module 46 is composed of, for example,
the storage unit 110 of the information processing apparatus
1. The communication information storage module 46 stores
communication tables 47A, 47B, and 47C (hereinafter
sometimes collectively referred to as "communication tables
47") respectively corresponding to the applications 10A, 10B,
and 10C that are accessible to the reader/writer 2. The
communication tables 47 contain information about
communication between the reader/writer 2 and each of the
applications 10A, 10B, and 10C. Examples of the
communication information contained in the communication
tables 47 include a requester application ID, response data,
an access—-right waiting timeout interval, a communication
timeout interval, an error code, reader/writer mode
information, and transaction information.

The requester application ID is an identification (ID)
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respectively. The response data is data returned from the IC card 3 to the
reader/writer 2 in response to a command transmitted from the
reader/writer 2 to the IC card 3. This response data is generated in
accordance with a response message received by the reader/writer 2
from the IC card 3 and is stored in the communication table 47 of the
device driver 40. Since the response data associated with one of the
applications 10 is stored in the communication table 47 corresponding to

the one of the applications 10, the device driver 40 can recognize what
fortypedtradporse messayfe ishretaiietitoahé one of thé bpplicionsAoed
even when the device driver 40 communicates a Iurallt%/ of commands

the, SdGe8horndk MesSageSiith the pit¥ality of the Spplicarbhs 197 The
appdacessyright yiting, imegukintervalis amaximun timg interval far, 4 47¢

waiting for the execution of a command received from one of the
canapplicatiens 18t Adlifferent acseserightwaitingdimeayt interjal £aa beoc,
set for each of the applications 10. Each application 10 can set its own
re spesdssifght waiting timeout interval. In the initial stage, the device driver
40 stores the default value (e.qg., five - 42 secondg of the access-right

waltig g8t iRterdalin &40 B the COmhLITICatGR Tabies 47 Cwheh® 3
o @R obihe, applications 19 speciflesfhe access é'QBBWﬁLM@ YmeQUin; tted

interval, the device driver 40 changés the access-right
from the reader/writer 2 to the IC card 3. This response

data is generated in accordance with a response message
received by the reader/writer 2 from the IC card 3 and is
stored in the communication table 47 of the device driver 40.
Since the response data associated with one of the
applications 10 is stored in the communication table 47
corresponding to the one of the applications 10, the device
driver 40 can recognize what type of response message is
returned to the one of the applications 10 even when the
device driver 40 communicates a plurality of commands and
response messages with the plurality of the applications 10.
The access-right waiting timeout interval is a maximum
time interval for waiting for the execution of a command
received from one of the applications 10. A different
access-right waiting timeout interval can be set for each of
the applications 10. Each application 10 can set its own
access—-right waiting timeout interwval. In the initial stage,

the device driver 40 stores the default value (e.g., five
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waiting timeout interval from the default value to the specified value (e.g.,
ten seconds). As noted above, the communication timeout interval is a
maximum time interval for limiting the communication time between the
device driver 40 and the reader/writer 2. Like the access-right waiting
timeout interval, a different communication timeout interval can be set for
each of the applications 10. If the device driver 40 does not receive any
response message for more than or equal to a predetermined
communication timeout interval after the device driver 40 outputs a
seceaffmanefiothe réadsAgriter 21 the devicB drivena0 Wetdrmifey that B0
ommunication timeout occurs and notifi%_zthe communication tirgeout to

SaCHheone of S BPpTEatidhs 10. TRE &rfor cdde répreseRtsth iy e of error
app%‘l%@ﬁ%ri@ the deyice driver 40, The gpox code is generated by the o oyt

evice driver 40. By holding the error code, the device driver 40 can
intrecognizesrkich etror oceurted in the operaiiop aftibe applicationitthtlhe
reader/writer mode information indicates whether one of the applications

waitQ idadcessibig tol theera3 reddenwiites 20 T63allbw oiid vfthieo the
applications 10 to access the reader/writer 2 (i.e., to allow one of the

SPegddiications 18%0 bpef the FERUESHRMTRFS), a pseudo mutual
authenfication ngeds.to be perfgrmed between theiong ut interval is a

maximum time interval for limiting the communication time
between the device driver 40 and the reader/writer 2. Like
the access-right waiting timeout interval, a different
communication timeout interval can be set for each of the
applications 10. If the device driver 40 does not receive
any response message for more than or equal to a
predetermined communication timeout interval after the
device driver 40 outputs a command to the reader/writer 2,
the device driver 40 determines that a communication timeout
occurs and notifies the communication timeout to the one of
the applications 10.

The error code represents the type of error occurring
in the device driver 40. The error code is generated by the
device driver 40. By holding the error code, the device
driver 40 can recognize which error occurred in the
operation of the application 10.

The reader/writer mode information indicates whether

one of the applications 10 is accessible to the
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of the applications 10 and the reader/writer 2. According to the present
embodiment, since the device driver 40 has a pseudo mutual
authentication capability, the device driver 40 holds information about
whether the pseudo mutual authentication is successfully performed in a
reader/writer mode information field. Thus, the device driver 40 can
recognize which one of the applications 10 is accessible to the
reader/writer 2. The transaction information is information about

communication between the device driver 40 and the 'read('-:-rlwriter 2.So
reafyerd Varégof commanieatioinferenationt eeneiddiipahéons 10 to

communication table 47 of the device driver 40 has been described.
aCC§|‘?1%et§1\9anre?§%?EZ%ﬁ&n%at?on( tritSrmatich §Hﬁ8§“ﬁe?ﬂﬁ tﬁg the

appiaqupicationdable Z4.of the, middieware, 20 is similay 10 the, oo 40

communication information contained in the communication table 47,

mu t@escriptions ot thes cosrmurieation: inferanaiionin the copwurieatiarhtabten e
27 is not repeated. However, note that the driver handle in the

of Ehrmnmricationtinformation talsle P7andicattsraiv'ID fotone- of fifecording

applications 10 to access the device driver 40 via - 44 the middleware 20.

O FhéreforeSHis eI Iaid ndicatBs Swiith d&Vice<driver 4058 bethg@s @
pse%%‘%?sﬁﬁ‘élpé{lths&t{‘ﬁeh eéri‘%aac%iﬁaﬂ%%ﬂ;Q-ﬁ% nentioned Sarler. thes ver

device driver 40 and t
40 holds information about whether the pseudo mutual
authentication is successfully performed in a reader/writer
mode information field. Thus, the device driver 40 can
recognize which one of the applications 10 is accessible to
the reader/writer 2.

The transaction information is information about
communication between the device driver 40 and the
reader/writer 2.

So far, a variety of communication information
contained in the communication table 47 of the device driver
40 has been described. Since a variety of communication
information contained in the communication table 27 of the
middleware 20 is similar to the communication information
contained in the communication table 47, descriptions of the
communication information in the communication table 27 is
not repeated. However, note that the driver handle in the

communication information table 27 indicates an ID for one

of the applications 10 to access the device driver 40 via
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middleware 20 hold the communication information, such as the timeout
interval and a result of communication with the reader/writer 2, for each of
the applications 10 that are accessible to the reader/writer 2. Thus, each
of the applications 10 can acquire the result of communication from the
middleware 20 at any time. Furthermore, the device driver 40 can set any
timeout interval for each of the applications 10. So far, the configuration
of the information processing apparatus 1 according to the present

embodiment, and in particular, the configurations of the device driver 40
theafd dHe tiddrwale 20THReBeditdedcribeddAlFiethodfor itedindingates

.applicati in_the inf ti eSSi 1 havi h
i G Fadon RdESCHouR nest, b Gt prbeBse oFthe EadRaritr 2

apptpgdggqmsfolrdnediating application_s of the present embodiment is
described first. When one of the applications 10 sends commands and
regeivessiesponsel messages usingdhe «eader/wtiter @y theoreager/wiiter 2
needs to be opened for the one of the applications 10. As used herein,
midghbsepne" opfentstide Feaderpwiiten 2¢ pdfemntolarf opeaitionin - 48CWhith
a pseudo mutual authentication ist%erformed between one of the

Eheappiitatbhs 16 ard e rélderiwfite? 2 Via tHe HEURE diir 40 s 3 thial td
readd& %@‘Pt%‘%p”ﬁg“%%lg £an Use ereagsiviter2 (&9 fapsenda e

commands to an
accessible to the reader/writer 2. Thus, each of the

applications 10 can acquire the result of communication from
the middleware 20 at any time. Furthermore, the device
driver 40 can set any timeout interval for each of the
applications 10.

So far, the configuration of the information processing
apparatus 1 according to the present embodiment, and in
particular, the configurations of the device driver 40 and
the middleware 20 have been described. A method for
mediating applications in the information processing
apparatus 1 having such a configuration is described next.

The open process of the reader/writer 2 in the method
for mediating applications of the present embodiment is
described first. When one of the applications 10 sends
commands and receives response messages using the
reader/writer 2, the reader/writer 2 needs to be opened for
the one of the applications 10. As used herein, the term

"open of the reader/writer 2" refers to an operation in
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receive response messages from the reader/writer 2). This open process
is performed by the middleware 20 to work cooperatively with the
reader/writer 2. The middleware 20 selects one of the reader/writers 2 to
be opened in response to an open request (a use request) of the
reader/writer 2 sent from one of the applications 10. Subsequently, the
middleware 20 requests the device driver 40 corresponding to the
selected reader/writer 2 to open the reader/writer 2 (i.e., to allow the one
of the applications 10 to use the reader/writer 2 to be opened). If a
whigiiradity 6Etereaderwtiters Paretconmetrid tbs thienforagidnbetween

processing ratus 1, the middle 20 selects one of the
o R oS G L 558 ed NoRTamoHG HEAErHIY o ehdBliiterss
dev4$1R9 @pe0f the following, two methods: (lp selgcting the é%%qecf%”t% 2can
specified by the one of the applications 10; and (2) automatically and
usesequentialyiseleeting ene of the pluraliy of thendeadewiiiess 2 shatria
available for the one of the applications 10 in a list held by the

recridtfewarr20. sk processdfow padsrméttby srelmiddiewars 26 usinglthés
above-described selection method (1) is described next with - 46

OPERASIECE 16 Fig: 6 Fig. & SAfI6W chaft of & Brotess: perforhetibyhe
coopiddlieware 20 geearding to the present; empogiment when the

middleware 20 opens one of the reader/writers 2 specified by the one of

therapplications48re 20 selects one of the reader/writers 2
to be opened in response to an open request (a use request)
of the reader/writer 2 sent from one of the applications 10.
Subsequently, the middleware 20 requests the device driver
40 corresponding to the selected reader/writer 2 to open the
reader/writer 2 (i.e., to allow the one of the applications
10 to use the reader/writer 2 to be opened).

If a plurality of the reader/writers 2 are connected to

the information processing apparatus 1, the middleware 20
selects one of the reader/writers 2 to be opened from among
the plurality of reader/writers 2 using one of the following
two methods: (1) selecting the reader/writer 2 specified by
the one of the applications 10; and (2) automatically and
sequentially selecting one of the plurality of the
reader/writers 2 that is available for the one of the
applications 10 in a list held by the middleware 20.

A process flow performed by the middleware 20 using the

above-described selection method (1) is described next with
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As shown in Fig. 6, the middleware 20 receives, from one of the
applications 10, an open request of the reader/writer 2 (RWi) specified by
the one of the applications 10 (step S10). Each of the applications 10
holds identification information about the reader/writers 2 (e.g., port
names or reader/writer IDs) that the each of the application 10 can use.
When the one of the applications 10 sends an open request to the
middleware 20, the one of the applications 10 attaches the identification
information about the reader/writer 2 (RWi) to be opened to that open
refriepiesesd as e Speéify thelreadér/whitet 2ftbbe eperéd.ofhen process

iddl 20 selects the reader/writer 2 (RWi ified by th f
P g Sipheiort 0 B A0 AAer A1 2 18 B BRoRGd. SIBGEREREY,

empihgimidoieware 20 iequeststhe, device, driyee4Q coprespendipg to the
reader/writer 2 (RWi) specified by the one of the application 10 to open

reathat feadedwhter 2RWh fstep Ik2)cUpon receiving e apern exeeutors 10.
request, the device driver 40 determines whether the specified
redderAiten2 {RWi) 5-accessibie folthélsriea of thd applicativas 10forrm
the basis of a§re,deter,mined - 47 condition. If the specified reader/writer

one) CRWifs aBEessiE 16 e dfle of the BSPlicRtigS 16, fhk ddtfice driver
reaQ PPERS the readeshyrifer.2 (RW). Howeveryif the, speeified .

reader/writer 2 (RWi) is not accessible to the one
applications 10 (step S10). Each of the applications 10

holds identification information about the reader/writers 2
(e.g., port names or reader/writer IDs) that the each of the
application 10 can use. When the one of the applications 10
sends an open request to the middleware 20, the one of the
applications 10 attaches the identification information
about the reader/writer 2 (RWi) to be opened to that open
request so as to specify the reader/writer 2 to be opened.
The middleware 20 selects the reader/writer 2 (RWi)
specified by the one of the applications 10 as the
reader/writer 2 to be opened.

Subsequently, the middleware 20 requests the device
driver 40 corresponding to the reader/writer 2 (RWi)
specified by the one of the application 10 to open that
reader/writer 2 (RWi) (step S12). Upon receiving the open
execution request, the device driver 40 determines whether
the specified reader/writer 2 (RWi) is accessible to the one

of the applications 10 on the basis of a predetermined
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of the applications 10, the device driver 40 does not open the
reader/writer 2 (RWi). This operation performed by the device driver 40 is
described in more detail later with reference to Fig. 8. Thereafter, the
middleware 20 determines whether the open process of the reader/writer
2 (RWi) has been successful on the basis of a message indicating a
successful or unsuccessful open sent from the device driver 40 (step
S14). If the open process of the reader/writer 2 (RWi) is successful, the
middleware 20 performs a variety of settings (e.g., setting of the
congdrafiimicatibh ifformanes tdble 27y sadiat el 685& oftheRdplications

10 that sent the open request can use the reader/writer 2 (RWi). The
A S0 En CBE S E e e MR AR be BT L 35 the

dar 1926 ohitheapplications 10 (3ep £16). Inthis cage; fhe aneoffhe ¢ the
applications 10 can use the reader/writer 2 (RWi) and can send

specdmmandsda @ad reeeive respormeimessagesframcthesrgader/wsiteriz one
However, if the open process of the reader/writer 2 (RWi) is unsuccessful,

of theemitklidviare 2 sends a rhbssafyindicating edrurfsucéessfuhoperPien

the one of the applications 10 that sent the open request (step S18) - 48
Ehe| RfEdse e Ghe of tHe 'applications 18%%5?1598& he readsifviter 5he

deviRWNaand hergfpre theane ofjbg applicationg 0. canneLsend s ¢y

commands to and receive response messages from the reader/writer 2
refWihce to Fig. 8.

Thereafter, the middleware 20 determines whether the
open process of the reader/writer 2 (RWi) has been
successful on the basis of a message indicating a successful
or unsuccessful open sent from the device driver 40 (step
S14). 1If the open process of the reader/writer 2 (RWi) is
successful, the middleware 20 performs a variety of settings
(e.g., setting of the communication information table 27) so
that the one of the applications 10 that sent the open
request can use the reader/writer 2 (RWi). The middleware
20 then sends a message indicating a successful open to the
one of the applications 10 (step S16). 1In this case, the
one of the applications 10 can use the reader/writer 2 (RWi)
and can send commands to and receive response messages from
the reader/writer 2. However, if the open process of the
reader/writer 2 (RWi) 1is unsuccessful, the middleware 20
sends a message indicating an unsuccessful open to the one

of the applications 10 that sent the open request (step S18).
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As shown by the process flow in Fig. 6, the middleware 20 performs
control so as to open one of the reader/writers 2 specified by the one of
the applications 10. A process flow performed by the middleware 20 using
the above-described selection method (2) is described next with
reference to Fig. 7. Fig. 7 is a flow chart of a process performed by the
middleware 20 according to the present embodiment when the
middleware 20 sequentially scans a plurality of the reader/writers 2 and
opens the available reader/writers 2. As shown in Fig. 7, the middleware

In 20 tecehvess froffiore st thé appficatihs TG eosen fequespefthese the

reader/writer 2 (i.e,, a request to use the_ reader/writer 2) (step S20). In
r eafﬁ rp?r‘%é%seﬁluétrét%ﬁli Fig ™ thé Ghe T5Fhe ap ?icgtioensofo 8%’33 not

appiPeClly a.sRecific one of the Leader/writers,2 forthe middleware 20.and, o s

requests the middleware 20 to open some of the reader/writers 2

me seonEected do the infermnation/ processing apparigtus 1. Upon receiving the
request, the middleware 20 automatically searches for the reader/writers
2 that arecaiailalsletfor tier ove BB thl apphicatiohs -1(Pand sequeritidligware
opens these available - 49 reader/writers 2, as described below.

20 BHpSSHIENG e RitdiewaT® 30°abquifes R isCicluting GREBF Migré™eT S
> sieader/ywiters 2 aytomatically. searched for (step §22)- The middieware

O prestores
A process flow performed by the middleware 20 using the

above-described selection method (2) is described next with
reference to Fig. 7. Fig. 7 is a flow chart of a process
performed by the middleware 20 according to the present
embodiment when the middleware 20 sequentially scans a
plurality of the reader/writers 2 and opens the available
reader/writers 2.

As shown in Fig. 7, the middleware 20 receives, from
one of the applications 10, an open request of the
reader/writer 2 (i.e., a request to use the reader/writer 2)
(step S20). In the process illustrated in Fig. 7, the one
of the applications 10 does not specify a specific one of
the reader/writers 2 for the middleware 20 and requests the
middleware 20 to open some of the reader/writers 2 connected
to the information processing apparatus 1. Upon receiving
the request, the middleware 20 automatically searches for
the reader/writers 2 that are available for the one of the

applications 10 and sequentially opens these available
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identification information about the reader/writers 2 available for each of
the applications 10 in the form of a list of the reader/writers 2 for automatic
search. In this way, the reader/writers 2 to be automatically searched for
by the middleware 20 are predefined for each application 10. Note that
this list of the reader/writers 2 can be changed by the each of the
applications 10. Upon receiving the open request from the one of the
applications 10 (as described in step S20), the middleware 20 reads out
the list corresponding to the one of the application 10 that sent the open
reagRjuéstdd as fo dcqdife daemtfication Fdftation of the automatically

searched reade /writegrs 2 st%% 22). In 3%1 example shown(iérﬂ_Fi .7, n
readErRniterg 2 {IféWL AR are fidtet 48 tHe" Fedderidiiters 2 to

inc% aPERed o the following description; RWL, RWa, - BWn.gre selected

in this order and the open process is performed for the selected one.
seallore apecifically: Hie middlewamrn20 setssa vatiatkle 2 tozese asmassinitial
value (step S24). Thereafter, the middleware 20 increments the variable i
idepy bha ¢stepS6)n Buhiseglentlyathe mitdleware 20aterhtines whether
the - 50 variable i is less than or equal to n (step S28). Thus, the

SVahidtieware 20 S8fetts’the reEdEMRIiteT 2-(RWT) 48 thé' reédferivfiter 2o
11 ske gpeped: Subsequently.the middlewarg, 20 fequestsdie deyice 1, ¢pjs

way, the reader/writers 2 to be automatically searched for
by the middleware 20 are predefined for each application 10.
Note that this list of the reader/writers 2 can be changed
by the each of the applications 10.

Upon receiving the open request from the one of the
applications 10 (as described in step S20), the middleware
20 reads out the list corresponding to the one of the
application 10 that sent the open request so as to acquire

identification information of the automatically searched

reader/writers 2 (step S22). In an example shown in Fig. 7,
n reader/writers 2 (RWl, RW2, ... RWn) are listed as the
reader/writers 2 to be opened. In the following description,
RW1, RW2, ... RWn are selected in this order and the open

process is performed for the selected one.

More specifically, the middleware 20 sets a variable i
to zero as an initial wvalue (step S24). Thereafter, the
middleware 20 increments the variable i1 by one (step S26).

Subsequently, the middleware 20 determines whether the
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driver 40 corresponding to the reader/writer 2 (RW1) to open that
reader/writer 2 (RW1) (step S30). The process in step S30 is similar to
that in step S12. The middleware 20 determines whether the reader/writer
2 (RW1) has been successfully opened on the basis of a message
indicating a successful or unsuccessful open received from the device
driver 40 (step S32). If the open process of the reader/writer 2 (RW1) is
successful, the process proceeds to step S34, where the middleware 20

performs a variety of settings so that the one of the applications 10 that
vardert lthelopen reqtiestbam use tislieatetvriter(ZIRW12%he Thus, the

Jéclidleware 0 then sendsgmessa%e indicatin afu%cessful open of the

..m
mid %%%v?itér%z (WY 5 tHe'6né of e apphication 10 (Step s32).t1¢
readoweyer, ifthe open H{QC%%Qfeme reader/writer 2 (RW1) is

unsuccessful, the process returns to step S26, where the middleware 20
seleatssthguBextireadetwriter ZI(RW2) i the list asonenfihe device
reader/writers 2 to be opened. Subsequently, the middleware 20 attempts

dr ifseapet theaend e PRTitEFPI(RW 2} Iifthecsuine /mahherdéschibéd folttheoren
reader/writeé 2 (RW1). The middleware 20 repeats such a process until

Ehaf oIS L 51T pdtess fdrdither Ghe<St the YeaderMiiterd 956 §fccedsfi €P
s30(Step S32)- 1Lthis gpen, process forall theon reader/yritess 2, (RW1,B8W2,

... RWn) is unsuccessful, it is determined at step S28 that the variable i >
detBrafithes whether the reader/writer 2 (RW1l) has been
successfully opened on the basis of a message indicating a
successful or unsuccessful open received from the device
driver 40 (step S32). 1If the open process of the
reader/writer 2 (RW1l) is successful, the process proceeds to
step S34, where the middleware 20 performs a variety of
settings so that the one of the applications 10 that sent
the open request can use the reader/writer 2 (RWl). The
middleware 20 then sends a message indicating a successful
open of the reader/writer 2 (RW1l) to the one of the
application 10 (step S34). However, if the open process of
the reader/writer 2 (RW1l) is unsuccessful, the process
returns to step S26, where the middleware 20 selects the
next reader/writer 2 (RW2) in the list as one of the
reader/writers 2 to be opened. Subsequently, the middleware
20 attempts to open the reader/writer 2 (RW2) in the same

manner described for the reader/writer 2 (RW1).

The middleware 20 repeats such a process until the open
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therefore, the process proceeds to step S36. The middleware 20 sends a

message indicating that all the reader/writers 2 cannot be opened to the

one of the applications 10 that sent the open request (step S36). As

noted above, in the process flow illustrated in Fig. 7, the middleware 20

automatically and sequentially selects one of the reader/writers 2 to be

opened from among the reader/writers 2 (RW1, RW2, ... RWn) that are

available for the application 10 in the predetermined order determined by

the list. Subsequently, by sequentially requesting the device drivers 40
ProgsrESspondirijitothe selected rehdelRATS 26 dpencthé sefectegcessful

reader/writers 2, the middleware 20 attempts to open one of the selected
(<t raderiters 2. 1A BHS Wy the Fdanare 50 Su Sufonfatically search

reaf9L e, teaderwriers=4,suitagle for the ape of the applicatians £0 50 asto; g
open the one of reader/writers 2. In the above-described process flow
detiusitated i Figt édf an ®penguocess efanuone of the readeriwriters 2
is successful, the open process is completed without attempting to open
theghefsthéer rddderMriterss® HoWa\RS thelisre8é/tx 52 dnvention 5ot leware
limited thereto. For example, the middleware 20 may attempt to open the

20 RAGRIWTIEIS PN L RWZ & RIvh) Eontdihed i the fistHeld By the ™
canBifdiguarg, 2050 asto ganeirently open apialitk ol e 10 that sent

the open request (step S36).

As noted above, in the process flow illustrated in Fig.
7, the middleware 20 automatically and sequentially selects
one of the reader/writers 2 to be opened from among the
reader/writers 2 (RWl, RW2, ... RWn) that are available for
the application 10 in the predetermined order determined by
the list. Subsequently, by sequentially requesting the
device drivers 40 corresponding to the selected
reader/writers 2 to open the selected reader/writers 2, the
middleware 20 attempts to open one of the selected
reader/writers 2. In this way, the middleware 20 can
automatically search for the reader/writers 2 suitable for
the one of the applications 10 so as to open the one of
reader/writers 2.

In the above-described process flow illustrated in Fig.
7, 1f an open process of any one of the reader/writers 2 is
successful, the open process is completed without attempting

to open the other reader/writers 2. However, the present
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reader/writer 2 for the application 10. Examples of the applications 10 that
use a plurality of the reader/writers 2 which are concurrently open include
an application having questionnaire capability or quiz capability for
selecting a user answer from among a plurality of options. Such a type of
application 10 can identify a user answer by determining which one of
reader/writers 2 associated with the options the IC card 3 is connected to.
The process flow in which the device driver 40 according to the present
embodiment opens one of the reader/writers 2 requested by the
inveiddiewares20 & describedchext fithrefereAce teeRRyBL Fig. BHiS a flow

. _chart of a process in which the device driver 40 accqrding to the present
i o B erkt DEARS Ghe OFIRG rESASMeres FieSte By s 2 (R

rirziddlewgre 20. 45 shawa ip Fig. 8, the deyice driver40 feceivesan Qpene
execution request for the reader/writer 2 (RWi) from t¥|e middleware 20

20 (step540)p Thisoper execytiaspreguesh farrthe regdedwrites 2 (RWi) is
the one issued at step S12 of the process flow illustrated in Fig. 6 or at

reagtep/S0L6F thel piovess lewsibustizted P Figt 7: - SBxE)pbhe6caidinglthe
open execution request, the device driver 40 acquires identification |

APPintSifHatid abbut I reXd&rrildt 25®W) hefd by Self fstep 54251 te¥s 2
whigHPsequently -the device diyer A0 detergines whelBet tis 5 on nhaving

questionnaire capability or quiz capability for selecting a
user answer from among a plurality of options. Such a type
of application 10 can identify a user answer by determining
which one of reader/writers 2 associated with the options
the IC card 3 1is connected to.

The process flow in which the device driver 40
according to the present embodiment opens one of the
reader/writers 2 requested by the middleware 20 is described
next with reference to Fig. 8. Fig. 8 is a flow chart of a
process in which the device driver 40 according to the
present embodiment opens one of the reader/writers 2
requested by the middleware 20.

As shown in Fig. 8, the device driver 40 receives an
open execution request for the reader/writer 2 (RWi) from
the middleware 20 (step S40). This open execution request
for the reader/writer 2 (RWi) is the one issued at step S12
of the process flow illustrated in Fig. 6 or at step S30 of

the process flow illustrated in Fig. 7.
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identification information (RWj) is equal to the identification information
(RWi) about one of the reader/writers 2 requested by the middleware 20
(step S44). Since there is a one-to-one correspondence between the
device driver 40 and the reader/writer 2, each of the device drivers 40 can
control only the reader/writer 2 (RWj) corresponding to itself. Therefore,
the device driver 40 compares the identification information (RWj) with
the identification information (RWi). If the identification information (RWj)
is equal to the identification information (RWi), the device driver 40 can
detérming et itteesivesa Q8RN oPES Fetfuest fetastiecsftthethe device
reader gévrlters 2 corresa‘ondlng to itself, and therefore, the grocess

dr i8iteatis o btep Sa6T Fiotever, fthe ilenthicalibn infSmatish (RWT is
realiRhequal fo.{hoidentficaticonfogpation SRV i ,dalgpmined that the

device driver 40 has received an open request for one of the
subkeadesmtiters 2 (RWi)dhatihed deviee diivet 40 sloesnot suppamtelhusis
the process proceeds to step S56, where it is determined that the open
1depiotéss of therehdenwriteri2 (RWRNS unsaceesstdl, &rd the device
driver 40 natifies the middleware 20 of that - 54 mformatlon

Ldegiidddientiy " ar e SHs: Hid ddvite briv8P4G detEimndined fRether the
reat@agerfwriter, Z (RWi s RWI)-has peen already opepedfopgne of the 544

applications 10 other than the
Since there is a one-to-one correspondence between the

device driver 40 and the reader/writer 2, each of the device
drivers 40 can control only the reader/writer 2 (RW3)
corresponding to itself. Therefore, the device driver 40
compares the identification information (RWj) with the
identification information (RWi). If the identification
information (RWj) is equal to the identification information
(RWi), the device driver 40 can determine that it receives a
valid open request for one of the reader/writers 2
corresponding to itself, and therefore, the process proceeds
to step S46. However, if the identification information
(RWj) is not equal to the identification information (RWi),
it is determined that the device driver 40 has received an
open request for one of the reader/writers 2 (RWi) that the
device driver 40 does not support. Thus, the process
proceeds to step S56, where it is determined that the open
process of the reader/writer 2 (RWi) 1is unsuccessful, and

the device driver 40 notifies the middleware 20 of that
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one of the applications 10 in the dedicated mode (step S46). In the
dedicated mode, since only one of the applications 10 can use the
reader/writer 2 (RWi), an open request from a subsequent one of the
applications 10 needs to be inhibited. Therefore, if, at step S46, it is
determined that the reader/writer 2 (RWi) is open in the dedicated mode,
the process proceeds to step S56. At step S56, it is determined that the
open of the reader/writer 2 (RWi) is unsuccessful and the device driver 40
notifies the middleware 20 of that information. In contrast, if it is
infgateahined-that the reader/writer 2 (RWi) is not opened in the dedicated

maode (e.g., the reader/writer 2 (RWi) is not opened by one of the
A DIAERLSD dher HarhE or s N e PGS T7 07 B 10

detSAfeHWLIeR 2 (RW) is,0pened dn the, shared modefy thegpplications,eep

10 other than the one of the applications 10), the process proceeds to
alrsiep B4 Atsterr 548othe davieandriverdl detetminesiwhetbrethe han the
number of the applications 10 that have already accessed the

onereafef/Mrita® (RWAreathed & predéfeemilfrdilpakipsumodgmbeEep S46) .
accesses (steE S48). As mentioned earlier, in the_shared mode, a

I biliFaifty Of thishiicafions 10 & - 85" LoRtiiréiity -dccedsionesthes 10
can'S3derANiters 2, AL that e, toregyee the Hoeessing a0 Al A £ron o

processing unit (e.g., the CPU 101) of the information processing
subapparatus dntheournher attbeiappticatiensi 10 thatcanwconeurreatly bited.
Therefore, if, at step S46, it is determined that the
reader/writer 2 (RWi) is open in the dedicated mode, the
process proceeds to step S56. At step S56, it is determined
that the open of the reader/writer 2 (RWi) is unsuccessful
and the device driver 40 notifies the middleware 20 of that
information. In contrast, if it is determined that the
reader/writer 2 (RWi) is not opened in the dedicated mode
(e.g., the reader/writer 2 (RWi) is not opened by one of the
applications 10 other than the one of the applications 10 or
the reader/writer 2 (RWi) is opened in the shared mode by
the applications 10 other than the one of the applications
10), the process proceeds to step S48.

At step S48, the device driver 40 determines whether
the number of the applications 10 that have already accessed
the reader/writer 2 (RWi) reaches a predetermined maximum
number of accesses (step S48). As mentioned earlier, in the

shared mode, a plurality of the applications 10 can
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access one of the reader/writers 2 is limited to a value less than or equal
to a predetermined maximum number (e.g., eight). Accordingly, at step
S46, the device driver 40 determines whether the number of the
applications 10 that have accessed the reader/writer 2 (RWi) reaches the
predetermined maximum number of accesses. If the number of the
applications 10 that have accessed the reader/writer 2 (RWi) reaches the
predetermined maximum number of accesses, the process proceeds to
step S56. At step S56, the device driver 40 determines that the open
congigerss bi the? peadet/voriter 2 {RWAT isreasiroeéystil aid ndtifiedthethat
middleware 20 of this information, This operation can prevent excess,

0G0 cE8sing To of the Proesssing Uit HORT Steufrifgh WheR dhe%orthe ©
(e .@pplicgfjang 30 reqyssting the .0penprocess is, allowed 0.ageessdfg - 4t us

reader/writer 2 (RWi) although the maximum number of the applications
1, 10 baveraleadyraccesses el readesmgitern? (RW). Hawevetdfitheent 1y
number of the applications 10 that have accessed the reader/writer 2
accRWIi)d8 popfeddhedthe pradetermined maximdrrHurmbertof accegses
the process proceeds to step S50. At step S50, the middleware 20

eSoritistis o G O te” S6PARPICEABAS 0P Sert th BpBH Tequset %o
gt (ea%é/c‘!@itériév&)'fs}\{i) gnd, eguently, chegks operaiions .of the
reader/writer 2 (RWi) (step S50). Thus, the middleware 20 determines
detwhethes thevreadesivriter? fRMAxr of the applications 10 that
have accessed the reader/writer 2 (RWi) reaches the
predetermined maximum number of accesses. If the number of
the applications 10 that have accessed the reader/writer 2
(RWi) reaches the predetermined maximum number of accesses,
the process proceeds to step S56. At step S56, the device
driver 40 determines that the open process of the
reader/writer 2 (RWi) is unsuccessful and notifies the
middleware 20 of this information. This operation can
prevent excess processing load of the processing unit from
occurring when one of the applications 10 requesting the
open process is allowed to access the reader/writer 2 (RWi)
although the maximum number of the applications 10 have
already accessed the reader/writer 2 (RWi). However, if the
number of the applications 10 that have accessed the
reader/writer 2 (RWi) is not reached the predetermined
maximum number of accesses, the process proceeds to step S50.

At step S50, the middleware 20 connects the one of the
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operates without any problem (step S52). If it is determined that the
operation of the reader/writer 2 (RWi) is not normal, the process proceeds
to step S56. At step S56, the device driver 40 determines that the open
process of the reader/writer 2 (RWi) is unsuccessful and notifies the
middleware 20 of that information. Thus, the one of the applications 10
does not open the reader/writer 2 (RWi) when reader/writer 2 (RWi)
operates abnormally. However, if it is determined that the operation of the

reader/writer 2 (RWi) is normal, the process proceeds to step S54. At
arpstepass2arheldevicedrivEa™o ddermprs thatiheBpenprotéss of the

reader/writer 2 (RWi) for the one of the applications 10 that sent the open
c oo A L ool T e bVice URTEAAB LoBrmS Ao fouy BF SEiE

of (& setting,of the.communigation inforpatioptable 27);so that the one

of the applications 10 that sent the open request can use the
midrebdesnsiterl? (RWAK M hedevice-driver dhhensends ariiessage (RWi)
indicating a successful open to the middleware 20 (step S54). As
opededctibedidbovet inrgppnsdicihe (GPaPretuest froht themiddleware
20, the device driver 40 determines - 57 whether the reader/writer 2

det @y Speciiicttoythe Fiddiaars 26%s heCessiie front e Grie of tHe')
is aRRlications 110 that sentthe apen reguestinaccordanceyith the.ahqves

described various conditions (steps 544, S46, S48, and S52).
S56, the device driver 40 determines that the open process
of the reader/writer 2 (RWi) is unsuccessful and notifies
the middleware 20 of that information. Thus, the one of the
applications 10 does not open the reader/writer 2 (RWi) when
reader/writer 2 (RWi) operates abnormally. However, if it
is determined that the operation of the reader/writer 2
(RWi) is normal, the process proceeds to step S54. At step
S54, the device driver 40 determines that the open process
of the reader/writer 2 (RWi) for the one of the applications
10 that sent the open request is successful. The device
driver 40 performs a variety of settings (e.g., setting of
the communication information table 27) so that the one of
the applications 10 that sent the open request can use the
reader/writer 2 (RWi). The device driver 40 then sends a
message indicating a successful open to the middleware 20
(step S54).

As described above, in response to the open request

from the middleware 20, the device driver 40 determines
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If the reader/writer 2 (RWi) is accessible, the device driver 40 can open
the reader/writer 2 (RWi). So far, the open process of one of the
reader/writers 2 in the method for mediating applications according to the
present embodiment has been described. A command processing
method in the method for mediating applications according to the present
embodiment is described in detail next with reference to Figs. 9A to 9C
and Figs. 10 to 12. As described above, when the device driver 40 is set
to the shared mode, the command receiving module 42 of the device

whegieat 40hsequrntially receives & plUrdlity of Rsrrhands front Bslurality of

. the applicatigns, 10 and requests the command executing module 44 to .
i g SR o bohmARGE e B BT WA 18 Bommantfs ARFbLEREAOnS

10 More specifically. i ihe shared made; ypop recejvinga .command poyve-

execution request from one of the applications 10 via the middleware 20,
de stheicoramand Teceivingriaoduled? deterprinesiwhethes the eemmant s52) .
executing module 44 is processing a preceding command received from
If thee applicitionsdtstherthaiithe ohe cfahe apphdationsik. dgitise
.determined that the command exec?ting module 44 is - 58 in the signal
[

Ar i¥3e 11 wHidh R CommiantwEchting Module 4458 ot executing any
commangd, the command receiving module, 42 requgsts,ihe eommand o5 2

executing module 44 to immediately execute the received command and
in ehangesthesignat medeit®: ing applications according to the
present embodiment has been described. A command processing
method in the method for mediating applications according to
the present embodiment is described in detail next with
reference to Figs. 9A to 9C and Figs. 10 to 12.

As described above, when the device driver 40 is set to
the shared mode, the command receiving module 42 of the
device driver 40 sequentially receives a plurality of
commands from a plurality of the applications 10 and
requests the command executing module 44 to execute the
commands in the order in which the commands are received.
More specifically, in the shared mode, upon receiving a
command execution request from one of the applications 10
via the middleware 20, the command receiving module 42
determines whether the command executing module 44 is
processing a preceding command received from the
applications 10 other than the one of the applications 10.

If it is determined that the command executing module 44 is
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the non-signal mode. However, if it is determined that the command
executing module 44 is in the non-signal mode in which the command
executing module 44 is executing the other command, the command
receiving module 42 places the received command in a wait mode and
requests the command executing module 44 to execute that command
immediately after the execution of the other command is completed and
the command executing module 44 enters the signal mode. The
command processing is now herein described in detail with reference to

in Figs. 9AIODE. TGS INtoIC Aie tdehepraticalgstratons of aopartciae 44

example using the method for processing commands received from t

Ls BiﬁFalf?ﬁ‘eoWﬁ%%%pﬁéé%ioﬁ%%a&c ordi 8tS?ﬁ‘é“SFédse]ﬁ?‘é%Jb‘éjdﬂﬁeﬁ‘t?tfﬁle
12 Flg5.284Q 9G, dhreg-appligations 104,108, anch10G send six command

execution requests to the device driver 40 in the following order: 1) a

e xeCAImatigeA rd e commanshia 3) aaeamataneA’s , d)a commandnh ) ato
command B', and 6) a command B' ' . In this case, as shown in Fig. 9A,

t hethecdevidgdiveryd eeceives thesfirst édmirfantsA fohe telaggslicaties the
IOA and executes the command A so as to control the corresponding.- 59

COMgRE Ot fHeeatenritsts 2: Duting'thie Bxetlifor 8 the" €8mmatF &, thé
whdeviee driver 40 peceives the Gommand 4. from {he application JOB.and o

the command A" from the application 10C and places these commands in
com@id BeCUHion wathmode. receiving module 42 places the received
command in a wait mode and requests the command executing
module 44 to execute that command immediately after the
execution of the other command is completed and the command
executing module 44 enters the signal mode.

The command processing is now herein described in
detail with reference to Figs. 9A to 9C. Figs. 9A to 9C are
schematic illustrations of a particular example using the
method for processing commands received from the plurality
of the applications 10 according to the present embodiment.

In Figs. 9A to 9C, three applications 10A, 10B, and 10C
send six command execution requests to the device driver 40
in the following order: 1) a command A, 2) a command A', 3)
a command A'', 4) a command B, 5) a command B', and 6) a
command B''.

In this case, as shown in Fig. 9A, the device driver 40

receives the first command A from the application 10A and

executes the command A so as to control the corresponding
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Note that, at this point of time, the commands B, B', and B" have not been
issued yet. Subsequently, as shown in Fig. 9B, after the execution of the
first command A is completed, the device driver 40 executes the second
command A' so as to control the one of the reader/writers 2. During the
execution of the command A', the device driver 40 receives the command
A" from the application I0OC and the command B from the application I0A
and places these commands in the execution wait mode. Upon receiving
a command-A termination message from the device driver 40, the
onegpplication 1OA fefuests- terdevice dRVETA t6lexeeiethe sebseduérte

command B. However, as noted above, the device driver 40 executes th
congimant A118caEA oM The Sbplliation TR i e comHARiEAS —Fom

t heleeElyedfiam Jthejapplication |QC earlierthan the eommantlBa o1 i cation
Thereafter, as shown in Fig. 9C, after the execution of the secon

1 0ccemmantaA'ds conpieied cthe-device: driver 40xexeaeutes the thirdnode .
command A" so as to control the one of the reader/writers 2. During the

Notexddutibn of thé bamnianich A" othetdéice B eerc4tnietedesitheB ', and
command B from the, agplication IOA and the command B' from the

B ahicatiBh toBS%b Hhdidcesthese commands in the execution wait
made, upsequeptly, the devige driver 49 seguentially exequteg e .+ 5 o
command B, the command B', and the command B" in the order in which

of thiese £orynandmaentecrives indhe aboverdeserdbertbvice driver 40

executes the second command A' so as to control the one of

the reader/writers 2. During the execution of the command

A', the device driver 40 receives the command A'' from the

application 10C and the command B from the application 10A

and places these commands in the execution wait mode. Upon
receiving a command-A termination message from the device

driver 40, the application 10A requests the device driver 40

to execute the subsequent command B. However, as noted

above, the device driver 40 executes the command A' received
from the application 10B and the command A'' received from

the application 10C earlier than the command B.

Thereafter, as shown in Fig. 9C, after the execution of

the second command A' is completed, the device driver 40

executes the third command A'' so as to control the one of

the reader/writers 2. During the execution of the command

A'', the device driver 40 receives the command B from the

application 10A and the command B' from the application 10B
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manner. The command execution sequence in the example illustrated in
Figs. 9A to 9C is described in more detail next with reference to Fig. 10.
Fig. 10 is a sequence diagram illustrating a particular example of a
command processing flow of the information processing apparatus 1
according to the present embodiment. As shown in Fig. 10, upon receiving
an open request from the application 10A, the middleware 20 and the
device driver 40 execute the above-described steps illustrated in Figs. 6
to 8 so as to open the corresponding one of the reader/writers 2 for the
andgpdiRatien IOA(StepBBOdhd 61} Simiiad the bnedf thaode .
. breader/wri ers 2 |rsé0|?§ned for té1e, a%;elic tion IOB sgep ?62 and S63), th
UPSTEHE SN of the® réadeririters-2 T opened for the éﬁ% ICatiBhOESS the
corPieRs §64 and S63), Thus fhe applications IQA, 0B, and IOC can. Useser
the one of the reader/writers 2 so as to send commands to and receive
in k@sponse messagestonithealfecard® viadhe ione bEtheyeadeswsitersbed
2. Subsequently, the application IOA sends an execution request of the
mang&Amand A to the device driver 40 via the - 61 middleware 20 (step
S66). The device driver 40 immediately executes the command A and

tran8iits PHE'EBMNTAITEA to e FE CHrE Fvidthé Ofie T HE
11116208/ Mers 2 (slep S64), Thereaftar, the:deviee diver 40 [6eees a1 1

response message
next with reference to Fig. 10. Fig. 10 is a sequence

diagram illustrating a particular example of a command
processing flow of the information processing apparatus 1
according to the present embodiment.

As shown in Fig. 10, upon receiving an open request
from the application 10A, the middleware 20 and the device
driver 40 execute the above-described steps illustrated in
Figs. 6 to 8 so as to open the corresponding one of the
reader/writers 2 for the application 10A (steps S60 and S61).
Similarly, the one of the reader/writers 2 is opened for the
application 10B (steps S62 and S63), and the one of the
reader/writers 2 is opened for the application 10C (steps
S64 and S65). Thus, the applications 10A, 10B, and 10C can
use the one of the reader/writers 2 so as to send commands
to and receive response messages from the IC card 3 via the
one of the reader/writers 2.

Subsequently, the application 10A sends an execution

request of the command A to the device driver 40 via the
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A in response to the command A from the IC card 3 via the one of the
reader/writers 2 and outputs this response message A to the application
10A (step S70). During the execution of the command A (i.e., during a
time period from step S67 to step S70), the application IOB sends an
execution request of the command A' to the device driver 40 (step S68).
Furthermore, the application 10C sends an execution request of the
command A" to the device driver 40 (step S69). However, the device
driver 40 places these commands A’ and A" in the execution wait mode

midsd a93d put the applications IOBTARI FOC bpsstdndbie AftE themediately
execution of the command A is completed steE S70§, the device drive

Ihs GoAmARaRY

XY BREcBS e EBMvand Ao &S 18 RSt TRTENG 16 the |é£e e

carfArd Gislen L dedee divel 4D Mg fecalves  Lesponsey)
message A' in response to the command A' from the IC card 3 (step

TheBé3)t feirthetmere]cafterdheexeeutian ot-theccormand A is completed sage
(step S73), the device driver 40 executes the command A" (step S74)

A lgnd pesgeivesca Fesponse dressHe A" fiorithell€ chrd 3 {step S76). the
Similarl{)‘é the device driver 40 s%quentially receives - 62 the execution

onersuebtsortRa oMMANGS BB ahdB oM e &hpitalish® 1bATI0B,
me s34 LO0%. [eSPERLVElY (Sens 572, S6m and378)s A that time. the deyice

driver 40 causes the applications I0A, IOB, and IOC to enter the Standby
exe@t€on of the command A (i.e., during a time period from

step S67 to step S70), the application 10B sends an

execution request of the command A' to the device driver 40

(step S68). Furthermore, the application 10C sends an
execution request of the command A'' to the device driver 40
(step S69). However, the device driver 40 places these
commands A' and A'' in the execution wait mode so as to put

the applications 10B and 10C on standby. After the
execution of the command A is completed (step S70), the
device driver 40 executes the command A' so as to transmit
this command to the IC card 3 (step S71). The device driver
40 then receives a response message A' in response to the
command A' from the IC card 3 (step S73). Furthermore,

after the execution of the command A' is completed (step

S73), the device driver 40 executes the command A'' (step
S74) and receives a response message A'' from the IC card 3
(step S76).

Similarly, the device driver 40 sequentially receives
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until executions of the preceding commands A", B, and B' are completed
(steps S76, S79, and S81). When executions of the preceding commands
A", B, and B' are completed, the commands B, B', and B" are executed,
respectively (steps S77, S80, and S82). When the device driver 40
receives a response message B" in response to the last received
command B" and outputs the response message B" to the application
IOC, the entire process is completed. As described above, in the method
for processing a command according to the present embodiment, the
thedevies Wriver 40s@¢piehfalRfexdtuteLtdmittnds reBeived idnBthe from
tions 10 in the orde ign WhICh th commands are re eived. In this

applic
thew%?hﬂécparﬁr]a?ﬂ/ of the apphiEatichs™L0 Tan doncbrrenty Gde ohd otite 572
s7sreaderwaiters 2, and thereforg,a mult;application envirppment can be.

approprlately provided. However, some commands used for the IC card 3
t heChangei the state of tire, ICLcard i dhe cammansstare exesuteta afieramode
specific command is executed. Accordingly, consider that one of the
untagplRations 10wpeps onecofithe crradewWeitsrs 2 iathé sharéd modeé ghd
executes a series of - 63 _commands that need to be continuously

T o aRad AL THHE; i Eomimatd 6 orclor the Lpplicatione g °on> ©F
tneOEL 40a1 fhe ape,0f the,applicatigns 10 interrupis the cxecution and,e

that command is executed, the execution of the series of
commands B, B', and B'' are executed, respectively (steps

S77, S80, and S82). When the device driver 40 receives a
response message B'' in response to the last received
command B'' and outputs the response message B'' to the
application 10C, the entire process is completed.

As described above, in the method for processing a
command according to the present embodiment, the device
driver 40 sequentially executes commands received from the
applications 10 in the order in which the commands are
received. In this way, the plurality of the applications 10
can concurrently use one of the reader/writers 2, and
therefore, a multi-application environment can be
appropriately provided.

However, some commands used for the IC card 3 change
the state of the IC card 3 if the commands are executed
after a specific command is executed. Accordingly, consider
that one of the applications 10 opens one of the

reader/writers 2 in the shared mode and executes a series of
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commands may fail. Thus, the one of the applications 10 operates in an
unexpected manner. For example, if the command A is a mutual
authentication command between the application I0A and the IC card 3
and the command A’ (e.g., a polling command or a read/write command)
from the application IOB interrupts the execution of the command A, the
authentication may be forcibly reset, although depending on the type of
the command A'. In such a case, if the command B is designed so as to

require the completion of the authentication process, the execution of the

comggnhana B failke A corlimftocthetpresentsdriib 6difTaht cas notkld dbvve,

. _the middleware 20 provides the applications 10 ith the API sed for
4 g ATBANHAS B BREe S 1 Eror KN 67AG TEZ0d IS

thabURErMOIE, Indespanse 1o, fhe acquiing @nd ferpinating request of J:huec ion

access right, the device driver 40 can grant and withdraw the access right
andfot lageessinghHielone ot thesieader/writers toand samo the: reguesieres of

application 10. Thus, from the time when the requester application 10
confezefRsthE ateéds righttedhe time wWitercthetrequestet application 100

terminates the access - 64 n&h 6%‘(?{ .e., during a critical section), the device

OPSHMETS 40 Can AIBRTHBEXES BPESmmands received from only the
one of the applications 10,and.ighibit the gxecution gf .commands

received from the ‘applications 10 other than the
authentication command between the application 10A and the

IC card 3 and the command A' (e.g., a polling command or a
read/write command) from the application 10B interrupts the
execution of the command A, the authentication may be
forcibly reset, although depending on the type of the
command A'. In such a case, if the command B is designed so
as to require the completion of the authentication process,
the execution of the command B fails.

According to the present embodiment, as noted above,
the middleware 20 provides the applications 10 with the API
22 used for acquiring and terminating an access right for
one of the reader/writers 2. Furthermore, in response to
the acquiring and terminating request of the access right,
the device driver 40 can grant and withdraw the access right
for accessing the one of the reader/writers 2 to and from
the requester application 10. Thus, from the time when the
requester application 10 receives the access right to the

time when the requester application 10 terminates the access
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one of the applications 10. Still furthermore, when one of the applications
10 gains the access right and the device driver 40 receives a command
from one of the applications 10 other than the one of the applications 10,
the device driver 40 places the command received from the one of
applications 10 other than the one of the applications 10 in an execution
wait mode from the time when the device driver 40 receives the
command to the time when a predetermined access right waiting timeout
is reached. When the predetermined access right waiting timeout is
rigkdachédSthe dBVice@river4oisaritisla afpfécterrortrhessigjeitethdoheer

f licati 0 other than th f th licati 10. T
10 O AR GO S AR AT G (R o SRk

£ heOTHHE aceess Hobbwailingdimequt, aredescribed iy detailwith [efgrence o«
to Fig. 11. Fig. 11 'is a schematic illustration of the processes of granting

comaiRchwithdsrawing=thefaceess Kighttgrand fromonre 0bHthe: applicationstlite
and the process of the access right waiting timeout according to the

onepreSehtempbrihiert ioas ex8mple shown in Fig. 11, three applications
10A, - 65 |OB, and IOC issue command execution requests to the device

drivér4d inthe T fOWIRGordBP &) ahcc@Es right HEGLITRT-Command,
gaidkd 99@@%&@53}@@9@3@ A A @ gommand B.p) acommand B

and 6) a command A' ", 7)
command from one of the applications 10 other than the one
of the applications 10, the device driver 40 places the
command received from the one of applications 10 other than
the one of the applications 10 in an execution wait mode
from the time when the device driver 40 receives the command
to the time when a predetermined access right waiting
timeout i1s reached. When the predetermined access right
waiting timeout is reached, the device driver 40 sends a
timeout error message to the one of applications 10 other
than the one of the applications 10.

The processes of granting and withdrawing the access
right and the process of the access right waiting timeout
are described in detail with reference to Fig. 11. Fig. 11
is a schematic illustration of the processes of granting and
withdrawing the access right to and from one of the
applications 10 and the process of the access right waiting
timeout according to the present embodiment.

In an example shown in Fig. 11, three applications 104,
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command C, 8) a command D, 9) a command C', 10) a command B", and
11) an access right termination command. The commands A, B, C, and D
form a series of commands that need to be executed continuously. In this
case, the application IOA outputs the command for acquiring an access
right (the access-right acquisition command) to the device driver 40
before sending the first command-A execution request. In addition, the
application 10A outputs the command for terminating the access right
(the access-right termination command) to the device driver 40 after the

1 OBexetiffioh Uf the Rise c@ﬁWD@@%@ﬁiﬁé{édr%ﬁﬁﬁ@éem offife device
access-right ac UIS % uest the, device driver 40 %grants an %ccess

AT LG ¢ Qhé%pﬁ cation lfﬁgco(?ﬁpa%:E ‘upoh f&defpt of fhe AccHsS-right
acq@{@ir@flgﬂ reghest,devise driver 4 withdraws an accgss, Jight granted

to the application IOA. The device driver 40 "holds information about the
comaegessyight grantedtenthel applicatian KA ;Aantbthesefare, the deyice

driver 40 can distinguish the application IOA from the application 10B or
com@ havingtno accexsright. I thid)way dataréritidalsectibh fremeefimend

when the - 66 application IOA acquijres the access right to a time when

B the* BpplicatioR 1O teTihates te SECE55THynt e TEVRE Ariver 46 can
comtfRibitthg exgcution of thercammands sent from the applications JQB and. 4

|OC and allows only the series
to be executed continuously.

In this case, the application 10A outputs the command
for acquiring an access right (the access-right acquisition
command) to the device driver 40 before sending the first
command—-A execution request. In addition, the application
10A outputs the command for terminating the access right
(the access-right termination command) to the device driver
40 after the execution of the last command D is completed.
Upon receipt of the access-right acquisition request, the
device driver 40 grants an access right to the application
10A. 1In contrast, upon receipt of the access-right
termination request, device driver 40 withdraws an access
right granted to the application 10A. The device driver 40
holds information about the access right granted to the
application 10A, and therefore, the device driver 40 can
distinguish the application 10A from the application 10B or
10C having no access right.

In this way, in a critical section from a time when the
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of commands A, B, C, and D sent from the application IOA to be

executed continuously. In addition, after the access right is terminated,

commands are executed in the order in which the commands are

received. As a result, in the example shown in Fig. 11, the commands are

executed in the following order: the command A, the command B, the

command C, the command D, the command A', the command B’, the

command A", the command C', and the command B". Furthermore, in the

example shown in Fig. 11, during execution of the command B received
appfrémethe AppliCAticH DAL fife EXecLriBAS B thel ebrhniahdeAtrégeived $font he

e application IOB and the command A" received from the application
PRI B0 Binculn 1 BBk Rl Kol HERESAL 1 e 1o CEVRES

ar 1daver 4O stafts connting appelapsed ime fromdhe time. the device dryer
40 has received the execution requests of the command A" and A". If the

froacaeass right Wiadtigi timeouspeaiftedi oy thenapplcaten 1B or HOC iSeries
reached before the execution of the command B is completed, the device

of @vErdserfds & ateessiight wahingfimesodtherorinessagjeltorthé 0A to
application 10B or IOC. In_this way, the device driver 40 can limit the

be Fafing=%7 GHEsSrRE Applicatiohs18B&nd ToC 2 hus preventiti © =S
rigB¥erioadaf e onef the seaderiwriters.2 caused by regeption giieo, 5 n

many command execution requests. The command processing of granting
whiamd terginalifngeth€s are received. As a result, in the
example shown in Fig. 11, the commands are executed in the
following order: the command A, the command B, the command C,
the command D, the command A', the command B', the command
A'', the command C', and the command B''.

Furthermore, in the example shown in Fig. 11, during
execution of the command B received from the application 104,
the executions of the command A' received from the
application 10B and the command A'' received from the
application 10C are placed in the access-right wait mode.

At that time, the device driver 40 starts counting an
elapsed time from the time the device driver 40 has received
the execution requests of the command A' and A''. If the
access right waiting timeout specified by the application
10B or 10C is reached before the execution of the command B
is completed, the device driver 40 sends an access-right

waiting timeout error message to the application 10B or 10C.

In this way, the device driver 40 can limit the waiting
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access right and the processing of the access right waiting timeout are
described in more detail next with reference to Fig. 12. Fig. 12 is a
sequence diagram illustrating a particular example of the command
processing of granting and terminating the access right in the information
processing apparatus 1 according to the present embodiment. As shown
in Fig. 12, like the example shown in Fig. 10, one of the reader/writers 2
is opened for the applications 10A, IOB, and IOC (steps S100 through
S105). Subsequently, the application IOA requests the device driver 40 to
timgran® antdtees®rghrtitselfvid tHe iddieWare P20 Thos stherdppligation

IOA acquires th ight (step S106). After the device driver 40
oV HE 1 aEEB oD (hE BpbIEANEN (5. 1 BedioE HvEr 40

recRexegUedbe commandsaaeived i iDa applications 1B and

C. When the access right is granted to the application IOA or is
termiratednthenmidsitewares2th onbyr functions as annatertace hefween thee
device driver 40 and each of the applications IOA to IOC. When the API

accez s imikeddy ot of thepplieations£0,the middReware 2oh burputs ang
command for ac uir,in% or terminating the access - 68 right to the device

CITGREr 40 USBTSEAIRT Of e Atess AGRt acduisiion reliest OPAEESS £

rigfigRtiermipation jrequest, the devige driyer,4Q determinges whether itcan
grant or terminate the access I‘Ight SO as to grant or

particular example of the command processing of granting and

terminating the access right in the information processing

apparatus 1 according to the present embodiment.

As shown in Fig. 12, like the example shown in Fig. 10,
one of the reader/writers 2 is opened for the applications
10A, 10B, and 10C (steps S100 through S105).

Subsequently, the application 10A requests the device
driver 40 to grant an access right to itself via the
middleware 20. Thus, the application 10A acquires the
access right (step S106). After the device driver 40 grants
the access right to the application 10A, the device driver
40 cannot execute the commands received from the
applications 10B and 10C. When the access right is granted
to the application 10A or is terminated, the middleware 20
only functions as an interface between the device driver 40
and each of the applications 10A to 10C. When the API 22 is
invoked by one of the applications 10, the middleware 20

outputs a command for acquiring or terminating the access
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terminate the access right. The device driver 40 then sends the result of
granting or terminating the access right to the application 10 via the
middleware 20. Subsequently, the application I0A having the granted
access right sends the execution request of the series of the commands
A, B, and C to the device driver 40 via the middleware 20 (steps 5107,
5111, and S115). The device driver 40 immediately executes these
commands A, B, and C and transmits these commands A, B, and C to the
IC card 3 via the one of the reader/writers 2 (steps S108, S112, and

rig8116) Thefedter b deviceedrivit 40 fdeelvesTesporise® médtsages#ess

C from the IC card 3 via the one of the reader/writers 2 and

, and

“gg&tpﬁ%qt%gé TéSPbriseHesSagds A B and'C 1 the"appticaton oA

rec(S1ERs 5110 Sl4 and S118), After theexseution of the series; ef the |
commands A, B, and C is completed (step S118), the application I0A

gr ateguests: $iendevice dever 4@ tetesminiajrthe aceessbghinda theor
middleware 20. Thus, the access right is terminated (step S119). After the

tergdeessaight & rermitted ittt tdevicBh drider4C ead exeette4fethen sends
commands sent from the applications IOB and IOC. - 69 In the

theaB6iEldes Hbed AN Section from & fihé "Whéh thé GFpifcatibh - ©°

£ neACqYires Ihe Asgess righttoa time, when. the application 10 terminates the
access right (steps S106 through S119), the application I0A has an

exclusiyequently, the application 10A having the granted
access right sends the execution request of the series of
the commands A, B, and C to the device driver 40 via the
middleware 20 (steps S107, S111, and S115). The device
driver 40 immediately executes these commands A, B, and C
and transmits these commands A, B, and C to the IC card 3
via the one of the reader/writers 2 (steps S108, S112, and
S116). Thereafter, the device driver 40 receives response
messages A, B, and C from the IC card 3 wvia the one of the
reader/writers 2 and outputs these response messages A, B,
and C to the application 10A (steps S110, S114, and S118).

After the execution of the series of the commands A, B,

and C is completed (step S118), the application 10A requests
the device driver 40 to terminate the access right wvia the
middleware 20. Thus, the access right is terminated (step
S119). After the access right is terminated, the device
driver 40 can execute the commands sent from the

applications 10B and 10C.
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access right. Accordingly, even when the application IOB sends the
execution requests of the commands A' and C' to the device driver 40
(steps S109 and S117), the device driver 40 places the execution of the
command A' and C'in an access-right wait mode and puts the application
IOB on standby. When the access right waiting timeout that is set for the
application IOB and that is started when the command A' that is
requested to be executed first is received (step S109) is reached (step
S113), the above-described access right has not been terminated yet.

Acédrdifigly Athe devites arvers0 seads an-aceess-tight wakiRgaintddta

th d A! to the application IOB (step S113), In contrast,,
e B KA NgHL eling SATLGLE e 1 S5t o e abfiation OB 11

whednd flatis,startedwhen e command C.thatls %e@&@ékedr@g@&e%%%}é%%

next is received (step S117) is reached, the above-described access rig
s10bas ratieady beenderminatedi(sted S449brAccordingly, the demice deiver

40 executes the command C' so as to transmit the command C' to the IC
accegd Fvialthe ontwtae readEr/wetss 24@tsp Sh20pSRibsegtidmty, He

device - 70 driver 40 receives a response message C' for the command

SENES ol g R Eat s viatHE Bheof the T8SASIANIRIS'S dhd Blifputs the”
£he"GSRONSE MESEANE Gido tg apiication IQB{Stem HL2lne device

driver 40 places the execution of the command A' and C' in
an access—-right wait mode and puts the application 10B on
standby.

When the access right waiting timeout that is set for
the application 10B and that is started when the command A'
that is requested to be executed first is received (step
S109) is reached (step S113), the above-described access
right has not been terminated yet. Accordingly, the device
driver 40 sends an access-right waiting timeout error on the
command A' to the application 10B (step S113).

In contrast, when the access right waiting timeout that
is set for the application 10B and that is started when the
command C' that is requested to be executed next is received
(step S117) is reached, the above-described access right has
already been terminated (step S119). Accordingly, the
device driver 40 executes the command C' so as to transmit
the command C' to the IC card 3 via the one of the

reader/writers 2 (step S120). Subsequently, the device
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In addition, after the access right granted to the application 10A is

terminated, the application IOC can acquire the access right for

accessing the one of the reader/writers 2 (step S122). Thus, in a critical

section from a time when the application 10C acquires the access right

to a time when the application 10C terminates the access right (steps

S122 through S128), the device driver 40 executes only the command D"

received from the application 10C having the access right (steps S125

and S126) and places the command D received from the application I0A
drijfegh Hecess-Aglitwai mere@tess 83223 dvough S127) tisubsegnermsy, C'

when the access right waiting timeout that is set for the lication IOA
£rof it 1o stad wincit the RBnPaBNG b 15 1odoa (in B fs 2 2nd

ed(ste h [ river S -right waitin
ot Stor on tho Sommand B 1o the apoaton 1A (o G127 AL T
s12noted above, in the command processing according to the present
embodiment, an exclusive access right to one of the reader/writers 2 is
grarited ¥6l bhe ot ther 4 pplications 2T ahenthebhe Bf e agplications 10
requests the access right. Thus, command interryption performed by the -

APP3 Aiptications 10 Btier than théGne of the &piications 1o Can 68"
acohibitedy and therefore,; the.execution of a Sefigs - ef.commands that need

to be continuously executed can be reliably and successfully performed.
rea@@@%ﬁﬁﬁﬂﬁ@sﬂ&fqmiep S122). Thus, in a critical section
from a time when the application 10C acguires the access
right to a time when the application 10C terminates the
access right (steps S122 through S128), the device driver 40
executes only the command D'' received from the application
10C having the access right (steps S125 and S126) and places
the command D received from the application 10A in an
access-right wait mode (steps S123 through S127).
Subsequently, when the access right waiting timeout that is
set for the application 10A and that is started when the
command D is received (step S123) is reached (step S127),
the device driver 40 sends an access-right waiting timeout
error on the command D to the application 10A (step S127).

As noted above, in the command processing according to

the present embodiment, an exclusive access right to one of
the reader/writers 2 is granted to one of the applications

10 when the one of the applications 10 requests the access

right. Thus, command interruption performed by the
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of the applications 10 can be reliably operated. In addition, by providing
the access right waiting timeout capability, the waiting time interval of one
of the applications 10 can be limited to less than or equal to a
predetermined time period when one of the applications 10 other than the
one of the applications 10 holds the access right. Accordingly, too many
processes requested from a plurality of the applications 10 are not
concentrated on one of the reader/writers 2, and therefore, overload of
the information processing apparatus 1 can be prevented. Furthermore,
appwhen oherst thé applications D reeivesard Actdss-AgRtiiaiting tiffeokt

error message, the one of the applications 10 can retry the execution of
A oS T HIEy B ook S Sofford e Sex 1o

of IBigumation procesginganparaius 1., S0;farnJhe jgfounation processing.

apparatus 1 and the method for mediating a plurality of the applications
rellGiarythenl eardcs® xsthelinformatian precessingpappraratstll ygecordingne
to the present embodiment have been described in detail. According to
of theepresertiermbadinfent Ctheanidafevwwaréiad bndane gevie driver 40 for
the IC card 3 can suitably - 72, provide a multi-applicatijon environment.

Théfefdfe: evaR"wher aiaratity 6fthe Hpplicaticis fo forthd e cahd 3
tim%%%&‘”@%é{k?f’f{aéﬁ Jn the informatjon progessing apparatus Leanngeted,

to one of the reader/writers 2 for the IC card 3
applications 10 can be limited to less than or equal to a
predetermined time period when one of the applications 10
other than the one of the applications 10 holds the access
right. Accordingly, too many processes requested from a
plurality of the applications 10 are not concentrated on one
of the reader/writers 2, and therefore, overload of the
information processing apparatus 1 can be prevented.
Furthermore, when one of the applications 10 receives an
access—-right waiting timeout error message, the one of the
applications 10 can retry the execution of the same command
or display that information on a monitor of the information
processing apparatus 1.

So far, the information processing apparatus 1 and the
method for mediating a plurality of the applications 10 for
the IC card 3 in the information processing apparatus 1
according to the present embodiment have been described in
detail. According to the present embodiment, the middleware

20 and the device driver 40 for the IC card 3 can suitably
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and, furthermore, a plurality of the applications 10 operate in the
information processing apparatus 1 having a plurality of the reader/writers
2 connected thereto, the applications 10 can operate without any
problem. That is, since the device driver 40 sequentially processes
command execution requests sent from a plurality of the applications 10,
one of the reader/writers 2 can be used by the plurality of the applications
10 at the same time, and therefore, the functions of the plurality of the
applications 10 can be effective at the same time. For example, when one
Progfife applitations2 Il dispilysthe cHalance rformatiol st @cotraiven
money and the sho%%ing log information in the ICO%ard 3, one of the

"helnslidatiBRs 10 t8thRr tHak thethe GFthe Abplications 10 8&n tispray & 3
conBformationabgut a fransit fagg payment logdn the |G- 6k 3i g apparatus

Furthermore, even when a plurality of the reader/writers 2 are connécted
1 clorthedrfemation peocessiitge apparadus hrthesniddleware 2hearnc card 3
appropriately allocate accesses from the applications 10 to the
andpeafler/Writais 2 cThas, ke Batal 46cex5es are ABPEdcEntrated idanperate
one of - 73 the reader/writers 2, and therefore, processing efficiencies of

10 SO GPRNST BFAppiicalions T8 tHatLonkbfrerty bperde'caidbg Prurality
o ngieased; Sl furthermore, the sofwiace used f07.aCCeSHOIRE 1 5 cat ions

10 can operate without any problem.

That 1is, since the device driver 40 sequentially
processes command execution requests sent from a plurality
of the applications 10, one of the reader/writers 2 can be
used by the plurality of the applications 10 at the same
time, and therefore, the functions of the plurality of the
applications 10 can be effective at the same time. For
example, when one of the applications 10 displays the
balance information about electronic money and the shopping
log information in the IC card 3, one of the applications 10
other than the one of the applications 10 can display
information about a transit fare payment log in the IC card
3.

Furthermore, even when a plurality of the
reader/writers 2 are connected to the information processing
apparatus 1, the middleware 20 can appropriately allocate
accesses from the applications 10 to the reader/writers 2.

Thus, the data accesses are not concentrated to any one of
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IC card 3 has a three-tier structure, that is, the applications 10, the
middleware 20, and the device driver 40. Accordingly, even when the
structure of a command for the reader/writers 2 is modified, the
middleware 20 and the device driver 40 can compensate for the change
in the reader/writers 2. Consequently, the existing applications 10 can
operate without any modifications. Still furthermore, even when the IC
card 3 including only the OS 32 and including no applications for the IC
card 3 or the IC card 3 that does not allow predetermined IC card
thecarpramasts beansdified afnvarkis iized, tHerinforAtatioll plotéssipgcies
apparatus 1 can appropriately provide a multi- application environment.
O VTS Frdcent r/erTiBR nus bkt desibba it PBIeHence . ¥
Ope%%plg%eg’@ogggggtgSg‘@.presclent ir!vention is not Iimited thereto. It
should be understood by those skilled in the art that various
maglifications reorabinatiens, - sub-combinations il aterationsmayragCuhe
depending on design requirements and other factors insofar as they are
IC wihin the kedpé of Heeapperfdedstlaings o the ddiavalénts tHeteof. - 74
or example, while the abave-described exemplary embodiment has

app@&éﬁ%&é&&ﬁoeb%tﬂ?e%f%%%%S‘fﬁéf%nf%Pmaﬁ&?pF&%%sgiﬁﬁlan%a%agﬁr 40
accyaviag aRjuraliof the feaderwaiters 4 gonnegied therele, the prssept

iInvention Is
reader/writers 2 is modified, the middleware 20 and the

device driver 40 can compensate for the change in the
reader/writers 2. Consequently, the existing applications
10 can operate without any modifications.

Still furthermore, even when the IC card 3 including
only the 0S 32 and including no applications for the IC card
3 or the IC card 3 that does not allow predetermined IC card
commands to be modified afterward is used, the information
processing apparatus 1 can appropriately provide a multi-
application environment.

While the present invention has been described with
reference to exemplary embodiments, the present invention is
not limited thereto. It should be understood by those
skilled in the art that various modifications, combinations,
sub-combinations and alterations may occur depending on
design requirements and other factors insofar as they are
within the scope of the appended claims or the equivalents

thereof.
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not limited thereto. For example, only one of the reader/writers 2 may be
connected to the information processing apparatus 1. In addition, while
the above-described exemplary embodiment has been described with
reference to the noncontact IC card 3 and the reader/writers 2
communicating with the IC card 3 in a contactless manner, the present
invention is not limited thereto. For example, the IC card 3 may be a
contact IC card (e.g., a magnetic card), and the reader/writers 2 that read
and write information from and to the IC card 3 in a contact manner may
beferipleyede tarthetmidre, BRsnfoRabton pREEsERTY apiraratary

[ the abpve-described, capability of the IC card 3 may

includin %e
embg b@ﬁ&géd 1178 VARey Sfiits; 8xéh g&#oﬁl%fferﬁééc(%.&? a ¢&ll phone)

i B 2R WAL ALl g - IOTAH0D pIGEasiG ARRAEMS e che
including the above- described capability of the IC card 3 may be attached
realfed Marietyokproducisnasaies prosetion, dalh acgessosies, anddeafleis is
so that these products and goods may be used in place of the IC card 3.
notTRaMNS Hiesé peraducts and Yoodsaamelwithinthe sedpe of tHeI€ cards

according to the - 75 present invention. The present document contains

rea&?ﬁ _&%Sﬁéﬁreﬁt@ﬂo bfap%%%%% %?gnﬁ&pﬁl}&%ti&ﬁl%%rmf@4308
pr Sfled éqmae a]ggggg§%gage.nt Office on April 5, 2006, the entire contents

In addition, while the above-described exemplary
embodiment has been described with reference to the
noncontact IC card 3 and the reader/writers 2 communicating
with the IC card 3 in a contactless manner, the present
invention is not limited thereto. For example, the IC card
3 may be a contact IC card (e.g., a magnetic card), and the
reader/writers 2 that read and write information from and to
the IC card 3 in a contact manner may be employed.
Furthermore, an information processing apparatus including
the above-described capability of the IC card 3 may be
embedded in a variety of units, such as mobile device (e.g.,
a cell phone) and a wrist watch. Alternatively, the
information processing apparatus including the above-
described capability of the IC card 3 may be attached to a
variety of products, a sales promotion doll, accessories,
and leaflets so that these products and goods may be used in
place of the IC card 3. That is, these products and goods

are within the scope of the IC cards according to the



of which are incorporated herein by reference. - 76 WHAT IS CLAIMED
IS: 1. An information processing apparatus capable of being connected to
an IC card via a reader/writer, comprising: a middleware for providing a
plurality of applications for the IC card with basic functions shared by the
applications; and a device driver provided so as to correspond to the
reader/writer, the device driver sequentially processing a plurality of
commands received from the plurality of applications via the middleware
in the order in which the commands are received so as to control the
PregsPéspondiiy- Feader/writer so that the applications concurrently access
the reader/writer. 2. The information processing apparatus according to
Claim 1, wherein the device driver switches between a shared mode in
whigh.the, plutality of applications,are.aliawed 1o, concyrrently agcessithe
reader/writer and a dedicated mode in which only one of the applications
Japisradlowendoaceesp dhe ¢aaderiwdter.23) Okhelinfaromtion pracessing e
apparatus according to Claim 2, wherein the middleware provides the
Japgpsicatieas ey Withias applidation prégramiming infefasetuserl fepntents

each of , :
of which are incorporated herein by reference.
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the applications to select one of the shared mode and the dedicated
mode and wherein the device driver switches between the shared mode
and the dedicated mode in accordance with the mode selected for each
of the applications. 4. The information processing apparatus according to
Claim 2, wherein, when the shared mode is set, the device driver grants
an access right to the reader/writer to one of the applications in response
to a request received from the one of the applications, and wherein, while
the access right is granted to the one of the applications, the device driver
WHAdxdlcutés-6nREdomrmands received from the one of the applications and
places commands received from the applications other than the one of
the applications in an execution wait mode. 5. The information processing

apparatys, acearding.to; Glaim 4, wherein thepiddieware provides the one

of the applications with an application programming interface used for
beithe anmoikibeappticationsrto requestihe devicesdrder wioigrant the

access right to the one of the applications. 6. The information processing
comggparaiis:according to Claim 1, wherein, upon receiving a command

from one of the - 78_applications while executing a command received

frofh BGSt THE Eihe: SppEAGS te el Gl Pladks & reCaed™
£orCQTMand ipanexecufjop waitmeds o the time, whep fhe ggmmand is

received to the time when a
applications; and

a device driver provided so as to correspond to the
reader/writer, the device driver sequentially processing a
plurality of commands received from the plurality of
applications via the middleware in the order in which the
commands are received so as to control the corresponding
reader/writer so that the applications concurrently access

the reader/writer.

2. The information processing apparatus according to
Claim 1, wherein the device driver switches between a shared
mode in which the plurality of applications are allowed to
concurrently access the reader/writer and a dedicated mode
in which only one of the applications is allowed to access

the reader/writer.

3. The information processing apparatus according to

Claim 2, wherein the middleware provides the applications



predetermined timeout interval has elapsed, and wherein, when
predetermined timeout interval has elapsed, the device driver sends a
timeout error message to the one of the applications. 7. The information
processing apparatus according to Claim 6, wherein the device driver is
capable of setting the timeout interval for each of the applications. 8. The
information processing apparatus according to Claim 1, wherein the
device driver limits the number of applications concurrently accessible to
the reader/writer to a predetermined maximum number of accesses or
witlassng affiel inferiationProeEssing appartes Aecstdinge Eminepch of

wherejn the device driver includes a communication mformaglon storage

F s of&ﬁ%

P emidiile'fof storhg inforiiatich abdlt cdmmlificatien Bendi
aeqarplications,and the, readeriwritanfor each ofthg applications. 10 Ihe

information processing apparatus according to - 79 Claim 1, wherein a
be tplaeality BEthereadear/weiters anel comnegtetl tosthedntasmation precessiignce
apparatus, and wherein the middleware selects one of the reader/writers
witin hbcordafdee Mitharuse réuiest fedeived from eavhldéfahe lappslications
and requests the device driver corresponding to the selected
reader/writer to set the selected reader/writer to be usable, and wherein

theﬂ“'%Q“Yﬁ“ﬁ%%Q@![‘@ﬁ Whether 1he selegied readerMiite)iSi ng o

accessible from each
Claim 2, wherein, when the shared mode is set, the device

driver grants an access right to the reader/writer to one of
the applications in response to a request received from the
one of the applications, and wherein, while the access right
is granted to the one of the applications, the device driver
executes only commands received from the one of the
applications and places commands received from the
applications other than the one of the applications in an

execution wait mode.

5. The information processing apparatus according to
Claim 4, wherein the middleware provides the one of the
applications with an application programming interface used
for the one of the applications to request the device driver

to grant the access right to the one of the applications.

6. The information processing apparatus according to

Claim 1, wherein, upon receiving a command from one of the



of the applications in response to the request from the middleware, and
wherein, if the selected reader/writer is accessible, the device driver sets
the selected reader/writer to be usable with each of the applications. 11.
The information processing apparatus according to Claim 10, wherein the
middleware holds a list of the one or more reader/writers compatible with
each of the applications and sequentially selects one of the reader/writers
in the list so as to sequentially request the device driver corresponding to
the selected reader/writer to set the reader/writer to be usable with each
appéfitﬁétabméaﬁ@nislqzemﬁémb@l%f%né@@tmﬁ@ﬁ plaratibsichppliedtions of
IC card for use in an | rmatlon .proc ssm% apparatus c able of

n
theb& %’ TonABEEH 6 tHE TE cardVia™s feaderiter “the Methidod comprising
recDERIAPS 8fi 804 receivng apluralig af cpmmands bya-device driver,o

provided so as to correspond to the reader/writer from a middleware, the
whemmiddiewarenproviling the-plataliéyl ot @pplieationsawitihbasig functions
shared by the applications so that the applications are concurrently
pregedessible fslthel remddy/wiite £ 2irRllsetuentiahpP protessing the phigality
of received commands by the device driver in the order in which the

Whe G mRiants Hr T8Evéd €5 38 to Cohtrbl the readewmteiSts. THE nftdde
dri%QPeQ@WHQE%p@§%@%9E error message to the one of the

applications.

7. The information processing apparatus according to
Claim 6, wherein the device driver is capable of setting the

timeout interval for each of the applications.

8. The information processing apparatus according to
Claim 1, wherein the device driver limits the number of
applications concurrently accessible to the reader/writer to

a predetermined maximum number of accesses or less.

9. The information processing apparatus according to
Claim 1, wherein the device driver includes a communication
information storage module for storing information about
communication between each of the applications and the

reader/writer for each of the applications.

10. The information processing apparatus according to
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applications according to Claim 12, wherein the device driver switches
between a shared mode in which the plurality of applications are allowed
to concurrently access the reader/writer and a dedicated mode in which
only one of the applications is allowed to access the reader/writer. 14.
The method of mediating a plurality of applications according to Claim 13,
wherein the middleware provides the applications with an application
programming interface used for each of the applications to select one of
the shared mode and the dedicated mode and wherein the device driver

Clagwitchesbetnetn the Rharetlbde @hdithe dedieatednodens are
accordance with the mode selected for each of the applications. - 81 15.

COPTRE hthda of Redtdting 4 plur&ity 'of “Spplicatichs' Becordingto Giaim 13,
whetbereinwhen the shared mode ds set, the device driver granis, AR AcCess n

right to the reader/writer to one of the applications in response to a
accrefuestreceived frorm dbe pae s the appkications fanth wherein ivhiledhe

access right is granted to the one of the applications, the device driver
aPPéXetuic oRlyToMmands Teeeived fromy ilkeonk oF tHe applicatonsdady to

places commands received from the applications other than the one, of |

Eheihgappicafions kT EXEctitioh walt fifode™ 8. Thé Rathtd b Rty 4 S~
o RUrality, gf applicationsaccerding Lo Glaim-15 wherein the-middieware

whether the selected reader/writer is accessible from each
of the applications in response to the request from the
middleware, and wherein, if the selected reader/writer 1is
accessible, the device driver sets the selected

reader/writer to be usable with each of the applications.

11. The information processing apparatus according to
Claim 10, wherein the middleware holds a list of the one or
more reader/writers compatible with each of the applications
and sequentially selects one of the reader/writers in the
list so as to sequentially request the device driver
corresponding to the selected reader/writer to set the

reader/writer to be usable with each of the applications.

12. A method of mediating a plurality of applications
for an IC card for use in an information processing
apparatus capable of being connected to the IC card via a

reader/writer, the method comprising the steps of:
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provides the one of the applications with an application programming
interface used for the one of the applications to request the device driver
to grant the access right to the one of the applications. 17. The method of
mediating a plurality of applications according to Claim 12, wherein, upon
receiving a command from one of the applications while executing a
command received from one of the other applications, the device driver
places the received command in an execution wait mode from the time
when the command is received to the - 82 time when a predetermined
timedee intérval Rad elapséd tand fwisereitn dhenpred et mimed Gnevar
interval has elapsed, the device driver %ﬁgds a timeoyt error message to

PTOfpBite ‘Of tie applicatibhs 1. “rhe-metiitd sfinadiatifg Bty Br
micRRRlicatians agcordingto Glaim 17, whesein she device, drver,is cgpable
of setting the timeout interval for each of the applications. 19. The method
appofirnediating avpluralitys efi applieationsraccerding 4o Sjaight2 amharetutheons
device driver limits the number of applications concurrently accessible to
SO theareatlBFWART 16 aapredeermifedRRKIMEAN AUNbes ok s6déskestop the
less. 20. The method of mediating a plurality of applications according to

readprho WieremtHe device

sequentially processing the plurality of received
commands by the device driver in the order in which the

commands are received so as to control the reader/writer.

13. The method of mediating a plurality of
applications according to Claim 12, wherein the device
driver switches between a shared mode in which the plurality
of applications are allowed to concurrently access the
reader/writer and a dedicated mode in which only one of the

applications is allowed to access the reader/writer.

14. The method of mediating a plurality of
applications according to Claim 13, wherein the middleware
provides the applications with an application programming
interface used for each of the applications to select one of
the shared mode and the dedicated mode and wherein the
device driver switches between the shared mode and the
dedicated mode in accordance with the mode selected for each

of the applications.

- 81 -



driver includes a communication information storage module for storing
information about communication between each of the applications and
the reader/writer for each of the applications. 21. The method of
mediating a plurality of applications according to Claim 12, wherein a
plurality of - 83 the reader/writers are connected to the information
processing apparatus, and wherein the middleware selects one of the
reader/writers in accordance with a use request received from the
application and requests the device driver corresponding to the selected
reader/writer to set the selected reader/writer to be usable, and wherein
the gevice driver dete%mi es whether the seleic)ted reader/writer is

f

acdessiblé o eheh df the A5plicaliohs irfrdspdhaé td the® fequest from
appihedniddieyiare. and whetein, if the splegted [eaderiwriteyis-accessible, g
the device driver sets the” selected reader/writer to be Usable. 22. The
mod@ethodkeftmediaiing @plueality of, @pplications agcording § Claigh2l,to the
wherein the middleware holds a list of the one or more reader/writers
r e agEAPEEBIE Wit @ach of Be Applicaitibas ant segsehtialliesalents Dnec of
the reader/writers in the list so as to sequentially request the device driver

L Girdsponting fo the'seiectéd rdabefwritdtto SRPthe Ratigiitértd be
whe%§¥H€“@WiEQCQHEWEH@QQQaPQE%t is granted to the one of the

applications, the device driver executes only commands
received from the one of the applications and places
commands received from the applications other than the one

of the applications in an execution wait mode.

16. The method of mediating a plurality of
applications according to Claim 15, wherein the middleware
provides the one of the applications with an application
programming interface used for the one of the applications
to request the device driver to grant the access right to

the one of the applications.

17. The method of mediating a plurality of
applications according to Claim 12, wherein, upon receiving
a command from one of the applications while executing a
command received from one of the other applications, the
device driver places the received command in an execution

wait mode from the time when the command is received to the
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23. A program comprising: program code for causing a computer to

function as an information processing apparatus capable of being

connected to an IC card via a reader/writer, the information - 84

processing apparatus including a middleware for providing a plurality of

applications for the IC card with basic functions shared by the

applications and a device driver provided so as to correspond to the

reader/writer, the device driver sequentially processing a plurality of

commands received from the plurality of applications via the middleware
tingp theorder iIRNeRieh Sreéomthdnaacarereédived ved ad s centrslthe, and

corresporﬁling reader/writer so that the applications concurrently access
Wheﬁﬁﬁ%adg ﬁﬁKﬁF? §term1ned tlmeog? interval has elapsed,

the device driver sends a timeout error message to the one

of the applications.

18. The method of mediating a plurality of
applications according to Claim 17, wherein the device
driver is capable of setting the timeout interval for each

of the applications.

19. The method of mediating a plurality of
applications according to Claim 12, wherein the device
driver limits the number of applications concurrently
accessible to the reader/writer to a predetermined maximum

number of accesses or less.

20. The method of mediating a plurality of
applications according to Claim 12, wherein the device
driver includes a communication information storage module
for storing information about communication between each of
the applications and the reader/writer for each of the

applications.

21. The method of mediating a plurality of

applications according to Claim 12, wherein a plurality of



the reader/writers are connected to the information
processing apparatus, and wherein the middleware selects one
of the reader/writers in accordance with a use request
received from the application and requests the device driver
corresponding to the selected reader/writer to set the
selected reader/writer to be usable, and wherein the device
driver determines whether the selected reader/writer is
accessible from each of the applications in response to the
request from the middleware, and wherein, if the selected
reader/writer 1s accessible, the device driver sets the

selected reader/writer to be usable.

22. The method of mediating a plurality of
applications according to Claim 21, wherein the middleware
holds a list of the one or more reader/writers compatible
with each of the applications and sequentially selects one
of the reader/writers in the list so as to sequentially
request the device driver corresponding to the selected
reader/writer to set the reader/writer to be usable with

each of the applications.

23. A program comprising:
program code for causing a computer to function as an
information processing apparatus capable of being connected

to an IC card via a reader/writer, the information



processing apparatus including a middleware for providing a
plurality of applications for the IC card with basic
functions shared by the applications and a device driver
provided so as to correspond to the reader/writer, the
device driver sequentially processing a plurality of
commands received from the plurality of applications via the
middleware in the order in which the commands are received
so as to control the corresponding reader/writer so that the

applications concurrently access the reader/writer.



