WO 2021/163675

100

1/6

PCT/US2021/018136

DISTRIBUTORS PARTNERS USERS
106 104 102
POINT OF
SERVICE PARTNER USER
SYSTEMS DEVICES DEVICES
DISTRIBUTOR 118 112 110
DEVICES
114 SITES
128
VER:S;ERS , SITE
— NETWORK DEVICES
120 129
i 120
VERIFIER
DEVICES
116
ADVERTISEMENT CONMOPgETéNG
SERVICE -
PROVIDERS e
126
ADVERTISEMENT SERVICE SERVER COMPUTER
PROVIDER DEVICES SYSTEM
127 124

FIG. 1



WO 2021/163675

200

/ Receive one or more \
requests to register one or
more sites, users, partners,

distributors, verifiers,

and/or advertisement
service providers.
202

!

Generate or retrieve
registration template
L 204

!

Transmit the registration
template to one more
devices

N 206

N /

Receive information data from
one or more devices
208

v

Receive credential
information or data from one
or more devices
210
Vv

Receive device identification
information from one or more
devices
212

)

PCT/US2021/018136

2/6

-

Generate and display one or more requests
to create one or more biometric templates
214

N

J

v

-

Receive biometric information and/or
images, videos, and/or live video information
216

J

v

Receive geographical location data
218

v

Create a plurality of request identifiers
220

v

Store each of the created request identifiers
222

v

-

Receive a plurality of request identifiers to
enroll one or more devices
224

N

v

Verify each of the received request
identifiers and generate one or more
challenges
226

J

v

-

Generate a key or a unique device identifier
228

~

FIG. 2A



WO 2021/163675

200

Create one or more sets of
values
230

PCT/US2021/018136

v

Store the one or more sets
of values
232

v

Receive one or more
request identifiers
234

v

Transmit challenge value,
helper data, and/or encryption
value
236

v

Generate a key or a unique
device identifier
238

2

Execute a cryptographic
operation to recover the
encrypted value
240

¥

Encrypt using the recovered
decrypted value one or more
pieces of information
242

3/6
Transmit the encrypted data to the server
> computer system
N 244 y
4 + N\
Decrypt the received encrypted data
L 246 )
. N
Generate biometric and image, video, and/or
live video templates
N 248 )
v
Integrate the received constant value and
the generated templates
N 250 )
e L N
Retrieve the initial template
252
\. _— J
p 3
Compare the template created during the
authentication to the initial template
N 254 )
p v
Receive information on environmental
activities of one or more users
N 256 )
v
Transmit data by one or more devices of
registered partners and distributors
\_ 258 J

FIG. 2B



WO 2021/163675

200

Receive data from one or
more registered partners
and distributors
\_ 260
V2

Verify each environmental
activity and environmental
law violation
\_ 262

v

Calculate a score for each
verified environmental
activity
264
Y

Receive environmental
activity data records from
point of service systems
\_ 266

\:

Calculate environmental J

credit score for one or more
users
\_ 270

!

Analyze the environmental
credit scores
q 272
v

Publish the environmental credit
score data
274

PCT/US2021/018136

4/6

|

-

Identify one or more sites, partners, and
verifiers associated with the site activity data
records

276 Y,

Extract data indicating real-time data related
to an environmental product declaration
278 )

v

Generate a display of a sensor listing for
each site devices
280

v

Define one or more alarm levels
282

!

Determine if the collected data meet any of
the defined alarm levels
284

F

IG. 2C




WO 2021/163675

5/6

PCT/US2021/018136

SERVER COMPUTER SYSTEM
124

REGISTRATION MODULE
304

TRANSCEIVING MODULE
306

VERIFICATION MODULE
308

PROCESSING MODULE
310

DATABASE
312

PUBLICATION MODULE
314

FIG. 3



WO 2021/163675 PCT/US2021/018136

6/6
400
Device
400
/ Storage Component J
402
Output -
Component
412
'd N\
I Memory
Communications 404
Infrastructure \. J
410 . \
Processor
406
. J
Input
Component
414 Communications
— Interface

N Y a1g

FIG. 4




