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WD 2006/ 020740 PCT/ US2005/ 028483 METHODS AND APPARATUS
FOR VPN SUPPORT | N MOBI LI TY MANAGEMENT FI ELD OF THE
I NVENTION: 5 The present invention relates generally to
the field of nmobility managenent in comuni cation
VQ Z0eAW78nd nore specifically to nethods and%ﬁﬁ&?@ﬁ@@‘m
for providin alternative architecture th
MEFHOUS SNTSA BORATES FOR ¥ BIS URTORT SNNAORILKT { WANA GEMENT
f orwar di ng for end nodes, e.g., Mobile Nodes in nobile
> ND l\/bbiIeIP(l\/[LP) Is described in
‘ S -"" . ts developed in the I ETF (Internet
Engl neeri ng Task Force) (ww.ietf.org). MP provides
for nobility managenent for a Mobile Node (MN) Hone
ad di hepsse(nlt-lbwrntbyl relatés generdllygo (he.figld oftroelniblyimapeggaek et s

are received at a ne nt HA d that. are
comgiPisafischypESR S Bior wepBRUENR PROBE dgpoband O difipiades
altentnﬁ’[n@ ardiNe 1R, thA QAR 88 s@pp¥M 62V Ruuell PrvAE &S ofKJOBIN) fatwarding for
which the MN HoA is routable. Typically, the MN CoAis
end nédss zeoglr MebileoNoddsen Fobidd gyatemgent (FA) within the Access
Router to which the M\ is directly attached, i.e.,
connected to without an internedi ate node being present
BAORGREFUNDE he Access Router and MN Sim |l arly, packets
recerved at the FAfromthe M\, that are directed 20
fromthe MN HoA to the CN, are redirected to the HA
us .
a8 s e B s B AT S o AT s doFEbb e e TETF e

Engfn@ér‘ﬂ@r’[h@ﬂ Fbie plvand gattork N tMIMgbvidesofet mobilit yomar s memefoNMobile
destination address. MP signaling between the M\ and

Node ﬁmmklomwamfﬂwh«éemcwe/g VR NERDE) PRl S fatre fepgived at a
Ho%&%ﬂ(}%ﬁﬁ f‘g\a?ﬂg dHPci&it 5 b o sep%ﬁ&%&m% (AN YRS 0 a

et ween Access and hence
MN3HuA) sevdrdea Md)UCamg»f 2ddteep@odgyat whivh thtAMiNsHo&ss rootablend ypically,
adverts for

f HA,. d MN\s .
the I G s o 106 Bt saal BEV i (F Yo ke L i tich he
MNE?(?PC{:E&ZQ@E Tﬁg'd &%%C[E@WI%UF Bﬁn&%&ﬁ?ﬁe Ab&e bCfl q@&qggetween

nown is typically separate
the Accoss Rdueerlahid BN Sirgilarlyl packetnkecuived it thaljA kﬁ@nathe MN f thatewe directed

or W.r ss link, wth each n a single .FA h vin a
frony g WL o p 9. 0 arbipave GBS GRS st PG S EpfiRet Pl the
redu%@teﬁjﬁa&@t YRSHERAMRRGK eédl&angfb%cfe{\and frl ¥REERY {indsROWRmet

i nk-1ayer source address of |ink-layer franes

routtna dewardy thy Qbh@espaaﬁioetad@vs;r MiPeigadingdstwaenkhe MNeanFtAhet Han

mamtan \A@F%Q?o%.k/e@gg 1n "& Ewg }fﬁgarrastﬁyf:ﬁ.gl ﬁdxigprﬁigfcés 1t(?? ﬁaclﬂ ew

CoAt hﬁ:e% tHeOVINt Rades lbd@m:n fAlceeds Rblterk MBAEAartdhencsi@ir@@ MAOSting
fromthe matching | WO 2006/ 020740 PCT/ US2005/ 028483
topofagpi Thet A BssHes rﬁgtm& Huersfor Bea nssfixchat thatdd and MNapp allpcated

Ho%ro\f’mé cadVaRisESE x%h &% Qﬁs%keethatyag&ltsdadla?ess loSAds&hd BV HoA are

ownstrea | rectin are received from
forwatded MA thn AL he red| rected

The known MIP FA is typically separated from the MN by a single link which may be a
fixed or wireless link, with each MN on a single FA having a unique link-layer address. The
identity of a MN, that sends an upstream packet to the FA, is typically known by the link-layer
source address of link-layer frames that carry the packet over the access link. The FA then
forwards packets by comparing the source address of the packet to the HoAs stored in mobility

bindings within the FA for that identified MN. The FA then determines, from the matching
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packet is recovered, then the MN receiver is identified
at the FA using the conbination of the HA source
address of the redirecting packet (the HA address) and

t he destination address of the 5 redirected packet gthe
WA M0740ese addresses identify a uni que nb6il{USgps/028483

molm @Cynmm'ihetﬁeg’s:ﬁodf et{lé ERGNES £fip tolvlf & Jh@¥§t{e \)cg g%gléb{e should be

erm ned so that t e pac
redifezrodaiMhen downdticadrédiseeting piaakms are (Dedeh/adi frivhd th¥\Binartdiiee Meblirected

as mul ti pl rom one en the = .
PacKgt iIeFQyFEd §ﬁm§@'&cel%ls TARHIER ‘EwﬁAé’é‘é’W&oCO&%b”MQ" of the
AF&w@xdm*s o fhe QbtBle¥ i ketfaxﬁe @9@ cﬁﬁsgme t}')esde@ﬁﬁa%l?()h ali&ss of the
he HoA source "address o e upstream packet,
redxweedtpmlteh ehéMNHeANGhesd dddpises Hmsfyfanumueonmlnammdmgg at the FA,

addr es aces.. Addi tj on i nformation, needs to bhe
Frors Sy B g o Pt RE SN 60 B NE CETATIne Deqket gan be
forxl?é?d&'i'ﬁ@nhkMy@@Fr@rn@se&VéﬁﬁWhe mul tiple binding entries

that contai'n the sanme HoA val ue. Additionally,
downstream packet information that is received at the

" ocTehahe M harau B Hroats i te orfed EiAn b Raklivepand pecker

inforfaAi AGEERRR at the FA mEPhSIURI Elyﬁﬁ%tfﬁh@%tﬁ%ﬁ’s ab@Eiated with the
exanple, multiple ditferent HAs enploy the sane HA

Ho/s slehressasideassiof the upsanvem ipagkea dde wstbe pehaving inpltiptidile Aofipm

en r.eqi onal R.no exi bet yveen t he Aa th
ove P R IR eGSR et 0o PR et o B bl cact
paclSéMd €MBlE (RYFA tdhaikcrimighebalwebd Bemdeple bitahglch@ick thadesfisin the
provide information in the redirecting packet to

saméﬂfm wlyey Addisigndlya Howastreds @eckebinfsmativrethgos recerveg aldhe fia may
not B@ﬁﬂoﬁn‘i’%ﬁﬁd&ﬂ fi/] ﬂw%tMN%Jefv%? MO%?ﬁatlf)ﬁ ofthe e?ctloereﬁ% gnd the

e source ress 0 e pac
HoAdad¥rysa lighot uhigiet &t the FAGkc s, ff@x@x@xﬂblehﬁﬁﬁp&&hﬁﬂeﬁ Hgaémploy the
the HoA from different HAs can reuse the sanme val ue
samg glypddiest and BewaraiFAG ddssgietix at the regional MP 25
node. Simlarly, downstream packets received at the FA
are now forwarded using the conbination of the
r edn addadionyWRem o cigi@d HMER soderexisisebervesth tieck A agd padketandngstream

packel st der o a8 Ié{yﬁﬁiﬁggﬁﬂgﬂgeeé%? WP DA (RBARe Sa nescs to
pro@a*edlmma@mlmeka%nh %nad@@&eve;g@?(&qwm'/ﬁoa%;b%t%ﬁle to

has been | ost romthg redirectin t hr ou
forvraefgthe mkaMORhmmct §BtrSimtAathhtyis assocsmﬂé WmthslmHoA in the source
ific urt her ccurs W.th nulticast packets
2R i R PR N Bt R BRI, nP e R by G He from
diffdybht BECHdAR Gedsb ehed@st ivAiak Ie@ﬂhn@@fo@&ﬁdﬂ% a uﬁ’@%kﬁk regl&’fal MIP
the access link is a nmulticast address. iS nulticast

node dindyly, Hawnyigamdagkegideseiyed a5 tha Fdegre nowifervfagdedasiaig g by

o3, ERSRRSHST 8 BN P IELIASR AL 0N T

redizdad qascskes butthatcombmatiar gegalh/hbmnesbeelly deiqué éveadf @BEoA/HA

reached, .This additi onal ca tion | s i nefficient
SdA AP MHEN L 5 SR 1 SRR e ATGIES: dabbaep 198 PTG B el packer
throligtSthé RIEROAaI MEP ﬁ‘@de?s f orwar di ng

Similarly in some cases, a specific problem further occurs with multicast packets that are
forwarded from the HA to the FA and onto the MN because the destination address of the packet

for the access link is a multicast address. This multicast address has to be hidden in standard

MIP forwarding by using an encapsulating tunnel that includes the HoA as the destination
2




10

15

30

ambiguity at the FA and denul tipl exing anmbiguity at the
MN (e.g. with which (M\,HA/HOA is this nulticast
content associated). 5 One prior art technique uses a

? gf packet that is received at the FA far the

V@g% ?0 case that the MN and FA are separ at é’&TWZ%?ﬁms”:’
addrlggsbsi%[i}eﬁmﬁ{e tgroghw%%ltbﬁ édeﬁl g\@ apd rf:zﬁg q(\)/hYlgs&gg (PLPV\@ encapgulatlon is
ineftiéiEnt-oveanae adc@%ﬂtdkfdnﬁ khduid M@ﬁl’y el oild¥i; buﬁﬁﬂremea]%atésh@:twardmg

exi sts between the MN and the |WE. The conposi te packet
ambeguiiy 4l s Fdoand demaltiplaxingmsnbigaimap e REN (aadvitthehigh (B KA, HoA is
Idegttlfler NAI ) of the MN sender, the NAI

thlsm&’gthct‘lf’fcomﬁ PHEAEr nane@lomai n of the MN (or sone

ot her unique MN identifier) so that the FA can
determne the MN and its set of nobility bindings for
f oﬂmmph@ [saitpidise yses Sicpmpesite packetibns ficeixpd ﬁfatb¢<56§orath@

specﬁ%t ee ﬁiua{ g MO ﬁrécﬂfz'g 3‘%%?}’?‘%3 bg H{té?gw&r?iowlﬁgﬁ. Yﬂ’f@e(o resolve

fomtahﬁng Mbigaifiesrdye b e 10K of ithe MNepeafipdsi-lageridekier béitveen the IWF
the 15 MN specific link-Ilayer |dent|f| er that exists

and Hethife diat erigts |bvwearh et apdthed W dhaveerapasiie Piskeiroakagns both the
upst}re'a a‘cﬁe? *AH &% AL ss HOMBYIE (r\wlgéémg%vﬁg 9&%;!, tHeQAT

fguities in the orwar di ng
1denbf>@|@'mhh nsthz&we @gorﬁam of e MM ¢drisoige pehekaiiguer MiNaideradieal so that the

the FA and t 20 nor for. S ackets whe ,
FA m@ewws%hwﬁ‘}%@ SF'I&A%"OPHB}%LHHF'S ﬁoé?? %“&W?Sﬁ%%‘m“a”%
dowﬁﬁﬁ%mgb%bkéz%re%%h\éé"toemnn Wﬁ@o‘?ﬂu‘y%nm@&%ﬁdénﬂ dygtfthMN%}J then the

I'n addition I'so a very large identifier
componitelpasieny fommadesodhan thei [WH ¢ua niah tbeNBPid thy eomposite rpadstet mito the

such. as .t he HoA .and t he, NAl t.h
MN GBS RS g PP pdieuy e e 514 he MY by rovhrcing
sti-Protocol Label Switching (MPLS) systens. 25 In
vi ew of the above discussion, it should be apparent
that there is a need for inproved rret hods of

r diin ket et
TR RS L AR GT b P bt PRl MRy DA i im e
dowﬁs’@mnnumar&h g/ thsulfiplexiagedt réd\\}ectacg RRWRYEivddR thy BAQAd the MN,
invention is directed to nethods and apparatus for

nor {9F BRSUGRM Pagketsay hearthaMN kas myleple Sloda feméffarcantite éarghesame NAL

o S Sis bh Pl A R ER 0 B 558115 R el e emitier

and bhmgtfps;wrmagnawhd F@kmi?tlﬁﬁamfmhem su‘ch av\&eafl;csdoemcaﬂhedml ls less
each packet recejved at he

efﬁcluw ﬁ*a%em nk-{aygr dgRfEiers; &%WF‘PI @?d b>f MPBFF'@&OC%L%’@' §Wéchmg

(MPESEORMnsi nk-1ayer identifier, is 5 first defined for
the "access link, in accordance with aspects of the
i nventi on, mhlch provi des a

In view of the above discussion, it should be apparent that there is a need for improved
methods of forwarding packets in mobility networks to remove the forwarding ambiguities

associated with multiple HoAs from multiple HAs for each MN.
SUMMARY:

The present invention is directed to methods and apparatus for providing an alternative

MIP forwarding architecture that employs Virtual Private Network techniques to uniquely
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unique identifier for at |east each HA with which the
M\ has a nobility binding. This enables the FA to
efficiently identify the target HA address for a
received upstreanrpacket and the MN to identi

fy th
WZQYEN A%t ed with the HoA in the received dé’\ﬁﬁé‘%?@é’ﬁ?s‘m

dete acK Gl L\Pﬁ@%rr]régrgf Mr@lr&% E%pggt ?*Sslags%grawlﬂb%% pgc?«:t recerved at
mepﬁwﬁmnﬁgFAp as 10 address domains at the HA that

overlap, such that the single HA is supporting a
vi rtual HA per HoA pool The HA specific’link-I ayer
id ntifij he used t ely identify
] B grE e LT n LS SRR il Rpmirier. i
ﬂrsr\eenﬁeaador Héa@d%@ﬂuﬁl& ¢n RAGIGRS vAth Rpdets X (BPRGETHioR, wﬁ‘r@ﬁjbﬁﬁﬁies a
plus a virtual HA'VPN identifier, can be identified

UmCIUhedemflerlfheatlleasweaspém Witle which ikhd M%lras amrémlutwbrr@irngcihls beables

e RS AETal 1Phi iSipies DA R b GET R el ook apd e v

to ideatifyltRHA! 8 octutdtt Wit ed HoA ih ik letadverl qaaxnk®éih pketUchitiut in both
t he B}@gket portion itself. This identifier can be

cases rhssl( dlory pairfis friowe. Wage s singlsrHEA hascawltipls Hovs perlsdefieriedto as
oso3 PR LA 18 Bl L Y LOBPRAT B e o

HoAnpddh. Ehe B@epecfﬂcﬁlnp@l@ycetrdensiﬁa’rtaﬁ frh bt Recd towmiguelyIddntianms virtual
for the same Eac ket inplicitly reuse the sane

HA ps yHA dyen poel) par sobaigithens vigbel diesnerific addigrs arapfba specific
' RN I
addrjie%ﬁ %Yrgpal HE ne@tgm%:f%{ Iacﬁré h@@gﬁtm gat gﬂg%ﬁmspecrﬁc link-layer
ideng6ierarad &n mlu&ieﬂ lvihepube tisk-teyet finend Ireadert wahin twhiihlayer frame payload
uni i nk-1ayer identifier for each HoA

but BieEie SEBe Brekb e U Ao SBISE 11 (e RO PRE D O ARG the ke

ortmr\l Esélph%@ﬁ&hrfm Pt rrb%cmréarrh armrlﬁr@lﬂryslsﬁw& S rﬂclgcficdt R§ single

HA. This identifier can included wthint
(i.e.[firpaklinkalpper ffanzene elvreardietnbutwi adwsrs nHeple fmatned Eme:rre fassanreted with a
d but ,outside .of .the packet portion S

soecB RS Redeh 1Y e oo e BG eqemesheh s Haieighe same
linkPQJef Ve i tsel f. This identifier can be included in all

l i'nk-1ayer franmes, can be included in a single (i.e
flrst) l'ink- Iayer frame or even distributed across

[ti ra s tpat ar socl.at
padilt Hod R, Pk FaliPR g A b B g feroner.
nextpaﬁkmror melat@ds$ link, ireaserdame viar®pdcisuf-tha@entioal Which BRovides a
~This link-layer identifier can ano be omtted if the
umqm\ll%brymd@rrtéleaBrréa%H%ﬂemﬁwsmtqdemrtroaarperrﬂ@ mRQbplesy binding

e EEVYEY o B AR AR LB DT

inclutiag wathinuthe lmla‘klyedfe&m Imtierowrthrddhfelsrﬁc ]aﬂer\i‘@nﬂe()r&@ldﬁ&@ﬁﬂdlnsrde of
US2005({ 028483 . Th ecific ljnk-1a
the Fagieh PO RSO EaHEBET PRI AEE P Gy e hecpabldt SO el This
identiNM@RA bOhcluded th Al BADEY@ flabiRK -chRBeIncRAEA[TES ﬁﬁgle @r&dfrrst) link-
either or both of these identifiers can be nbi ned
layepframe t)'r\@eWFillsg’p?é‘Gﬁdf%C@S%i mHkLPleafWéTreSﬂl@ié mqemrygrated,th ospeciie packet,
suchttnz;ter‘r?e 11691?1 gt’rﬁﬁ f&atﬂe O ckét?rg &8 e%g th sz? gr{nk ayer value.
VARSI AR dded

easons ana Can Dbe use

Thisi Irmk_tlin)&r rcten&@atedn plac bebmrtﬁd }iﬂtbﬁ/Fded l\/ﬂ‘&hretdb&:_ tEAe@ﬂﬂmMﬂre HoA
fron{Jt?rﬁ I{ﬁ%ﬁige{) ﬁa},k( glpt trtu(s) 1susr1])|e<:(#j ll)§ nlotd ;?OQEM yfora th% lwlh'é:%/ the packet from

the FA towards the MN has a multicast destination address.
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associated with the (M\, HA, HoA pool, HoA) quartet.
Restati ng, each additional |ink-layer paranmeter may be
omtted from packets traversing the access |i nk if no

V@Fﬂb?ﬁit is created given the present nobili XJ
% ored at the MN and the FA 10 Thepﬁx $2005/028483

ff‘ﬁs%* a4 ST Tl 0 ConB GELHRE ypfausgpects of

the ﬁ\paﬁﬂoﬁ' i6itd d diglé ﬁbﬂ@[aybrd;%mnhéctéreérﬁl eRHEbrbbatof th@e Fntifiers can be
formardlng Is based sinply on the value of the HA

compbing# Mdltéybfr MNispgeifit ligk- layfhidsntrfem&re/softtmfethmqn@mmﬁofs can be omitted
k forwardin ent,ri es t.

for RS SR MR AR pe SRR LR NNl F ity ook
proV8es!. thak SheEx€ ad MN’lth & pbddior A uaMuél)y ldldﬂﬁgi 4 fbBilisy bmdmg that is

referred to as the second and third no identifiers,

associategeiBy Ba iy, iy odspsebtipAdRunrtee Rastang.icaeh addatiqnaklink-layer

e RS S S QLA PR A i3 B

givedlitsd pragui mbbiliet virdings diaied atph@Mpamd&he FAows that exist
bet ween the FA and the sane HA address. Wien the HA has

mul ti pl e overl appi ng HoA pools then the VHA identifier
ca u LY [
AR SRR Bk BB LN TREELLE 200 o enion
acrosdnltipfeyMB sppafic fmk:la(ybbéenu;ﬁnecslsucH—kbA)th@EArfoxwar@ugrs t&sed simply

speci fic (W, HoA prefix, )A) triplet
on g ety e bt Tietechios B agiber Rty Frvarding
entrieE‘foOth@ﬁBthé} of R&tvel FBA S5t G098 AbB& rdttr #PRR 1M FRES bf Aive MN.
l'ink-layer identifiers so that the FA can

autonatlcally generate one or nore portions of one or

nor.e t entifiers fromthe recei yed
o e laty al T8 B! el B iy 4 By b ek 4 R e
1denﬂﬂa§ riata€colrd cd/Whth laslRbiks iof tHelinveh @R, IR xi &EREY & 1Hd?§§1(5n‘31§'}9@ckets
i nk- | ayer identifiers. BRI EF DESCRI PTION OF T
that me@ﬂ@gtwe@g thg Iéﬁragd the 45 The HA identifiariiowsed fo @ﬁtmgunsh between
Le acco Wi
T N S I A D L

mullifly evdriapping Hog\u[_li@lsl tBerl the AMA Identsiier ar used zcalrdemzenel §tcific
I mpl emented in accordance wt

exenpl ar ste
Ho/Appeod et ﬁﬁ\/ﬁh? i gif\ ilsprifips caalivEtativel bepsedre 149ﬂe§feanftpwﬁc (HoA
poolI Fﬁg:paﬂ%r evn'iQ ggﬁ@fl@ﬁloﬁﬁg rpgci(i;—g Hg%.?@l&%?ﬁﬁ%%A :!:HdQH{ FIA2

rates an xen‘p ary
Funhmdtha oA slectifiasaminchxde mfbra’faylorh/biat ﬂs@lsbl@dﬁambmﬂ tGHMN e[damfxc,

HA it RS ST RSB iRk FeiurGm gy gensraic one o mor
pom‘oH Sl Bk Biordd¥ e 'ml(fllz()bér RERATL o @ne Bedved c%vJﬁQlEéalrﬁ V¥A

foreign agent, inplenented in accordance with :
ndenpﬁ@smaummmhl)ogﬁnamw the Vil wentlizd fromfthe reseipedgpstieam link-layer
lden”ﬂélgntl on. 10 Figure 4 illustrates an exenplary third

d e.g., a Mobility Agent such as a Hone

BRIEF DESCRIPTION OF THE FIGURES:

Figure 1A is an illustration of an exemplary system, implemented in accordance with the

present invention and using methods of the present invention.

Figure 1B is an illustration of an extended exemplary system, implemented in

accordance with the present invention and using methods of the present invention.
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Agent, inplenented in accordance with the present
i nvention and using nmethods of the present invention.
Figure 5 illustrates an exenplary fourth node, e.g., a
2@;}%% gent, inplenmented in 15 accordance with the
&lt"#hventi on and using nethods of the p#E§@ﬁ¥Mbm%“”
i nvention. Figure 6 conprising the conbination of
Figures 6A and 6B is a flowhart illustrating an
ex gigural ylusefeaii dxaiipRRpfiRBidiede.§. hat exemphey tad meMd sich as an
accordance with the invention for receiving and
exeippladebirgNodenimplemented indaensdansel Wih tieairascat inyerdio apd Heng

node 20 and for receiving
ma %?éﬁﬁﬁﬁgnq"“iﬂﬁi at the second node fromthe third
and/or fourth nodes. Figures 7, 8, 9, 10, and 11
iIIustr?te exenpl ary pessages i n accordance with the

n
pr &8 3 11usaps dngrvemplanieson d Moe (SEsCRI BRI N oggign agent,

ST mMasy
B Rico ey i e PRSI AR R B rRATLE oW oA
invennerent i on and usi ng net hods of the present i nventi on.

Figure 113 shows an exenplary extended system 100

i mpl emented in accordance with the present invention

angkdisd J‘glugﬁ)at@éjzgt' xRy g%y fRRH RABS ¢ Of atm@m@ es&nt such 2% 2 Home

i nvention. System 100 of Figuré TA includes a first
Ageaddnplsmemed dmwmrdarm@nihrtbet prdremgmmcrd@s andhasing methods ef theipresent
: terior Gateway Routing Protocol (IGRP) Y to advertise
quﬂ% ‘| ocation of, and routes for, first donain

addresses, a th|rd node addressing domain 111 including

nodes executing an 6 WD 20061020740 PCT/ US2005/ 028483

| nEFegured llh?:é‘tr%Wa%ﬂ etplangfopith peseo - g xa Mpbalty yaens emplpmented in

e A .

accdréi’%%é e Wil g% pres gHHnC&g@ﬁ?P% (Sing riqgt % oggge rgsggtrﬁggé}}ur?a.

donaln 112 including nodes executing an Interior

Gatemay Routing Protocol Wto advertise the |ocation
of FIENFO FOTRIESENE IBE combipstion;od Kkaures 9y and ke 2dlomgha illustrating an
P
o RS RSAR IR DA et BRNFH RUIARTRL 06 gk
receourtgsanderaessingslirdeldy e Smintey antbpeakets atitbe setemadmdde frq]mt diedicalnode

has.rout s to reach a dress th reSS|n
and g R TRIOTBEr B POREE 3l (o150 RO e e ghing engler g nodt
| east the third node address 133. Wthout |oss of
generality, the first addressing domain 110 and the
t hFrgirasdde, %addraed dil nigustremikempldry masgages innayordartce enifhl tbg present
over |l appi ng address spaces, and the third node
lmmgdﬂre55|ng domain 111 and the additional third node
addressing 10 domain 112 may or may not enpl oy

overl| appi ng address spaces. |n sonme inplenmentations,
DE_'E&MQ.&%@_@_IME JNVENHON:hi r d node addr essi ng
domain 111 and the additional third node addressing
domai n 112 are overl apping, e.g., enploy the sane
ad Hrgesslwdtmgnfexmplhmasib B fseame 100 ingriérvatiel indde@dance with the
es, whilst sone of .the addresses in the first
pres T GRLT T dBPa I IAOE O5 B PEORFE MG b £ e R S e lary

exteﬁd&ldrs%télﬁdgo a6k feﬁt‘éﬁﬂeﬂ% £ebRbhite Lhith BE FreRAN ¥ RIdrARRI G g
from
addmona] methods ofpthe present invention.

System 100 of Figure 1A includes a first addressing domain 110 including nodes that

execute an Interior Gateway Routing Protocol (IGRP) Y to advertise the location of, and routes

for, first domain addresses, a third node addressing domain 111 including nodes executing an
6
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15 address space or a common private address space. In
sone inplenentations, the third node addressing domain
111 and the first addressing donain 110 are under a

mnistration such as a wholesale n Kk _
oper a/pzo? with IGRP X and I GRP Y being part o%cﬁﬁjéz@é/ﬂ@‘m
[ I

Inteﬁ%éetg\gaynﬁgﬁo%gf%tbio\ﬁ? I:osa%nénrggertﬁg Q)a!lt (?r\noq antdl}blgtgs H)Qqﬁlrd node
donadmdﬂresids,adnldQﬁ a&@iﬁbn:ﬂﬂnﬂhoﬁdhc&frfk@ing Betnainl llQﬁiﬁc&mdieg nodes

Service Provider (I1SP). 20 The first addre33|d§ domai n
exectipg am BYGTHE Saie vy “PI%)B@‘OCQI Y.to adyerassdht 9aa A pangdgoyes for,
add.ﬁB@’dl tifird mg%g&wbadfiégsg %gﬁ?&éﬁl’oég&g%ggolgc PrBREQNEY W further
adverOges r(mt@ for aaddmssaltbaameamse&sof lids rakldrefsnfg dointagn. foceasaslple protocol

link. Since the MNis ectly coupl ed second
X h%da\étes foHe3ca addressgs I%P%?f?é&ché‘isé‘“ﬁ éa'@a"aelt%@% PROHREON héﬁélm“‘e to
ek SER4 R ARAAABSOTE, Dy AR IR A g coma
110 fand thi elnrcblmdplaédteismgadomaet Idrrkaynarchea yIi6 einploty loeer dpiprngg address
node eSSi omain,111. The third. node SSj ng .
spacortit e Ui nedh g T L el P f e R A e sine
domlafaNLR rﬂ-z@%r"i‘ﬁ@ r%'i‘@mgl@s' %Wér?a‘ﬁﬁm@%d&ek@bﬁc@s 'Iﬁg&ne ﬂn@ement@tlons

nmobi l ity agent whi ch are coupl ed
sompef Uooraﬂdm@demltb@thwdamldf; addsess_los demain 0¥ ang és péditipnad third node
so has a nterface in the .
scarkfine ot PO AVHsBeR B cop sl P SUmBRE 1105 frap tyg aifern
priveieugdred s gél:eél VBIR ROEINCSTIIREAIARIIEES i thB Biele? aldRingld@hady 110 and some
links 113 and 115 via network node 114, and network
of theiddressea iny the thirderiode addsessing domainrldd s lonrygHapRIE, giga from public

fot f
addljleénsvé cge]& a co%onlﬁa@%g@rgﬁéﬁi In s%%egr)?)ﬁ%ﬁo E%t ?@E 916, r%{ugcﬁréode
addrashitrgadosesn Ahidankd GRPY Xt amitksh@ﬂ’oﬁﬁlh n¢o udesdéraudogsmdhaiministration
enabl e packets to be directed. 7 WD 2006/ 020740
sucheRe Py WRSH9615 Mo B g SPeTHiet Witk JQI&!NP( apddCRRJY beips parbof thesangorouting
protfith R B SO g B erp R aBRan 12 1AL A BIREAE,
admaddragss syphes ax edemal Resphrsinat §etvacetfrevitddri(FSP). 5 node
addressing domain 111 that are included in a routing
advertisenent 115 that is transmtted by the third
Nogge Ms@adlcﬁ‘&s@nn%'@i%mlameOF?ﬁJlﬁdega st hb&, Eg' A eﬁ‘@ﬁ'&ie such as a mobile
addressing dongain 111. For the purposés
nod¢ (M htl29 dlrcmls/c:pumicd ory seeergimodé, etgher ruothbry agomesm try anhascess link
routln stem a consi der
1oL P B FEs B P F Ao p et BT s T lpieg o e
second 86 theredik @b lint@fedia At balkearat 8N hid séaeﬁdancmed TPe s€33Rd node
of these address prefixes is included in a first 10

130 pssonplad) e 2R wWarkmogh il @hvin dink 10% @ad eefwork node 104 issfurthesgeupled to a
net\\ébﬁllg r%ﬂg‘gge ag éhll‘dql%d?%g&r?ﬁﬁltgqogdh‘%ﬁ% Tﬁ‘e lhﬁ ?ﬁé&égg%ééﬁgmg Iagmam

ress s stored
111 fodher ib8AdesThiérst donespondeie nddh(XCNiaSl6@er&:l (mre inerfeccad drtieisdnode, e.g.,

refixes f mth ddi ti on thlrd dr essi
o Ry und 1900 Fidk 05w BER bisePgtromstiork g R Vie Tk s and 107
resp@Uvellyt TR A hodel B0t A RMaEh tn@dfabyintth@addiidrdl l'ﬂi}g%o&él&idressm g
into the IGRP part W of the additional third node

domaigdd & ! iFoupiadian seeond comespondent aeds (GaNR) ¢38 by tiks Kdgndd 15 via
netdoﬂ?ﬁdﬂgqq&' dhd network node 114 is further coupled to network node 106 via link 116.

For the purposes of the description of the invention, CN1 160 and CN2 170 employ globally
unique addresses and IGRP X and IGRP W includes routes that enable packets to be directed
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15 the interface address of the third node that is
coupled to link 113. The third node 140 further issues
an | GRP routing advertisenent which includes an address
refix which is included in a second honme address 122
V’addltlonally be aIIocated to the fPF?ﬂEﬁwa@”“33

vetiet FNE0 A0 DN HP AEL Foee SRAPEL 8o “faRaImIEL] gaverse lnk

116t hen | GRP advertlsenent 117 is transn1tted into the
addi tional third node addressing domain 20 112 via | GRP
W Alternatively, when the second hone address 122 is

nate BRI ol oot ayBPRE FERGTRRRS CRETfghE b e niv

nodé Rddiédsin@demaimdidn €5s hRgndl@dEaiima dobdiny adveksRent 115NBat is transmitted
second node 130 has a second node address 123 fromthe

by thy thigel napdt40saioribe Hahpat X 26 the1irdupadg ipddrgssingotosepin hl k. Far the
t
pors 8 B 0B O o DO 38011 3900 s

cons‘ldierrédmrre-ltnaﬁdnudﬁnd touser ad weesementadodsatddddet st pn&ﬁxémem address
dentifiers 124 that are used to support |ink-Iaye
preffxrewé nah%il%t@m RoseA\0ess. FAE R%&he%eafimwﬁfgxesaws@geq iR first

nor8S8858 2 PR R ROy R Anador TURAEStcs s
includad én lhdehntd rﬁoderaddr]:é%ll 3anicht tshstareld imahesecoediadeil80 STHE3Rird node 140

whi ch are further used 30 to s acket .forwardi
has gt Qe AHECS RESHES SR tlaqﬁd,damédggcq %‘% E’GS%& gamain 112 that ave
mcl@d&@%?&i%tﬁl'%k YdvePSeRERY ﬁ%'?x%gsmlﬁé@‘f)eiheftﬂlﬂi’\‘l&d@]l40 hﬂ@ lHéqGR@ part W
packet flows 16la, 161b and 161c, is used di rect
of th@p@dlmeaahthlrfbm@agdmhatc doanvin H 25006 o@ha@c&dé@s @gfineds 18 iocluded in

he &0 S0ma B HRR B P B B4R dua The i O aP B
issuéfan QR PLB&ing a@ivérheerhéhlt GHichOkteudbd Bn addngsk Befikl veHLB Iftluded in a

conpri ses packets sent over the access |link 101 to the

secog@ fomel addsers 122vhichiaaeaddiionalbce alloertgshioibe Brsanede 120. When the
seco%g ﬂ{#ﬁ? gaaergss 1?25?3%&(@2@3’ \%tm&g %dcgl (g)nallJ&I % %JQ gdd’rgs%nrged%nla%gl 12

'R f Irec acke s can
thenG@ledeembﬁn@E et Sdrabslthﬂ into thE’aﬁﬂl@@ﬂSﬂhhratnloOMadﬂresTmhg domain
packets in flow 161 a. At the third node 140, the 5
112 W@dﬁR@c‘M Aljemativebt ¥hah deseropd howe adrlies 123 15 aspasiaied with the third
I
nodd REHSERE EomRAT Pk KD Ao HEh e bR Thi et noce
addredsengldontairl DI7, vimt@GRP X06, and link 108 to CN1 160.
Packet flow 162, including packet flows 162a, 162b, and
162c,.is used to direct downstream packets that have a

de%é Mbh@ﬁbc@QQO @85a KA ndde alidisssfins %nﬂﬂ@ﬁrs@%’d’r@éﬁ] domain
121, and a source address equal to the address of 1

110 w@hvy %ioneﬁen thhithicil rold é4Q 4@l thafirst hedet 120 telsuppde pack@s forwarding.

o R BRENE Al B P RBE YT Sy TR G

1denﬂ.6&b 124Athat dve ussdlao Beppoadiak-18@r frime an b wektlh pﬁtf-k’ék@?wardmg
162b. i s converted into the redirecte gacke

acroassb%\a%@%%dwétloﬂ B B%Abs St TheserAdnade 130 @eéwd node 140
funhtehﬁ\cﬁﬁg €28nd h&lﬁ: 1&%flerfsr1@'fnaﬁd"@ur§%Sﬁ’éqlqernggfs lé’}r%ggs 1%vgq%r%hex used

first node 120. When t he second hone ad
to suppert packst fonm@ngmwesn ta senddd emdthird ondesH80,140 as will subsequently

be explained.

Packet flow 161, including packet flows 161a, 161b and 161c, is used to direct upstream

packets that have a source address equal to the first home address 121, and a destination address
8
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addi tional third node addressing domain 112, such that
| GRP advertisenent 117 is transmtted into IGRP W
t hen packet flows 163, including packet flows 163a,

163c, are simlarly wused to direc tream
V%S%EQP%” at have a source address equal to bﬂﬁﬂ§%%§ﬁ3“83
P PRhe &3 2f CRE 2, bO#4d -
eqt he addr é_ss ofC mCl\llg Oﬁ%hgfﬁﬁﬁogé‘%q. ?gcgggggeﬁﬁbfégn@qs#gp“kets sent
overghg deeesq llnbd@l tavhesdcasénale 130 nkhetd Bie reneivied paqkacked reliirented to the
o4 L 08 B ot RS B e o B cxample
be clestd BRIP MPRARAGFFAhe SRk FRRE PO, QP{FE thi?cﬂ?do%ﬁéo, the

122, and a source address equal to the address o
redyregiingipacleticare Forkvetddbaskdo inki & wdirgntatiepatked flodsl 6Thewkitiotsahe similar

o it pfFRa ARODT PSR PBRAIERhs oriRted iR iBg s R and ik 108 10
CNd€160rRhckadRwWLAD, irdidingaakiet nbhovenal i, anchcb630 yai8o direct

both redirecting flows fromthe second node 130 to
dowmsiream packetsthay haye a destipasiosiapdresstenual te e fdedomeardidess 121, and a

o RASERRE0B  YB00: 30 P IR B 06, 1 P .

packéreyn Rove 162c0dre ebickifved it redikdteass iﬂagedmmbﬂ@lébhﬂsmdg%&recnng packet

thg% may have 30 overl appi ng address spaces, an .
floy agha o the sseqndiode d R thesedirrgting prskatdtwh br2btib eontviaitediinto the

d t e bHo: Unl ly. di,.stingui sh .
B R AR IRV B SR s ok 0
frop aleksetandi nodé 1130w thé Best ndde3k20. Al t ernatively, the second
node 130 and third node 140 may be designed to nore
efficiently forward packets in flows 161a, 163a, 161b,
163lyhi thBQstond B 9ddrss 10 i '
n 1G5 19DSPREFirdk RBad 105} 0 RRA S8 FRA e

home addresses 121, 122 or t
addgpgipldRise Boderdd@s DGR T 1D) sREThAISZROSHORBLSBBnt 117 is transmitted

: i to.the invention, novel identifiers are o

iSRG, Pin bl Tkt e RRinegacieb 1ot o, i@hmand getre similarly
@ik &6 Padkb@tha RSN ' i

uset hi rld ﬁgﬁg_ adg? essi n[ dgqnﬁoﬁrc%&i&gkﬁgﬂﬁ%lﬁithﬁgé{bﬁ?&h%@ address

122; #idracrlesionption dddresssina) telthraidress of OGN Wsaaihatiect videH 40 bed the

: such.that th onmbj nation of fhese
i B e e T R R T e ek st nesgifee, 1640, and
164unis jmilagly usteinb dfrece padkes that hoveedediinteioh BERERL L Ao tR second home

eacp%%fl ow in the second and third nodes 130, 140.
address }43e#nd 4 souEss agdresseraalitp the addickeaf GNDW vis e lavkd 13Gddithird
nod@gp are both packet flows to the first node 120 from

t he second node 130, and packet flows 162b and 164b are

both redirecting flows to the second node 130 fromthe

third pode 140. It is ssible that the destination 10
ad g&'&@&é@tfﬁ%i’e $EeR ”tah%fqe?tr%qmalﬁaa el i3a andene bathdrasks dlows from

the f2daodd 320 RAe sédaRd REUERI 3624 (nd _
different addressing domai n?aﬁiﬁg\%ﬁﬁtbﬁ“gﬁ lﬁg%g’\%h redirecting

flows\jiom hip seaegd aedh B3940 disdbiednodarido. It iseosdile ehandhetdetinatitve

' e second node 13Q may t be_ able
sasbhesh XS040 008 ISR RSB0 TR FE 08I0 v
the sh62lyalue amhiehaserom diffeednehddrésting boWRind 048,112 6P may have

félgt.er né\ i vel %@ t he second node 130 and first node 120
OVEITHRPING ACFEST SPAEE A ipstleredrithasithersergndde d3Guerdhatkird node 140

may@8NbY dlddloami RREK Rt ghish B&Q/@% pRAs in AR 1638216 H%4Piose in
wi t hout havi ng to i nspect the
packets in flows 163a, 163b. Alternatively, the second node 130 and third node 140 may be

designed to more efficiently forward packets in flows 161a, 163a, 161b, 163b without having to

inspect the first and second home addresses 121, 122 or the CN1 160, CN2 170 addresses.
9
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first and second home addresses 121, 122 or the CN

160, CN2 170 addresses. According to the invention,
novel identifiers are associated with each of the

‘gacket flows 162a, 162b and 164a, 164b that indicate
Wﬂ?%ﬁmﬂﬂg)of either the third node addressi nd‘ddapiy/ops4ss

and the additional third node a ssi ng domaj n
Acqogd%@d@? v eion; Rayel Menyfiescss aStSPCde Eﬁa(ihifgtthet prket flows 1612
1616 QAP 6L 129D RA | nEdcncatt ﬁﬁh oﬁit?@Fél@Eﬁfl@tthtnI&dé h&iressing domain 111 and

redirecting packet information uniquely identifiés t
meﬁ@hmamumngnbded@hﬂhhgﬂbmmnng2wnﬁnmnmmnmﬁﬁmopa@acﬁow1mwmdwtmc

Priora access |links include a i nk-1 ayer, . »
comeyiafos B et feihets B Mesremrate! Hamahoa biigyideqses tre
foni;athgﬁﬁmeﬁ f6rdeh ARQ if @k s&BRPHL thr@nbd8 1BOY@r di ng of

layer franes that contain 25 portions of packets
sent fromor received by the first node 120. Accordi ng

t1on, yer ent
| FRBr G NS QULR RTINS Fand BE: Y if G} % o e
first fd@BY 2 FrE® thd fe@otdddd 139had kel fﬁsbf&ﬁﬁﬂl&ﬂﬁ‘irﬂ Both redirecting
domain at that third node 140 to the second node 120.
flowptie theseemddode 420 i3 thfstégd nede Kock nopassible-thad yheer destination
add}egs%mhat !ar%rthct f?rs& z%td%r{gng%o%g resciesn p’l ?iéjﬁJTgtIF\eosQweqralue a?ﬁ]ey are

ons T &8nt arhed T n s
frorﬁ Eiﬁfmfh,t a@cﬁestsfmgtdotnlams negineeta pgy hhvevsveBappnd Jcalnfsm[iat@d and
wards the identified third node 140. If that third
therﬁ@erenelthgr the figst 8esplgPmer the $¢on¢ aoder I30dnayAt8 bf Allp tyuniquely
Iy hi
cis BRI Go SO GRRLCR ARMRI s, 1U30 (OB BT DEAGK id Rt Bttt
Alteandti velgdihe eeiond goclmkﬁl@exhd ifiinsft oodaath:OmmﬁHeatesxgmd tudmse tff&xently

for%g%{l% %@%'?ﬁdgchetﬁ in Byotads 6 ol%ab sl.%ﬁé@étrhgw Ae3e 10 mpect the

ﬁrst%QQQéc%ﬁ@Kérge E&E‘E&%@%%%‘}ﬁécﬁ@%’(ﬁ ¥ ') ééfag&ééé Afording to the
mul ti dressi ng domai n en the forwardi ng at

invenhom, momjd@nnﬁamase asmmﬁwm ¢agh aﬁtbteg)aGwsﬂoWhe@hf b6 2b, anidrl 64a,

further inventi rm.ned for di .
1648 ol e st Fonernt S i Redreadbsb ne s 1T ind e pational
third R&ief2a8ne8yiel dindinl BY s a6RciaRRdmath thd PacREIdTRS §ud?\9h&lqn@¢d?nbmauon
at the third node 140 such as one of the third node
of tf&d@tdé@tﬁnqngwub Hhei rndnmnng/paa‘kcth@forrmt@nfuarge\elanddmnﬁks the Garwarding /
demu 1 ]etxpe 8 dltllo% od Eﬂ rd node addressing domain 112 via
éj nteer T HR "P13.  Accordi ng to the invention,
the determ ned th| rd node 140, as well as one of the
addreSS| ng domains at the third node 140 (such as
t hiPFgr bersewdkes|udg aé@wﬂkrlajmldymsfwa thapunigeady fagaefiestthe first
nodél'gzc({(tgf(‘heitc {El:&%lrg)%g%%g)gb gﬁiél ﬁﬁﬁg‘.”é%f Pl? lz{ygfjfrﬁlggstthﬁ%ontam
porttolns pfipacbete sand &ni o‘rlrmelveﬂ by d’reefxramdqf)llﬂr Wctomingne ﬂteathhﬂon a
er i.s an s of the thir

t t hi. de, i
secch davel HkiaHgt eu i patlSdeg 13 R ainRe e it bt gentifies

the thi?d 8642 dh@lne ddﬁf@sén@g déthain Bhﬁat'tMF@ﬁJ&QQOft@fhe séc%lﬁd hddb 120. The
and the addressing domain (111, 112) such that the

secoaégpqimh?@u uses g elcrces@lml@faycmemném noebterrngwepﬁ@ro\leedmg e¢eimagdn for
the Eei\géa EIQ:' E?%xrgggﬁon}airged &%qlln ]%)%?Prgr&le% htapgwe redlreﬁtang flow is

orma redlrec SECO
tranﬂmemploa.raydslmmlldemtﬁreﬂalﬁnrcbmdetlh@ It fmlartﬂnrﬂad@e 14desmtly §up@brtd $single
identifi within the redirecting

inteface Whlp o isPafe Solbstit gRseaip fien SAroatang ddhe (hag Bocen Oy be

implemented as in systems using prior art redirecting packet information that includes the third

node address. However, when the third node 140 contains multiple interfaces into a single

10
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addressing domain at the third node for the redirected
packet. The third node identifier is in addition to
the destination address of the redirecting packet, said

\ggstl nation address being a third node address that is
APEAYY ei ther nore than one interface, or PEBAS2Q0542p483

one 20 addressin at the th node 140. Thi s
addppssipg gcprgggp Ry WLH%I%F iagc{m%ﬁsméélﬁmsléls,ftgern tbigqmpréimgaat the thlrd node 140 is
potgw,law %ggh&g field wthin an I P encapsul ati on techni que

such CGeneric Router Encapsul ation (CGRE) key
field, an I P Security, Security Paraneter |ndex (|PSEC

Cr el RO ey S B OB e e
secén%‘"n%ﬁe lﬁ)"ﬁl%WHéﬁtifEcheQGr»\lafﬁlﬁg ﬂ\%tn’aE’é M Qhe éﬁ%i"re%hl‘ﬁg d6main at the
(IPv6) flow | abel identifier, an | Pv6 extension

thirh padteldOsudhasaone af rfwhrrdwg)dh@é@ressmgad@n@ayblrl \ia thgrinteifageepn link
Prof t t | .
107, it B iRl AR RhesIE a6 4f MBI ettdon BELIS

AccdWid £l tRdinvédh, thedve@iinéd Rird $68&0rd, Roda! ds3fhe dnthetdd@ressing
third node 140 such as a Milti Protocol Label Switchin
don(alxm@S)he thigheqde P (e s thigd Hoda asidyesging domain 1ib) end gpiajerface at
; L . .
the &i\'}({iﬁ@ﬁ %dog}sé ﬁ’ﬁlcgtp m‘ct%gﬁécqﬂgrb?ékg{ ﬁrc%v?l P‘)&l?%bub){ thg rmclusnon of a

novvu thtmu Addefiadifiet mbetie exd3thplbgimplateditdtion, bt epsl mlde u&mnger is an
second link-|ayer identifier at the second nod

addfpss)of thidrirdmgde 144 tlhat i HI8US 'QOME PF héent%ﬁa%éhetlmerfa%@aénk 107 or

the %facél% li Fp!t@r ﬂ%% ag > esgzdcfi‘lga%{ ngeﬂhZ%émﬁ%é%%sﬁﬁaﬁlﬁﬁ address

of tl&medmr@ﬂng padket leeei paick eteshicdhmode d 40nniquied i ydendfist tha guwsitddatg for the

fro gjt sent fromthe second hc}@ g(i cFﬁ %
redlchfg: §7D2 sgfond LG Py ipleReNtaERs 53 e 1dentifier lsa
mungy& Hﬁ?&gﬁfﬁ&%ﬁﬁ#the%d}%uﬁé Pkt hﬂa‘i ideh @& one df Hﬁ‘?m@ﬁ&&%d the
ird nodes 130, , Wthout having to inspect the
addh:m dcaatin egthe thadduede tor theggdiracied gackes THnoMBrCHMEewuﬁer is in
t hi rd node, add
adafilbe R oL AR S P Gio@ Borulstid Besirwtihasdress bping

thir®ASHR 2HdRsd st iStbrhinBh & HMBEMBLARMITNE $ntedFARNOAREre Hantdhe
sanme interface and the addressi ng domain of the third

addygendes dopmrin,.tah i thipknaged4adihss mulmklemyeqienn&emamfbﬁéw expmiple, a

mul{ E‘g’&‘? 1gﬂp\g§k§?iﬂfgﬁhgsg%8&(’)"#5:?@@’ QUL de?sz{ mi%ougarﬁﬁ%apsulanon
(GRSEQQ@)ﬂﬂeIa,mih PISetwhitnodesirifySRhrariater I\Midx| (IPBEC SEI)&blue 4 Dransmission
iscrimnate between the_two packet flows for policy

Corgpl BretsGehA Ry obwefeé&a@gam Pestasp b UTP tnstrugbesniad anspArevel

enc%‘g%l?‘l%g!e%lr?%rh%%ot%@W& ﬁ?g@?]r?gﬂ lg&ﬁﬁﬁﬁzﬂ%ﬁgg extepsion

headet &thrms o rodim gthhaded amdﬂgerawﬂmsl‘m gRyosbontgLATR)chaamd ntifager.
secon ntifjer associate he second

ANGERE b B € Tasn Sl combe Fromanah & Swhctit i vgetane

seccﬁ\dtnbdier moadend dranbdd BI0 shbtpds o M@Fﬁtprf)ﬂﬁ@l EaB@l SMth%ngmS)
addressing domain 111 or nore specificall

y t
LabglvdtchedtRatly (LS H) fwith o7 MEEiSnipbed op gachtlind of ithewnhbm layer) or an

d j . g fhi "ﬁ’ node
oA PP Sk TR ATRY SRETo P el Poce,

domain | | 1 and 15 the interface on Ilnk 107. Lets

t hﬁ;ge Gventive stter;])g%f Ltlsrnlneg lleg(s:eiégrgd {|r|1kolvz\1/yg'r61§a}1ufﬁreroz§ptﬁehs%ccs)r% r?od(éI 130, and
the third node identifier at the third node 140, for forwarding packets addressed between the first

node 120 first home address 121 and the CN1 160, ensures that the packets can be uniquely

distinguished from packets sent from the second home address 122 to the CN2 170, or from any
11



10

15

25

30

address 122 is also directed to the CNI 160 such that
the policy and accounting processes cannot distinguish
bet ween these flows 161a, 165a based on the CNI 160

‘?&%@ﬁ@%) Then, in an additional novel step, packet
9 further includes a third |ink-I| ayerPCT/USZOOJ/028483
othérq%w thb tﬁ.{velts&a{fhe E&OH?‘%&HR’& go&ﬁ?@w &4th Wh(trtbvhgg fﬂsbecﬂ the home

and the second ayer I1dentifier and i s us
addrassjvaim er tdqamngohqjmimeiddfdmwdﬂcﬁ‘sﬂw thisd ascm}ldldwseahdmmhn CN1/2

t he f address 121 of _the t nod
s it OF P T o OB R B i ROAH2D e B lohfame addresses
froA AR 65the dedre i‘ﬁfcrﬁat‘@aﬁd‘ tﬁ@&dd?&gﬁg a&gamtoh?ﬁe thigd E&Fcrl@f)o[‘ﬁgn the second
not part of packet flow 161a; would then include a
llnkdllaf'drecﬂe@nflelvca\ldmbe thord nbmdcmxﬁedwill mvudayéonmaﬂlentsv fhiathe packets can

be cg{'regftw %'goch%Ht tﬁ%s bc? Wl 1ir]c’£l Q;%fs %6] gpoﬁwﬁ%%& |n utlo%ilr]«,géjmmate
betWéekhd moe;rackamwsffmqfont;mtact@nhﬂgbmd@@a n 1ink- I ayer

frames received fromthe first node 120. 25 Furt her,
the third node identifier that is enployed for the

rectln ack 61b.t ha ass Wi t .

ke b RERDFL G s SR ey Shel iy PR R ot %2 inctuces
a prpX hzh i Matudéd G IGRPERIvED ] tiato thdihid nﬂﬁamcﬂ:&s@m@ﬂ@ham 111 and the

packet flow 161b is for the first honme address 121,
SeCQm. lindt! axeﬁ @eﬁa&wﬁsq%wd wihEhe sesepthepeerdrsss in haeecoad aeds 130 is

f . ' : -

s LR A 3 AR 0 BB o
mor]:@llﬁmc]aﬁﬁmeanterfd¢efdr1elrrﬂa:ri1()7 Samelarly hioaufidat hidiee dddeass 1 3Disaise

ass R0 Aot A MG L KeRiEs B APE FSFeAanademang ! and
the Fn@fa%@ﬂﬁhﬁlp'l@’ﬂ I_rb‘?éjl‘ﬁer\ MGht %ﬁﬁthggaékﬁpﬁo&qgaﬁ?}g% second home

alternative inplenentation yer
addiedeH2i if alsp doemedote thaXCNUidEQisuch thahtherpeticy st dcogunpiag ketcesses cannot

cisuggir PR e PERG L ioaemacbretrt el 1 Qe pan

addfu'@h:ilqlovél‘éﬂzg thel pRdKef QY 16 ﬂjﬁﬁé?f ifdhRie§ foﬁra\/lﬂldil%{ér%enlﬂﬁﬂhat is
16 associated with the first hone WO

UHICBJ@U@/SWGIWIMIB st 0% 1he 28484 linktigewident et archid usé¢rktofindigate that

poe DB RIS Sl Bl b RERE b aP UL ER S e LB o
165aagdodilved irhriek s206tR1 hbAld dd@ief0l 2N (HECRTS: e N 26 Shat M@refdr@not part

the received packets to distinguish between 't he packet
of pagksindo d@ ke, wpgkkthemiaclyda pdiffemnhvaikreiar then@r%b@@hder identifier, and

the {d ¥ HTh, 1645 B e be BAhAMed Dl RaSAETH bt IrE'vall of he

the 1 nvention are e e[ e r1‘Oorvvar ng. Re

third invehyerdderftifiet tharis modndedi aslirdelajer dxlaﬁf&ts rdcdﬁedt frbinahs fignflode 120.
thodsHLor di st.i n | shin downst ream packet fl ows as

Furher, (g Fierbacdiidatifiernpe s e avwgfomef%reptmwm#w%bthat is

"
assoﬁﬁgﬁpﬁ%t{kgg ﬁl'stt hgrﬂtg adlidr?%ﬁ r%gl g&ﬁ% l% ﬁlgl’udf~I ?ﬁe@gﬁmﬁlcates to the

thirdieavgi 140 dtat pmktt ﬁlctw 1@l brie fe t11e4f@rsttlmnte|wd®ecb21d whddehd_ﬁa@ket flow

5 S0 R By B TR B B 5B 0 n

third ﬁi&iéhdid‘ntxﬁ&rstfb‘teths empudkéumlwsIlay@néstsiaemffdr@ﬂ dve®Mough the flows
f or war di n% information that is determined from a novel
are Qth BRIECIAHER & ith eReiafsigsses T thessamg alhiriadesgdressang damagn 111 and

that ARABrWA& dl Via Ih@%aﬂ@\’m@tﬁogé‘mtéécé @rghx‘fl@ﬁf?' R0ard . #l@\“ﬁaﬁ@@t to

t he second node 130, The second node i1dentifier
implgmictiaeery thedbind link-¢ayer identifier can be included in the redirecting packet from the

second node 130 to the third node 140 in addition to the third node identifier, such that the third

node identifier is then the same value for both the flow 161b associated with the first home
12
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incomng interface and/or the addressing domain at the
third node 140 such as one of the third node
addressing domain 111 via the interface on link 107,

‘@$g t he ddltlonal third node addressing domain 112
00{/%}7 hterface on link 113, In one exen‘pl &C FUs2005/028483

ddr&R 12 BRY AL iGH, |8eds% |
: aiddr ess of the lggggﬁgégt‘ég%hj F}ér@ I'S uarﬁilﬁ%ageﬁ)tzg%e mve?uon
altmwr:lmrecrm@s ¢heXBcdridmod¢ 18Vandrthelth3) nadedl 40hsi ngdhl BsHid Mddiress value

in 1P BB P kers Bic@hvbish BeuvisP e mpakel oivs 1. 38 and Gy dosb when

theiset@n8 lihk-fdyet Rlehd¥Rer 8AdBe Aird {48 tdehiiflrbP6R ihdanbh fafeeeFrlPloyed for
that is enployed for the correspondi ng upstream packe

Packetdarwsudingt hat packet flows 161b, 162b and 163b, 164b
i nclude the sane identifier value. 25 The inventive
steps of using the second link-layer identifier at the
secTedn ndien hither pddlided élﬁx\%!%‘ﬁpﬂgntffﬁ?lseaddC}ﬁé?ﬁddcs'f@rrdlﬁtnghﬂﬁno
third node 140, for forwardi ng downstream packets
dovegtieasm packet flowvs asds pow describrdle 120 first home address 121
fromthe CNI 160, ensures that the packets can be
uni quel y di stingui shed from packets sent to the second

hom&cﬁdﬂ:ﬁ@@&hdﬁﬁeﬁtfoﬁmhé B ofdNRo VT k- Qzer iAdn@ilife A Mat Qﬁla%ly identifies
that traverses the second and third nodes

the ihm o e thadddigssing dgmainris Petthird lﬁédfhkﬂ%o alwew node 130, is
lin hi rd
mclﬁgédéiﬁ é g:la e?%fg%% %Pttt eset%ﬁ%f)gfg% dt?)éléeglgrg 628 ’fh(?bsg‘fq“ﬂ node

lBOudnrqlfles thbksmmdﬂmk-{ldyet identffier ﬁbmﬁ@dﬁar&ﬁ@ndﬁ@r&aﬁ‘dh tHapls@letermined
the same interface and the

h dd
from A B P00 SO B TS i ita BT hiAbode /G fgalonnstream
redi?&ﬁﬁ’%"ﬂo%'s&hﬂ) eREcondABdd {0eTheRetohd ﬁo&qaaﬂqlepgﬂguel y identifies the
identifier wl i ncl ude i'nformation so at

IncqsRiBk ertt@fe@anncuer tborddressing dbmniwat the dhitdbonddad 40 suchtas ae ef the third
ond,and third, no 2006/ 020740

nod%@r@%@%&éﬁ%ﬁg g/nal@emui eQp ||1pl\ g@f agéﬁng\é\?@up@l third node
addetbsed dorhdial £2 DRMERRIHERSNIWR 1R80KShe BN ar } pEﬂJgé@B@ the

accounting processes. In addition, the first no
secang Aet idgetrAar 15 4n asdresthef the paendiierla 14(186alsam1tha) brierddthe interface

s R 05 ol B TRRBORNBEL 3P0l 04 g

exethplyBrimpanenvition, théigcoimset iRATTINAS B kEmb AVBe Mitd dded Sdentifier
destlnatlon addresses, then the hone 5 addresses are

that isgmRIQxed (B (B€ EResPONdi e paGeaTs Packelflovasskb thar patel fiver k61b, 162b
d 6B I v the packet flow 162a
an urt{ih%‘?ﬂﬂ%]gpéd@ggargg dﬁhl%&%&uf( | ayer identifier that is
unlquely associated with the first and the second
fier and is used to indicate that

pa@E lt”% r%lr)v\fflls%g’gtﬁ% psing the sesendkindglaygridentifier #tithesseconshrode 130, and
the RELHADAe it T at (e fitd e 196! ffor]f%RwarE ﬂ Iﬁg\twlsfé 59?9( pjagge?s addressed

associated wth the second hone ad
to the ififss pogro bR flrﬂﬁomﬂ’ﬁdﬂreli@&lﬁmﬂ‘@r@\l lnlﬁO prasutes (foat mqiﬁeltets can be

unlqﬂﬂ\@’dgsﬁ fglgg'\%d f%gp‘]uélgléért?‘f'e t #’éggn di ffdﬁrée%{] u\?\gef 81(17 170, or
frommza);hemaa mamramea@. utresedcbrﬁtanagmcsmgs 130, 1he \Jlthﬁﬁrﬂa@)&@&o

tQF flrg e 120 by the val ue of the third
‘“SP?C* fiehemger feEFe 4ef PrerFq‘flﬁ'é& the homp addressd@niiar thieikird mydsraddress
and/brtRTEN 1 /20418184 (§ 5@%!56“? unfeal %\%Q/? if tﬁg’ﬁrs[ h ll'i%rh’as L feiple

second node identifier that is e
homg adtirgssest framg opaefiche sa‘maoweafmndtt}hatddrasm%dmnmabédwe\m:tmnode 140,

then Erﬁgsgéc%nﬁgﬁkn?)gg c@qr% saﬁd %tséc%rr]\gno e llder:]r%:nlﬁ%gesll lncﬁj(c)kr:'l;nlfgrrr]natlon SO

nal ca
that the packets can be correctly forwarded to the first node 120, but the second and third nodes
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15 second node 130 that packet flow 162b is for the
first hone address 121, whil st the packet flow 166b
associated with the second hone address 122 includes a

\ggé&ﬁkﬁﬂi portion such that the second node A
Y¥s for the two packet flows 162b, 1860/U5Ps/028483

130]i1140 @niendt be¥RNo et BhateRideR IR tw@&@cl&@ﬁﬁw@ﬁﬁ‘b@h@ &%ccounting
with honme addresses fromthe same third node addr€ssing

progessesi A additioante firyiapdet29 chonahdereleiplek ahet flevsHide, 66a aidthe link-

In _an alter
Pt il Foh o Elece By P ilgu Rbr B8 e Ve dr e fome gdipes a the 1P
layemandeliegh therddaesteedipacietsinage Parkest déstianmdh@idrdss! HeN®EBome
140 to the second node 120 in addition to the second
adqiesaRs ARt en Riesent indhe dovstreara packets ghhereforgein adeadditipha movel step,
the gﬁcsktgglﬁgvtvggﬁa & ﬁahéi‘e% a tﬁ \d ﬁrﬁé n@y%{ dgerngh%w{%rgggwau?l% associated with

theffim\md&fatsemamkamdxdauﬁfh:rtaﬁtelssle@mdndam@madwcﬁ&%w%za is
inventjon alternatively includes the first node

assﬁ%eda\’ﬂjh fhedirstontscrddeseel 2138 ”L’?sfilrﬁfgm@h 20 iagkep and&ﬁésgocmted
with ﬁe%@?&@é&ﬁ? a'd@r%?sjlfézgdof B‘%gﬁglt@ﬁ% %di'g%&lsr}g%é% no‘?fg\é\xﬁﬁgpacket flow

16bewourid thennkclbdeyeediffeidetntal fei fer thathirdtling-15ywe mdtlﬂadand the two flows
e enpl oyed fo acket

tifi f the inventio
162?0%& ﬁ‘é“ 8%96[5%“51‘85 i the, el Boret 417 ki edadd0 E&éwadﬁyf the
thlrSY@kﬂ?épeleQntaflérTﬂMt RTRALED ih NnREGer f?lé?ﬁ‘é%‘%eceﬁ@d‘%otnhth%lggcond node
present invention and using nethods of resen
13G. Ryatrer i tomsecoddhnode adenb§entbads ¢mplomdrfpumetredmcwg puckdiélow 162b
and forwa erations

S Bi B O B s E e ror e BRI e S Shastimipe indicates o he

secmq{oueleso thaepRkarRmt §62§n§3|fof' ﬁ@tm&t%mefad&aé%tﬁzm %R@ Lp‘at?ket flow
have been previously described with respect to

166PASSOmﬁ@dé\xﬂ@hd &f@ow@wdﬂms 13iotludessa dlffmretlhmrtﬁmrr mch that the

sec%ﬁg{oﬁgﬁdf gogtadré\ao g»lillg ﬁ%ﬁgp?&ﬁ 81{%’“&{91%(3%& though the flows

are a@aags@a@uzadlmms:a@&@de@zsﬁﬁﬁe sattdnied bR ddRIBhddAAn 111 and
The fourth node 150, e.g., a nmobility asent i s~ coupl ed

thatga fopRIdecha dhesame ihird g mterﬁm%%eﬁb@b Y apaltdedtive| ows
t Figure 1
lmp%g\%g%ggg Lth?ﬁ?d&@ﬁi&}%eg E‘uff%r gf&eli%l ode] ﬁ@envg]b%glhg pac%et from the

third eedeur8so0 tie stdvad inode A0 io addiobn tl@rtﬁalse&blrﬁi Yode GRMEFiED G hitkht the
| A..The third node 140 stores the fourth node

SCCOA‘S%PQ%QCTKSGF iy ihershg see valug fopbeth dhe iy peRbiassodiatestugith B dirst

hon@@@d&@ﬁ@l%ﬁm\ﬁ PGott A3t dJ gxté?losg t%égecﬁﬂﬁia&ﬂg aéo%g 52 nﬁge
15 t hat are assocl ate W th e secon one a res

mve]JQQn dfermtﬁreew”mémden detdirg20d¢ ez(gaad ted secbmt ndde d88 usiag tHelhowie

3 d 64 in Figure IA).. The second nod 30
acof Py IR el T B NSt n e ket vy g2a, 1664 and
1675[155@ Dvherf gdisecnt iing-1HBEKeRtiffek %thé@e%@naiﬂ&delééﬁlf#e%twﬁ@[hvenuon
second node 130 and the fourth node 150
are%ﬁ?xeﬁ forRpsketderwardipes the third node address 133 and
the second node 10 address 123 in support of said
packet flows with the second and third nodes 130, 140.
As Flgare 1 Bhdkstrdesardxeaded nem&miyatehﬂm()/\lilﬁ1bleﬁielﬂdﬂ én dofordance
withL{E fream pactket fl ow 16%\03 e gownst ream packet flow
APIEFET DIEBION AL 51 Methefieofd %Wﬁi?“h’(ﬁ’ﬁﬁ“%’dd?‘éé%a"i?zz'sﬂm
conjlilitgioh ithtthd) eitdud B keI st A8 f§RG ofePiBnRadE 5 n]r%%u'resl A.

fromthe additional third node ad ressing domai n
The g)ftﬁr?qeg,syyem 400" includes the elements and features of system 100 which have been

previously described with respect to Figure 1A. The extended system 100" includes, in the first

addressing domain 110, a fourth node 150 with at least one fourth node address from that first
14
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association wth Figure 1B, upstream packet flow 167
and downstream packet flow 168 are 15 associated with
t he second hone address 122 of the first node 120 when
t he second hone address 122 is fromthe additional

YARPEOYdH essi ng domai n 112. As has al so beer?cérgéséi’qy@@ﬁ”

th tt Fi.g
B ) Tl 0L SRt B ot 0
link €@NtIihE 'e%rﬁpl(tr%gp]acket ﬁé@s ind mttloﬁgll%egsﬁ%gd ERmRRS 99(#1\95 fn Fgure 1B

redirecti ng packet flow ( bet ween
hd\@@@@hlddn@ﬁbfmwhand&pﬂdnmng harrods featiecsof Ghe imivdninioh let previously

o the 20 third node
desk s BESETS EAET Bortelefl Bores ot God o tens 4ap i gpon
redfrécovig padket MOWVE] 672 4RO 'PG’SeelﬁﬂueeB ke tﬂlra héde: i4@>éﬁ8 fhe fourth nade 150 that
identifiers that associate the packet flows %%

are ggsegiated vithdhesssond mdmelgttressi zzrpfttltmefnadrmdeslgo (xf gt Similahflove to

o 36 5ark iy 30 SE TR Bt v ufl s ARl See¥pishe b npapecress
1432kes P60 Riageclingd pla ket AIBwS |l167dCanQQ@d BeAfeendRe dR6nd %Het ]|30 al&d the

node 150 enabl es a nunber of nodes simlar to the

fouri aede1lf0, Thinfgurta sedscl Atsttesabieitherd sodyaddossail 3 and the b@ond node

30, wi,thout the seco
woSEEERE BR300 Ao, K%t 09 o B SEAEHR s s
bces aesdnnmie&s@tmlbramm Fidufe] A Mpﬁt@eaﬁﬂﬁ%ketm 1d3ind dﬁ)lzv'hﬁeam packet
enbodi nent of the invention, the second

floy | &‘EB:: g%ﬁé?'aﬁeé Sfithithe ssconghhiaquseadgiress Hrmfithg st @dfedﬁﬂmﬂﬂdn thg second
et 7 PRI Ol Sy 5 TN i

assdcghging wvﬁuheﬁlgdtem dStreane bmwdmldﬂpﬁxﬁrdewmtmﬁkﬁckédw 168 are

167d tg“@) rth node 1 ‘gnd can either be an
assAgiftfd FS‘E‘WB B'E}Ff‘ ressdé? phie 'F%“%?fe@ofwf@nttbe gegend home
ddfekd 122 i9RER th | l i
addfel 128 190G the AR HinaP T oo Rfhals O ASHES o Bhen desgribed for
Figyre lAag‘gniarlyatn@dreﬁ\petchtotngws ¢B othel invemidnatd fines va 122 cdrdaid third node

d dd d 112 at
o0 Ly e 0 eseT g corml bz e
the Q6IR1 idde N hdEthe 3rl nddd 180 IRth R %&%é%%yﬁgressm dom in n gf the

PCT/ US2005/ 028483 forwarding entry that Is 2550
thirdypadg 1¢f ehat istasyokiaead vaﬁdfoa\mzddmg $ormipt ppackat ﬂomfantihmursemd and

t nk 113 in t
o 8 18 S SERRT O 0a, LASet .o
wumhaadcme of te \WeiFdhdte m@fam iNBEdcBAd hitth 48l RS Y@M tifiers (131", 132Y)
formation that is not received in the redirecting

aSSOﬁ'é@Fé Stithithe o s 7efb, eRbicbat arq eyghanggdiwitk thettbiré hodeel 49apped
to the third node identifier 5 associated with the
second link-layer identifier, and forwarded to the
f oline founbaiedelﬁﬂ) enwlex enirmiser of hodedsinadetd 1Hle tidfrioge 143 4nd
es: a | orvva[l%{tng entry and new packet f1 ow

assof R FRER IR BMaI: R serekes i G seepra et Ridh i shomahd srgond
nodetfavfrlg@WmbRd| cohﬂmﬁlrbaﬁbﬁsesrtdﬂ@ffo'rX?ch%'??ﬂghmtsnmﬁﬂ% hg'tﬁ node
node identifier can include the information used
140.flp @ figgh expsepary sobodimenteft the inventioedthe eacbndhnk- Metkldtralﬂcn umquely
ode 150 f
idenihi @ (RVFADE PobPRE 106d Rt 130 BRFS afsPBiate iyt e Wk noce
ldenmfm‘rderhomxmmoﬁhmeﬁdxmmmwmlcmti@d inhﬁbslfréa%(\bé]e@zmow 167d to the

fourl? ﬂSrOn%l t he. second node identifier 131
88?% gd&an gigher ge phaqddizseal e f%‘““f"@ﬂ%\ﬂ'taﬂisﬁaeceﬁ*ﬁ whq thixt node
140 or%a RplRYiRE 1de<ahﬁ&6tﬁmte]e&k RYGwARRE ALY IHGod PR NS0 that is

t hird node 140 via
associated with the second home address 122 from the additional third node addressing domain

112 at the third node 140. The fourth node 150 also has the third node identifier 132" ina
15
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interface on link 113 in the additional third node
addressi ng domain 112. This second node 15 identifier
131" is then mapped within the forwarding entry in the

de 130 to th d | k-1
'Qgiﬁgﬂﬂggdeover {Eeoaccgsssﬁfgﬂ 103n|n ?YﬁL:é§h¢§Mb 28483
oS i e LGB ST P
140efdelihk isesval hoib addeR3QRRK ﬁ@dﬁ ‘ﬁﬁ:sddﬂﬁnogzﬂ mtdﬂn&d%%ddﬂe&nw&mam 112),

first node 120 has nultlg home addresses fromth
such ¢ thederyarding informatien g ﬂmmgfmhtmmhatlsznottrb@nvedhnethe

redﬁ@c?iﬁggacfkfspf?\@w ‘21'5”&} fg%fl%@ﬁd' i\ at ﬁ P}e ?recﬁr%rﬂpgza tgqge gh:rla nodc}/ identifier

assd)cﬁiz&m with &fe%eddhdtlmﬂﬂ@/eﬂ Riefli fey &indftevaried @S the fburfnoke 4 s@Nehere the
one enbodi nents in the redlrect|ng flows 167d,

thlfi@S@F idgmifier 135 dedicarsgineque fprvarding @rttre/sanémwma@}fey flow information
t I
or RSP GLRln Lo A9 RO I | HRb ARy, e
noda mdbetlﬁéi&aan(ilddaehélﬁﬂﬁmdtldmded Bpthe fagtharidat 80ltodredie thB@edirecting
% gacke flows and forwarding operations of the
pac %@rﬂ%h Tejard hence tarslourtihoderlafdonagdinglergoess prrokiss mapping the
t transmtted from

Ry Al B B BOF TR o e 18T 8" 130. | m part

861, the franme includes a first l|ink-Iayer |dent|f|er
node 120 to th

el f] fi
oS HANE sherdmn etk d AL Gh efau e 13D i @eluged in &
forvwARiRk @ﬁ’trﬁﬂ?‘ngte@ em?}b%‘d fdn gﬁck%m%\»ésS?gg gfri]‘lam rgoﬁ—d(ge}ﬁ ilge' tﬂh‘%ln@(%/ €140 via the

frame can efmned at t
integgee Qnrimkuldésn the 30digenad third riodk addagssing iddmaini fli2eThi babnd node

the art 864 with a fi
e IEP PR Soel R i FindfY e Fhineitab btk aecnBaBodesd O
secdnd g 88et RendidrWebaliged oP@akeite R ehIvaoNint k- l%?&(ma%cs BOHR the
130 and a specific interface and/or addressing donain
firstgnode h20 ¢amideterming éhat 4@, reaspieid m@qet flowil@8a ia assocmteu withdte additional
it e oBRE PR 2Pt LR Dl 5 @8RS rom e

addiftIOﬁM@h’lfﬂ i@le @8dredsafy domalEl2f ihes theBEkePTlows S’rfd‘v‘i@rwardm entries can
informatjon, with each val ue of the 16 WD 2006/ 020%

optigsatly irsstssplorna e fO't qHF theird) 'lnﬂitda)reaybﬂtlﬁlqié Hal 4re @sectmen@\e access
t
lmkélﬁ?rgllﬁ:de@ sggneg}nté)gcél ghgl% 1e<t.nljr{ zgv\}avg? 1- Léggemsﬁ es

bei ng further aSSOCIated mnth a dlfferent honme address
of _t he rst node %ure 8 illustrates

ex &My g}fuawmxr:@a X%H@% 18} tp sgcond pesied Jink jayRL frameontents
800 frlcAned umme%nséwgé?ﬁhé ﬂFs 629 20 And {h@g%md REGIPRD stslécexated with the
second node 130 and I rst node associ af
noveipadket H@thde‘brvgmdmgbpe‘rhtmws ofithd irfventiaay; T pegt Sfdahaframe sncludes a
sl L 0 gl R o P SRS esnd e
130.t10 path 86 1, ithesfranioeluda(s ik QmktiBgr .&ﬁﬁﬁ&dhﬁ%ﬂﬁ;uélg%enhﬂes the first
part 961, the frame includes a first |ink
nodq e theiserondrgge I3 auengyt each oforémqhen cb@ctlheomlqutodmd@h that the
sendlf?éﬁfh@mggw& %g (aen]:x%%n a C?-@&%Fg fcl:?é(?@’gnr‘t%gp n{cilﬂgles a

secohd hik- Iaaytederfufanmat:amodnmesdm ﬁrckul’pedxoatm phe sseennd fRQdea of stored
i nk Ia er identifier

. 30, rt 96
nfortiiden 48 Bse Ao LEER2r IR PuterPhe Bk gptregt ¢ sespnd
nodef 130sihd S@peciffc i feffb @Cand/br Q8 dFedsIn@MomAintdd &heSRIFPRSLMBEop I Rally via

that is_used for forwarding packets
a fourth node 150. Optional part 863 includes a third link-layer identifier that discriminates

between multiple forwarding entries in the first set of stored information, with each value of the
16




10

15

25

30

between a specific interface and/or addressing domain
at the third node 140, optionally via a 15 fourth node
150, to the first node 120. Optional Part 963 incl udes
| i nk-1ayer identifier that discrimnates
@%%%@%7 it pl e derrul tiplexing entries in t F& T/US2005/028483
t I rst 120, .wth each value of
hied X aigen e b g e tie 1R & hsai i LB ol pk Byl apc cocn
of sﬁUfrﬁLﬂﬁ;ﬂ@forW@MﬂwgaéM{@%mg PhrtHeP s sbdisted witRdaliflezéhtthbake address of the
further associated with the interface and/or addressing
firstiodail?0.of the third node 140. 20 Figure 9 shows an
exenpl ary redirecting packet 1000 that is transnmitted
fromthe second node 130 to the third node 140. Part
10614gumshlux§esces ée@ipiaRy dOWnstean(@cariak e:trstmoaid)llmn lmaframe

recei ved at the second node 130, and whic
con!sé Sr?QO inshide bt fsamespbatweer tht segonberse 129 anMﬁtﬂrsmeqe 120, associated

o IR SEERD A P B PR AR

inclbdieis faghacied portide froif d guckdt it 1si tdapttiahisted ethe fit e nbacE20 from the
and/ or addr essing domain at  the third node 140 with

secqpinofc § e I Rt Qe thedrapigd REvdes A 61 bR ldgn&@%f&t Hpiguely

1dcr{t1@1¥:f Ih@rﬁ\f@ 93@920 1B XSS no 2130 é]nc@%str@yh gPht Bt HJYectly coupled
I nc desti nation address of “the third node,

nodedswh thzaltl’(eebm‘tarmélhy limkytayeeframe tandedicienmened apthie eetahd node 130.

Partiiund i aocconGh TS erdehet el R hEb KB G o ga s wit
a fird 3@t 6f‘%tdr&?m?&ﬁah$h MOt sd@fd nb® 130 % 188 F+d68varding packets
informati on froma packet portion that was received at

betwdee aspasifitainresides a@IDr addrdssinigi domairsat blesi thgd nedt Mdcopibnaldy via a

foutgiiaded 50 o Moot 420 Siphipdd ¥y B ifiiRed PlalirRdiver MRS Erir tha

discHafds-beRateh mukifie dém@lipiegng bhBed iRitkedinkold feriabl @htfirtindte 120,
that identifies the interface and/or addressi ng domain

withggach yalygohe 8y gl ok4ayePclEniB2 bomL @sBagEd vie differedt ngereaddress
of tﬁleAfg'is(t 1}086 tl%k?thfa g%t{hepgsqgcxgtgg qu%ht g ty}kc%hanM? acg]cﬁ'ggsm%%om%m of the
I'ng

forwar
thirpusdedges. Part 1162 may optionally include the
destination address of the fourth node. If the fourth
node address is not included in part 1162 then the
fo
o i 9 i SRERRE R LfhLERR 800 Bk RVARRRED il second
nodg¢ hmtonls;: thirdnsdd t40eBart t(&ﬁztlmdiaadet Imfonmatm(ﬂmmlaflﬁhcdaet lioheon that was

fouyrth node, 15 e second node 13 art 12
rece L SSPRY BRFa oSBT & PCpREHUECHOR Mo K0S |4 Part 1061
mclﬁd%@ ﬁie"s@&n@tnoa@ﬁ‘ddtr&'s hélth QQECQﬁQres@mhmdﬁJ@ctl Sk 9’aﬂ 1062

redirected to the second node 120. Part 12 I ncl udes
includee thethirdinasie rd@uﬂchthatod@uaddmesrseme mm@(osmdre:sangddmasat the
t 10 r ctl art. 126
i ok 180 AR HLARE LoD O RERY R on S SendSe pE Forkhine
purp@ﬁ\ﬂ/ Pirt mmrrﬁ@sdpmgnamrrmmdeahe 8¥€intfoinra6drR T tHABirdinbde, which

which the redirected packet information is associ at ed
alterpgfvehygnabainpiydeslinse sedonad Parhi63econd node 130. Part
1262 may optionally include the

Figure 10 shows an exemplary redirecting packet 1100 that is transmitted from the
second node 130 to the fourth node 150. Part 1164 includes information from a packet portion
that was received at the second node 130, and which is being redirected to the third node 140.

Part 1161 includes the second node address as the source address of the redirecting packet. Part

1162 includes the third node identifier that identifies the interface and/or addressing domain of
17
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destination address of the second node 130, which
alternatively may be included in an optional part
1263. Part 1264 includes an optional third link-Iayer

‘gﬁgq%)ﬂger that selects between multiple 15 forwardin
189t hat are associated with nultiple horR&T/US2005/028483

o RBEBIOTE Ak 30 M e o il
assehavedsfor Frerwesdémgpuapgsed. iPas tl 1 ftodey omiogally eoideddelestinatiomsddress of

bi l.e de, 120 of  the inventjon inple ted in
the § rr{sraﬁeﬂﬁw%wjh nade pdressi 'aﬂﬁ}m%% wn& Yo riagn the faurth gde
amﬁ@gkqgg&kdggoﬁknﬁt kiganput / out put interface 250 used

for coupling the first node 120 to the second node 130,
a conmmuni cati ons bus 206 coupling the network

B I e o e

nodeNab Yeidhe WU RIS 15016 (RE sebbhicEnode 8@ 'HaR 028 S (R Rbies APcHnation from a
and in the former case has a receiver nodule 252

packes pprtiod thay was reseiied alrthe diind @ndeal 495 6ndawblich ist resmgsilirdcead to the

dul ed, t.0 ransmtier antenna 258. The
sec 6 158 bt 2B B B B IS Bl o RARER Ao gargs o e
redif@iing bicke@ PRt i1 26¢ in6IdE¥RE deordilndde flchafis¥aniidGifidd®e interface
mul t1 pl exi ng nodul e 213 and operation information 218

andfoy gddsessiivg dpmugin & L third neseU 40 vo e hiele the reriregad ipaekst information is
. y eS . 15
s SR AR ARIY R LR OO0 0, B PRI b o et e

destidugibn hddres o iheadcanddotis 8305 Whichallemativel Neanoé }mrd@ed in an optional
[ t/output interface 250. The npbility a i cation _
pannlggg.| émzllzgg é’}Fﬂﬂd&f/%“ gpt@)ﬁgq lhlﬁ%lllﬂl@]ﬂ%ﬁ‘l 1ﬁqnéqf1,%r @)(Fg)P sedgsts between multiple
forWREink bhied B ' ' B8 withi
oAb tAkie” HatBt :03a%h R shiligip Bomd ke RO iethsy FREQZD. witin
the figs0set Shmforotatibestapgdlai hat¢cond nwdduil36. 212 gener at es
upstream application packets which are sent to the
forwarding and nultiplexing nodul e 213 where each
pagk@ire b Showitht bRINSHSY filrmede?ag._, Bd ARfeQut %— R node, 120 of
frames. The forwarding and nul Ti pl exi ng nodul e 213
the mgerdiopemplgownist iregaepidande-widytbe invertines Bxemplarhérsneededi2R includes

s ne Y Vbbb aREte BT iop PRipuEE BEroHe 0 rscondyrode
130£4 @fufurdcdiiRa e bikeId 6&oUS FigtiRABnpa R kitfu Bl Glinieffatd Y to a processor

forwarded to the nobile application nodule 212. The
2043t memepy 1 & Alerwoerk inpgtpuspyt imerias 250 may decdede vaiseessiand/etiwire

- ' C S LI ho ess 3 and

el (B AR o eIk P Ll e R S8 P B R

antespC2ftchndaneansdilice 5522454 ddvpledPeh &hhsPfiuéith@®hARLEDThe hf2mory
Lngludes 5 mobility application state 332 such _as .

210 et CanireBraar iSpmagoné Ly narebrity eerlicaen wadtle dbd. efotasding

d St ; hak i 0

ond BRI NAde 219 IRRpeibh RARBIGZ IS, FGcARRB . 4 crU.

opefaigp theatag dust modnleshrscarding itgie aon figuratioh onfoabation 223 Sheopdraion

: romthe .second de 130,  third node 140 and/ or

rolsef g b aREbcRE P ERA AR Sy teRveg rd LaPmes wdiha neryor

inpudp@blciatefase H0JMEE nbBilityCHPRLLEE tholile e AB Ry 'si%)faling to maintain
application nodule 212. eration informati on 218

the mpfifityfeevardipg stategn therfiestingge £20, sreand podsrl3910ird pade Horamd the

- . | psicddonks identif] 1S,
e b RO il oo OB | S
packsts wiieh arasend v the ifprivat diygeandinddiplefing modéle 212 whieresstacnpedeer is

multiplexed into one or more link-layer frames. The forwarding and multiplexing module 213

receives downstream link-layer frames from the network input/output interface 250 and
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120 on the access link 101. Third node state 220
i ncludes third node address 221 and second I|ink-Iayer
identifier 222. The third node address 221 is the

‘?@2@?’.3?0.7@3; the third node 140. Second link‘ll’%gfsmaosmzmss

222 includes a first hone address

C r L. i - Dl
denfEAERS BCEr AORIRRR B choarBa Lkl sk pAke! whidh 3feh
forw ated toftheemo@iB2apptic Agh edule\lil 2 MTHemeotsle applitatiotimod @6 21 Dhas a
be the identjfier that is assgciated with e ,
progess wa%?tﬁi with ppgkersihat gmploydhiigt hﬂﬁw%ﬁés ?@ ang  prpegss associated

witlgg%‘ﬁe@%'i @ﬁ«gm@%ﬁe s%e&hdqggg%m&aiz@ﬂ@wérda%%fa (BA918 includes

that ar from an ressing domain of the t
mobiogeaphiditiol katet 332 rsdcH dsiplackeainéormademtoi Heiteinbmawed and that which has

identifie 233,..234 are further agr ith th .
beel GEEHER FigRG FipSB0E el RARPeTHPh tPOTARO Sy e pfasatae that i
eith‘éﬂ?&l?u%%d' gt QRIBnfi R A ihfoRKatl A5 of [s38BnGRIM fleNScAhd node 130,

packet portion that Is associated with the first hone .
third dodee®d) apd/®r thedps e Malirthaowde hifhsegesuB 24 mabd g epplicetign signaling

Fi gur.e sh t he. exenpl econd. node, e.q. ~ :
conﬁjbcgefc{ l?y[ @e mﬁﬁﬁbﬁppilégtmntma@@/ %l?, @Heérat.lanw&w ia%%n 218 includes first
link- A8 dER0 8D 1I9hind GG RT (hRIB §@teD N Tho Brst e RiybOBentfEE T @kMown by

second node 130 includes 25 a network input/output

the first pedeald® 288 theusseandfnode EBLIPIbE g curentdmkdaxkr mdsabfiar3g thedfirst node

the first n 0,, e..0, La.link 101, net wo
120t sEeep iR 1Bh e s 2o ing S S8 gt RG22 Lansseone
linkage idehBBed 2220THehird AbAOAdAredOUBISIs tHR- M dresVdfahd ihivd nb81408Second
processor 304 and a nenory 310. The various elenents

link3igger idppuifiersdyZ inclpdes 3 fusthpme addipised t ogeenidioms adinss 2208 third
e e e G B R e

with thakecb@d nd€e I3dyto badeudatifier ehtas sssaqigtédwithitiiesfor wirdihf a@esn the
(353 355%; nd in faormer case has a receiver

, nd th .
secopddipde [ Hktor @ mmheawtaefrs%r?ééénwor%.iw@r%ﬁ%pnéé@ms&edrsss 224 that are

i ar o j . o
o ST RSSO B BT g

233353 arafurihacigiekel withr thk econd aotid/ 160 tonba kel thiradt latkf lagee sdemrifiers that
. serves as the interface into the core. network towards
InEHE 7 ok Lter (i T GG e BATIOB S1AC KGNS D 6 Tat home

addR§3 34520 Q¢ JAd BERS addBS 2@@?8&%&@@9. i ncl udes

configuration information 3 a'nobility Foreign Agent

nodul e 312, a forwarding and mnul ti pl exi ng nodul e 313

and..operation,information 318, for the., first node 0

o FEE S S0 Bluf BRsPOARY RSP RER o B OV b i PERRG G0t he
invéitioh iraplementtdd detdr@incd AGha tHed@venBiofll ELGhPINryGOsRUddd 030 includes

the second node 130. Processor 304 operates the various

a nefwerk I epi/aeigut idieace B 0used loperuphog Bieiseaont npde hadk to dlie fBsGrode

t thon, | TRt i t. i nfor.mti
2oL GE, QRSLR 004 0L TR S e 57 CHE g QU RY: hond
120itmpheyr reaw grittnodest epf, aceimk36D,a @Bocksdohads aidea me®o6i HOEThe various

it he first 120 dth t Kk de 104. Th
clerfigb 1300 351 Do LR EoDRLIPEE 1 210 A0S §ETSTrtabt Hels
elerhedts thay) itcrdHan goRkd éﬁdMnfo%X%dNE‘t@oﬁ@ Ap&/dultpult hﬁerfcdézé ?E% on link 101

node 120, second node 10 130, third hode 140 an
mayopelbénuirelessiandior word entarbges (Bad, X581, wad i the faamdr case has a receiver

'_g' Elj% % cei e ets, from
o B RIS iR LSSVt PRl SRS gl
tranpraicteedrsenna 358. Network Input/Output Interface on link 102 351 may include wireless
and/or wired interfaces and serves as the interface into the core network towards the third and

fourth nodes 140,150.
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under control of the nobility foreign agent nodule 312

whi ch are forwarded towards the third node 140. The

formardlng and mul tipl exi ng nodul e 313 receives
mmstrean1red|rect|ng packets fromthe third or

W8 H2HEe 140, 150 and under the control ofPGIHE2005/028483

mobility foreign 15 agent nodule 312 recovers the

redirected packets which are then forwarded to the

firgge rﬂ@rﬂ@r 139 mc'lﬁhe% Hgﬁgu?aylg nff5 §n 3?% nPdlie ?tljogéj@ Agent

|nfornat|o 318 inc pac ng sta
module B12,adopecdieg ammmompwxmgnnddnlekﬁa 3tandmperrntidredfoamdt1¢rhialt8 for the

en recei V.e at .t econd de. 1
il B 2 B ot TRlesmicual H aihean oS e HripirFiney node 120
R
Irbye hagm e %fg%‘f‘éz%f@.g‘i5@‘%‘%‘92%“%&%@6%%@%
to the ennfighwatieminfergatian B bh tiRMperfion méerimanoB1 R ord paskdt e&bmauon that
o SRl 5 0ub et BB L5 Wi

with t@riabtino8e CRNSHUGHE FetB¥rk ddRe MO ThE W)bmy ?dra n 8880 no ule 312

modul e 312 for flows associ ated w irst no
employy, signgkipgato rxintainf be 81diliay owarding ud@snaha‘ ﬁmstsmodeuﬁﬁ second node

50k ST, O 5 0 B8 b
313136ki ks aps1raiml Jjat:k/etﬁr&h@hé’ﬁr&, nod32204 &J&edt&%szMéarn?%xrectmo packets

link-1ayer identifier of the first node 120 25 on th
undgcoage! <Pf thkmebylity fPRasHBSRETOdME mf\wwwpé@rvm@daowds the third
nodk 140, l’ﬁ\%sfor@vatdx%%Endsrﬁgltlﬁfexﬁtr 91{0%9 A5tQ ﬁéd%w?sg iEam. r?aa fecting

supports EEN
packms:iéomzm: third ot Fmexrthfmndcdlttm (DSDEanlMQdcrﬁhd‘ &intuSebf e rr&ibﬂft?forcwn

d%%I i-on thlﬁ gode state) 320 includes a third
agepf d8c0vew the rediregiedepaghatwhighi are bty feswardablo thefisshrpde 120

in ]1|nkmzi"yelr AYHREs. Tﬁ@@ﬁérﬁticﬁnrlnfo%m@'l§9nc'h.gifeﬂ3 t]' @%ﬁ&%g state 340 such

second node identifier 328, secon

as padehmufcfrmhons@?he teansmsted omblthaoeech ks ke reeewédnxtwm st node 130,

i, nf 3 S i nk-I denti f
and p Qs BB Gk 5 s B vt ) f3rF 67 chenanochiactiasthe
opeR8dn m@orﬁﬁﬁ@rﬂglﬂqﬁﬁﬁeﬁﬂgﬁ(%%%ta?@tﬂat l@&lﬁ‘é Fé{ﬂ'laftgd frbMKnd %ﬁguratlon

identifier 333, a second third I dentifl
infognafiong 1§ gr istlpdrnidrornhe firsands £10 thi@a®de diMar&i/c‘Heh@milonal fourth

nodb B Bea08 T Gonigondine DS eV ER et anpesnigodute 312

for ﬁldWsQrsmﬁtat@fwiﬂBEheIfiﬂﬂhdd@ﬁzos@ﬁ&ﬁﬁ’od inf<3 188N Y ind 1HGAR L ffrktqrnk layer
er 329 and third |ink-layer identifier pointer

‘dengégf 31Phdhe first dnkrdnyer Wawiifies 418 known by &eédetrr@sis 120 artdbe second
nodé hSOr\Qa Hl%gﬁlt)lﬁgte @@9 8% b Mgtch'ﬁé?l?ﬂﬁe?ai/ ldlqe éer gi@s figst A 120

dress of i ona our
on tlhq avkesk diyled 01, ddalat)pémtecrn i3rmatich 3@ ra%@dndmdeb alfi@ skd dtstored
h

e the identifier that is associated wt
infoff B 320G ROt e LT el packet e et Ehertat Tk 150 and th third
nodd 140st hone address 323 and an optional second hone

address 324 that are allocated to the first node 120
from an addressing dorral n of the third node 140.

As i.at h identifier 327 is
nErS ot ibridfat CRELRe s ST Rrshtcy birrgote addtess 321,
fourthmbde mdarése ﬂ3822conE®1mW)dt idgntiflek edrivaddiin B2dali S1C3 100 ?&:oﬁd node

ird nk- | aer identifier 333, 334 that
’de"%fseé 32?&8 ﬂdwﬂ '?Yaft Bifer ¢t an® ereonGPdegdasifientory prding
inforatibn B30 €SechflEM- fal &'identifier forwarding information includes a first home
address 323, a second home address 324, a 1* third-link layer identifier 333, a second third link-

layer identifier 334, a 1* third node identifier 325, and a second third node identifier 326.
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that indicate that a Iink-layer franme contains a packet
portion that is associated with the first honme address
323 and second honme address 324 respectively. Wen the

j.r.st e 120 has multiple honme addresses from
‘&Q&@G@gngn%esm ng domain of the third node 140, CtTﬁésr?qustZ%”

th nt|f| 0
Secr?B EOdfégeﬁUﬁSﬁfO{ﬁ%‘%g@d 811?%](98351 u(c::lgsn {eggﬁmcih%li layer] ﬁgn(?xl?lgr pointer
32 oaehiadiniieRSer i0émifieRpdiMer 33%at s associated with said
link-1ayer i1dentifier for forwarding purposes which is
particul arly advantages when the first node 120 needs

to r [ r. t
o7 TREOREAY P80 pREsna o 308 Al By foste
addnape38 sdiey &klsss 086380 t&ih%l ﬂoﬁrtl&lndx& 158n’fhe2sedortd1nﬂ<dlamcﬂdtnt1ﬁer 327
identifier 325 to be included in redirectin

is as%eémtg tlteofmwetlﬁ% ta b theyidgptifyes et i assogigtedvith tilsgo rwpffiing state
in tﬂrégecaﬁlpno%eqﬁ ?dr aqflrgt%ﬁ\ g?ﬂggé 52'3 §a§8€t n%lzs@corﬂp%npe a’iihe?s 324
val ue, ~or 5 er ent or r J?rectlng pac
that ehatallcmamd &s8e énratnedie WO: firorh e adcfressmg damdintdfehestaird nddehmn‘:e
addr e |S third link-|a i de ier 333
ASS&@laieﬁem@déasqcand Hrkglayerd ?“Hé‘efp%?glééﬁ@ SO laL Jafer ik ieEr
for@g‘qﬁllg it Rhdddn &2 %wmlrgq%hﬁaﬁ@n%gﬁ 'ME'IJ@E hQg a*ﬂ@tﬁ@ﬁprd link-layer
redi recti ng packets associated with first and
Memédma&BBaﬁﬁwaddmés$mew828weBEManNéﬁtQheﬂﬁsmmSHMahdmZHﬂnﬁmm
sane

chabyfloSte DGNG G Tt (Rt Fnlam ks BOMGn ML i QA the first
horhdddebs982F Qidirs%brﬂ%ﬁle]aﬂ@resslﬁﬁ r&s‘ﬂe@i@leﬁthHeﬂ‘ﬂ{Hﬂnfsﬂ ®ide Q‘@F\as

is associ ated w f or war d I Ng state in the second
mutiglthomBrdiitsssea frt)rnrlb@ sm@d@am@é@nmgf tadhigghnasiet!#Brib¢n if a third

lml%lgigtuﬁjeﬁlgp m{ﬁtggeg rgﬁwsé ngoégk'.h?%t lﬁrtge (légqccﬁta %‘#g 3#?:%? omit storing

the hb@e bdrésd inrfofiatibf Qhat ASB i atddadithdal dli kR y&a 8antidie NE €orwarding
identifier 328 is forwarding informati on 30 337 t hat

purpeiehhich éspartire lalygdyaniages whert ba dirst nede. 1 28ynseds te@atfpm Brk-layer

for@ﬁ&ng ?9(%51 gls ith eg@ %f?i’f?{l]nrh %g?ﬁ%&% ﬁgntgﬂ:?%]ﬁf@ ;rgd’ ﬁh@ﬂgme

addrdégﬁsBQiB I3€|4$s zBBSSandSBQLthirhﬁbdd lslentlﬂepﬁm ﬁ% ld“i?etlhﬁluded in redirecting

edl rec la the tional (thir In
packieiavierdsahe gt ot E1ort 3a0en 04 R Thapt Phal IFd Rage pgapifers 325, 326

may BY@E sdrieiid | bfs{?e¥ Be El%rénpﬁlr Pe‘él?rgctLg p%@%té' tﬁgleéﬁé/ gg?(hated with the

redirecting pac en one of
first dndkhd wyend hodmrﬂddfelsms SThed! thied lirdd leyariidead fitr 33% haonte included in
addr esses 32 20 0207
red B ERG0S H 6D BR5 e AR 6 S ﬁe&%%w@sﬂn B§tRen

reditddng) pARe @ d6boEiaR d WRIhURe fifd; HalQhéj%‘é&ddﬁ)trﬁeode?e@?ers%% B4, when the
the “redirected packet. Figure 4 shows the exenplary

1 and 2 ghird oiede idengjfiersraghi Yothpveaige mme vadie. dbe aeclemmod&gémnﬁer 328 is
agre%ﬂ 1&/491 IQJ thilja%r \‘J‘u@rﬁtodi? p4d W&)r%%ﬁe %entq I % ﬁga?{%)gga&ew wnlfh the

I hven
forv@mdmgl saeah tf&m&dmd&oé@&(ﬁfbuphrsﬂ Borhehdupgsk 327 pitt 4rodftidMAl second

N REORES J40 R 4 O [AIP 9t B G 4omOn e i R rTEsomain of

the m%%oa&&@w@socp&%mlﬁgthg QecbR®né erfgen%ﬂzr mqs E&@ﬁ}dxﬁh‘ﬂnf]&%atlon

in the third node ad rESS|ng omal n
337&'@%!@?‘@@@“'\@ mquﬂatn@@eomﬂl@tﬁ@smrm@ndbmﬁm \d.&].@coﬂd'ﬂmk -layer identifier

twer e es 40 W Jaude V\/lreles
por % A i e g S g £ MR B BB g v
exp&cnafdon et redirecéliPpaciat Malhd optiynal third link-layer identifier pointer 339. If the

optional third link layer identifier is not included in the received redirecting packet then one of

the 1 and 2" third link-layer identifiers can be determined from home addresses 323, 324 in
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Agent nodule 412, a forwarding and nul tipl exi ng nodul e
413, a routing nodul e 443, and operation information
418. Processor 404 operates the various nodul es

‘@23?0{30 to the conflguratlonlnfornatlon4 t h
é 40t%H i nfor mation 418 and packet |nfor mat |@W§2ﬁ03f028483

ived and tra ted via
nfor Rty AP GOmPAY o PATIE: herte tdfeets va e BEhEeS napiqp adhrepy of the
redlae@teﬁlpﬁa@tnode 120. The nobility hone agent nodul e 412
enpl oys signaling to maintain the nobility forwarding
state in the fi rst node 120, second node 130, third
no 4 0 rt ¢]
fo?:? u}%ﬁ?n é@ II%Jr ghf('rd nfo(a%I o{]’lm&) ﬁ@ %grgesuch as a Home Agent,

140l@peiene@mm:ednplemém&gnnmacdfﬁnse wah thecih eation. BoamsihifyaRiRd node 140
redi recting packets under control of the nobility agent

inclpdeq @icammimicatyprs bueﬁ@@ @ﬂqpbhg n%w%qu@ﬁtpmmtqrfm 40 a processor
04R8P Y1 0BT R e AR I8 Bl DL e

coupladitd the Bhk b@bard thg/llslt Hlt36n4#&5h|a¢$5m| aﬂti&dsnvg ddmdihe L1 and the

nobi |t ent nmpdul e 412. The operation information
addipps! thifd mdk pverspromainnl 2. TheNeTT nisntiees 1 peasinglyde wireless

and/fof Wb‘iﬁl&f&@@%h@%e%dr @10 RERE h@furdion lﬂfon'n§t1$ ‘g‘irSnE Mobility

fromthe first node secon ode third node
Agenﬂmodlﬂdﬂbl atfoevafing amhlhumlplwmg moldle 4]150a la)stlag medulk #4afand

it nal i cted by the nobi
operiiirorpador 1. s SR a08 Sreiitecthn Lt mabchles o ShGaeto the
confl@ﬂam%%%hrﬁaﬁcm 4 1@ e dperddd infophRfon 4118QRE bé’etkhpl'ﬂfonnatlon that is
i nformation 418 forwardi ng state 423 for the first

recerngd @nd pansamded va mwtmgk gtpat/@utptnﬁmmrﬁmes 60l heQis fissociatelevith the

s 8 274 B R ekl Afad # 2 Bhwah bt R RS B movii

forvfagding si@tefin metfirfaBe 1 20] ¥c0RG noddABOSthir€asdd LIOVERH @hdEbtional fourth
state 486 for the first hone address, upstream

nodg byChdhelfaryassing wdamlugaxingmodyle 4 b resridcshiyicate thdiseaing packets
s e IORLEATLIRL L0, SHPL B PRl P AT Tie e

opetadoreinfatahaesis4 | atludapat kve fasadtigateed40buchl as pater information to be

[ denél fltgr 425 to be received in redirecti n;?j packet s,
transipidfeq prd hatouhirh haspeen tegeii iy anchioed mabdity 4% 43\wasageted with the

mome ﬁmenﬁ gﬁdl}@%!eﬂ% gbﬁ ¢4 tl&ﬂaﬁ:ﬁeﬁmhgu\g% #E@ statehthat is either

Downst I ea orvvar Ing state
popdlatc@frotmdh@eccmf@naﬁsn mﬁo:dmademﬂim iakeamt fratnatle firse aodenkP0, second

b eB547 i fimiina Taurl Rage 30 gt ent otpebity signaing

condAS&AGY @ﬁe&%ﬂl’lﬁﬂg‘éﬁle‘m(gdufﬂl2*?91'@0\@5%5&%&?@1% tHeSirbihoB€120.
redirected, and the associ ated second node 1dentifier

488 which is to be included in sald redi rected packets

?2?&\%# g%ﬁ%&g@&{ké%ﬁ c;plgra?'%ni)]m?o EEE? %éwyrﬁwgﬁsgag@% for the first

nodd IB9l and éer wiahdin gsiaie Gifaineioh BHY tbr B%Eeﬂdiﬁﬂ%é fFRvadBiy disle B3 at
5 and the associ at ed

eived in redlrect|ng packets
thlm[fmdaéf*%%r ifistt @pfe k) ngydesoymsirerm i anding-ate debias thedfirst home
addréﬁdﬁdvﬁﬁf@gn RAGKRLN fzﬁaté RPR thfeq{rMBgagqddx@%wggstnre?ﬂ%rwardln0 state

for war di ng state for t e second hone
484 fon gheusgesndthome addwos ud davrisheamfargaidivtgettftad2s B2 theoeeind home

o DG A e B B BN A s
nodet identdes 423 @tbedebedntreddeting @eukkisf ardirthét@Bociated outgoing interface

429 towards which the recovered redirected packet is to be forwarded. Downstream forwarding

state 486 for the first home address includes the associated incoming interface 487 over which
22
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which is to be included in said redirected packets
associated with the second hone address. 10 Operation
information 418 in the third node 140 al so includes

i state 450 for the fourth node 150 whic
&ﬁéq{&@@gwt he i ncoming and out goi ng i nterfac<=_PCZTSQLS29;99/028483
packél?arte'?écfe@eﬂ Q% ard A0 @dIEl § I8 1R I AR AL 8ddkQUNHRIIBUR redirected, and

dress 452 to and fromwhich redirecting packets are
the mﬁobeted ﬁ@omw@ddemﬁle@&ﬁr\a}uwlm tp bé mcleded mrsautir8difastedipackets

0, 470 in the thi node 140
assqeiied P s @ Bm® g b DerbBrd A et B4 e Bierigfd home
addrdeimeRige ARE adsBEia@8 eRfthode MRn@EId 48 o Y retdifed ih |r6c§|tecﬂ€bg®1 ckets,

120. Third node routing state 460 for prefix includ
andithe fsspaiatehonigoinglintatase 489 herds whish thesdeveraireingitadcpasket is fo be

ddress prefi x Third naode L9
forl g, AR BH AR b Lo b s PG B B RS
assoLR&] ihedninB GhterdRs 43eemdvmrmclaaldires@e%@fthat afelaksociated with the
Cperatlon information 418 further includes third node

secqnshommecrdgiest andrase togieadiseciecand descrspasiated seeonghipds edepfitier 428
I 0
whlg}? gftlo gg Iﬂ{c (s gnr {a?J reg‘ﬁj%'te Q@rtsoag%]o%xarl]edqsgh ﬁ%%e%ﬁa%o a%deress.
third node 140 into one of the thlrd node addreSS|ng
donmain 111 and the additional third node addressi
dorRperrtppanforpaio il 8 in tha trdmeds éﬁp Ay@ing|udes fomqréwwm 430 for
the ?’(ﬁ]ﬁﬁ n%ée ?563\991% iu%es tﬂfy ggonluhg tﬁ{m% g@éﬁa’cé hﬁlr at4l?coth1rd node
'S optlon y I nc ed | I ng packets.
140Ring theaas cstmisutt i sodexagd dnebsad S 16 murﬂrdsm rednileh, redirggting packets are to be
nn@%iity agent, 150 of the invention inplenented in
€S dance with the invention. Exenplary fourth node
150 includes a conmuni cations bus 506 coupling network
i nput/output interfaces 501 to a processor 504 and a 30
me ripeyatisn inforprasioNdd Suburiber mplutgsoattngtstate#al, #3¢ asths Odrdinode 140
Qurth no e.Cco Ied to th
for {1 Erer AP L BB PR 5 T WS Re ol stchi Prrde el e

firstidMe 11 26 ThelE nBild RLBSSstad R0 I prfik@ndlide@riA AL Bomd B&dress of the first
menory 510 includes configuration informati on 515, a

nodg B} qnpltuges fp(gtermmqﬁgid[ﬁs%prgfm%]a Froidnede r(wgmgﬁ@te for prefix included in
scodfi tol o880t &1c3 6 RNCORSAAL Ak LS BREK A% Hfkaion

rocessor era e varil o

1nfohhﬁ10¢101rlﬂlfgtrreatncmale$ ﬂhfrﬁ nogd doafinbstée fdripefA3n¥Med in first and second
2006/ 020740 PCT/ US2005/ 028483 = operation information
homs pddrgsigs faeh@tionahead prdes 698, Each PIPAX Fseluprtisad baiifie routing module
r
o2 RS2 MO, oL 0 Kb O B 13 AR Seions
thlrmnxbaieladdrysslnmmzwgem Opedubreinbdrhasormpd Bysssingnadsi, mgotre

nt ai n far rdln .St te in the first
embﬁr@'&&“t%@ﬂd%éﬂgﬁal#aﬁﬁf r $36 thats @Bty rifed s diraie packes
forwar di ng and nult|pIeX|ng nodul e 513 5 receives
upstreamredirecti ng packets and creates downstream
r ediguect phny spberemplan arth coda, ﬁ@l, meﬂlfls' lagentoltS0loff the invention

i e R
commhmalrmtslbmm 5®©cdm©hﬁg mwmktm;mﬂ/oanpdt inlkefaceds0C o HPHCOLEIB04 and a
memory 0 q%e l\%twork input/output interfaces 501 in the fourth node 150 are coupled to the
link 103" in the first addressing domain 110. Network interfaces 501 may include wireless
and/or wire interfaces. The memory 510 includes configuration information 515, a Mobility

Agent module 512, a forwarding and multiplexing module 513 and operation information 518.

Processor 504 operates the various modules according to the configuration information 515, the
23
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| ocal nobility state 535 associated with the nmobility
agent nodul e 512. The operation information 518
further includes state that is either popul ated from

ﬁ Bfoguratlonlnfornatlon 10 515 or is learnt fro

W Zmﬁigg node 120 segord node 130, and/or Fﬁtg&iﬂﬁ@@“%
140

oneih PR 1S il o VLR SR AN R

netvdrk Sipull@Etputir@faddd 80 RtHaOR atsotialed®ithQRe HrsBndde 120ETHeAHE ity home
node 150 al so includes forwarding state 530 at 15

ageftanpduls Ha¢apino signaling thenatuein the aeRilityHpiwarding sigte in the first node

E £
120; 3fortHBe 35285 ot 46, 18 Borb ARMICRR mu RS RE LR} 318
receﬁ \@E updtiedih rbdifeet REFUCRES and cHpaty ddamsBdaat @ dB&ELing Qacikeamaer control
home address, and downstream state 534 for second hone

of therphility agews mqduieni 19t Abeopssion srfommatian S Hpinsludepaske forwarding
staté Slﬁ)' sldgl?z?s ala étqnf%ﬁ‘gﬁlonq itr%ﬂsﬁtrtte%?é%d tt?n? gH ak P%en FFCCIV€d, and
Streamre Irec S assocl a e Tirst

Iocalh ﬁfdﬁblllﬂ)ddﬁte§35 ﬁfsomtw emﬁel@amobmxydagerik&ﬁbdz& illial’hdmm}atioﬁ
. . the thlrg node address 533 towards which redirecting
infogpaticatod 8 Ayreher Hiclidetidafe thapi s eRRREE S @S&Owﬂur%ttopgtfomanon
515 BO MR AU el 116 1460 320, REc AR RAR DO Ir ARY Adde Q140 382 11 of
recel ve wnstream redirecting packets
motnh;tscsrglnaiirtgobommdted tethe mobtlithageet modhieSK fior Gows hesotihied avith the
£ 40 that maps to the second node address 586
irstn98@l 45 whi ch redirecting packets are to be forwarded.
25 Upstream state 581 for second hone address incl udes
third node identifier 582 included in upstream
r efipergon mjorpmilaeﬁw wstbe fdusth @dden X0re! soH eclgdas don anding state 530 at

roufE TR0 et ER T DR L CHOL AR R sl inctuces

upstRRARKEALS 53 for tHer fiver Hdatd. ad dfoesVasw fistra i Statd 84534 i fsORoBe sdndds,
home address i ncludes the second node identifier 535 to

upstipamanty 8&lefoy seFon herpaaddress :déwns{@@mi strie picoasesond home
add RS A ALA el AL tf&ef S ARABRIR ARG GRiR) AR TR er 33Y ihuded in

node secon e 'ad

upstt@mmdsecMg ptckwdssroemed RgthpAe kBt Eorﬁer &ldrdso fiom thessvardieste 130
4 WD 2006/.020740. PCTI US2005/ 028483, |In sone
that @Wﬂb@i theHYrd neds Asiress SaP tasrartie Teh Fedirerin@paryeB Mo tarided.

Do»\ln@lrée{ﬂ?stﬁégﬂ od; ftrgl%ofrt%lé'ahxl%ssqﬂa g'%’ se?cg'\% rfod Me%ggld%g " be

I nc es an upstreantthlr nt|
recetvowar dtsvnstréaem tddinectingquekelskBsdchmdd wish die ffire henit atldiesy frdmithe third

d to, the third node id i fier 49 ceived from
nodg P15 i (B scePal npde fydres 0 s th%dsgfféf%i%ets are to be
forwlalded node identifier smntchlng) and a 5 downstream

second node identifier 592 towards the second node 130
that is different from but mapped to, the second node

%‘B%ttcatrﬁ;atg ggl Forg éro]ngg gigé%sgﬁtcﬁuga%ﬂurg ﬁ? *44 Bptﬁer 592 included

in uﬁi;Weztrﬁ RdN@gtingl fackd1Oaks6ti abSNi D theGb@®AR hbMakddvBis! fBdm the second node
1303}2[ E“r eam redirecting packet forwarding enploys the

PS84 thud Aese dddress affoyan ethichded reeting rackptp gre forwarded.

Downstream state 534 for second home address includes the second node identifier 535 to be
received in downstream redirecting packets associated with the second home address from the

third node 140 that maps to the second node address 536 towards which redirecting packets are

to be forwarded.
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packet forwardi ng enpl oys the second node identifier,
that the values of the nmultiplexing 10 information in
the third and second node identifiers for a speC|f|c
flow between a first node 120 and a third node
‘yﬁggﬁéégg)and/or addr essi ng domai n may be théKQQHEMbN”“%
ures 6 risi.n e conb nati.on of Figure
i gt Ee o qETR G By msA vt I g egborTtk BB 4 of the
fomrﬂfeﬁcmaoi%o osf[at& hﬁomvl@ﬁltswmcmaeiearntug&%anbmu@ REAAIEML ik B0 towards
second node 13 I'n ure the nethod starts at
the smrép\oaﬁm(l/mgnedtfheenpfromelsumragpm‘pe@etmrdsrm@lp GO nfiend geceived

o ke G5 RSP, AT . n

dowdidabi @Bedd Adak i dknn N2 d6l, £85thB gecdpdBddE 1BOZhak$Ldifferent from, but
initialized, including the second node 130. In step

magpeQ (0, tescenemans Ldﬁﬂﬁlftﬁﬁ 5%@915%@&%&%@% negel 4ele @n @he fourth
nodiﬁ%? r%‘ggecgﬁg oéehx ent flegé\gltch rg) qt ﬁi%gl ahs% etcrﬂeap%%?apl}%%gsneam

redifdctisgd pacsadofwbr@md emblolysith]eltm{@ r&ﬂe hc&M&ﬁeﬂ, @Ir&rudvinseéasn reldireécting
second and third node identifiers and the addresses of

packay forpprdintg enppysdhesrgond eade i denHierebatthe valpaof themultiplasing

mfo&‘nﬁ%ﬁon IQF]hg%gxg&g%n@ eQ&a&%?gbﬁéh@éré ﬁb’?etaﬁgegﬁﬁé agggtrﬁ)?\gﬁegﬁg'en a first
node O2hatita thigd nodeinRriafBanidtor atérpssiigdomatreney bdhe saeeond

node 130 is operated to nonitor for frames fromthe

first node 120. If a frane is received that includes a

fins t

| BB o a6 | SRR PR ORREUE LA PR o
illuspenaeetplay mededy ef the frvamtoniundértadiemby operatfrigribe sqoandketde 130. In

. _portion of acket , ather than a frane including a
P B e pl s RO o OB g BECes e RFs o agid athett the
netvVR2k hb®R in th@(firMQHﬂ‘szsmﬁvrdonﬂlﬁn I e the Akl oda aGREsingl Mnain 111 and the

received frame f ron1step 606 i ncludes first and second

additiond thiededde |ad@msurfg @mm 1R ase mpiabosl, n’tChéhr@etb@ setondaede 130. In
stepjb%?otbgnciol op}%%:% n coup m gé% |w§%6n tﬁe \%ﬁlcg)ﬁ | rsn(dslh%grsg third and

fourfreiuaBsl110, nko, Ilayafe lhxﬂlenﬁddfmmcﬁng‘m@erbt eoﬁmerfﬁﬁesev&m and third link-
frame, If the first set of stored informtion includes

layerrifleptifyfire theoreridAndghirchnasie ideniiGers arthihe dddreseoof thaéirst, third and
oo PREBL AT B S307; LR SA R AR R AP e s i

the stagl redé ¢BOVAThd inghithewes G&dughtcbﬁr&cﬁﬁ)@ﬁ@ielmm})fo@ﬂ@m where the
fromstep 608 to step 6§16. If in step
Secoﬁ“é@@‘?“‘v@@ if pRgTAled HmOR|Es fogdr 28156 fromdhe f‘FﬁT P%ﬂel ﬁ%QkIflaafVéﬁe is received
| |
hat LR 5 et O AR R A R EE e bp BUPR 008, T siep 606
the @Eond!@oﬁ@mm Gwim&dm%ﬂ%@%mGMgme ficst pmaklet pgylien of a packet,
rmhn' E % formation. entries ¢ ch inclgdes é%td .
t H Pif TR RPELS 4 THEAR &P S?‘ﬂBa‘ik&:é?'Q IS HPRGTRPOTPN
inclidinSpRiofaAdpackbtheh®s eTheqetefvea fme 9@ 168 600aLIMES & and second
optional third link- layer identifier then operation
link éﬁveblé@ﬁsfwf& drsisp SP8.8hosecendsiodp 1 80 i4 0p¢rﬁte§tt@9et@1mne & st set of
stor&ﬁﬁ%m t%qﬁat 1}51)’5805 iRed R'ﬁﬁ e st L84 geec'i)% muE‘ ?a\XE[n'% lghﬂer from the
mul t1ple forwar rng 1 nformation entr ARSI ES
recetvhe fr‘émsdtﬂllweﬁr&tcbelr m‘ssmrerf mfd?fmatﬁcﬁﬂed:lum rmﬂat(letfor\ﬂ?arcﬁhg information

in s the hone a ess, ing identified a  single
entrie SO R e R P Ee o OB e OY £ Bt M s O nd HZiT of
stor&ilﬂfoﬁhatﬁinﬂﬁclﬁ&%,a $ @Nzﬁﬂmgéﬁ’@)e@ﬂs theh @p&h@h Hrbbeeds from step

step 616 the second node 130 is operated to determ ne a

608 fQﬁtq-R:plﬁOHén plap Al Q. thegeceayed frame includes an optional third link-layer identifier
then operation proceeds to step 612. In step 612, the second node 130 is operated to determine
25
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the address of an upstream node fromthe determ ned
single forwarding information entry. Next, in step
618, the second node 130 is operated to generate a
g packet as a function of said 10 '

@gﬁﬁﬁghﬁg informati on, said redirecting pac&’zﬁﬁf&%‘)‘gg%“83

r. ‘ -

on OB S TR SO Sl b g et
the fedevdd frares. If inatepwgad, the ebeaived frate daes Sblepclﬁd@an @@haltthmdhlml\

proceeds fromstep 618 to step 620. step 620, th
layeg gieBipider thidcRpenation peocesds iraimeien G Uite siAR EM If\ﬁéepgééﬂeﬁhaﬁ@end node

130rse<gﬂeFa‘?&ft'o eRAHE She Bpmglhﬁngaﬁﬁ ﬁ\%oﬁnlaﬁ @'ﬁﬁése@'mocg dncludes the

sai upstrean1no el ng on of t ird
sourté Bddoess ofi ehefreaei el pack@ewhish inchrdds tha @oth® adth‘bd“sod{awetgudmmed a

connectj ng node A 60 0 S 604 to a
Smgyeefa OBATHIgR ”afﬁmged@men%guw %?Peéﬁ %&61&%185“??05 quefagion proceeds
0s ﬁ‘rﬁhﬁtlnﬁg t618he BESHAOLE Y36 R oﬁér@t@d BD&eterhiiee m;rh‘ﬁgde identifier and

ves via connecting 699 to step 7
the §ddoass wharcupstréean mederfouin ihe dEurmtmed sidgls (Ewrlwkastﬂng/\nnfdmmesrpeaty Next,

insiep 1. B ettt 1906 alis opdated 1€ Boretatk: FaREE PATHEh B & Ranction of said

dete%ﬁﬁx@dl‘ fbrVaReh lidRringu AN §li @t edtRg ?Q&He! REbRY i PREKAIH fFJn‘Pme
the third or fourth nodes 140, ~150. In step 710, the

recesved bind packgepdrgon ard Qn@endtyedcludjng edénd\)@ka\a)reedien@mmhg was
.a redi hegc ted

cerRBEE fpran ot OB i drfeehf el oo BTE Ken &8, TR SRR 64 gné fona

nod® O3{Eis bp@hlet td €insAt the geietake récﬂféehf\/ ck&@dd (HRGUUREs of the upstream
packet. In step 714 the second no 130 is operated to

nod, qeid ppstipamode PPIPSP"%@ftIhNhlfét"@%H“q qiftles foufth ppdeakdOqand the
mefTELRATY PLorhBie3 5600 ARGELARNLL blH uleNeleissof Bl
receive irec acket, and optronally as a
franfes rhat cantainh firh@adeupadoraddr ess of the received second
redirected packet. If the first set of stored
i nformat i on includes multiple forwarding information
eNREfind kPR R o s BS 7
716; y ver %Ee fﬂﬁdg? set Oc\)/ Sovmagét o?te% oré%ﬁ?cs)tﬁp 08
from wbnlchldesnahead mgjwhnehef desaabati with syectyto F2dure 6Ben oper ation
proceeds fromstep 714 to step 722. If in step 716,
the received redirecting packet includes an optional
t hiid Bigliic¥B, e @hod SRNhbdsif@m cotnhmngﬂ@aeaﬁ 699 tdosrxéiﬁﬂ%dvshere the
fron1step 716 to step 718. In ste , the second node
secondpodes! e pparaied toon@retoefqnpﬁ@e@rf@nmfhenmrct <i>r|cf|oertlf oedgad 40,1g0. In

| ude
step 710 4 TRRTn R p0 Bone bR e Fflref Mebae T iehyandy girecee
packéil Bn stefR17, @eciev@d nogel 1 3(ei6 bpdrgted ardeddrmafe tmezaﬁ)&ﬁ&i%qaéﬂﬁer
PCT/ US2005/ 028483 does not include an optional third

from the Recpiyg@ redirgetingipeeiet. In steR Al bihe sepopdnodsr BOaeererdtedin identify the
first ?é%‘? st%fle% J‘n@rm%o%pas Za%anuEﬁ‘ o?tﬁ’n@ Qel;cgg&) P?c}ehﬁen%?&o irr\gluggch% tl]rés l%cel ved

rmne one
secomhfatdrrnzatd patkemnbtnd esiohdibtasiadaictide sf thh eom‘efsﬁddmt bbihe received
recei ved

redirecte t wi.t hi n the
secopd oraced s H‘tfﬁ‘f)tagl%et hrst kPR Gt gmaligledegrarding
infotiei¥ibR entrid €Nt dpelflion piiches @roﬁ‘n &y 1angdiRg 71 Rt Ffrt‘he first set of
entry, operations proceed fromstep 714, 718, or step

storeﬂszomatsxnepclv@z a single f@ﬂ\eqsdmgzmrm& 15 BB peratontepro@Bds Fom step
714 ?)%?érbghl?fllghﬁ) stg;?t/' fd, mer}gce?ved rgd%tecnr?gepcagl?eq 1&%69 B b&r})%al third link-

layer identifier, then operation proceeds from step 716 to step 718. In step 718, the second node
130 is operated to determine one of multiple forwarding information entries, which includes said

third link layer identifier of the redirecting packet. If in step 716, the received redirecting packet
26
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| ayer identifier fromthe determ ned forwarding

information. Next in step 723, the second node 130 is

oper ated to generate a packet including information
om sai d recei ved second redirected packet. Next, in

Vg?é??wﬁ)i the second node 130 is operated to PGIASRMNSE28483
3
o AR BAEkn SRRy L1, B0 CHOR A s o e 71
step 720k -1h atgp 720, ithkesetorfd reyds 13(Fisvatbiayed to detaindie oikGf nildeple forwarding
second node, 130 is gperated to tranFmt t he generat,ed

infqrmagion ff“évérth%tr'wef H‘thqgmlai‘%%ddfféﬂ% the Fedirgeled packet within the

I N
recORMELRCRAle BB Whfeniddi s Mo Bees, AEANL Idfifified o pingle
forwmilmg mE ormatioo enimg wiperagomsquieceB] 60 step 7t Pl 87 0i8st¢ 720 to step 722. In

seg, B b esoiesteag) igra S e Gunharys. sHad Aoy gpoonal i ink
layér'n&gﬁtxfléyﬁdm kiRt Rl Sor@ardi A nREMESsH, Nekkin @fe?\’]bgiethe second node

i nk-1ayer separation of packet flows, and this
1309@91@&@@41 mrgemsrammebbt antcludineg isfconibnrfove sadeeceived seondedirected

o 88 b SRR S e g ame

inclo@hpeeBnioR&f FRGRACRE @cl\lmdam%etrhmmg@hé HeeRslHELHH-R
dorrglla% [ int erfcggce at gt he third nod 140. eTh| S er

idensifieeppFingHisdn slew 724, the sepandviare L Hbis aperricd éa Wknsmit the gérierased link-
layé?grgglreliégwéﬁg?r r}%ﬁg *ﬂv(ﬁmhgk‘ ‘ﬁ‘ssa&%’x%@lg?zﬁ\;&égﬁr‘?ﬁ‘@-@% ?ﬁ?ﬁgaxgcluded in

szudJJEr(k lager|faortaad thedopéthadmeh Reursedooshnatithgtivide B 699desiep 308 to
O then the VPN state should be maintajned across the
morfl@ufqrﬁdﬁ'&a@al pagketsi famepithsy thedbircher fowah axdesd0.dn8 t hi rd
node identifiers unique and unchanged through the
fourth node 150 or by enploying different second, third
node surdmatyi, fieewselaink dgyer tdastifs bri thikacdess lifkeproede Hidk-aiyelr

the third ngdes 13Q, 140, and then havi ing.state
SePyTHQUYE PACKET v B8 B S QAR AR B tegenaage 130 o eter
linkdh ek @F ﬁma e?%@@ﬁéjuontdi‘ iflols r]@é?ﬁlﬂb@ S?Eh‘e sk&nd aﬁ@trﬁ@%dk Ld%nﬂers

as a | ow traver ses the Tourt node
betwmthmmndanQc 43Quard! the speaifidiaddyessiregt donmzuire/ mublrffateeatehﬁ thfrdnode

ter face/ add he thi de, 140.
14070 ey R I B B FRE PR WeRh et T i nef 198 BT 51 e
addRsSPEddrhdi € asBEANLTARAR the3Rird Abdef120 eWherf G f&ﬁﬁ%oﬁ%qw?& located

node 130 but 30 conmon to each of the directly

betwesh Hicseerndand thistroslenl 30; hdd therthe P Mhesdle sharld bhmaiwaieed across the

touélgﬁocagagp glﬁer bg'?rﬁ gﬂ@ﬂp{] %ggfd qagla ilﬁ&}/ a@ é)e\r}gf\'é]rg dﬁ{q‘]“gggné unac%an ged

througiciha (ﬂ@mhl moiden fdbi iprerhiaging biefeMdRNecat, Us ode idbantiért Ycross the
and successful | %&rdel i ver. packets without having to

link jothg sacppd anshibe MindingAeso30tIAR a9d thendauing swpping stafeningtee fourth

e A e

packeo flow rm@der\msl the fhafth medeal 3§l TheaVPY idemtifjers aad thresslieyvene are

T P RS RESE0 g BeB PRSP0 8h RRLTE35 g ecrem

for gaEH thﬁod?ét frerat & baificRedond hBdd 1BONEi S rehOfor BA&MKBEond node 130 but
redirection 5 between the second node 130 and the third

commpn & cach 9f the diiserdy aospectedang nagesHio ehat sesendendsgorfthe same for each of
the %%és%n % Rdedili ﬂwﬂ%f@gmtf& c,ed'é&llf__;h Ry e G R0 G k0 2t P5€ b tate

Version 6) “routing
includes information that the VPN can use to identify and successfully deliver packets without

having to track the combination of the home address, the third node address and the addressing
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(Ceneric Routing Encapsul ation) tunnels, |PSEC tunnels,
as well as VPN (Virtual Private Network) techniques
such as MPLS (Multi Protocol Label Swtching) and

10 Wil st the invention has

' circuits.
‘g@%@?}@g@a" for exenplary M P based packet r edlprcgéq%‘ﬁ/ozs“83
d |
confff A SONE BT Tnich Reh EOERTASASRRPDBIOPER, il SRS cven when
the hdad addessls 4 grivace didtipneisé globatlyl Monpinguk ladivesst hat
traverse an access link for a MN and when the MN can
use concurrent addresses from overl appi ng address pools
t hathe 8ventid Juggé‘rttserqetm&rgtt%?%aﬁ@ lHDfP%uﬁ%'I géjc‘ftér rgc]# ction
Messages may ored ysi cal rea
betweed itherse sandmods 130 hraitde d111$lk1400rrfB|miT ryoderlSOi slaﬁrmsmoaisageludmo for

devi a. co of bits located as a unit
exagpe dﬁ’ﬁﬁﬁﬂ%@ei“gj |V§nlnwgzﬂt higtocel Upraion & fawine Beadrs. GRE
(Geﬁ'@ﬁ%@cﬁﬁﬁg Eﬁ&'ap@ﬁat%r@rt%eﬁsmgﬁt"{‘@rﬁl@ts %e»t'él AVBN(§ird ) It’rli\%te
storage nedium Messages generated and comunicated in
Networko rediam gaees\si¢hast MBLS iMehit Frotec@ dabatSovieting? @ndesvgjiched circuits.
tenporarily, in buffers and/or other nenory inplenented
as a physical nmachine readable nediumused to store
t hay kRS 8RG8venlES BRAREN 8¢sEriRdTb X emBlaby MIPBhIeB H8Eket Rdirection and
machi ne readabl e nedi umincluded i n nodes through
forwgding) thehiaversion agenpliaatle Q@aos‘,lyedﬁoamﬁw gheinps dactmploy mobihist
fomgll cggg %%[ei?ag?l éﬁgoe[)%/ﬁnslq Sﬁ‘%ﬁ: ﬂ WS tBMra%e 9 ?ccessqanx fora MN

hi e T E80d
and WP the MR ZaVasd @JldSurfeQa&hdtfr&SesCfforﬁ b&rnp@sg Bddres3\p@Blsitieud are
are inplenmented using nodul es, Such nodul es nmay be
amWWﬁﬂ@m%ﬁﬂ%QTQQWﬁ@r gsvar e, hardware or a combination
of software and hardware. Many of the above descri bed
nmet hods or net'hod steps can be inpl enented using
maMidssezes mepbeittatrideén b psysicat madhis:, resdadle maixmfsu@masea, hard disk,

included in a chlne readabl e d|u such, as a
meTRRENF Y hefATBR Aicg a5 & RAKICUSY By et a5 appit i S5 DR readable

med"fhrﬁfaﬁ@ld@ Suithfr Gid mgs%agers% I%‘é rsme%eds a 1@5@\%% OM} Ishn e storage

w t hout additional hard to 1 npl enent
medpuom.t Mamg@fgenhetedlamd/eomrujemcmdmedccmedidmod S/JthAlm:deﬂmg laye, stored,

e JORR N O BB P LS e

- medRP G4 aD biBrel RS hlebkabd. OMéssE%ér 5 afeltsttd) . g2 HIBERUNE mackBndreadable
a

processor and associ at ed rdware, to performone or
medpm ictyted innogesihsough whinh thbmewsags aapasedahdR0MAaCh node that

T R

ener at

readhmVemno@y] are stored on machi ne readabl e nedium e.g.,
in menory (RAM in the device generating, transmtting
and/ or receiving the nessage or nessages. The present

| NYaRbEBatliRs ofj!h'é‘f)%ts&q ﬁ\%ntlﬁwpﬁnﬁélﬂé{te& i f?ﬁmdﬂ?ﬁgﬁéﬁsmodules

storing the novel "nessages o e present vent |
may be implemented using software, hardware or a combination of software and hardware.

Many of the above described methods or method steps can be implemented using machine
executable instructions, such as software, included in a machine readable medium such as a
memory device, e.g., RAM, floppy disk, etc. to control a machine, e.g., general purpose
computer with or without additional hardware, to implement all or portions of the above
described methods. Accordingly, among other things, the present invention is directed to a
machine-readable medium including machine executable instructions for causing a machine,

e.g., processor and associated hardware, to perform one or more of the steps of the above-
28
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Nurmer ous addi tional variations on the nethods and
apparatus of the present invention described above
will be apparent to those skilled in the art in view of

ahove description of the invention. Such
%?‘?085%"8?{’3 are to be considered within the sE&F&S3P05{0p83

descAbRINhétBAk(s)T ’ iR hce wi
et 1 o ey s e WA R R Bl 9, P a8 hoe win e
invgmiadiagg ¥prsA ommachipt ecedaide MERDI) e.g0in MambiyUR AMI hiathd Jerese
oerQfa e nications techni ques which may be_used to, o
eerdiasf i dEMNinO0e. Wor seitmnathe Msrieeq 9rRe st vk Pratsabiggention is
dirdt@das, dmihia odter BASR, ﬁkﬁbbﬁ’s‘tb?ing (RCARRPmEQNSS OF 1R e sBRGhVeftion,
nodes. Accordingly, in Some énbodi nents base statlons
establish communications |inks with nobile nodes using

OF .. ln varjous enbodiments the nobile nodes |

ar o b R B e L SR S B AR P e S s Pesad mventior
desarsisadsibaved wil(REPArentQb (RG] 1ekn BRI A-ARVRWISMKE Sove description of

including receiver/transmtter circuits and logic

the JHENERN. PBER Yasiedonsfant to tierpphwdrsest Witlyn tihesscomet dfalisinoéntiohe The
t, . ' 9 Wiat..is clainmed is: 1. A
me b B b PUERb Alprieh MBhdedni PLRES wh B TMer bihaggned reauency
divisionsulapiekiag SEFDMY, g edeowrdthed typbd 6tonThffoatiSA ©ctnidust which may
anﬁﬁfecqnd nodes being located in a first addressing
be u3ecin RICWHE Mg lepycommrEieatignsclis betycemgecass radesessish b brse stations,

[ i : | oyl f.] .address at .
sccBRU e R OGR! RcoRtidhy ih sehe ARATAEE BRE lalhs stabio
compakdi@sisiqignld ovithi motofe rivties ushnigrGFDMde COMA IpLafdus ch®bdihents the

ded in a routi adverti senent that is

i.ncl n
mofe’[%dwﬁ?ﬁ ¢ JRPIBYeRelas b0k eRfeputerspgrspentdpiggssistants (PDAs), or other
orabl¥ QB ¥it &8 inP g ' ' il AL R LsYSEEM
P ey ane cBIARRORIE] SRl iy BgicaRlbl AR HE
implearea ol e destiyads of thg prisetiiimveatioouti ng table a first set
of stored information that associates a first
i nk-layer identifier and a second |ink-Iayer
identifier with a third node identifier, said first
link layer identifier uniquely identifying the first
node anongst all other nodes directly coupled to the
second node, the nethod conprising: operating the
second node to receive a link-layer frame fromthe
first node, said |link-layer franme including a first
packet portion and said first and said second
link-1ayer identifiers; operating said second node to
use said first and second link-layer identifiers
included in said received |link-layer frame, to
identify fromsaid first set of stored infornmation,
forwarding information for a received packet that
i ncl udes said received first packet portion, said
forwarding information including at |least said third
node identifier and an upstream node address; operating
the second node to generate a first redirecting packet
i ncl udi ng header information obtained fromthe
recei ved packet portion and said identified third node
identifier; and operating the second node to transmt
said first redirecting packet towards an upstream node
identified by said upstream node address. 2. The nethod
of claim1l wherein the first node is a nobile node, the
second node is a MP Foreign Agent, the third node is
a MP Hone Agent, the addressing domain of the third
node is




included in the first addressing domain, the third node
identifier includes the address of the third node, and
the first redirecting packet is transnmtted towards the
willt da0p88s: 3- The nmethod of claiml| wherein the third

node 1 dentifier includes information that is included
|n one of the first and second |ink-Ilayer identifiers.

IAI & olRube %mﬁg m&hdd 5 u3e m%?s'fe%l 1HclLt1ch% £ fr§tShd ARERAERNH a third

ayer ent| lers are |1nk er addresses which
na}eaadsﬁgﬁ axaigsemné n@;fes baing lecatsd inga @g@d essingidnneadrsand being directly coupled

a gé:#ég l?r{g?r%matggr Eoty&gg@i?s?ﬁ " Id@r{'ijs%I KB PRcluded a@add%e@‘preﬁé(

m | wherein the th
cmmndxdeman fad@mln@dﬁnwwe@ thierttfiedmade, paishprefixaieing dnshwded in @ SOUHRS

gnse%’?e%{ HE 1sdtpamlﬂ%<ﬂ§g thﬁu& rmdg galﬁl ﬁ)qﬁng a%vertﬂgﬁemé h@gs&fated with a

as a second
rtaldmh' gstem bhsatd addredsing dsmaimof th@tdmteme [rig picandoede sé@ple ki routing

tatb% a rst se‘ii gf s‘iorgdqlg%on%qgﬁ ﬁ?tsa.'aé%glag?z{"ﬁ%ﬁmf?ﬁayé’%é#x&ﬁg?'aﬁdja Q088 link- layer

routirn verti senent
1dehtfﬂer wsh 4 thxd soﬂeudeaniﬁdo,ysalg &rstilinkHayedidendidier, ungadﬂ idews yingie first node

adver bei n t
eaﬁh gFf nodes Odlre% yicp lllp(l)na ?h% gglr)lgdsnggehWehmth@? E%IISI?%G
t h| r dpemﬂﬂixg ;hesaiodd fidde gtrecepet lind-lagr (frmedfrom]th@ it hddorpaidhiak-layer
i S |dent sai.d firs .
frala%fo: u?lf‘l%? é fj I%?Ql%@t r{lon agd sa1<} ﬁr?trmd %aﬁdcsgé;}q Jggfﬁﬁa gi}é]lt%{f}elrsér ,
sai d opdratig saietecafd nsdieotb et saldﬁat mdtscoomi lingtlayienigentidiens gnckidéddn said

r%g‘g?‘ﬂﬂ‘f‘ﬁdgé 5;11’% tg)g entl ?ro 5 8?2& éje?gtdsxlo%e% utfgrrn]\gﬁé‘p fc?@grh % ﬁlfoimation

fohaesceived fiablect fhamsdludas)ﬂei rbmsredaﬁxstemdqetbOHMBsadddwesimg inferimgtion

.Seco |ncludes ess prefix

G PE e et R orr B uirent B R ER B AT RS P

node op&ating them@ﬁd wodb & gegeratﬂa: ﬁtsdedjreptmgepaqumnqlu@g header information
dverti senment. that ran Ld node,

SR hostF g sqeel PolehaR s i SRt i B

r out iop@atig stieasaond nwia tackradshoir @gidirn geddmtmg pacldt tawaals tinipstieam node

.hode,  sai. of stored information that is

'&ﬂ@%???? Wﬁ&“@ﬂfge?d %t and second Iink-Iayer

identifiers including first and second forwarding

information entries, t fd rst, f.orwar

Zent ryOF Wéﬁ‘ﬂ%?ﬁklmi 8"111\7\55?1% firt Poded |llgh ot%lmseg(lgng% Jiqu‘a MIP

Forig A@dlﬁi[tﬁsﬁurd sade i aslﬂmmnefkgemauhdaddgzsémgfctommtof tha tf@'dmpqp is

e St B P S, REBR i o,

anome ﬁfsdlemﬁdcﬁrlgqmcltehﬁtrarlsmlttedl ciwadie the thirdtnbde. f i r st

forwarding entry is different froma third node

identifier that is included in the second forwarding
entr YFhe Shethddh 6f oigirh h edherefn tied thirdnode idergifier inclidaginforregionthat is included

.oper [ d nod .10 use said first and

‘%E@dﬁ ?gﬁﬁ%sﬁ§8$F@%%ﬁ?Fi S i ncl uded in said received
l'ink-1ayer frame, to identify fromsaid first set of

0 oA TP, VARLAE G ARSSHIRR A0S e e
dddredsatwipdraid eed dsa¢ oftheBast 4 twrcf: hddsdss, estimatianlatideesssor canpgetion address
iPﬁgggtlng t he second forwarding information entry when

LAY first packet portion includes the second
honme address.

5. The method of claim 1 wherein the third node identifier includes information that identifies an

addressing domain of the third node.

6. The method of claim 1, wherein the first node has a second home address that includes an
address prefix corresponding to an additional addressing domain of said third node, said prefix being

included in a routing advertisement that is transmitted by said third node, said routing advertisement
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10. The nmethod of claim7, wherein said first

forwarding i nformation entry further includes a first

third link layer identifier and said second forwarding

béiflf REJ¥RALed Bith @ Adukiyg dybterh Ufkak] aﬂd1ﬁ@ﬁbdaldreish1ig tdemain bkthe thay sodg, said first
n said recejiv

s SO BE LA BT B PR P eiond iy (it fripang

swhlethat ﬂodeh&nﬁﬂie@,nsal@fﬁrs@Mbﬁtdrdﬁgntﬁﬁiadoﬁ&)@ nolddin®ehel se@ndisdiress and
sai d flrst and second | i dentifiers included

nptpeigg pggd Foeferé‘{a(f’éﬁcﬁefsrw&“}d%é?‘d f’%%ﬂﬁi@ des§ i dent i fy from
said first set of stored information includes:
selectlng the first faorwardin |nforn83|on ntry

Tthe reeBFhUPIchim bwhsrsi the Sysenode hagariedopt kgme @rE%ﬁ&‘\gTST‘FQ“d home

addrds$thatliftiides dnl dalfredspyedik corfbEitnliihg Bfthe a@tﬂl@ssﬁlg b@fdih 6¥3hd thigd node, said
second forwarding. information entry t he recei ved

PEeh ping inglwder asﬂerputmga%\ﬁftisweéf i taﬁg@ﬁidrbé/ U o outing

aliVeRerheRYinglat@Bkitbd WRK a rodting sjdieh SRED @&Hr@imgﬂoﬂiamo}ithe third node, said
wherei n said addressing donain of the third node

figst et efstorrd inforsmptiamihe is ifgntified by @ﬁ%ﬁége%mkdayeeﬁer&@ers including

ﬁThﬁldeFJoH@ GbrRbrdin ﬂifmn;’tgon\@hﬁ&e the ﬁFshﬁ)nﬁaY(ﬁﬁéelmothlBH Etry including
i ncludes a fourth node is | ocated on a

fryrrding infampisndonsaid Airst mee aé%ﬁ%rﬁ@@ serapdueBYRIdinginioERagAR entry including
fcﬂ@ﬁ*@m? RorhBonttbl shifl s@88tehondeRgurfsour t h node having an
interface identified by a fourth node address from an
addr essi ng domain of the fourth node, the nethod

gf ur t BRL mEREISHICRINY WhQBE iR kiAo dd 1 8enB BG ARElis MRAGed if (1R A% Brwarding
fourth node address information in the first set of

caftyds eifferentrifonrathitd wde idpuitfies thatdssisdededindle sppanf farmarding prgwy-

and second |ink-layer identifiers; wherein generating

said redirecting packet includes using said forth node

9addr éfésmistmdmfﬁhtm gwherele ﬂ\géﬁq@?faiperataﬂgdgg pacprk odto yercrid Jigst and
séc@ﬁd 1%@'1&%{ adiiEgs Hcfﬁlgedﬁﬁ"%cen@@ HniQRf: Ahhd) & HERIASEHORE first set of
node to transmt the first redirecting packet to said

stforsd infermatrpancludes. The met hod of claim 12 wherein the

addr %aectjtlﬂgthg ﬁgpfoma%l%{t 1nférrfla@iHﬁ H't]ry RAELthé %c&%@ f et [)a%ket portion includes
addr essi ng domai n . The method of claim 12 wherein

thetfigst efak adbshignddomai n of the fourth node is the

addr %ée%'nﬂ he SLRBRY v dirgAfforndatiSfln PP Hen tﬂérecemg ﬁﬂ?ﬁa@l&g &Hion
claim1l erein the third node 1dentifier is equal ?
H@“ﬁ@ﬂh@ﬁ“ﬁéh@n%@HEéSs. 16. The nethod of claim 12

wherein the third node identifier that indicates the

addressing domain of the third node, is in addition to
18 sodhewethediofdlain 7.veeieirsaid dnt foswardipginfoanasion ey fprifter ineldgs a first

tm lxﬁmager ideffii Jr@&ﬂaﬂ cﬁﬂ(ﬁ&ﬁ;ardl 7mfom%om %luggs a(‘sle@)'nmhgrﬁlmk

ereln sail dentitirer 1's not an address
layprlaridsvhersin seid receiged link laygifeameiferiheiacludent eecived dusd link apprdentifier;
), a Layer Two Tunneling Protocol (L2TP) channe

|dent|f|er and a Generic Router Encapsul ation gGRE)
key. wherein the step of operating said second node to use said first and second link-layer

identifiers included in said received link-layer frame, to identify from said first set of stored
information includes:
selecting the first forwarding information entry when the received third link layer
identifier matches the first third link layer identifier; and

selecting the second forwarding information entry when the received third link layer

identifier matches the second third link layer identifier.

11. The method of claim 1, wherein said addressing domain of the third node is different from said

first addressing domain.
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18. The nethod of claim 16 wherein said third node

identifier is not an address and is one of. a

Mul ti-Protocol Label Switching (MPLS) |abel, a TCP port

nd . 19, ' in.sai

20 SR OE bl U P00 nftber U GBI 198l on e
canrermdeationapecth that ekfend btwean thekeerind hiode rand tROthird helethe fowth rofie having

cl.ai ej id firs of, infornmati ur.t her
arn@ieTh ka0 b7 RuAthdne hadral e ihn Sl HoMh oA folfl LGE, he
metberpluitisr oxgnprisipgr at i ng sai d second node to receive a

second r.edirectin acket ai cond redir.ecti.n

>Rt e BaP R B o Bk RO Btor i s Pt ot tored
infdneat®e draniel annoudkeedt vathi tokefivitiahd/setdng lifik-fagdr ideedfieef st or ed

i nf t.i f ti t | ot i I d . )
socol i HIbBEeF e Rar T p ks e e s B Hihe nfegmation
tog_erteeatm' deetirfa?xrmgrdi_srfg s@aiﬂ}fadrrmﬁ?g: pmkeft;ra@c_mdt get i de_nt i g i ed
I rst t SL,0r I NT O n,,. sal erm.ne
£ or weRSER N, OF SRR '8 HaTmE T I ARG PP fosR TR aps:

link-layer identifiers; operating the second node to

enerate a packet that. incluydes infor ion fromsaid
11 ecoT GatFRgBEOnE Pethirinh D Re BN Bes BTt e frs
addecqimpdiomaidle to generate a |ink-layer frane that
i ncludes a portion of said generated packet and the
determined first and second link-layer identifiers; and
190per @lid nighod RE clsieCiawherRDdRe ddredsii \datidin bite: 9&IBT0dé Bthe addressing
|ink-layer frame to the first node. 21. The nethod of
domainy 4fihspird g8t ei n sai d step of operating the second
node to identify the first set of stored informtion
j s al.so function of the source address of the
Yec eJiHQFé’&"%?@@ ﬂaw‘éd’ﬁwﬂ@wm@r%&é& wentifiergis, payaldfy  fqugh node address.
address being one of a third node address and a fourth
ode_address. 22. The nethod of clai.m 20 wherein fhe. ,
@i r s{hedpsthogier %lf“B‘rléd"qﬁve“le 4 R5de }dﬁ‘E'lﬁﬁrotEaé ingigates e %‘fdressmg domain
offtiey thied ¥bid€)Gs i@ RAditiR3e a §diRe BRE dRQRaddarlidiek tHaOMPAdoShdhgied in said
per.at i the second node to determ ne forwarding
m&%?%%ﬂﬁa%bn fromthe multiple forwarding entries using
addi tional information included in the received second
redirectin cket, sajd additional _information bejn
one e mﬁﬂwg 0?3?15& 16 ydysinsal ﬂé‘gé""%d%“ﬁﬁ‘? B O8N %dﬁrﬁs-slaa‘i'é Pge of: an IP
Sdcaha Phrhih&ér. Ind23 (1IPSPE P tahagkr Tlvo Thideigd2otvddeL2TP) dnhi@elSdefifier, and

f geperatin he |link layer frame includes: including
a “Fﬂ?gﬂ“@&ﬁ%gﬂéyé?«hggﬁ@ffier in said generated frane,

said third link layer identifier being obtained from

one of: i) the determ ned forwarding_information; and

1Y Bl e hog b 0 S o AU aue TS T S5 apd s one of:
MaRaeaeconDatR! $vlichids EVPITS) fabslySTEMJrtiad 8UDRGo@ first node,

the second node and a third node, said first and

second nodes being located in a first addressi ng domain
1%and Digd nighodiof ggitnl 1% whedial seid tHind nade identifier is one of: an IPv6 extension header

and an IPv6 Flow Identifier.

20. The method of claim 12 wherein said first set of information further includes a second node
identifier, the method further comprising:

operating said second node to receive a second redirecting packet, said second redirecting
packet including said second node identifier;

operating the second node to identify the first set of stored information as a function of at least

the included second node identifier;
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access link, said first node enploying a first hone
address that includes an address prefix correspondi ng
to an addressing donmain of the third node, said prefix
bei ngpldgh mg eééorsdrhoae tBQUtEr‘xﬂ"& fom\aﬁ@ndmmtfrm idbrSified first set of
transmtted by t hird node, said routln%
stordd) mfarmasionesaid dbtermrgedé@%réma@ré@rmmlqnhncaldlrug&m T4 gndsspeond fpk-layer
K@&ﬁﬁgld addr essi ng domain of the third node, said
second node storing within a routing table a first set
of sbrerasig thapaserveroiom servete apagkstihatinedides ipfoynption from said received
L ke | ntifier and a second |ink-Iayer
“#Q@ﬁ?%?%@%p§??h a third node identifier, said first
| i nkopesayiag the sesond rodeto generatprging- layd@rwnefﬂyat ingluddsa ppritiprsof said
s 39084 pRRDAAPhe Aidrm LR DORS I REL YenfiRUDLEA Lo the
second no e, the second node r conprising: neans
f or peecating tha gecand riordktolferyend tifergammpatddrlimkalaybrerafmie tasthe fistiede.
said link-layer frame including a first packet portion
and said first and said second |ink-layer identifiers;
2 hre an $he oethaddd plainf zgﬂi wgeréin said i odf oferatisg the edconuifnod todstify the first set
é 1{1]’130{11%%{)11 is ﬁfg? 4 dJeS 1oga ge %oggcngédr%p?fftﬁ)er rtec,%lveg Ee%%ld\{'gﬂectmg packet,
smobnceaddresabedlglodeoﬂal thiyd mode didiesspnd a fedh nole s&dr@s first
and second link-layer identifiers included in said
received |ink-layer frame, said forwarding informtion
22.ncl (e mghcaitoflclemslo wlareth thdfinstchetrpd stered ohéamnatfon ércluderdndiiple

ream nmeans for generating a first
er‘g?iﬁ‘f’% “eﬁ’g mag G{fe’?hr?(r:fomdms’? header information

0 bt abptmlm@ the secbinEnode ®cletenrent fomakdsts ifomtationframtie saltidle forwarding
e?tpeghjglﬂg ?({E‘iqlﬁm'ﬂ éngoralao e%ctlu 5] ! :t}];elerg reive sec%rlmg%éin?@ é&acgert sald additional
infpsbtcadaing oﬂae)f i thkefiivkti Hoine aiddbs;s smamrdllnpmaweaamnmﬁmi e
2?2%@{7@%@ ofmlénr 2 %?eﬂn tﬂ? gep c? gener 9 n%rﬂlg l4ﬂk m}/%lr ﬁrali!f?'e méclilﬂies

t he mamomg a thixd dink-fyar idéhifickorseid geneAgad itagne, tskig thind ilinkl lapey dientifier
b % ﬁgent t he addressing donmain of the
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address of the third node, and the first redirecting packet is transmitted towards the third node.
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including at least said third node identifier and an
upstream node address; operating the second node to
generate a first redirecting packet including header
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operating the second node to receive a link-layer frame
fromthe first node, |d l.i nk-1 ayer i ncl udi ng .a
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forwarding information for a received packet that

i ncl udes said received first packet portion, said
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routing advertlsement that is transmitted by the third node, said routing advertisement being associated

with a routing system of said addressing domain of the third node, said second node storing within a

routing table a first set of stored information that associates a first link-layer identifier and a second
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is a MP Hone Agent, the addressing domain of the third
node is included in the first addressing domain, the
third node identifier includes the address of the third

liNOE¢er iddftiet Weh § infr@hode ‘?&ht‘if?e? i ersPRKHEEr iadnBifids uﬁlatct'e"? Jﬂgrﬁ@&mg the
towards the third node. . The conputer readab

fivbeE AT oRsiel! b mgdes diresitly éwtefi é1the segpne n@iesté@@ﬁhoqr@@er_mtm
use bfbratih the QYR R to"r‘@@lrv@ﬁ fnkk llé‘)%r frg}ﬁ dﬂjt)lnpfﬂg first 19)?9{3%2 iR layer

i ncludes Tnformation that 1s include n one
framg igeludingp firglepaelstpartioniand sidefirstaeksaidistdord link-1a@r identifiers;

operating said second node to use said first and second link-layer identifiers included in said
received link-layer frame, to identify from said first set of stored information, forwarding information
for a received packet that includes said received first packet portion, said forwarding information
including at least said third node identifier and an upsfream node address;

operating the second node to generate a first redirecting packet including header information
obtained from the received packet portion and said identified third node identifier; and

operating the second node to transmit said first redirecting packet towards an upstream node

identified by said upstream node address.

34. The computer readable medium of claim 33, for controlling the second node for use in said
system, wherein the first node is a mobile node, the second node is a MIP Foreign Agent, the third node
is a MIP Home Agent, the addressing domain of the third node is included in the first addressing
domain, the third node identifier includes the address of the third node, and the first redirecting packet

is transmitted towards the third node.

35. The computer readable medium of claim 33, for controlling the second node for use in said

system, wherein the third node identifier includes information that is included in one of the first and

second link-layer identifiers.




