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BACKGROUND Data flow in and out of a data source is vital to the proper
operation of many enterprises. Wen this data flow is 2hiNevempesf05even for
the briefest of intervals, a major problemexists. One way to interrupt
such data flowis by flooding any conmunication 5 line (or any network
device on the pathway) with so many data packets that the device sinply
clogs a to function properly. In such a sit I data can be

| ost, t g(r%l'gg] ({%?ons not conpl eted and the flow of ng‘}'zglgnﬁal t ed.

Conpani es are getting attacked via data flooding by a w de range of

fl oodi ng nechani sns, including cerzt ain types of Denial of Service (DOS)
and Distributed Deni al of 10 Servi‘ce (DDOS) attacks that are not specific

to an appl t h tlontothls
parti cul aré’&aﬂﬁ)F kAl r&%&% 'ﬂ&‘g()i

adm nistrator scrollin screen to manual ly sel ect
and block an offending | P address. This, of course, presupposes that the
operat or even knows which sending IP 15 address(es) is causing the
problem ‘If the rogue sendi n% address_keeps changing, the operator (system
adm nistrator) is at a |oss. utions that we know of are
remote intru 0 |f|cat|onthat an
attack has bzflle]ir%@n @%gt?éel %qo%%ﬂég{&k%%%ﬁ%%g%ﬁgg%& naﬂ?& 3d8dress. A third
sol ut i orsyptempadmttbodformoniotingynd Giterimg traffic ko maintelin i icansipnt siékem ¢fr obl em wi t h t he
solutio t “q%% the tinme a. 20 human can respond to
t he exi gﬁfan% C ‘gﬁclﬁ%ﬁ%fgsé}éc%;j?r eatg’é‘ beyond his/her ability to control the
traffic and the network is brought down by the intruding traffic overl oad.
For exanpl e, today even assum ng a nodest speed of, let's say a 1, 000
packet/second, about half of the maxi mum data rate of a Ti channel, the
human eye cannot respond that fast to read the |IF addresses, digest the
information and act before 25 many, many packets enter the system and cause
damage. Today a typical enterprise can receive a mllion hits in an hour,
made up of perhaps 4,000,000 or 5,000,000 packets. Such |arge nunbers of
packets, when backed up, cause the systemto stop functioning. 25 Novenber
2005 WD 02/ 100039 PCT/ US02/ 17426
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4 SUMVARY OF THE | NVENTI ON The present invention includes a system which
inmplenents a three tiered architecture where the dat abadevemhea 20050ne
conputer, or across multiple computers, and the kernel and all of its
intelligence runs on a separate conputer while the applications and 5
managenent tools run on other conmputer(s). The systemis designed to
nonitor every tcp/ip packet directed toward a conpany and to keep track of
each pacW&244h each | P address, including all ofPGTHE426s of
information associated with each packet. The goal of the system and nethod
is to prevent flooding which is defined as a threshold above which data

t hr oughput nust not go. 10 If desir#d, the system can have several

threshol d's, each dynam cally changeable, when a threshold is reached.
Threshold, in this context, neBASKGROUNhe nunber of arriving data packets
and the accunﬁla ed. nunber of bytes, of information during a preset tine '

period, (cal |8y2Ho%mae Py of ¢ date Sopree is vitgbiodhs prapes oppEtion o maByt  \Wien thi s

happens efkipéitdd. WRACHR dsta BHW isSHARDREY, evefol thE BSblesBITnBVAY 8faRe (tenporarily)
from passi ngvjtehrou h the 15 system Wen the traffic rate falls to the

t hr eshol PPEPLTstsh Dog waLlg inivragt syeledaty lowss by flooding ayromampisaiont | ow t hr ough

the Syst @i (of ey oAt IcRds HRGKRiiGya9) WitbR!mRa) 8fs RBRRGhA he@evigPNPAr i SON Of
i nformati on "@niff d" by the nonitor_against certain criteria, such as

. nunmber  STMABAFRES AR Sopgs oncion RIoRsTLE: InSiPhamiysien datyean bplosh, copri ng from a

parti cul agnshétionswhtl bagBetedand the WBw obeeimekdd halfldr €ss; and known bad data
patterns. 20 Generally, when it cones to flooding, there are four (or nore

or | ess) threStmedanies fregeating attdvkedviedeatasiiooding biha widerapgy ddnedgges of t he tot al

maxi mum bapdsw dt Qﬁimﬂ.ﬁé : - hr o) . .of .exanpl e 20,
30, or 40 per ceﬁ%&é‘@&ﬁgm mi e\é\ﬁﬁ?ﬂh‘%g{@g@%@éﬁAggvﬁfsgrﬁ’qhnglgélgltoﬁe | owest
t hr &8 hol §erviey EPHOMiakierks tipisres ne apchifip to Drapplicative, uiiertist in thé netwpikvi ng packet s

and accunmul ated .bytes_violate a.threshold, the system begins,
aut omati cal | y(snﬁkf?émﬁuﬁ?ﬁ’gﬁ’égarg‘f“béﬁ@w ol I8 BafHeh i teEepioRbY 2packet s. | f

hi gher t kyseahelnisistatopscydlgin@et e tentrol Bt Ecrech RPmARAIE, SBMARELIG& 40N 1 s taken,
Is e. nor %Mra@ﬁ%%cket (s) are prevented fromflow ng through the
ystem t of the systemincludes several real tinme displays,
or tools, tO gpig of course, presupposes that the operator even knows which sending I
15 address(es) is causing the problem. If the rogue sending address keeps changing, the
operator (system administrator) is at a loss. The other solutions that we know of are
remote infrusion detection sensors that provide manual notification that an attack has been
detected and lists the known offending IP address. A third solution is remote monitoring
of network conditions. The problem with the solutions to date is the fact that by the time a _
20 human can respond to the existing condition, it is already beyond his/her ability to control
the traffic and the network is brought down by the intruding traffic overload.

For example, today even assuming a modest speed of, let’s say a 1,000
packet/second, about half of the maximum data rate of a T1 channel, the human eye
cannot respond that fast to read the IP addresses, digest the information and act before

25 ~ many, many packets enter the system and canse damage. Today a typical enterprise can
recelve a million hits in an hour, made up of perhaps 4,000,000 or 5,000,000 packets.

Such large numbers of packets, when backed up, cause the system to stop functioning.



-anal yze, manage, and nonitor the data bases, the kernel, and the whole
system One 30 visual display of data and addresses shiéWovelmbep2(fkets t hat
have been choked and, 25 Novenber 2005 5 optionally could show why. This
i nformation can be displayed l|locally and can be conmunicated renotely to
any term nal or conmunication device anywhere in the world. Thus, a user,
operating fromany termnal with the appropriate user |ID and password can
make adj W&"HABE to the system by changing the diffREYH4anet er s
allowing nore or less data flow. The operator can, if ‘desired, adjust the
criteria for choking data. In accordance with an aspect of the present
invention, there is provided a traffic managenent systemfor use in
conjunction with packet data, said systemoperative for passing data
packets there through, s YE%E@%#&NV@%&% N means for review ng sel ected
ortions of | [T, i | S f.or deriving certain
Baraneters pgggﬁmﬁgﬁﬁgg# ﬂ%%@@%?%&*%%???@%@*%¥%§g?%%ﬁgﬁg; and neans for
r emenber iaprditchire whepethe dafebede s e oxsoniputereertagioss rpdidessiprisrs; mdconj unct i on
w th eac i . I i . aspec f the present
hind el W& 911 %&ﬁ&%ﬁ%&gﬁ%&% tagg’p?.‘%?e ¢ glﬁ?rﬁ\é@% Hl% a¥pahc ong and

invention, there 1's provi ow cont syst'em 10or preventing an
ent ePpr i Jeaneement foodroos el ofber sympuéente):. (Thesyseimrigidesigneditd madiedewit h dat a request s
direct ed (£ @, S5 S ::ﬁ]?{:ﬁ%ﬁ r I said
enterprigg Egg?gﬁfaﬁgfﬁhﬁgga dﬁ#%&é g%?%%ﬁ%%?%ﬁﬁﬁghﬁgﬁg%gﬁay for

accept i n@ddress.anchuingeaditofthe byjessd irformmtiaraproristed wifls ¢aghpdckeaniTbagoalsdi d ext er nal
sour ce; j I; i | - eV |- rtions of
certain (f’% g&%ﬁl ?’Heagftl e dtl{)kggléeig%ﬁg%{{dien\%afv@%hgsﬁ%h&graggg%r%#@?%bg)g%gfgif;%i n paramneters
based on defafheougkiut mnsi npicgot i ons of sai d data; and a delay path operable

when t he ano of data currently being handl ed by said enterprise system
reagﬂes a czﬁé‘?ﬂrﬁl’ rs%%%‘faaﬁ?"(‘}rse“[e@ﬁ‘&ffg@ﬂq ﬁayaCﬁéquagy dengsgbled dat a whi ch

i's directwben i Gresldldis raatHeer hilesBIdS hIhiS ontvRhedns QiR BOHRIHRE SBiviSt €em  Wwherein
sel ecti oag{gffwgai d selected data for, tenpqgrarily renoving is based on said

certain fia3nd theggenmulated ymhey ofiydes of frfqriaipndytinge rese: y the features

and t echperiod| (c#I4 a P e Sin@slice (PES) P8 6181 d Tinkif) V Wkkh G1R hhppey @R%in t hat the
detal | o geach Pl Shublk BB Aol Tl i HRBE Dot e
15 system. When the traffic rate falls to the threshold level these captured packets are '
allowed to then flow through the system. The captured packets are selected based on a
comparison of information “sniffed” by the monitor agairst certain criteria, such as
number of packets and the accumulation of bytes per PTS coming from a particular IP

address; a known “bad” IP address; and known bad data patters.

20 Generally, when it comes to flooding, there are four (or more or less) threshold

levels which exist which are percentages of the total maximum band-width of the network.
The thresholds can be for example 20, 30, or 40 percent of maximum. If the traffic flow is
under the lowest threshold, everything runs smoothly. Once the number of arriving
packets and accurmulated bytes violate a threshold, the system begins, automatically, the

25 process of choking or holding certain packets. If higher thresholds are violated then more
and more severe action is taken, 1.e. more and more packet(s) are prevented from flowing
through the system.

One embodiment of the system inchides several real time displays, or tools, to
analyze, manage, and monitor the data bases, the kemnel, and the whole system. One
30 visual display of data and addresses shows the packets that have been choked and,



descri bed hereinafter which formthe subject of the clains of the
invention. It should be appreciated by those skilled i2h Navemhert200hat t he
conception and specific enbodi nent disclosed may be readily utilized as a
basis for nodifying or designing other structures for carrying out the
same purposes of the present inventidon. It should also be realized by
those skilled in the art that such equival ent constructions do not depart
fromthe qmbmﬂmcamdsmﬁmmmﬁTh&hﬁ&ﬁmﬁ@Mﬁﬁbbﬂhﬂ@&d&ﬁhuimimﬁmtdlthe appended
clainms. T features ich are eved to be characteristic of the
|nvent|o$%%?4#§kﬂ“#§h$hOMI$ganlf5 qﬁ¥%5#1n£%$F%pwﬁ Opé&rat ?on t oget her
with furtﬁ@$3@&%&@@@H&ﬁdnamyanmagamhﬂEMMMhmmb@&kéwmuhdswgﬂ@md fromthe

fol | ol NGmARSERLEILOD HOSRCAANThARLEMI &ﬁ@%@%ﬁk@f; Mbile bR Fecompanyi ng

figures. It is to be expressly rst oo owever each of the
figures |%SSﬂﬁfa\ﬂP‘deHlerfat@rwmﬁ@ﬁ%@%édwthemeﬂﬁs@w&@kﬂam%d description only

and is not lnt]ﬁﬁ&ﬁﬂiaﬁ:%ﬁhd@is &k bf r&fmtm&ltﬂoh,ﬁh&& vl traffice s ent

i nvention. WO 0211000 PCT/USOZ/ CRI PTI OF THE DRAW NG
For a nor B REsTeyeey 68?%?%%3?%@“8? P%’ﬂﬂ?%§@ﬂﬁmeWV@ﬁﬁPﬁ‘” reference is
now  nmadepassingtdaie phadkth tiede tgoudtk said kysteomptisdgemednd fo edvjewingtelaredwi th t he
acconpany. 1. shows the |nve n working in
context tisnnfarit Acs o' DB el o O kel B MEPREE, 0L e 5
shows in Q!lé@léﬁﬁtlecmd@orba@wésam Btskadwivistoraeradaitsringfer 3 priehefition said FI GURE 3
shows a fdeah BirARk &0 AnitddfonsHlea: QRSEALLRN; FI GURE 4 shows a seven

t hreads of the systen1m0rk|n Interactively; and 10. FI GURES 5-8 show
various di spl & &@slacewthaaibegerestafitermresarineneon e ingpefter 2005 WO

02/ 10003 %Yata Rk doU@Q%&&&ﬂ?c@ preventing an enterprise data processing system from being

overloaded with data requests directed to said enterprise system from sources external to

said enterprise system, said data flow system comprising: a gateway for accepting data
directed to said enterprise systein from any said external source; a data monitoring
circuit for reviewing selected portions of certain data directed to said gateway, and for
deriving certain parameters based on said certain portions of said data; and a delay path
operable when the amount of data currently being handled by said enterprise system reaches
a certain threshold for temporarily removing selected data which is directed to said
enterprise system away from enterprise system, wherein selection of said selected data for
temporarily removing is based on said certain parameters.

The foregoing has outlined rather broadly the features and technical advantages of
the present invention in order that the detailed description of the invention that follows
may be better understood. Additional features and advantages of the invention will be
described hereinafter which form the subject of the claims of the invention. It should be
api)reciated by those skilled in the art that the conception and specific embodiment
disclosed may be readily utilized as a basis for modifying or designing other structures for
carrying out the same purposes of the present invention. It should also be realized by
those skilled in the art that such equivalent constructions do not depart from the spirit and
scope of the invention as set forth in the appended claims. The novel features which are
believed to be characteristic of the invention, both as to its organization and method of
operation, together with further objects and advantages will be better understood from the
following description when considered in connection with the accompanying figures. It is
to be expressly understood, however, that each of the figures is provided for the purpose of
illustration and description only and is not intended as a definition of the limits of the

present invention.



DETAI LED DESCRI PTI ON Turning now to FIGURE 1, as packets come from i nternet

18 (or any source), they travel to data converter 11-25Nble@pet206ugh |ine
10, which could be a T1, T3, OC48 or any other comuni cation nedia. Data
converter 11-1 can be several data converters which 5 take the data packets
off the line and convert that data to an "internal" protocol, such as

token ring, FDDI, TCP/IP or other protocol desired by an enterprise. These
packet s WABHIOMELSs to security system 200-1 one mediCEHS®RA™2hen t he packets
arrive at security system 200-1, each packet will be analyzed, as will be
di scussed hereinafter. Only those nedium packets which nake their way

t hrough security system 200-1 are delivered-to router 12 10 over 15. Router
12 could be a conbination router/gateway or, in fact, router 12 and/or
firewal'l 108 coul d be BRIEF DESCREPFION OF THE RRAWMNGY system 200-1 if so
desired. Tho acket s t hat nage make it through security system 200-1
are deliver ei%r F{Sm’?ﬁ?’@ﬁﬁtﬁug@gi? Héa‘ﬁeltr?ﬁ‘?’ftl‘%‘)“m}?é‘t FPRCSIBN0%  r ewal | 108.
Connect eshadecto ietfslimnbig dbstriptidhs BiRen if bétfincliolivwitlted feconlpagdlg Riwihgmot e. . For
exanpl e, . i rht;r anet 13-N is connected to intranet 13 via 15 nedi um 17.

Connect et ¥ Chémy of the intranets can be any type of device such as routers

102,5 gat eway L C I rotocol systens
(VQ/?) 106, O?Iég% 1t§ %%q%%%%gé?ncﬁ@%%%mﬁ%kos‘%?@ér%ﬁgéﬁ g%rgiagned havi ng a
back up Pefwerk;spcipasdhs iptemet, i f the user desires, -information is al ways
delivered fr external .network for exanple from.internet 18, 20 over
data |ines T&T{jﬁgﬁ%ﬁ_OW%EM%Q@OFHQESW%%WYGQ&%e processed in a
simlar way i joh Tl they do not pass through
security sysﬁ%ﬁrgﬁgg%&%n@t@ﬁddggdguéqt%efygéﬁtgﬂé%%u%o-2 gets notified that
security sysREURDQAsHovss seieh threaB ot byfign Gbrkingieérh@igdednd | N such an event
the information stops flowing fromT1l-1 and starts flowing fromT1-2. This
i s ¥ back-up F&mgﬁﬁ@%‘éﬂ@eﬁ@?hww@wmsﬁ@h@mm2 can, for 25

exanpl e, conmuni cate with each ot her over medi um 109. Dat abase 19

advant ageously is connected to both systenms 200-1 and 200-2 and is used to
store the information analyzing every packet that cones via T1-1 or T1-2.
Applications 107 can be renote fromsecurity systens 200-1 and 200-2 if
desired and, connected via intranet 13, or they can be local to security
system 200-1. The




30 preferred arrangenent would be for applications 107 to be in a separate
CPU fromthe one 25 Novenber 2005 WO 02/ 100039 8 PCT/ [ 250RAEMBAB005 ocessi ng
system 200-1. They can be run froma location via internet 18 if needed. In
t hat .case, the informati on would cone in on nodem T1-1 and T1-2 as any
other information would conme in to the system This, as will be discussed,
allows a user to renotely access the system nonitor the system and nmake
changes Y8 %¥H&B8ystem as 5 desired. Data from appl i “IHUSBHE42%07 i s

advant ageously binary encrypted so when it's ran from anywhere, it is
difficult to decrypt. As data flows into security system 200-1 (200-2) the
packets are anal yzed and do not pas5 to router/ Gateway 12 unless they are

| ogged through the systemas will be discussed hereinafter. 10 FI GURE 2
shows a bl ock diagram by V2ETAHLERPESERETEM Y, of security system 200:

Data enters, 4| | CPU interface 20 I ch advantageously coul d
be a Sun U t%ﬁg@%?ﬂﬁﬁmgﬁﬁoﬁeiﬁﬁﬁl”é'ﬁ'?%téﬁ?‘ffnm"’é’ ’&‘Sgl d be Solaris
8. Adni nitsvel wtdateeonvetierlddEls2)2rongh linel 0, ekilipduld WeracT1 T31I0048 stialy di spl ays;
two of | [ S riven t ot her, two bei ng.yi sual displays
of the E@%%gpﬁ?ﬁmgggﬁnF?%Eﬁm%gFgmg%Zggf@yﬁﬁ?EW§g?%§m§ Pﬁ?c'n our exanpl e,
Or acy e 8itake the duto pacBetd off the lifk; and kchverd firiadata t@anTiméed” mbtocdlabdtes based on
Oracle 8 ' Iof i S em 23 i.s al ] system that

i nvol ves @%ﬁ%&ﬁgﬁ%ﬁ?ﬁ Ie’%ﬁtqtﬁ%ﬁ%%ﬁéaia‘nésﬁiﬁ’yeaﬁegte’ggsepz@?@?%ﬁegeﬁgﬂanal yzed and
choked. Ppasstosetunigy sygiem 26t aree rdddivar . Siea thie padkett apidiadtlseukigrsiedm nodul es t hat
actual ly,filt 1.sall o cke fr om passi oggh the system SM 26
is se|f-%@%Lf%%ﬁ%%ﬁﬁﬁﬁgfF?%%E§EEY@§?d?%“?gﬁ%ﬂﬁgﬁﬁﬁgbgﬁge Foring the
conpl et epakets whiclh mgledbein way thrpeghesudQGystenf 2000129 deligtdwo rdater ittt er f ace 27
progesse o external interface L5 usin un,Fest Ethernet PC
NI Cﬁfnt erg‘rf]egig'gl}:@geg?&ﬁ})‘%qefaicg% %Hngvgefﬁéﬁ?%Ogérh%%’rﬁglg[e@,aﬂﬂ(g’fmi | and/or any
ot her ne$sagh 108 oppld be huilt dinécily evusbuyritysyste B60-BNEFdgirat ocol t hr ough ext er nal

i nterface 14 using, for exangl e the Sun Solaris Milx program Threshold
settings contgte Paekets thahppanage jo mpgk & ghrough security system 200-1 are delivered

to enterprise internal (intra) network 13, firewall 108. Connected to intranet 13 can be
other intranets, local or remote. For example, intranet 13-N is connected to intranet 13 via

15 medium 17. ‘Conneéted to any of the infranets can be any type of device such as routers
102, gateways 103, servers 104, PCs 105, voice-over IP, protocol systems (VOIP) 106, or
any type of devices .01.

-The system is designed having a back up line T1-2 so that, if the user desires,

information is always delivered from the external network for example from internet 18,

20 over data lines T1 and T2. The packets that come via T1-2 are processed in a similar way
as those coming via T1-1, except they do not pass through security system 200-2 until
security system 200-2 gets notified that security system 200-1 is not functioning or
overloaded. In such an event the information stops flowing from T1-1 and starts flowing
from T1-2. This is a back-up system and security systems 200-1 and 200-2 can, for

25 example, communicate with each other over medium 109. Database 19 advantageously is
connected to both systems 200-1 and 200-2 and is used to store the information analyzing
every packet that comes via T1-1 or T1-2. .

Appligations 107 can be remote from security systems 200-1 and 200-2 if desired

and, connected via intranet 13, or they can be local to security system 200-1. The
30 preferred arrangement would be for applications 107 to be in a separate CPU from the one



25 and variable settings. Conmands interface is a Unix shell and/or DOS
shell command line interface to the system |nterface2alNoesmbend86na

i ssue of conmands that change the internal configuration paraneters of the
system Along with changing the internal configuration, the configuration
dat abase i s updated simultaneously and automatically. The following is 30 a
list of confiqguration itens that can be altered: W) 02/100039 9

PCTI USO2YPPAIES8t atus - tells the systemto list al FCYYBYEHATi gurati on
itenms that can be altered and their current status; Email - turn on/off
emai|l alerts; Pager - turn on/off pager alerts; 5 Iptrack - turn onl off
witing to the iptrack database; 10°Ipchoke - turn on/offwiting to ipchoke
dat abase; Ipiggg - turn on/off witing to ipienp database; Message - turn

on/ of f NPEEEYES SYsE 3081 o Theyirgn bavun fom A fsationaiaiplgrmetd8 if needodrini ng | evel ;

Trace -t Ehs® HoRtbrmRlibOfollOSmeePAH thédes T8 Al ©as hijeulef ace | evel reporting
Ptslice - nmodify the PTS and Threshold s 1-4 - turn on/off each

) S period; X |
t hr eshol dfprmptgn W@M@g’mﬂ%sw&ﬁﬁﬁ?@%ﬁﬂmﬁ@ enter via box

301 via nmasiatackés ol RdREonitd? i sRRG R Ak s RMR Y&4&H s ROUti ne 302 | ooks
at the p%cké?ﬁ%o see %f the IP 1§ addr ess of t%% paé%et ﬁ%s sent any

prev?ous B¥8%i nf or mati on.. Also a tally is maintained in database 19

(FIGURE 1) of . 5 cont ai ns _and ,t he, nunber of bytes
of the packetDﬁgy%%c%ﬁg?%g{@%%@%ﬁ% B ?gwa{’ﬁ?iﬁég The system
al so keefomtangeticrapit is diffienlt lodeqoype ki dagi flogvs fritd cwity sysiem2p@L(200Q) t he maxi num
packet si L4 ) ta. . Al talljed are the anount of
Dyt es i e godhie it nd dBTE ciRthBupind it ool "

through the system as will be discussed hereinafier.

10 FIGURE 2 shows a block diagram, by way of example only, of security system
200: Data enters, via medium14, to CPU interface 20, which advantageously could be a
Sun Ultra Computer running operating system 24 which could be Solaris 8.
Administrative interfaces 21 in our example are four visual displays; two of which are data
base driven and the other two being visual displays of the kernel in real time. Data base

15 interfaces 22 are, in our example, Oracle 8i version 8.1.7.0.0, and contain a number of
tables based on Oracle 8 architecture. Notification system 23 is an alarming system that
involves sending out e-mail and pager alerts as packets get analyzed and choked. Filtering
processes 25 are Solaris 8 loadable kernel modules that actually filter or disallow packets
from passing through the system. SMI 26 is self-monitoring intelligence that is -

20 continuously monitoring the complete state of security system 200-1 (200-2). Network
interface 27 processes data packets to external interface 15 using Sun Fest Ethernet PCI
NIC Internet access. Notification system 23 sends pages, e-mail and/or any other message
type, advantageously via the SMTP protocol through external interface 14 using, for
example the Sun Solaris Mailx program. Threshold settings control 28 allows for fixed

25 and variable settings.

Commands interface is a Unix shell and/or DOS shell command line interface fo
the system. Interface allows external issue of commands that change the internal
configuration parameters of the system. Along with changing the internal configuration,
the configuration database is updated simultaneously and automatically. The following is

30 a list of configuration items fhat can be altered:



20 stored along with, the accunul ated bytes for the whole tine the system
has been running for that |P address. The date when aps5 Nevadokree8s5first
sent a packet through the system along with the date of the |ast packet
is maintained along with the current nunber of bytes for that PTS all of
whi ch are stored in database 19 via routine 303. Analysis 304 invol ves
determning if the nunber of packets and the accumul ated 25 bytes per |IP
addr ess WO8¥1¥3Lh PTS, taken as a whole, is enough PCHU§R2874¢ e any of the
four preset threshold levels. Analysis 304 al so determ nes, on a
continuous basis, if the packet byte accumulation rates warrant the
addition or subtraction of IP addrésses to the list of chokes as conpared
to each threshold | evel and preset packet rate. 25 Novenmber 2005 WO

02/ 100039 10 PCT/ Siatys + telsthesyviam xkish dikithe enmf gyratiop dfsms bwphealterehie number of
bytes during the h@Sheilfegne 1t first sorts the total nunber of bytes
to each | P address by descendi ng number of bytes. In other words, the

hi ghest numnber of Einyil esrmbop/offemaitidedsss gets sorted to the top. If the

t hreshol d has been violated box 306, if the total nunber of bytes that cane
through for all 5P#er waoeeEesschietishg that PTS is greater than one (or

nmor of the thre l,d.Jevels ar if th et rate violates a preset
pac(l?et rate thresﬁ’%?“&f‘%ﬁ“ﬁilwﬁé%?m&#&{ﬁ‘gﬁ@??%n happens, 307 a

determ nation is pREkeafd S/olniihgteplokd@mphgen violated. If any threshold
is violated, then certain data packets are choked fromflow ng through the
system Once a t hlpisipoltan bs'off ivatis te dhidripedagysst.em begi ns to di sal | ow packets
fromcertain IP 10 addresses to pass through the system Since the system
has al ready and cMitsperudus py/off mpssegssiog reperkingindichange e mpsstggt es as wel | as
the nunber of packgésind e ,every | P address sorted in descending order it
now uses that tally to choke a certai.n percentage of traffic. The system

doeH! t hi s by | ookTmge -dumpaloffetrs 16y repariidg aadiatceths @scetlidveltrep@itiigknown t o have
sent bad packets_in the past. If choking only these packets is not enough

to bring the bandiFiehmedfiBerTeeriedvaed par ti cul ar threshol d level, the
system chokes therfiext sl R Addn S8 Un i&ndth fbel. |

FIGURES3 shows system diagram 300. Packets enter via box 301 via medium 14
(FIGURE2) and each packet is analyzed. Routine 302 looks at the packet to see if the IP
15 address of the packet has sent any previous bad information. Also a tally is maintained in

database 19 (FIGURE1} of how many bytes each packet contains and the number of bytes
of the packet is added to the total for that same IP address. The system also keeps track of
how the packet size fits with respect to the maximum packet size of the other incoming
data. Also tallied are the amount of bytes since the last primary time slice (PTS) has been

20 stored along with, the accumulated bytes for the whole time the system has been rumning
for that IP address. The date when an IP address first sent a packet through the system, -
along with the date of the last packet is maintained along with the current number of bytes
for that PTS all of which are stored in database 19 via routine 303.

Analysis 304 involves determining if the number of packets and the accumulated
25 bytes per IP address over each PTS, taken as a whole, is enough to violate any of the four
preset threshold levels.

Analysis 304 also determines, on a continuous basis, if the packet byte
* accumulation rates warrant the addition or subtraction. of IP addresses to the list of chokes
as compared to each threshold level and preset packet rate.



havi ng the | argest data volune per PTS. If this total accunul ation of bytes
as well as the packet rate for this |I-P address brings2f dloakmbart®ds dt h down
to threshold |l evel then the system stops adding |IP addresses to the choke
W If the throughput still remains over threshold, nore and nore I P
addresses are added to the choke list until the proper 20 throughput is
achieved. During this tinme the systemis sinultaneously determning if
there i sWR%¥$%tion of any other thresholds. |f tHa/Us¢¥¥42hi gher t hreshol d
has been violated, then the system goes through the sane process, but
| ooki ng for a higher percentage Ievzl to choke. If the system goes down a
t hreshol d, then sone of the I P addr Gses on the choke list are 25 renoved.
re |l owered, the cached (choked) addresses are

Where the threshal d. | evel ;

al | owed thr ou%ﬁ%‘@“‘?ﬂé%ﬂ%@%HW%BW%Q@‘%WI?%BW ket hat t hr eshol d
| evel , t hi2first forts fie @zl BRnbeOf 11ca ek ESIP QB dras: By ﬁ@é&&ﬁﬁ@nﬁnﬁ&%ﬁbg@sﬁmke li st
inchoked TR VAT G e R muiber e enRoPai etk weet B tondpiens ot ever y

t hr eshol dthtesivid has beaa vioed b 306, if theddy ntuifBer 8 byad tHADMEie HROP f&cauﬂb in ]

t hreshol d el is.tr a determnation is e tqg.see If _bytes that are
curr eS;'nt I ylﬂbag%"ﬁﬁesc tﬁ%};l‘g lssgr?“%{elr thap prye; (g mqre) #%galﬁ#“éd Levels Fdfthe hen we | eave
them on t preke fatdNdnlatesxapresaiGiatkeiible @iéshOI0.0 BherP et dUSIOAd14ibA Beppds, S0TOke |i st at
e en PSR 1E b B s bl e BB T2 e
for a PTShemestiindga pickdiose civkéd faacldmihphrbsahysylishes or packets in the | ast
PTS , then it is renoved fromthe choke |ist before other |IP addresses are

added or renp e athresheld is viploted the sysirar begins ordisalifw pablestssfiost eonteiad® 1) t hreshol d
per cet aggRiread | | Mee: S ! | rand new for
every tine sIigg%hﬁﬁgﬁﬁﬁﬁgds%%¥§%§%3%5§ﬁ$¥ﬁ%&%Qggggﬁggggﬂgltould set to any
| engt h delskpsdarck qitatorthytonesvellve theaymyberof packety fort dvery 3P hisivess sostbd i ¢ i s choked
I's by detgrEi-tH R : I d, if any,
during the |ast f%ﬁﬁ%r_eac %%ﬁgggggggg&ﬁgﬁ?ﬁésrggggﬁﬁ#b?hghecking to see
i f an | P Wetemdass thigbyslpeking aspackejefigns [} asldgsses thaiareknown to have sent bad

packets in the past. If choking only these packets is not enough to bring the bandwidth
15 down below a particular threshold level, the system chokes the next IP address on the list
having the largest data volume per PTS. If this total accumulation of bytes as well as the
packet rate for this IP address brings total bandwidth down to threshold level then fhe
system stops adding IP addresses to the choke list. If the throughput still remains over
threshold, more and more IP addresses are added to the choke list until the proper
20 throughput is achieved.

During this time the system is simultaneoﬁsly determining if there is a violation of
any other thresholds. If the next higher threshold has been violated, then the system goes
through the same process, but looking for a higher percentage level to choke. If the
system goes down a threshold, then some of the IP addresses on the choke list are

25 removed. Where the threshold levels are lowered, the cached (choked) addresses are
allowed through. Once the database and cache are emptied for that threshold level, then if
need be, more addresses are removed from the choke list. Process 309 & 311 control
storage of data, while process 310 sends unchoked data through the system.

Another process that happens at every threshold level simultaneously is anytime a
30 move up or down in threshold level is made, a determination is made to see if bytes that

are currently being choked are still active. Ifthey are active, then we leave them on the



attacker fromcontinuing to change | P addresses, which could occur if
"dead" | P addresses were not renoved quickly from the2&hokembdérg005 Fl GURE 4
is a description of what is going on during a primary tine slice. There

are seven processes operating in the processor for every primary tine slice
and these 15 processes are repeated at 2 second intervals (assumng a 2
second PTS is selected). The paraneters for disc storage for the database
storage ¥2¥W¥3%Yeternmi ned on a custoni zabl e | evel P ¥é#26a user needs to
store data for an extended period of tinme beyond the PTS expiration of
active or inactive packets. The user could determ ne the anount of tine
and volune of data that they need tb store and for how long and for how 20

many PTS.  Paraneters for database storage and back-up will depend upon the
anount of chokslitititepmixtiigher 1pvel. otingmeans betdedP addtesahid acebepbated bytoon when t he

i nactive MdaRt ndcBetfdRh u inHGNE £ %gﬁ daily or
weekly i négg@n%dr??es to %@@%@CPSG%Q?PO%IEJ%?&I n 'Eg)zlgtgggg’se e%/%)f'ass for constant
writing oept pasgmelaipd anybstessr ppekets i thelast IS § then it B erfyvelREn Breshakns Sel f

Moni tori ngtﬁggﬁgﬁggpg&g%gémad&hgp}eﬁxvépo shows 12 conponents (501-512) of
® ate!

the systens states in real-tinme dynamcally. There are four states for

every conpone ivowhpoeiami@anmetids ofths bys@h, arddlg (HEEBMA pérbenthpdsfad Nt col ors for
qui cker jidentificati.on of stem status. The.colors .in parenthesis
(optionalsn%“%?fglﬁ%s‘%@m%@ GW?WSV%'ﬂym?S]{ché”hé‘ilj‘rrponent i s down and
NOT wor ki sigantagemmelstss thbrkdeondd buiNowie 841 & an R5h WE30R 11HRQ th3 Yast the PCT/ US02117426
Init (in blue).-.the component. i.s working. apd has been jnitialized but is
current| ySYStﬂB)?mgg'[Z? W hRdieés %O'ﬁedV%W‘%ﬁm'-gmgﬂ%w%mﬁ’f RagkelidFki ng,

i nitiali zaechmmdatel, if amnt dnipg thetlast BTS foiéacielMddiress0t processing data. 5 Run (in
green) - the conponent is working, initialized, running, and actively

pr od¥ssi ng d atfhe reason for checking to see if an IP address is still active is to prevent an

attacker from continuing to change IP addresses, which could occur if “dead” IP addresses

- were not removed quickly from the choke list.

FIGURE 4 is a description of what is going on during a primary time slice. There
are seven processes operating in the processor for every primary time slice and these

15 processes are repeated at 2 second infervals (assuming a 2 second PTS is selected).

The parameters for disc storage for the database storage can be determined on a
customizable level, whether a user needs to store data for an extended period of time
beyond the PTS expiration of active or inactive packets. The user could determine the
amount of time and volume of data that they need to store and for how long and for how

20 many PTS.

Parameters for database storage and back-up will depend upon the amount of
bandwidth that is being recorded and will depend upon when the inactive list is available
such as by the hour increments or daily or weekly increments to be backed up to maintain

database levels for constant writing during any time of flooding traffic.

- 25 FIGURE 5 shows Self Monitoring Intelligence (SMT) display 500 shows 12
components (501-512) of the systems states in real-time dynamically. There are four
states for every component which can, if desired, be shown in different colors for quicker

identification of system status. The colors in parenthesis (optional) are suggested colors.

Down (in red) - the component is down and NOT working - needs HELP.



FI GURE 6, shows dynam c visual IP Filter nonitoring display 600. Table 601
entitled "I P Address Information" is a real-tinme dynam2é Navsmbeaf208ach and
every packet that the system sees on the internet. Table 602 entitled "IP
Filter Information! '"is real-tine 10 dynamic list of every single packet
that the system chokes. 603 is the total bytes the system has processed
starting when the systemwas initially started. 604 is the total nunber of
packet s WA8YHWYE? em has processed starting when the BEISew4Ras initially
started. 15 605 is the total nunmber of bytes the system has choked starting
when the systemwas initially started. 606 is the total nunber of packets

t he system has choked starting wherd2t he system was initially started.

FI GURE 7, shows visual |P Tracking database nanagenent and di splay 700
which 20 pr duit ieblueote combanentss waking beiHas beag nititicbdduids qurelyaddr ess t hat

t he syst 2l ns. The first two colums of FIGURE 7, | will call them
700a, 700b, are nhot shown. 700a is the IP address. 700b is the donain nanme
associ at ed muﬁnﬁﬁqauﬁn #3QemPontdr isAARRS SnitthilizddParkd gatignt PTS. 25 701 is
t he total unulated byt es that has been processed or I P address 700a.

702 is tﬁng H@@Hﬁﬁ?@%éﬂabytes during the current PTS for |P address

701 703 i t: RQE | ast, PTS for |IP
address 701 ghﬁgﬁﬁ$§%ﬁgﬁ§%%@§%ﬁﬁ%@ﬁm%&13@ Q%%%%E%% 701 a up to the
| ast PTS. 7QBocessingidatadate in which the I P address 70la was first | ogged.

25 Novenber 2005 WO 02/100039 13 PCTIUSO2/ 17426 706 is the date the IP
addr ess 701a]ﬂ§ SkﬂwﬁﬁaﬁﬁgﬁvmﬁéﬁP‘gﬁémﬁﬁwﬁﬁﬂ%MHyﬂ%th@P fat a which is

associ at gdited 10 AddieSs E5EhAOH'Ss a real-time dynamic list of each and every packet that
' the system sees on the internet. Table 602 entitied “IP Filter Information” is real-time

10 dynamic list of every single packet that the system chokes.

603 is the total bytes the system has processed starting when the system was
initially started.

604 is the total number of packets the system has processed starting when the
system was initially started.

15 605 is the total number of bytes the system has choked starting when the system
was initially started.

606 is the total number of packets the system has choked starting when the system
was initially started.

FIGURE 7, shows visual IP Tracking database management and display 700 which
20 provides more information about each and every IP address that the system maintains.
The first two columns of FIGURE 7, I will call them 7002, 700b, are not shown.

700a is the IP address.

7000 is the domain name associated with column 700a’s IP address up to the
current PTS.

25 701 is the total accumulated bytes that has been processed for IP address 700a.
702 is the total accumulated bytes during the current PTS for IP address 701a.
© 703 is the total accumulated bytes during the last PTS for IP address 701a.
704 is the accumulated bytes for IP address 701a up to the last PTS.
705 is the date in which the IP address 7012 was first logged.



configurations. There can be many different configurations associated with
this system FIGURE 8, shows visual managenent tool 82HNbeembdr@08ystem
configuration 5 database denonstrating a pull down nmenu of multiple
configurations. The systemcan store as many different configurations in
t he dat abase as a conpany would Iike. Al though the present invention and
its advantages have been described in detail, it should be understood that
vari ous ‘Eﬂﬁﬁ'd@’é% substitutions and al terations can RS&U¥RHE herein wi t hout
departing fromthe spirit and scope of the invention as defined by the 10
appended cl ai ns. Mreover, the scope of the present application is not
intended to be limted to t he partlikul ar embodi nents of the process,

machi ne, manuf acture, osition of matter, means, nethods and steps
described in ﬂ@s%é@?wgﬂd@ﬁsmMWM@fmda@idl nary skill in the art will
readily appre 1aige mthe d’lﬁ I r.e ofﬁg £ resent |nvention,

processes, n&ﬁlﬁe‘ggf’ W By AR gEis YRS, | neans, net hods,

or steps mﬂ.ﬁgummeﬁhﬁycmmnm@ff%ntlcaﬁ@imﬁmsbsmaaﬂdnﬂﬂadsﬁshaﬁi perform
substantially_the sanme function or achieve substantially the sanme result

as the corr esPEHERE shows sinalmspageren toe] $0dorika system configurpleonyt i | | zed
accosdi nmm&séh&&émﬁ%lépw%%ﬁﬂeﬁwofﬁﬁm5&hﬁgﬁéﬁon§ W& BRRGNGSD clains are

i ntended to include hin their scope such processes, nachlnes
mnufact&%e“&?% ‘leFf(?ﬁ%ﬁ%fa“ﬂ%tI{l the datphasas 2 cpmnanyyweuld ke, steps 25 Novenber

2005 14 WHAT | af or use in
conj uncti on wi ac g’ies ‘éenh%[h‘intqlts@ nagaﬁgﬁeﬁPB?F8%¥% @%&1 ng data
packet s tShGﬂdabetlmmrstgﬂ,thzs mrﬂbusglmn@msmmﬁdm lajit@plteﬂﬁﬁc&l@ﬁaﬂmrmddew ewi ng sel ect ed
portions |ch oW nt o ste ‘%s for deriving
certain pg a?f@t@?ts "_gggdeﬁcg%et Zgle '%P data; and neans
f or 1P enembemidsiglHimos. Morptarlen ﬁﬂ sm’pe bfth@rsmtdppieaﬁoausmopmeam&@bes in conjunction
Wi th each r. 2. The . traffic agenent system.of claim1l
further i nc‘I%&%MegpM %mbo %P%Pf@%prﬁﬁeﬁﬁ’lmé? P AR E"'Bef QRE™ f | ow vol ume
i nto sai @f mymmmmammndsgnﬁstqsrdbanbbdlmme kpetiGitatibe ROsBF dringkyor i Ng certain
subseque @fu&ﬁn hE &Y wﬁfareacttﬂﬁgrl ggp%cf ate from the disclosure of the present invention,

processes, machines, manufacture, compositions of matter, means, methods, or steps,

15 presently existing or later to be developed that perform substantially the same fimction or
achieve substantially the same result as the corresponding embodiments described herein
may be ufilized according to the present invention. Accordingly, the appended claims are

intended to include within their scope such processes, machines, manufacture,

compositions of matter, means, methods, or steps.



accordance with selective renenbered paranmeters of previously received
packets. 3. The traffic managenent system of claim2 wiéNavambBai2d0gert ai n
| evel includes a plurality of |levels, wherein the attai nnent of each
successive level results in a nore stringent application of said
remenbered certain paraneters. 4. The traffic managenent systemof claim1
wherein said renenbered paraneters include one or nore of. a sender's
address; a prior trouble-causing adé#ess; a notice of a potential trouble
address; anount of data transmtted froma particular address in a period
of time; nunber of packets arriving froma particular address in a period
of tinme; an address' domain name; date of initial encounter with an
address; date of latest encounter with an address. 5. The traffic
managenent system of cl ai m 4WHAT IssCLAIMHDUGE Ng:  neans operative upon
attai nment of packet flow volune into said systemreaching a certain |eve
for tenporarily storing certain subsequently received packets in
accordance W th sel aahffi anReRibases f@asanednfincth wiheydkendath kaidecei ved
packets; and wherein said certain |evel ingcludes a plurality of |evels
arranged PR CRERYE oL Rassg dpla prekels; rea'i@"‘fﬂ*ie“@é‘&f@h@&‘f’g?mgzevel s gets cl oser
to an absol ut ememxfortmcttat seldcled porfigts Of AR which3s ANRMAITHO kaid §RmbAd and nore of
said renegp red paraneters are incjuged as a basis for said determ nation
to tenpo 5&@1@2%1,11@%5?3?58%%@6 ied portigns PR ¢ managenent system
of claim 2 furhéas for RElkitinng foie pétdd bbime shi@édMiaReheRiitlcdnREBPRAr i | y stored
dat a packets gﬂ%@.traf ic flowinto said systemfalls below said certain
level ; antfh@EHEHSEHPISKTt i ng said retrieved data packets through said
system 7. The traffic nanagenent systemof claim2 further conprising

means for dyn nicah%y gis | ayi ng inforpmation pertaining to tenporarily

stored ones of“sai d ¥af mIE%%&@F%ﬁy§gnﬂgaﬂFﬁL@FHWHEQWFEbI system f or

preventing an Q&hebpritseustalataibhes 05sdcRd flow Yok idts 641 Beiedg overl oaded with
r ir i nt erpri m from

data req uz%gctln%lg% cex?a% E:geltfg- tgrr?pogari?y ;[tgn'rpg cerstaefln ?L%gf;[qgently rgzeived packets in

accordance with selective remembered parameters of previously received packets.

3. The traffic management system of claim 2 wherein said certain level
includes a plurality of levels, wherein the attainment of each successive level results in a

more stringent application of said remembered certain parameters.

4. The traffic management system of claim 1 wherein said remembered
parameters include one or more of: a sender’s address; a prior trouble-causing address; a
notice of a potential trouble address; amount of data transmitted from a particular address
in a period of time; number of packets arriving from a particular address in a period of
time; an address’ domain name; date of initial encounter with an address; date of latest

encounter with an address.

5. The traffic management system of claim 4 further including:

means operative upon attainment of packet flow volume into said system
reaching a certain level for temporarily storing certain subsequently received packets in
accordance with selective remembered pa.rameter of previously received packets; and

wherein said certain level includes a plurality of levels arranged in a sequence, and

wherein as the sequence of levels gets closer to an absolute maximum data flow rate more



sources external to said enterprise system said data fl ow system
conprising: a gateway for accepting data directed to saptoeahbéf@Oose system
fromany said external source; a data nonitoring circuit for review ng

sel ected portions of certain data directed to said gateway, and for
deriving certain paraneters based on said certain portions of said data;
and a del ay path operabl e when the anmount of data currently being handl ed
by said enterprise systemreaches &5certain threshold for tenporarily
removi ng selected data which is directed to said enterprise system away

from ent eidamhcdCor$is teRiBnbWbBsRinRicRl8sdideNastibasidtofkaidtel-Rahfdn dat a for
tenporarily renpving i s based on said certain paraneters. 9. The system of

cl ai m 8 wiBPeRRYSIES epaiiqulappsketof sai d data which are tenporarily renpved
are sel ected under control of information provided by said data nonitoring
circuit. 10. The systemof claim8 wherein said certain threshold has
gradations and® whelte§ Friliqyaansgemsst sysise of glaies? Brtherdpcdudingareans 87 ¢ enpor ari | y

renmoved OREIRNE sdifl tepORALkREY dafd paS@lsAvigh BERL NOR Snato said system falls
below said certain level; and

means for putting said retrieved data packets through said system.

7. The traffic management system of claim 2 further comprising means for
dynamically displaying information pertéining to temporarily stored ones of said data

packets.

8. A data flow control system for preventing an enterprise data processing

system from being overloaded with data requests directed to said enterprise system from
" sources external to said enterprise system, said data flow system comprising:

a gateway for accepting data directed to said enterprise system from any said
external soﬁrce;

a data monitoring circuit for reviewing selected portions of certain data directed -
to said gateway, and for deriving certain parameters based on said certain portions of
said data; and '

a delay path operable when the amount of data currently being handled by said
enterprise system reaches a certain threshold for temporarily removing selected data which
is directed to said enterprise system away from enterprise system, wherein selection of said

selected data for temporarily removing is based on said certain parameters.

9, The system of claim 8 wherein the exact ones of said data which are
temporarily removed are selected under control of information provided by said data

monitoring circuit.

10. The system of claim 8 wherein said certain threshold has gradations and
wherein the amount and types of data that are temporarily removed operate in proportion to

said gradations.





