MOBI LE COMMUNI CATI ONS DEVI CE EMPLOYI NG MULTI PLE DATA STORAGE LOCATI ONS FOR
ELECTRONI C MESSAGES TECHNI CAL FI ELD OF THE APPLI CATI ON [ 0001] The present
di scl osure generally relates to wirel ess packet data service networks.
More particularly, and not by way of any limtation, the present
disclosure is directed to a nobile comuni cations device and rel ated data
service network enploying nultiple data storage | ocations for electronic
nmessage information. BACKGROUND [0002] Mobile communi cations devices are
often designed to receive electronic nmessages through nore than one
channel For _exa a _nmobi | e conmmuni cati ons
devi ce nag/]ﬂ%%ﬂd%g&gﬁg%'ﬁggé EVEFE:CFWBH?EI '%Wéfﬁ PATRe SELEBEEs ent
over the internet to onE°%t QR L Eﬁﬂ§Q§§§e§ 4GRE| | as text nessages
sent to a nobile tel ephone nunber assigned to the device. In certain
cases, the channel or format through which a nessage is received nmay have
rel evance to the cont @RCEYICARe FRBEPOSE THE t RRPITEESEERI i t sel f. 1 SUMVARY

[ 0003] The present disclosure relates to a nobile
[0001] The present disclosure generally relates to wireless

packet data service networks. More particularly, and not by way
of any limitation, the present disclosure isg directed to a
mobile communications device and related data service network
employing multiple data storage locations for electronic message

information.

BACKGROUND
[0002] Mobile communications devices are often designed to
receive electronic messages through more than one channel and in
more than one format. For example, a mobile communications
device may be designed to receive electronic mail (email)
mesgsages sent over the internet to one or more email addresses
as well as text messages sent to a mobile telephone number
assigned to the device. 1In certain cases, the channel or format
through which a message is received may have relevance to the

content or the purpose of the message itself.



communi cati ons device incorporating a nessage receipt logic structure and
a nessage routing logic structure. The nessage routing logic structure
may, in turn, incorporate a logic structure that conpares the content of
each incom ng, nessage to criteria specified in one or nore nessage

routing rules, as well as a logic structure that stores each incom ng
nmessage according to the nessage routing rules. The nessage routing | ogic
structure further incorporates a logic structure that routes all mnessages

not routed according to a nmessage routing rule into a default nessage

dat abase object. [0004] In another asgect, a nmethod of operation of the
above nobile communi cati ons device | osed. Under this nethoed, at

| east one_incom ng nmessage is received via a data service network. The
content 6§0@3kh i%@ﬁhingnﬁﬁﬁgﬁge idlacdgisadet o aelakeast bre critembbhle

contained in at |east one nessage routing rule having a nessage database
obj ect as®WrIRierlignsh ideviEsch inknepotagingssagenamatdang reachiper i Legien
for a nessage routing rule is then stored in the nessage database obj ect
associ atetrusidte t hatl rESsRgERIOULORYitd BogElNalthctalkk . MTessREefeBlbge?

routed to a nessage dat abase object according to a nessage routing rule

into a defwting NESRAGe GRLALRELODHBGL. in turn, incorporate a logic
structure that compares the content of each incoming message to
criteria specified in one or more message routing rules, as well
as a logic structure that stores each incoming message according
to the message routing rules. The message routing logic
structure further incorporates a logic structure that routes all
messages not routed according to a message routing rule into a
default message database object.
[0004] In another aspect, a method of operation of the above
mobile communications device ig disclosed. Under this method,
at least one incoming message is received via a .data service
network. The content of each incoming message is routed to at
least one criterion contained in at least one message routing
rule having a message database object associated with it. Each
incoming message meeting each criterion for a message routing

rule is then stored in the message database object associated

with that message routing rule. Finally, all messages not



[0005] In certain enbodi nents, an incom ng nessage nay contain, for
exanpl e, nessage source data, nessage destination data and nessage type
data. An incom ng nessage may be routed based on any one or nore of these
data. Message type data could include, as exanples, electronic nai
messages, SMS nessages, broadcast nessages and Pl N2PI N nessages.
Destination data could include an electronic mail address, a device
identification nunber or a tel ephone nunber. Simlarly, source data could
include an electronic nmail address, a device identification nunber or a

t el ephon er, In certain e ment s i ncom message may be

r out ed agcoréc?né: t 0% ot et acqeitg}g‘%&hasﬁelﬁﬂeﬁbﬁt@ch’Gfi%é‘Qaniﬂ’ea t RBSgadeent
of the incom Sa itsel f. 3 BRI EF DESCRI PTI ON OF THE DRAW NGS [ 0006]
A rmore cofp Je‘f% ’{T}ﬁtferlg’tté’nél A§faRLE R BRRIRIi FRRRA%T oieetor esent di scl osur e
may be hﬁg q§ reference to the following Detailed Description when taken
in conj uht9th wi t t T HEgo mREIHanai i N whiRedning 0009 s &g urvay
depicts an exenplary network environnent including a wirel ess packet data
servi ce LMtk WHeF epramnleentedisagrt sfurdee @ateseninedisgd oseseinayibe

practi ced,
data and message type data. An incoming message may be routed

based on any one or more of these data. Message type data could
include, as examples, electronic mail messages, SMS mesgsages,
broadcast messages and PIN2PIN messages. Destination data could
include an electronic mail address, a device identification
number or a telephone number. Similarly, source data could
include an electronic mail address, a device identification
number or a telephone number. In certain embodiments, an
incoming message may be routed according to other criteria,
relating to, for example, the content of the incoming message

itself.



[0008] Figure 2 depicts a software architectural view of a nobile
conmuni cati ons device operable to route incom ng nessages according to one
enbodi ment; [0009] Figure 3 depicts a block diagram of a nobile
comuni cati ons device operable to route incom ng nessages according to one
enbodi nment; (0010] Figure 4 depicts a block diagram of a nobile
conmuni cati ons device operable to route incom ng nessages received froma
comuni cati ons network according to one enbodinent; and [0011] Figure 5
depicts a flow chart showi ng the process flow for routing of electronic
nmessages within a nobile connunlcatlons devi ce. 4 DETAI LED DESCRI PTI ON OF
THE DRAW NGS [0012] A sy&d&fnh BRECH N gPE JEMCHi scl osure will now
be described with reference to various exanples of how t he enbodi nents can
best be HfPland dse@orei kempérteentdlanaidralisg 0% tied etbaligitouts t o
description and several views of the drawings to indicate |ike or
corr esport reprgrents diveraiure ey viae i bad by erefitsemre bot thecésihowiyg
drawn to scale. [0013] Referring nowto the drawi ngs, and nore particularly
Detailed Description when taken in conjunction with the

accompanying drawings wherein:

[0007] Figure 1 depicts an exemplary network environment
including a wireless packet data service network wherein an
embodiment of the present disclosure may be practiced;

[0008] Figure 2 depicts a software architectural view of a
mobile communiications device operable to route incoming megsages
according to one embodiment;

[co09] Figure 3 depicts a block diagram of a mobile
communications device operable to route incoming messages
according to one embodiment;

[0010] Figure 4 depicts a block diagram of a mobile
communications device operable to route incoming messages
received from a communications network according to one
embodiment; and

[0011] Figure 5 depicts a flow chart showing the process flow
for routing of electronic messages within a mobile

communications device,



to figure 1, depicted therein is an exenplary network environnment 100
including a wirel ess packet data service network 112 wherein an enbodi nent
of the present systemmay be practiced. An enterprise network 102, which
may be a packet- sw tched network, can include one or nore geographic sites
and be organized as a |ocal area network (LAN), w de area network (WAN)
or netropolitan area network (MAN), et cetera, for serving a plurality of
corporate users. [0014] A nunber of application servers 104-1 through 104-N
di sposed as part of the enterprise network 102 are operable to provide or
effectuate a host of int er naI and ext er naI services such as enumil, video
mai |, Internet access,DP& {74t 14 X FeBBAWLNGS cal endarl ng and
schedul i né:] i nformati on nmanagenent, and the Iike. Accordi ngly, a diverse
array of [0&L3kr sodalSyateor mad owtaed icdndde queseas deéskflopurenpul er spw

| apt op conputers, palntop conputers, et cetera, although not specifically
shown i nbd i giﬁ&mﬂiberiaywblehopmfaﬁemaeetmr ket tousonexanplepr eodbf HAe the
application servers 104-i, i =1, 2,...,N, with respect to the services
suppor t eshborl inententenprbas net Wikde 1824 ub8815] 1Addl teoBakhye aumerals
services server 106 may be interfaced with the enterprise network 102 for

enabl i ngaye used throughout the description and several views of the

drawings to indicate like or corresponding parts, wherein the
various elements are not necessariiy drawn to scale.

[0013] Referring now to the drawings, and more particularly
to figure 1, depicted therein is an exemplary network
environment 100 including a wireless packet data service network
112 wherein an embodiment of the present system may be
practiced. An enterprise network 102, which may be a packet-
switched network, can include one or more geographic sgites and
be organized as a local area network (LAN), wide area network
(WAN) or metropolitan area network (MAN), et cetera, for serving
a plurality of corporate users.

[0014] A number of application servers 104-1 through 104-N
disposed as part of the enterprise network 102 are operable to
provide or effectuate a host of internal and external services
such as email, video mail, Internet access, corporate data
access, messaging, calendaring and sgcheduling, information

manadement, and the 1like. Accordingly, a diverse array of



corporate user to access or effectuate any of the services from a renote
| ocati on using a suitable nobile comunications device 116. A secure
comuni cation link with end-to-end encryption may be established that is
medi at ed t hrough an external IP network, i.e., a public packet-sw tched
network such as the Internet 108, as well as the wirel ess packet data
service network 112 operable wth Mbile conmunications device 116 via
suitable wireless network infrastructure that includes a base station (BS)
114 . [0016] In one enbodinent, a trusted relay network 110 may be

di sposed between the Internet 108 and the infrastructure of wreless
packet dEEEERAVi cHMTIMATIOM 1 APIEY ARG Sof SERBpRE, AesHtop c6ERRERLEESI ons
device 116 may be a dat a-enabl ed handheld device capabl e of receiving and
sendi ng hREWyeSOTREECEFoWRHGILOD nEeMPUtENg, wietth cobporat e ldppiughat hoh
servers, et cetera. 6 [0017] For purposes of the present disclosure, the
wi r el esssperackietaldat sshseryiice Tistawer K ,112ymbe beerapllgnertedrkadany &newn
or heretofore unknown nobile comuni cati ons technol ogi es and network

prot ocolsr worei nft ahee appdcaicieheserpacketiodata isesrvigceznet wmk #i2hmay
be conprised of a General Packet Radio Service (GPRS) network that

provi desrespaakaio @ @eaeiess EQppofBhd! £n A GO IFMGd hetreelkkuhgs

infrastructure of a G obal

[0015] Additionally, a remote services server 106 may be
interfaced with the enterprise network 102 for enabling a
corporate user to access or effectuate any of the services from
a remote location using a suitable mobile communications device
116. A secure communication link with end-to-end encryption may
be established that is mediated through an external IP network,
i.e., a public packet-switched network such as the Internet 108,
as well as the wireless packet data service network 112 operable
with Mobile communications device 116 wvia suitable wireless
network infrastructure that includes a base station (BS) 114

[001l6] In one embodiment, a trusted relay network 110 may be
disposed between the Internet 108 and the infrastructure of
wireless packet data service network 112. By way of example,
mobile communications device 116 may be a data-enabled handheld

device capable of receiving and sending messages, web browsing,

interfacing with corporate application servers, et cetera.



System for Mobil e Conmuni cati ons (GSM -based carrier network. |n other

i npl enentations, the wirel ess packet data service network 112 may conprise
an Enhanced Data Rates for GSM Evol ution (EDGE) network, an Integrated
Digital Enhanced Network (IDEN), a Code Division Miltiple Access (CDWA)
network, or any 3rd Generation (3G network. By way of providing an

exenpl ary enbodi nent, the teachings of the present disclosure wll be
illustrated with a GPRS-based carrier network, although those skilled in
the art should readily recogni ze that the scope of the present disclosure

is not Ii %ﬁj) t her eby. {0018 Fi.gure 2 depicts_a software architectural

vi ew of 55% il eeF(r:Od:mﬁﬁ RATT ngfdgt\ﬂecep%%“g%?tdi ALSTHOTHE enbBBi HERELeAS

mul ti-layer transport stack (TS) 206 is operable to provide a generic data

t r anspor PAPFot a2 f BT EHS t YPEVEHK chEporaY ePlatBplenented ubi ngnBnisnPynyi a

a reliable, secure and seanl ess continuous connection to a wireless packet

dat a ser9F cd'sratpdore [ DOEDPwAs Nhidst r gosruhAcahiorabothahastlogficli gand 2,

an integration |ayer 204A is operable as an interface between the radio

| ayer 202etwrkk herotaespsert stBok 20Gtemosmbi kee coimelhéwat ippnketdeviaeall6.

Li kew se, another integration |layer 204B is provided for interfacing

bet ween sdmevicansgordrist ATk RABG be comprised of a General Packet Radio
Service (GPRS) network that provides a packet radioc access for
mobile devices using the cellular infrastructure of a Global
System for Mobile Communications (GSM)-based carrier network.
In' other implementations, the wireless packet data service
network 112 may comprise an Enhanced Data Rates for GSM
Evolution (EDGE) network, an Integrated Digital Enhanced Network
(IDEN), a Code Division Multiple Access (CDMA) network, or any
3rd Generation (3G@) network. By way of providing an exemplary
embodiment, the teachings of the present disclosure will be
illustrated with a GPRS-based carrier network, although those
gkilled in the art should readily recognize that the scope of
the present disclosure is not limited thereby.
[0018] Figure 2 depicts a software architectural view of a
mobile communications device according to one embodiment. A

multi-layer transport stack (TS) 206 is operable to provide a

generic data transport protocol for any type of corporate data,



and the user applications 207 supported on the nobile comunications

device 116, e.g., enmail 208, calendar/ scheduler 210, contact nmanagenent
212 and browser 214. Although not specifically shown, the transport stack

206 may also be interfaced with the operating systemof nobile

communi cations device 116. In another inplenmentation, the transport stack

206 may be provided as part of a data comruni cations client nodul e
operabl e as a host-independent virtual machine on a nobile device. As seen

in Figure 2, a nmessage router 216 is di sposed between radio |ayer 202 and

transport_s k 206. 020] _The b | ayer Layer of the transport
stack 206°¢ # %%%rg%?ég £ﬁ PnF@ gggtosﬁﬁé ﬁe§é%ﬁ%§ﬁ§rPQ§tﬁ§EP€?

| ayer.

Laye handl es ba5|c service coordination within the exenplary

net wor k '??ﬁﬁ@ﬁntQIﬁ)Wﬂﬁﬁh@%snpﬁpﬁﬁFeditaF%?rv%ﬁﬁnﬁﬁQWOKWhen a nobi | e

connunlcatlons device roans fromone 8 carrier network to another, Layer
verifiesl®¥a?1 t he Aacketastapsedel dyedhe tefbodipenpri afe Riguies$  netnor k

and that any packets that are pending fromthe previous network are

rer out edinfegyafei @ur tayer n20wdr ks THreradiel aeral Lageerfjcexposesenatheus

application interfaces to the services supported on the nobile
comuni ceadions dleyere. 2The meddni by ttwadayents oftddie 206 of mobile

communicationsg device 116. Likewise, another integration layer
204B is provided for interfacing between the transport stack 206
and the wuser . applications 207 supported on the mobile
communications device 116, e.g., email 208, calendar/scheduler
210, contact management 212 and browser 214. Although not
specifically shown, the transport stack 206 may also be
interfaced with the operating system of mobile communications
device 116. In another implementation, the transport stack 206
may be provided as part of a data communications client module
operable as a host-independent virtual machine on a mobile
device. ‘As seen in Figure 2, a message router 216 is disposed
between radio layer 202 and transport stack 206.

[0020] The bottom layer (Layer 1) of the transport stack 206
is operable as an interface to the wireless network’s packet
layer. Layer 1 handles basic service coordination within the
exemplary network environment 100 shown in Figure 1. For

example, when a mobile communications device roams from one

1



transport stack 206, Layer 2 and Layer 3, are responsible for datagram
segnent ati on/ reassenbly and security, conpression and routing,
respectively. [0021] Figure 3 depicts a block diagramof a nobile
conmruni cati ons device according to one enbodinent. It will be recognized
by those skilled in the art upon reference hereto that although an

enbodi nent of nobile communications device 116 nmay conprise an arrangenent
simlar to one shown in Figure 3, there can be a nunber of variations and
nodi fications, in hardware, software or firmvare, with respect to the
various _nodul es deg%cted. A‘ccordinglﬁé1 the arrangenent of Figure 3 should

be taken“&ETTFY uBEFYPTY e tPatdt S an }a¥R% i Ag VRRA 1ePedpdt Elet packets
enbodi ments of the present disclosure. [0022] A m croprocessor 302 :
provi di niYFE oFSLR¥eEy dical Fhe orp3IopTréftan witsddisfentebfoNbbiand that any
comuni cations device 116 is operably coupled to a comunication subsystem
304 whi chRe¢krtdekata axe rpeefling 808mahbet paryibttene8ldrhsanel reasuted
associ ated conponents such as one or nore |local oscillator (LO nodul es
310 andt@ processiery: nothWerksuciTies tapdilgivieal (QisgRal 4pr ecpsses FiZiocuds
wi Il be apparent to those skilled in the field of comunications, the
parti cul appdies wirof idthe-foraintsathen services supported on the mobile
communications device. The remaining two layers of the
transport stack 206, Layer 2 and Layer 3, are responsible for
datagram segmentation/reassembly and security, compression and
routing, respectively.
{0021] Figure 3 <depicts a block diagram of a mobile
communications device according to one embodiment. Tt will be
recognized by those skilled in the art upon reference hereto
that although an ewbodiment of mobile communications device 116
may comprise an arrangement similar to one shown in Figure 3,
there can be a number of wvariations and wmodifications, in
hardware, software or firmware, with respect to the wvarious
modules depicted. Accordingly, the arrangement of Figure 3
should be taken as illustrative rather than limiting with
respect to the embodiments of the present disclosure.
[0022] A microprocessor 302 providing for the overall control

of an embodiment of Mobile communications device 116 is operably

coupled to a communication subsystem 304 which includes a




nodul e 304 nmay be dependent upon the communi cations network with which the
nobi | e conmuni cati ons device 116 is intended to operate. [0023] In one
enbodi ment, the comuni cation nodule 304 is operable with both voice and
data communi cati ons. Regardl ess of the particul ar design, however, signals
recei ved by antenna 306 through base station 114 are provided to receiver
308, which may perform such conmmon receiver functions as signal
anplification, frequency down conversion, filtering, channel selection,
anal og- to-digital (A/D) conversion, and the like. Simlarly, signals to
be transmtted are grocessed, i ncl udi ng nodul ati on and encoding, for
exanpl e, "BYEHYYT t aPV8i gABP précEsRdEteT2, 3ddd ai oviveiel t 8St r asserieted3ls
for digital-to-analog (D)A) conversion, frequency up conversion,
filteringPVRPRERITS cHiGioms @k taransrss siasmlovecifiiatairr -(Ladi oodnflesf ate via
antenna 316. [0024] M croprocessor 302 also interfaces with further device
subsyst e#sd sachraseasiad i mogulapattousput AifOraBl8igaeli aropestor 1819t
320, display 322, keyboard 324, speaker 326, m crophone 328, random access
menory (BAM) wBBD, heshapbarange conMmuliceat i @Nsilisddsyst et d32, £a803 anyt
ot her devi ce subsystens generally | abel ed
communications, the particular design of the communication
module 304 may be dependent upon the communications network with
which the mobile communications device 116 is intended to
operate.
[0023] In one embodiment, the communication module 304 is
operable with both voice and data communications. Regardless of
the particular design, however, signals received by antenna 306
through base station 114 are provided to receiver 308, which may
perform such common receiver functions as signal amplification,
fregquency down conversion; filtering, channel selection, analog-
to-digital (A/D) conversion, and the like. Similarly, signals
to be transmitted are processed, including modulation and
encoding, for example, by digital signal processor 312, and
provided to transmitter 314 for digital-to—analdg (D/A)
conversion, frequency up convergsion, filtering, amplification
and transmission over the air-radio interface via antenna 316.

[0024] Microprocessor 302 also interfaces with further device

subsystems such as auxiliary input/output (I/0) 318, serial port

10



as reference nuneral 333. To control access, a Subscriber Ildentity Mdule
(SIM or Renovable User ldentity Module (RUM interface 334 is also
provi ded in conmmunication with the mcroprocessor 302. [0025] In one
i npl ementation, SIMRUMinterface 334 is operable with a SIMRU M card
havi ng a nunber of key configurations 344 and other information' 346 such
as identification and subscriber-related data. Operating system software
and transport stack software nmay be enbodied in a persistent storage
nodule (i.e., non-volatile storage) such as Flash nenory 335. In one
i npl ementation, Flash nenory 335 may be segregated into different areas,
e.g., stoflge d&rs@&afé’or”?corr%@h@Pa‘p’iiog}?ém QB%ag@rwé%IqGrasmH‘é%‘&?@Itﬁ ages.,
regi ons such as device state 337, address book 339, other personal
i nf or mat FeRACHRREFESS( FMYCHAL S R3MHI,  33@, otthephdat arstee agemausisagénusal | y
| abel ed as reference nuneral 343. Message router 216 is operably connected
to fl ashswespster83532,i rmididimyg ¢irlaers phrticestaadic2iEmsagesieani 1yl 1ape02a]
Figure 4 depicts a block diagramof a nobile comunications device
ar chi t ecdsr erefideaceor dimgrdd @B3. enbodi rnicrdibbakbeegommuni cabkershaevi ce
116 communi cat es

Identity Module (SIM) or Removable User Identity Module (RUIM)

interface 334 is also provided in communication with the
microprocessor 302.

[0025] In one implementation, SIM/RUIM interface 334 is
operable with a SIM/RUIM card having a number of key
configurations 344 and other information 346 such as
identification and subscriber-related data. Operating system

software and transport stack software may be embodied in a

pergistent storage module (i.e., non-volatile storage) such as
Flash memory 335. In one implementation, Flash memory 335 may
be segregated into different areas, e.g., storage area for

computer programs 336 as well as data storage regions such as
device state 337, address book 339, other personal information
manager (PIM) data 341, and other data storage areas generally
labeled as reference numeral 343. Message router 216 is
operably connected to flash memory 335, including transport

stack 206, as shown.

1



t hrough base station 114. The network 400 through which nobile

communi cations device 116 conmuni cates may represent a conbi nation of

ot her networks, including, as exanples, wireless network 112, relay
network 110, internet 108 and enterprise network 102 shown in Figure 1 and
described in connection therewith. Network 400 may, of course, have a
different architecture, depending on the particular application. [0027]

Net wor k 400 rmay commruni cate nmessages of a variety of message types between
a variety of nessage sources and nessage recipients. Exanples shown in

Figure 4.} de bile c ni cati ons device 402, electronic mail_source
404, el é%??%ﬁl c %’rﬁmrseour m@%}cgﬁrvﬁce i detl AP hndPhobf| eMobile

comuni cations, devjce 116. The group of other nmessage sources are

r epr esent @Ry fRIsERRe sEEVEECA1ATCRIfesHErer nbP@ oRcchediabovetaressnge

sources may be included in a particular enbodiment. Mobile conmunications

devi ces SMgodimpnt 410 dfebifte  ¢rymird asittidier tdevdme andhercomouniagtbs

conpletely different from one another, depending on the particular

appl i cat tleyoudly hbaeesitabtwagess addTessedtiworkohibbe thesoyhi ¢atAnscBelece

116 are conmuni cated to nobile comunications device 116 through base

stati on ddmuuiMbssaigens outieri2é6 wiidi n gtiunGcates  may  represent a
combination of other networks, including, as examples, wireless
network 112, relay network 110, internet 108 and enterprise
network 102 shown in Figure 1 and  described in connection
therewith. Network 400 may, of course, have a different
architecture, depending on the particular application.
[0027] Network 400 may communicate messages of a variety of
message types between a variety of message sources and message
recipients. Examples shown in Figure 4 include wmobile
communications device 402, electronic mail source 404,
electronic mail source 406, service provider 408 and mobile
communications device 116. The group of other message sources
- are represented by message source 414. Any one or more of the
above message sources may be included in a particular
embodiment. Mobile communications devices 116, 402, 410 and 412

may be similar to one another, or may be completely different

from one another, depending on the particular application.
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conmmuni cations device 116 reviews the characteristics of each incom ng
nmessage according to a set of rules. Depending on the application, the set
of rules within nessage router 216 may be permanent, nay be progranmabl e
or may conprise a conbination of permanent rules and progranmabl e rul es.
[0029] Each rule within the message router 216 will route each incom ng
nmessage to one of a set of nessage spaces 418-422, which may al so be
referred to as a nessage database or nessage databases, according to one
or nore particular characteristics of each nmessage. In one enbodi ment, for

exanpl e, 5§Le oute an. inco message to a particul ar, nessage
space, s&@?] a m%sa%aegesspa% drffﬁ,e@b%%e@% B Rt S f dPi’féc§e8r&ér,
such as_a particul.ar electronic mail address, domain name or internet
pr ot ocol *RYdrETEURTaERG he?  SiddiCmefPIEn A EloRE AsuLecantld nedwprgh
message to a particul ar message space, such as nessage space 420, based
upon t heP¥5pe SttatRenestdfe. So, MPsFagranpi@lter ralé nayitloute abbile
incom ng text messages to a particular nessage space, such as nmessage
space 418°mMniitHeonshbddiheat 416 18tivvor ther elemactkird sty sbeot orbizhed
within a single rule to provide additional flexibility. [00301 Any
i ncom n@gewBHYyE MeRsagrit@tcdmdingadrd izubett ofierales. Depending on the
application, the set of rules within message router 216 may be
‘permanent, may be programmable or may comprise a combination of
permanent rules and programmable rules.
[00289] Each rule within the message router 216 will route
each incoming message to one of a set of message spaces 418-422,
which may also be referred to as a message database or message
databases, according to one or more particular characteristics
of each message. In one embodiment, for example, a rule may
route an incoming message to a particular message space, such as
message space 418, based upon the identity of the sender, such
as a particular electronic mail address, domain name or internet
protocol address. In another embodiment, a rule may route an
incoming message to a particular message space, such as message
space 420, based upon the type of the message. So, for example,

a rule may route all incoming text messages to a particular

message space, such as message space 418. In other embodiments,

13



nmessage spaces 418 or 420 according to any rule in the nessage router 216
is automatically routed to the default nessage space 422. In other words,
if the nessage router 216 contains no rules for inconm ng nessage routing,
all incom ng nessages of all types will be automatically routed to the
default nessage space 422, as described in nore detail below in connection
with Figure 5. Likewise, if no nessage routing rules within nmessage router
216 apply to a particular nmessage, that nessage is routed to the default
nmessage space 422. [00311 Figure 5 depicts a flow chart 500 show ng one

enbodi mept _of a process,flow for routing of incomng electronic nessages
within B?lé’rcdﬁﬁﬁﬁwi%ﬁ%%a dBY c &1 160MipeA nyithen pectiplefrake to

incom ng nessage, nessage router 216 is designed to wait for incom ng
nessagesPrasiiadiddittePint Flismididd2y-Upon receipt of an indication that
an inconing message is available, nessage router 216 receives the incom ng
message (RP3UYh t ey bawwmsine inesskté aod metwedk t40Q, pastiindileat edei bf
bl ock 504. If there are no rules available to the nessage router 216 (see
di anond $963ag9¢ hepatdre 4hgoning2oessagedisior aid ethyt ordes aitht thd4 meessgge
space 422, as represented by bl ock 520, ‘and the message router 216 resumes
wai ting foutemnc2hé ngs MTeesegesi(AUDP| Lo9OL) - to the default message space
422. In other words, if the message router 216 contains no
rules for incoming message routing, all incoming messages of all
types will be automatically routed to the default message space
422, as described in more detail below in connection with Figure
5. Likewise, if no message routing rules within message router
216 apply to a particular message, that message is routed to the
default message space 422.
[0031] Figure 5 depicts a flow chart 500 showing one
embodiment of a process flow for routing of incoming electronic
messages within mobile communications device 116. Pending the
receipt of an incoming message, message router 216 is designed
to wait for incoming messages, as indicated by bubble 502. Upon
receipt of an indication that an incoming message is avallable,
message router 216 receives the incoming message through the
base station 114 and network 400, as indicated in block 504. If

there are no rules available to the message router 216 (see

diamond 506), then the incoming message is routed to default
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This woul d occur, for exanple, in the situation wherein the nobile

communi cations device 116 is new and has not yet been provisioned with any
rul es governing nmessage routing. This mght also occur in the situation
wherein the user of the nobile comunications device 116 prefers to have
all nmessages directed to a single unified nessage space or inbox. [0032]

If there is at |east one rule available to the nessage router 216 and an

i ncom ng nessage i s received (block 504), the nessage router 216 retrieves
the first rule in the list (see block 508). The characteristics of the

i ncom ng e Lch,,may_include, for exapple, the nessage header data
and the m%%%% nt58%@%héngdésofepﬁgsﬁﬁggégﬁyigE@Fk,55Pe éﬁﬁpgpédmﬁéséﬂe

| east one Eite E n_contained in the rule, as represented in block 510. If
the charactert s%i gs TSEYRE (g s shgeemE hnesprges i (erbhlspsert i ed

in the ry £ (diamond 512,) the incom ng nessage is routed to the message
space (418%%r "PXHF aQ€ERT at dOT vRX¥RIat Al ethes sihoation brlueke Bl4thand
t he nessage, router 216 resunes waiting for incom ng nessages (bubble 502).
[ 0033] A@g}éhl%xgﬁﬁménéﬁath@ngOId?Véf:echthGeria weivc mmbyhde netpl wyedbasd
inplemented in this context, nessages originating 15 froma particular
sour ce nBYOVHILQIRS natithe afyt hmlmessggeerning message routing. — This
might also occur in the situation wherein the user of the mobile
communications device 116 prefers to have all messages directed
to a single unified message space or inbox.
[0032] If there is at least one rule available to the message
router 216 and an incoming message is received (block 504), the
message router 216 retrieves the first rule in the list (see
block 508). The characteristics of the incoming message, which
may include, for example, the message header data and the
content of the body of the message itself, are compared to at
least one criterion contained in the rule, as represented in
block 510. 1If the characteristics of the incoming mesgsage match
the criteria specified in the rule (diamond 512,) the incoming
message is routed to the message space (418.or 420) associated
with that rule, as shown in block 514, and the message router
216 resumes waiting for incoming messages (bubble 502).

[0033] As an example of the sort of criteria which may be

employed and implemented in this context, mesgsages originating

15



source itself, be designated as high-priority nessages, and automatically
routed to a particular nmessage space (418 or 420) reserved for

hi gh-priority messages. Accordingly, an inconmng nessage will be routed to
a particul ar nessage space whenever the source data in the nessage matches
the source data criterion contained in the rule. As another exanple, an

i ncom ng nmessage containing a certain keyword in its subject heading, or
in the body of the nessage itself, may be identified as a lowpriority

(or span) nessage, and automatically sent to a nessage space (418 or 420)

reserved | ow r'orii (or_spam nessages, %?OBﬁﬁﬁéé there is not a
mat ch beg%\feg%n g hggghé‘?% %’ériss lirc%se of'eYt hgj%f nEBR AP afé oJrif t RESERPeeri a
specified in the current rule, the process proceeds to decision di anond
516. If tRBFE® &'FSdre REssABRiFRARThg 35Ul B4ShoPBéOP}E b edRaREadefe nard
rule is retrieved (block 518), and the process returns to block 510 for
conpar i s¥RtIrGER L HonsPut ek ore ny BREShgelehanaesease sepaset 64lheorchRoeri a
contained in the rule, in the manner described above. |f there are no nore
message FORRYVYRAr iPes highbprproittyseesippgethe nbssagdingiyt.era?lGnebheng
i ncom ng nessage is routed to the default nessage space 422 (bl ock 520,)
and t he nessage wollebe 2dGutresutes angpdrtnigflerr | neorddy SPsSagebehbubbl e
502). 16
the source data in the message matches the socurce data criterion
contained in the rule. As another example, an incoming message
containing a certain keyword in its subject heading, or in the
body of the message itself, may be identified as a low-priority
{or spam) message, and automatically sent to a megsage space
(418 or 420) reserved for low-priority (or spam) messages.
[0034] If there is not a match between the characteristics of
the incoming message and the criteria specified in the current
rule, the process proceeds to decision diamond 516. If there
are more message routing rules to be processed, the next rule is
retrieved (block 518), and the process returns to block 510 for
comparison of additional incoming message characteristics to the
criteria contained in the rule, in the manner described above.
If there are no more message routing rules to be processed by
the message router 216, the incoming message is routed to the

default message space 422 (block 520,) and the message router

216 resumes waiting for incoming messages (bubble 502).

16



[0035] It can be seen fromthe above that an incom ng nessage wll be
routed to the default nessage space 422 in one of at |east two situations.
As descri bed above, an incom ng nessage Wl necessarily be routed to the
default nessage space 422 if there are no nessage routing rules provided
to the nmessage router 216. An incom ng nessage will also be routed to the
default nessage space 422 where one or nore nessage routing rules have
been specified, but there is no set of specified nessage routing criteria
whi ch properly matches the characteristics of the incom ng nessage. In

bot h of Sit at| the messa router s left wthout nessage
routing Fuﬁs f or %%:n ine drget%cf‘bf%’? ]tg‘@t?maﬁ}g S “‘ieé"sf"aﬁt ed,
by defaul t t% t he default nessage space 422. [0036] As an exanple of the
above, i #*bhePEnFstfshtto th?roﬁ?lféugémﬂﬁﬁségﬁ oﬁ%a%ﬁ%% ire qREy Pe 3Bt up
with a set of rules |ncorporat|ng a first rule for routing incom ng

el ect r onte2Safyongdéngeions- a A sdexgriedmkovmi | anddneswing message

space 418 and a second rule for routing incomng electronic nail mnessages
to a secédhtl epecesonitlymbe addteds too tiessdfmEfaceessiZf: dpaddi 422 if

enbodi nent, the nessage router 216 of the nmobile comrunication device 116
woul d r othexren aneconbngned ssgie ombotiapl rubssagecvadele fér stheemakksaddr ess
to nmessage space 418
router 216. An incoming message will also be routed to the
default message space 422 where one or more message routing
rules have been specified, but there is no set of specified
message routing criteria which properly matches the
characteristics of the incoming message. In both of these
situations, the message router 216 is left without message
routing rules for an incoming message, and the incoming message
is routed, by default, to the default message space 422.
[0036] Ags an example of the above, in one embodiment, a
mobile communications device 116 may be set up with a set of
rules incorporating a first rule for routing incoming electronic
mail messages to a first electronic mail address to message
space 418 and a second rule for routing incoming electronic mail
messages to a second electronic mail address to message space
420. In this embodiment, the message router 216 of the mobile

communication device 116 would route an incoming electronic mail

message to the first email address to message sgpace 418
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17 according to the provisions of the first rule. [0037] Wth respect to an
incomng electronic nail nessage to the second email address, which coul d,
for exanple, originate fromelectronic mail source 404, the nessage router
216 in this enbodinent woul d anal yze an incom ng electronic nmail nessage
according to the first rule, and would take no action, as the criterion of
the first rule requires that the incom ng nessage destination be the first
electronic mail address in order for the first rule to take action with
regard to the incom ng nessage. [0038] Having taken no action under the

first ru e _router, 216 uld then anal yze the incom ng
electronkgco£gf?gh% ggafﬂ%‘ﬁﬁﬂﬁﬁﬁ P%Oth %FF?Er? of the second rule. The
crlterloT g% %ﬁh nd rule requires, that the nessage destination be the
second el'® ni c et HRRRSEs .t sewinD sl e isefeid meissagsulte,

therefore, be met by the incomng electronic mail nessage, and the nessage

router 2tbe ﬁﬁﬁP&drdﬁﬁﬂjth@d@%%%%gewﬁéchegga@@qsp@we 420mpaecomadilggnaset he
prOV|S|ons of the second rule. [0039] Wth respect to an incom ng nessage
whi ch i sfrem séactrenieimakl sherder404 el ther naisagai Foatdr egssolint hnis

second
embodiment would analyze an incoming electronic mail message

according to the first rule, and would take no action, as the
criterion of the first rule requires that the incoming message
destination be the first electronic mail address in order for
the first rule to take action with regard to the incoming
message.

[0038] Having taken no action under the first rule, the
message router 216 would then analyze the incoming electronic
mail message according to the criterion of the second rule. The
criterion of the second rule requires that the message
destination be the second electronic mail address. The
criterion of the second rule would, therefore, be met by the
incoming electronic mail message, and the message router 216
would route the message to message space 420, according to the
provisions of the second rule.

[0039] With respect to an incoming message which is not sent
to either the first electronic mail address or the second

electronic mail address, such as a PIN2PIN message, a broadcast
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el ectronic mai|l address, such as a PIN2PI N nessage, a broadcast 18
nmessage, an SMS nessage or the like, the nessage router 216 would take no
action. Under these circunstances, the nessage router 216 in this

enbodi ment woul d first conpare the incomng nessage to the criterion of
the first rule (nmessage destination is the first electronic mail address)
and woul d take no action, as the criterion of the first rule is not net.
The nessage router 216 would then conpare the incom ng nmessage to the
criterion of the second rule (nessage destination is the first electronic

mai | addres nd u ﬂ§take no action, as the criterion of the second

rule is a?s%gﬂgf r?é?’ls ndIFFHE Tpebfhi iR e E%?ré%ep"o""rﬂﬂengr?‘ét?%eﬂ‘g

i ncom ng neiaa%g t he nessagg router 216 would then route the incom ng

message '8 tHe "G5Falll 2hbLSRge IBKler 457054 00LbTURStAREEher tBRaMESEATEN an

al ternate epbodi ment,, a_ nessage router 216 may be set up with a set of

rul es i ReBFpbr aLPngta Bhisstembpdinegit réritldhgf tevt ceospacef itbei ricowimgy

messages to nessage space 418 and a second rule for routing all electronic

mai | mes8ageade otaesbageripareon20f khet Hiisstemudedi nierissaidee derssageibaut er

216 of the nobile communication device 116 would route an incom ng

devi ce- speckhecfamstagéscsuchic mail address) and would take no action,
as the criterion of the first rule is not met. The message
router 216 would then compare the incoming message to the
criterion of the second rule (message destination is the first
electronic mail address) and would take no action, as the
criterion of the second rule is also not met. Finding no
specific rule corresponding to the incoming message, the message
router 216 would then route the incoming message to the default
message space 422.
[0040] As another example, in an alternate embodiment, a
méssage router 216 may be set up with a set of rules
incorporating a first rule for routing device-specific incoming
messages to message space 418 and a second rule for routing all
electronic mail messages to message space 420. In this
embodiment, the message router 216 of the mobile communication

device 116 would route an incoming device-gpecific message, such

ag a broadcast message from the user’s wireless service provider
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as a broadcast nessage fromthe user's wireless service provider 19 408,
to nmessage space 418 according to the provisions of the first rule. [0041]
Wth respect to an inconmng electronic nmail nmessage, which could, for
exanple, originate fromelectronic mail source 404, the nessage router 216
in this enbodi nent woul d anal yze an incomng electronic mail nessage
according to the first rule, and would take no action, as the criterion of
the first rule requires that the incom ng nessage type be "device
specific" in order for the first rule to take action with regard to the

i ncom ng ssage. Havi ng ken no action under the first rule, the
nessage %(g%'t er%ngéés\%%tdﬂ@d Then” aﬁ?ﬂ?yféxtoﬁéﬂinﬁcoi?ﬁ nljg@I SEVGFORS ] FBSsage
according.to the criterion of the second rule. The criterion of the second

rule requ%$%% %'fdt the nessage be of electronic mail type. The criterion
of the s&gﬁ&ﬂtrule, uld, therefore, be net by the electronic mai

nessage, he AfERi eFO 288 WO AITSUt @leHarareEiss aei t ompessdge
space 420, according to the provisions of the second rule. [0043] Wth
respect Woidh ¢oieki nforeskagelani ehiginaes t feomaeldeviarispesili sonessage
nor an electronic mail nessage, the
404, the message router 216 in this embodiment would analyze an
incoming electronic mail message according to the first rule,
and would take no action, as the criterion of the first rule
requires that the incoming message type be “device specific” in
order for the first rule to take action with regard to the
incoming message.
[0042] Having taken no action under the first rule, the
message router 216 would then analyze the incoming electronic
mail message according to the criterion of the second rule. The
criterion of the second rule requires that the message be of
electronic mail type. The criterion of the second rule would,
therefore, be met by the electronic mail message, and the
message router 216 would route the message to message space 420,
according to the provisions of the second rule.
[0043] With respect to an incoming message which is neither a
device—specific message nor an electronic mail message, the

message router 216 in this embodiment would first compare the

incoming message to the criterion of the first rule (message
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message router 216 in this enbodi nent would first conpare the incom ng
nmessage to the criterion of the first rule (nmessage 20 type is device
specific) and would take no action, as the «criterion of the first rule is
not nmet. The nessage router 216 would then conpare the incom ng nessage to
the criterion of the second rule (nmessage type is electronic nmail) and
woul d take no action, as the criterion of the second rule is also not net.
Fi nding no specific rule corresponding to the incom ng nessage, the
nmessage router 216 would then route the incom ng nessage to the default
message space 422. [0044] The b ve exa Ie could apply in a simlar nanner

to a setYBY ndssHGELCst %P% ne&dageetdPe Tle ofPyi AEEIPRYy f B6m the

dlfferent sources, such as a set of electronlc mai | messages originating
from sepEFRERTEPRCRF oRie FETTL akldfRsb8sNObr matset The MeERRIARESHERE 216
originating fromdifferent sources, or even a set of nessages having
certai n ¥a¥ydwr ten Foptprye th@ren¢@mh@ghMﬁ@8agwttmnthhecs¢b991om ohethe
present disclosure limting nessage routing rules to single criteria.
Conbi nat smendfreké¢ t émeéssade nkygek bis bebtetnowpermidl s an@ souidatdye no
included within the natural scope of the present disclosure. [0045] It is
bel i evetadthiatn t hasopdicat ditanidreconst thet irdfd rule is also not met.
Finding no specific rule corresponding to the incoming message,
the message router 216 would then route the incoming message to
the default message space 422.
[0044] The above example could apply in a similar manner to a
set of messages of a common message type but originating from
different sources, such as a set of electronic mail wmessages
originating from separate electronic mail addresses, or a set of
text messages originating from different sources, or even a set
of messages having certain keywords. Further, there is nothing
within the scope of the present disclosure limiting message
routing rules to sgingle criteria. Combinations of criteria
linked by boolean operators are sgimilarly included within the
natural scope of the pregent disclosure.
[0045] It is believed that the operation and construction of
the embodiments of the present disclosure will be apparent from

the Detailed Description set forth above. While the exemplary

embodiments shown and described may have been characterized as
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t he enbodi nents of the present disclosure wll be apparent from the
Detail ed Description set forth above. While the exenplary enbodinents
shown and descri bed may have been characterized as 21 being preferred, it
shoul d be readily understood that various changes and nodifications could
be made therein without departing fromthe scope of the present disclosure
as set forth in the following clains. 22 What is clainmed is: 1. A nobile
comuni cations device (116) conprising: a default message dat abase object
(422) operable to store incom ng nessages of a plurality of nessage types;

a nessagg recei?t Iogi% structure (216) arranged to: receive incom ng
messagesPT T uBFREEF RO /g ?ﬁ%&%ée@ehéﬁﬁﬁdlm1@49%¥ﬁtQ%%s%@@3tVBééOV?a a
data service network (400); conpare the content of each incom ng nessage:
to at |&EIhe ¥edti Radiéhcreliared eppldri &e comds nethéredn Wehboubne
message routing rule having a nmessage dat abase

departing from the scope of the present disclosure as set forth

in the‘following claims.

22



object (418, 420) associated therewith; store each incom ng nessage neeting
each criterion for a nessage routing rule in the nessage database object
(418, 420) associated with that nmessage routing rule, and store al
nmessages not routed to a nessage dat abase object (418, 420) according to a
message routing rule into the default nmessage database object (422). 2.
The nobi |l e communi cations device (116) of claim1l wherein at |east one
i ncom ng nessage contains at | east nessage source data, nessage
destination data and nessage type data. 23 3. The nobil e conmuni cati ons
device (116) of claim1l wherein at |east one nessage routing rule
specifies that at |east one incom ng nessage is routed based on at | east
one of messalfeasousceldamad hessage destination data and nessage type
data. 4. The nnbihe cqgnuniQﬁ%hgps devi ce £1163 of cl%%g%} mhegfig)at

ed’f group

. . . commu ation o)
| east one incom ng nessage has @ nessage ?y%e &Y ect rom t h
consi sting otompectingtc nmail nessages, SMS nessages, broadcast nessages
and PI N2PI' N

a default message database object (422) operable to
store incoming messages of a plurality of message types:

a message recelpt logic structure (216) arranged
to:

receive incoming messages including incoming
messages having different message types via a data
service network (400);

compare the content of each incoming message to at
least one destination-related criterion contained in at
least one message routing rule having a message database
cbject (418, 420) associated therewith;

store each incoming message meeting each criterion
for a message routing rule in the message database
object (418, 420) associated with that message routing
rule, and

Store all messages not routed toc a message database
object (418, 420) according to a message routing rule

into the default message database cbject (422).

2. The mobile communications device (116} of ¢laim 1
wherein at least one incoming message contains at least
message source data, message destination data and

message type data.
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messages. 5. The nobile conmuni cations device (116) of claim1l wherein the
destination data is selected fromthe group consisting of an electronic
mai | address, a device identification nunber and a tel ephone nunber. 6.
The nobi |l e comruni cations device (116) of claim1l wherein the source data
is selected fromthe group consisting of an electronic mail address, a
device identification nunber and a tel ephone nunber. 7. A nethod (500) for
routi ng message data within a nobile comrunications device conprising:
establishing a default nessage dat abase object (422) operable to store

i ncom ng nessages of a plurality of nmessage types; 24 receiving (504)

i ncom ng nessages including incomng nessages having different nessage
types via a 3dat aTker wiobeé lretammiuni4@@)pneonpariaey (51®) tlie cdaerdtent s of
each inconin o_at least one destiFation-%elated.griterion

g, essage
contai ned in Q?r?éﬁsgto 82 bs8Age P ott T Rg PUF e RabPhg 3PS mEsay ettt abase
obj ect (418, a420)emassoehat ethddeiM hBssage is routed based on at

least one of message source data, message destination

data and message type data.

4, The mobile communications device (116¢) of claim 1
wherein at least one ilncoming message has a message type
selected from the group consisting of electronic mail
messages, SMS messages, broadcast messages and PINZPIN

messadges.

5. The mobille communications device (116) of claim 1
wherein the destination data is selected from the group
consisting of an electronic mail address, a device

identification number and a teilephone number.

6. The mobile communications device (116) of claim 1
wherein the source data 1s selected from the group
ceonsisting of an electronic mail address, a device

identification number and a telephone number.

7. A method (500) for routing message data within a
mcbhile communications device comprising:

establishing a default message database object
(422) operable te store incoming messages of a plurality

of message types:
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storing (514) each incom ng nessage in the nessage
420) associated wth that nessage

nmeet s each
nmessages not

W th a nessage
(422). 8. The nethod (500) of claim7 wherein an incomng nessage contains
at | east nmessage source data, nessage
data. 9. The nethod (500) of claim7 wherein at | east one nessage routing

at | east one incom ng nessage based on at | east one of nessage

rul e routes
sour ce dat a,
nmet hod (500)

routing rule into the default nessage dat abase obj ect

nmessage destination data and nessage type data. 10. The

of clkacai9imbhereih04he néssagengt ypeedai@es denintledimg message
type selected_fromthe

consi of. el ectroni ma

25 i |
S resenged CBibhtc Res SRele adbr N Bt TR rrenesiadt FyBeH I orhad

(500) of cladac8 whevets fdievaast (4d)ion
sel ected fron1thecg

rou
mpaPing (510} the contents of each incoming

message to at least one destination-related criterion
contained in at least one message routing rule having a
message database object (418, 420) associated therewith:

storing (514) each incoming message in the message
database object (418, 420) associated with that message
routing rule if the 1incoming message meets each
criterion for the message routing rule; and;

storing (520) all messages not routed to a message
database object (418, 420) associated with a message
routing rule into the default message database object

(422) .,

8. The method ({500} of claim 7 wherein an incoming
message contains at least message source data, message

destination data, and message type data.

9. The methed (500) of claim 7 wherein at least one
message routing rule routes at least one incoming
message based on at least cone of message source data,

message destination data and message type data.

10. The method (500) of c¢laim 9 wherein the message

type data identifies a message type selected from the

25

dat abase object (418,

routing rule if the incom ng nessage

criterion for the nmessage routing rule; and; storing (520) al
routed to a nessage database object (418, 420) associ ated

destination data, and nmessage type

nmessages,

data identifies a destination



consisting of an electronic mail address, a device identification nunber
or a tel ephone nunber. 12. The nethod (500) of claim9 wherein the source
data identifies a source selected fromthe group consisting of an
electronic mail address, a device identification nunber or a tel ephone
nunber. 13. The nethod (500) of claim7 wherein at | east one nessage
routing rule routes an incom ng nessages according to data contained in a
subject field of the incom ng nmessage. 26

group consisting of electronic mail messages, SMS

messages, broadcast messages and PIN2PIN messages.

11. The method (500) of claim 9 wherein the destination
data identifies a destination selected from the group
consisting of an electronic mail address, a device

identification number or a telephone number.

12. The method (500) of claim 9 wherein the source data
identifies a source selected from the group consisting
of an electronic mail address, a device identification

number or a telephone number.

13. The method (500) of claim 7 wherein at least one
message routing rule routes an incoming messages
according to data contained in a subject field of the

incoming message.
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