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(54) Title: METHOD AND DEVICE FOR ENCRYPTION/DECRYPTION OF DATA ON MASS STORAGE DEVICE
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-G (57) Abstract: The present invention provides a method and device performing encryption/decryplion of data on a mass storage
media. A plarality of different encryption/decryption algorithms with associated keys can be utilised on different storage areas of the
media, such as blocks/sectors on 2 hard disk drive, thereby increasing the security of the data significantly. In addition, the present
“~~ invention: provides a method and device that combines said keys with random nurmbers for a further increase of the security of the
data. In 2 preferred embodiment of the invention, the block/sector number is used to select an algorithm with associated key and
random number. The present invention can also-be utilised to encrypt/decrypt e-mails, networking traffic etc. and other types of
o electronic data. n addition, said device provides an authentication session when booting a computer from a hard disk drive, and
even be used to select a cerlain operating systemn and/or environment associated with a certain key carrier by changing the Master
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"Boot Record of the disk system 16 February 2006 WD 03/027816

- PCT/ NO02/ 00342 1 Met hod and devi ce for encryption/ decrygtiFehruafy 206a on
.mass st oprORE9Msce Field of the Invention 5 The present priygibiozr el at es
to a nethod and a device for secure encryption (enciphering), scranbling,
decryption (deci phering) and de-scranbling of data, and nore specifically,
to a nethod and a device for secure encryption and decryption of data when
witing to or reading froma mass storalge device, such as a disk unit, tape
unit or other electronic/mechanic/optical mass storage nedia (called nmass
storage), colessedand deviee forcommyption/dserintioa ofdlai on BRSESEEBCHREIE such as
digital canmera, digital sound/video recorders (called conputer systens),
by a nmass storage bus. Background of the Invention 15 Conputer systens
store prodfigigofihelupention, npss storage devices. Unauthorized access to
such stored data is a known and increasing threat. The usual nethod for

t ect h st d f t d di :
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devi ce i'nto another conputer system and Tead/ use the informti or&js ored on

the mads 28 agomylss og Aitier gheefrerie paRREET Sugh A% digrtal agery digt t of

Mass st or 3eQraés feallsd Bom ﬁa&t&sgyat@hbﬁlb?laaﬁas@@mﬁubreat It is knovvn to
secure information by encryption before it is stored on a mass storage

medi a. Encrypted files or data segnents.nust be decrypted before they can
be used. Fuckbesindpéfahe Inventiohen back to the storage unit, the data nust be
re-encrypted. This process involves extra procedure handling for the user,
and is often the reason why such precautions are rarely effective in use.
Most  conpuanpuigre systansystoyes povgsanas endaldets gpmeass storegs deviesse Upehthorizades

(ovap 11| GRcess I8 SiEARALA] ﬁatallkeasgl&&l LA GhORASAY et " SR huabRGBSS Fsk
Sensi tive data can remain ava
protecting such stored information is by demanding a username and a password from a

user of the computer system thereby avoiding unauthorized access to the data.

20 Few are aware of that an unauthorized person may gain access to any portion of
information stored on a mass storage device without the standard user identification
method; an unauthorized person can remove the storage device from the computer (on
some.systems with external mass storage units, this is extremely easy), insert the storage
device into another computer system and read/use the information stored on the mass

35 storage unit and even modify data if wanted (fraud). Theft of mass storage data is a

substantial increasing threat.

It is known to secure information by encryption before it is stored on a mass storage
media. Bncrypted files or data segments must be decrypted before they can be used.
30 When data is written back to the storage unit, the data must be re-encrypted. This
process involves extra procedure handling for the user, and is often the reason why such

precautions are rarely effective in use.

Most computer operating systems are also constructed to use work files (swap files,
15 temporary files) of information currently processed. Sensitive data can remain available
in the work files. Even if the user thinks that the job is done, and data are written




in the work files. Even if the user thinks that the job is done, and data °
are witten WO 03/027816 2 16 February 2006 PCT/ NOO2/ 0Q842bmuary 3006ed and

safe t Qudeslhkys @ Person skilled in the art will be abl pcisvgsbinast data .
and docunents fromthe work files. Even when these working copies are

-del eted, they are still recoverable, since deletion 5 normally will only
mar k an area on the nmass storage nedia as free for use and not erasing the
~data. To be sure that data is erased, 2the nedia has to be witten over and

over again with randomdata to be sure .that no_jnfo tion is avai]able on
the del eensaypied endsaic tha difks § petsoralHlefdn the arrpy %S ﬁggﬁﬁ‘gaﬁs‘lﬂ% mdlage

medi a sefsdyhlehf frdii theewaixies.above is typical for a magnetic type of
nmedia, and wll be different for an 10 el ectronic/ mechanic/optical nedia;*

you cannot wite too nmany times back to a flash nedia, since the witing
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st orage device. e advantage of this schene is that a ata on Mass
st or affe BlegtreumEc/mec 9@1"3;%“@1’?9 rXPBt @a.ﬂ‘)‘rﬁ"fn’% fao ARy JRe g’%?ﬁ(p ot iﬂ%lhg a
dedi cat egheRla0gineNmE Grhigoridiatibaeh henaddintife irheddatticalty.eam t o and fromt he
mass st orage device. The aforenentioned program however, cannot be stored-
encrypted because the conputer systemnust be able to read and start
execut i nfhedeerpredgreamnviolveos ege dmoung oS corapiter proceseingppd usnebneeificelly st or ed
'on a mas I vice. If all information stored in the mass storage
devi ce iéeﬁi%‘%éggﬁ‘r”{g‘%ypt ed, the program nust be stored in a second storage
device. wi t hout encrypting the data stored thereon. Another obvious drawback

in _ Using software encryption programs will expose the allocated encryption .ke;ys when
they are processed. Unauthorized persons, virus programs, spy programs etc:, may use

these exposed keys to decrypt stored data,

20 To avoid some of the mentioned shortcomhgg above of securing mass stdrage data, it is
known fthat it is possible to encrypt all stored data on a mass storage device and decrypt

all data read from such a mass storage device.

One advantage of this scheme is that all data on a mass storage device is always
25 encrypted. This is achieved by providing a dedicated program fo be executed handling
the data stream to and from the mass storage device.

The aforementioned program however, cannot be stored .encrypted because the

computer system must be able to read and start executing the program in order to be

30 able to decrypt information stored on a mass storage device. If all information stored n
-the. mass storage device is to be encrypted, the program must be stored in a second -

- storage device without encrypting the data stored thereon. Another obvious drawback in

such a system is the demand for computer resources by the encryption/decryption

' process, leaving a lot less processor resources for the user of the computer system, and

- 35 the encryption keys will still be exposed when they are used.




such a systemis the demand for conputer resources by the
encryption/decryption process, leaving a |ot |ess procdsdebriaes2iféces for

t he us of conput er system and 35 the encryption i1l still be
exposeg{v\ﬁnoé‘@{%ﬁ%y are used. 16 February 2006 WD 03/ 027§?§WP%2/ 00342 3
5 10 is US patent nunber 5,513,262 (van Runpt 'et. Al.), discloses an

el ectronic device for enciphering and deci phering data sent to and froma
nmass storage device in a conputer sygtemby inserting the electronic
device in the bus connecting the conputer systemand the nass storage

devi ce. USepatannexitiend,Hi32qlaéae Rupiendigodissipsdsam elreinplie dédee fothar d
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enci pher eystateby piserting thameletteorfi¢ gevigrein thhbys gamedmg theeorpprfer sysigmdadr om t he

mass st p&égﬁasg%}%%cfep{cg_ugh the el ectronic device. Enciphering/ deciphering
are achi eved by applying encryption/decryption algorithnms (DES) and an

encryption/ decryption key on the data stream passing through the
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manuf act yr ' t.d | Ig;g§ .50 keep track of
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be repl aced to gain access to the stored data. 20 Therefore there nust
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devi ce, whi, nvol vi ncg.the%t%entral processor unit in the conputer

h .neans.
system KBRS e%‘B#‘?rW&r VI ACEE B2 Phe computer system such as a

virusis wormor Trojan code, may hijack the key when transferred and the
enc.r ypti Be rE%XsiLkﬁg ‘solution is a key hard coded into the unit, but a replaceable key is more
atiractive, if for example a used key accidentally is disclosed. The manufacture of the
encryption/decryption device must also keep track of all used codes, if for example a
‘used electronic device collapses, it must be feplaced to gain access to the stored data.
20 Therefore there must exist an index linking hard coded keys to specific devices, which

in itself represents a security risk.

Replacing the key would imply transferring the key from a computer system to the
electronic device over the interconnecting bus between the computer and the mass
25 storage device, which means involving the central processor unit in the computer
system. Malicious software, planted in the compuier system, such as a virus, worm or
Trojan code, may hijack the key when transferred and the encryption may be.

compromised.

- 30 UK patent applicétion number GB 2,264,374 (Nolan) discloses another device to be
inserted between a host computer and a mass storage device. Data flows between
several data buffers, which may be acceptable for a low speed tape recording system,
but the structure of the device cammot serve a modern high-speed hard disk drive.
Moreover, the encryption/decryption depends on the data block organisation in the

35 storage, which make the encryption/decryption device compuier system dependent.
However, the patent discloses a separate terminal where an operator can enter
encryption/decryption keys directly to the encryption/decryption device without




- associAfcedingdqa §is

conprom sed. 30 UK patent application nunber GB 2, 264, 374 (Nol an) di scl oses
anot her device to be inserted between a host conputer agFebrutig30G® or age
device. Data flows between several data buffers, which nay be acceptable
for a | ow speed tape recording system but the structure of the device
cannot serve a nodern high-speed hard disk drive. Moreover, the
encryption/ decrypti on depends on the 4ata bl ock organisation in the 35
storage, which make the encryption/decryption device conmputer system
dependent. However, the patent discloses a separate term nal where an
oper ati@yolvas therfeatral parsessipgtuns ip ghecropprtcnsysiesy Evei Whant ysingtapseprate channel

encry plubMPing Gy RbinOR sERMhL RephtbiaPlined, FROLUMY 006N dhiR\LBEM Ay tiRe
central processing unit in the cofputer system Even when using a separate
channefomPEEindypndigr REyjRl4t4dom a separate key storage media, like a smart
card, the data stream may be conprom sed and/or mani pul ated. One nmj or
drawback in the prior art is that all methods known so far utilise one

al gor i P fraReckimthe mrigr art jsdhajplbmethedsimerin sofir wiise eregisegtnmndioe ke¥qual

dat a st the Whble RfteRMI HPEEDgdNnbdla. tHIBAISANE R Will BE Bnc [ witipfhe Rfind to
crack the key and the encryption nethod used. A sinple exanple illustrating
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an English text, and that this two-letter conbinatlonlgylpe often is the
secondPhisaise vew feequehplupedn an Bnglishhisxlerngdhat gis mHedetiracenaipptign guiteaifign iso cr ack

the cagescbhi@tphtaSe thaQehtenck MNREsRhtidnBd baNeRthiyRIFERAGE B RIR 1ok istl&.
i nvention provide an inproved nmethod and devi'ce for enabling storage and

retrieval of encrypted/decrypted data to/froma nass storage nedia in a

conputSimmi§lof MeQbvétiBh | ar system environment. According to .a first
aspect_of the invention, there is provided nethod for encryption

(enci grehodimgnts of cthe iyentiog) prendds gihimrspved asthqshand; deyice dersenebling) storege, andf dat a
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medi a conprises physically addressabl e areas, characterised in that the

met hodYEFRHIIOBECHhe steps of. provide a plurality of encryption/decryption
algorithnms w th associated encryption/decryption keys; select one and use

sai d one of said Plurality_of _encryption/decryption algorithms with said
asPerh PHIhF inetion, thase ispapvided mpethedt Soroenaryntin GrcipRttingss on
the msﬁmgﬁ@/@e&yﬂml(aecﬁwgﬁ{gg dEJEFanﬁ;ﬁh?%f’ &t ApmS l@ﬂaﬁgfa}ea%' &R RdmsQ! d

associated key is base at | east two physical addresses defining an

upper SFEemsier wheeithe §a9sq storpge regliacomprises physically addressable areas, characterised in
that the method comprises the steps of: provide a plurality of encryption/decryption algorithms

with associated encryption/decryption keys; select one and use said one of said plurality of
encryption/decryption algorithms with said associated key on a data item to be transferred to or from
an address on the mass storage media, where the selection of said algorithm and said associated key is
~ based on at least two physical addresses defining an upper and lower address limit of a span of

addressable area enclosing said address of said data item on said media.

According to a second aspect of the invention, there is provided device for encryption (enciphering,
scrambling)/decryption (deciphering, descrambling) of data items iransferred to or from a mass
storage media; where the mass storage media comprises physically addressable areas; characterised in
 that the device comprises: a plurality of electronic encryption/decryption circuitry sections with a

receivable connected memory space for associated encryption/decryption keys; a comparator circuitry




addr essabl e area encl osing said address of said data itemon said nedia.
According to a second aspect of the invention, there is lorkebrudeg20®vi ce for
encryption (enciphering, scranbling)/decryption (deciphering,
descranbling) of data itens transferred to or froma nmass storage nedia,
where the mass storage nedia conprises physically addressabl e areas;
characterised in that the device cofiprises: a plurality of electronic
encr y%h@%&ﬁ%rypﬂﬂw 6f ﬁe@ték’bﬂs rompAsihd Qﬂgacwi sedliog twb Emé-mak@dwﬂe@b@d
menory space for_ associ ated encryption/decryption, keys; a conpaJator
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to said. nenory. location, and at the sane tine conparing sai ress item
with tHgesd {le%?r gl e ﬁl@ﬁﬁl}tw obraiel PERo oty ﬁb&?fw&wﬂhﬁf $pidegte

det er rdef@ated arf étiablingaslGhhle S edch 4Tl ipSrtiti@S 6f Qid @patator CeatiN@id eAbEY sigial Bai d

menory | ocation , whereby the output of said gate generates an enabling
si gnal $oPgste &"c‘?ﬁlegﬁ?a&‘e %%P%VPF‘%?F“BP“:&%‘FH’“B BFl,rC“g‘a’csﬁ"t?af-d enabl i ng
signal is connected to one of said plurality of electronic

encry

ion/decryption circuitry sections., Enbodi nents of the present
e e e oY B e et Par e B4 0 ARHCE e PeosE BOCRTRE  dat
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plurality of —encryptiaqn/dec tiqn algorithns. an eys, .where the
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Wi t hi rontthecud Restb witldh 6@ addEssias fda, abdseBorDify phiithl AdetsRs LW anower
and u Ber@%dd?ess limts Ihﬁ% sg&ns sai addressablg area on the nass
stor‘ad‘g Fraderess limifa that seanssaifaftressttleareron themas ci9F8F M§9%0 an enbodi ment of
the present invention can be used to encrypt/decrypt e-mails or other
types . of el ectronic ssages..on the flﬁ, and .t he, associ at ed
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st or aggerpmel with.and | oaded into a conputer systemonly 16 February 2006 5

In a preferred embodiment of the present invention, a method and device is provided that allows
different operating systems to be totally independent and isolated, even when stored on the same mass

storage media, and loaded into a computer system only




when a correct key is inserted in a device according to the present
invention for that operating environnent. |In one enbodilgrbnety 2605
invention, a user/admnistrator of a conputer systemw || have his own key
stored encrypted on a key carrier that transfers the key to the
encryption/decryption device on a secure channel. This arrangenent allows
the user/adninistrator access to own>ata files and pernitted operating
envi ronment. When such a key is renoved fromthe device, the possible
action perfornmed, according to a preferred enbodi mrent of the invention, can
be oneViR & AETePLkeYOIRi iAtgTted Ehatdeing 2eraung: Wehe et dRventiqrstor dhab oprraie

execut dnifGoriMeA0 1R 8Be bfibddifent @4t iBVentist, ARRLMEANEX K& 0PY coRpRE §88matkilier a
predefined time period or just IeaV|n% t he comguter running until the

conputhiéye his gwh keyl siereq ensp@ted gn 2Aey cHTie Uy tramsiory he ko) Rowrpapine/deenipiiored when

t he baRbicodn &lkadufeSchagti. This HAGngfRhNIMwE i HEWIRMSAGRP ERTo bRn dhh Siles
particul ar enbodi nent of the invention provides a substantial inprovenent

of - dat3ad Peryiish perating cpiopuesy Wsk seh akeytisfrmened fiom the deyiee, thyprseiblent s of

t he prR&&iferfoRNRNiding 8SK plefiried SbiBndt SOBY ReidE, LA BPSHe Jriugsoi®ihed and
device for providing a key to_an encryption/decryption algorithmrunning

in an SBWHBYANEhthe SPmPYE. JUsLPRPINGEXeEIIRE Prog@E ik the AMBYE SIRPPIBS (HeENIngf an
exanplo@imaite EREiRaL 1i:aé pbild & }a&el&{viﬂfgnfﬁg RbdPier fihing dnlaRé ebfpuler

schematic view of a secure channel transferring an encryption/decryption
key fro¥HFR 1s ghaeted. i s noint. bR &pY tppd hﬁfreﬁlaﬁeﬂi‘\gwnahe bopting atprts pgpiny 1ﬁlévi ce

accor ghdiighdtAd tdedcdERe@M th MU Piﬂi&ﬂbr%trﬂaodiﬁleﬁ%‘itﬁé Svéntioe DEIVRICL & shidkawdl and
I nterconnecti on of func_tl onal units in an electronic evice accordi ng to

a pr eff@POgEM faSETIGR 2 CABPHFTSSRER SYSPR BFRIPBALAMN 9. 4 is an illustration
of an encryption process according to an exanple of an enbodi nent of the
present .inventign. Fig is an illustration of an encryption Frpcess

.. 5
accor dirppgdimsnty 9t @R&Wﬁ?“ém&?nlﬁgﬂ seshiruRIPYidha segyre pprblampgr dkeg giethod srdpevispfor i g, 6

IS an prdvidisd 4 iy it®h QbrytidWRES PR QMR lmﬁﬂ%' Qh eRBo@MER YPihe AeRicACESS
accoré?ng to ?ﬁe presgﬁi Lﬁggntion. WO 03/ ?78f6 % 16 Februa?yCEOOG

PCT/ N0O02/ 00342 Fig. 7 depicts a schematic view of the conparator system
accor ¢igg degicts B echemRRAidestan cRImgIOEE dnRMBELIEN o8 @R bl &invehibhg. 3. Fig. 8

depicts a system according to the present invention, where the master boot
record of a disk systemis interchangeabl e.

Fig. 2 depicts a schematic view of a secure channel transferring an encryption/decryption key from a

smart card, or other type of carrier of the key, to a device according to the present invention

Fig. 3 depicts a schematic layout and interconnections of functional units in an electronic device

according to a preferred embodiment of the present invention,

Fig. 4 is an illustration of an encryption process according to an example of an embodiment of the

present invention.

Fig. 5 is an illustration of an encryption process according to an example of an embodiment of the

‘present invention.

. Fig. 6 is an illustration of a preferred embodiment of an encryption process according to the present

invention.




Di sclosure of the Invention A mass storage device is connected to a :
conput er system by, a mass storage bus (such o0 as cablFebappepoos fibre

etc.) t\k}ﬁtosﬁﬁﬂﬁ des the transfer of data, control codes Pa&g?oégé#‘z Scodes

bet ween the nmass storage device and the conputer system everal
types of such bus systenms and protocols used for this purpose. Exanples
are SCSI, |DE, AT, ATA, USE, FireWre, FiberChannel and others. These 15

" bus types are well known for a personeéskilled in the art. The present
invention can use one or nore of these bus protocols., An electronic device
13, accoFigi figepiotsarschamatil wewtofdhe compiaipe systom ac¢ardingdothg embedgment2)0 1. A

mass st 0f898 i ReNE&Eadricted liscating with a conputer through the device 13
o de e Pl

that provides a end comuni cating with the conputer 10 via the bus
segnent 11, and a second end 14 comunicating with a nass storage bus

devi ce 1figVE defifie alystems 8@FRIBAg ithe phReltUbvekionPRherd the MadtathobBiebyrdusi Nng a
standard S stora?se u%lgﬁr%&’gecol - as known to a person skilled in the -.
art. TheALSSEIRINT ErEASR0E- t he same protocol as 25 the segment 15,
but can be different, for exanple a serial bus while the segnent 15 is a

paral |l el ,bus. Th evice 13 will anyhow receive data or transnmit data to
and 'fronP_sti surﬁooﬁ‘ﬁﬂ‘éxla‘éenlt’loﬁki ng the conputer system 10 with the nass
storage device 16. Data sent fromthe conputer system 10 via segnent 1l is

: ta sent T )
STor ho- RRe 0sd doric 5 "G RLA® ehmpuy SRUCATHE 23605 SLEAE DibTaReS

‘decr ypt et wshle; epppeT 91 fibrerdie) gJéFrgmér&ﬁﬁ e trapstor pldataecarigl godes apd stafis

present (JuéeRdcivesh thehedse stdifesRUMBRKd iHk coshuidiayseanent 15 utilises
different bus protocols, the device 13 also serves as a transl ator between

the two protocols while, on the same tine, providing encryption/deciyption
of user Tigdra a6 se¥eall types IF ch dndi gt tilvk ppotesdn tused anthiopurddse devi ce

13 can arr.an e%' %Bg Hent [ - 1.0 units as
depi ot et RGeS, Rl B0 AnbotSe. ERewiR S O ypd B2 Hesg
cont riel | ars.types atchivell kagen tfore prusonsgindrin thelati.s typical ly a nmass storage
bus. 16 February 2006 WD 03/027816 PCT/ NO02/ 00342 7 The bus 15 will
typi cal I}yﬂé)e an internal bus definition connecting directly to the hard
“di sk dr i Vs preseat Byention gaRtuse ABE ARTICEQE TS Dys PEHOGE- ment of the present
invention, the device 13 will be a .
|  An electronic device 13, according to an embodiment of the invention, is shown in fig.
20 1. A mass storage device is communicating with a computer through the device 13 that
provides a first end 12 commumicating with the computer 10 via the bus segment 11,
and a second end 14 communicating with a mass storage bus device 16 via the bus
segment 15. The bus segment 15 is typically using a standard mass storage bus protocol
as known to a person skilled in the art. The bus segment 11 can use the same protocol as
25 the segment 15, but can be different, for example 2 serial bus while the segment 15 is a
parallel bus. The device 13 will anyhow receive data or transmit data to and from the
both ends linking the computer system 10 with the mass storage device 16. Data sent
from the computer system 10 via segment 11 is encrypted on the fly in the device 13,
while data sent from the mass storage device 16 via the segment 15 to the computer
30 system 10 is decrypted on the fly in the same device 13. In an embodiment of the
present invention, where the segment 11 and the segment 15 utilises different bus s
protocols, the device 13 also serves as a translator between the two protocols while, on

the same time, providing encryption/decryption of user data on the fiy.

35 -According fo the present i.n‘ventidn, the-device 13 can be arranged in different ways. For
example, the functional units as depicted in fig. 3 can be arranged as an integral part of
a hard disk controlier. In this case the bus segment 11 is typically a mass storage bus.




5 circuit designed to be part of a notherboard of the conputer system
Typically, the bus segnent 11 will be inplenented accordi6ﬂ@bf@rﬁm0mternal
bus def | pf the notherboard, or will be tailored cate with
a pr ogr{’avrrarjlmfﬁge I nput/ out put device on the notherboard, ?Fﬁie?jg]awrr%
Di rect Menory Access channel. The bus segnent 15 will be a mass storage
bus. 10 Data transferred between the conputer system and the nass storage
device can be divided in tw categorizs: Conmand/ Control codes and user
data. Command/ Control codes are all information regardi ng conmmand/ contr ol
of the ndds isdbaydl tpidaie be anrivienuil hys siefnition conkssting dirpeityt ion@ederks and
codes th%skscggpef%%@éndata organi sation of 15. the mass storage nedia, which
operation to perform which location to use on the nedia etc.
Conmmand/ Control codes are read via the first end 12 of the device 13 from

the bus X yet mar&ﬁmnweldf%ﬁmo@mdnhefdﬁ r@s%ntlﬁvéxmoh,hmes&%med3sm@laaelaﬂ onto

the bus 15 w t.hout encryptio cr there c
por f or iredREH APREHD 0F Pirt ot Shotio Bt SEBRE APl Bl r o | o1
w || act segmeidteske ﬁ‘ﬁ]mﬁsannhqﬂﬁnmtedalz&cordﬁxgotcdlanglmdslaalrrhﬁmfdaﬁnmxm of the

specific . S T ( at . ctively
ot i 1y iy EeRaft ok FATORCnEbR AT e Y S BRATHRN, ingioiphe

Cont r ol / Geviss cnhtke metherboard: fier eiamipde alBireas Mehett Aemsrs yheineh Kes bys
algorith gxﬁ&ﬁ 19t Rbe 220 Qﬁﬁ.ggtelbqlgal functions and features inside the

- devi ce 1 The schene on how t0 recogni ze such Command/ Control codes is
usual R speC|f| ed in the nass storage bus protocol. 30 In sonme nmass

storage IDaga F@ﬂ’aﬁéf@ﬁ@d HetWRWAKE combphiteMshbteMOind hePDES £bR ée tdévi%&hﬁﬂdoet he

Conmand/ Con codes to. ac |eve t he devi ce h
exanple. AR iRt rieS o FoRHEngeaBh ot o dit. cenpidRRRke
"borrow' cedereatal ait hﬁfo@thaﬁlm aegmimg.rbomnaemboan*eh obrth¢ hﬁasﬂ’&ﬁerag@ ateage, medi a,
typi cal | . ut s e Vi d he
devi co 1 PRRL BB aes Tollfund 49N i gl i Blhai i off
conputser themassi storeggmpdial iwhigh operatien toaprefomanwhich legitikn dmnse an the pradson
skilled g the art, as when the Command/ Control codes where extended. The
conput er system and the 16 February 2006 WD 03/027816 PCT/ NO02/ 00342 8

Command/Control codes are read via the first end 12 of the device 13 from the bus 11,

and then written by the device 13 to the second side 14 onto the bus 15 without
20 encryption or decryption (there can, however, be performed an alteration in some

cases). The mass storage device controller will act on these Commands/Controls

according the manufacture specifications-of the mass storage device. This arrangement

of selectivély identifying Commands/Codes or data, are used to send extended

Control/Codes that acts on the device 13 to select encryption keys, algorithms and other
25 operational functions and features inside the device 13.

The scheme on how to recognize such Command/Control codes is usually specified in
the mass storage bus protocol.

- 30 In some mass storage bus protocols, however, it will not be possible to extend the
Command/Control codes to achieve actions in the device 13. In another example of an
embodiment of the present invention, it is possible to “borrow” some blocks of data on
an unused area on the mass storage media, typically an area outside the storage device
limit (hidden area). The device 13 can use such an area as a communication window fo

- 35 the computer, and it can be used in the same manner, as known to aperson skilled in the
art, as when the Command/Control codes where extended. The computer system and the




device 13 can read and wite nessages (comands, instructions, data etc.)
to each other through this window. Referring nowto flgﬁI{ébruaSpIO(lﬁata are

t he dat tored on the mass storage nedia. 5 Enc
decrypﬂ?gﬂg@ggﬁirforned by sendi ng user data as i nput tgxﬁé%ﬁgﬂgggnented
encryption algorithns such as DES, AES etc. The encryption/decryption
device 13, according to the present invention, has an internal crypto bus
32 that . connects different hardware gections 4l1a, 41b, 41n in the device
13 running specific algorithms each attached to the user data input flow,
f1 ow ng deviaa d3 Eavomad hed Mritsthessades (@orbfhands) dmmcienso data ehx) th4ash athent er nal
buses I n e 13 and under supervision of the device controlling
art 30. %& EQI péggﬁﬁ&skllled in the art, it is readily understood that
41a 41b, 41n may inplement any one of a known algorithm for exanple in a

hard w R%@Erﬁﬁ@ﬁ@@%@rﬁ Brwﬁaﬁrﬁm ftﬁH deﬁ@@‘dﬂb@k@% S Re heds m&&m@&&peed
consi derations, but also.specially devel oped sol utions for specific .

demands $@eRPHen Modi degryptipge is P@rfga%l%q 1Bt ée‘%%‘?’&rﬂﬁ?'célﬁ?aoﬁsllpﬂ‘ktst‘ét"ﬁd (for

e>r<Tgrrrd)l e ﬂﬁdilﬁﬂéhkddnglo@jqﬁ%l 4150r8thme aslaclbas Dﬂﬂolm@@toecrheldmcmo@fﬁeéﬂypﬂion
enpodl ne

he inyentio the orith can ecuted,in
~control | QP‘“&?H nGeERee %@‘Fep'ieﬁeél (A T] o) a%@f“e’@%rﬁ% YR BV |32 @aborl t hm
is by | oadnmgtsZﬁffehemf hmﬂw’arepsemgomﬂtmdﬂb;e#lmmﬂmdeww it heuming epeeifint r ol | er.

Each”of BbfluRI AL THSAMA'S Toe GODUENAPGOSESRANR 1) b Bon? U froPdl o5 of

each alg program menory can
be a fi xéd apndthesstend ¢ngd Heviariptenal useamgiﬂ @@d@@gs Urend updensnperyisiaed at

power up of it¥Rielice %ﬁtﬁﬁhﬁ@ﬁﬂ%‘@@ TPYSh&&in sl&léﬁh {RX APk & reiBPunddr@GiR €rs can

al so be encrgapt ed and subject” to rigid authentication procedures as

25 known b4k, Adb.<Hm By wréanﬁw Fyong of 2 kigwg @lgegdlam cios cxgerlgdn Adail need t o
or gani se“ﬁ!@a aprmsm AmRA | for bictaalgofiu, for nRkGheR paed RoNdafiohs,

function le. s % atio ram basi ¢

formt 1 R oo spptialk deudoedt aF GlioRt o e, ARt HebOns Pty wshececsar y
t o hawe Swmclitdressatiliatian ehskswictd &ub aelchpbs satzoehlgi mbgowmﬂm)n cathebear ea on
a nass Shﬁél@x%@nt%d' a to constitute functional nmass storage solutions such

as file tens. An addressable area on a nmss storage nedia is usually a
consecutive physically addressable area of the nedia, limted by a |ower

and uppefy ?&%@tﬁ@r SabédinRs: dhGe Sﬁﬂ%ﬂtl&i thd) ﬁig@ﬁﬁﬁﬁsﬁ?«ﬁhﬁ%ﬁ&@@d iMaSsicroSt Or age

systens are lllsually arranged in a %{ c | a ers deflnlng
~ di f f er enfoRiplley yeanizgmenty Whetethe pelion sg&@tnag éé@ al§9§ s badpapl e i s
t he R@l Ddidiesdat piogt@Mcounter content i the micro controller. Each of said program counter
- contents corresponds to the start address of each algorithm stored in a common program
memory. The program memory can be a fixed non-volatile memory or a random access
memory initialised at power up time from the computer systeri 10 for example. Such
fransfers can also be encrypted and/or be subject to rigid authentication procedures as

25 known to a person skilled in the art.

Large mass storage devices need to organise data to be manageable by a computer
system and provide a functional file system for a user or an application program. The
basic formatting is a block/sector division of a media. Generally it is necessary to have
30 addressable areas with sub addressable units within the area on a mass storage media to
constitute fumctional mass storage solutions such as file systems. An addressable area on
a mass storage media is usually a consecutive physically addressable area of the media,
limited by a lower and upper address defining the span of the addressable area. Mass
storage systems are usually azranged' in a hierarchy of logic layers defining different
35 types of for example storage areas and systems. An example is the RAID disk system
definitions. An address to such an area is usually referred to as a logic address. In the
present invention will ali references be to the lowest level of address — the physical




" definitions. An address to such an area is usually referred to as a logic
address. In the present invention will all references 0& Hebriabe200Bnest

| evel - the physical 16 February 2006 WD 03 ,

PCT/ NOO q&?%@@%% address on the nedia. The enbodi nents é)‘?ﬁﬁﬁiﬁﬁ?&ent

i nvention can be used with all kinds of |ogical storage |ayers and systens
on top of the physical nedia. According to a preferred enbodi nent of the
present invention, such addressable argas 5 (blocks/sectors) can be
individually encrypted with its own encryption key and /or algorithm The
bl ock 40 #dsiress@ndhe npestial Theesmaliodimenth of thgdressyt biventipreascbesussk veith all

bl ock! seckiats STHRA ARgeRhaS LA ARl o 5 oRLBAyLBMRE@LE TUn [0t he

sections 41a, 1In"on basis of a on of this nunmber with the
address (sub address within the area) associated with a data itemto be

stored orAb@ﬁding e rbﬁnﬁﬂ%ﬁlb%ﬂﬁi@ﬂ@f af\vh rg@nt ﬁlv%gtéodzlsﬂch derbds%tlﬂé hﬁia@? éhe

(the | P CLHFEGHIS, o be apfauBliy Biopfd Wihiis OVe Seopbat kv 1of

.conpar at oalgordtima g'ht Sslack 4BImctké davide "1 Stregeitisoihk 'addrees p€ @hiared yachViisen t he
addr ess t W 1 i ei ved,

the userogat a@%n@ Fénslg Slgfs&tézolﬂga?qgé %\%%pﬁ‘r%% g%ore%éﬁfél)seﬁé?}is a?;1rt

Bl ock" arftit;-stdp opbagik of agempaisen ofthrls nirebargeith e taddiessefsvt sdduehd wethin i s

Sdross | o) atdialed i) B At fo B Bl AR S e L 00D | T he
conpar'ét ot® Fgﬁ) 7d§{“égg‘§s lﬂPﬁ CORAYPE W@ﬁk 49n &he staetsaddiass and ead prdiess of ynal t o
one of tHsloclt gfataid ie hfﬁgb{ ﬁﬂédcﬂés@abl blé&a@? on mal mé’(ilﬁ isRedred fl tﬁe &ﬁﬁﬁdrﬁblf ar "is

m ne" I nect e i,,N e a e erw se,

The i gnal 1 Rt 3105 Fie, o Hoemrosarotie: Fohur OF ey ohS5a 41 t hon

I n an enbtwsi fwhtaddfess wathimvendreans redelved athe mheddtamdmddeﬂs sy cmepmﬂ

uiper | o VAE B Smefhes Yy moeis A0SR AIRHRL e SR llde 2200

nurrber of nenory ere are al I ONS elin of an
i s nilhe' adéregmﬁ glteétea thapeer pqusl 40 dlov | Sﬂarh Blaclseaddross aid thetusen dige itom

acconpl i dagebsd 1@5!%t(ﬁrelqﬁﬁ tb@lﬂa' “Stép BbckEB66kAN %JrﬁlcﬁinAR%Qﬁusc tor t 0 the

nunber of tge aI | th ot herW| se zero, éﬁy nbi ni ng

m ne" siGhdf toqs JHF CIBEOBI 89095 QG h T8 /ming h Siem fos o eh ﬂaeoaluge@ﬂp"tﬁhdl ng
addr ess asctidue 4nu,nabler 0411 et thisspfmuﬂﬂar ‘SS ﬂ]ﬂﬂi”,mgﬂal is doagedie] RCdaBRNOT an
al gori thr,pe IéorH nge%pl € odraite arH;‘ea 51gna1 is false, inhibiting ramming the

20 aforementioned algorithm,

In an embodiment of the invention, will all the hard wired processor algorithm sections
41a, 41b, ..'., 41n contain a memory area with the same number of memory cells as
there are algorithm sections. The linking of an “is mine” signal to a specific algorithm
- 25 section will then be accomplished by entering logic 1 in the cell with an address equal
to the number of the algorithm section, otherwise zero. By combining each “is mine”
signal from each comparator with all the cells with corresponding address as the number
of the “is mine” signal, will the selection of an algorithm be interchangeable
programmable. |
30 '
In an embodiment of the algorithm sections by a micro controller, can associating
- correct content of the program counter with the associated is mine” signal do the
selection and interchangeable programming.

35 The comparison arrangement is repeated n times in the comparator block 40, one for
_ €ach of the n sections ninning an algorithm.




30 In an enbodi nent of the algorithmsections by a mcro controller, can -

associating correct content of the programcounter wt h 6tHeBriasE mieat ed "is
m ne" g the selection and interchangeable pro ] 35 The ]
corrpar‘i%ggﬁﬁgzrﬂlgfé)'ngerrent Is repeated n tines in the corrpgl?faﬁorh[;%?og‘é( 40, one

for each of the n sections running an algorithm 16 February 2006 WO

03/ 027816 PCT/ NO02/ 00342 10 Figure 4 illustrates an exanple of encryption
of data el ements (bl ocks/sectors or HHdressable areas) where data are
different, but the sane key is used. Figure 5 illustrates the sanme

encr ypt | BiguEc Hetiisiaies png W.mpi? BuancryplicR; of dranpipmertio(blicks/seaiore at a

el ement sadifr&ssitle atasiBrigne dith arsshfferelig bul hedtad keyRas@ncrypt ed data el ements
will therefore be the sane constituting a pattern that nay be a security -
risk. in a preferred enbodi nent of the present invention, the block/sector
nunber  Figher Srillistrates thessafi@namarngticGio sthienle sy, ¢t bunidhivekbapleaouif an

addr essapl r i Lven | 2| . 1 rticular.addressable ..
area, i 2‘%8213 ?eigmglgf g%:e[ 8 SE@?/,%D(? éﬁgg;giaﬁger ﬁé%;vﬁst]‘{%géinﬁ%p%nicgﬁgﬁadl %,a"% gi;‘?lenre at ed
nunber uwilbjiherefere be thessaylegokitgduitngr paitin dut sy dearseauritpriskonbi nat i on of

bl ock/ sect or/ addressabl e area nunber and a random generated table, where

t he conbj nati'on can be constituted as a concatenation if the key is synbols
for exafplie Prefgdrd | SROUMERhHOF abEi BFesaic NVeptipme thesplock/sgcign nptmbet ¢ ) .

Thi s schigi@mation ¥ 4 Cosidnd!CshtioD cbdd). orfinfiineationt AbRA lah YaddRRAGILA afbanunber

I's used t.o prevent th I dentic bl acks (or 'sequences of data) of
at a W | SVBERGH R EEar it pr i SRiresllE Srort B uged B SSRHELS e dftidtuner s
are genewith ad apidnsiiypetrited autmbll eniijos ifsle thid blodkkéder/didrasdie asadaby t he

20 bl ock /a I [. | nbodi.rent  of .1 [ esent
vent | oRigpSion 6C bR LA BNTREL b ol D PSR bertialkd Bl 0P

st eps, fwhae thyycarhlainaiedneemi encasigingdd as'4 somdatemitigeiddhakeylis symtiods oonpar at or
40 and iQabfie SAAARA Sf SibulBRol LRCKE U 1LY /is @ﬁ%ﬁ&sé‘t@g.e'rﬁfseé’ch@&%r- Thi s
arrangengent “provi des the same random nunber for the sane .

bl ockf s dpsratedia s 8abl e area nunmber thereby ensuring correct 25
encryption/decryption of the sane data elenents, while at the sane tine

Provi 01 e SSTRLEL ShohehANIRMLRE oL 10 phOS e DR MR el Wadd ven

if the s .
sequences of data) of data will be encrypted identical, as shown in fig. 5. The random

numbers are generated and stored in a table inside the device 13 addressed by the

20 block/sector/addressable area number. In an embodiment of the present invention, there
can be a plurality of tables that are addressed in two steps, first by the selection signal
“is mine” generated in the comparator 40 and in the second step the block/sector/
addressable areca number. This arrangement provides the same random number for the
same  block/sector/addressable area  number thereby  ensuring  correct

25 encryption/decryption of the same data elements, while at the same time providing
completely random paiterns in the encrypted flow of data, even if the same data
elements appears and keys are used, as illustrated in fig. 6. The content of the table can -
be generated internally in the device 13 in a micro controller 51.

30 Referring now to fig. 3, to write a data block (sequence of data) to a disk, the computer
has to tell the disk controller where to write the data via a block/sector number. The
encryption/decryption  device will  receive the command with the
block/sector/addressable area number via the part 12 of the device 13. The protocol
interpreting part 30 of the device 13 will recognize this as a command and feed it

35 through its interior data path to the part 14 of the device 13. The protocol part 30 will
also store this information and feed it to the comparators 40 inside the device 13 as




el ements appears and keys are used, as illustrated in fig. 6. The content
of the table can be generated internally in the devi ce 16Februady 200G O

cont rol a Referring nowto fig. 3, to wite a d sequence
~of data 03%}78(5‘;§sk the conputer has to tell the disk ggﬁ'{@g%&e%r‘év\here to
wite the data via a bl ock/sector nunber. The encryption/decryption device
will receive the command with the bl ock/sector/addressable area nunber via
the part 12 of the device 13. The protiocol interpreting part 30 of the

- device 13 will recognize this as a command and feed it 35 through its

i nt er i or desatibedpaidvet (fStaneBluak’t and: “Sfopt Blockic pddresses adirss of gadesl d¥art 30
will alﬁgmség;e this information and feed it to the conparators 40 inside
the device s WO 03/027816 11 16 February 2006 PCTI NO02/ 00342 descri bed
above ("Start Block" and "Stop Bl ock” addresses, address of an user data

I tem et gyhen tNEESmbEr Eéﬁﬂmﬁee&n&ee&%nmﬁtwmﬁ)cspmwmnhe@mmml par t
30 will send the wite m"rand 4. . and.set H}e PRl ocol par.t
30 reddycemmaed ipths Halﬁalff’sfa@ got *ﬁé’ﬁ(’t‘:"f‘ﬂé’a@g{%‘iﬁ tos 9o, 318 e q°hg data. The
ItOL gﬁn O|C(r)1|t %mgfé,mé)aﬁb%mg\k;\&h |S?m1ﬂl§@€: %r?oﬁiﬁhiat@(t;&g%%ﬁ df:;;gtp;hﬁhbgm 13, ; :J t2| ng
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corresponds to the current sector thereby selecting correct algorithm

section 4la, 4lb, ., 41n and associ ated key. The, en tion/ decryption
al gori t hWghenfheread/vpite data diaffipsartsytte cogparalorSsPiuA; r‘i‘é“‘ég tams the scf -

of comparators describing addressable areas on the mass storage media that are
encrypted with different algorithms (“Start Block” and “Stop Block™ addresses), will
20 send the output signal “is mine” that corresponds to the current sector thereby selecting

correct algorithm section 41a, 41b,. .., 41n and associated key.

The encryption/decryption algorithms, 41a, 41b,.., or 41n, will start collecting data
arranging them to the bit size the algorithm use. When the correct number of bits is

25 collected, data will be sent through the current algorithm section 41a, 41b,.., 41n
~ selected by the comparator 40. After encryption/decryption, data will be split into the
crypto bus bit size and sent from the output of the current algorithm 41a, 41b,.., 4in
back to the crypto bus 32 down to the protocol part 30, that split the data to the bit size

of the bus 15 or 11, and sending the data to either the computer 10 {decryption) or fo the

30 mass storage device 16 (encryption). The encryption sections 41a, 41b,..., 41n also gets
information from the comparator when a new data block starts, to be able to use CBC or

other encoding functions to extend security.

The protocol part 30 issues also all the necessary “hand shake” signals being part of the
35 bus segments 11 and 15. '




arranging themto the bit size the algorithmuse. When the correct nunber
of bits is 25 collected, data will be sent through the qarﬁeeﬂjarmmrlthm

sectio , 41n selected by the comparator 40
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sent fromthe output of the current algorithm4la, 41b,.., 41n back to the
crypto bus 32 down to the protocol part 30, that split the.data to the bit
size of the bus 15 or 11, and sending the data to either the conputer 10
(decryption) or to the 30 nass storage device 16 (encryption). The
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i nventi aﬁ‘s\llngqgée rﬂiﬂdﬂ/d&ﬁry@ﬁﬁﬁ@ &erﬁ'a@@dﬁdﬁg% ﬂﬁsspre&r&ﬂ(%mﬂ@ﬁﬁﬁém@ﬂdr ess, a
key and cator 41n to

orjt section 4
use for thaergptepinshdes BF‘B’& g@e%f’t"bglo Q@a?seeéé nlél éb?‘?f%f?ﬁ? ek ] o1 age
medi & Faxgmd?cadﬁpcbﬂ:wmca ﬂg@itﬁm wictibn @lasatyt.. calld readerfotfe fifferanéadi ng a

smart c 6 ke r ont ai ni,n top

bl ock a ‘@?gwté’&‘yﬁ%%e SrPOﬁh%(? n%?t?:%g%rﬁleed% %ﬁeé 4 @égﬁ’&é(? @gﬂ&gﬁ%\t}} ing this

i nf or nat dngdt mdtmmdedemacrer 1@ dirguz lsmag cand 634 ((eaveehrdoinroniaians &ie #iafk or
block address, stop block address, key and algorithm indicator. Other means for

providing this information to the device 13, such as an infrared conumunication tink or

20 radio link 62b etc., can be used according to the invention.

‘When the device 13 is started, the internal micro confroller 51 will collect keys from the
key carrier 63a. The micto controller will send keys to the correct encryption section via
a security section 42. The security section will prevent keys to be destroyed if the micro
25 controller 51 should start running malfinctioning code. The micro controller will also

load the comparator values.

The internal ram 31 (random access memory) is amranged the same way as an
addressable portion of a mass storage device. That is, all the common features of the
30 . device 13 in accordance with the present invention can be applied on the content of the

ram.

To use this functionality, extended codes as described above, can be utilised to transfer

a block of data to and from the ram 31 either to/from the computer system 10 via the

35 bus segment 11 or to/from the mass storage device 16 via the bus segment 15. Another
~ method of accessing the ram 31, is to use it as a memory location outside the disk




20 radio link 62b etc., can be‘used according to the invention. Wen the

device 13 is started, the internal mcro controller 51 vidFebewdry 2086 keys
fromth rier 63a. The mcro controller will se t he
correct %é%(@?’%’ f‘{)n section via a security section 42. ?ﬂ%ﬁgéiﬂ@gf@ section
w Il prevent keys to be destroyed if the mcro 25 controller 51 should
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one embodiment of the present invention, the ram is used to load e-mails or other types

of electronic data such as files, network trafﬁc etc. to the ram 31, encrypt the content of

the ram in one selected section 41a, 41b, ..., 41n, and then read the encrypted data back

20 to the computer system 10 where frther actions on the data will be executed. If the
length of the data exceeds the size of the ram 31, the communication protocol will split
the data and then loop the different sections of the data through the process as described

above until the end of the data.

25 When an encrypted e-mail or other types of data has to be decrypted for instance, the
user of the computer system 10 has to load the e-mail or dafa to the ram 31. Then the
device 13 runs the proper algorithm and the decrypted e-mail is transferred back to the
computer system 10. Keys for this operation can be public/private key systems
providing a secure system where the keys never are exposed when they are transferred
30 encrypted, according to the invention, to the device 13 as described in the present

disclosure.

One important aspect of the present invention, is to provide a secure handling of
encryption keys. In a preferred embodiment of the invention, a key is first fransferred to .

35 the micro controller from the computer system 10. Then the device 13 can perform a
~ selected encryption of the key, and then the micro controller 51 can transfer and load the
encrypted key to the key carrier 63, 65, for example a smart card. In this simple manner




Wi chever inplenentation, the ram 31 can be utilised.in several useful
~applications. In one enbodinent of the present inventi d6Febhary206 i s used

to loaq e-mnils or other types of electronic data such ' net wor k
traffigyépgﬁbﬁg the ram 31, encrypt the content of thePégﬁbh%&Qﬁ% sel ect ed
section 4l1la, 41b, ..., 41n, and then read the encrypted data back 20 to the
conputer system 10 where further actions on the data will be executed. If
the length of the data exceeds the sj4gze of the ram 31, the comunication

protocol will split the data and then |oop the different sections of the
dat a' t hrigygibidieandr dsteacasditeso thd prserd ioveation pravidevesesyrs dropglandat a. 25
When an encrypted e-mail or. ot gdata has to be decrypted for
instanceﬁra‘fs%%&ﬁ%cé?ptgge?wtéogln% %lelré/dg?si?ée)%xslo'has to load the e-mail or
data to the ram 31. Then the device 13 runs the proper algorithmand the
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encr ypt eevdaciirthe. t he key carrier. 63, 65, for exanple a smart card. In this

si npl e manner WD 03/ 027816 14 16 February 2006 PCTI NC02/ 00342 the nethod

and devi ce accordi n‘%dt o the present invention provide g}ﬁsecure .ctlaonnel and
6én 5
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An even gahRecivenor biet siaseddviad key carrier technology is that it is
"possible to et the key carrier in itself generate a random encryption key

for a session. In this manner the whole key process will proceed = w thout
i nt er ventThe keysf arastpréiimeentema idovises biepety Tharerasagim grethpds dctiPiig XS t he

keys data internal in the device 13, in non-volatile memory 52, 53 where the user has to use
authentication procedures to enable these keys (this is a procedure that can be done

20 together with other security products).

The present invention protects the loading of external keys by encrypting data to/from

the key carrier 63, 65. According to the present invention, after detection of a key
carrier 63, 65, the device 13 will send a public key to the key carrier 63, 65. The key

25 cartier 63, 65 will then encrypt, with the public key, a session key to the device 13, then
the device 13 and the key carrier 63, 65 can start to communicate. An alternative way is

to use a key exchange scheme (for example Diffie-Hellman key exchange) to define
 session keys. The session key will encrypt all data on the communication channel 60.
The invention will send check messages to the key carrier 63, 65 to ensure that the key

39 carrier 63, 65 and key device interface 61 is still on-line. This check messages will be
sent at randony time intervals with enough data to be sure that the key device interface

61 and key carrier 63, 65, and the device 13 can authenticate each other. If the key
carrier 63, 65 detects irregularities, it will be shut down. If the device 13 detects

| jrregularities, it will be shut down. One exception to this scheme is that the keys can

" 35 have a lifetime parameter. This parameter tells the device 13 how long time period the
keys shall “live” in the device 13 after a key is removed. If the key is removed,
‘according to the present invention, the device 13 will not shut down the key before the




o even further. The key carrier 63, 65, carrying the keys, are directly
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.deV| ce Wt Bhhas f 61 can be a dedicated smart card r_eadcf, 2fﬁﬁ(ﬁgpl e. For
ot her types of key carriers, it can be an IR transceiver,

transcei ver, or other similar device. The keys are stored |n ext er nal
devices 65 or 63. There are also nethods for storing key data internal in

the device 13, in non-volatile nmenoryl%2, 53 where the user has to use

aut henti cati on procedures to enable these keys (this is a procedure that
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tells thdndeV|ce 13 how long tinme period the Kkeys shall "live" in the

device 13 after a key is renoved. If the key is renoved, according to the

- present invention, the device 13 will not shut down the key before the WO
03/ 02YBl@M@SlaGﬂﬂeﬁﬁrma¢qﬁﬂ2md@m@Qfﬂcmmt¢@4Nﬂ|0ﬁ]€qfqu?§1m1é355 WBakeHEgret he

predefi n%ﬂdn@%s&%feb@s"excﬂsive%&%ﬁ aftehBedchbh 8f ddeamperi ng” with  the key or
the key device interface 61, will cause the device 13 to shut.- down all

~keys.  Shut down, neans, t hat keys are detectably renoved fromthe device
13, and tAweshdemiiadfig. 8 a hard disk device 16 can be split in several independent isolated

areas of storage. A MBR ( Master Boot Record) contains the necessary information a
20 computer system first is loading wﬁen a system is booted. The content of the MBR tells
the computer system where and how to load the operating system from the hard disk -
drive. The MBR for different operating systems on the same hard disk drive can be
- stored together with an encryption key in for example a smart card, in accordance with
an embodiment of the invention. As described above, the MBR on the smart card can be
25 loaded o the ram 31, be decrypted and then be used as the MBR of the hard disk drive
16 connected to the device 13.

The present invention provides also a 2-step boot method of a computer system. First,
send a program code segment (stored in the device 13 in the non volatile memory 52, or
30 in a key carrier, such as a smart card) to the host computer systemn 10 that gives the
user/administrator a method for authentication. Secondly, after the authentication has
been successful, download the master boot sector from the hard disk drive to the

computer.

35 The present invention increases the security of a mass storage device by providing a
method and device for encryption/decryption of data stored on addressable portions of
mass storage media with different algorithms and encry_pﬁon/_decryption keys.




13 will no longer gain access to the protected area defined by the key.
Referring now to fig. 8 the present invention can al so dsdebhrare20iat a

interc ion; it means it can tag a sector/bl ock e the
.content%ﬂit)g%]{gr}ﬁglly in the ram 31, then the content canp%ﬁﬁﬂg%‘?og{zed or
changed, and then sent to the host conputer system 10. Wth this function
we can alter partition tables on a disk system change partition tables to
1o match a key set; e.g. different kgy set can boot the systemwith
different operating systenms. One key unit can start operating system1l,
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system .10 that gives the wuser/adm nistrator a nethod for authentication.
Secondl y,, after the authenti.cati.on has, been successful he
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present invention provides an encryption/decryption method and device that prevents
access to data on a server hard disk, when for instance the disk system on the server is

20 stolen or removed and fransferred to another computer system.
One other aspect of the present imvention is to provide an encrypted communication
chamnel for transferring keys between carriers of keys and a device according to the

present invention.
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PCTI NOD2/ 00342 One aspect .of the present invention.is to provide one key
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i ncreased security when encrypting a such addressable portion of a storage
media with that particular key and algorithmby providing a random nunber
together with the key for random sati of the patterns constituted on the
nmedi a after encryption, even if successive data records are alike and
encrypted with the sane key and al gorithm The random nunbers are stored in
to a table permtting recovery of a particular random nunber used when
decrypting the -data encrypted with this random nunber sel ected by the

i nformati on about the bl ock/sector nunmber or address of the addressable
part of the nedia. The present invention provides also a system for
securing the downl oading of a is particular operating system and operating
envi r gNpatent (¥n: hard di sk drive to a conputer system which al so enabl es
conpl ete physical and |ogical isolation between data files for the
different operating systens and users of the conputer system The present
i nvention provides an encryption/decryption nethod and device that prevents

access to d n seryver . .har k . whe -] h b gk -system on

‘the server 1 "'%h‘%o %tt oleélnﬁ’BP&?erdlr%%é‘%}% gﬁ%‘h t%é@@ﬁ@%%ﬁ%ﬁnof%ég@%gﬁn%ut er

system duseramifling) of datatitests trarsfemresk tnor fraventmash sigagomsiisy wherethe

encr ypt eg ' i c e rd kEMSctBgicaeRN el er s of
! gﬂg&g%b GRLdiD @%xlnﬁgﬁggtﬁltyﬁxfggﬂy L@RshBle’ 4rbs, KRM At

keys an _ e accor present invention. 25 30 35 16 February
2006 Wangtodzempgsede NewnH0342 17 s Patent Caims: 1. Method for
encryption (enciphering, scranbling)/decryption (deciphering,

descranblin of data .itens transferred to or froma mass,sStor di a,
wher e t HEF¥H®naés en‘%edF%F%W‘%é’@@’%%ys?lg%’?@madmtgss%ﬁ?gﬁ%ﬁggas ,
char act egricsgdionfdetiyation heys; met hod conpri ses the steps of:

15

‘select one and use said one of said plurality of encryption/decryption algorithms with

said associated key on a data item to be (ransferred to or fiom an address on the mass

storage media, where the selection of said algorithm and said associated key is based on

at least two physical addresses defining an upper and lower address limit of a span of
20 addressable area enclosing said address of said data item on said media.

2. Method according to claim 1, characterised in that the step of selecting the

| encryption/decryption algorithm with associated key, further comprises the step of

combining said key with a randomly generated number, by concatenation, subtraction or

25 addition or combination of these operations or any other arithmetic or logic operation on
the two items constituting said random number and said key.

3. Method according to claim 1 and 2, characterised in that said address of said table is
an index constituted by at least a part of said address of said data item.
30 ,
- 4. Method according to claim 1,2 and 3, characterised in that said random generated
numbers are stored in tables where the address of said tables is based on two physical
addresses within said selected span of addressable area on said media.

35 5. Method according to claim 3 and 4, charaeterised in that at least parts of the content
of said table storing said randomly generated numbers is statically or dynamically
 replaceable stored in said table.




provide a plurality of encryption/decryption algorithm wth associated
encryption/decryption keys; ' 15 select one and use sai d6debruaty 2606d

pl ural'iv{,(%{()%?t,]gl%crypti on/ decryption algorithns with sai ?‘H@’ﬁﬁﬁé@%ﬁd key on
Ite

a data 0 be transferred to or froman address on t orage
medi a, where the selection of said algorithmand said associated key is
based on at |east two physical addresses defining an upper and | ower
address limt of a span of 2a addresg@bl e area encl osing said address of
said data itemon said nedia. 2. Method according to claim1, characterised
i'n that the step of selecting the encryption/decryption algorithmwth

associ at ed further. copprises the step. o LAl i - Mth a
r andom yggs’ﬁéﬁ%ﬁ S HMgele C%&“cgns%af c%g%sletgnl}l éh%% fﬁgg,ftlg%rq&o%ﬂfgn‘g%} ion or
conbi nat alporitiin sivbsed egseciateil day compasep it Heps edr i t hnetic or | ogi ¢ operation
on the two itens constituting said random nunber and said key. 3 Method
according to claim1 and 2, characterised in that said address of said . .
t abl e s spravidipmaesolisotien pf opang dfyaddressable eregs byrlistigs said pweadpd WPt sai d

dat a itegadlgggﬁnqitsﬂﬁ;aﬂgp according to claim1,2 and 3, characterised in
that said random generated nunbers are stored in tables where the address

of said tables is based on two physical addresses within. said selected
span of E%ﬂﬁcﬁﬁ@@hhﬁngrs&ﬂa At Gl shtryeeissid c3Bection dflatidressahlecpant afgrdasic| ai m 3
o

Slor i ho LAk By B rd av@rinair Bl b DEpRORLY By ok il 7 ©

storing :
repl aceahlgeritingr e benliskeidotot aaplueality ©f Bpdsuctradd2seble wead Bl IR 781 that

PCT/ N@Zéﬂggi’@g@gn &n dgéﬁéagqngqi&%r AL Db ngsﬁ %E?d&res%ﬁ! Q&g & s3ffnalh t hat

said ste ect1 ng sal gorithmand sai d associ ated key conprises

t he st epstoofge rsedi;ovi di ng a col l ection of spans of addressabl e areas by
listing said | ower and upper address limts in pairs; providing a |inking
such that one entry in_ said collectiaqn of addressable s of greas is

li nked t 8siagIhe addresy ok dataqites conmarng ot Wil Al s Q‘PP“FFeE@Q °hi2f{Iess ¢ hat
one ofs S&nftsiie saligolibétonpthessbyiRidctabkeindiag aheppdir of lower ahd apgonaddikss

a ddress aﬂlmelts%a% %ﬁclbgests%% a%l r‘legse ott srz]lzli& data item; and

issue a signal or message containing information about said enclosure of said data item
address thereby identifying the correct one of said encryption/decryption algorithms by
20  using said linking of algorithms and span of addressable areas.

7. Method according to any claim 1 to 6, characterised in that said linking of an upper
and lower address pair with an encryption/decryption algorithm and associated key
either is a predefined static linking or a dynamically linking.

8. Method according to claim 1, characterised in that said keys associated with said
algorithms are transferred from a carrier of a key to said algorithms over a secure
encrypted communication channel by storing said key in a storage element readably
. connected to said algorithm.
30
9. Method according to claim 8, characterised in that the transfer of said keys is done by
a secure exchange scheme (Diffie-Hellman key exchange scheme) or with a public

private key scheme.

35 10. Method according to claim 8, characterised in that said transfer of said keys is done

with an authentication process.




one al gorithm can be used in nore than one span of addressable area of said
mass  storage nedia; using the address of a data item cder@biuagy 2006w t h al |

sai d uppasomnggikower address- 15 limts in said coll ectigiyndhabely
detectably finding the pair of |ower and upper address |imts that

encl oses said address of said data item and issue a signal or nmessage
contai ni'-ng i nformation about said enclosure of said data item address
t hereby identifying the correct one ofl9sai d encryption/decryption

algorithns by 20 using said |inking of .al gorithns and span of addressabl e
areas. 25! BGsthodecerydimgctoorlaim , caaapiyrisadyin fhpt tsﬁ)‘dg],‘eyc?%:‘gcise? i%g‘élﬁei n t hat
sai d |ink&di§§)rféfng€}ﬂoéﬁéﬁﬁF elertit(k)mdr madsile piiorV t h an
encryption/decryption algorithmand associ ated key either is a predefined
static linking or a dynamcally |inking. 8. Method according to claiml,
char act erixedeihnd tdeadrdigd tb kkbya Hschacickmed wh tthatsstdl seairg sommymcation
transferred fr,oma rrl a - S l.goy . L :

enor ypt ed B RUF b ChetRief's S6Y QRN g el Mo W RE LU
readabl y cardenmvéetkey, and aeindrypligoideaiphiongalgwihmod according to claim 8,
characterised in that the transfer of said keys is done by a secure

exchange schene (Diffie-Hel|l man_key exchange_ sche or wth a public
o vat o KBl Mtthehgiconting & clBR A3c e Hrn g 19t Sharprgrehiru BrRield | o

t hat sai Cistaﬁ@?ﬁéa@ﬁn%r§ﬁbﬂamuﬂj§atmmﬁm1_th an aut henticati on process. WO
03/027816 19 16 February 2006 - PCTI NOO2/ 00342 11. Method according to claim
8, chdfacterised in that said key carrier is a device conprising

processi n. ighmhbdcaydiagdo alaim 2 yciaptcidrmedrbrnibal said 2onskibti¢rbetcarcobratichg t o
clai m 8, char.agteri i.n. that. I ecure comruni cation channel is,

consti tutlggVg@%ﬁg@%@é%@%‘ﬁ%@ﬁ%@@aﬂ@fface, recei vabl e connected to said
carrier of a key, and an encryption/decryption algorithm 13. Mthod

~ accor d: NG 4. Qigthéd Rcbiiing MERRh 851 GBfhckedisbd af 1h8REAd comEhittdiicereSRate?
ehan nels is a wire based communication channel

16. Method according to claim 11, characterised in that said key carrier generates an

encryption/decryption key in said embedded processor.
20 - 17. Method according to any claim 1 to 16, characterised in providing the steps of:

providing a master boot record of a hard disk system encrypted with one of said
- plurality of encryption/decryption algorithms with associated key on a key carrier;

25 reading the content of said smart card thereby enabling a decryption of said master boot
' record in the identifiable decryption algorithm with associated said key;

transferring the decrypted content of the master boot record to a computer system
comnected to a hard disk drive sysiem thereby enabling booting of a computer operating

30 system and/or a certain part of a file system and/or a system/user environment and/or
~ other type of partition and/or information stored encrypted on said hard disk drive

system to said computer system.

18. Method according to claim 17, characterised in that said key carrier comprises one

35 ofa 151ura1ity of master boot records and encryption/decryption keys.




is an optical and/or a fibre comunication channel. 10 14. Method accordi ng
to claim12, characterised in that said constituted secUgFebRARRI06 | S a

W rel ess radi o communi cation channel. 15. Method according to claim 12,
characterised in that said constituted secure channel 15 is a wre based
communi cation channel 16. Method according to claim 11, characterised in
that said key'carrier generates an %%crypti on/ decryption key in said

enbedded pr aS&&eqbr end@ptioh: (eddihbiith, SRR McEPHE MeGPhdhifB, He-5@arndfing) of

characterised in providing the steps of: providing a nmaster bqgot record of
a har d2i sKemas, sBpstErdr yi%t e8F WilioR: ofe BESSsaplrags| dedia ¢ ywhgre the  mass

encr ypitdrape/ Ghearay RomBhsed| FBfsichllBadibebdabid s 3Rad, AbRkhcleBYedONn AtHALYthE ABEAHRT ; 2S
readi ng the content of said smart card thereby enabling a decryption of
sai d fH8P81*boot record in the identifiable decryption algorithmwith
associ ated said key; transferring the decrypted content of the master boot
record to a cQnmputer system_ connected to a hard disk drive systemthereby
enabl iarfﬁ“fblefw?ﬂ@ct@rn%?nmﬁ?a{d@?mwengql%ses@o%y‘g@étﬁw&lﬂs CORIeRtE] MEMAYpart  of
a fil epsiySéraBsoain®d efcratisyadceypliisRsys;,envi ronnment and/ or ot her type of
partition and/or information stored encrypted on said hard disk drive
systemto said conputer system 18. Method according to claim17,

char act @nipsRebr icBelittp bartifidrdd KEY phadility OF secabR dohPSisifh eadh saftioR tRb Wrid-i ty of
mast er fé})ot records and encrxptl n/ decryption keys. 16 February 2006 20
19. DEYICCerdrRle BRRPY plaHiEe pfﬁ@FfPﬁg, CRPRiAS| PRE) ARECY RS offte AND

(deci phecbiigetedfel gl rhdd@ry REatiof & @niphR@With fiRRSAEK o sh 4ddred itdnf B¥hi@ MBSS
storage nedi a, where the, ma‘ﬁs storage nedi a conpri ses physicall

: al 1y
addr e SSRBHEOLYULS deERAipGL SUf PAlERs HAMIR S FHYE cge) {1 wid RERYY ilaen andatural ity
of el ekd kMY Eme NipRrirgOMd 8P tile@Nwith B! cbritdht P GhidOREmMyt IBcatioh 96 8hiMabl e
connected nenor pace fqor associated encryption/decryption keys; a

conpargepFrate; Pla:iﬁm ﬁ%f;&er%etif f9id aedess dtem 15165 F ieayp! &1 egepiepnd REMBFPYYng i n

- each s@ation) WhkBy WeichBut FHahia/ghRdadhies ARHEbIAg QAL in0dash sdid\parShaCdfIsaRai C
conparator units and a |l ogic gate AND interconnected such that said nenory
| ocat i*BHPIEL off5ar B RPAPHNS Higgl it SARnCEPd JR S¥fdrbseid PRIl o aflereBifpar at or

unit teBerfiRlogidBirfRion bir&ifkeagtds.ess itemis greater or equal to said nenory
| ocation, and at

20. Device according to claim 19, characterised in that there is a write-able/readable

table in the device of random generated numbers, whereby said associated key with

said one of selected algorithm, by said enabling signal, is combined with said random

number by a logical or arithmetic operation.

o 21, Device according to claim 20, characterised in that the content of said table is

predefined and arranged in a plurality of devices.

22, Device according to claim 19, characterised in that said keys associated with said
algorithms are transferred from a carrier of a key to said algorithms sections over a secure encrypted

communication channel to micro controller in said device.

23. Device according to claim 22, characterised in that the transfer of said keys is done

with a Diffie-Hellman key exchange scheme or with a public private key scheme.




the same tine conparing said address itemw th the content of said nenory

| ocation in said conparator unit to deternmine if said dddicbasmry 2806 i S | ess
or equal to the content of said nenory |ocation, whereby the output of
said gate generates an enabling signal, in each said partition of said
conparator, each said enabling signal is connected to one of said plurality
of electronic encryption/decryption2tircuitry sections. 20. Device
accor didng t m&Eicdi okding G121AE 0! LS idhibed Mothat BRI Garlsfor HrWhidt By@ B @édecadabl e
table in the device of random generated nunbers, whereby said associ at ed
key wi Vi ansythantigatdongrocesst ect ed al gorithm by said enabling signal, is

conbi ned with said random nunber by a logical or arithmetic operation. 21.
Devi ce according to c¢laim 20, characterised in that the content of said
tabl e ¥s  pridgéricpalinhly dipgdgeuracisrised dn thabsaid keysprige s acdsyice gomprisingj ce
accor dirb@ssiny ddnthild) i a AN ARISHEm@Y I n that said keys associated with said
algorithns are transferred froma carrier of a key to said algorithns
sections over a secure encrypted conmunication channel to mcro controller
in saix, devipggice 2acoR¥ GF RHAODHT Rearh@erGbAi i) 8di BlAALAGIE doftBfinicRichhat the
transfer of said keys 1s done with a Diffie-Hellman_key exchange schene or
wi t h #hpst i ds pr?svagsée‘i(e)}’eg’l‘ﬂ%new% kewbr eRsisy 2098vVable Xgnnepigdi c@ adcor di ng
to cl alepndddee iBIRARRCINA ah SEGyHt RN B ptioA k&bl AR 548 midd cGMblerkeBY on LiScrdpiae Wi th
an aut hentication process. 25. Device according to claim22, characterised
Cin tha3fCES Wkey carrier is a device conprising processing el enent(s) and
a non-volatile nenory.. 26. Device according to claim 22, characterised in
that said secure conmunication _channel is established between said key
carri € r ecd?ViH| Eediigetr SR 20y chriglered| e thahtsaids Keve devipg) intgrface is
encr ypishfaR/calaes@t i on section via said mcro controller and an el ectronic
security unit. 27. Device according to claim26, characterised in that said
key device interface is a smart card reader. 28. Device according to claim
22, chagract epdviedcdoniidg8lclafAbg BeGtEReS hARRQhidisScutd chaftel xah opficH d/orf i bre
communj cati on channel . 29. Device according to claim 22, characterised in
that d¥rorosmugicationchmmel is a wirel ess radi o communication channel .

29, Device according to claim 22, characterised in that said secure channel is a

wireless radio communication channel.

30. Device according to claim 22, characterised in that said secure channel is a wire

based communication channel.

31. Device according to claim 19, characterised in that input and output from said plurality of

electronic encryption/decryption circuitry sections is done over a crypto bus.

32. Device according to any claim 18 to 30, characterised in that an internal rain is

- connected to said crypto bus via a circuit controller.

33. | Deﬁce according to any claim 19 to 33, characterised in that an input/output bus and/or an
input/output bus in the device can be one of following choice, but not limited to: SCSI, IDE, AT,
ATA, USB, FireWire, FiberChannel.

34. Device according any claim 19 to 33, characterised in that said input/output bus and
input/output bus can be different in which case said device controller execute a protocol translation

between said two input/output/ buses.




--accor

30. Device according to claim 22, characterised in that said secure channel
is awre based comunication channel. 31. Device accori@ipfgniay 200ai m 19,
characterised in that input and output fromsaid plurality of ‘electronic
encryption/decryption circuitry sections is done over a crypto bus. 32.
Devi ce according to any claim18 to 20, characterised in that an internal
rain is connected to said crypto bu Zvia a circuit controller. 33..
Devi ce3saccor Divig doordifiy toGhftliin B th34 TBara@ibrdedBitidti sed in that an
i nput/ out put bus and/or an input/output bus in the device can be one of
foll owi ng choice, but not limted to: SCSI, |IDE, AT, ATA USB, FireWre,
Fihber‘cawaj(?sgk.bo%}él.rem&i @13 aaqlaﬂ(rj dis_lagsﬁfe?h Gnérlypled Owitlo &%b oﬁgls_'i}’d?(phﬁ?d’litﬁ_eﬁ :/\E ]
that sald | nput/outpyt bus and,. |I.nput/output S can be.different | IC
case SAFRPURNACTRPERT AR Mestid-ele 031°p‘i“6‘§'6‘é‘%91t?£?%?9§’1 VEFBH VPR s ai d
two i n@yiystotédunldkebugseis; 16 February 2006 22 35. Device according to any
claim19 to 34, characterised in that: a nmaster boot record of a hard disk
system encrypted with one of said plurality of encryption/decryption
al gor ishidfmsicro Ro:Ravller redde ahd Wiikfer QRGMSRE beod tededIytdrdg i@ kanNs with
associated key is stored on a key carrier; said mcro controller reads and
transfer said naster boot record for storing in said ram a connected
conputadonfistEdashpadr sirm e thaobebboraGRidding td thetcbaretaiftsaidtradf3158ad ther am 31
Vi a tf(he . device contraller and said interconnecting bus. 36. Device

e‘r?ﬁe?‘)é‘“%ﬂ% YA PERGORECEE UG o acterised in that any e-mail or any
type of electronic data as for exanple networking traffic can be
transferred from sai d conputer. systemvja said bus and device controller
to sai3§' ramlg%i’ilfﬁ %@f&ﬂ%?%yeﬁ?’ﬂle rS?pgeaﬂ‘aé‘%?éer‘“%da’incfﬂ?fraﬁ}bteﬁ“ﬂu‘g,anértr‘ﬂ’et“r‘i‘en be
read kigkodiodaanhdfoc exgplehiet®yiking Maffr cah BE tlatFeraaifiodNSaid computer system via -

said bus and device controller to said ram, and be encrypted/decrypted over said crypto bus, and then

be read back to said computer system for further actions.




