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;e3eY)V 1$$(6(T) METHOD ARFS*8¥YSTEM FOR CONNECTI NG END USERS W TH
NETWORK LOCATI ON FI ELD OF | ON The present invention relates to

i denti fyi wp epet39as kK | ocat ﬂﬂﬁﬁ I ders based on code iprdUSMELDN @ g
provi ded by an end user. THE | NVENTI ON Bar code scanni ng

technol ogy has been in use for quite sone tinme. Such bar codes appear on
nost i tens encount e METHODCANBSTES TERMEDR. COWNECTING ENXDCcery itens to 10
driver's licenses. O hergtyRSsSvHIH SRBORKUCHCATION vat e codes), and

met hods for acquiring such codes, have been and are continuing to be

devel opegr; Basy ¢pgasnangreiper codes allow for fast and easy

identification, tracking, and inventory of itens as well as storage of data
relating 1o Sugly ddseifinvdifioR #laEOHF RN fgHRRATE 10kaRBIIOY hiBUlekaaldd ar part
of the consuner gxgerig%é?g? soatﬁas tﬁe I:néq% vveb@cs?grw ces an?iIfs

app! b cabnaode inbbrivfatioe ptovidaddsy afenfifiseeb servi ces and applicati ons continue
‘to grow in nunber and popularity. Identifying ways of converging these two
apparently disparate technol ogies to create a product that provides

mobi | i t A SkARIGIGUDYOF FREURNASINTRSQVENI ence and efficiency to web
applications and services would enabl e conpanies to reduce costs (by

repl aci ng for pual ! cadi . I ) @yt ease
revenue (by o elf%(dne{;EZ %Ireg%lﬁjgg%vn%%lbteégﬁ 5dverf§%%%§ggﬂgt&eﬁ?yha%lfcil}e%§;t hat al | ow
consuneceddsappearonabest iteps ethonheredisy comsumeart evaryldag atfram greekery ifems tocr ease
productivity (by automating sales force tasks such as oduct ordering),
anoﬁj{jl mp e %@%qr%?ﬁe,ptﬂ%mwf RS IFTbr G VBis e RS rarad bt AgT HARFed

Ser Vi Cegudiidas aIBEh-and aroSdMYRBY e G bd HE I MVENBLDS (BB SnPbESE ek NVent | on
provi des systens and nethods related to the convergence of bar code and

ot her celowdor fastrandleas)i idsntiiatiomeinckimgcahdappdntasiof wams anw el es siocags, oft her eby
fulfillin nee resent in the prior art. In particular,.the present

i nvent i gamirelafing p{)uéﬁltflgs'a@y?f "e%eéhﬂv %‘fﬂ%}a af°8$‘"§’t“(ﬂ“gr{a©m§@r RO Beect i vel y
shar i ng ;eRdmits 8kpdrizhéd, B8thaOMe uée of Mé@éér&i)!e%d%?ﬂﬁéb‘ﬁ%ﬁ DEREA!YpaeEess a
net wor k havi ng a‘t) | east a hub site and a plurality of provider sites. A
usels r eawsbdervices and applissipensdionimuectoegnew ienambrand pspwlatyed in a profile

dat ab iated with the hub.site. .Each -t d.includ bl i
nf or mat i on ¢ AAEREE Bk oRBPVEaR bEeyt ety GRFERERRERT 18 ond- user
expect s cydatd a OISR MR Providdd 1T sitplisitlactligeyD ESWeHRNSe Md Eidien®er M ssi on

of the end-user; private information that the end-user submts to the hub
si t e ando webepplnatienrandservices peosidengbld companise tostednesicaaist(hy sepjacais t he

provi ders. W t hout 1.5 N of:. ngd- user ; a_nop-external |y
Paent ' 15wty GUE TR b8 irk SRR E Floread ey RRRr o2 e
end20is ebakodé-beablel alveKisinghalteAaioasBatt dlo donkwhers eleest abdugprdtiuggnt ai ni ng

the non-external]ly identifying symbol, the public¢ informtion associated
Wi t h t h@Tige sigselociiont eignscTRePToRRIH Vit dbh atfomptiRg sadesfopredaskaspchst hout

per m ssi 0 - Y I

bont a1 P8 BAR cuctoher RERRPTR SAeVREARE cERSER N L 1
t ransm sémite$ tooenstoneery)ub site to the end-user. The private information
associated with the end-user is transmtted fromthe hub site to the
provider only if perm ssion of the end-user is received in response to the
per nj ssi re st invention is further directed to a system
andrﬁhst §M§&ﬁ?ﬁ§&h@ﬁ% an end-user a location of a provider on a
network that is accessed renotely by the end user and that has at |east a
hub site and dhsprgsgtiinyengpn preyidessystems aad meghads jelated (odhe 6ANVEHESIES pondi ng
to one | dethRYodi ST Y=Yy =] -t.he hub site.
I 1 osponed ol AR GRe il Ethulodid R e Rty WhIREESIS IR Bty

cor r es pamdebydfulfilihg e nkaigatiennincthe ptier pt.ovi der on the network and associ at ed
with the received code information. 20 is rtg(gri eved from a prggi | e dat abase

associ at ed wi UhPRHEUIAT thegprpsent pyantion igdiretsdtpr aysterh it mathed forstoringed t o
di r ggt 5 : 2] Lo af Al ; Il i he

et o kR e A et (o cach
end- usenetwisk havisg et least ahub isite kndie plupality ofpriomider sitesi dnusehagcordie end- user
submts to the hub site and that the end-user expects will be shared with
one or nore of the providers w thout 25 perm ssion of the end-user; private
information th -user submts to the hub site and that the end-user
expects wll nthg‘mm@ﬂmgmwth any of the providers w thout perm ssion of
the end-user; & ernally identifying synbol associated with the
user-record that i dé¥b?"fies the end-user on the network.




Mor eover, the present invention is directed to a nethod and system for 30
transmtting information representative of scanned machi ne-readabl e codes
bet ween navow/k33es tes. Information associated with one or poresecanmm of
machi ne-r eadabl e codes 2 made by an end-user is received at a first
site. The information associated wth the scans of machi ne-readabl e codes

I's storedrespondiitie Badrendsmerisaiorel ¥ o grofilkiatdbhsd assbdigedWnithithe Rutfdiea record
havi ng a uni que al pha-nuneric identifier associated therewith. The end-user

i s di r edtash usergpear anclides publie mformation thabthe enftusengubmits tethe huh site pr| udes

both a | identifyvi address.of the s d sit. n.the network and
the uni éﬁgq%f %!’flggﬁ?ﬂﬁ@chsq?’@e%ﬁ%ﬁ%egw 1%150&8(9'1 é‘_%"éggﬁﬁ‘[erﬁ“?‘ﬂgef?ﬁ’f‘%‘P%ti on stored
at the fheifissidh b€ theAntagee ptivate dFoimdtontRAehe/ &fl-@er billnild toThe Jitt ftef rom t he
second site for the infornmation stored at the first site. The request

si gnal iandithat g endrusgr expsats ¢l gat b sharpd with eeofdhe Repviderevittoutdent i fi er.

‘The stor i nforpRLi |.S.. fir -S| . SECo ite in
! o ponad s of el sy, BT nlr- SRty Jddibyif hubdl b BRI ]
di r ect edistieregordbitederdifids ttdnddiséioon thel aedioily.i higrebunséto £fifht tig@esta | ocati on

of a provider on the network and for preserving user .annotated code

i nf or matSt&a! copfning thepen-erdemallyidentifying symbok tgfr prblici infprinption assedeed s t es
and is i . e i on

cor r espaidd e eHd VS Eabptel nBrihahis b RS Ao BERLIOPHRE O |
at tloe hald-usért dn rdsporigestp @nscondaediiest sigithd comhiaingahe Aon-exteinatly kdeatl figs s
information corresponding tqo the |l ocation on the network of a provider that
i s assocyEbel AReipisting redisetily Bepsaiied fromdherbyl Bie tpdhe endryset cths praate

profile iﬂﬁhﬁ&?ﬁ?as@%ﬁﬂ%ﬁ .'t‘ﬁ(:ih%ﬁcﬁ.lstepﬁ Jl%gn&leh%l A& ml%ts\ﬁg%t}%gﬁtg‘ﬁa&
information 1s used to direct the end-user to the location o e network
of the amboifipatnadsipn of thdend-uklsds reaeived at reshode toottle pemfissiomtdqaesti s recei ved
fromthe end-yser at the hub site. The user annotated code_ inforpation is
stored at the MEPraenbOvenom s Weﬁﬁh rﬁ%@mSYF%Wi%ﬁﬁ?&W%e{/@@ to a

met Red gy SR &R § Meafbh 64 Y idRPoER etk tHaPisaac@é‘s%é!@{]e%dta? %% R erds NQ
information corresponding to a provider associated wth the” end-user. A
dat abaseiswi and thathlasiatlleast ¢ hub site et aiplpradisic bf mbvider sitesi €ode sdoimztiod with 25 a
di fferent nmachi.ne-readabl e code, is. vi.ded., One. or nore qf .the.records
has. & plRGPAAOBIGHO GAF PEMEFCoE pioy KO N et S s Sheelieda Bech B et he
F“ ffer enh réb%@n‘i!értli in%Sﬂ%ﬁn&?dn[‘ﬂet@%ﬁ@&dd?és@%ﬁhﬁ&licﬂﬂ Jofn%ﬁ;ﬁﬁl‘di neweders. Scan
infornmati on associ ated with one or nore scans of machi ne-readabl e codes

made by lo¢asior pfithggepvidendn the netwrieansbassoniatod wethitherdceived cedeviafdrmation net wor k

Sit t he _end- yser bei ssociated wi.th.one.of the.different .30 providers.
' B9 pdn e IR 2Bkdle ARAFHRE SRt st BE nil b TR FPRT e Prchi ne

r eadabl enfopégtsorsic aBdted divect the efd dsdd S€thedbdutiba bf tRVEShcidtedpiohletad tease. At
| east one 3 networ k address for each of the retrieved records is

sel ect edetwarks Toe peafile dafabagg inpdudss 3 agergreard coepipandingde Fachiendyisetne provi der
associ atg(ly, Jrl}e{d?ﬁ ir?cﬁ‘]fdeg pliblic ﬁ%rﬁéﬁ&‘fﬁﬁ?ﬁlegﬂé-'us&f suBH)?tﬁ SO fic ik rsige 2hd
property Intormati on O a-session o e end-user on e network.

Transm shitale @fd-iseeegrotitiberbired withad oe aré oDile hevidet withbutsi te to the
end-user is initiated. It is to be understood that both the foregoing

genéral REEBIESIPROf Bis caddrseth BTy yp iompriion deatitheendiesst submpritsda thg mbsiterpl ar y

vent | GaUoLe i ! e MR A e i rRbaen ©f e

permission of the end-user; and a non-externally identifying symbol associated with the

user-record that identifies the end-user on the network.
Moreover, the present invention is directed to a method and system for
30 transmitting information representative of scanned machine-readable codes between

network sites. Information associated with one or more scans of machine-readable codes



The acconpanyi ng draw ngs, which are included to provide further

under st andi ng of the invention and are incorporated iii and constitute a
part of tW@ossaesi fication, illustrate enbodi nents of the pawesdii@@miand
together with the description serve to explain the principles of the
invention. 15 In the drawings: Figure A illustrates a preferred enbodi nent

of a sysheqm lg)g&l GREGkt {égre%'i'&eeg{)e{ggiﬂ?&tsﬂ&d?hgfn%ﬁaﬁ%%§§>‘8¥atédnééﬁmﬂe%ans': lgure

1B illustrat a preferre ment o portion of an admnistrative
ar chi t eadfunschirie-tehéabpy @glenis storedir 4 databad® adsogiated wiih the s tsitatdthiraa pr ef err ed

enbodi nept of a system for rrying.out the nmethods of the_present

i nvent i dfta mca{siﬂ@vmwmwaﬁévae urgetic Fﬁraéﬁo%teé‘dh%fe&’&gaﬂgﬁﬁﬁ Usfase

whi ch ' | r | e present
vent | b SREetsE Bonl o BE6 RN Golhd fudbult 2 (AT L RERREL B Fimpb!

i nf orSmatidentifgigomni adtireds of thé seoond Siteon thesetwori@nd it wriquerdphammymée used in

xonnecti.gn wth a preferred, enbodi nent of th resent inventiqn. Figures 4A
and 4B ilﬁ?ﬁ%ﬁw@;@&m@ﬁ igogRaah Sé?fﬁget_e@le?uﬁﬁtsltﬁaé TBShBRRAIAY by an end
user in REGOLAANRE MM Likk Rorllifd ScbiflsiRITBP the TR m A orf d16reR aPRR Hrsi sy ent i on.
Figure 4Cillustrates a structure for maintalning end user code |i st

f ol der s HiiregQeshsigoaliintledtsiantpesmtdtion of the wiqueradipimemmérididentpficef &he ed

enbodi nent _qf. t he present .inventiaon. 4 Fi qure.5A and 5B.illustrate two
xanpl oSty PR STh SRR GF T AUP fae SRPELF I REeR B e FFSEomponent s
of goprefigsaied enbodi nent of the system of the present invention. Figures
6A through 6R illustrate an exanple of the manner in which the nethods 5 of
t he present i nUkayptesent mygntiom is fntlies direeted forn systeor atwimoethod for idergifihgr r ed
enbodi mactrét of

oo et S5 o YRRl AR LR B AR, O
Ser Vi cescode imfefsthan CheWetwbrR hBs £heb siefarRndaIdiaBNsf RbvilBesiRk aae it
nvent! Oar::bessed remotely by a plurality of end-users. Code information corresponding to one or
15 more codes provided by the end-user is received at the hub site. In response to the code
information, network address information corresponding to the location on the network of
a provider that is associated with the received code information is retrieved from a profile
database associated with the hub site. The network address information is used to direct
the end-user to the location on the network of the associated provider. User a;nnotated
20  code information is received from the end-user at the hub site. The user annotated code
information is stored at the hub site.

Finally, the present invention is directed to a method and system for directing an
end-user to a network location using information corresponding to a provider associated
with the end-user. A database with a plurality of records, each of which is associated with

25  adifferent machine-readable code, is provided. One or more of the records has a plurality
of different network addresses associated therewith, the different network addresses being
associated with different providers. Scan information associated with one or more scans
of machine-readable codes made by the end-user with a remote scanning device is
received at a network site, the end-user being associated with one of the different

30 providers. Inresponse to the scan information, records associated with the machine-

readable codes scanned by the end-user are retrieved from the database. At least one



10 Figure 7 illustrates a preferred enbodi nent of a systemthat nay be used
to carry out the nethods of the present invention. Figure 8 is a flow chart
i Il ustrat w@ox43zet hod for storing and sel ectively sharing PODUSES1101
information in accordance with a preferred enbodi nent of the present
invention. Figure 9 is a flowchart illustrating a nethod for identifying,
for an eReyeikeiddrads for cadlf et the FetQéved ra@iis kelebte® PhiQ\EIES on Ma?BE BadANCe
with a preferred enbodi nent of the present invention. Figure 10 is a flow
chart i |dnusiteria spegified bithoprovisier pssesiated withghe fad-usen; amekpreseed gapl pbthat i on on

a network .of a provider and . for .preservi user - annat at ed code i nformati on
e ceordngttsed oP bR inBRfadoR o RisERRINd Ml RSP I M RIROCE | 0 O T
Fi gur e Iirahdnidsibh eMieheleticll hbtwoi addrog foori et RewdRrsitt tahe ntitus&ds

i nformation representative of scanned machi ne-readabl e codes between sites
in adcorigidigted- wi th a preferred enbodi nent of the present invention. Figure

1205 a flow opary, dol LskiahingssnTel Rod gl odllr Satingaanacndeuser to a
network | ocation using rnformation corresp Ing 10 a*provi der associ at ed
Wi th t hefoRtMlingdettiRd deseripion betcsxeRpliiry Sndexplafafry afd erhindhdRitb ppdviddhe
present invention. DETAILED DESCRI PTI ON OF THE PREFERRED EMBODI MENTS

Ref er endirthgr axplegaiioneohthe nvieptieneasglaimed. t he preferred enbodi ments of the

present invention, exanples of which are illustrated in the acconpanying
drawi ngs. \Werever 30 possible, the sanme reference nunbers will be used

t hr ghq%ﬁl @\ﬂ,flﬁgl WI#I sane or |ike parts. 5 Figure | A
i||::}?tl’a esEtP;EESe erre ?r?b%ﬁ??e% 0 E% system 1000 for carrying out the
nmet hods of th resent invention. stem.1000 includes_.a.plurality of end
users 500, eagﬁﬁ?/\%ctcﬂmgala'é% @rgw%tv%cﬁg%m%ﬁgedeﬁcprag% ﬁ%%r_to scan or

ot her wi S@deRprtingstate inverftion A AREIMSIrpbiaddd iAlad 36HiGitah ?dnwlftlﬁs an expressed
goal of the end user 500. System 1000 5 al so includes platform 100 and a

pl ur al i tspeaficaiany ilbsirategoodmants ofithe myenteurenditegstharntith the desssipponent s
(descri re {f ul 1.5k rence.. Figure 2A) that facilitate the

i nter op%rg]g'giq?F?@la@etﬁ/g%&gﬁ%8%%8?%\%&%&(and their associ ated devices) and
servisces provildehe pawitiggyi ders 600. Pl atform 100 has a w de range of
functionality, as described in nore detail herein, but primarily functions
as a switch, ikKigwei M illvgtrategepictrsd eabodiment of g systerg dont iy mg Rt Mispl i cat i on
i nformatj ching services that assist end user 500 in
achi evuidéag%&ekecg?gg se\é%é?%vggﬁwm atform 100 includes a hub site 101

accessi bl e vi &iglve 1ilkmstretes Hpreferded embatiinns ofadottioa lof ah @dmartisrativevi der s

600 to interact wth . :
arclStecture c\% ﬁle present invention.

20 Figure 2A illustrates a preferred embodiment of a system for carrying out the
methods of the present invention.
Figure 2B illustrates a fragment of a code catalog database which may be used in
accordance with a preferred embodiment of the present invention.
Figure 3 illustrates a structure for end user profile information associated with an
25  end user identifier that may be used in connection with a preferred embodiment of the
present invention.
Figures 4A and 4B illustrate exemplary user interfaces that may be employed by
an end user in accordance with a preferred embodiment of the present invention.
Figure 4C illustrates a structure for maintaining end user code list folders and
30  associated information in accordance with a preferred embodiment of the present

invention.



pl atform 100. End users 500 may use a variety of different types of devices
or acquisition 15 technol ogies to obtain codes and comrmuni cate such codes
to pl atf owo 02063@ providers 600. For exanple, end users S8Or/Hsoi/émnt act

pl atform 100 by tel ephone 5 and input the codes by dialing or may speak the
codes into the handset. This input is transmtted though voi ce gateway 2005
to Intenet 50 gghrd HRANY SBAINHELWRSBRPES of e maAineP itk hidh MibRRatfin at

provi ders 600. End users 500 may al so use a personal digital assistant 10
and t r ansny tflopobetweersthe lsompoienid ofal ireforrag pmbedimenh ofithe sysier ofj dtegqwesenp 010,

to Interp%ttﬁg and then to platform 100 or providers 600. Alternatively,
the end US&M %00 may use a portable wirel ess scanner, or a scanner

‘tethered to endigus&re tir GOl ubtr 6 af chiple 0d8® rhhndr in WHiBh tife HOHESs

i ncludi ng EAN, UPC and JAIL or private cooFes. These codes can then be

t ranshi t PEide praseighvention maydrerrerrieg@ul Hoacgprdenerewith @ ppifarrédembadimentofend
user 500th si&g 25 glﬁd user client 15. Other neans of obtaining code

informati' o ranatlpyanlsoﬁitti ng it to platform 100 or providers 600 are known

in the art andFipuée 88 ilhisttatelexafiRefObertinRrRi@LaN cdlPhoné b may be used
particul ar device used by end user 500 dictates the functionality of system
1000 t hail &fqmnegiioncHih pecgssingsayiaess seeprdancanvith ajereforted sabodimentef thevi ce

and its ] tfjer govern aspects of access privileges and avail abl e

functi ong%?%ﬂvgeﬁﬁ?% system 1000. 30 End users 500, platform| 00, and

proviglers 600 RignreDilisthtet 8 pedatedainiteidirhéit@fgRyaemakdt @idy e usdd td @irgnt
types of links to forma network 2000. For exanple, end 6 users 500 may
connect 0 the methedsrf the PreseBiugYetiNB. | nt ernet 50, directly through |ink 51

and link 52, of; r QY] L ront a8 ! i nk
54. | n other e%)d[? g\rra lgéng%{rl%g%aet %gdn?%tggérfg@i%dr@goa?ﬁts fgh%ﬁé}:@gns

bet ween emblusss arfsrmddidn iplhaddrdenoe Ml agprefeed ¢embeditenOOr the prazestinEntionwi | | be
known to those_skilled |n the art and are _within 5 the scope of the present

i nvention. |n SERE ifoletentsilugiiinga methed & ideptifyingider paengusrtihese
vari pas Fd&&t'i(gi &va herwink 61 £5vider ﬁvacg&ﬁﬁm@%h ke éd’]é}ﬁ%%g%?ro‘f'ﬁ?ee .

provi ders and access providers, each host a provider site accessi bl e
vi a t he pmsert mestenBEn. Provi ders 600 are organi zations that presune to derive

income fromsellin r Ki ayailable it teri.als. or 10 applications
that they deenfiEgbt) i AeaY Hiart WAGATE Ameiber [ SRREY BB P EneICORER Ser vi cos
that acCRRhGPSES né@FoPBLS Pro?fidr A Erof El%@ ﬁing@r-ﬁlﬂfotdtaﬁéHdefiﬂfoHﬁ%(fdgpi?jirt hat

work with their applicatioh/service. Providers 600 are responsi

r egi st r agdcordante with agrefatrbd embodimentofithe prigednt invention.

co ity/appl pcatipns/services. The admnistrative relationship between
acceSs provi det’?mé%gp’ﬁear@?%&aréﬂ%wag@%a %%h%cgf?rgrgnﬂggt&g WEFTRHION | of er ence
t o Fi gur gepiddentativedsfeditneld mithiiR reARB] Dt &b dtwberAdited REARbIdAASE wARGOoUNt 1195

within platform 100 (usi n(&@code cat al og conponent 109 shown in and
di scusseprefiiried entbodiraent of the presgntriavention. Similarly, a service provi der may

establish an i I 6 W I D | at fQE 00.. Ea end user
500 present oﬁﬁ%higet %‘%ﬁ%{)@(ﬁ& %@h\‘}m&ﬁﬂgﬁw@%@dm&’f%ﬁ&f“? aiﬁp%lrﬁiélgf Igtg a‘oy at | east
one accesawpflodtatin ushcihfohafieit asfespomigi|ora prowder astésiite@ Withuheend 00 i t
sponsors in that such access provider has the sole authority to permanently
di schht i ise1n ¥eoxiapess withp preferredembedimentd the présagh yentiats net wor k 2000.
Simlarly, an access provider may supply to end users 500, and thus own,
certain devices 20. On the other hand, a service provider may own

parti cul t kpyg[;ﬁ' I dﬁﬁ RR%?MB‘(QD- i rvices 1097 may
operate.BFFgggerllg%%g 0 m@? a s%ﬁggEopera e on B\EEN?? codes 1099.

_Services 1097 i OV e ed. for r tei,C ypes
of cont ext s 1186AFe 0 Y8 e il 8o TRy arERRRL Bind fine R or L HyBlent Y2
bel ow i ninverdting etamples\df whick heritutatdddn Fegecempdnyingdiatvéngdt ebkereest

, enbodi nent, _a single organi zation mag serve as_both a service provider and

P

an atl esROssbly thfeameeterengs nughers il 8¢ Msrddhraghow the dgyaras B &sfererthel at f orm
100 and fhe seafi@igdsr of




30 system 1 000. Access to platform 100 is controlled through interfaces
400. In particular, for exanple, interfaces 400 nonitor and provide
security wfo @anBosni cati ons between 7 pl atform 100 and tp@Er/osoiaimder of

t he system 1000, as well as convert data transmtted to and fromplatform

| 00. Thus, interfaces 400 are the external boundary of platform|00. Figure
2A 111 ustrat espgufellA NRistrtes b prfeideEHMUHMBR O alsPEEMAID0 foDdRryit Gt ,  Of
the system 1000 shown in Figure 1 AL Wth reference to both Figures 1 A and
2A, 5 sethgineableydspftheeseshinvemivn: &ysisae H00dnelydeseasplaraditupinnidaweis$A8. of f er ed

within system,1000.b reviders 0 & rovi de .val ue . end users 500.
Exenpl ar%c.é&a %geSV}%%B%a@lgﬁsgﬁ%elglgﬁegm*wc'x_rioé{h lsfﬁl\h. lﬁtc_oaﬁsea'g‘r’noppi ng
iSer Vi cespurhbeis)uHhtNge Ss66ietel vﬁﬂ%@x?ﬁesﬂrdﬂap@f&he aidlugd 3005 By stemando cont ent
managenent services. However, any type of web service/a | 1 cation 650 could

be off er dlep insdghpletferme A0Q awba plurality of providersi90o Platfram 0 gomaises i nvent i on.
As d i bed i QuS) Y Wit f : i : s 50
ool oy o ERGHEEY OB ORRNE Fibr Lt B Hrafhe AR BT PeCer ve

i nf or mat in@stodrabiiligHetweeenlddd Biser@360 (indibéie adsbtitcl deeises) A8d syviced) provi de the
means by which providers 600 and end users 500 may access the_ information

and f uncprosidad by proyidess 694 oPlaifermp 10Qhas ajwide xnes s danchionaetmras degeribedv el opes
i th XM -4Si . ; P, i.n:
onbod; moiitiSg Fpe Gt ol Blinlarif B dns &6 p SR, Ty ol SieiTin,

enbor) memder corgteitiané appledaon iffbsnaiod nacdsbanfordaliriching sdhdces that agdstiendi n whi ch
privacy is of concern, encryption maﬁq%e enployed. Platform 100 perforns a
0

nunber ~ o¥ses aPQ incaskievingthe pxprassed gerdn &a 1P anelegey aduibsaied Ot apcgpsible
cnabl os AP RaTR: Sl By CeH b A iRk 8O0% L BRM OF Sovico-
bei ng uspldtftayn @0@ user 500. This is acconplished by nmaking adjustnments to
i Spi sy geomet Py BHF SGHEY REichu<Bne b cBHYPRLal dev g of E9u I ugh

i splay geone : ug
rendgy i N ié@tﬁ?b&%ﬁ’cod‘é@'ﬂﬁd chiuRtaERheh ccﬂagg&@_ﬁft‘éﬂé]@@owﬁovﬁérsb? abl e

to receive output fromsystem 1000 that 1s appropriate for the particul ar
devi ce bedhFarszanply, anidisaseé 00504y dontaet plafi@sn { 0&by eelephone §and inpmbthenabl ed

phones (snal evi ces), or PDAs (pediu eviices)). .In the preferred

Ernbod moHees by e Op sy Sheskahs ples aup BBty Bhis s FrBraiet et e
out put f ficeibws) 2605 8Tnd/kt € ahdtheh B84 véiBe FREchsB QYANE PRt 1068 sienderi ng
services 120 of platform 100. 30 Session service 130 of platform 100

ensur es prowidersuté). Iimdmsers 300 mayatsoausd agetshealtdigital assistanit tlRiand &rassmigl e
appljcati ign.on. .End users 500 using s 1000 8 Vi gat e across
aF DA ot 4, Bk Uit ki in Py o e O Ty tomé srend TP
sessi on glaffyint €00LSOproSiders®00d edtetatioBlyHhe chd aderd HB0 ﬁP&K‘ﬁﬁé g£p6gatdé the end
user 500 is contiguous. Session service 130 defines the paraneters passed

from t o WRelsssepnnes,ariassanes tethesed fogmdtuser ghient ¥ otorfcambareodas (e geribliser 500

passes f 3 gipae se r t B I he foll ow ng:
service §o§f§§]ﬁ{&ﬁdgr%$§§r: hegnélnjd s°ZP‘5i|"§f§r?§{i% Z:h%fe. éi.e,k Q%L{éhg&%D descri bed
in nore gaisaiiftediblaigh thsbtghersoeadaptbated foipleform 1P0bynaid wser $00RGsinghe
platf orm 100 has indicated if wants back tomthe external service 650 when

t he 4fserendgisgy ¢ient b5.(Qberneans of gptapnng codepriopaationeand trnsmitling & to
e £ _ ( . rer "
bl 0t or b FRRTH £UEE: b MErs W00 bk ndifiniipat B &8 ithih inGpSol bOBIAR
ticket amsadioat dhepiatticular dewte ofeddydad usar S00dictateathe; fuactibnalityicfegdtertnhat i s
t ed d on th f the. f i ters. P|atf 100 al
el udestObgtaT secal PLaRS dsHRE oG ot BeoTiceanhs Uit i on -
service %@nagetpea@ oF £tk riRRELS dnfl a9SEP i foriin R _r%ﬁltﬁeenpfd@@r

application data if required. I n other enbodi nent’s of e present
Cinveltion, theEsdusroi)l, ptidomilAo, awderaddete 609 piay condachtt ¢ashstheoul d be

100, 1n Stnefieonipy eiRbdulan TRkl Py Lot P Fot St Bt O

performed by platform 100, platform 100 is conprised of a nunber of
di fferent conponents, in the

6



preferred enbodi nent. Each conponent stores particular information and has
certain 20 functionality. The functionality supported by the conponents of
pl at f or m w@lo2c@80sbe grouped into four main categories, in rRCEUSNAIWIred
enbodi ment: (1) processing of scans or other code inputs, which includes
aut henti cating codes, devices, and users; uploading, retrieving and

encrypt i igts SRGh¥PEdnnectee RstorrandonRpRgH the IRERRE 56 BRENY ﬂﬁﬁtgg'iﬂﬂﬂd gations;
(2) managi ng code |ists, which includes addin renoving and editing codes;

and copyimighicE, ooty wntggfp@yideﬁQQO,éh@Jg&illéﬂirilngﬁkﬁ_%ﬂ@d bl sdainsties)
buyi g afiaedefiR i Rp R R AR BhE0 BE PRI bR ARkt SO0l 05 )

“NDNi t or i NED AMdgirbEdas 800 arYssibiz] #ill boRhdWER tHEs skilledrig tigyaDindEe hamirs s and
accessi ngl scan/ code input histories for each user and each device.
e

Pr ovisder e goapesd dhediesens swventsnn Imggmeenbedimgpis, apsor e of thsdidat s of
“pl at f or nﬁgf@eélpﬁ)lﬁég\%fi%ugé'r?itiseisﬁsew?rgl%ﬁ mai ntai ned on the Internet by platform
a I'nte S

100, using grapnic use rraces ("GUls") 200. For exanple, end user

QU 210 is a gpweidets 600t #hichdaclhlly sereibe ProvidersdhidGlacess Pratd@drs, caEl0h@sdhN
access to the information and functionali ty.ofﬁgl atform 100. In sone
embodi neproyider site ¢ peepssibleip thelntenms) S8e PeqradasnpOQ arefosganizations thakr

provi der | .. f : i . . conmponent 104,
code pr oﬁﬁeggg%tgrr% g‘l-}l,g ﬁ}&%ﬁ nggéei}%ﬁggfgﬂaﬁg %%%ﬁ%nlﬁ% gﬁl ?él}ﬁsagééér conponent 106,
scart(cacimlicaigms niga they deem tabd ofl vilee.t Broyideesgioneavidé @pplidmyioheseavicasssed

t hrough end user QU 210. Code manager I..220 can ge used by providers 600
to set uglahme@daoéessaéﬁw%w%s researsiRlp dorgdentifyingicedes thanyork yeithethgiri vat e

codes; croat.e:and edit ldnBt . LSk : alﬁ‘i('}{% Lt
associ at égﬁgg[tl a, g‘ﬁ‘% Parg{?l grgcéro?p?t%?% &Sﬂ%%fglr tk%tlit%frtﬁ?ﬁ?ﬂg?co eg{ e!]@&%ﬁ’ﬁ‘ ticular
URLs of tweaheir canmapiy/agsicatios/8b03es. and assi gn context to services, such as

10 | ocal e-specjfic, display, display.|anguage, and outpyt device channel
(c.g., small 15 ?ﬂwpw@aﬁﬁrowgmspﬁe\ééﬂwe?%a%ﬁ?ﬁ HIBYdPES AR SEF PERYIATRr ge 1 or
PC brsowsgfybe detdfbed 3t 12ErGRERE REfke ﬂi@.g AnScE&E h{;Hde&%%%iis}iL%, and

bill1ng conponent 102 nay be accessed by code nager | 220, 1n the
pr ef er r ecpezativod] aveodnt 1285 within platfaget 0QUsing30datdtalng chmpondénd 182 shaym of

vari ous busi,ness rel ationshi 5 W .oviders 600. In.the preferred
erboa e GRS B ERTRRE T DR A b S RLL e G BgifeB s et Hinager
GU 230. aniiRritRnbCicoitht €96 HitARSpIEHGE P0U. Sichand ubBobippeahi dvthef each
conponent of the platform 100 in a preferred enbodi nent of the present

i nvent i oretwadkd?G00ovithin systene d 800 isfspomserdddry aidessoonef agaessipseilen \Eaglay be

i nclyded_in. the .conponents.descri .bel ogw in .20 other enbodi ts,Wwthin
t he 2 opatels g BRART ERRSER GO0 PORR Bufie MehaeSSREIEF Rl ) 100
facilit aisteanthondtyGd PemARENDAKEEMnkE HeRBEdsH Bf thEead kel 500t soIRRaNt 103
allows for storage of aﬁjyl?l i cation and busi ness events that should be

act i vel ynefwadgd00: Similanly, anapeess prodifler mpy sEPRIK faend whieessS My andihyp awss
certain devices 20. On the other hand, a service provider may own particular types of

private codes 1098 upon which its services 1097 may operate. Its services 1097 may also
25  operate on public codes 1099. Services 1097 of the service provider may be enabled for
particular types of contexts 1180, or may be limited by these contexts 1180, as discussed
below in more detail with reference to Figure 2A. In the preferred embodiment, a single
organization may serve as both a service provider and an access provider.
At least one interface 400 is disposed between platform 100 and the remainder of
30  system 1000. Access to platform 100 is controlled through interfaces 400. In particular,

for example, interfaces 400 monitor and provide security of communications between



flows. In particular, this conponent tracks end user 500 behaviors and
provi des the 25 nechanismto initiate proactive actions based on the
profile olwadhnesssd user 500. For exanple, event/al ert comrawrusor4d®1my
identify potentially fraudul ent behavior on behalf of an end-user 500

W thin system 1000 and proactively intervene. Usage conponent 106 is used
to trac : gsn& RLER onent
104 mn%g@&gﬁ%ﬂ%{afé@]&ggegﬁgglﬁ%gﬁgﬁgoﬁﬁ %3861]3 arlllg&zral%t%users&gggggs wel |
as commuanddedm phatfoeini®on Thtigtidterfaced 400 aredhe exteimndEbcundary. offpatfoxmer00c ont ext
conponent 104 serves a container for current activities and asspci ated
10 hi storyFIBB‘ﬁr%aﬁFfr?@S%h@hﬂfaqegﬁ{Fé eﬁmwtdﬁal%%ﬁ@o‘?ﬁ@? »8htities.
The i nf apgRddan 1660 LRIVER FiBuEMA. UFRh rGeRhEXto KRITPRARAN ALOMH 2AC! udes the
foll owi ng general categories of I nformation: markethng 1 nformation;

out stsandiengcdséppbsations ¢50 reprasaitlsefvides and applicaboms)qffeed wishin systam Y090g. |

-paynment s due,. certifigate.lapse); agtivi I includi.ng,feedhack to the 5
gné ysefbwevldﬁrét 09 R IN‘?W“%‘?@?Qtﬁ&‘ﬁb‘ﬁ“ﬁééo'bggﬂﬁﬁl@ﬂﬁe@‘f‘% / BRA“E P viti es
i ni ti at eghoyoRhhe Fioufd bR ih@sREHbplifg %&%ic%@,cinélﬁﬁh% o s?a%ﬂ)i‘ﬁgtséﬁﬁzeh,m tiated

by the end user 500. Directory conponent 105 contains profile information
of end usdrmiblifliingsndwedriterd snaneganpant seriicesrallowever, iy type/oiowel nf or mat i on may

include the serial .nupber identification of th evic t he deyi ce type,
dovi ce. eRieS e GrU son £ eisred Boueh v dod Wil s Spe pRlicc bt

pr OW'Odegpr@s%'ﬁPEfv@ﬁtﬁﬂl. VA festABeddwisgsly it refefdie RYWIBHTe 1 AVl uk&ts 80gNCe to
Figure 3, the profile information included in directory conponent 105
conpr i sasayemploys vayistysoialevisaslS Wstercosmpunieatoindenmapian thand fesei@gsoci ated wit h
a nonext.efnal }%{bhdenti ig@osyrrbol of the end user 500, also referred to
herei n 385 3HObdPILHS 'y unique identifier ("GU D'). Each end user

500 has at | eaghe oiN@ofdihierfhiba210bowRRE PEdvalethe Whdalis BY Wihth fi6viders®U® end
users have nore than one GQU D, in sone enbodi nents. There are, in the

pr ef er r ethdeamd BigerABAD maysgeesy tiedntrmeteregut fuactigrlityreiplsfarmo)lopret he end

user, 500 sQcd at ihEh th | D, 1. ) i.nfo i
ol desBiBr SAPIIE chia oy RPE, p G RO YR Sont O TREAY, | |
si te 10linah¢iprefpratesnbidirhertte AsHateefcand I8 to TR plitforay B0pin theerdfédad ders 600

wi t hout the 20 perm ssion of the end user 500. This public information 1051
may i nclekediment, paupp credentipls andmpienHeationoMlsh an eares nsehickpnveay 16ef| as

their pr e and preferred path of contact. Public
i nfor mt%&géﬁogfﬁ%ﬂgﬁgob% nc&“i h}zﬂed'confi dential digest information which
provi des a refpatfone 100 perf@ms aofunibet of seavicesthatieat netridertdiedividiénanyal , W t hout

di sclosing.the confidential itens of infaormati on thensel ves, Anot her
cat &for yP C‘H?'FfCSFT}?é’PP‘Hn QF SEERRIE, St msrftegpba iwe%n%ﬂfavwaﬁg? Hahed in

di r eCt 0TohsBRIBARENLT diiPtol chdisbr R0 Tk MIRESBH OB iTRIel B beinB@saNbly REr 500
submits to the hub site 1 Ol and expects will not be shared wth any of the
provi dersesH@). viTlik cutccoplished by swikog alfjustthente frdsuppert spesuftdhprotacebstand

i nformation 1052 may include,, for. ex |l e, the first and |last nanme of the
end us erb30NE AP are erdEe BipsRELAIREY aeimep g DA DAN BT At us. Vel
anot her AR MVRE, thiduhBidefng irferPdc@\10EThi, Q&ﬁéﬁﬁ%ﬁe, eRd QseIR5000wi1L053.
Like private information 1052, n the preferred enbodinment, this

i nf ASmatbeoableiol tecgive owfputiftom systemn 4 00Q tat iseppropripiedor the pasvolapdevioet

perm ssi,on of the end us SO Pr.ovi der. ef eren i_nfor i 1.0S

"hel udesoiind Vet 15 sl pe o cep L iren SE o B R b herPolialbaf Betoedr e o
by proviserD A9@neditn dRxRE).Cin thd pRAcrdde@ibodBentbdervibeioaiderd dte hi s
preference in_connection wth a grocery shopping service that he is

_al | er gi crespensible for auppjyias aprropiaael sulpht for gechhdassof devige wearden t Wicher types
of foods . may indicate to a provider
t hat he E}Qggﬂtsg%?if@gF%@ﬁﬁ%é@lg@}ﬁ%@%ﬁ gﬂ)% cooki ng, sports, fitness
.etc.30 Provi derSgsiehaemived 300f planfairh Q00 tAhiBesodontingedorsercahmectich andt , in t he

referred enbodi ment,. shared with other pragviders, .
P authentlcation W1Ithm a s?ng?e application sign OIP. Enci users 500 using system 1000




Provi ders 600 may access directory conponent 105 (using code manager 220 as
10 described in nore detail above) to performa variety of functions

rel ati ng wo aessses and end users 500. In particular, a prrom/csn/4600 can
update, add or renove end user information or device information. Returning
again to Figure 2A, platform 100 al so includes wall et conponent 110. Wall et
conponen | Cl i °E j rs S00,
wni on 1Ry RSk Eentfe pRE Blcdhil e 6 HEPasRalin g, 56! O

conpri sesessipesdreict 180 isprrofided toadristiiehhit dite exppriasentitiegertdhesepsinent vehi cl es
of end user, 500, together, with their associated aythorjzati oa credenti al s.

Wth refentigeeus; Sepsiepsesvige 13@ delies tsrpagarasiers passed Sromy o X templ Srrvices

.i nformat} i i 500. The

financi a @R@?’%&@ﬁ’gﬁ%ﬁ%ﬁ #c%]&gggggsgg?ta ésggggh%nrﬁe)@% &ggryﬁﬁ;%tge vehi cl es,
and 1§ | | pagmeersana, tieluide dieyfoldetings sewiceRderdificatadn,; itinf erdmser wentifi@{e.gay al so
-incl ude access provi der i deg%tif{ji Cflti ons,. whi.ch, are asspci h the

ciate i
parti cul e @Y _ gibasiyy megye _ Belovgy; iy g¢ho; oty ﬁaf@fgﬁnii@%hi_\#stbei n the
pr ef er I gt G5R0 t0RAingiSi1ed filkvahd Back TR HRIchi B0 s@or GsDAMenGREIRE Of
aut hentication information fromthe provider and only if end user SO0
pr ovi desrepensriothé phatfoon 40Q); exteuwhedhofdatataei, onfornBiordhaiextemgl segacadi®d Fi gure

2A, platfor.m.100,incl ud h t ,107. S h t
107 1s uaBdndigated 1 peanfs feqra 1o Platioi 10t fig end BRRS SRR PSP ing us er
500.1d n Qavikd 656395 tickdd aSsoERAPIACKHRINE 1ibtofBoddsSh tiRRSBENR iafl @ digeRf thhiie

scanni ng/ code i nputting activity of the end user 5 6. The scan cache
conponentonifitedsbaspd o thet radues i thtei foregbingparinfatered t o end users 500 via the

d GU 210, F | d 30 500.enpl ayi ng..end | 210
Ty acoess t hoPlHek 10 ARP Py TiseSE A EE AT e URE s Buch frrVipg 140
mani pul apgeryhiddrSsePfics SN oW UL NR-speditic a6y pivn diRbaarardsihétappReatiohi st of

scans to scan cache conponent 107. Scan lists may al so be deleted using
thi s conpsadrequirsdgdn ethengmbodioegts of the presest nyention, the)sasaiore rgfdenngand pect

cachi® colfatu eont Roud BEERTRIRLEN P Faond 37 e il P, BRFFRRn TS

pr esent i,%lyﬁffbﬁ@moo,An end user 500 rmay enpl oy his web browser and navi gate
to the hub site 101 and be presented with end user GU 210. Wth reference
to Figure 4A, additinarto shamsessipmiprdsring andidecsyntinn sepdess PRHATNEERS of codes
upl oaded,, The m f. 1.5 dendi i: EEF%'{?-'E&? . d each
scan ent P%?E?%“ @d;’g’ éngqr[&llhl?g g‘l:%gé%éreiaﬁ# ?;ﬁh&g&igfdé?i& e da Ien%g;%& ime the
code waspffaitdethbodiniéht.0EREH vorsonenixidreepartisulamnidforaiation and batcefthinme ar ea

216. Services area 218 allows the user to select and. .| aunch a rticular
appl 3¢ at fstienadibe | Bhefyngliqnalifyirpersd by e sempeneatsRf I’d@gtrﬂ Wo ‘@H%ﬁr ea 214

Wth ref &lo Bgfiél’ied)f Gt Hﬂ{r{acﬁ%?ritepﬁn ﬁ{zk%)é{y%féd eRBodtR¥nt a(\l? BRfcBssiify STGEARN 213 by

clicking®on co escripti area screen 211 of "Figure 4A. Here, the
user nayodd&tharode dpuss, dbddringihdemutfenteatingsodes, dewdces, pat userssiiploadiog.der .

Each fol der established by an end user 500 is associated with the GU D 1055
of that FRREHEAAE R pELIErRNE COUR: LIRS SUEh s e ABER nel udes
a group gjr)n%q fig chile RESl v HiORincll¥Bs s'dzﬁllgﬁ&ﬁoxﬁﬂ aftPYdifhPBbdes FHAQLpYingNS to a
parti cul fol'der using screen 213 of Figure 4B in annotation area 2130.

Such2annouttihg,gastingayndelearing listx ofgoides; (3 reslnynisivating exlepandasseditad ar itenms on

a 20 grocery list. of food jte scanned the end user.. Another.exanple of
an annot $¥ %ﬁs/ PRYFIPS ‘ﬁgjfhélﬂcq‘gqesi%%lﬂg ap getlgﬁlg cﬁge_‘égr a’a‘ﬁ‘éﬁswgn%@?‘ﬂmgs o

bi r t hday gccbiero@B8kst 88d (43 Ybriildying koéhtL4HA R}zl whitdhi ihelbiey mégitotingevemp! | cat i on
that transforns a nere list into a useful structure. For exanple, the user

may enpl oieckanismscand\acedssipgiseay/ ensieunpi histagies foeash asarjand eyth devishs t hat t he

"user has scann . 4l W (o r and
provi de the us ?dv\l/\(n%ﬁ? anméll%fié@grﬁgglﬁg}aga%%g%%ﬁ?s%atﬁ?gn gﬁ%seoﬁg’?t e user
_can 30 nd1e@eifa afubtsite 101, afiEintamedion thé Biternéil gy platfsnci G, asinpigidphicabusgr oup of
codes in the preferred enbodiment is a bi arge object ("BLOB") for the
part i cul drerfases{ C&/18pA%0c dor s¥anene, e@ﬁﬁ??f;}g@f %&}J‘tsﬁegeéf%é afacsgougthe BLOB

i ncludes information that the particul ar service provider has indicated, on
30 behalf of the end user 500, should be stored along with the group of
codes (e.g., quantities of a particulagp desired item sales pronotions of
whi ch the user has taken advantage). In a 13 preferred enbodi nent, the
BLOB i s not shared anong providers and is only accessible by the particul ar
provider that established it, in contrast to the annotation information
which is visible and shared anong providers. Figure 4Cillustrates the
manner in which folders 217, associated with a



5 particular GU D 1055, conprise groups of codes 218, which have both BLOBS
2181 and annotations 2182 associated with them This infornmation (i.e., the
group of waesisassoci ated with each GU D and its associ at aeCTRUSBS4@®181 and
annot ati ons 2182) is saved in scan cache conponent 107 Thus, the val ue
added by a user in making an annotation to the list {e.g., taking a grocery
i st andwhid@dndr@erd 506 GhiR@cdds Brithe MfoftHATn dndfinctidnAlHS F pRiPREMVIODh Ieach
grocery item) or applying a service 650 to the [ist, along with the BLOB,

i s presefaraeembedinenis| the epd vyes SIVIoHS mhay be enstoneiped f@s@aﬂwsegr PEyidere

byt ho. cntPoBHe BB E gt Pt bR i Bt LOR BBECRRIREY o7 Dser

-The ot hegorf@ientBYS, ROéntAleeMogipdhynt @B Cudage Bora PERADT (5] seuh dacheeumipaef, but
beconme so_ upon rece|V|n?hthe reci pe. Thus, a 15 further conmerci al

may )

advant agé07 anddirestons gompenanf H9hmay haiapcasspdthipugl enduseh 80 dscri pti on of

‘t he conponents , e res

i nformation abgﬁpeg%ﬁgggg%g%gﬁgagg?@ﬁ%@@hgég%%gg?ggg%#Pégﬁﬁ%hgodes. In
gener al , sdrbiged/applienaiintg 650/ vegistenahd isyuopripikadddes;rordaddarndselit wdddispregi,| e
conponent (108 tqo take a series _of codes (inputted by an end user 500

t hrough 28skidespddhenassaciated date; such as descrptonss iscdria ink the ¢ades Bodes i nto
actions. neul | i erational
mappi ng’ PEaeRE DT ofkory R0 Bl 208 AR Al et il KR 2 o T he
end User loeflR-dpecific dikphy, disglbyaageee, antowmyt deeice chamel @.gvsnedil fohe end user

500 has subscrjbed) fromdirecto conponent, _105; deyjce profjle

i nf or mat F@Hﬂspil?rrﬁgbramrc@e@}wd%f éﬁm‘m}m&@déwe f‘tfflprdi"i?él‘fsﬁﬁ- Sier shi p

i nf ormat | LG : Hl. y
conponent-Tga-ImGHerE 109 BRicEo baiersne (B AT oA DM B o
sessi on adcetded bgreddeimanagsd GUARR20hm the pweferked2dfiodimhentr et urn to t he end user

500 pointers tq specific s ices/appljcations 650.. Thus, upon uplooading a
D0 P e g B SRR B R o Siom Wi Pl Rha
al phegs ”UWh'ﬁl}oéziQ@ﬂQ%bb.' Bl thé E{e?%i?éﬁrﬂﬁdcﬁﬂeﬁt%iﬂﬁ{gedoﬂ;@%exﬁ 102irkALhe docae@ci at ed

30 wmth the'list and the U the service to which the ticket should be

sent to thowshacchantsmmagadUIRAQ her, in response to a ticket supplied by an
end user 500, d rofile 14 co nent. 108 returns.the avail abl e

cervi ces and’ mappioIBETEASedtss e AMBIIaN FuDa Y A PRk PRERLE "Bl

cat al og pRIBANGOD il HBrefrred|eibodithét BRtHeResehi fertionl AddaishaP¥rIRES i p
properties for codes, services, and their respective nmappings. In

par t i cul axfornesdion apdion fungtionatigrmey ba incluledan theveontpenenthdescrihed bgjowfin codes t o

services/ | icat.iaons 650. ,Code cC | 0g._¢ onent 109 allows for the .
crea onoﬁgpﬁggf gFQSEQ§3%§m598§V)ﬁﬁ%ppg?gﬁgF P such as URL, title and
descri ption. Tmliag@umﬁ@{enﬁﬂm atS@rac 1 6(yfabititatesiv sioig axl payrdentvel | as
specify, and narrow, the itens displayed to a user based on a particul ar
code, al PeceisHe. diveat/gert corapensat bot allQwys fon slgrags ofippplicationand Psmessr t i ng
point fo ;ﬁﬁ i fi . . ggﬂé ..l may be
speci fi e(Eth ath L{osril]%)vﬁebﬁ(ftcﬁgag éﬁég%éa\?t\ngteh&aré E’%rlﬁ%%@fdg{é%ﬁ%@(% e lgs e(IS)%/ved to
use a ceflbasnhispdriicler, (lés hmpomentsstrackatnd ngeu50€ belmsiors andoproeidesiter t el ephone
may not be allowed {o obtain acgess to information or servigces that include
gr aphi csirechkain EuindialyPreaTHys Aetensrssed ek the pre el fgend eeTbaFopn of
oper at i opalmae Yth6ShoRPRSY hb P MARASIHHAND braB Bl HReRavibi of S,
cont exts, aH@ %ﬁ#@gﬁgico esfﬁgs |s%u§%e I n %@Pg fS Jetaiﬁwﬂkt reference
t o Fi gur kel ofmenddsers50804dthim gysi¢rs d 060 ewd prpagvielyainteroamdedsagd ng t hi s
conponent. An a S provider m se .co t al copponent 109 to express
_negat i vec%rBP‘?llﬁUrgﬁgélstuﬁ_ tort@f’%luéa%’é’ §§§t9‘f‘g§985¥89‘$8‘?¥ %@)‘a conpet i tor.

Fi gure 2B showgndyR@chhiefk @inpdnitdBasmabbiddonthalitatid vehedengRstfdrh mRde
catal og conponent 109, in a preferred 20 enbodi nent. Access provi der
_accoifht anthens usesy 508l as el o spmiigigagion betweem platform 08 andproviterpd@i der . End
user tab 1092 identifies n 0 _owned b .ACCESS provider
Gent i 1 B0 Proreapiee! rappondBa SOl 3FA b rab i hiASRA Rl
provider identified in table 1091 can bl ock or prevent the user identified
in table 1092 from being presented with a particular service identified in
table 1093. Similarly, using block serMice 25 provider table 1094, the
access provider identified in table 1091 can bl ock or pr event the user
identified in table 1092 from being presented with any service offered by
the service provider identified in table 1094. The ability of an access
provi der to establish these blocks is also illustrated in Figure 1B

Content catal og conponent 111 serves as a repository and loading facility
for 30 product information. For exanple, cont ent cat al og conponent 111 may

o o o o, . I 20" 4




5 conmponent 111 to, for exanple, obtain information relating to the

manuf acturer of a product associated with a particular code or key word.
Thi s conpW@/43a0550 accepts the input of a particul ar codepEr/ukaysvard and
returns a list of specific information associated with the code or key
word. In sone enbodinents, this searching can be perforned only by

enpl oy eedistdry kdpReREGHS the@ialvgutdietwdtnla8d iamoaf Hiesse entditisd] Mhatormeaibnuser s 500
could be 10 all owed access to these searching capabilities. Figures 5A and
5B i | | ustcPupiacd henshusepsaniexs compenenh |04 melydecthefolleyying eesralfaiegerisiplanong

an end u Y . : I QY. S, 60 fe i . Wth
refer encﬁ@‘%ﬂ&%ﬁ %h?%t%ﬁ)gn{i%%&g’ougn& dﬁl ggrlslug%@'%‘p?g%gsfog&g:dggtle%@?sfcan to

pl at f or madtit itenis @tgepa¥meplsaiit,aertifidatd 1hgsekactipity g (aritledngfsdechtethef or t he
scan and, in st 3, sends end 15 user 500 redi rect. response to the

provi der epbiseRs DR teha @ﬁmc&bﬁc&m pas quéﬁoalp?eé?ﬂdawv%e R b Ot
Tedirect i n . FOAVA content based on
t he scanr‘;Jze1 rgétgh‘g;flée ?gﬁjsfhémﬁ%ag%ﬁ?éﬁnﬁﬁkgﬁ%h%%égg{sag%dg? in step 6. Wth
ref erence to FiDjrecerdBymporent b continsypbikdsfosmatien oferstusprs 500 as pretivi der

600. In step.2,. provi.der_60Q requests.scan data from platform 100, which
| ooks up 2t ﬁé"‘%"p‘é‘?ﬂ?@'@tlﬁ%'t The e"é‘fegﬁﬁ@paﬁlﬂ] ’é’@)éﬂwjl‘,ld e.?rE’hPB‘in 100 responds to
provi der icﬁ:ﬂﬁfg&tfoﬁ diiee a&anad dé_@i(:é‘typ}e!‘déf‘ic%&ltafie g{é}'ﬁgéf bRk dpgt urns content

to end user 500. Oher information flows w nown to those skilled in
the &0t aedtificaionidflihmadches modpe asfociaiel witle thenteviceea the wwnar)mdVigh speci fi ¢

exanple is. sho ith reference to Figures through 6R. Wth reference to
i aure cRTeRRt e Gsarois ibiteseddbeiiec i BESOR mponsc bs, e

provi der :§980riscEMfoud Y8 \Ena Bs@ B0 A BrARRARhALS dsso@Rl vitiEakdRN nunber are
registered wwthin the platform 100 as bel onging to access provider 600 and

al | scansxteplabyadentifiying bymsbalof theeendivusér 390, alshietered to hehan age globalpr ovi der
rules (e.g., the acces 0V, event user, SO0 frc ssi ng
o vi cos 0P EGuRGSE ERpRRR ORI irBh SiE e S0 bt el One GBI IO anp <.
t he ascesassobiafdivie hi@DOr 1S Some M@ BscAShiveIRIrY e dHeQYUH®in sbiiéd user 500 30

registers with access provider 600, given that access provider 600 is
r esponsi lembodigrentse fibste ate, in theprafergd kmbodionent, doud generab categanienof y. End user

End user OGTOTANR e oy SR LU EEMEUIN RS Phe BRERIR L 0t The

activi ti affomhatidndneitdds public inforagtiof 10PEREMEIcad Hs@f500caRakRs Py Y hdBkitd00. | n
the preferred enbodi nent, end user 500 nmay downl gad and install software
that wi | 10hard epepts Wi beshaed #ithoge gr mergptihe srawdass 600rKithowtdhs war e has an

appl hgat ﬁ;%&ks‘i‘&i‘&% b G4 LR 504, ﬁ{s LB SEshRdoh 90??81‘32?110‘?&%, E‘&%&ar@: , Access

provi der 'S abl'e Lo contfol the user experience end’ user " by
witing theesmon pdrad 6 Dthmedd Gser 580 agwtlhes theiripeeferred thngsape, boflejsmy scan ten

hi 5 per o BTSSRI E oot USRI EEED 031378 UADUMIIESONTORETCORES arc
encr Yo e@fithchiiSn bofidah LA IR0 RIS BEIRIN bt ARt Upon

decryption, the devic ntification nunmber (fromthe device) and
appl i cat mothoutddsdloding tieiconfidantbiten{s efanfotthatiguthemaelegs. 5000 are identified,

along_with the ,codes gssociated with the. scans, ,a i th reference to
i guts 65, Thi STARGRSBA e SR GM eriaa T HenE R e R ng t o
access pwm&&%rgéeﬁpéﬁaﬁqos oioghatioN 1052/ t8h@hE BEEudeP 560 Qibnfitsde. once
t he codes have been decrypted, platform 100 15 can | ook up what each code

r epr esenthe hubrsited A& andiexpesty wilmobbe sharedowitly anyrp e providers 600 withewt they ar ea

5001. In_additio each cad as.one. or [ e Vi ces.asspci at e pth it
and cor r BEHUIR g LERG pER S Sl A R 1057 og SRR RF Riristing o

| aunch afiseand bet easO6f Bk eld Wiet 500, NBeif SdiessN@lchHER timyber mdSadRai t hi n the
dat abase of the service provider). In this exanple, one of the UPC codes

was BunataB. X ehanotesr gategerycefiiplormatipnap pravidarpiderches infaretipr YO nikper of
service BLosk Aabindoal1 085 6 hprifiet ShbdaRNat 3h& Ynformation will not be
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wi th the paperclips. However, as shown wth reference to Figure 6D, the
device identification nunber and application identification nunber 5002 are
upl oaded W@ox330t h the codes. This allows platform 100 t orcpUssmsma ( by
consulting context information in code profile 25 conponent 108) the access
provider rules that platform 100 is to follow. In this exanple, the

provi derp@0fes W &y &b\l%é&t S00RRhot PErnfiSFort8the efPudes 500, Pﬁ)vﬁﬁe??%iéﬁﬂceom y

with its service, "excluding other services that purport to offer a service
rel at ed mforiratiop e wtiudes certairaprefeearnices of endarerd W0 foheachrsemiicked50adredil es
may dictate that end user 500, not resented.with.any service that is
o Ter ed. By ViR A S B o Puteih et 30 Bl R AR gure on

pl at f or nckpBctasml veier & gﬁ)@é&%sshbé}ﬁhg a&r0ice Bt he aPdIRrdiO1d Ceetaiefypbs6rfondd & ed by
provi der 600 and retrieves the service specific information for that 17

pr ovidder that Ire priefess cextaimpther typgsed feadtse dn anathestexample; amerndt eses 50&paYi cabl e. As
indi cated . in code area 1, with referen to Figure 6F, the list of codes
and ser ISP SERARTS TR 0P hehaBe Gt R woperest orRatis pReiBra y

| ocat i oneté) tFrbVider gtfefendt HIBrmakivinsl 069 6abhOprolRlePi Hof i thefprefeirade

al pha-nuneric identifier or ticket nunber. In this exanple, the ticket 5
nunber i gnbodimsnt, ared Wik ethenp®vidstsi gure 6G, the platform 100 sends a

. | 4 . el ,
bt onaer - ui ndovt P R0 AR B SR EpheRET 03318 SOT et 228877 2
al saQpr oddseiitd ih mgore detkit bbvel) 06 parfaraia valdihof Rhei@Reelating f dvices aill t he

personal conputer of the end user 500 opens a browser to the specified 10
URL at t%nd ysesi0fedn payticulat @ prider 090 gae 4pdate; afd exeamaygrBduseInf or nat i on.

Wth ref WolVI g -the provider 600 is responsible for

aut henti@g |%ﬁogﬁﬁg%%§ﬁ$0§&até&s 's the end user 500 to enter its user nane
and password. RamisgiggaastfRigule@d, iphatfopnhdV0 diso indidassaizt adraporichel ¥nd user
500 with_the ticket nunmber, as shown with reference to Figure 6J. 15 Wth

r ef er enc¥aflgt qompepentd k0 B%r%%ﬁheéimm\gg pgefdle mfpanationadiend yserg qU_ Sthieh pi at f or m

100 she L5 j are
25505, at S itatth pUf AR SR opfortirhfe WS cOmBbh PP RORIBR IR 7L
pr ovi der atGibdteswgpksenting thepaymeainechicdesarfead esa 580angdthat witly tHenras¢deeatehd user
500. Wth reference.to Fiqure 6L, a c of the code |ist represented by
the ti ck¥HhoFAHRR clieéevéle@t qﬂvﬁf#]ére&m%%ﬁefewaﬁﬁcpmomwilaé nigEs. 20

| ncl Udedﬁha{ﬁcgﬁ‘& ohi13b1 gs%oéiﬁédWiﬁlVﬂxQ@U%ﬁft‘SEffbﬁ?a%ﬁreﬁ&‘ix@eﬂ soporrfet i on for

the three codes that provider 600 can use. reference to Figure 6M
provi der fix0iat orformnation 1 he1 fricktdes fredit dams! rivmbersa paygeent ivabietes zand ballidg di spl ays
it to user 0 viag. his b br.o r S Wwn in exe ary interface 5006.
|t Y R s TS e EE i e d ARy T ST R iR B der 600 | n
area 5003 emifitafibsD whithi 8 hfisciated witlee pARulat Bl udePSOGGUID ABYI tional itens
25 available to the user 500. Wth reference to Figure 6N, platform 100

saves allingrcigliefopmafionpl 194 ds dn dsduefeirad smhedingat shaehpithanevidgy 606 hi s
or : e e fdentifi . o . 500.
B th + of SuRBATuR! & ataRRBHCR bbb i kO The HOLMEl thi e Gladserdla 000 1

seven ot hevideypérmbion t6 ¢hMs sudteinfridatiéh.i Ck on area 5004. Wth reference to
Figure 6P, the_30 browser of end user 500 is redirected back to the end

user’5GUI 210 oRetpméRg age trd0secHy Pltiormil QP dnakeder s¢7n caehe peppangnt HY - access
provi derSc@lﬂ%a&ﬂyc%ﬁ%hélﬁq 0978udelGo Sk 11766 RAD 2hT other codes inputted by end

user 500. In particular, this component is a list-based history of the scanning/code

inputting activity of the end user 500. The scan cache component 107 supports the
functionality offered to end users SO0 via the end user GUI 210. For example, end users

30 500 employing end user GUI 210 may access the functionality of scan cache component
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information. Wth reference to Figure 6Q using the access provider 600
informati on and the end user 500 information supplied via the URL, platform
100 can r etg o280 rom scan cache conponent 107 the scan higtusmipaafhil e
which is used to present an end user GJ 210 to the user 500 branded in
accordance with the access provider identified. Wth 5 reference to Figure
6R, pl at fioy & HARipulsdd Ads bNRaly, Wi SRT uf 5605RMy APdali 384 sichd a BEQf sdtngsent s all
the services available via the hub site 101 ?o the end user 500. In this
case, thecacwehsconpunedelQy. rSehe dsts nidyl alsagysl deletediusise this@nmwinknt. be prevent ed

f i ew V| f f tit f ' 600, T
then | aunch a1 Tigsp 14 Bwoistelc Mhsfe AR b Bins e Biradt s it sgne V=T ™
4 1T ust r ale@gbrithtdlenBlofRNma uk& GUDUIPD 8lesk REAUBEN brRRnetN7URET 500

denonstrated his expressed goals by indicating his desire to nake a
pur chés e acepsdance wathr apreteried eFibgdinent nf thEpeesesianwetioo. danendaser WOunzy ety of

-di fferent _expr.esse oal s ox .exanpl e, bu ell,, research,..include,
forvar o SEPISHET a0 1Rt snd i@ SR NF putie,t ACanba piseRls S Huth SEHBET T aces
6002 on @uored1louviith péreRacHRFHigurSBAMheQRer diinSstadl &5 flRPL for cBdRQAH MBlsloT
identifying services that the user may select. By selecting 15 a particul ar

booknar k codesaipéasdedis Ehe BoDe pitbe folderds insdirabgdsinaameaseact] 2rimd ¢acimicgn entry

provi des.an_ exanpl f .a.pref i f a syst 7000 that may be
Gsed 1o i EhBTRIE 8RRl A% 5l £ TR BREUEE e te haB¥R SEnfPdr e by ond
user $0 50QtHewie gtpuitiee iscindichtee in dadid/title Qrdada%C rSebdblesréd D IRefl R NEEudep td=1 gur e
2A, for exanple) may be satisfied by consunmer zones 710, each of which

i ncl udes sole® agd dapach aparticylug aprlication assegipted vty the itsmisted ikgede consuner zone
710 al Sodk&ﬁéﬂ&?ﬁmyzﬁg wal s 713. Wiile this exenplary enbodi nent depicts

t hree consuner zones 710, any nunber of consumer zones may be enpl oyed, as
needed, in accWlanderentd b Rifree pPBEierhd LserSODInMY. nalipase toSyRERDIIDY i S

scal able. Admi nistrative segment 720 satisfies calls made through account
manager SHekingan codredasenptmrarcand) 4 ofscrgeis | pEHIgHa HA r Bews BisdiserBaYi gure 2A.
Aut heat i i : [

aut nant | BRI & EechpudNe S in TR  BadRuliF (ALY 1EEn kg ALBGRA by en
record aerdust360Qivassaraedadith thyppGOIDA01S bhthat pdrticubat émnisemi A¢ destdioedon

Pl hly. setushy pid e Reliled € el oSy Bo B0difinn ke Sbisey S AT ough
| nternet g gﬁﬁi&&fbﬁ?@gg?&icgﬂpfohﬁfpu ; g?cﬂé@ﬁ QI??FF&%&@ SUnfoftiofatgt hod

for stori sel ect y sharing end-user Information, In a system
havi ng a2pBQr Swdhtapnofatiemtmens be,dort dxatmpies thet lantibesoefparteculee titwms lon 29

havi at least a_.hub .site and luralit f provider sites, is

T 020, et B ipdab seitea Py ad sk  RnaBhrReg e & babhobien user i s
stored i ghighteQf list 8f HehaRRAd ASGACkiAdsSor Nk bittidag. hub site. Each user-record
conprises public information that the end-user Ssubmts to the hub site and

that the end- udbe cadpexztS§0way aldoeemytloy @daicular saeicofapplisatiomthat he provi ders

5 withou 1 ssjon of .t.he e se ivate inf.ormation that the end-user
cubri t braRERh SRR B i T MR Rheee PR Rl TR R e R A8eYr o

wi t h any sidpplinpesepvioy thdErakesd Lid1001teraS At Si3iuder Itk stdiRe@NdoniS@ith thtnkeds
non-external ly identifying synmbol associated with the user-record that

i den®? f i eEeferred geery store, 3Rd PHYidrdhomsst withansaige-byepsle ideptifieationof wdste si gnal
cont ai ni - r VA -1 f:yi ng synbol corresponding to the

end- user ﬂ%sﬁs%c#g@leqeé\%gp?% lésé{desgﬁ%%{l*t he public information associ ated

w th the end- ugdso assodisitad suithtthegroup bf c@iep iR prefeirbdehboédiinentigudsdargi gnal ,
fromthe hub site to a ,s)rovi der w thout perm ssion of the end-user. In step

804, a sEEBNAPIFLAUBEPES) G dhe RasiRuAT eIV R liRgHNCspIpY ol YRR ERG Yiehg
synbol c e O1; : i [ . : : i ssion
" equost P20t TROBECHCR AL SRR GRS Rlal 1S gl Soryicntige IR ma QuRERE <5\

i s déf er helmdtofithe &4d peer G0@ should bE stohesl donz withithd grone ofcodes! (6.8, quempitiese t o
the perm ssion request. .If s in ste 07, the private informatio
hosobs at BhE RATRUBAGSERA e bRl dlouich M aPrHiS hish dir tees)  Hee

provider. If not, in step 808, the private information is not transmtted.

In some enbodi nents, each user-record further includes financial

i nformation associated with the end-usg. In this enbodinment, in step 809,

a third request signal 20 containing the non-externally identifying synbol

corresponding to the end-user is received. In step 810, a second perm ssion

request is transmtted in response to the third request signal fromthe hub
site to the end user. In step 811, it is determ ned whether perm ssion of
the end-user is received in response to the second perm ssion request. |f
not, in step 812, the financial information is not transmtted. If so, in

. ~ A~ - ~ - N T g, T T L T T




20 request is transmtted fromthe hub site to the end user. In step
817, it is determned if perm ssion of the end-user is received in response
to the t hwalo2peses ssion request. If not, in step 818, the mrousadaniol
preference information is not transmtted. If so, in step 819, the provider
preference infornation associated with the end-user is transmtted fromthe
hub S ST biefdrfeateifboRlrRetli 4RE BLAH f o Lok &N Efod Lol ALfCunlis bRy AcSURbRIByNAVI N
a plurality o users that renotely access a network having at ast a
hub si t etherpartupir pr(adlddryhabfestpblmhediﬁr ingiontesst tatheanhotdtiod mfazimﬂtmﬁwlm@ for at

| east one ofbthe gl? sers déati on on the network of at | east one of the
provi der ¥ y1¥blej2pg, shargy %taongpirognt P- 901, code information corresponding to

one or 10 mor eFﬁg@ﬁ#@c (lﬁxsﬁrates TRGRARSY rne@ﬂelbk&déi@d@ﬁ)asmc%cﬂ@ﬁhay the
end-user (e.g y scanning) is received at the hub site. In step 902, in

respdns epardcmlhleGUEaéOShfoonmlsc groupm of voslek 2 b dviégshaveftotinBLOMRs 248k ped pondi ng
‘to the | ocati 2 he net%(\oﬁlﬁﬁ rov der.. th& |s assoctated with the
recei ved &8 1oinf‘u Ped yuthd 1&"? BRI &¢ iSSP QhERUES associ at ed
W th t headzyblagh W8th dabh SUAD £A3is arsmldﬂ&mpohsqo}slr efPatdtlonBbi gy id s used to
direct the end-user to the 15 | ocation on the network of the associ ated
provi der savehén gpantadhe cempabmtéw rEugdibs valugsddedtaconstr somekimgandi ng to each
end user e udes Lic,informatian

subrm ts. PR PioMEReIRy & Enl R erl B sf BB R bttt b RhosheSuiliat i ¢
one 1y ndsEeigfed Wih dAER BioderySitei)idrapply Rl dBestO65Mt thd Hstefldny Seth,thedr | vat e
informati on that the end-user subnuts to the hub site and that the end-user

expect s RHOB, ioiresseveshasress alliintaraghignstor Gat endenser AN e ke partiewarseRiceni ssi on
of the e r [ I en i 6:?’ W th

t he user= re(i:h%?dﬂtngg?mgﬁglgpmﬁ ?%ﬁéaﬁéﬁgqu%rmfsoxqﬁﬁggﬁ \5\86‘2’%8 m%?éf erence
to Fi gur By éfailinp tiee 12Yipt edruialdrigera Thiewitidr ubet nody 1 @reéid@rsty hhatbeeenot el y
access a network having at |east a hub site and a plurality of provider
sites, aSPRESPISH oBRetwask2P§q;ibakmaybeepmy sodpon sereiing theaedng- TBes 8 a | ocati on
on t gwm_ the providers and preserving user
annotate coééor?%?%iar% I@%ﬁt}ag]% ng{1rat ed. In step 1001, code information
correspondi ng Retuatirg anlﬂm’ElgﬁfﬁmﬁSalli)i’mdésdﬂpltlth‘yoﬁthec&mﬂenﬂl@oﬂ;ﬁatf(ﬁmei ved at
t he hub 1002 in res‘f]é?se t.o the code information, network

ite. In
addr ess 10 SPAREIOBIS SR et ARt SAIGS AOE KRS SFEYIGRY k of a
provi der e t rieved
Proma preraretyifs §§%&%oﬂa§“eﬁﬁl e B SRy ST s o Phe
net wor k pibdideessmpomtoir Hi8ttb dakei asseriseof ctodesjﬁnn}mttedtbbl@n@nduaaeioonhougle | ocati on
on t network of .the a i der st
oot ot ALBE of AEF TRETER el PH AR s qleR R A IS Po MR o0 ¢ e
In step {3 R c&rﬁ\ﬁ)ll@ﬁ@FOSﬁﬁB@ﬁ@fV@@g@@ﬂ&wﬂ ﬂfa@f)ﬂ%tﬂd?ﬁ'alﬁdﬁ 086 ®f ard &1 hub
site. h reference to Figure 11, a nethod Tor transmtting |nforrrat|on
r epr esentiser P0@ pyfils dafirratioreafihaend wsati500) Gnaleding preserances andenYEATKIceS t es |

illustrated S info t on OCIa Wi, t e.or re scans
of  machs 1o 9pish heind Ridtal s s O AR mrofflefEaRS BhPentl 0s F i e S
In step kESatiohbothvatevizs uvssbRGhRItEkE ddde hmttmaufgczamerslﬂp &if&wﬂmatan@ afiat abase
associated wth the first site in a data record_having a uniq

al ph&hunissirictipareplaged; ey usgge) deama disecterycoappnent 10p; %ﬁé@n!pxoglfowoe fiee-user is
direct edp)ifogglﬁ]}( r{}&zﬁa'n%ﬁtofﬁ ggs%oﬂlooﬁi?é&%%gr 500t S b bBevibrkBb06) 18 betlhiBGh eles both

a synbol yi'ng an a
end user 500 pointers to specific services/applications 650.

Thus, upon uploading a list of scans/code inputs, code profile component 108
returns a unique alpha-numeric identifier (also referred to herein as a “ticket™) associated
30  with the list and the URL of the service to which the ticket should be sent to obtain the

service. Further, in response to a ticket supplied by an end user 500, code profile
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10 the second site on the network and the uni que al pha-nuneric identifier
associated with the information stored at the first site. In step 1104, a
request swonml4336s received at the first site fromthe secamd/ssora+foor the
information stored at the first site. The request signal includes a
representation of the unique al pha-nuneric identifier. In step 110S, the
stored i oAl [ fefirfané a‘frdifaﬂlets@ﬁrufeb raﬁ& Pfyﬁg& Roricdeh SRIEMShcRitEEwith
response to the request signal. erence to Figure 12, a nethod
for dir etbeiticketan end-user to a netvvork Iocatl on using information

correspondi ng rovi der as h the s illustrated. In
Step 1001, a°dao4fASY botRposinn Bl Mendles iibtists. AR ifctnd St 1y of
recor ds, p;i8p&hiePfor Wbl sdrdicas aeindireekpabive rﬁaﬁhﬁéseflﬁﬁﬁmﬁﬁﬁhlda@e tgadabl e

code, wherein one or nore of the records has a plurality of differeént

net wor k M@poassfem%bwuf@n thd linkiag @ﬁmdf:s t@ gerviges/ afiplicatianstt5Ae Cade Rataldgr esses

15 T oo et apaCl Rabsigoufh BRSO e iRl e BRER AT one

or nore mnﬁtl@ﬁndr&é‘sbhﬂﬂnf CRHEGRbAdGBIO I APGRCITY sériie BHtexts s Wil &3 a renpte

scanni ng devi ce, the end-user bei ng associated wth one of the different
pr ovi derspecifyy a@delprrmothe ifemsdéspiayad to 2 vser hesed wars partiomareoderalter hestzgs

ot r evedh Y st Cu o RGP AR B TSR B ey

t he [ ovii@der FaSsxamipdd, @dnay b spbéifice tiat U61§Tend Aberk 506 tvithRGandubnrddbess for
each of the retrieved records is selected. In other enbodi nents, the

net wor k kvedds upea serfail pEHICH e e that Izpub eedes ip @@%\lul%ﬂelppl@ne RYuser. In
N
ht or e STO8E REQiEn abckS; RhiitiAE0 GivtebnRihARIERRBARH] Qeh (0L

transm saitflog ecdmpdreenel 09 ﬂ@@illdwwfoﬁ&ieexé&dn € bperatioratl dsceasntsf wmﬂht he net wor k
site to the end user. is initiate user annotat d code i nf ormati on
i s receipeeifies BWPP%@P@fdeIUscéﬁs héfs @%enﬁwné priyate cpdes; aglisqugsed pmporgser
annogat e t t ceto

Fi 981r52 1%“89%%#? %IHP@ 'élr?:lnBlS t}%?ﬁfgael?r?fo g?ﬁ%}m%ns?re %%? g&%?gé%?@@ scanned
nmachi ne-thésadaiponeatodes between net work sites is illustrated. In step 1101,
Sinfornati ondgasom ated. with one or nore scans of. nmachi ne-readabl e codes

made by an end®BSE7ess BrovlcEMpy s pods cpfalas cammpapent PO dp SXPTEATAEEATYR or nat i on
assoct at gflioit biHed fcigkan SerkiReShidYRMd BY a2ofBLARASFi ARAS LhAth MiriBnbhe 1St
site In ata re aV|n aunlqueap nuneri entlfler assomated

t her ewi tmdatabasstlﬁipnﬁglﬁaae indiedednino codserataleg dmmp@teadl(isr mpfaé’ertedr st site to a

secopd site with a URL that inclu in an addr ess
of T8 1 et Aecesaionne Hepu apIaRir koW pdhe Bt

identi fi QeeRprOnidat %Ms&ﬂaial'&qowidéhﬁﬁéd AlerdRELSHES WDy the %éce§s te. In
step 1104, a request signal is received at the first site fromthe second

site forprowiger xdfenfnﬁ@d mdablstl@?IedJang bleek semvise talile 20937k aceepsasavidérgnal

1705, ¢ St R EhareteHloqk % kel P R Be P Gl torkbeneona o 1

inres pojﬁ‘%&ntc@ \Wﬂl‘r}'a pefi¢ant s&lrlgélﬁienuﬂiecﬁn\&élﬁlb 1095 esienifely} Gsifrg BlOER séricea
met hod for directing an end-user_ to a network |location using information

cor r&s parravidgr tebleal 094 othe gegessprovidentdentifiyd in tabie 18Ngcanddeck er nreyams theat ed I'n
tep 1204, L&

Feobr de. o HeAGHaPRRGye 055 R¥ilfthe RGN GRARS, Aty SR oD i Bty O

code, V\hﬁ‘beidar lentified instde 0094, HEhe abiliy @ ah ascess plovidat iotestablisldilie§er ent

netvvorkslg &esses associ at ed therevmth 20 the different network addresses
bei ng as¥§ sd§g1(§0\;\]|lqsﬁamifupg}g@m 1By ovi ders. In step 1202, scan information

'is received at f206 with one
or nore scans g mac m@- @bﬂ@é?ﬁ%@sﬁégﬁkéﬁgﬂ%% auserél\f}w ra renot e
scarii ngprodudt aefortatore rithr esamplbsiontenheatelog avmgondnt 1 bmey aficledegwai f f er ent
providers. In step. 1203, .i.n response to.t can i.nfor ords
associ at %’Ba'iﬂpetsﬁist%é’rﬂ&fhflﬁ@- ?ﬁé‘cﬁfﬂ%c thdﬁgg’éé @??%W&H‘a@ %@b% ﬁ%er are
retrieved fromthe database. In step 1204, based on criteria specified by
the provider associated with the end-user, at |east one network address for
each of the retrieved records is seleded. In other enbodi ments, the
network address is sel ected based on an expressed goal of the end-user. In
still other enbodi ments, the network address is selected based on property
information of a session of the end-user 30 on the network. In step 1205,
transm ssion of the at | east one sel ected network address fromthe network
site to the end-user is initiated. 22
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follows the redirect to provider 600. In step 5, provider 600 creates content based on the

scanned data and returns the content to end user 500, in step 6. With reference to Figure

5B, end user 500 uploads scans in step 1 to provider 600. In step 2, provider 600 requests

scan data from platform 100, which looks up the scanned data in step 3. In step 4,

20  platform 100 responds to provider 600 with the scanned data. In step 6, provider 600
returns content to end user 500. Other information flows will be known to those skilled in
the art and are within the scope of the present invention.

A more specific example is shown with reference to Figures 6A through 6R.
With reference to Figure 6A, an end user 500 has purchased a device from an access

25  provider 600. Thus, the device and its associated identification number are registered
within the platform 100 as belonging to access provider 600 and all scans uploaded by this
device will be subject to the access provider rules (e.g., the access provider may prevent
end user 500 from accessing services offered by competitors of the access provider). In
this example, the access provider 600 also serves as a service provider. End user 500

30 registers with access provider 600, given that access provider 600 is responsible for

registration and authentication in its community. End user 500 is assigned a user
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4. A nmethod for directing an end-user to a network | ocation using
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method of elarm 1 wherelH the one of more codgs conprise one or nore
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associ at gewai ihtarea 5001. In addition, each code has one or more services associated with it
and corresponding service specific information (e.g., 2 URL needed to launch a service
associated with the code and identify the same within the database of the service
provider). In this example, one of the UPC codes was found on a box of paperclips.
20  Platform 100 may identify a number of service providers that offer a service associated
with the paperclips.

However, as shown with reference to Figure 6D, the device identification number
and application identification number 5002 are uploaded along with the codes. This
allows platform 100 to determine (by consulting context information in code profile

25  component 108) the access provider rules that platform 100 is to follow. In this example,
the provider 600 rules dictate that the end user 500 is to be presented only with its service,
excluding other services that purport to offer a service related to the paperclips. In a
specific example, the provider 600 rules may dictate that the end user 500 not be
presented with any service that is offered by a competitor of provider 600.

30 With reference to Figure 6E, platform 100 selects codes that are applicable to the

services offered by provider 600 and retrieves the service specific information for that
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one or nore scans of machi ne-readabl e codes in a data record having a
uni que al pha nuneric identifier associated therewth; a second site to
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the retrieved re s; and e) initiating tr nm ssi on t he at l.east one
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preference information associated with the end-user, further conprising: d)

in respofbe to a fourth request signal containing the non-externally
et 1119, Y BRI 00 g O SRR b AR
provi der 100 gk¢iseot@denihar etus@ 500 previously uploaded and that are associated with the

ticket. At this point, platform 100 will require that provider 600 supply its user name to

create a scan history for the end user 500. With reference to Figure 6L, a copy of the code

list represented by the ticket number is sent by the platform 100 to the provider 600.

20  Included in the code list is the provider specific service information for the three codes
that provider 600 can use. With reference to Figure 6M, provider 600 converts the list of
codes into a user interface and displays it to user 500 via his web browser, as shown in
exemplary interface 5006. Interface 5006 indicates the three items available through
provider 600 in area 5003 and also indicates, in area 5004, that there are additional items

25  available to the user 500. With reference to Figure 6N, platform 100 saves all of the ten
uploaded codes in scan cache component 107. This particular scan history profile is
identified umquely with provider 600.

With reference to Figure 60, assuming the end user 500 wishes to review the
seven other available scans, he will click on area 5004. With reference to Figure 6P, the

30 browser of end user 500 is redirected back to the end user GUI 210 of platform 100 along

with information identifying the access provider 600 information and the end user 500
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associated with the end-user fromthe hub site to the provider only if

perm ssion of the 20 end-user is received in response to the third

perm ssi owo@sesst . 10. The net hod of claim2 wherein the rewbsmasroradabl e
codes are scanned by the end-user. 27 11. The method of claim 1l wherein
only a sponsoring provider that sponsors the end user on the network has
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-associ ated with one or, nore, scans of chi ne-readahl e codes nade by the
end- user RR?SFNSQHFWFV&?@%‘IIR%E@V ég‘?h ,?‘Eer@?éﬂﬁlﬁfélgﬁ”ﬁ"eﬁoog)gslﬁélé‘ﬁﬁsﬁt@a with
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response to the scan infor ifon, records associated wth the
machi ne- odfdaliiye eotfetite of providdrp00h dhe nskr msgyrthenBunoh dbsevdicesprpsenfedr t y

one netvior k_addh SeEiR e xR iR ul ARG FiandR At i ng
tranggi sYROBn®hset H60 AmbiRBatedMeegREREd SshIIB) Mﬁfckthi’gjlliii_% Qe sird fodaKeche network

site to the end-user. 13. In a systemhaving a plurality of end-users that
r enot el y pachesss asillwetrated in Figwiertd 2 Bnd usdre 564 may have svaretnafidiffepgntir al i ty of

PLOv et Sk R e 5 AL BBl Sl BB GRS el Ragn, 25 @
user ann@gieds cheeated bdnifbhy/Qlker MRAFRICESE002 o' £sefliilak PRonef6001NShbWhA ofi t €,
code information corresponding to one or nore codes provided by the
end- user :intggaces 6002 are bookmarks 1dentifying services that the user may select. By selecting
15  aparticular bookmark, the end user 500 has indicated his expressed need.
Figure 7 provides an example of a preferred embodiment of a system 7000 that
may be used to implement the methods of the present invention. Calls made by end users
500 through the end user GUI 210 (described with reference to Figure 2A, for example)
may be satisfied by consumer zones 710, each of which includes web servers 711 and
20  application servers 712. Each consumer zone 710 also includes fire walls 713. While this
exemplary embodiment depicts three consumer zones 710, any number of consumer zones
may be employed, as needed, in accordance with the present invention. Thus, system 700
is scalable. Administrative segment 720 satisfies calls made through account manager
230 and code manager 220, as described with reference to Figure 2A. Authentication of
25  end users may also be carried out through authentication service 721 of administrative
segment 720. Statement of record area 730 provides back up of all the information
maintained on platform 100 (described with reference to Figure 2A) and, thus, should be
highly secure. Internet access to system 7000 can be achieved through internet connection
segment 740.
30 With reference to Figure 8, a method for storing and selectively sharing end-user

information, in a system having a plurality of end-users that remotely access a network
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In response to the code information, retrieving froma profil e database
associated with the hub site network address information corresponding to
t he | ocat wayw2oe33dshe network of a provider that is associ atrxi/vgonh4tone
recei ved code information; using the network address information to direct
the end-user to the location on the 5 network of the associ ated provider;
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associated with the end-user fromthe hub site to a provider w thout
per ni ssi dnregponspéo Bedirsigequestsignahtfearethe hubrsitede p presader 3vithoyERMESIBquest

R T e IR,
e nd: user ic%ﬁﬂfﬁiﬁ%@ﬁﬁﬁdltcbﬁﬁsﬁoh&ng o tidteddiudéok iddelved. asser BeS, acemhisbionhe 29
end-user fromthe hub site to the provider only if perm . ssion of _the
end- user re@lestde Eppemitipd froaxthe hs'ésmeOtOtth%erpsbmr-sﬁ1 Bep g(&q ifds fletermjneqiifsy st em
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807, the private information associated with the end-user is transmitted from the hub site
to the provider. If not, in step 808, the private information is not transmitted.
In some embodiments, each user-record further includes financial information
associated with the end-user. In this embodiment, in step 809, a third request signal
20  containing the non-externally identifying symbol corresponding to the end-user is
received. In step 810, a second permission request is transmitted in response to the third
request signal from the hub site to the end user. In step 811, it is determined whether
permission of the end-user is received in response to the second permission request. If
not, in step 812, the financial information is not transmitted. If so, in step 813, it is
25  determined whether authentication information from the provider is received. If so, in
step 814, the financial information associated with the end-user is transmitted from the
hub site to the provider. If not, in step 820, the financial information is not transmitted.
In other embodiments, each user-record further includes provider preference
information associated with the end-user. In these embodiments, in step 815, a fourth

30  request signal containing the non-externally identifying symbol corresponding to the end-

user is received. In step 816, in response to the fourth request signal, a third permission

20



provi der, conprising: a network conprising at least a hub site and a
plurality of provider sites, wherein a plurality of end-users renotely
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response hub sithe Insetem99:hths privPBnaddress infernation drveed det dinpsttihe end-yese i the
ool o G FARERISDYoLIE SIISH a6, WL e AR S Bee
at | east recsrdreirsspohdiagdy eri ehdusaadhe wkr-tdoerdriatindesvmblicdofortstidnsthate] ect ed;
and tr anstrlpe ggcil-gsner (s)libngirt]seto%he Lgl?ssige a?nrgieth;teﬂlleegr}d?lgser expects will be shared with one
or more of the providers without permission of the end-user, private information that the
end-user submits to the hub site and that the end-user expects will not be shared with any
20  of the providers without permission of the end-user, and a non-externally identifying
symbol associated with the user-record that identifies the end-user on the network.
With reference to Figure 10, in a system having a plurality of end-users that
remotely access a network having at least a hub site and a plurality of provider sites, a
method of identifying for at least one of the end-users a location on the network of at least
25  one of the providers and preserving user annotated code information is illustrated. In step
1001, code information corresponding to one or more codes provided by the end-user is
received at the hub site. In step 1002, in response to the code information, network
address information corresponding to the location on the network of a provider that is
associated with the received code information is retrieved from a profile database
30 associated with the hub site. In step 1003, the network address information is used to

direct the end-user to the location on the network of the associated provider. In step 1004,
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10 network address is initiated fromthe network site to the end-user. 17.
A systemfor identifying for at | east one of end-users a |ocation of at

| east onewpraauBshsr and for preserving user annotated code FOT/@RomE4lioDN: a

network conprising at |least a hub site and a plurality of provider sites,

wherein a plurality of end-users renotely access the network, 15 wherein

code i nf QE¢rRinhOAteAVIE ETOMILINE if RceiRed B6mMBE end-0ste &t s Bub cies] Rystéphe
end-user is received at the hub site; and a profile database associ ated

with t he 106D the neer prenietash ceds infrmetian isddored al thehwl 8 i on corresponding to
L ! ) . . t .' A :
the location O.rWhﬂ Cefire %@;r% :ﬁsxéﬂre PR g%?i Emr %@%@%@g&f@?ﬁ%@%ﬁ&%ﬁ&ﬂ%

recei ved code i ntormat retrieve ormti on,

20 wher eiofl sé dn@ed Savhink reddealsle ssddste by dBatiebork Siteksie tlhisera®dils Betep NEOEN- User
to the location on the network of the associated provider, wherein user
annot at edofernetionasspaiaied withoge pemers,wgng elopeghine-teadablaeadegmadpbyrb site,

-and wher %héi—uz?é"&j ig' ret3fved ﬁfgﬁl{‘ﬁfsﬁ‘%i?e‘.’ 1HRES 1 1@5%@1&{&?& Lsio@\%\tg{ik 1% e%&%s Qb site.

31 18. Sys recting an-end- 0 a ne ocation using
i nf or mat iswnecatra dasgbaswlassgridted withrtly firke sitemeodutateeskdating tahmiqueckipiser |
conprising: a databhase wiith a plurality of records each_of which js
associ at SUMGRE leRtAET ss8octed fhstepi e nalpa 03 W l-ugs as dirsteshigomtheror e of

the recongs has, & sdloHd &kd ith QTN f8 [RMded bR L6 PRLR a L 3fed
F éld @gln a tﬂ?’grgsvvlt %I?

therewith, the different network addresses SsocCl a erent
provider she secoad siterda the hetwatk wid thh ustme alphb-eumetic ddens fisoassadistdd withhthene or

nore scans. of pachi ne-readabl e codes e by the. end-user wt renot e
scanni ng fayngtien %tOIFgéteti?@ gﬁs,t S{t%elonesrtﬁi’- ﬂﬁgr a b%liuﬁﬁ signalys F%PFE’&W\M ’HW%ﬁteme t he
di fferen i e ' ] : g |

o] B s@&ﬁxﬁ sltt(]: %’ortvmggﬁﬁb&anbﬂ Sf&é@aqﬁ'?ﬁ‘tspfg@ erh%q’gﬂleégi‘% gﬁat[rﬁltédlgdr%_ user

records associ ated w machi ne readabl e co sca
ar e r et r iagvmdsdntaiivntofl thedmi isadpha-usatt identidier.ekpstes $HS, thealtored t he

d- . Aat | i d f h of th etrieved records is
ol ot ca it ST Sl e dr e 161 et SRS eapoutt BRSNS ose | &
initiated fromywhe rétElchQy & Fguirg 120 ﬁ:@&oﬁ&ﬁrd&ﬁﬂ%fmg dpendRuseftey ALQISHE OF

directing an end-user to a netvvor’k‘ | ocation using information correspondi ng
to a provadtion dsing dnfameationicotrespondimgdo apeovider angociatddrwith thedatlaisesie with a

pluralit ¥lh?sftra{e%? i gt%p 736 1}] a(%ifata\ﬁgsieclg p}osvi&le%? Oﬁlieacll%ﬁgasvg i;[lct]u(%esdai 1;151%51 nct)f

records, each of which is associated with a different machine-readable code, wherein one
or more of the records has a plurality of different network addresses associated therewith,

20  the different network addresses being associated with different providers. In step 1202,
scan information is received at a network site. The scan information is associated with
one or more scans of machine-readable codes made by the end-user with a remote
scanning device, the end-user being associated with one of the different providers. In step
1203, in response to the scan information, records associated with the machine-readable

25  codes scanned by the end-user are retrieved from the database. In step 1204, based on
criteria specified by the provider associated with the end-user, at least one network
address for each of the retrieved records is selected. In other embodiments, the network
address is selected based on an expressed goal of the end-user. In still other embodiments,
the network address is selected based on property information of a session of the end-user

30  onthe network. In step 1205, transmission of the at least one selected network address

from the network site to the end-user is initiated.
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machi ne-readabl e code, wherein one or nore of the records has a plurality

of different network addresses associated therewith, the different network
addr essesweeemgs@associ ated 20 with different providers; a Fretvsnkigite at

whi ch scan information associated with one or nore scans of

machi ne-r eadabl e codes made by the end-user with a renote scanni ng device
i's recei VWHAT'?@ NArNie® 1ei ng associated with one of the different

provi ders; ereln in response to the scan information, records

associ at t he |ne r.ea odes ann t he end-user. are
retri evegldf r or‘nntaﬁg tﬁ%‘t gm@eapl gl éﬁ% §el}1??'1el§lr%§ﬁsc?n“emo E%@élggi on of
t he end-user on the network,  at Ieast one network address for each of the
ret ri evedtlesior b site and padwrality of paovides sifes, 3 seihpdofor sieaing ang sdleqtivelye

selected 5 network address is initiated fromthe network site to the
end- user .shafng ¢ml-eses yformmtioaycomgprasing: ur al i ty of end-users that renotely
-access a network having at least a hub site and a plurality of provider

sitess a methaf of sistap irf ¥prefild @itatke hRasihte@MEthQhe hillesied)dud&Sesora | ocati on
on the network of at |east one of the prOV|ders conpri si ng: rece|V|ng, at

the hub Sdbotn%s%oglﬁgl% Jb RhGY it IR GO LRRPRBA ﬁgn &%Elb?lc iMRERatfRdR:

provi ded user; in response to t rmati on, retrleV|ng

f i dt bas te he hub
o et 1 BB HEUB RGP A ST o e T BRI . e

i s associ at ed mnth the received code information; and using the network
addr ess TPI§Ofe RsAViders ayithout perpussionRfiaeendreser, MEivRsdRITBANHhatEe 15
network of the associ ated provider, wherein the profil e database conprises
a user - r endrugercsubmets po theild) sito anditiat thedndraeer;expedthwils pot-beeshared wathramyi si ng
public information that the end-user submits to the hub site and that the

end- user ¢PtResoSidelsWithat paradigtbrbitthe ORPuRt, dilatontexidifalBf @entkfeing W t hout
perm ssion of the end-user, private information that the end-user subnits

to the husgnﬁ)'of £ss68atl %Mlﬁé ulde ?e&E’&ifﬂa‘?ﬁ%n\?Pf&etﬁé énd"‘héelr ol e ﬁkgw&'ikar ed with

any of theé providers W|t hout perm ssion o he end- user,
non- ext er nal I | denti f % ¢ }r{}ér?} ) asesoogrﬂgg wth t[lhe user - gcor d that
identifies th end TS PRSI BAETEPE B EF B m 20 wher ei n
the one or nore codes conprise one or nore nmachjne readabl e codes.
identifying symbol corresponding to the end-user, transmitting the public information
assoctated with the end-user from the hub site to a provider without permission of the end-
15  user;and
c) in response to a second request signal containing the non-externally
identifying symbol corresponding to the end-user, transmitting a permission request from
the hub site to the end-user and transmitting the private information associated with the
end-user from the hub site to the provider only if permission of the end-user is received in
20  response to the permission request.
2. In a system having a plurality of end-users that remotely access a network having

at least a hub site and a plurality of provider sites, a method of identifying for at least one

of the end-users a location on the network of at least one of the providers, comprising:
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33 22. The nmethod of claim21 wherein the machi ne readabl e codes are
scanned by the end-user. 23. In a systemhaving a plurality of end-users

t hat renowelog4asmsess a network having at | east a hub sitepramdusaiploral ity
of provider sites, a nethod of identifying for at |east one 5 of the
end-users a location on the network of at |east one of the providers and
preserving us g?}gg I i Sk 00 Y4 at the
hub site, codgécien o’tﬁgﬁﬁgﬁggggrcgg{){gﬁ Indélﬁ?go%%gg%dr]ﬁ mrg%nez:o egl)épcr%ge\:/sl ded by

t he end- user. ibn thesgcgnse_ to the code information, retrieving froma
profile Bﬁotvé%eélsé' 888t ed 10 with the hub site network address
information corresponding to the I ocation on the network of a provider that
i s associ at ed IFesponsa o the cads wéorasen, Ry ingrema pipfle datehasefetamiied addr ess
information to direct the end-user to the [ocation on the network of the
associ at sithpghe il site nateerdd adidregs infomatioe cemesposding &t the hecabiob ogithe user

-annot at ed code information; 15 storing said user annotated code information

at the hubwiirk 6f a pfoviddr 4 iseiRddeited WRAthe étdiged @ide dfoheatn; ane end- user a
| ocation of at |east one provider, conprising: a network conprising at

| east a hub ShEi‘ﬁfg%@nei‘w&‘kLHdﬁ}ésé hfHmaioR Yo 85 ct%de.te?ﬁausgﬂ%&ﬁ el o fle! ty Of
end-users renotelfy access the network, 20 wherein code infornmation
correspondi n(]qktﬁ one or npre .godes provi ded by the end-user is received at
the hub SFPHTK SRR ASSpoIfsd MOY it hase associated with the hub site from

whi ch network address information corresponding to the |ocation on_the
network of a pPHstEREr nrefle databass CERPEBESE Wet-FecPRcorssRaniane osa@eh eik-or mat i on
is retrieved in response to the code information, 34 wherein the

profil e dUsdratrbeserampon]sempasing pnblicindorthation thas theredd-wgert subeais o drechubser ;
each user-record conprising public information that the end-user submts to

the hab sitd encigt thBahd-LER epistts AT beshaRAwIthbNd orligors BattRchrovidBrsarichont nor e
of the providers without

permission of the end-user, private information that the end-user submits to the hub site

and that the end-user expects will not be shared with any of the providers without
permission of the end-user, and a non-externally identifying symbol associated with the
user-record that identifies the end-user on the network.
15 3. A method for transmitting information representative of scanned machine-readable
codes between network sites, comprising:
2) receiving, at a first site, information associated with one or more scans of
machine-readable codes made by an end-user;
b) storing, at a database associated with the first site, the information
20  associated with one or more scans of machine-readable codes in a data record having a
unique alpha-numeric identifier associated therewith;
c) directing the end-user from the first site to a second site with a URL that
includes both a symbol identifying an address of the second site on the network and the

unique alpha-numeric identifier associated with the information stored at the first site;
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perm ssion of the end-user, private information that the end-user submts
to the hub site and that the end-user expects wll not be shared with any
of the prwoaessoswi t hout permi ssion of the end-user, and aomustesi®inal |y
i dentifying synbol associated with the user-record that identifies the
end-user on the network; and wherein the network address information is

used to directgthe I%Béllvh&%gét thOfikRSitd, Q?ﬁde&%iéﬁil hBf thesMBh sfd fok ik

associ ated provider. 10 A system identifying for at |east one of

end-users. a | ogation of .at.least _one. provi der and, { reserving.Uuse

annot at edCuTatPhHSfiA 1B oA pABBRbE s RO RO PR ang
plurality of provider sites, wherein a plurality of end-users renotely
-access th@eﬁéﬂﬂéﬂp}la\%@c@ﬁrﬁd%@éﬂiaﬁﬁorn&ti on corresponding to one or nore
codes provided by the 15 end-user is received at the hub site; and a
profile databa®e asssuodingttbelstaredhinformationfren the finsbsitathitdsenendwieknaddr ess
--nformation corresponding to the I ocation on the network of a provider that
i s asspci akmmsitd the kdifies jayed code information is retrieved in response
to the code information, erein the network address information is used to

direct thg endaysghod f?)rtd'ﬂ@ctg%tAn%ﬁlds%p%%e%kﬂgéa%ﬁ 'ﬁsﬁl% infdfnfppOCi at ed

provi der, wherein user annotated code information is received fromthe
end-user at the hub site .dand vvhetr‘gi ! %%ied user annotated code information
is stor edcoéfes?wéh%tﬁ agjrpgidenggsociaty WIB\ ?l}glél%f%(‘an%ppglﬁlgm tting information
representative of scanned machi ne-readabl e codes between network sjtes,
conpri sing: a)¥r ecefPViding adatabase pd asHht‘réﬁtﬂq’ffr sagh of whirki1s pssgeigieth one
or nore scans of machi ne-readabl e codes nmade by an end-user; 5 b) storing,
at a dat abibe diffgontinachihenicadablthreodej whereigi ane or titnze phitho rermrdsdies agpdwelitat ed
with one or nore scans of nmachi ne-readabl e codes in a data record having a

uni qued al phiffeneAeidtwotkdRididshdseissatid@iCthadeadth] the deffértit nebyorlliaddetden heinpe
end-user fromthe first site to a second site with a URL that includes both

a synbol ‘ilsgﬁa tbd Wit Qi B&ea0sbeRss0f the second site on the network and the
10 uni que al pha-numeric rdentifier associated with the information stored

LR TRt RO S SN T T
request S:i,c(‘;]nrl]sa (l)f rirlgcﬂi#eqreegdziylé gc?c{eg ?nea%g %_5/ it}%nen%tuser with a remote scanning device, the
end-user being associated with one of the different providers;
15 c) retrieving from the database. in response to the scan information, records
associated with the machine-readable codes scanned by the end-user;
d) based on criteria specified by the provider associated with the end-user,
selecting at least one network address for each of the retrieved records; and
€) initiating transmission of the at least one selected network address from the
20  network site to the end-user.
5. The method of claim 1, wherein each user-record further comprises financial
information associated with the end-user, further comprising:

d) in response to a third request signal containing the non-externally

identifying symbol corresponding to the end-user, transmitting a second permission
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t he uni que al pha-nuneric identifier; and e) sending the stored information
fromthe first site to the second site in 15 response to the request
signal. 2wodysge em for transmtting i nformation represemnpct/usm/0@forscanned
machi ne-r eadabl e codes between network sites, conprising: a first site at
whi ch informati on associated with one or nore scans of nmachi ne readable

codes ”adFeth%st HonPE hH6 e foShé BRPAYER Ind @&s?ni@iﬂggﬁaﬁﬁmﬁﬁ BbAh /DM th the

first site at stores the infornmati on associ ated wth one or nore scans of

machi ne-readabl e ¢ s in a data,recor ing_a unigue alpha nunmeric

i dent i fi e?ssg%xgtgﬁiw&ﬁlgﬁe ?‘I’f{e]?sée e th@%‘“ Sie &até‘égg’ﬁbdegf){’@ lfpc?n\){/ﬁ‘feéﬁ% Ohl he end user
is directed, fromthe first site, with a URL that in¢ludes both a synbol

i dent i fyi Hghenticaten wéymation fremsibe prayidyr ead Hperpissiap Phiiaeng ritser 1 seshiedue

al pha-nuneric identifier associated with the information stored at the
first sitiuresponseiothasecendipemissign@iquéss recei ved at the first site fromthe
-second site for the 5 information stored at the first site, wherein the
request sggnal Théalethda DS alairl 0 valsREih Alid sHe @mdrbeodbRicatiPrist Bh&oMORY i C
identifier; and wherein the stored information is sent fromthe first site
to the segQifnsidaBatiicsfesponse to the request signal. 10 28. A nethod for
directing an end-user to a network | ocation using information correspondi ng

to a provider @ssociated w t.h. the.end-user, c ri sing:. ovi di a
ot abase.n tn & SRepIpT Polifink i BNIAER PSRt s Ehned lnaRlinErtadille
di fferent machi ne-readabl e code, wherein one or nore of the records has a
pl ur al i t ycostes Betean BeitvoResitgs OIS ses associ ated therewith, the

di fferent network addresses being 15 associated with different providers;
b) receiving aa fizst nide stovikclsinfermation nssonifatedrvath ore araseeisadmsfimachinene or
snore scans of machi ne-readabl e codes nade by the end-user with a renote

scanniong fadibliecoded thadBdy dh ehd-Dedrigreasivegi ated with one of the different
providers; c) retrievislg fromthe database, in response to the scan

I nf or mati on, rse&aggga&oga&a%a{ & fdetshe i&??tg%g li‘)%é;ﬁ%“cf]rﬁﬁqag 'a?sgﬁﬁ%%vi&? anned

by the end-user; d ased on criteria specl e provider associated

with the gﬂ]eddrurﬁgr% 'scans of machine-readable codes in a data record having a unique alpha-

numeric identifier associated therewith;
a second site to which the end user is directed, from the first site, with a URL that
15  includes both a symbol identifying an address of the second site on the network and the
unique alpha-numeric identifier associated with the information stored at the first site;
wherein a request signal is received at the first site from the second site for the
information stored at the first site, wherein the request signal includes a representation of
the unique alpha-numeric identifier; and
20 wherein the stored information is sent from the first site to the second site in
response to the request signal.
8. A method for directing an end-user to a network location using information

corresponding to a provider associated with the end-user, comprising:
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selecting at | east one network address for each of the retrieved records;
and e) initiating transm ssion of the at |east one sel ected network address
fromthe wetomshssite to the end-user. 37 29. A net hod Fawushixemti ng an
end-user to a network |l ocation using information corresponding to a

provi der associ at ed vvith the end-user, conprising: a) providing a database

with a plurali %% d5iabdke With V!‘ﬂ#%&hbs BA2Ras BARbWHith B alokiagdent

machi ne-r eadab e co e reln one or re o the records has a plurality 5

of differe dress ciate therevm wor k
addr esses qh arfgf %f?gglgfi%?]eedr% %ﬂgg?(%f ﬁgﬁ ISoviTde Ofﬂbe)lg?oef:l;efl;%/l ré;l{na?%;
network site, scan |nformat| on associ at ed vmth qQne or scans

machi ne- r ekdiEreat pepwosk ﬁ%@ssﬁiﬁsﬁ‘i’%ﬂt%ﬂm{%?h hedi are%l%ﬁswer FRiFSs eHEgvl ce,
the end-user being associated with one of the different providers; 10 c)
retrievi ngssbeiated whih diffierenbproyiders; r esponse to the scan information, records
-associ ated with the machi ne-readabl e codes scanned by the end-user; d)

based Hn an expy essestedosd at@inethierk eliel-susehforaekion bisdgiatdd Witlasie @itaomeet wor K
address for each of the retrieved records; and e) initiating transm ssion

of the at sdaﬁ?éf’ mg&ﬁné ?éa%ﬁﬁl@go&@tn‘i‘ﬁ% g@ﬂgérﬁﬁﬁsefrwméﬂ%ﬁmgéscﬁﬁhﬂg fkvisd tige t O

t he end-user. . A net hod direcfing an end-user to a network I'ocation
usi ng |nfor ncorres dln to AV ciated with the end-user,
conpri si ng’ 5361 F8v a8§°r?g ‘Hgli‘g (?';I%feﬂ’;}\e/vl8 éélq ovr@eirg’ty of records each of
which is associated wi,th a_different ITB.ChI ne-readabl e code, wherein one or
more of the reBor ds HHEVIEE Hom the dgipbase, 1BepORsIP b SoAB IHBHRAtIIgFSS WSS

associ ated therewith, the different network addresses being associated with
di f f er ent agspaigtied evith thb)nmbmwadagle@pd%s seennedrtiy the eed-useg;an i nf or mati on
associated wth one or nore scans of machi ne-readabl e codes nade by the
end- us@r W th & r emphgedonamrixpssta \goaleof thdiendstistr, ssREtilCAt1gasasROmdt@bAd W t h
one of the different providers; 38

address for each of the retrieved records; and

€) initiating transmission of the at least one selected network address from the
network site to the end-user.

9. The method of claim 1, wherein each user-record further comprises provider
15 preference information associated with the end-user, further comprising:

d) in response to a fourth request signal containing the non-externally
identifying symbol corresponding to the end-user, transmitting a third permission request
from the hub site to the end user and transmitting the provider preference information
associated with the end-user from the hub site to the provider only if permission of the

20  end-user is received in response to the third permission request.
10.  The method of claim 2 wherein the machine readable codes are scanned by the

end-user.
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c) retrieving fromthe database, in response to the scan information,
records associated with the machi ne-readabl e codes scanned by the end-user;
d) based wo@uoeparty i nformati on of a session of the end- wEAVUSHN/44T0E
network, selecting at | east one network address for each of the retrieved
records; and e) initiating transm ssion of the at |east one sel ected

network adqr es gt EMddLT Bt ORKersil dhly @ sdiRotfiardoRr tik spolscty Meghdf or

directing an end-user to a network | ocation using information correspondi ng

to a provider soci at wi Lh the end-user,..conprising: . a databas iLth a
i ural i ty U6 opaie R Oucas ulndnty BreRtalRBl SOl b tho-frer PP o e

machi ne-readabl e code, wherein one or nore of the records has a plurality
of differ 8AWOHEt wor k addresses associated therewith, the different network
addresses being associated with different providers; a network site at

whi ch scad2i nf dy mathod foralirsotingar endaiigeh tompetworkniorafiosasing information

‘machi ne-readabl e codes nade by the end-user with a renbte scanni ng device

i s recgiveeespbndifig tenproviiRf adretia@dadtomhe ahddsey dompeisengdf the different
provi ders; wherein, in response to the scan information, records associ ated

with the machipgg r eﬁflﬁ,@&iﬁ% Qﬁgﬁﬁas%%ﬂpgﬁlgga\{%igﬁ?@&‘& R oW ch RldstdeY: in\: rom

t he database; based on criteria speci e provider assoclate th

t he end-usey, | east .one _network,.address for each.qf the .retrieved.
ocords | Sntn eI PBhARE FRRAMR beeed WRGRRT e bt De e efSioh Fodd B0y
network address is initiated fromthe network site to the end-user. 32. A
syst em f oPf éﬁffsé%’tt p?@vogﬁa@heﬁsa%@w%eith@mm khe ditfgrenbpetwerkefidresseshaie on
corresponding to a provider associated with the end-user, conprising: a
dat abase wsopiatedpyithr differept pfovidetsor ds each of which is associated with a
di fferent machi ne-readabl e code, wherein one or nore of the records has a

pluraldoty of dbjfer estkivath at a neb@dkaitl, saahilirgsaesion associagddedlith by @whble, t he
di fferent network addresses being associated with different providers; a

NetWor k- Sistfs 8F mABhifELr&aah)e cBAQ R B thE SRR W a%ﬁ%t&%nﬁh% @BYige, SANS of

machi ne-r eadabl e codes made by the end-user wth a renote scanni ng device

is received, 5 the end-u N sqcl.ated wi.th one of the different
provi der S;en%%erri)lew,g aﬁsf%)ci,ag%p\gﬁﬁgn?q%?@ﬁgﬁteégﬁ pf%vf%??‘rati on, records associ ated
with the nmachine .. . . .

c) retrieving from the database, in response to the scan information, records

associated with the machine-readable codes scanned by the end-user;
15 d) based on property information of a session of the end-user on the network,
selecting at least one network address for each of the retrieved records; and
e) initiating transmission of the at least one selected network address from the
network site to the end-user.
13.  In asystem having a plurality of end-users that remotely access a network having
20  atleast a hub site and a plurality of provider sites, a method of identifying for at least one
of the end-users a location on the network of at least one of the providers and preserving
user annotated code information, comprising:
receiving, at the hub site, code information corresponding to one or more codes

provided by the end-user;
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permission of the end-user, and a non-externally identifying symbol associated with the
user-record that identifies the end-user on the network; and
wherein the network address information is used to direct the end-user to the
20  location on the network of the associated provider.
16. A system for directing an end-user to a network location using information
corresponding to a provider associated with the end-user, comprising;

a database with a plurality of records each of which is associated with a different

machine-readable code, wherein one or more of the records has a plurality of different
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10  network address is initiated from the network site to the end-user.
17. A system for identifying for at least one of end-users a location of at least one
provider and for preserving user annotated code information:
a network comprising at least a hub site and a'plurality of provider sites, wherein a
plurality of end-users remotely access the network,
15 wherein code information corresponding to one or more codes provided by the
end-user is received at the hub site; and
a profile database associated with the hub site from which network address
information corresponding to the location on the network of a prov;der that is associated
with the received code information is retrieved in response to the code information,
20 wherein the network address information is used to direct the end-user to the
location on the network of the associated provider,
wherein user annotated code information is received from the end-user at the hub
site, and

wherein said user annotated code information is stored at the hub site.
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records is selected; and transmission of the at least one selected network address is
initiated from the network site to thf: end-user.

15 19. A system for directing an end-user to a network location using information
corresponding to a provider associatéd with the end-user, comprising:

a database with a plurality of records each of which is associated with a different
machine-readable code, wherein one or more of the records has a plurality of different
network addresses associated therewith, the different network addresses being associated

20  with different providers;

a network site at which scan information associated with one or more scans of

machine-readable codes made by the end-user with a remote scanning device is received,

the end-user being associated with one of the different providers;
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in response to the code information, retrieving from a profile database associated
with the hub site network address information corresponding to the location on the
network of a provider that is associated with the received code information; and
using the network address information to direct the end-user to thg location on the
15 network of the associated provider,
wherein the profile database comprises a user-record corresponding to each end-
user; each user-record comprising public information that the end-user submits to the hub
site and that the end-user expects will be shared with one or more of the providers without
permission of the end-user, private information that the end-user submits to the hub site
20  and that the end-user expects will not be shared with any of the providers without
permission of the end-user, and a non-externally identifying symbol associated with the
user-record that identifies the end-user on the network.

21.  The method of claim 20 wherein the one or more codes comprise one or more

machine readable codes.
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network of a provider that is associated with the received code information;
using the network address information to direct the end-user to the location on the
network of the associated provider;
receiving from the end-user at the hub site user annotated code information;
15 storing said user annotated code information at the hub site.
24. A system for identifying for at least one end-user a location of at least one
provider, comprising:
a network comprising at least a hub site and a plurality of provider sites, wherein a
plurality of end-users remotely access the network,
20 wherein code information corresponding to one or more codes provided by the
end-user is received at the hub site; and
a profile database associated with the hub site from which network address
information corresponding to the location on the network of a provider that is associated

with the received code information is retrieved in response to the code information,
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user-record that identifies the end-user on the network; and
wherein the network address information is used to direct the end-user to the
location on the network of the associated provider.
10 25. A system for identifying for at least one of end-users a location of at least one
provider and for preserving user annotated code information:
a network comprising at least a hub site and a plurality of provider sites, wherein a
plurality of end-users remotely access the network,
wherein code information corresponding to one or more codes provided by the
15  end-user 1s recetved at the hub site; and
a profile database associated with the hub site from which network address
information corresponding to the location on the network of a provider that is associated
with the received code information is retrieved in response to the code information,
wherein the network address information is used to direct the end-user to the
20  location on the network of the associated provider,
wherein user annotated code information is received from the end-user at the hub
site, and

wherein said user annotated code information is stored at the hub site.
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5 b) storing, at a database associated with the first site, the information

associated with one or more scans of machine-readable codes in a data record having a

unique alpha-numeric identifier associated therewith;

c) directing the end-user from the first site to a second site with a URL that
includes both a symbol identifying an address of the second site on the network and the

10  unique alpha-numeric identifier associated with the information stored at the first site;

d) receiving, at the first site, a request signal from the second site for the
information stored at the first site, wherein the request signal includes a representation of
the unique alpha-numeric identifier; and

€) sending the stored information from the first site to the second site in

15  response to the request signal.
27. A system for transmitting information representative of scanned machine-readable
codes between network sites, comprising:

a first site at which information associated with one or more scans of machine-
readable codes made by an end-user is received;

20 a database associated with the first site that stores the information associated with

one or more scans of machine-readable codes in a data record having a unique alpha-

numeric identifier associated therewith;
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15

20

(mfem&&&édjﬁnhiﬁrst site, wherein the request signal includes a representation of
the unique alpha-numeric identifier; and
wherein the stored information is sent from the first site to the second site in

response to the request signal.

28. A method for directing an end-user to a network location using information
corresponding to a provider associated with the end-user, comprising:

a) providing a database with a plurality of records each of which is associated
with a different machine-readable code, wherein one or more of the records has a plurality
of different network addresses associated therewith, the different network addresses being
associated with different providers;

b) receiving at a netw&k site, scan information associated with one or more
scans of machine-readable codes made by the end-user with a remote scanning device, the
end-user being associated with one of the different providers;

c) retrieving from the database, in response to the scan information, records
associated with the machine-readable codes scanned by the end-user;

d) based on criteria specified by the provider associated with the end-user,
selecting at least one network address for each of the retrieved records; and

€) initiating transmission of the at least one selected network address from the

network site to the end-user.
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10 c) retrieving from the database, in response to the scan information, records
associated with the machine-readable codes scanned by the end-user;
d) based on an expressed goal of the end-user, selecting at least one network
address for each of the retrieved records; and
€) initiating transmission of the at least one selected network address from the
15  network site to the end-user.
30. A method for directing an end-user to a network location using information
corresponding to a provider associated with the end-user, comprising:
a) providing a database with a plurality of records each of which is associated
with a different machine-readable code, wherein one or more of the records has a plurality
20  of different network addresses associated therewith, the different network addresses being

associated with different providers;
b) receiving at a network site, scan information associated with one or more
scans of machine-readable codes made by the end-user with a remote scanning device, the

end-user being associated with one of the different providers;
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network site to the end-user.
31. A system for directing an end-user to a network location using information
corresponding to a provider associated with the end-user, comprising:
a database with a plurality of records each of which is associated with a different
10  machine-readable code, wherein one or more of the records has a plurality of different
network addresses associated therewith, the different network addresses being associated
with different providers;
a network site at which scan information associated with one or more scans of
machine-readable codes made by the end-user with a remote scanning device is received,
15  the end-user being associated with one of the different providers;
wherein, in response to the scan information, records associated with the machine-
readable codes scanned by the end-user are retrieved from the database; based on criteria
specified by the provider associated with the end-user, at least one network address for
each of the retrieved records is selected; and transmission of the at least one selected
20  network address is initiated from the network site to the end-user.
32. A system for directing an end-user to a network location using information
corresponding to a provider associated with the end-user, comprising:

' a database with a plurality of records each of which is associated with a different

machine-readable code, wherein one or more of the records has a plurality of different
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10  initiated from the network site to the end-user.

33. A system for directing an end-user to a network location using information
corresponding to a provider associated with the end-user, comprising:

a database with a plurality of records each of which is associated with a different
machine-readable code, wherein one or more of the records has a plurality of different

15 network addresses associated therewith, the different network addresses being associated
with different providers;

anetwork site at which scan information associated with one or more scans of
machine-readable codes made by the end-user with a remote scanning device is received,
the end-user being associated with one of the different providers;

20 wherein, in response to the scan information, records associated with the machine-
readable codes scanned by the end-user are retrieved from the database; based on property
information of a session of the end-user on the network, at least one network address for
each of the retrieved records is selected; and transmission of the at least one selected

network address is initiated from the network site to the end-user.
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