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Method and System for Transaction Validation in a Distributed Computing System

FIELD OF THE INVENTION

[0001] The present application relates to a method and system for transaction validation in a
distributed computing system (such as a blockchain network). The transactions to be
validated may be non-financial transactions or financial transactions (such as cryptocurrency

transactions).

BACKGROUND OF THE INVENTION

[0002] Financial and other transactions are commonly conducted or facilitated electronically,
whether in a traditional currency or a pseudo- or cryptocurrency (e.g. Bitcoin). Validation or
authentication of each transaction is important. With cryptocurrencies, this validation may be
effected with proof-of-work (POW) or “Proof of Stake” to achieve consensus between
computing device peers in a distributed ledger such as blockchain. In POW, a device that
meets a proof-of-work requirement for a transaction block will have that block accepted by
peers, and the user receives a reward in the form of cryptocurrency. Such a consensus
algorithm is used to achieve the required consensus, such as in a blockchain, but can also be

employed in other, non-blockchain environments.

[0003] U.S. Patent No. 7,356,696 discloses a method of using a computational effort invested
in a POW. The method includes distributing a computational task among a plurality of
computing devices for execution within a specified interval of time as a POW, receiving the
POW relating to the task from one of the entities, using the POW to accomplish the task, and
distributing the POW as a POW.

[0004] U.S. Patent No. 8,412,952 discloses a computer-implemented method for
authenticating requests from a client running trialware through a POW protocol. A request
received from a client running trialware is analysed. A cryptographic puzzle is generated if an
authentication token is not included with the request. The cryptographic puzzle is transmitted
to the client. A solution to the cryptographic puzzle received from the client is analysed. A

response to the request is generated if the received solution to the puzzle is validated.

[0005] International Patent Application Publication No. WO 2015/175722 discloses a
healthcare transaction validation system and method, in which healthcare transactions
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associated with a person (e.g. a patient) are compiled into a chain of healthcare transaction
blocks, constituting a chronicle of the person’s evolving healthcare. When a transaction is
conducted, the corresponding healthcare parameters (e.g., inputs, outputs, clinical evidence,
outcomes, etc.) are sent to one or more validation devices. The devices establish validity of
the transaction and generate a new block via POW. Once the new block has been calculated it

can be appended to the person’s healthcare blockchain.

SUMMARY OF THE INVENTION

[0006] It is object of the present invention to a provide transaction validation method for use

in a distributed computing system.

[0007] The following presents a simplified summary of the present invention, in order to
provide a basic understanding of some of its aspects. The summary is not an extensive
overview of the present invention. It is neither intended to identify key or critical elements of
the present invention nor to delineate the scope of the present invention. The following
summary merely presents some concepts of the present invention in a simplified form as a

prelude to the description below.

[0008] According to a first broad aspect of the present invention, there is provided a
transaction validation method for use in a distributed computing system, the method
comprising:

e associating first and second parameters with respective users of the distributed
computing system, the first parameter being determined based on an increment
for each validation performed by a respective user and a decrement for each
transaction validation performed by the respective user, the second parameter
being determined based on a transaction history and a validation history of the
respective users;

e registering a plurality of the users as validating users that are authorized to
validate transactions visible to the distributed computing system and that require
validation;

e afirst of the users initiating a transaction with a user computing device;

e associating respective validation priorities in respect of performing a validation
task with members of a first set of validating users comprising at least one of the

validating users other than the first of the users, the respective validation
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priorities being determined based on the first and second parameters associated
with the members of the first set of validating users, the validation task
comprising validation of the transaction;

e rendering the transaction visible to respective computing devices of one or more
of the members of the first set of validating users;

e members of a second set of validating users performing the validation task, the
second set of validating users comprising one or more of the first set of
validating users;

e decrementing the first parameter associated with the first user by a first amount
upon completion of the validation task, and incrementing the first parameter
associated with the members of the second set by respective second amounts
upon completion of the validation task; and

e updating the second parameter associated with the members of the second set

upon completion of the validation task.

[0009] Thus, in broad terms, the method is based on reciprocity: members validate the
transactions of other members in return for others validating theirs. In this manner, only
members who actually use the network to validate their transactions will have the right to

validate the transactions of others, hence the name: Proof-of-Use.

[0010] Validation may be performed, in some embodiments, by a plurality of validating users
(that is, the second set of validating users), which may constitute all or a subset of the
members of the first set of validating users to whom the transaction is offered by being
rendered visible. The members to whom the transaction is offered for validation, in
embodiments in which validation by a plurality of members is permitted, is referred to herein

as a ‘validating user pool’.

[0011] In an embodiment, the method includes rendering the transaction task visible to
respective computing devices of the members of the first set with sufficient validation
priority (being typically a validation priority above a predefined validation priority
threshold).

[0012] In an embodiment, the first and second amounts are (i) predefined, or (ii) determined
according to at least one characteristic of the transaction, or (iii) determined according to a

size of the transaction and/or a nature of the transaction.
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[0013] In an embodiment, the first amount has a predefined relationship to the second

amounts. In one typical example, the first amount equals the sum of the second amounts.

[0014] In an embodiment, the second amounts are equal. In some embodiments, the second

amounts are based on the first and/or second parameters of the members of the second set.

[0015] In an embodiment, the validating of the transaction comprises hashing the transaction
into a block, the method comprising the members of the second set subsequently adding the

block to a blockchain.

[0016] In an embodiment, the method includes determining the second parameter based on
periods between respective increments and decrements in the first parameter of the respective

users.

[0017] In an embodiment, the method comprises modifying the first parameter of the first
user when the first parameter of the first user does not satisfy a first threshold so that the first

parameter of the first user satisfies the first threshold.

[0018] In an embodiment, the method comprises broadcasting the transaction on the
distributed computing system such that the transaction is visible to the respective computing
devices of one or more members of the first set. In an example, the method includes
broadcasting the transaction on the distributed computing system such that the transaction is
visible to the respective computing devices of all of the other transaction validators. In certain
embodiments, the method comprises broadcasting or distributing the validation task to one or

more members of the first set for validation whose respective priority meets a third threshold.

[0019] In an embodiment, the first threshold is expressed in the form of cryptocurrency.

[0020] In some embodiments, the validation priority is such that, if a plurality of the other
transaction validators validates the transaction, the validation of the transaction is credited to

the first other transaction validator to validate the transaction.

[0021] In an embodiment, the transaction validation method comprises converting the first
user’s first parameter (or a value assigned thereto) into crypto- or other currency based on a
predefined exchange rate. In the example of Bitcoin, such an exchange rate may be expressed

in the form of, for example, “x Bitcoin per unit of first parameter”, where x may be integral
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or, more probably at current Bitcoin values, a fraction of a Bitcoin (e.g. x = 0.001). The
method would typically then include debiting the first user’s first parameter by the desired

amount for conversion, and crediting the user with the appropriate amount of Bitcoin.

[0022] In certain embodiments, the first amount is equal to the second amount when there is
one validating user, and equal to the sum of the second amounts when there is more than one

validating user.

[0023] In embodiments in which the first amount is greater than the second amount (if there
is one validating user) or greater than the sum of the second amounts (if there is more than
one validating user), the deference between the first and second amounts (or sum of the
second amounts) may be relatively small (e.g. 1%, 5%, 10%, < 1%, < 5% or <10%).
Likewise, in embodiments in which the first amount is less than the second amount (or sum
of the second amounts), the deference between the first and second amounts (or sum of the
second amounts) may be relatively small. The difference may be regarded as a form of
arbitrage, such as in implementations in which it is desired to maintain a constant (or nearly
constant) total sum of all users’ or validating users’ first parameters (especially in those
embodiments that include incrementing and decrementing the first parameters of users in

response to conditions additional to that of transaction validation).

[0024] In another embodiment, the validation priority is such that, if a plurality of the other
transaction validators validates the transaction, the validation of the transaction is credited to
the validating other transaction validator associated with the higher or highest validation

priority.

[0025] According to a second broad aspect of the present invention, there is provided a
transaction validation system, comprising:

e amembership manager configured to register a plurality of the users as
validating users that are authorized to validate transactions visible to the
distributed computing system and that require validation;

e a first parameter determiner configured to associate a first parameter with the
respective users, the first parameter being determined by the first parameter
determiner based on an increment for each validation performed by a respective
user and a decrement for each validated transaction performed by respective

USErS;
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e asecond parameter determiner configured to associate a second parameter with
the respective users, the second parameter being determined by the second
parameter determiner based on a transaction history and a validation history of
respective users;

e atransaction prioritizer configured to associate respective validation priorities in
respect of performing a validation task with members of a first set of validating
users comprising at least one of the validating users other than the first of the
users, the respective validation priorities being determined based on the first and
second parameters associated with the members of the first set of validating
users, the validation task comprising validation of the transaction;

e atransaction assigner configured to render the transaction visible to respective
computing devices of one or more of the members of the first set of validating
users; and

e atransaction validator controllable by members of a second set of validating
users performing the validation task, the second set of validating users
comprising one or more of the first set of validating users;

e wherein the first parameter determiner is configured to respond to completion of
the validation task by decrementing the first parameter associated with the first
user by a first amount, and incrementing the first parameter associated with the
members of the second set by respective second amounts; and

e the second parameter determiner is configured to respond to completion of the
validation task by updating the associated with the members of the second set.

[0026] In an embodiment, the transaction assigner is configured to render the transaction task
visible to respective computing devices of the members of the first set with sufficient
validation priority (being typically a validation priority above a predefined validation priority
threshold).

[0027] In an embodiment, the first parameter determiner is configured to employ values for
the first and second amounts that are (i) predefined, or (ii) determined the second parameter
determiner according to at least one characteristic of the transaction, or (iii) determined by

the second parameter determiner according to a size of the transaction and/or a nature of the

transaction.
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[0028] In an embodiment, the first amount has a predefined relationship to the second
amounts. On an example, the first amount equals the sum of the second amounts. In an
embodiment, the second amounts are equal. In some embodiments, the second amounts are

based on the first and/or second parameters of the members of the second set.

[0029] In an embodiment, the transaction validator is configured to validate the transaction
by hashing the transaction into a block for subsequent addition to a blockchain.

[0030] In an embodiment, the second parameter determiner is configured to determine the
second parameter based on periods between respective increments and decrements in the first
parameter of the respective users. In an embodiment, the first parameter determiner is
configured to modify the first parameter of the first user when the first parameter of the first
user does not satisfy a first threshold so that the first parameter of the first user satisfies the
first threshold.

[0031] In an embodiment, the transaction assigner is configured to broadcast the transaction
on the distributed computing system such that the transaction is visible to the respective
computing devices of one or more members of the first set. In an example, the transaction
assigner is configured to broadcast the transaction on the distributed computing system such
that the transaction is visible to the respective computing devices of all of the other
transaction validators. In certain embodiments, the transaction assigner is configured to
broadcast or distribute the validation task to one or more members of the first set for
validation whose respective priority meets a third threshold.

[0032] In an embodiment, the first threshold is expressed in the form of cryptocurrency.

[0033] In some embodiments, the validation priority is such that, if a plurality of the other
transaction validators validates the transaction, the validation of the transaction is credited to

the first other transaction validator to validate the transaction.

[0034] In an embodiment, the system is configured to convert the first user’s first parameter
(or a value assigned thereto) into crypto- or other currency based on a predefined exchange
rate. In the example of Bitcoin, such an exchange rate may be expressed in the form of, for
example, “X Bitcoin per unit of first parameter”, where x may be integral or, more probably at

current Bitcoin values, a fraction of a Bitcoin (e.g. x = 0.001). The system would typically
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then debit the first user’s first parameter by the desired amount for conversion, and credit the

user with the appropriate amount of Bitcoin.

[0035] In certain embodiments, the first parameter determiner is configured such that the first
amount is equal to the second amount when there is one validating user, and equal to the sum

of the second amounts when there is more than one validating user.

[0036] In embodiments in which the first amount is greater than the second amount (if there
is one validating user) or greater than the sum of the second amounts (if there is more than
one validating user), the deference between the first and second amounts (or sum of the
second amounts) may be relatively small. Likewise, in embodiments in which the first
amount is less than the second amount (or sum of the second amounts), the deference
between the first and second amounts (or sum of the second amounts) may be relatively

small.

[0037] In another embodiment, the validation priority is such that, if a plurality of the other
transaction validators validates the transaction, the validation of the transaction is credited to
the validating other transaction validator associated with the higher or highest validation

priority.

[0038] According to a third broad aspect of the present invention, there is provided computer
program code configured to, when executed by one of more processors, control one or more
computing devices to implement the method of the first broad aspect. According to this
aspect, there is also provided a computer-readable medium (which may be non-transitory),

comprising such computer program code.

[0039] It should be noted that any of the various individual features of each of the above
aspects of the invention, and any of the various individual features of the embodiments

described herein including in the claims, can be combined as suitable and desired.

BRIEF DESCRIPTION OF THE DRAWINGS

[0040] In order that the invention may be more clearly understood, embodiments are now
described, by way of example, with reference to the accompanying drawing (in which like

reference numeral indicate similar elements), in which:
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[0041] FIG. 1 is a schematic view of a proof of use transaction validation system according to

an embodiment of the present invention;

[0042] FIG. 2 is a schematic view of the validation server of the transaction validation system
of FIG. 1;

[0043] FIG. 3 is a schematic view of an exemplary user device of the transaction validation

system of FIG. 1;

[0044] FIG. 4 is a simplified schematic representation of the flow of transactions (e.g. loans)
for receiving transaction validation, for the case of a new member, in the transaction

validation system of FIG. 1; and

[0045] FIG. 5 is a flow diagram of the proof of use validation method implemented by the

transaction validation system of FIG. 1.

DETAILED DESCRIPTION OF THE PREFERRED EMBODIMENTS

[0046] The present invention will be further described hereinafter with reference to the
accompanying drawings. It is to be understood that specific embodiments described herein
are only intended to explain the present invention, and are not taken to limit the present
invention. Further, it will be appreciated that the examples provided represent only one of
many possible implementations of the present invention. Modifications and variations are
possible in light of the above teachings or may be acquired from practicing of the disclosure,

without departing from the breadth or scope.

[0047] It is also to be understood that the following claims are intended to cover all of the
generic and specific features of the invention herein described and all statements of the scope

of the invention which, as a matter of language, might be said to fall therebetween.

[0048] As used herein, singular forms, such as “a” and “an,” are intended to include the
plural forms as well, unless the context indicates otherwise. Additionally, the terms,
“includes,” “including,” “comprises” and “comprising,” specify the presence of the stated
elements or steps but do not preclude the presence or addition of one or more other elements

or steps.
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[0049] As used herein, the term “blockchain” refers to a public ledger of all transactions of a
blockchain-based network. One or more computing devices may comprise a blockchain
network, which may be configured to process and record transactions as part of a block in the
blockchain. Once a block is completed, the block is added to the blockchain and the
transaction record thereby updated. In many instances, the blockchain may be a ledger of
transactions in chronological order, or may be presented in any other order that may be
suitable for use by the blockchain network. In some configurations, transactions recorded in
the blockchain may include a destination address and a transaction amount, such that the
blockchain records how much is attributable to a specific address. In some instances, the
transactions are financial and while in others, they are not financial, or might include
additional or different information, such as a source address, timestamp, etc. In some
embodiments, a blockchain may also alternatively include nearly any type of data as a form
of transaction that is or needs to be placed in a distributed database that maintains a
continuously growing list of data records hardened against tampering and revision, even by
its operators, and may be confirmed and validated by the blockchain network through proof
of work and/or any other suitable verification techniques associated therewith. In some cases,
data regarding a given transaction may further include additional data that is not directly part
of the transaction appended to transaction data. In some instances, the inclusion of such data

in a blockchain may constitute a transaction.

[0050] Overview

[0051] The proof of use transaction validation method and system of the present embodiment
is adapted for use over a distributed computing system, such as employing blockchain
technology. It is envisaged that the transactions that can be validated with the proof of use
method would include any transaction that employs or can be implemented using a
distributed ledger such as in a blockchain network (such as purchases and loans or elements
thereof, as exemplified below), and may be transactions that are financial (involving, for

example, cryptocurrency) or non-financial.

[0052] This ‘proof of use’ is employed to validate such transactions, in order to maintain the
integrity and security of the distributed ledger (just as, in the background art, proof-of-work
methodologies are used for the same purpose). In broad terms, users of the distributed

computing system are assigned two attributes:
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e ‘Validation performance parameter’ or VPP. This first parameter, in broad terms, may
be regarded as a measure of the difference between the number of validations
performed by a user and the number of transactions of that user validated by others;
this is because a user’s VPP is incremented when that user validates a transaction but
is decremented when that user’s transaction is validated. It should be noted, however,
that—in some embodiment—the size of such an increment does not equal the size of
such a decrement (as discussed below), so this is only a broad characterization of
VPP. In this embodiment, this parameter can generally be positive or negative—the
former corresponding to a situation in which a user has validated more transactions
than has had transaction validated by others, the latter corresponding to a situation in
which a user has had more transactions validated by other members than he or she has
validated others’ transactions.

e ‘Validation equilibration parameter’, or VEP. This second parameter is a measure of
the speed or promptness with which the user increases his or her validation

performance parameter, especially from negative to non-negative.

[0053] In addition, for any particular transaction requiring validation, the users are assigned a
priority that is used to control their respective access to validate others’ transactions—and to
compete for validation tasks with other users who are given access to validate the same
transactions. That is, (i) a user with a lower validation performance parameter has priority
over a user with a higher validation performance parameter, and (ii) a user with higher
validation equilibration parameter has priority over a user with a lower validation
equilibration parameter. The latter criterion also allows discrimination between plural users
competing for the same validation, such that a user with higher priority may be deemed to
have validated a transaction even if validating after another user (employing, for example,
higher processor and/or network connection speeds, or being more personally prompt), on the

basis of that higher priority.

[0054] Thus, according to this embodiment, a user that performs many validations and does
so promptly will increase both his or her validation performance parameter and his or her
validation equilibration parameter (especially if bringing the validation performance
parameter from negative to non-negative). This affects the user’s priority in subsequent

validations, as is described in greater detail below.
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[0055] It should be noted that the reward for a particular validation—that is, an increment in
VPP—need not go to a single user/member (as in the case of the Proof of Work approach).
Instead, the reward may be distributed among a plurality of validators according to each
validator’s respective VPP and/or VEP, as is described in greater detail below. In such
embodiments, the validation task is offered to a ‘validating user pool’, one or more of which
may be the ultimate validator(s). Thus, in these embodiments, one or more of the members of
the validating user pool act as validators for a single transaction. Technically, this may
involve either a plurality of users verifying a single block via a shared computing interface,
such that a single validation is performed by the plurality of users. For example, the
transaction validation may be configured to require that each block (represented by its set of
transactions) be validated by more one member of the validating user pool, in order to bring
consensus to the transaction (and thus block) validation process. In addition, in such
embodiments, a pre- or dynamically defined validation time window is employed by the
system, during which the members of the validating user pool may each validate the
transaction, and after which the transaction will be deemed validated if the requisite number
(discussed below) of members of the pool have validated the transaction.

[0056] This does not mean that all available validators (viz. those members authorized to
validate transactions) will always be required to validate every transaction. Rather, in those
embodiments that support validation by a plurality of validators, the validating user pool of
validators for any particular transaction generally comprises a subset of the available
validators. For example, the system may be configured to select a validating user pool for a
transaction according to a predefined rule or rules (e.g. “the subset of authorized validators
with a VPP below a predefined threshold”, “the subset of authorized validators with a VEP
above a predefined threshold”, “the subset of authorized validators with a VPP below a

predefined first threshold and a VEP above a predefined second threshold”).

[0057] In addition, the system may be configured, once the validating user pool has been
defined, to accept validation as effected when all members of the pool have validated the
transaction. Alternatively, the system may be configured such that, once the validating user
pool has been defined, to accept validation as effected when a subset of that pool has
validated the transaction. For example, the validating user pool may contain n members (e.g.
n = 200), but satisfactory validation may be deemed to have been performed once a threshold

number m (where m < n) or threshold percentage x% (where x < 100%) of the pool has
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validated the transaction (always provided that at least one member of the pool has validated

the transaction).

[0058] It should also be noted that, if validation is performed by more than one member of
such a pool, the increment in VPP (or ‘reward’) for performing validation will—in this
embodiment—Dbe shared among the validators according to the respective VEP and/or VPP of
the actual validators. For example, the increment in VPP may be distributed in what may be
termed a ‘waterfall’ manner: the increments in the VPP of validators with a lower VPP and
higher VEP is constrained not to exceed 50% of (i) the total verification cost of the block, or
(it) the average amount for that block by which VPP incrementor 220 has incremented the
VPPs of members seeking validation of their transactions (see step 362 of FIG. 4)—
whichever is lower. The same applies to members with the next level of VPP/VEP (i.e.
falling in the next lowest band of VPP and next highest band of VEP), and so on. This will
help to avoid the controlling of the process by members with the capacity/resources to submit
and validate large numbers of large transactions and hence maintain a high priority—and
thereby dominate the verification process and potentially gain the ability to validate bogus
blocks.

[0059] Also, only those who actually perform validation can receive a reward. This can also
prompt competition between members, as even being included in a validating user pool does
not ensure the receipt of a reward: the member of the pool must validate the transaction to
receive an increment in VPP. This constraint is particularly effective in embodiments such as
those of the previous paragraph. If validation is deemed effected when only a subset of the
validating user pool has validated the transaction, there will be competition to be in that
subset (such as by being amongst the first m members of the pool of n to validate a

transaction).

[0060] It should be further noted that the system may be configured either to permit or
require validation by more than one member. A system that permits validation by more than
one member, but does not require it, is equivalent to employing a parameter m, as defined

above, with a value of 1.

[0061] According to one embodiment, there is provided a proof of use transaction validation
system, as shown in schematic form at 100 in FIG. 1, depicted with a vendor server 104 of a

financial institution that provides goods or services via system 100. System 100 includes a
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distributed computing system in the form of a blockchain network 102, a validation server
106 of a network authority, and a plurality of user devices 108a, b, c,... n. Vendor server 104,
validation server 106 and user devices 108a, b, c,... n communicate via blockchain network
102, but—in addition—one or more of vendor server 104, validation server 106 and user
devices 108a, b, c,... n can constitute a portion or portions of blockchain network 102, or
indeed the entirety of blockchain network 102. In all such embodiments, communication—
though via blockchain network 102—involves the use of a suitable communications network,
most generally the internet. In this embodiment, blockchain network 102 includes validation
server 106 and user devices 108a, b, c,... n—which are thus peer nodes (or simply ‘peers’) in
blockchain network 102. (It will be noted, however, that only user devices 108a, b, c,... n act
as peer nodes for validation purposes.) Furthermore, the users of user devices 108a, b, c,... n
constitute a network of users (referred to herein as “the network™), linked in being

permissioned users of system 10.

[0062] System 100 includes a plurality of user devices 108a, b, c,... , n of respective users.
The minimum number of user devices sufficient for system 100 to be employed as intended is
two; the maximum number is limited, in effect, only by the capacity of the various servers. It
should be noted that user devices 108a, b, c,... , n, though depicted in the figure as portable
computing devices, can assume any suitable form, configured to perform the functions
discussed herein, such as desktop computers, laptop computers, notebook computers, tablet
computers, mobile telephones, smartphones, smart televisions or wearable computing

devices.

[0063] System 100 is configured to facilitate transactions and their validation by its users.
The transactions described below thus include, for example, purchases of goods, applications
for loans, leases or other services, and the transfer of funds from financial institution to users

and vice versa.

[0064] FIG. 2 is a schematic view of validation server 106 of system 100. Referring to FIG.
2, validation server 106 includes a controller 202 and a user interface 204 (which includes a
GUI 206). Controller 202 includes a processor 208 and memory 210. The term “processor” is
used to refer to any device or devices that can process program instructions (such as in the
form of program code stored in memory 210) and may comprise a microprocessor,
microcontroller, programmable logic device or other computational device, a general purpose

computer (e.g. a PC) or a server. Typically, memory 210 includes both volatile and non-
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volatile memory and more than one of each type of memory, with such memories being

collectively represented by memory 210.

[0065] Processor 208 of validation server 106 includes a display controller 212 for
controlling a display of user interface 204, a membership manager 214 configured to monitor
membership applications, a first parameter determiner in the form of a VPP determiner 216
configured to determine each user’s validation performance parameter (VPP), a second
parameter determiner in the form of a VEP system 218 configured to determine each
member’s validation equilibration parameter (VEP) from member transaction and validation
behaviour, a VPP incrementor 220 configured to increment or decrement the VPP of a
member under particular circumstances, a user prioritizer and assigner 226 configured to
determine each user’s priority for use in receiving transaction validation tasks and to assign
validation tasks according to each member’s priority, and a blockchain controller 228
configured to add events to a blockchain on blockchain network 102. The functions of these
components of processor 208 are described further below. It should be noted that these

components are configured to initiate events or transactions in blockchain 102.

[0066] Memory 210 includes program code 230 for implementing the functions of processor
208, and various memory registers in which are stored the outputs of processor 208. Thus,
memory 210 includes a membership register 232 of members, a VPP register 234 and a VEP
register 236. Memory 210 also includes a cryptographic key store 240 (for storing the
cryptographic keys required to access blockchains in blockchain network 102 to which
validation server 106 requires access to perform its functions as described herein), a

blockchain store 242, a digital contracts store 244, and a settings store 246.

[0067] Membership manager 214 is configured to monitor for membership applications (that
is, applications for membership of the network). Membership applications are approved by
blockchain network 102, either by a suitably configured digital contract or by existing
members of the network. Indeed, a membership application can be treated within system 100
as a transaction that, if validated according this embodiment, grants the applying user the
desired membership.

[0068] VPP determiner 216 of controller 208 is configured to determine each user’s VPP in
respect of transaction validations. VPP determiner 216 monitors for validations performed in

blockchain network 102, and maintains a register (in VPP register 234) of the validation
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performance parameter of each member, based on the increments in VPP obtained by that
member’s validating transactions and the decrements in VPP resulting from that member
having his or her transactions validated. The increments and decrements in this embodiment
are uniform and identical, but in other embodiments may vary, such as according to the value

of the transaction being validated and/or the VEP of the member initiating the transaction.

[0069] VEP system 218 is configured to determine the respective VEP of members according
to the respective member’s validated transactions and his or her validation of other members’
transactions. In general, VEP system 218 determines a member’s VEP based on, and directly
proportional to, the speed with which a member increases his or her VPP by validating other
members’ transactions or suffers a decrease in VPP through having his or her own
transactions validated. In this particular embodiment, VEP system 218 determines a
member’s VEP according to the promptness with which the member restores his or her own
VPP following the validation of his or her own transaction(s), by validating other members’
transactions. VEP system 218 can employ any suitable method for determining a VEP based
on this criterion. In this embodiment the VEP of a member i is determined as inversely
proportional to the period of time a VPP decrement occurs without a subsequent
corresponding increment to the member’s VPP (due to validating activity by member i). In a

first example,

100

VEP; = ——M———,
‘100 + YTt

where t; ; is the period (in, for example, days) that the jth validation decrement in VPP
sustained by member i (with n validation decrements) remains before a corresponding
increment occurs in VPP. In a second example, t; ; may be defined as the period (again, for
example, in days)—if any—beyond a ‘grace period’ k, wherein k equals for example 1 day, 5
days, 10 days or 28 days.

[0070] In this embodiment (and in other embodiments, if desired), the members of the
network must maintain a minimum VEP value (e.g. 60% or higher) in order to remain within
the network. Those with a lower VEP score lose their membership and are excluded from the

network owing to their poor performance.

[0071] In a third example,
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B 100
~ 100+ Yt — k)’

VEP,

where t; ; is as defined in the first example and }.7(t; ; — k) is constrained over a VEP

accounting period (e.g. the last 30 days or 60 days) to be > 0. In this example, prompt
validation behaviour by the member can negate the effect on his or her VEP of slower

validation in any VEP accounting period, so that the member can maintain his or her VEP.

[0072] As will be noted, in these examples VEP is constrained by VEP system 218 to be from
0to 1 (or 0% and 100%). For example, a member has conducted one transaction, which has
been validated by another member, and the member performs a validation 12 days later. The
member is involved in no other transactions or validations in the relevant VEP accounting
period. In the first example, VEP system 218 determines a VEP for that member of
100/(100+12) = 0.89. If k equal 10 days, in the second example, VEP system 218 determines
a VEP for that member of 100/(100+2) = 0.98.

[0073] If the member performs a second transaction and subsequent validation in the same
VEP accounting period, but 8 days apart, VEP system 218 determines a VEP in the first
example of 100/(100+12+8) = 0.83, a VEP in the second example of 100/(100+2+0) = 0.98,
and a VEP in the third example of 100/(100+2-2) = 1.

[0074] VEP system 218 stores the determined VEPs in VEP register 236.

[0075] VPP incrementor 220 of controller 208 is configured to monitor for member-initiated
transactions of the type that require validation by a member of the network. When VPP
incrementor 220 detects such a transaction on blockchain network 102, VPP incrementor 220
responds by checking the VPP of that member (as stored in VPP register 234). For example,
in one variation of this embodiment, system 100 does not permit transactions to be validated
if the member making the transaction would, as a result, have a negative VPP. Thus, in this
variation, if the member initiating a transaction has a VPP that is indeed too low, VPP
incrementor 220 responds automatically by incrementing that member’s VPP either by the
expected decrement due to validation or by an amount sufficient to leave the member with a
VPP of zero after validation (as described in greater detail below). It will be appreciated that,
when a new member initiates his or her first transaction (for example, attempts to make his or

her first purchase or applies for his or her first loan), that member is likely to have a VPP of
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zero, so it is envisaged that commonly a new member will require—in this variation—that
VPP incrementor 220 increment his or her VPP first. It should be noted that VPP incrementor
220 is configured not to increment the VPP of a member that has a sufficiently high VPP to
conduct a transaction without incurring a negative VPP. It should also be noted that, after
VPP incrementor 220 has incremented the VPP of a member and subsequently detects that
that member has a VPP equal to or greater than the amount by which the VPP was
incremented, VPP incrementor 220 initiates the decrementing of that member’s VPP by the

same amount.

[0076] However, if a transaction is validated, VPP incrementor 220 responds by incrementing
the VPP of the validator by a first amount and decrementing the VPP of the member that
initiated the transaction by a second amount. In this embodiment, the first and second

amounts are equal, and are represented by AVPP.

[0077] In certain other embodiments, however, the first amount is greater than the second
amount (or vice versa), with the difference generally being relatively small (e.g. 0.01%,
0.05%, 0.1%, 0.5%, 1%, 5%, 10%, < 1%, < 5% or <10%). The difference may be regarded as
a form of arbitrage in implementations in which it is desired to maintain a constant (or nearly
constant) total sum of all users’ or transaction validators’ VPPs. This may be employed in
those embodiments in which the system increments and decrements the VPP of users in
response to conditions additional to that of transaction validation—such as where the VPP of
a member with an insufficient VPP is increased so that the member has a sufficient VPP to
have his or her transaction validated. Generally, system 100, for example, operates in a
‘steady-state’ manner, as each increase in the VPP of a member (due to validation by that
member) is associated with an identical decrease in the VPP of another member (due to

validation that member’s transaction being validated).

[0078] Temporarily increasing the VPP of a transacting member so that the member’s
transaction can be validated interrupts this steady-state, as it leads to a fluctuation in the total
sum of all VPPs. A difference between the first amount and the second amount can be
selected to dampen such fluctuations, especially if the magnitude of the difference is
determined by the system dynamically in response to such fluctuations (possibly averaged
over a predefined time period). For example, if system 100 initially employed equal values
for the first and second amounts (e.g. 10), but determined that over a particular accounting

period of predefined length (e.g. 1 day or 1 week) the total sum of all VPPs was
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supplemented by 10,000 in order to facilitate transaction validations, and that over the same
period the total number of validated transactions was 1,000,000, system 100 could be
configured to respond by reducing the second amount (so as to be less than the first amount)
in the next account period, such as—in this example—by the ratio of the supplement and the
number of validated transactions, in this example 10,000/1,000,000 = 0.01 or 0.1% of the

initial value.

[0079] In some embodiments, transaction initiator 316 is configured to be controllable to
initiate a deferral of the decrementing by VPP incrementor 220 of the member’s VPP, to a
later time of the member’s choosing or convenience. In such embodiments, transaction
initiator 316 includes a deferrer 318 that is user-controllable such that, when a member
controls transaction initiator 316 to initiate a transaction, the member can—at the same
time—control deferrer 318 to communicate a deferral request to VPP incrementor 220. The
member can control deferrer 318 so as to select either a deferral of a selected period or end-
point. VPP incrementor 220 is configured to associate the deferral request with the initiated
transaction. This deferral request is stored as a deferral flag 222 and a deferral parameter 224:
the former indicates the type of deferral request, the latter the duration or end-point of the
deferral request as applicable. For example, deferral flag 222 and deferral parameter 224 may

represent the requested deferral as follows:

Deferral Deferral Flag Value Deferral Parameter
Default/No Deferral 0 —

Deferral by a selected period 1 Period of deferral
Deferral to a selected end-point 2 Date and time of end-point

[0080] It should be noted that the maximum deferral period allowed for a member is the
number of periods that will cause his or her VEP to reach its minimum value. A member
cannot defer repayment beyond that period (as otherwise he or she would forfeit his or her

membership).

[0081] VPP incrementor 220 implements the requested deferral in due course only if VPP
incrementor 220 increases the member’s VPP in the manner described above, such that VPP

incrementor 220 will subsequently be required to decrement that member’s VPP.
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[0082] If in such embodiments the member controls deferrer 318 to initiate a deferral request
of a selected period or end-point (expressed, for example, as a number of hours, day or
weeks, or as a specific date and/or time), VPP incrementor 220 is configured to respond by
deferring the decrementing of the member’s VPP until that period (calculated from when the
decrementing would have been effected without the deferral, from when the VPP is
incremented, or from another suitable time) or the end-point is detected by VPP incrementor
220 to have passed. VPP incrementor 220 responds by setting deferral flag 222 to (in this
example) 0 and decrementing the VPP of the member, if or as soon as the VPP of the

member is sufficient to allow that decrementing.

[0083] In these embodiments, deferrer 318 is also controllable to initiate the display (to GUI
306) of whether a deferral request is in effect and what it is, as well as the remaining duration
of the deferral (if any). By restricting the deferral to the maximum period beyond which the
member would lose his or her membership, the deferral function remains consistent with the

feature of reciprocity.

[0084] Settings store 246 includes first and second parameters that are predefined or
dynamically set, and used to determine both members’ priority in performing validation and,
in some cases, whether a transaction will be permitted. In this embodiment, the first
parameter is a ‘threshold VPP’ (or VPPy,) and the second parameter is a ‘threshold VEP’ (or
VEPy,). The threshold VPP and threshold VEP can be defined in any suitable way. For
example, in this embodiment, the threshold VPP is defined such that system 100 will permit a

transaction by a member:

a) if the validation of that transaction will leave the member (after the transaction has

been validated) with a VPP > VVPPy,; or

b) if the validation of that transaction will leave the member (after the transaction has

been validated) with a VPP < VVPPy,, but the transacting member has a VEP > VEPy,.
Otherwise, system 100 will not permit the transaction.

[0085] In a variation of this embodiment, the threshold VPP is defined such that system 100

will permit a transaction by a member:

a) if the member, before the validation of the transaction, has a VPP > (VPPy, +
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AVPP); or

b) if the member, before the validation of the transaction, has a VPP < (VPPy, +

AVPP), but the transacting member has a VEP > VEPy,.
Otherwise, system 100 will not permit the transaction.

[0086] The value of the threshold VPP typically depends on a standard or typical amount by
which VPP is incremented when a member validates another member’s transaction (in this
embodiment, AVPP), as the movement in VPP due to validation depends on that value.
Hence, in this embodiment, the threshold VPP is expressed as a multiple of AVPP (e.g. 0, 0.5
or 1.0 x AVPP), and in this example the threshold VPP = 0 x AVPP = 0. Hence, if VPP
determiner 216 determines that validation of a transaction would cause the VPP of the
transacting member to become negative, user prioritizer and assigner 226 responds by
declining to assign the validation task to other members unless the VEP of the transacting
member is greater than or equal to the threshold VEP. VEP is between 0 and 1, so the
threshold VEP is—in this embodiment—may be, for example, 0.6, 0.7, 0.85 or, equivalently,
60%, 70%, 85%. If the transacting member fails this test, the transaction will not be validated
so cannot proceed until the member sufficiently increases his or her VPP and/or VEP.

[0087] In an alternative embodiment, the VEP is expressed in ranges labelled symbolically
(e.g. alphabetically) so that small changes in the numerical value of the VEP do not
necessarily immediately alter a member’s effective VEP when compared with the threshold

VEP. For example:

VEP Exemplary Symbolic Labels
Latin alphabet | Greek alphabet Numerals

09<VEP<L1 A a 1
08<VEP<09 B B 2
0.7<VEP<038 C v 3
0.6 <VEP<0.7 D S 4
0.5<VEP<0.6 E € 5
0<VEP<05 F d 6

[0088] If, in this variation, the threshold VEP is expressed using the Latin alphabet and is
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“B”, and the member has a VEP of 0.88 and hence B (thus able to satisfy the threshold VEP
test), a drop in that member’s numerical VEP of, for example, 0.05 would still leave the
member with a VEP of B—and hence still able to satisfy the threshold VEP test (if required

to do so).

[0089] In this embodiment, as introduced above, the members of the network must maintain a
minimum VEP value (e.g. 60%, D, 9, 4, etc.) in order to remain a member of the network.
Those with a lower VEP score lose their membership and are excluded from the network
owing to their poor performance. However, the VEP of a member may drop below the
minimum value owing to external factors (e.g. poor health, an accident, etc.). Hence, in some
embodiments, the network may maintain the membership of that member if evidence is
provided to, and verified by, the network of such circumstances, with normal rules of
membership being applied after the circumstances of the member return to normal (and after
a grace period of such normality during which the member has time to return to acceptable

performance).

[0090] It should also be noted that, since this is a permissioned network, the identity of each
member is verifiable. Therefore, it will not be possible for an expelled member to re-join

using a different identity.

[0091] In another variation of this embodiment, members are not authorized to make
transactions if doing so would give them a negative VPP (cf. FIG. 4, 360, 362, 364). In this
variation, VPP incrementor 220 may increase the VPP of the transacting member. This is
comparable to the arrangement described above, that is, with a threshold VPP of 0. However,
in this variation, VPP incrementor 220 be configured not to increase the VPP of the member

unless the member has a VEP at least equal to the threshold VEP.

[0092] User prioritizer and assigner 226 of validation server 106 is configured to determine a
priority for each member, according to which transaction validation tasks are assigned to
selected members—and hence made available for validation by those selected members.
Initially it should be noted that, in this embodiment, only members with no pending
transactions are allocated validation tasks in any single validation period or cycle. In addition,
user prioritizer and assigner 226 is configured such that it does not allow the allocation of
transaction validation tasks relating to transactions initiated by a particular member beyond a
predefined proportion (e.g. 40%, 50% or 60%, stored in settings store 246) of the space
capacity of a block. The rest of the transactions in the block must come from other members.
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[0093] In this manner, system 100 prevents any member from aggregating his or her
transactions alone into a single block. This is a security measure: system 100 does not allow
any member to submit an entire block, so it is difficult for a member to add a bogus block to
the blockchain.

[0094] Thus, in this embodiment and subject to the aforementioned constraints (and those
discussed elsewhere herein), user prioritizer and assigner 226 is configured to determine
priority according to two principal criteria: (i) members with lower VVPPs (as determined by
VPP determiner 216) have priority over members with higher VPPs, and (ii) members with
higher VEPs (whether expressed numerically or as a range labelled, for example,
alphabetically or the like) have priority over members with lower VEPs. Thus, user prioritizer
and assigner 226 initially assigns a predetermined percentage X; of new transactions
requiring validation to the member with the lowest VPP, a predetermined percentage X, of
the remaining new transactions to the member with the next lowest VPP, a predetermined
percentage X3 of the remaining new transactions to the member with the next lowest VPP, etc
(though with no member being allocated more than a predefined number or percentage of

new transactions).

[0095] The values of X, , X5, X3,..., X, are stored in settings store 246 and are desirably
defined (in some embodiments dynamically) in response to the size of the pool of
transactions and the size of those transactions. This approach aims to distribute new
transactions among the largest possible number of members. In one example, therefore, X, =
50%, in another example, 60%. In this embodiment, X; , X, , X3,..., X, are of identical value,
but this need not be so: in some embodiments, Xy, X, , X3 ,..., X, increase or decrease
monotonically, or such that the total value of transactions allocated by each successive value

of X is constant or approximately so.

[0096] In some embodiments, the VEP may be established only for members who have been
registered onto the network for a certain period of time, for example, after n days (e.g. 60
days) from registration. In these embodiments, system 100 assigns a certain percentage of
new transactions requiring validation to new members (e.g. members who are within n days
from registration) who have no established VEP yet. This percentage may be dynamically
adjusted. It is envisioned that, in these embodiments, a larger percentage of new transactions
requiring validation may be assigned to new members during the early stages of system

adoption (noting that, in the early stages, the majority of members are new). This percentage
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may then be reduced over time.

[0097] Once new transactions have been allocated according to VPP in this manner, user
prioritizer and assigner 226 applies the second criterion, that is, members with higher VEPs
have priority over members with lower VEPs. For example, if—in a particular transaction—
members rated A or above are assigned the transaction so may compete, those members have
priority over B-rated members. Note that, if a first and a second member have equal VPPs
(but different VEPS), once the first member validates another member’s transaction, the first
member will have a higher VPP than the second member, thus decreasing his or her priority
below that of the second member. Likewise, the priority of a member with a lower VEP will
increase when he or she submits more transactions for validation, as doing so lowers his or
her VPP.

[0098] Next, once user prioritizer and assigner 226 has applied both criteria, user prioritizer
and assigner 226 broadcasts the new transaction(s) in cryptographically secure form
(employing cryptographic key store 240) to all peer user devices 108a, b, c,... n such that
validation may be accepted subsequently according to member priority. The validation tasks
thus become accessible by the respective user devices 108a, b, c,... n of all of the
members/validators (though with the constraint that a member cannot validate his or her own
transactions). Validators (i.e. the users of user devices 108a, b, c,... n that choose to perform
validation) receive the broadcast transmission, and accumulate such potentially valid
transactions, generally from a plurality of users. A block (i.e. a collection of transactions) on
the blockchain may contain more than one transaction according to the design of the
blockchain. As a consequence, the validators monitor for transactions and collect as many
transactions as will fit onto a block (subject to the aforementioned limitation of use of the
space capacity of a block by any single validator), but cannot include their own transactions:

one or more other peers must act as a user’s validator.

[0099] In an alternative embodiment, once user prioritizer and assigner 226 has applied both
criteria, user prioritizer and assigner 226 broadcasts the new transaction(s) in
cryptographically secure form to only the prioritized members/validators, in blockchain
network 102, thereby implementing the assignment of these validation tasks according to the
determined priorities. In still another alternative embodiment, each of user devices 108a, b,
c,..., nincludes a user prioritizer and assigner, such that the broadcasting of the new

transaction(s) is unnecessary. Indeed, all of the components of validation server 106 are, in
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some embodiments, replicated on each of the peer user devices 108a, b, c,... , n in order to
decentralise the trust functionality, such that validation server 106 may be omitted. However,
locating user prioritizer and assigner 226 on a central server (validation server 106) has the
advantage of easing the computing load of some or all of user devices 108a, b, c,... , n.

[0100] It should also be noted that many of the operations of system 100 described herein can
be implemented using digital contracts. A digital contract (sometimes referred to a ‘Smart
Contract’) is a self-executing contract with the terms of the agreement between two parties
being written into lines of code. The code and the agreements contained therein exist across a
distributed, decentralised computing system, blockchain network 102 being an example of
such a network. Thus, for example, the loans of this embodiment (though not in all
embodiments) may be in the form of so-called ‘smart loans’, being loans governed by digital
contracts on blockchain network 102. In some other embodiments, the loans are not smart

loans, but instead are standard loans.

[0101] Thus, digital contracts store 244 of validation server 106 stores precedent or template
digital contracts, suitable configured to be deployed in blockchain network 102 to perform
various functions of system 10. For example, the functions initiated by VEP system 218, VPP
determiner 216, and user prioritizer and assigner 226 can performed by one or more such

digital contracts recorded in blockchain network 102.

[0102] FIG. 3 is a schematic view of a user device 108, exemplifying user devices 108a, b,
C,... , N. User device 108 includes a controller 308 and a user interface 304 (with a GUI 306).
Controller 302 includes a processor 308 and memory 310. Processor 308 includes a display
controller 312 for controlling a display of user interface 304, a membership application
initiator 314 configured to be controllable by the user of user device 108 to submit a
membership application to blockchain network 102, a transaction initiator in the form of
transaction initiator 316 configured to be controllable by the user of user device 108 to
initiate a transaction (for example, make a purchase or submit a loan application), and a
validation controller 320 that includes a transaction displayer 322 (configured to control the
display on user interface 304 of user device 108 of transactions by other users awaiting or
queued for validation) and a validation initiator 324 (configured to be controlled by the user
of user device 108 to select and initiate the validation of transactions displayed by transaction
displayer 322 as awaiting or queued for validation). Processor 308 also includes a blockchain

controller 326 configured to add events to a blockchain on blockchain network 102.
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[0103] Memory 310 includes program code 330 for implementing the functions of processor
308, a cryptographic key store 332 (for storing the cryptographic keys required to access
blockchains in blockchain network 102 to which user device 108 requires access to perform
its functions as described herein), a blockchain store 334 and a settings store 336.

[0104] Membership application initiator is controllable by a user of user device 108 to initiate
a membership application, that is, to submit a membership application to blockchain network
102, where the application will be detected by membership manager 214 of validation server

106, as described above.

[0105] Transaction initiator 316 is controllable by a member using user device 108 to initiate
a transaction with vendor server 104 (e.g. to purchase a product, apply for a loan or purchase
services). When the member controls transaction initiator 316 to initiate a transaction,
transaction initiator 316 responds by adding that transaction to a block in a blockchain in
blockchain network 102, thereby broadcasting the transaction to the other members. The
transaction requires validation by another member of the network (who cannot be the
initiating member), so the submission of the transaction is detected by VPP incrementor 220
(described above) and by user prioritizer and assigner 226, which respond as described

above.

[0106] Transaction displayer 322 of validation controller 320 is configured to control the
displaying on user interface 304 of transactions by other users awaiting or queued for
validation, and validation initiator 322 is configured to be controlled by the user of user
device 108 to select and initiate the validation of transactions (that is, by hashing the
transaction into a block) displayed by transaction displayer 320 as awaiting or queued for
validation. In this embodiment, transaction displayer 322 of each member’s user device 108
constructs and displays a queue of all pending transactions. Hence, all members see all of the
transactions and may attempt to validate any of the transactions (other than their own), with
the member whose validation is accepted or effected determined according to priority. A
member attempts to validate a transaction by controlling validation initiator 324 (which may
be in the form of a touch-screen controller) to select and initiate validation of any of the

queued and displayed transactions.

[0107] Validation controller 320 then responds by controlling blockchain controller 326 to
initiate validation of the selected transaction in blockchain network 102 unless another
member or other member(s) have validly already done so (having, for example, reacted faster
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or having a faster network connection). Validation of a transaction entails validation
controller 320 processing and hashing one or more transactions into a valid block that is then
made ready to be subsequently added to the blockchain by each of the peers (in blockchain
network 102) of user device 108—that is, each peer updates its own copy of the blockchain.
The new block contains the transaction(s) to be recorded, without which the transaction
cannot be completed. (It should be appreciated that the validating member(s)—or validator(s)
for the instant transaction—are not, by validating the transaction, confirming any of the
transaction’s details: he, she or they are merely facilitating the addition of the new block to
the blockchain. Other elements of transaction validation—such as member identity—are

facilitated by other mechanisms, such as smart contracts.)

[0108] The members thus compete for validations. The validators accumulate as many
transaction validations as can be accommodated into a block, and go through a
cryptographical verification process to prove the validity of the block (i.e. all transactions in
the block) and add it to the chain of previous blocks in blockchain network 102. Whichever
member or members validate the transaction is also recorded in the blockchain in blockchain
network 102 as having done so and has his or her (or their) VPP incremented: that is, VPP
determiner 216 responds to the validation by updating each validator’s VPP and VPP register
234 accordingly. The VPP incrementation (or ‘reward’) may be distributed among a plurality
of validators (that is, the members of a validating user pool that perform validation of a
specific transaction), with that distribution being made according to the respective members’
VPP and/or VEP.

[0109] FIG. 4 is a simplified schematic representation 350 of the increment and decrement of
respective validation performance parameters, in the case of a new member. Typically a new
member 352 may be expected to have a validation performance parameter (VPP) of zero
when initiating his or her first transaction (e.g. making a purchase, taking out a loan,
purchasing cryptocurrency, accepting a digital voucher or taking out a smart loan). Hence, in
that scenario, when that member’s first transaction is validated (by N existing members), the
member’s validation performance parameter becomes negative, being decremented from its
initial value (VPP = zero) by AVPP. Recall that, for new members, the VEP for new
members may not be immediately calculated. Instead, a rationing rule can be used to allow

new members to compete, as discussed above.
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[0110] The value of AVPP is fixed in some implementations; that is, validation causes the
VPP of the transacting member and the VPP of the validating member(s) to be decremented
(by AVPP) and incremented (by AVPP/N), respectively, by the same amounts for all
transactions. In some other implementations, AVPP has a value that is determined
dynamically. In one example, AVPP has a value that depends on the value and/or nature of
the transaction. For example, in transactions worth up to $x, AVPP may be a first value (e.g.
10), while in transactions worth more than $x (and possibly as high as some multiple of $x),
AVPP may be a second value (e.g. 15), etc. However, in the simple example of FIG. 4, the
increment AVPP and the total decrement (= N x AVPP/N) upon having a transaction validated

are assumed to be identical to each other and identical for all transactions.

[0111] Returning to FIG. 4, one or more of the other members of the network 354, having
performed the transaction validation, has his, her or their validation performance parameter
incremented by the same total amount, AVPP. Hence, there is a notional flow 356 in the
validation performance parameter of AVPP from the new member 352 to the validating
member(s) of network 354. Likewise, when a member of network 354 (other than new
member 352) initiates a transaction, member 352" (formerly new member 352) may validate
that transaction (possibly in conjunction with other members). The VPP of the member
initiating the transaction is decremented by the standard amount, and the VPP of member
352’ (and the VPP of any other validating members) is incremented by the standard amount,
AVPP/N. Again, there is a notional flow 358 in the VPP of AVPP from the member of
network 354 to the validating members, including member 352'. By this mechanism, member
352’ can achieve—in due course—a VPP of zero and, with repeated validations, greater than
zero—which, along with the promptness with which member 352" performs such
validations—has implications for his or her access to further transaction validation

opportunities.

[0112] In a variation of this embodiment, members are not authorized to make transactions if
doing so would give them a negative VPP. This constraint is enforced by system 100 to
further ensure that members participate in the validation of transactions if they wish to make
transactions. Thus, in this variation, a member in this position (such as new member 352)
may first validate one or more transactions and thereby secure a VPP of sufficient positive

magnitude to make his or her own transaction. Alternatively, this variation permits the
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member to have his or her VPP increased by a network authority 360 (which administers
validation server 106) to a value sufficient to make his or her own transaction without his or

her VPP becoming negative.

[0113] In this latter scenario of this variation, when validation server 106 detects that a
member has initiated a transaction and that that member has an insufficient VPP to ensure it
remains non-negative, validation server 106 increments the VPP of that member to be
sufficiently great that, when the transaction of that member is validated (by another member),
the VPP of the member remains non-negative. This may be done, for example, by increasing
the member’s VPP to the value AVPP that will be decremented at validation (such that after
validation the member will have a VPP equal to zero) or by increasing the member’s VPP by
the value AVPP to be decremented at validation (such that after validation the member will
have a VPP such that 0 < VPP < AVPP, depending on the previous value of the member’s
VPP). There is thus a notional flow 362 in the VPP of < AVPP from network authority 360 to
new member 352 (though it should be noted that network authority 360 need not maintain a
constant sum of validation performance parameters—y).; VPP, for members i—across network
354).

[0114] However, network authority 360 then initiates a decrement in the VPP of member
352" (formerly new member 352) equal to the amount by which the VPP was incremented as
soon as it detects that the VPP of member 352’ reaches a value greater than or equal to the
amount by which the VPP was incremented, resulting in a notional flow 364 in the VPP of <
AVPP from member 352’ to network authority 360. This mechanism can be repeated as often
as desired, though members may be constrained from exploiting it under certain
circumstances (such as without validating another member’s transaction between taking
advantage of this mechanism, or more than a predefined number of times in a predefined

period).

[0115] FIG. 5 is a flow diagram 380 of the proof of use validation method implemented by
system 10. Referring to FIG. 5, at step 382 a user applies to join the network and, at step 384,
the network approves the membership application such that the user becomes a member. At
this point, the new member has a VPP = 0. At step 386, the new member broadcasts a
transaction on blockchain network 102 (the transaction comprising, in this example, an

application for a loan to be ultimately submitted to vendor server 104 of a financial
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institution) and, at step 388, the member’s VPP is determined (in this scenario being equal to
zero). At step 390, VPP determiner 216 determines whether the new member’s VPP will be
greater than or equal to the threshold VPP after validation of the new member’s transaction;
if so, processing continues at step 392, where the validation task corresponding to the
transaction is broadcast to one or more of the other members. At step 394, one or more of

those members to whom the transaction was broadcast initiate validation of the transaction.

[0116] At step 396, one or more (= N) validations of the transaction (i.e. hashing the
transaction into a valid block and made ready to be added to the blockchain) are initiated by
validating members. In one variation, if more than one member initiates validation, the
system permits only those of the N highest priorities or speed to actually effect validation and
be recorded as such in blockchain network 102. It will be appreciated by those in the art that,
in some situations in which more than one validation is performed (especially by a plurality
of members of equal priority), a blockchain fork may arise; these may be handled by any
suitable technique, such as by deeming the longer of the resulting chains as the correct chain.
It should also be appreciated that the ‘winning’ validator(s) may be determined somewhat
later, once—for example—the blockchain fork has been resolved. More generally, the
selection of the validator may occur prior to, simultaneously with, or after the transaction(s)

are hashed into a valid block.

[0117] At step 398, the selected block (i.e. into which the hashed transaction has been added)
is added to the blockchain by the peers (i.e. each peer updates its own copy of the blockchain
ledger to include the selected block) and, at step 400, VPP incrementor 220 decrements the
VPP of the transaction initiating member by AVPP and increments the VPP of each of the
validator(s) by, in this embodiment, AVPP/N. At step 402, VPP determiner 216 determines
the VPP of the member and of the validator(s) and updates VPP register 234 accordingly. A
step 404, VEP system 218 determines the VEP of the member initiating the transaction and of
the validator(s), and records the new VEPs in VEP register 236.

[0118] At some later time, at step 406, the member validates one or more other members’
transactions to increase the member’s VPP, which subsequently prompts, at step 408, VPP
incrementor 220 to increment the VPP of the member and store the new VPP in VPP register
234. In the variation described above by reference to 360, 362 and 364 of FIG. 4, if—after
step 408—VPP determiner 216 determines that the VPP of the member is at least the amount
by which VPP incrementor 220 increased that member’s VPP, VPP incrementor 220
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responds by decreasing the VPP of the member by that amount.

[0119] Processing then ends (or may return to step 406).

[0120] If, at step 390, VPP determiner 216 determines that the new member’s VPP will be
less than the threshold VPP after validation of the new member’s transaction, processing
continues at step 410 where user prioritizer and assigner 226 determines whether the VEP of
the member is at least the threshold VEP. If so, processing continues at step 392 (as described
above); if not, processing continues at step 412 where user prioritizer and assigner 226 flags
the transaction as not to be assigned to other members for validation, and indeed refrains
from doing so. Processing continues at step 406 where, at some later time, the member has

the opportunity to increase his or her VPP and/or VEP.

[0121] Thus, although in this embodiment blockchain network 102 is a permissioned network
such that only eligible members are admitted as users, validation of transactions is performed
in a decentralized manner with a consensus mechanism based on reciprocity, referred to as
proof of use (PoU). As has been seen, a member can have a transaction validated by another
member and, for that service, suffers a reduction in VPP; the member reciprocates by
validating the transactions of other members, so increased his or her VPP. In one variation
described above, obtaining validation is facilitated, where necessary, by increasing the VPP
of the member seeking validation, so that the VPP of that member will remain at or above
zero; that process is reversed when the member regains a sufficiently high VPP by validating

others’ transactions.

[0122] System 100 may include various optional features. For example, a member with a
high VPP (e.g. owing to performing many more validations than transactions) may convert
some or all of the VPP into cryptocurrency—such that system 100 can include one of the

advantages of PoW.

[0123] In some embodiments, system 100 is configured to reduce the possibility that a single
validating member can dominate validation, that is, has a monopoly over the validation
process—which would undermine the consensus principle on which system 100 operates.
Such domination might arise if a member with a high VPP were permitted to purchase the
‘right to validate’ of other members using the surplus. System 100 may thus be configured

such that the total amount of a member’s VPP that can be treated as negotiable over a
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predefined period (e.g. 14 days) cannot exceed a predefined amount or predefined percentage
(e.g. 10%) of that member’s VPP. A transaction that would violate this rule can be prevented
by configuring user prioritizer and assigner 226 not to assign such a transaction to any
members for validation. Alternatively, user prioritizer and assigner 226 may be configured to
permit validation of a transaction that would otherwise violate this rule, but configured so
that the member that has his or her VPP incremented in the transaction (viz. not through the
validation of the transaction) is treated as not possessing that increment in VPP for the

purposes of validating others’ transactions.

[0124] Overall, system 100 is designed to give incentive to members to offer reciprocal
validation services in order to support the sustainability of the system. Participation is based
in part on priority, which members build over time as they validate transactions and have

their transaction validated.

[0125] As a cooperative mechanism, proof of use helps to economize on energy (as it does
not constitute a conventional ‘proof of work’ technique), while giving members a sufficient
stake to participate in validation. Members have an incentive to compete to obtain a higher

priority. Nonetheless, the priority criteria controls competition within reasonable bounds.
[0126] Computer System Architecture

[0127] It should be further appreciated that, in the embodiments described above, computing
devices 104, 106 and/or 108 may—in various variations thereof—be implemented using
hardware, software, firmware, non-transitory computer readable media having instructions
stored thereon, or a combination thereof and may be implemented in one or more computer
systems or other processing systems. Hardware, software, or any combination thereof may
embody modules and components used to implement the methods as described in this present

application.

[0128] When programmable logic is used, that logic may execute on a commercially
available processing platform configured by executable software code to become a specific
purpose computer or a special purpose device (e.g., programmable logic array, application-
specific integrated circuit, etc.). A person having ordinary skill in the art may appreciate that
embodiments of the disclosed subject matter can be practiced with various computer system

configurations, including multi-core multiprocessor systems, minicomputers, mainframe
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computers, computers linked or clustered with distributed functions, as well as pervasive or
miniature computers that may be embedded into virtually any device. For instance, at least
one processor device and a memory may be used to implement the computing devices of the

embodiments above described.

[0129] A processor as discussed herein may be a single processor, a plurality of processors,

or combinations thereof. Processors may have one or more processor “cores.” The terms

29 ¢c 99 ¢¢

“computer program medium,” “computer readable medium,” “non-transitory computer
readable medium,” and “computer usable medium” as discussed herein are used to generally

refer to tangible media.

[0130] Various embodiments of the present invention are described in the illustrated
examples. After reading this description, it will be apparent to a person skilled in the relevant
art how to implement the present application using other computer systems and/or computer
architectures. Although operations may be described as a sequential process, some of the
operations may in fact be performed in parallel, concurrently, and/or in a distributed
environment, and with program code stored locally or remotely for access by single or multi-
processor machines. In addition, in some embodiments the order of operations may be

rearranged without departing from the spirit of the disclosed subject matter.

[0131] The processors 208, 308 may be special purpose or general purpose processors
specifically configured to perform the functions discussed herein. They may be operably
connected to an external telecommunications network via respective communication
controllers, in turn connected to transmitters and receivers. The telecommunications network
may be any network suitable for performing the functions as disclosed herein and may
comprise a local area network (LAN), a wide area network (WAN), a wireless network (e.g.,
WiFi), a mobile communication network, a satellite network, the Internet, fiber optic, coaxial
cable, infrared, radio frequency (RF), or any combination thereof. Other suitable network
types and configurations will be apparent to persons having skill in the relevant art.
Exemplary transmitters and receivers include a modem, a network interface (e.g., an Ethernet

card), a communications port, a PCMCIA slot and card, etc.

[0132] Software and data transferred via transmitters and receivers may be in the form of
signals, which may be electronic, electromagnetic, optical, or other signals as will be

apparent to persons having skill in the relevant art. The signals may travel via a
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communications path, which may be configured to carry the signals and may be implemented

using wire, cable, fibre optics, a phone line, a cellular phone link, a radio frequency link, etc..

[0133] Memory 210 and 310 (e.g., random access memory, read-only memory, etc.), and may
also include or be accompanied by storage comprising a hard disk drive and a removable
storage drive, such as a floppy disk drive, a magnetic tape drive, an optical disk drive, a flash
memory, etc. In some embodiments, this storage includes alternative means for allowing
computer programs or other instructions to be loaded into the computing devices 104, 106
and/or 108, such as a removable storage drive and an interface. Examples of such means may
include a program cartridge and cartridge interface (e.g., as found in video game systems), a
removable memory chip (e.g., EEPROM, PROM, etc.) and associated socket, and other
removable storage units and interfaces as will be apparent to persons having skill in the

relevant art.

[0134] Data stored in computing devices 104, 106 and/or 108 may be stored on any type of
suitable computer readable media, such as optical storage (e.g., a compact disc, digital
versatile disc, Blu-ray disc, etc.) or magnetic tape storage (e.g., a hard disk drive). The data
may be configured in any type of suitable database configuration, such as a relational
database, a structured query language (SQL) database, a distributed database, an object
database, etc. Suitable configurations and storage types will be apparent to persons having

skill in the relevant art.

[0135] Computing devices 106 and/or 108 may further include output devices, configured to
allow data to be transferred between the respective device and user interfaces 204, 304. Such
an output device comprises, for example, a high-definition multimedia interface (HDMI),
digital visual interface (DV1), video graphics array (VGA), etc. User interfaces 204, 304 may
include any suitable type of display for displaying data transmitted via the output device,
such as a cathode ray tube (CRT) display, liquid crystal display (LCD), light-emitting diode
(LED) display, capacitive touch display, thin-film transistor (TFT) display, etc.

[0136] User interfaces 204, 304 also comprise input devices such as touch panels, keyboards,
mice, joysticks, digital cameras and microphones. Audio input devices (such as the
microphones as mentioned) may be used for purposes including speech recognition. Image
input devices (such as the digital cameras as mentioned) may be used for purposes including

gesture recognition.
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[0137] Computer program code and computer readable medium may refer to memories, such
as memory 210, 310, which may be memory semiconductors (e.g., DRAMs, etc.). These
computer program code 230, 330 provide software to the respective computing devices 106,
108. Such computer program code, when executed, controls devices 106, 108 to implement at

least in part, the methods discussed herein.

[0138] Processors 208, 308, as described above, comprise modules or engines configured to
perform the functions of computing devices 106, 108 respectively. Each of the modules or
engines may be implemented using hardware and, in some instances, may also utilise
software, such as corresponding to program code stored in memory 210, 310, respectively. In
such instances, program code may be compiled by processors 208, 308 (e.g., by a compiling
module or engine) prior to execution by the hardware of computing devices 106, 108. For
example, the program code 230, 330 may be source code written in a programming language
that is translated into a lower level language, such as assembly language or machine code, for
execution by processors 208, 308 and/or any additional hardware components of devices 106,
108. The process of compiling may include the use of lexical analysis, preprocessing,
parsing, semantic analysis, syntax-directed translation, code generation, code optimization,
and any other techniques that may be suitable for translation of program code into a lower
level language suitable for controlling devices 106, 108 to perform the functions disclosed
herein. It will be apparent to persons having skill in the relevant art that such processes result
in devices 106, 108 being one or more specially configured computer systems uniquely

programmed to perform the functions discussed above.

[0139] It will be understood to persons skilled in the art of the invention that many
modifications may be made without departing from the spirit and scope of the invention, in
particular it will be apparent that certain features of embodiments of the invention can be

employed to form further embodiments.

[0140] It is to be understood that, if any prior art is referred to herein, such reference does not
constitute an admission that the prior art forms a part of the common general knowledge in

the art in any country.
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1. A transaction validation method for use in a distributed computing system, the

method comprising:

associating first and second parameters with respective users of the
distributed computing system, the first parameter being determined based
on an increment for each validation performed by a respective user and a
decrement for each transaction validation performed by the respective user,
the second parameter being determined based on a transaction history and a
validation history of the respective users;

registering a plurality of the users as validating users that are authorized to
validate transactions visible to the distributed computing system and that
require validation;

a first of the users initiating a transaction with a user computing device;
associating respective validation priorities in respect of performing a
validation task with members of a first set of validating users comprising at
least one of the validating users other than the first of the users, the
respective validation priorities being determined based on the first and
second parameters associated with the members of the first set of validating
users, the validation task comprising validation of the transaction;
rendering the transaction visible to respective computing devices of one or
more of the members of the first set of validating users;

members of a second set of validating users performing the validation task,
the second set of validating users comprising one or more of the first set of
validating users;

decrementing the first parameter associated with the first user by a first
amount upon completion of the validation task, and incrementing the first
parameter associated with the members of the second set by respective
second amounts upon completion of the validation task; and

updating the second parameter associated with the members of the second

set upon completion of the validation task.

2. A transaction validation method as claimed in claim 1, wherein the first and second



- 37 -

amounts are (i) predefined, or (ii) determined according to at least one characteristic of
the transaction, or (iii) determined according to a size of the transaction and/or a nature

of the transaction.

3. A transaction validation method as claimed in either claim 1 or 2, wherein the first

amount has a predefined relationship to the second amounts.

4. A transaction validation method as claimed in claim 3, wherein the first amount

equals the sum of the second amounts.

5. A transaction validation method as claimed in any one of the preceding claims,

wherein the second amounts are equal.

6. A transaction validation method as claimed in any one of the preceding claims,
wherein the second amounts are based on the first and/or second parameters of the

members of the second set.

7. A transaction validation method as claimed in any one of the preceding claims,
wherein the validating of the transaction comprises hashing the transaction into a block,
the method comprising the members of the second set subsequently adding the block to

a blockchain.

8. A transaction validation method as claimed in any one of the preceding claims,
including determining the second parameter based on periods between respective

increments and decrements in the first parameter of the respective users.

9. A transaction validation method as claimed in any one of the preceding claims,
comprising modifying the first parameter of the first user when the first parameter of the
first user does not satisfy a first threshold so that the first parameter of the first user
satisfies the first threshold.

10. A transaction validation method as claimed in any one of the preceding claims,
comprising broadcasting the transaction on the distributed computing system such that
the transaction is visible to the respective computing devices of one or more members of
the first set.
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11. A transaction validation method as claimed in claim 10, including broadcasting the
transaction on the distributed computing system such that the transaction is visible to the

respective computing devices of all of the other transaction validators.

12. A transaction validation method as claimed in any one of the preceding claims,
comprising broadcasting or distributing the validation task to one or more members of
the first set for validation whose second parameter meets a second threshold.

13. A transaction validation method as claimed in any one of the preceding claims,
comprising broadcasting or distributing the validation task to one or more members of
the first set for validation whose respective priority meets a third threshold.

14. A transaction validation method as claimed in claim 9, wherein the first threshold is

expressed in the form of cryptocurrency.

15. A transaction validation method as claimed in any one of the preceding claims,
comprising converting the first user’s first parameter into crypto- or other currency

based on a predefined exchange rate.

16. A transaction validation method as claimed in any one of the preceding claims

wherein the first amount is equal to the second amount.

17. A transaction validation system, comprising:

e amembership manager configured to register a plurality of the users as
validating users that are authorized to validate transactions visible to the

distributed computing system and that require validation;

e a first parameter determiner configured to associate a first parameter with
the respective users, the first parameter being determined by the first
parameter determiner based on an increment for each validation performed
by a respective user and a decrement for each validated transaction

performed by respective users;

e asecond parameter determiner configured to associate a second parameter

with the respective users, the second parameter being determined by the
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second parameter determiner based on a transaction history and a validation

history of respective users;

e atransaction prioritizer configured to associate respective validation
priorities in respect of performing a validation task with members of a first
set of validating users comprising at least one of the validating users other
than the first of the users, the respective validation priorities being
determined based on the first and second parameters associated with the
members of the first set of validating users, the validation task comprising

validation of the transaction;

e atransaction assigner configured to render the transaction visible to
respective computing devices of one or more of the members of the first set

of validating users; and

e atransaction validator controllable by members of a second set of validating
users performing the validation task, the second set of validating users

comprising one or more of the first set of validating users;

e wherein the first parameter determiner is configured to respond to
completion of the validation task by decrementing the first parameter
associated with the first user by a first amount, and incrementing the first
parameter associated with the members of the second set by respective

second amounts; and

e the second parameter determiner is configured to respond to completion of
the validation task by updating the associated with the members of the

second set.

18. Computer program code configured to, when executed by one of more processors,
control one or more computing devices to implement the method of any one of claims 1
to 16.

19. A computer-readable medium, comprising the computer program code according to

claim 18.
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