WO 2017/132641 PCT/US2017/015543

SYSTEMS AND METHODS FOR SECURING AND DISSEMINATING TIME
SENSITIVE INFORMATION USING A BLOCKCHAIN

CROSS REFERENCE(S) TO RELATED APPLICATION(S)
[0001] This application claims the benefit of U.S. Patent Application No.
62/288,294 filed January 28, 2016 and U.S. Application No. 15/418,407, where

the entire contents of each are incorporated herein by reference.

TECHNICAL OVERVIEW

[0002] The technology herein relates to cryptographic distributed systems
that secure and disseminate electronic information. More particularly, the
technology herein relates to a system that integrates a blockchain that stores,

secures, and disseminates time-sensitive information.

INTRODUCTION

[0003] A number of electronic platforms (referred to as “wire services,”

RN RN

“newswire services,” “news release distribution services,” “online news
distribution services,” and the like) exist that allow for the dissemination of news
information (and other types of information) to appropriate recipients in a timely
manner. Many such platforms provide a web-based interface that allows a
customer to upload, for example, a report from the FDA regarding a new drug,
or an earnings report for a company. This information may be received and
then processed by the platform, stored into a database, and then released to
recipients at a designated time (e.g., via email or published to a website or

other data “feed”).

[0004] In recent years, a number of features have been added to these
services to address the needs of the people and organizations that use such
services. For example, many services now include encryption features,
advanced access control functionality (to enforce limits on which users can
access which information), and/or workflow functionality that allows for the

editing, review, and approval of information before it is disseminated. However,
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the inclusion of these features in a service can lead to audit trail gaps (or no
audit trail at all). Furthermore, the increased complexity in these services can
lead to errors. Thus, new and improved techniques and systems for delivering

and securing such time-sensitive information are continually sought after.
SUMMARY

[0005] In certain example embodiments, a computer system is provided
that enables users to securely record time-sensitive information (e.g.,
announcements, press releases, regulatory filings, and the like) along with
associated meta-data using blockchain technology. The computer system and
blockchain are programmed to allow dissemination of the information directly to
selected parties at a set scheduled time by using programs or scripts (e.g.,
sometimes referred to as smart contracts) that have been added to the
blockchain according to certain example embodiments. Access to the sensitive
information that is stored on the blockchain may include a multi-signature
requirement that is part of the embedded scripts that make up a given
blockchain transaction. The intended recipients of the information may then
directly interface with the blockchain at the scheduled time (e.g., that is
controlled by the embedded script that is part of a transaction) to access

information that has been securely stored thereon.

[0006] The features described herein may be combined to form additional
embodiments and sub-elements of certain embodiments may form yet further
embodiments. This summary is provided to introduce a selection of concepts
that are further described below in the detailed description. This summary is
intended neither to identify key features or essential features of the claimed
subject matter, nor to be used to limit the scope of the claimed subject matter,
rather, this summary is intended to provide an overview of the subject matter
described in this document. Accordingly, it will be appreciated that the above-

described features are merely examples, and that other features, aspects, and
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advantages of the subject matter described herein will become apparent from

the following detailed description, figures, and claims.
BRIEF DESCRIPTION OF THE DRAWINGS

[0007] These and other features and advantages will be better and more
completely understood by referring to the following detailed description of
example non-limiting illustrative embodiments in conjunction with the drawings
of which:

[0008] Figure 1 illustrates a non-limiting example function block diagram
of a computer-implemented information system that interfaces with a

blockchain according to certain example embodiments;

[0009] Figure 2 is a flow chart of an example computerized process of
securing and disseminating time sensitive information using an example
blockchain according to certain example embodiments;

[0010] Figures 3A and 3B are signal diagrams showing a process for
securing and disseminating time sensitive information using an example
blockchain according to certain example embodiments; and

[0011] Figure 4 is an example computer system according to certain

example embodiments.

DETAILED DESCRIPTION

[0012] In the following description, for purposes of explanation and non-
limitation, specific details are set forth, such as particular nodes, functional
entities, techniques, protocols, etc. in order to provide an understanding of the
described technology. It will be apparent to one skilled in the art that other
embodiments may be practiced apart from the specific details described below.
In other instances, detailed descriptions of well-known methods, devices,
techniques, etc. are omitted so as not to obscure the description with
unnecessary detail. Sections may be used in this Detailed Description solely in

order to orient the reader as to the general subject matter of each section; as
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will be seen in the following text, the description of many features spans
multiple sections, and headings should not be read as affecting the meaning of
the description included in any section. For example, the inventors
contemplate combinations of features that are discussed in more than one of

the sections.
QOverview

[0013] In certain example embodiments, an information storage system
(e.g., a computer system that may include one or more computer nodes)
includes an interface to a blockchain (e.qg., plural distributed computing nodes
that each possess part or all of a distributed cryptographic ledger) and is
programmed to accept or receive electronic information for client systems.
When the electronic information is received, a new blockchain transaction is
generated that includes or carries the electronic information and this new

blockchain transaction is submitted to the blockchain for inclusion thereon.

[0014] In certain examples, users may be authorized to submit, edit, or
approve (e.g., for release) the information (e.g., the originally submitted
document or a version of that document) to the blockchain. After the initial
submission of a document, an editing process may be enabled where edits to
the existing document may be generated by the information system and
submitted to the blockchain, causing corresponding transactions to be stored
on the blockchain. Additional transactions that are generated based on the
edits may effectively provide a proof of custody or audit trail for the document.
After completion of the editing process (or if no editing is needed), the
document may be finalized and then approved for release by one or more
designated approvers. The approvers may cryptographically “approve” the
document for release by providing their cryptographic signature to a blockchain

transaction.

[0015] Once a document is approved for release, a final transaction is

generated and submitted to the blockchain. This blockchain transaction may
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have additional requirements to “unlock” the document or information provided
therein (e.g., a specific time at which the information may be available). Once
the final transaction is submitted, the intended recipients of the document may
monitor the blockchain to determine if they can now access the document

stored in the transaction.

[0016] It will be appreciated that the time-aware nature of the scripts or
computer programs associated with a given blockchain transaction (which are
enriched based on meta-data entered by users associated with the release of a
document) in combination with the requirement for the cryptographic signatures
of the approvers can assist in providing time-sensitive or confidential
information to the general public (or at least an intended recipient group) in a

secure and reliable manner.

[0017] Fig. 1 shows an example information system in function-block form
where the functions may be implemented on, for example, the example
computer system shown in Fig. 4. Fig. 2 is an example process that shows
how a submitter, editor, and approver cause various interactions with the
blockchain based on the originally submitted document. The example process
illustrates example steps for how a document is eventually released to an
intended recipient group. Figures 3A and 3B are signal diagram versions of the

process shown in Fig. 2.

Description Of Figure 1

[0018] By way of introduction, Figure 1 illustrates a non-limiting example
function block diagram of a computer-implemented information system 100
(referred to as “information system” herein) that interfaces with blockchain 116

according to certain example embodiments.

[0019] Submitter system 120, editor system 122, and approver system
124 are computer systems (either different computer systems or the same

computer system) controlled by respective submitter, editor, and approver
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users (which may be referred to simply as submitter, editor, and approver) that
communicate over an electronic data communications network 110 with
information system 100. In certain example embodiments, the submitter,
editor, and approver are computer programs (e.g., automated programs) that
provide the input and/or functionality associated with the submitter, editor, and
approver. The systems that communicate with the information system 100 may
be personal computers, mobile devices, automated computer systems, or the
like and may include or implement a client-side application that is designed and
programmed to communicate with information system 100. In certain
examples, the electronic communication may take the form of a web site or the
like and a web page may be rendered based on a mark-up language (e.g.,
HTML) transmitted from a web server that is part of, or associated with,

information system 100.

[0020] In certain example embodiments, a submitter user (e.g. a user that
is using the submitter system 120) (also referred to herein as a “submitter”)
may be a user that submits the initial document and associated meta-data (e.qg.,
information on when the document is to be released, who or which recipients
are to have direct access to the document on the blockchain, how the
document will be made available, etc...). In certain example embodiments,
each submitter user may have a corresponding digital wallet identifier and
corresponding private key. This information may allow the submitter user to

interface with the blockchain 116 (either directly or via information system 100).

[0021] In certain example embodiments, an editor user (or “editor”) is a
user that provides a value added service and is allowed to modify the document
originally submitted by the submitter user. In certain instances, the editor user
may belong to a different organization or company from the submitter. For
example, and editor user may be a lawyer from a law firm or an accountant
from an accounting firm. Like the submitter user, the editor user (e.g., each
editor user) may have a corresponding digital wallet with an associated private

key.



WO 2017/132641 PCT/US2017/015543

7

[0022] In certain example embodiments, an approver user (or “approver”)
is a user that can approve a document that has been submitted (and perhaps
edited) for dissemination to intended recipients. An approver user may be
issued a digital wallet that includes information that allows the approver user to
see a document and other information associated with the document, such as
the document’s scheduled time, the list of (other) approvers of the document,
and the overall approval status of the document (e.g., how long until it is
‘released”). The approver user may use their associated wallet and private key
to approve or reject a given document that has been included into a blockchain

transaction.

[0023] In certain example embodiments, the above submitter, editor, and
approver user may be roles that may be assigned to a given user account
and/or associated digital wallet. In certain example embodiments, a given user

may have two or three of the above roles assigned to that user.

[0024] Information system 100 includes network interface 108 configured
to receive electronic data messages that make up a submitted document, file,
or other electronic information submitted from submitter system 120. Electronic
data messages may also compose commands or remote procedure calls (e.qg.,
via an application programming interface or API) that are used by, for example,
the submitter, editor, or approver for submitting, editing, or approving a

document.

[0025] It should be noted that the term document, as used herein, and
unless otherwise noted, is intended to encompass electric documents,
electronic files, and other electronic information or content that may be
submitted to the information system 100 and the blockchain 116. As used
herein, documents may include audio files, video files, spreadsheets, text
documents, image files, files in proprietary formats (e.g., PDF), or files in open
standard formats (e.g., XML, etc...). In certain example embodiments, a user

(e.g., either the editor or submitter) may upload or edit the digital content
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through a web interface. For example, the submitter may type the digital
content into a text box or other web-based control. The digital content may be
stored to the blockchain (e.g., either in text form, XML, html, etc...) and then
later edited by an editor through the same web interface. In short, there may
be different options for how customers (e.g., the submitter, editor, and
approver) interact with the content or document that is set to be “released” to

the recipients (or recipient systems 126).

[0026] Information system 100 includes a hardware processor 102 (e.g., a
CPU, GPU, etc...) that executes instructions 106 stored in electronic memory
(e.g., registers, RAM, other volatile or non-volatile memory, etc...) of

information system 100.

[0027] Wallet memory 104 stores digital wallet accounts that are used for
interacting with blockchain 116. Wallet memory may be stored in stored in a
computer storage system (e.g., that may include storage 508, RAM 506, and/or
other electronic storage that is part of system 100 or accessible to system 100).
Wallet memory includes digital wallet accounts for the submitter, the editor, the
approver, each of the recipients 126, and possibly the entity running the
information system 100. A digital wallet is a data structure that stores data that
is accessed via software and hardware (or specifically designed hardware) that
allows the generation of transactions that use, for example, a blockchain. The
digital wallet data structure can include a private key (e.g., that is only known to
the holder of the wallet) and a series of identifiers (sometimes called wallet
identifiers or walletlDs herein) that have been generated based on the private
key. These identifiers are “public” and can used to allow other users to “send”
transactions, which are recorded on the blockchain, to that identifier — and thus

the user associated with the wallet from which the identifier is linked to.

[0028] For example, a submitter that uploads a new document will “send”
a block transaction to a wallet identifier associated with an editor (or an

approver(s) if no editor is required). That blockchain transaction may only be
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unlocked by using the private key of the editor from which the editor’s public
wallet identifier was generated (e.g., using a hash algorithm). When the
transaction is “unlocked” by the editor, a new blockchain transaction is
generated and sent to a wallet identifier associated with an approver (or

another editor).

[0029] Accordingly, software associated with the wallet may be used to
query the blockchain to determine what unspent transactions (e.g., those
transaction outputs not used as inputs for another transaction) are associated
with the identifiers of a given wallet. Such software may then present a holistic
view of what is “owned” by the holder of the wallet. For example, a blockchain
transaction that has an un-approved earning report associated with it may be
owned by the approver (or approvers). Other transactions that have been un-
approved by the indicated approver may also be displayed as part of that user’s
“‘wallet.” Naturally, the publically shown identifiers associated with those
transactions may all be unique due to the way the wallet identifiers are
generated based on the private keys of each wallet. Thus, it may be impossible
(or at least computationally very difficult) to tell what private key (e.g., which

wallet) is associated with which transaction.

[0030] In certain example embodiments, a digital wallet and its contents
(e.g., private key and generated identifiers) are stored on a user controlled
device (e.g., submitter system 120, editor system 122, or approver system 124)
and these systems may transmit wallet identifiers and/or private key information
to information system 100 for interacting with blockchain 116. Various
elements of the wallet may thus be provided on different computer system (e.g.,
a mobile device of a user, a user’s desktop computer system, the information
system 100, or another third party system - e.g., a cloud based system that
stores digital wallets and the information therein). In certain example
embodiments, wallet identifiers (and/or the private key of the wallet) that are
stored in wallet memory 104 may allow information system 100 to interact with

blockchain 116 on behalf of the owner of the wallet.
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[0031] Blockchain 116 is a data structure that is provided or stored on a
blockchain computer system (not shown) that may include a plurality of
computer devices (e.g., as shown in Fig. 5) that communicate with each other
over an electronic data communications network. Each node of the blockchain
computer system may store a copy (or a portion) of the blockchain 116.
Whenever it is described in this document that data (whether a transaction, or
any other type of data) is stored on the blockchain, such storing may include:
the initial reception of the transaction to the blockchain 116 (or one of the nodes
therein); the cryptographic verification of the transaction (e.g., its incorporation
into a “block” of the blockchain); and/or a determination that the transaction is
now computationally immutable (e.g., multiple blocks have been linked to the

blockchain that incorporated the at-issue transaction).

[0032] Information system 100 may also be coupled to database 118,
which may hold account information (e.g., security credentials that allow the
submitter, editor, or approver to interact with the information system 100),
workflow information (e.g., which approvers are needed for a given document
to be released), group information on recipients that belong to a given group,
mappings between such group information and how clients choose to have

their submitted information shared with those recipients, and other data.

Description Of Figure 2

[0033] Figure 2 is a flow chart of an example computerized process that
secures and disseminates a document using an example blockchain according

to certain example embodiments.

[0034] As discussed above, information system 100 may enable or
provide a user interface (e.g., via the stored computer instructions) to client
computer systems. This is represented in Fig. 2 as user interface 200. In
certain instances, this may be an API or computer program that facilitates or
provides a user interface for a user(s) to perform submission, editing, and

approving tasks. In certain example embodiments, recipients (e.g., via
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recipient systems 126) may use the user interface 200 to view documents that

have been “released” via the blockchain 116.

[0035] Submitter system 120 authenticates or otherwise logs into
information system 100. The user interface 200 may send or present a number
of different options for a submitter user to create one or more types of jobs
(e.g., a job being a planned release of a document at some future time and
date). Some of the different jobs may include press releases, earnings
releases, regulatory filings, general company announcements, and the like.
These jobs may come with prepopulated options (e.g., that earning releases
always occur at a certain time or that regulatory filings need to be edited and/or
approved by a law firm, etc..) for the given job. In certain examples, a user may

create a custom job for a document.

[0036] Once a particular type of job is selected by the submitter, the
submitter can then upload or otherwise provide both the document that is to be
released and meta-data associated with the document. In certain example
embodiments, the content (e.g. that will become the released document) may
be provided through the user interface 200. For example, the submitter may
manually enter the text into a textbox that is part of the user interface 200 (e.g.,

that is displayed in a web browser on submitter system 120).

[0037] The submitter also enters or specifies meta-data associated with
the document and/or job. This may include, but is not limited to, whether an
editor is needed for the job, the schedule at which the document is to be
disseminated, the intended recipient(s) for the document, and/or the multi-
signature (multi-sig) requirements for the smart contract (e.g., who is required
to approve the finalized version of the document). In certain example
embodiments, multi-sig may refer to a requirement that more than one party
(e.g., more than one approver) is required to approve a transaction before the
document is released to the intended recipients. In other words, multiple

approvers may be required to “sign” or unlock (e.g., by using their
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corresponding private keys) a blockchain transaction that is holding the to-be-
released document. This multi-signature requirement may be part of smart-
contract that also specifies the time that the transaction will be unlocked and
viewed by the intended recipients. As used herein, a smart contract is a
computer program (or script) that enforces one or more programmatic rules for
a corresponding blockchain transaction. These rules may be mutually agreed

upon by the parties associated with the blockchain transaction.

[0038] The above information that is entered by the submitter user on the
submitter system 120 is received by the information system 100 at step 202.
Once the information is received, the system proceeds to interact with the
blockchain in step 204 where the first (of perhaps many) blockchain
transactions associated with this job is generated and submitted to the
blockchain 116. In particular, the information processing system may calculate
the cryptographic hash for the content or document associated with the job and
store that hash and document on the blockchain 116 as part of the unspent
transaction(s). In certain example embodiments, the blockchain could be a
public blockchain that is part of the bitcoin blockchain. Alternatively or
additionally, a colored coin (e.g., part of the OpenAsset Protocol) may be used.
In other example embodiments, a privately operated blockchain (e.g., a
blockchain network that does not allow anyone of the general public to join)

may be used.

[0039] In any event, it will be appreciated that once block transaction 204
is generated and submitted to blockchain 116 that any subsequent modification
to the document associated with this transaction will be saved as a separate
blockchain transaction. This ensures that a complete audit trail (from
submission, up through and including distribution to the intended recipients) is
kept for all modifications to the document. In certain example embodiments, a
user interface may be configured to show a graphical representation of a
complete audit trail of the blockchain transactions from submission of the

document to “release” of the document to the recipients. This graphical
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representation may include showing which users made edits to the document
and when those edits where made. The graphical representation may include
which approvers were to approve the document and when those approvals
were made. The graphical representation may include a listing of which

recipients have accessed or have “received” the document.

[0040] In certain example embodiments, the document or content may be
encrypted before being incorporated into the transactions saved to blockchain
116. Such an implementation may be preferable in cases where the

information is especially time-sensitive or confidential until its public release.

[0041] The additional meta-data information entered by the submitter and
received in step 202 (e.g., multi-sig requirements, the schedule of when the

document is to be “released,” the recipients that are to receive the documents)
all become input for the smart contract that is part of the generated blockchain

transaction in step 204.

[0042] In step 206 (which may occur in parallel or sequentially with step
204), a determination is made whether an editor is needed. In certain
instances, this information may be assigned automatically (e.g., irrespective of
the meta-data provided by the submitter) by the information system 100. For
example, the database of the information system 100 may store various rules
that indicate, for example, all earning reports are required to be submitted to an
auditor for potential editing. This type of rule may be automatically enforced by
the information system 100. In other examples, the submitter may specify (as
part of the entered metadata) that an editor will be assigned the job and can

edit the document.

[0043] If an editor is required, then the job is assigned to an editor. If an
editor is required, then the user interface of the information system 100
provides a suitable user interface to allow an editor user of editor system 122 to

edit the document associated with this job in step 208.
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[0044] As part of the editing process, the information system 100 may
capture any and all modifications to the document that are entered by the editor
user. In certain example embodiments, each editor user may have their own
digital wallet and corresponding private (and public) key which may be obtained
through the get wallet information step 201. The revised document and/or the
changes made by the editor user may be used to create another blockchain

transaction in step 210.

[0045] An example up until this point may be as follows. When a
submitter submits a document, the created transaction may use the public key
of the editor that is to edit the document. The blockchain transaction (and the
document carried by that transaction) are signed by the editor’s public key and
can thus only be “opened” by the private key held by the editor. When the
editor begins editing the document, the private key for the editor is used to
unlock the document. When the editing is complete (or saved), a new
blockchain transaction is created. In certain examples, the transaction may be
signed with the public key of an approver. In certain examples, this new
transaction may be signed with the public key of another editor, or perhaps the
same editor (e.g., they are not done editing the document). As part of the
generation of a new blockchain transaction, the newly revised document may
be cryptographically hashed and then the new document and its hash may be
stored on the blockchain via the new blockchain transaction. In other
examples, the modifications to the document may be hashed and then stored
as part of a blockchain transaction. These datasets may be stored as unspent

transactions on the blockchain.

[0046] In certain example embodiments, the editor process may repeat
(e.g., multiple editors may be involved and may make multiple edits). Thisis
represented in Fig. 2 by the connection between step 208 and editor 122. Each
of the edits made to the document will be stored as a separate blockchain

transaction.
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[0047] In step 212, the job is “finalized” by either the submitter user or the
editor user. In other words, if no editor is needed, then the submitter may
finalize the job. If an editor is editing the document, then they may edit the
document multiple times until finalizing at step 212. In certain example
embodiments, finalization of the document may generate a new blockchain

transaction (e.g., 216).

[0048] After being finalized, then the document is converted at step 214
by the information system 100 into a desired format that is suitable for
distribution to the intended recipients. This format may include various
machine readable formats such as XML, HTML, PDF, etc., which are suitable
for consumption by the recipients. The converted document (and hashes
thereof) are included in blockchain transaction 216 that is generated for the

finalized (and converted) set of data.

[0049] After the conversion, information system 100 moves the job to the
next stage — approval. Here, information system 100 notifies all required
approving entities and requests approval of the release of the document at step
218.

[0050] Approving users use their digital wallets to approve or reject the
document that is to be released. If the document is rejected, the approver may
provide a reason and send the document back to an editor (e.g., by signing a
new transaction with the public key of the editor). Alternatively, a rejection may
result in the document or job being permanently rejected. For example, the
information system 100 may maintain a digital wallet that acts a trash bin where
documents that are not to be released are signed with the public key the digital
wallet associated with this trash bin. Once a document is rejected in this
manner, it may (effectively) be shredded as only the information system 100 will
have access to the key that could “unlock” the document that is present in the
blockchain transaction.
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[0051] Alternatively, an approver may approve the document for release.
In this case, another blockchain transaction 220 is created that is signed by the
digital wallet associated with the approver. This signature may complete one

part (or the whole) of the smart contract associated with the document.

[0052] In steps 222 and 224, the information system 100 continuously
monitors blockchain 116 for the smart contract maturity or expiration. A smart
contract associated with a document matures or expires when all the conditions
for the approval are met (this includes having the requisite approvers approve

the document and having the indicated time for the smart contract expire).

[0053] If a smart contract associated with the blockchain does mature,
then the information system 100 may read the data associated with the
document from the blockchain, and notify the intended recipients in step 226.
In certain example embodiments, the recipients may monitor the blockchain
directly and read the blockchain transaction that contains the finalized and
approved document directly therefrom (e.g., because the smart contract allows
such an action). In certain examples, the document may be delivered to the
intended recipients via email or other delivery system. In certain examples, the
system 100 may upload or post the document to a website that the recipients

can access. This completes the “job” that was initially started by the submitter.

[0054] In certain example embodiments, the recipients may each have a
wallet (e.g. that is stored in wallet memory 104). Once a job is completed (or a
smart contract matures), another blockchain transaction may be generated that
makes each of the intended recipients the owner (e.g., a transaction will be
signed using the recipients’ public keys) of the same data. Thus, when a
recipient opens their wallet (or a transaction is now “owned” by that wallet) they
will be able to read the document contained in the transaction. In certain
examples, approval by an approver may thus generate a one-to-many
transaction, where the “many” side of the transaction is each one of the

recipients.
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[0055] In certain example embodiments, for any of the different blockchain
transactions herein, different portions of a document may be encrypted using
different encryption keys. Thus, for example, when an editor is assigned to edit
and review a document, some portions of that document may be encrypted
using a key that is not available to the editor. The document may thus be
segmented into different portions that are displayed to corresponding users on

a need to know basis.

Description Of Figures 3A-3B

[0056] Figures 3A and 3B show the process shown in Fig. 2 in the form of
a signal diagram. The elements and functionality discussed in connection with

Fig. 2 thus apply to Figs 3A-3B and vice versa.

[0057] In step 300, the submitter system 120 receives user input that

indicates the job details for the release of a document, and stores the received
user input. As discussed herein the job details may include setting the release
time, the intended recipients, the editors and/or approvers, etc... Step 300 also
includes the submitter system 120 transmitting (or otherwise providing) the job

details to the system 100.

[0058] At step 302, the submitter system 120 transmits (or otherwise
provides) the document to the system 100.

[0059] Once the document is received by the system 100 it is encrypted at
step 304. At step 306 a blockchain transaction is created that includes the
encrypted document or a hash thereof, this transaction is then submitted to the
blockchain 116 at step 308. After being received at the blockchain 116, the
transaction is stored in the blockchain 116. In certain examples, the transaction
is “from” the submitter and “to” one or more editors. In certain examples, the

transaction is ‘t0” one or more approvers.
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[0060] In the case of an editor being required, the editor is set and then
notified at step 310. In certain examples, an editor is notified via email or the

like that a document is ready to be reviewed and edited.

[0061] At step 312 the editor edits the document by accessing the
document that was stored in accordance with the submitted blockchain
transaction at 308. Each edit session by the editor system 122 may
correspondingly cause the creation of a blockchain transaction in step 314 for
the edited document. This new blockchain transaction is then submitted at step
316 to the blockchain 116 where it is stored therein. Depending on the nature
of the job, the transaction that is created at step 314 may be from the editor
back to the same editor (e.g., in the case of further edits being required), may
be from the editor to another editor(s) (e.g., as represented by the dashed line
back to 312), or may be from the editor to one or more approvers. Different
editors may use the same editor system 122 or a different editor system (e.g., a

different computer system).

[0062] After editing, the system 100 may determine (e.g., in accordance
with the set job details) that the document no longer is being edited and then
finalize the document at step 318. Finalizing the document may cause the
creation and submission of another blockchain transaction by the system 100 at
step 320 to the blockchain 116. Accordingly, the finalized document may be
incorporated into the blockchain 116 (e.g., by being cryptographically verified).

[0063] After finalizing the document, the system 100 may also convert, at
step 322, the document into a format that will be used for disseminating the
document to the recipients. The converted document may also be saved to the
blockchain 116. It will be appreciated that each successive blockchain
transaction for a document may refer back to a prior blockchain transaction for
that document (e.g., the unspent “outputs” of one blockchain transaction are

used as “inputs” for a successive blockchain transaction). This may facilitate
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the creation and stability of an audit trail from the submission of the initial

document through the eventual dissemination of the document to the recipients.

[0064] In any event, once the document has been finalized and is in the
format that will be disseminated, the approvers will be notified at step 326. In
certain examples, the notification may be a message that is delivered to the
approver system 124 and in other examples the notification may be, for
example, an email that is sent to the email address associated with an

approver.

[0065] At step 328, the approver may approve 334, reject and discard
330, or reject and request further modifications 332 via the approver system
124. If the approver completely rejects the document 330 (e.g., via a reject
command provided from the approver system 124) another blockchain
transaction may be generated “to” a special trash address that is on the
blockchain. The key for this address may be held by the system 100 such that
no outside parties (or perhaps even the system 100) could then unlock the
document (or the transaction that contains the document) because it is signed

by a public key for which no party has access to.

[0066] In the case of rejection and further modifications 332 (e.g., via an
edit command provided from the approver system 124), another blockchain
transaction may be generated (e.g., from the approver to an editor) that
effectively returns the process to step 312 (or another editor of the approver’s

choosing). The process would then repeat from step 312.

[0067] Finally, the approver may also approve the document for release at
334 (e.g., via an approval command provided from the approver system 124).
When an approver approves the release of a document they may effectively be
signing (from the perspective of the blockchain) the final transaction. Once
signed, then any other conditions associated with the transaction (e.g., a timed

release) would then wait to be fulfilled at 338.
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[0068] In the meantime, the system 100 monitors the blockchain 116 for
when the script associated with this “final” transaction has been fulfilled in step
336. If it has been fulfilled, then the system 100 may notify (at step 340) the
recipients 126 that the document is now available on the blockchain 116 and/or
recipient systems 126 may directly monitor the blockchain 116 (at step 342)
such that blockchain 116 effectively notifies the recipients 126 of the expiration
of the script associated with the final blockchain transaction. In certain example
embodiments, the document may be made available by having the system 100
send an email or other communication to the recipients with the document.
Accordingly, the document that was initially uploaded may be secured and

timely delivered to the intended recipients.

Description Of Figure 4

[0069] Figure 4 is a block diagram of an exemplary computing system 500
according to certain example embodiments (e.g., an information system 100,
the submitter system 120, editor system 122, approver system 124, as
described in connection with Figs. 1 and 2 or a computing node that is part of a
distributed computing system used to process and maintain the blockchain 116,
etc...). Computing system 500 includes a processing system 502 with CPU 1,
CPU 2, CPU 3, CPU 4, a system bus 504 that communicates with RAM 506,
and storage 508. The storage 508 can be magnetic, flash based (e.g., for a
mobile client device), solid state, or other storage technology. A storage
system may comprise cache memory that are on the computer chip of CPU 1,
RAM 506, storage 508, hardware registers, external systems 522, and the like.
[0070] In certain example embodiments, the processing system 502 is
programmed (e.g., via a series of program instructions) to carry out the process
and/or one or more of the steps/actions shown in Fig. 2 and/or Figs. 3A and 3B.
[0071] In certain example embodiments, the processing system is
programmed to implement functionality associated with user interface 200.

This may include a web server that serves up html and other web content to

client computer systems or include, software interfaces (e.g., APIs) that receive
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remote procedure calls or service invocations from remote computing devices.
Additional functionality may also be programmatically implemented for an
example computing system.

[0072] The system bus 504 communicates with user input adapter 510
(e.g., PS/2, USB interface, or the like) that allows users in input commands to
computing system 500 via a user input device 512 (e.g., a keyboard, mouse,
touch panel, or the like). The results of the processing may be displayed to a
user on a display 516 (e.g., an LCD) via display interface 514 (e.g., a video
card or the like). In certain example embodiments, commands to computing
system 500 may be provided via network interface 518 (as discussed above).
In certain example embodiments, representations a document or content that is
part of a job may be displayed on display 516 or a display that is
communicatively coupled to computing system 500 via network interface 518.
In certain example embodiments, content for a job being managed by the
information system 100 may be directly entered via user input device 512.
Certain examples embodiments may include one or more user input adapters
(e.g., a keyboard and mouse). Certain example embodiments may include one
or more output devices (e.g. multiple monitors and/or multiple display
interfaces).

[0073] The computing system 500 may also include a network interface
518 (e.g., a transceiver) to facilitate wired (e.g., Ethernet — 802.3x) and/or
wireless communication (WiFi / 802.11x protocols, cellular technology, and the
like) with external systems 522, databases 520, and other systems via network
524. External systems 522 may include other processing systems, systems
that provide third party services, etc. External systems 522 may be client
devices or server systems.

[0074] External systems 522 may also include network attached storage
(NAS) to hold large amounts of data. External systems, along with the internal
storage and memory, may form a storage system for storing and maintaining

information (e.g., job information, documents, user information, etc...). Such a
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system may communicate with users and/or other computing systems. The
database 520 may include relational, object orientated, or other types of
databases for storing information.

[0075] In certain example embodiments, the storage system of the
computer system may store instructions that cause one or more processors
(e.g., the processing system) of the computer system to perform each or any
combination of actions described herein as performed by, for example, an
information system, a client computer system, and/or an external computer
system.

[0076] In certain example embodiments, a method can include each or
any combination of actions described herein as performed by a computer
system, including the information systems of figures 1 and 2. In certain
example embodiments, a method can include each or any combination of
actions described herein as performed by a user device (e.g., submitter system
120, editor system 122, approver system 124, etc...).

[0077] In certain example embodiments, a computing system includes
each or any combination of the components shown as included in the
exemplary computing system 500 of Figure 4, where the each or any
combination of the components are configured to perform the method(s) in the
above paragraph(s) or the processes, steps, and/or actions shown in Figs. 2,
3A, or 3B.

[0078] In certain example embodiments, a processor is configured or
programmed to perform the method(s) above and/or the processes, steps,
and/or actions shown in Figs. 2, 3A, or 3B.

[0079] Certain example embodiments described herein may incorporate
the blockchain techniques discussed in U.S. Application No. 62/270,560 or U.S.
Application No. 15/200,756, the entire contents of each of which are hereby
incorporated by reference.

[0080] In other words, the processes, techniques, and the like, described

herein (for client devices, server, information system, distributed computing
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system, and/or controller systems) may be implemented on a computing
system. Such implementations may then configure or program the processing
system to carry out aspects according to certain example embodiments. It will
be appreciated that other architecture types may be used. For example, a
single CPU may be used instead of multiple CPUS. Alternatively, a processing
system may include multiple CPU “cores.” Further, the various elements
shown in connection with Fig. 4 may be included into one cohesive physical
structure (e.g., such as a tablet device). The components and functionality
shown in Figs. 1-3B may be implemented on or in conjunction with the example
computing system shown in Fig. 4 (e.g., to thereby create a specific purpose

computing machine).

[0081] Individual function or process blocks are shown in the figures.
Those skilled in the art will appreciate that the functions of those blocks may be
implemented using individual hardware circuits, using software programs and
data in conjunction with a suitably programmed hardware, using applications
specific integrated circuitry (ASIC), and/or using one or more digital signal
processors (DSPs). The software program instructions and data may be stored
on non-transitory computer-readable storage medium and when the instructions
are executed by a computer, or other suitable hardware processor, control the
computer or hardware processor to perform the functionality defined in the
program instructions.

[0082] Although process steps, algorithms or the like may be described or
claimed in a particular sequential order, such processes may be configured to
work in different orders. In other words, any sequence or order of steps that
may be explicitly described or claimed does not necessarily indicate a
requirement that the steps be performed in that order. The steps of processes
described herein may be performed in any order possible. Further, some steps
may be performed simultaneously (or in parallel) despite being described or
implied as occurring non-simultaneously (e.g., because one step is described

after the other step). Moreover, the illustration of a process by its depiction in a
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drawing does not imply that the illustrated process is exclusive of other
variations and modifications thereto, does not imply that the illustrated process
or any of its steps are necessary to the invention(s), and does not imply that the
illustrated process is preferred. A description of a process is a description of an
apparatus for performing the process. The apparatus that performs the
process may include, e.g., a processor and those input devices and output
devices that are appropriate to perform the process.

[0083] Various forms of non-transitory, computer-readable media may be
involved in carrying data (e.g., sequences of instructions) to a processor. For
example, data may be (i) delivered from RAM or cache to a processor; (ii) or
instructions for a process may be stored in an instruction register and loaded by
a processor. Instructions and/or data may be carried or delivery over other
types of transmission mediums (e.g., wire, wireless, optical, etc.) and/or
transmitted according to numerous formats, standards or protocols, such as
Ethernet (or IEEE 802.3), SAP, ATP, Bluetooth, and TCP/IP, TDMA, CDMA,
3G, etc.; Such transitory signals may be coupled to non-transitory media (e.g.,
RAM, cache, hard drive, a receiver, registers, etc...), thus transitory signals will
be coupled to non-transitory media. The transitory and non-transitory signals,
instructions, and/or data, may be encrypted to ensure privacy or prevent fraud
in any of a variety of ways well known in the art.

Technical Advantages of Described Subject Matter

[0084] In certain example embodiments, an information release system
interfaces with a blockchain to facilitate the release of sensitive digital
information (e.g. an earnings report, a new release, etc...) to a group of
intended recipients. The incorporation of a blockchain and the digital wallets
that are used for transactions on the blockchain advantageously provides
security and an audit trail for a given piece of electronic information (e.g., the
document to be released). In certain example embodiments, the use of multi-
signature functionality (e.g. a blockchain address the requires multiple

signature to unencumber a given transaction) provides for a secure and
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verifiable process that allows users (e.g., the CFO, CEO, etc...) to review a
document before the document is released to the recipients. The multi-
signature functionality cryptographically guarantees that two or more private
keys must be used before the document is released to the intended recipients.
The incorporated audit trail functionality also provides a cryptographic
guarantee that the document or content that is approved by the approvers is
the same document or content that is then “sent” to the recipients.

[0085] The technical features described herein thus improve the security,
verifiability, and reliability of an electronic information release (e.g., a custodian,
“‘newswire,” or “online news distribution,” etc...) service.

Selected Terminology

[0086] Whenever it is described in this document that a given item is

RN RN

present in “some embodiments,” “various embodiments,” “certain

RN

embodiments,” “certain example embodiments, “some example embodiments,”

“an exemplary embodiment,” or whenever any other similar language is used, it
should be understood that the given item is present in at least one embodiment,

though is not necessarily present in all embodiments. Consistent with the

»

foregoing, whenever it is described in this document that an action “may,” “can,

RN

or “could” be performed, that a feature, element, or component “may,” “can,” or

“could” be included in or is applicable to a given context, that a given item

RN

‘may,” “can,” or “could” possess a given attribute, or whenever any similar

LI IN1]

phrase involving the term “may,” “can,” or “could” is used, it should be
understood that the given action, feature, element, component, attribute, etc. is
present in at least one embodiment, though is not necessarily present in all
embodiments. Terms and phrases used in this document, and variations
thereof, unless otherwise expressly stated, should be construed as open-ended
rather than limiting. As examples of the foregoing: “and/or” includes any and all
combinations of one or more of the associated listed items (e.g., a and/or b
means a, b, or a and b); the singular forms "a", "an" and "the" should be read

RN

as meaning “at least one,” “one or more,” or the like; the term “example” is used
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provide examples of the subject under discussion, not an exhaustive or limiting
list thereof; the terms "comprise” and “include” (and other conjugations and
other variations thereof) specify the presence of the associated listed items but
do not preclude the presence or addition of one or more other items; and if an
item is described as “optional,” such description should not be understood to

indicate that other items are also not optional.

[0087] As used herein, the term "non-transitory computer-readable
storage medium" includes a register, a cache memory, a ROM, a
semiconductor memory device (such as a D-RAM, S-RAM, or other RAM), a
magnetic medium such as a flash memory, a hard disk, a magneto-optical
medium, an optical medium such as a CD-ROM, a DVD, or Blu-Ray Disc, or
other type of device for non-transitory electronic data storage. The term “non-
transitory computer-readable storage medium” does not include a transitory,

propagating electromagnetic signal.

Additional Applications of Described Subject Matter

[0088] Although various embodiments have been shown and described in
detail, the claims are not limited to any particular embodiment or example. For
example, while blockchain technology is described as being used in a number
of embodiments, it should be understood that, in other additional embodiments,
one or more other distributed ledger technologies may be used in place of the
blockchain technology. Further, while many examples are provided herein in
the context of an information release system, it should be understood that the
features described herein are equally applicable other types of electronic
information processing systems. None of the above description should be read
as implying that any particular element, step, range, or function is essential. All
structural and functional equivalents to the elements of the above-described
preferred embodiment that are known to those of ordinary skill in the art are
expressly incorporated herein by reference and are intended to be
encompassed. Moreover, it is not necessary for a device or method to address

each and every problem sought to be solved by the present invention, for it to
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be encompassed by the invention. No embodiment, feature, component, or

step in this specification is intended to be dedicated to the public.
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CLAIMS

1. A computer system for securely releasing time-sensitive information comprising:
a transceiver configured to communicate with a distributed blockchain computing
system that includes multiple computing nodes, each computing node storing a copy, or a
portion thereof, of the blockchain of the distributed blockchain computing system;
a computer storage system configured to store:
aplurality of digital cryptographic data structures that each include at least a
corresponding private key, wherein a first one of the plurality of digita
cryptographic data structures is associated with a submitter user that submits
documents to be released, wherein a second one of the plurality of digital
cryptographic data structures is associated with an approver user that approves the
release of documents, wherein each corresponding private key is associated with a
public identifier;
a processing system that includes at least one hardware processor, the processing
system configured to:
receive a document from a first computer system that is associated with the
submitter user;
generate a first blockchain transaction based on the received document and
the digital cryptographic data structure that is associated with the submitter user;
submit the first blockchain transaction to the blockchain for incorporation
into the blockchain;
generate a second blockchain transaction, wherein the second blockchain
transaction includes the document and is to a blockchain identifier that is associated
with the second digital cryptographic data structure of the approver user;
submit the second blockchain transaction to the blockchain;
receive, from a computer system associated with the approver user, an
approval command for the document that is included in the second blockchain
transaction; and
responsive to the approva command, generate and submit, to the
blockchain, a third blockchain transaction that includes the document, wherein the

third blockchain transaction is linked, directly or indirectly, to the first and second
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blockchain transactions, wherein the third blockchain transaction includes a
programmatic locking script with a timer condition that is set to expire at a defined
time, wherein a plurality of intended recipients cannot access the document

included in the third blockchain transaction until expiration of the timer condition.

2. The computer system of claim 1, wherein:
athird one of the plurality of digital cryptographic data structures is associated with
at least one editor user that edits documents to be released,

the processing system is further configured to:

when a blockchain transaction for the digital document is associated with
the digital cryptographic data structure of the editor user, receive, from a computer
system associated with the editor user, edits of the document;

generate a fourth blockchain transaction based on the edits and/or an edited
version of the document; and

submit the fourth blockchain transaction to the blockchain for incorporation
into the blockchain, wherein the fourth blockchain transaction is linked to, directly

or indirectly, the first, second, and third blockchain transactions.

3. The computer system of claim 2, wherein the fourth blockchain transaction is
assigned to a blockchain identifier associated with the digital cryptographic data structure
of asecond editor user,

wherein the processing system is further configured to generate a fifth blockchain
transaction based on edits to the document received from the second editor user and submit
the fifth blockchain transaction to the blockchain, wherein the fifth blockchain transaction
is linked to, directly or indirectly, the first, second, third, and fourth blockchain

transactions.

4. The computer system of claim 1, wherein the processing system is further
configured to:

when a blockchain transaction is associated with the digital cryptographic data
structure of the approver user, receive, from a computer system associated with the

approver user, areject command for the document.
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5. The computer system of clam 4, wherein the processing system is further
configured to:

in response to reception of the rgection command, generate and submit a cancel
blockchain transaction to the blockchain, wherein the cancel blockchain transaction isto a

blockchain address that is not associated with any of the plurality of intended recipients.

6. The computer system of claim 5, wherein the blockchain address is an address

associated with an editor user.

7. The computer system of claim 5, wherein the blockchain address is not
associated with any submitter, editor, or approver user of the computer system for securely

releasing time-sensitive information.

8. The computer system of claim 1, wherein the approver user is multiple different
approver users that must approve the document prior to the document being made available

to all of the plurality of intended recipients.

9. The computer system of claim 1, wherein the document that is released to the
plurality of intended recipients includes a version of the document that has been further

edited and/or converted from the document received from the first computer system.

10. A method for securely releasing time-sensitive information using a computer
system that includes a transceiver configured to communicate with a distributed blockchain
computing system that includes multiple computing nodes, each computing node storing a
copy, or a portion thereof, of the blockchain, the method comprising:

accessing a plurality of digital cryptographic data structures that each include at
least a corresponding private key, wherein a first one of the plurality of digita
cryptographic data structures is associated with a submitter user that submits documents to
be released, wherein a second one of the plurality of digital cryptographic data structuresis
associated with an approver user that approves the release of documents, wherein each

corresponding private key is associated with a public identifier;
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receiving a document from a first computer system that is associated with the
submitter user;

generating a first blockchain transaction based on the received document and the
digital cryptographic data structure that is associated with the submitter user;

submitting the first blockchain transaction to the blockchain for incorporation into
the blockchain;

generating a second blockchain transaction, wherein the second blockchain
transaction includes the document and is to a blockchain identifier that is associated with
the digital cryptographic data structure of the approver user;

submitting the second blockchain transaction to the blockchain;

receiving, from a computer system associated with the approver user, an approval
command for the document that is included with the second blockchain transaction; and

responsive to the approval command, generating and submitting, to the blockchain,
a third blockchain transaction that includes the document being made available, on the
blockchain, to a plurality of intended recipients, wherein the third blockchain transaction is
linked, directly or indirectly, to the first and second blockchain transactions,

wherein the third blockchain transaction includes a programmatic locking script
that locks access to the document until a scheduled time of the programmatic locking script
has been satisfied, wherein upon satisfaction of the scheduled time, the document of the

third blockchain transaction is accessible by the plurality of intended recipients.

11. The method of claim 10, wherein a third one of the plurality of digital
cryptographic data structures is associated with at least one editor user that edits
documents to be released, the method further comprising:

receiving, from a computer system associated with the editor user, edits of the
document;

generating a fourth blockchain transaction based on the edits and/or an edited
version of the document; and

submitting the fourth blockchain transaction to the blockchain for incorporation
into the blockchain, wherein the fourth blockchain transaction is linked to, directly or

indirectly, the first, second, and third blockchain transactions.
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12. The method of claim 11, wherein the fourth blockchain transaction is assigned
to a blockchain identifier associated with the digital cryptographic data structure of a
second editor user, the method further comprising:

generating a fifth blockchain transaction based on edits to the document received
from the second editor user and submit the fifth blockchain transaction to the blockchain,
wherein the fifth blockchain transaction is linked to, directly or indirectly, the first, second,

third, and fourth blockchain transactions.

13. The method of claim 10, further comprising when a blockchain transaction is
associated with the digital cryptographic data structure of the approver user, receiving,
from a computer system associated with the approver user, a rgject command for the

document.

14. The method of claim 13, further comprising:

in response to reception of the rejection command, generating and submitting a
cancel blockchain transaction to the blockchain, wherein the cancel blockchain transaction
is to a blockchain address that is not associated with any of the plurality of intended

recipients.

15. A non-transitory computer readable storage medium storing instructions for use
with a computer system that includes a transceiver and a storage system, the transceiver
configured to communicate with a distributed blockchain computing system that includes
multiple computing nodes, each computing node storing a copy, or a portion thereof, of the
blockchain of the distributed blockchain computing system, the storage system configured
to store a plurality of digital cryptographic data structures that each include at least a
corresponding private key, wherein afirst one of the plurality of digital cryptographic data
structures associated with a submitter user that submits documents to be rel eased, wherein
a second one of the plurality of digital cryptographic data structures associated with an
approver user that approves the release of documents, wherein each corresponding private
key is associated with a public identifier the stored instructions comprising instructions that

cause the computer system to:
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receive a document from a first computer system that is associated with the
submitter user;

generate a first blockchain transaction based on the received document and the
digital cryptographic data structure that is associated with the submitter user;

submit the first blockchain transaction to the blockchain for incorporation into the
blockchain;

generate a second blockchain transaction, wherein the second blockchain
transaction includes the document and is to a blockchain identifier that is associated with
the digital cryptographic data structure of the approver user;

submit the second blockchain transaction to the blockchain;

receive, from a computer system associated with the approver user, an approval
command for the document that is included with the second blockchain transaction; and

responsive to the approval command, generate and submit, to the blockchain, a
third blockchain transaction that includes the document, wherein third blockchain
transaction is linked, directly or indirectly, to the first and second blockchain transactions,

wherein the third blockchain transaction includes a programmatic locking script
with atimer condition that is set to expire at a defined time, wherein a plurality of intended
recipients cannot access the document included in the third blockchain transaction until

expiration of the timer condition.

16. The non-transitory computer readable storage medium of claim 15, wherein a
third one of the plurality of digital cryptographic data structures is associated with at |east
one editor user that edits documents to be released, and the stored instructions comprise
further instructions that cause the computer system to:

when a blockchain transaction for the digital document is associated with the digital
cryptographic data structure of the editor user, receive, from a computer system associated
with the editor user, edits of the document;

generate a fourth blockchain transaction based on the edits and/or an edited version
of the document; and

submit the fourth blockchain transaction to the blockchain for incorporation into the
blockchain, wherein the fourth blockchain transaction is linked to, directly or indirectly,

the first, second, and third blockchain transactions.
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17. The non-transitory computer readable storage medium of claim 16, wherein the
fourth blockchain transaction is assigned to a blockchain identifier associated with the
digital cryptographic data structure of a second editor user, and the stored instructions
comprise further instructions that cause the computer system to:

generate a fifth blockchain transaction based on edits to the document received
from the second editor user and submit the fifth blockchain transaction to the blockchain,
wherein the fifth blockchain transaction is linked to, directly or indirectly, the first, second,

third, and fourth blockchain transactions.

18. The non-transitory computer readable storage medium of claim 15, wherein the
approver user is multiple different approver users that must approve the document prior to

the document being made available to al of the plurality of intended recipients.



