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CLAIMS 

1. A method comprising:  

 receiving, by a hypervisor that is executing on a host server, a request to dispatch a 

virtual machine (VM) on the host server;  

 dispatching, by the hypervisor, the VM on the host server, the VM in a non-secure mode 

and including an encrypted image of the VM and a reboot instruction that utilizes an initial 

program load (IPL) mechanism;  

 triggering, by the hypervisor, the reboot instruction to restart the VM on the host server 

in a secure mode, the triggering comprising the hypervisor calling a secure interface control to 

perform the restart of the VM in the secure mode, the hypervisor specifying a location of the 

encrypted image of the VM on the host server and decryption information; and  

 performing the restart in response to the triggering, wherein subsequent to performing 

the restart, the hypervisor is prevented from accessing any data of the VM. 

 

2. The method of claim 1, wherein the dispatching includes:  

 loading the encrypted image of the VM into a memory of the host server; and  

 loading an unencrypted bootstrap component comprising the reboot instruction into the 

memory. 

 

3. The method of claim 2, wherein the dispatching further includes transferring control to the 

unencrypted bootstrap component. 

 

4. The method of claim 1, wherein the VM includes encrypted components subsequent to the 

dispatching. 
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5. The method of claim 4, wherein the restart includes decrypting the encrypted components 

of the VM. 

 

6. The method of claim 1, wherein when the VM is dispatched by the hypervisor in the non-

secure mode the data of the VM is accessible by the hypervisor. 

 

7. The method of claim 1, wherein based on a determination that the VM is in the secure mode, 

preventing the hypervisor from accessing any data of the VM. 

 

8. The method of claim 1, wherein performing the restart comprises:  

 decrypting, by the secure interface control, the VM based on the decryption 

information; and  

 restarting the VM based on the decrypted VM. 

 

9. A system comprising:  

 a memory;  

 a secure interface control; and  

 a processing unit coupled with the memory and the secure interface control, the 

processing unit configured to execute a hypervisor that hosts a plurality of virtual machines 

(VMs), the hypervisor prohibited from directly accessing any data of a VM when the VM is in 

a secure mode, and wherein the hypervisor is configured to perform:  

 receiving, by a hypervisor that is executing on a host server, a request to dispatch a VM 

on the host server;  

 dispatching, by the hypervisor, the VM on the host server, the VM in a non-secure mode 

and including an encrypted image of the VM and a reboot instruction that utilizes an initial 

program load (IPL) mechanism;  
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 triggering, by the hypervisor, the reboot instruction to restart the VM on the host server 

in a secure mode, the triggering comprising the hypervisor calling a secure interface control to 

perform the restart of the VM in the secure mode, the hypervisor specifying a location of the 

encrypted image of the VM on the host server and decryption information; and  

 performing the restart in response to the triggering, wherein subsequent to performing 

the restart, the hypervisor is prevented from accessing any data of the VM. 

 

10. The system of claim 9, wherein the dispatching includes:  

 loading the encrypted image of the VM into a memory of the host server; and  

 loading an unencrypted bootstrap component comprising the reboot instruction into the 

memory. 

 

11. The system of claim 10, wherein the dispatching further includes transferring control to the 

unencrypted bootstrap component. 

 

12. The system of claim 9, wherein the VM includes encrypted components subsequent to the 

dispatching. 

 

13. The system of claim 12, wherein the restart includes decrypting the encrypted components 

of the VM. 

 

14. The system of claim 9, wherein when the VM is dispatched by the hypervisor in the non-

secure mode the data of the VM is accessible by the hypervisor. 

 



28 

 

15. A computer program product comprising a computer readable storage medium, the 

computer readable storage medium comprising computer executable instructions, which when 

executed by a processing unit causes the processing unit to perform a method comprising:  

 receiving, by a hypervisor that is executing on a host server, a request to dispatch a 

virtual machine (VM) on the host server;  

 dispatching, by the hypervisor, the VM on the host server, the VM in a non-secure mode 

and including an encrypted image of the VM and a reboot instruction that utilizes an initial 

program load (IPL) mechanism;  

 triggering, by the hypervisor, the reboot instruction to restart the VM on the host server 

in a secure mode, the triggering comprising the hypervisor calling a secure interface control to 

perform the restart of the VM in the secure mode, the hypervisor specifying a location of the 

encrypted image of the VM on the host server and decryption information; and  

 performing the restart in response to the triggering, wherein subsequent to performing 

the restart, the hypervisor is prevented from accessing any data of the VM. 

 

16. The computer program product of claim 15, wherein the dispatching includes: loading the 

encrypted image of the VM into a memory of the host server; and loading an unencrypted 

bootstrap component comprising the reboot instruction into the memory. 

 

17. The computer program product of claim 16, wherein the dispatching further includes 

transferring control to the unencrypted bootstrap component. 

 

18. The computer program product of claim 15, wherein the VM includes encrypted 

components subsequent to the dispatching and the restart includes decrypting the encrypted 

components of the VM. 


