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TWO-DIMENSIONAL CODE PROCESSING METHOD AND
APPARATUS

[0001] The present application claims priority to Chin®sgent Application No.
201510714082.0, filed on October 28, 2015 and ledtitTWO-DIMENSIONAL
CODE PROCESSING METHOD AND APPARATUS", which is arporated herein

by reference in its entirety.

TECHNICAL FIELD

[0002] The present application relates to network techyietg and in particular,

to a two-dimensional code processing method andrapys.

BACKGROUND

[0003] With the development of Internet technologies, peeplife becomes
increasingly convenient. For example, two-dimenaiaodes are more widely used
in various fields. A two-dimensional code recordsadsymbol information by using a
particular type of geometric graphs distributedaoblack and white plane based on a
particular rule. It has features such as a larg@nmation capacity. A code scanning
client can be used to obtain the information in tihe-dimensional code by parsing
and to perform some application processing basedhenreceived information.
However, current two-dimensional codes are usustifyic two-dimensional codes.
Such static two-dimensional codes can be easilyedogr photographed, resulting in
a leakage of information included in the two-dimenal code. Consequently, the

leaked information may be illegally used to caussés to the code owner.

SUMMARY

[0004] A main object of the present application is to pdeva two-dimensional
code processing method and device to improve tlarisg of implementing a

two-dimensional code.
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[0005] Specifically, the present application is implemenig using the following
technical solutions:
[0006] According to a first aspect, a two-dimensional cpdecessing method is
provided, including:

when receiving a two-dimensional code generatiogquest sent by a
two-dimensional code display client, generatingtistawo-dimensional code
information based on a user identifier carriedha two-dimensional code generation
request;

generating a random feature value, where the rarfdatare value is used
to limit a display feature of dynamic feature infation displayed by the
two-dimensional code display client; and

sending the static two-dimensional code informateomd the random
feature value to the two-dimensional code displaant so that the two-dimensional
code display client displays a combinational twmelnsional code, and the displayed
combinational two-dimensional code includes theticstawo-dimensional code
information and the dynamic feature informationpthyed based on the random
feature value.
[0007] According to a second aspect, a two-dimensiona¢ gydcessing method
is provided, including:

sending a two-dimensional code generation requeatderver, where the
two-dimensional code generation request carrieseaidentifier;

receiving a combinational two-dimensional code ne¢d by the server,
where the combinational two-dimensional code inetudh random feature value
generated by the server and static two-dimensicod@ information generated by the
server based on the user identifier; and

generating dynamic feature information based orrdhdom feature value,
combining the dynamic feature information and aéistavo-dimensional code to form
a combinational two-dimensional code for displaying
[0008] According to a third aspect, a two-dimensional cpdeessing method is
provided, including:

scanning a combinational two-dimensional code dgd on a
two-dimensional code display client, where the corational two-dimensional code
includes dynamic feature information and static -tirmensional code information

that is generated based on a user identifier ofvtlbedimensional code display client;
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parsing the combinational two-dimensional code twam the static
two-dimensional code information, and obtaininguadom feature value based on the
dynamic feature information; and

sending the random feature value and the staticdimensional code
information to a server to request the server tdywée random feature value.

[0009] According to a fourth aspect, a two-dimensionalecptbcessing apparatus
is provided, including:

a first generation module, configured to: when @-thmensional code
generation request sent by a two-dimensional cegfgay client is received, generate
static two-dimensional code information based onsar identifier carried in the
two-dimensional code generation request, wherévtbedimensional code generation
request is sent by a two-dimensional code dispiant;

a second generation module, configured to genexatandom feature
value, where the random feature value is usedntd & display feature of dynamic
feature information displayed by the two-dimensiauale display client; and

an information sending module, configured to senke tstatic
two-dimensional code information and the random tuiea value to the
two-dimensional code display client, so that the-tlimensional code display client
displays a combinational two-dimensional code, #mel displayed combinational
two-dimensional code includes the static two-dineme code information and the
dynamic feature information displayed based orrémelom feature value.

[0010] According to a fifth aspect, a two-dimensional cqulecessing apparatus
is provided, including:

a request sending module, configured to send adimensional code
generation request to a server, where the two-diiaeal code generation request
carries a user identifier;

an information receiving module, configured to eeea combinational
two-dimensional code returned by the server, whdhe combinational
two-dimensional code includes a random featureevgienerated by the server and
static two-dimensional code information generatgdth®e server based on the user
identifier; and

a combination and display module, configured toegate dynamic feature
information based on the random feature value, @mbine the dynamic feature

information and a static two-dimensional code tornfo a combinational
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two-dimensional code for displaying.
[0011] According to a sixth aspect, a two-dimensional cpdeessing apparatus
is provided, including:

a two-dimensional code scanning module, configurted scan a
combinational two-dimensional code displayed orwa-dimensional code display
client, where the combinational two-dimensional eaddcludes dynamic feature
information and static two-dimensional code infotioxa that is generated based on a
user identifier of the two-dimensional code disptéignt;

a two-dimensional code parsing module, configured parse the
combinational two-dimensional code to obtain thatist two-dimensional code
information, and obtain a random feature value thase the dynamic feature
information; and

a two-dimensional code verification module, confegh to send the
random feature value and the static two-dimensioadé information to a server and
request the server to verify the random featuraezal
[0012] In the present application, a combinational two<lsional code that
includes the static two-dimensional code informatiand the dynamic feature
information is generated, and two-dimensional ceekfication is performed based
on the random feature value corresponding to thmabamational two-dimensional
code. The disclosed method and apparatus can nwgkeng the two-dimensional

code more difficult, so as to enhance securitysifigithe two-dimensional code.

BRIEF DESCRIPTION OF DRAWINGS

[0013] FIG. 1 is a schematic diagram illustrating an exiemgf a system for

two-dimensional code processing, according to arboslment of the present
application;

[0014] FIG. 2 is a flowchart illustrating an example otveo-dimensional code
processing method, according to an embodimenteoptbsent application;

[0015] FIG. 3 is a schematic diagram illustrating an exiamgf displaying a

combinational two-dimensional code according to eanbodiment of the present
application;

[0016] FIG. 4 is a flowchart illustrating another examjpltea two-dimensional

code processing method, according to an embodiofehe present application;
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[0017] FIG. 5 is a flowchart illustrating yet another exaenof a two-dimensional
code processing method, according to an exampleod@mient of the present
application;

[0018] FIG. 6 is a flowchart illustrating yet another exgenof a two-dimensional
code processing method, according to an embodiofehe present application;
[0019] FIG. 7 is a structural diagram illustrating an ex#rof a two-dimensional
code processing apparatus, according to an embatwhéne present application;
[0020] FIG. 8 is a structural diagram illustrating anothexample of a
two-dimensional code processing apparatus, acaprtbnan embodiment of the
present application;

[0021] FIG. 9 is a structural diagram illustrating yet #drey example of a
two-dimensional code processing apparatus, acaprthnan embodiment of the
present application; and

[0022] FIG. 10 is a structural diagram illustrating yetotrer example of a
two-dimensional code processing apparatus, acaprthnan embodiment of the
present application.

DESCRIPTION OF EMBODIMENTS

[0023] Example embodiments are described in detail heagid,examples of the
example embodiments are presented in the accompmargiawings. When the
following description relates to the accompanyingawings, same numbers in
different accompanying drawings represent a sansenalar element unless specified
otherwise. Implementations described in the folligvexample embodiments do not
represent all implementations consistent with tles@nt application. Instead, they are
only examples of apparatuses and methods thatem@ilded in the claims in detall
and that are consistent with some aspects of #sept application.

[0024] Two-dimensional codes have been widely used in lp&ogaily life. A
two-dimensional code can carry a relatively largeoant of information, and the
information in the two-dimensional code can be wigd by scanning and parsing the
two-dimensional code. For example, a two-dimendioade can be used for payment
transactions. When making a payment, a payer r&xuesserver to generate a
two-dimensional code. The two-dimensional code daclude identification
information of the payer. A payee obtains a paydeniifier (ID) in the

5



10

15

20

25

30

two-dimensional code by scanning the code and gshime payer ID to the server to
request the money paid from the payer accounttiraésponds to the payer ID.

[0025] The two-dimensional codes currently used are uguaditatic
two-dimensional codes. Static two-dimensional codes easy to be copied or
photographed, resulting in leaking of informatiomcluded in the static
two-dimensional code. For example, when using the-dimensional code for
payment, the payer ID can be easily obtained bgreng the two-dimensional code.
If a payer sets password-free authorization forllsamaount payment, the payee can
request the server to deduct money from the pays®unt once the information
contained in the two-dimensional code is obtairiedn offender obtains information
about the payer through copying or photographimgtivo-dimensional code, because
of the password-free payment authorization, themafér can also easily request the
server to deduct money from the payer’s accouni¢chwban cause a fund loss to the
payer. To overcome the security risk associatetl thi¢ static two-dimensional code
and improve security of applying the two-dimensiocade, the present application
provides a two-dimensional code processing metfidee two-dimensional code
generated in this method is not a static two-dinwerad code but a more secured
combinational two-dimensional code. Details arecdbed below.

[0026] FIG. 1 is a schematic diagram illustrating an exiemgf a system for
two-dimensional code processing, according to arboslment of the present
application. When a two-dimensional code is appltbdee devices can be used. As
shown in FIG. 1, the application system includesftilowing devices:

[0027] Two-dimensional code display client 11: For examptee display client
can be a user’s smartphone or an application (A#tP}he smartphone, and the
two-dimensional code display client can be configuto display a combinational
two-dimensional code according to the present aagdn.

[0028] Server 12: the server 12 can generate informahah is used to display
the combinational two-dimensional code, that is, itfformation of the combinational
two-dimensional code can be generated by the s&®efhe server 12 can transmit
the information to the two-dimensional code displaljent 11, such that the
two-dimensional code display client 11 can displafie combinational
two-dimensional code based on the information. Jérger 12 can also be configured
to verify the combinational two-dimensional cods, ilustrated in the following

embodiments.
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[0029] Two-dimensional code scanning client 13: the twwoeahsional code
scanning client 13 can be, for example, a devioch 13 a code scanner or a camera
that can scan a two-dimensional code or an APRaliedt on the device. The
two-dimensional code scanning client 13 can beigaréd to scan the combinational
two-dimensional code displayed on the two-dimerdiaode display client 11, and
parse the combinational two-dimensional code toaiobttwo-dimensional code
information included in the combinational two-dinse@nal code. In addition, the
two-dimensional code scanning client 13 can furtleguest the server 12 to perform
two-dimensional code verification. The server 1®imes a code scanning success or
failure message to the two-dimensional code scagnelient 13. If the code scanning
succeeds, the server can use the two-dimensiordg¢ cormally (for example,
proceed to money withdrawal). If a code scanninig,fapplying the information in
the combinational two-dimensional code may be sdpffor example, stop money
withdrawal).

[0030] FIG. 2 is a flowchart illustrating an example otveo-dimensional code
processing method, according to an embodiment ef pgtesent application. The
method can include the following steps.

[0031] Step 201: When receiving a two-dimensional codesggion request sent
by a two-dimensional code display client, genersti&ic two-dimensional code
information based on a user ID included in the thmensional code generation
request.

[0032] For example, when receiving a two-dimensional cgdeeration request
sent by a two-dimensional code display client 1lseaver 12 can generate static
two-dimensional code information in this step. Témtic two-dimensional code
information can be two-dimensional code informatiggnerated in a conventional
method. For example, the two-dimensional code displient 11 can carry a user ID
(for example, a user account) when sending the dweensional code generation
request. The server 12 can generate, based on ste ID, a piece of static
two-dimensional code information that can be usedriquely identify the user that
corresponds to the user ID.

[0033] Step 202: Generate a random feature value, whereahdom feature
value is used to limit the display feature of dymafeature information displayed by
the two-dimensional code display client.

[0034] For example, step 202 and step 201 are two pamlbelessing steps, and
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can be performed simultaneously or sequentiallyhis example, a two-dimensional
code displayed by the two-dimensional code dismlégnt 11 is a "combinational
two-dimensional code". The combinational two-dimenal code includes not only
static two-dimensional code information but alsonalyic feature information.
Obtaining information in the combinational two-dinsgonal code through copying or
photographing can be prevented, by using the dyn&mature information.

[0035] For example, the dynamic feature information castuitle: a dynamically
played video or audio, or a series of dynamicalyyed images, etc.; and in short, can
be information that changes with time. The rand@ature value generated in this
step is used to limit the display feature of thenaipic feature information. For
example, the display feature can include: a play/&ialme rate of a video, a playable
audio of a music file, etc.. The corresponding dyitafeature information is the
video or the audio.

[0036] In this step, the feature value used to limit tispldy feature is randomly
generated by the server. For example, the servegeaerate a random number by
using a random algorithm. The random number can the used as the random
feature value, for example, the generated randambeu can be used as the playable
frame rate of the video.

[0037] Step 203: Send the static two-dimensional codernmétion and the
random feature value to the two-dimensional codspldy client, so that the
two-dimensional code display client displays a corational two-dimensional code,
and the displayed combinational two-dimensional ecoohcludes the static
two-dimensional code information and the dynamiatdee information displayed
based on the random feature value.

[0038] For example, the server can integrate the statmdwwmensional code
information generated in step 201 and the rand@tufe value generated in step 202
into a two-dimensional code information string, a®hd the two-dimensional code
information string to the two-dimensional code thspclient, so the two-dimensional
code display client can display the combinatiomal-tlimensional code based on the
two-dimensional code information string.

[0039] FIG. 3 is a schematic diagram illustrating an exiamgf displaying a
combinational two-dimensional code according to emnbodiment of the present
application. As shown in FIG. 3, the outer partled combinational two-dimensional

code is a regular two-dimensional code and inclustatic two-dimensional code
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information for identifying a user identity. The ddie part of the combinational
two-dimensional code includes dynamic feature imfation that is displayed by the
two-dimensional code display client based on theloan feature value obtained by
the server. In the example shown in FIG. 3, theadyio feature information is a video
displayed based on a random frame rate sent bsetiver.

[0040] Alternatively, the combinational two-dimensionaldeocan be in other
forms. For example, the video can be displayechatcorner of the combinational
two-dimensional code, instead of being in the aenté the combinational
two-dimensional code. As another example, the coatlmnal two-dimensional code
can include two dynamically displayed videos. Orspldyed at a left corner, and the
other displayed at a right corner. The frame rateed by the two videos can be the
same or different. Both frame rates can be gergfayethe client server and sent to
the two-dimensional code display client. As yetthro example, the combinational
two-dimensional code can be in a form of a comlmmaodf static two-dimensional
code information and music playback. The music loaran audio that is randomly
generated by the server. In this case, the two+tbmeal code scanning client needs
to collect the music. Other examples are not furtiescribed in detail.

[0041] In this embodiment, the server generates the dtabedimensional code
information and the random feature value, so thedwnensional code display client
can display the combinational two-dimensional cbdsed on such information. Thus,
the security of the combinational two-dimensionatle can be improved, and the
two-dimensional code information leakage causedmgyhods such as copying or
photographing can be prevented.

[0042] FIG. 4 is a flowchart illustrating another examjplea two-dimensional
code processing method, according to an embodiofetite present application. As
shown in FIG. 4, the method can include the folluyvsteps.

[0043] Step 401: Send a two-dimensional code generatiqunest to a server,
where the two-dimensional code generation requesies a user identifier.

[0044] For example, the two-dimensional code display tliean be client
software (for example, payment software) on a ssariartphone. The user can place
a purchase order by using the display client. Wtenuser is ready to pay for a
selected product, the user, as a payer, can t@geretate a two-dimensional code"
option on the display client. Then the displaymiiean send a two-dimensional code

generation request to the server. The requestaray & user identifier (for example, a
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user account), which can be used by the user tmltgthe display client.

[0045] Step 402: Receive a combinational two-dimensiondecreturned by the
server, where the combinational two-dimensionalecattludes a random feature
value generated by the server and static two-dimeakcode information generated
by the server based on the user identifier.

[0046] Step 403: Generate dynamic feature information dase the random
feature value, and display a combinational two-disi@nal code that combines the
dynamic feature information and a static two-dimenal code.

[0047] For example, in this step, the two-dimensional cddglay client can
parse the combinational two-dimensional code taialthe random feature value and
the static two-dimensional code information thag eeceived at step 402 transmitted
by the server. In addition, in case that the randiesture value is a video frame rate,
the two-dimensional code display client can locgligstore a video, and adjust the
frame rate of the video by using the random videonkE rate, to generate a video
displayed at the frame rate sent by the servertwhalimensional code display client
combines the adjusted video and the static two-dgie@al code information for
displaying, as shown in FIG. 3. Alternatively, tideo can be delivered by the server,
and the frequency of the video is the random featatue.

[0048] In this embodiment, the two-dimensional code digment displays the
combinational two-dimensional code based on thamétion generated by the server,
and the combinational two-dimensional code includke dynamic feature
information. Thus the security of the combinationalo-dimensional code is
improved, and two-dimensional code information Bk caused by copying or
photographing can be prevented accordingly.

[0049] FIG. 5 is a flowchart illustrating yet another exaenof a two-dimensional
code processing method, according to an exampleod@mient of the present
application. As shown in FIG. 5, the method carnude the following steps.

[0050] Step 501: Scan a combinational two-dimensional cddelayed on a
two-dimensional code display client.

[0051] For example, a code scanning operation of the twwsional code
scanning client in this step is used to obtaincstato-dimensional code information
and information that can be used to obtain a ranfi@ture value based on dynamic
feature information.

[0052] For example, if the dynamic feature informationtite combinational
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two-dimensional code is a video displayed at a &aate indicated by a server, the
code scanning client needs to scan the combinatiemmadimensional code twice to
obtain two video frame images and their correspumdimes, so as to calculate a
frame rate in a subsequent step. If the dynamidurfeainformation in the
combinational two-dimensional code is a music filleyed based on an audio
indicated by the server, in this step, the codersiog client needs to collect music
files with proper playing time. So an audio carchiulated in subsequent steps.
[0053] Step 502: Parse the combinational two-dimensiondedo obtain static
two-dimensional code information generated basedaomser identifier of the
two-dimensional code display client, and obtainaadom feature value calculated
based on dynamic feature information.

[0054] For example, in this step, the code scanning clisntonfigured to
calculate, based on the information collected ep 501, the random feature value
that corresponds to the dynamic feature information the combinational
two-dimensional code.

[0055] If the dynamic feature information is a video, tiwe-dimensional code
scanning client can obtain the random feature vhlascanning the combinational
two-dimensional code and performing calculationeda®n the dynamic feature
information in the combinational two-dimensionatleo For example, the information
obtained by scanning the combinational two-dimemsicode in step 501 can include
two video frame images and corresponding timesthis case, the code scanning
client can calculate, based on the information, dbantity of video frame images
played in the aforementioned time range. As suchideo frame rate by means of
calculation can be obtained. The video frame ratéhe random feature value that
corresponds to the dynamic feature information iabth by scanning the
combinational two-dimensional code by the code sicanclient.

[0056] Step 503: Send the random feature value and thie sta-dimensional
code information to a server to request the sdoveerify the random feature value.
[0057] For example, after obtaining the random feature uejal the
two-dimensional code scanning client can senddhdom feature value and the static
two-dimensional code information to the server @quest the server to verify the
random feature value. The server is mainly conéduio verify whether the random
feature value is a random feature value generatddalocated by the server. The

server can identify, based on the static two-dinwgras code information reported by
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the two-dimensional code scanning client in thepsta random feature value that
corresponds to the static two-dimensional code rinédion; and determine, by
comparison, whether the random feature value qooreds to the static
two-dimensional code information is the same asrémelom feature value obtained
by performing calculation based on the dynamicuesainformation in step 502. If
they are the same, the verification performed leygbrver succeeds, and the server
can return a code scanning success notificatidghedwo-dimensional code scanning
client.

[0058] It is worthwhile to note that when using the conabional
two-dimensional code, the static two-dimensionadecinformation may be mainly
used. For example, when using two-dimensional ctmte payment, the static
two-dimensional code information in the combinatibrtiwo-dimensional code
displayed on the payer’s two-dimensional code digplient can be information used
to identify the payer’s identity. After a payee issdhe two-dimensional code using
the two-dimensional code scanning client, and traiss the scanned static
two-dimensional code information to the server, gerver can obtain payment
information (for example, a payment account) of {heeyer based on the static
two-dimensional code information, and perform a odeduction operation. In the
present application, the dynamic feature infornmatiocluded in the combinational
two-dimensional code is mainly used to verify wlegththe scanned static
two-dimensional code information obtained by cocEnging client can be used, so as
to prevent illegal use.

[0059] For example, a function of the dynamic feature rimfation is further
described. After an illegal user copied or photpged the combinational
two-dimensional code, and obtained the static tweedsional code information by
parsing a copied or photographed combinational dimeensional code, the user
needs to request the server to deduct money baste static two-dimensional code
information. The copied or photographed combinatiawo-dimensional code can be
a static two-dimensional code image that correspdnda single time point. For a
video played at a specific frame rate in the coratiimal two-dimensional code, the
illegal user can only obtain a video frame imageaapecific time point through
copying or photographing. The code scanning clearnot obtain the calculated
frame rate merely based on this single image. Toerethe code scanning client

cannot report the video frame rate in the combamaii two-dimensional code to the
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server at the same time. Even if the code scaraliegt reports a randomly generated
video frame rate, the randomly generated video éraate may not be verified by the
server, and cannot be consistent with the videmdraate of the combinational
two-dimensional code that is stored in the serWerthis case, if the randomly
generated video frame rate cannot be verified kys@rver, the server may return a
code scanning failure message to the code scawmtigrg, and stop using the static
two-dimensional code information to deduct money,tke security of applying
two-dimensional code information is ensured.

[0060] In this embodiment, the two-dimensional code saamiient obtains the
static two-dimensional code information and thedman feature value by scanning
the combinational two-dimensional code. The randeature value can be obtained
based on the dynamic feature information. The timoedisional code scanning client
can request the server to verify whether the saheoenbinational two-dimensional
code is valid based on the random feature valudeltwo-dimensional code is valid,
the static two-dimensional code information canused. As such, the security of
using the static two-dimensional code informatian be improved.

[0061] The following description uses a combinational tmensional code for
payment as an example, where a video frame raiesismed to be the feature value
randomly generated by a server. Referring to anoelinfent in FIG. 6, the method
can include the following steps. Steps describethénpreviously mentioned method
embodiments will be briefly described in this eminoeht. Details can be referred to
in the embodiments in FIG. 2 to FIG. 5.

[0062] Step 601: A two-dimensional code display clientdsea two-dimensional
code generation request to a server, where thedimensional code generation
request includes a user identifier.

[0063] For example, the two-dimensional code display tliean be client
software installed on a user’s smartphone. The aaerplace a purchase order by
using the software and tap a "generate a two-diroealscode" option on the client,
triggering the client to send a two-dimensionaleggneration request to the server.
The user identifier carried in the request canftwegexample, an account used by the
user to log into the client.

[0064] Step 602: The server generates static two-dimeakioode information
based on the user identifier of the two-dimensiaaale display client and generates a

random frame rate.
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[0065] For example, in this step, a server can generatstttic two-dimensional
code information by using the current two-dimenalotode generation technology.
The static two-dimensional code information is denitifier of a user identity. In this
embodiment, the server further generates the rarfdmme rate. For example, after
using a random algorithm to generate a random ngrttie number can be used as a
random frame rate to limit the video displayed bg two-dimensional code display
client.

[0066] Step 603: The server stores a mapping relationséiween the random
frame rate and the static two-dimensional coderié&dion.

[0067] For example, the server can store the mappingioekitip between the
static two-dimensional code information and thedman frame rate in this step, to
search, based on the mapping relationship in aesulent step, a frame rate that
corresponds to a specific static two-dimensiondleco

[0068] Step 604: The server sends the static two-dimeakicode information
and the random frame rate to the two-dimensiondé absplay client.

[0069] Step 605: The two-dimensional code display clierarsps the
combinational two-dimensional code to obtain thatist two-dimensional code
information and generates dynamic feature inforomtased on the random frame
rate.

[0070] For example, in this step, based on the random dramte, the
two-dimensional code display client can set theloam frame rate as the frame rate of
a video locally stored on the two-dimensional cddplay client. The video played
based on the random frame rate is the dynamicreatéormation. In this step, the
two-dimensional code display client further pargescombinational two-dimensional
code to obtain the static two-dimensional coderimgtion.

[0071] Step 606: The two-dimensional code display clienspldys a
combinational two-dimensional code that combines diinamic feature information
and a static two-dimensional code.

[0072] For example, for a form of the combinational twoadnsional code, refer
to the example in FIG. 3. The static two-dimensi@we carries information about
the user identifier, and the dynamic feature infation is the video displayed based
on the random frame rate generated by the server.

[0073] Step 607: A two-dimensional code scanning clieansahe combinational

two-dimensional code displayed on the two-dimeraiande display client.
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[0074] For example, in this step, the two-dimensional cecknning client scans
the combinational two-dimensional code at two défe time points. The
two-dimensional code scanning client scans a vatea first time point to obtain a
first video frame image and scans that video a&carsd time point to obtain a second
video frame image.

[0075] Step 608: The two-dimensional code scanning cligairses the
combinational two-dimensional code to obtain thatist two-dimensional code
information generated based on the user identiiethe two-dimensional code
display client and obtains a random feature valupdrforming calculation based on
the dynamic feature information.

[0076] For example, the two-dimensional code scanningicban not only parse
the combinational two-dimensional code to obtaie $tatic two-dimensional code
information, but also calculate the frame rate dase the information obtained by
means of code scanning in step 607. For exampsedban the first and second time
points, a time difference between them can be t@kdl In addition, frame
identifiers that correspond to the first and theosel video frame images can be
obtained, so does a frame difference between themages. As a result, the quantity
of video frames played in a time period betweenfitts¢ and second time points can
be obtained. As such, the random frame rate carbtaened.

[0077] The respective frame identifiers that correspondhto first video frame
image and the second video frame image can beneotan multiple implementations.
For example, the two-dimensional code display tliztds a frame identifier (for
example, a third frame) of a video frame to themiawhen displaying the
combinational two-dimensional code. Alternativedy) original video which is the
same as the one on the two-dimensional code dispiegt can be stored on the
two-dimensional code scanning client, and whendawiframe image is obtained by
means of code scanning, a frame identifier of thage can be queried based on the
original video.

[0078] Step 609: The two-dimensional code scanning clgamds the random
feature value and the static two-dimensional codlerination to the server to request
the server to verify the random feature value.

[0079] In this step, the server receives a two-dimensiawde verification
request sent by the two-dimensional code scanriegtcThe two-dimensional code

verification request includes the random featureejasuch as the random frame rate
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of the video obtained in step 608, and the statm-dimensional code information
obtained by parsing the scanned combinational twwedsional code by the
two-dimensional code scanning client.

[0080] Step 610: The server obtains a corresponding rarfdatare value based
on the static two-dimensional code information #reimapping relationship.

[0081] For example, based on the stored mapping relatipnge server can
search based on for a random frame rate correspgpnalithe static two-dimensional
code information, that is, search for a specifitd@n frame rate allocated to the user
corresponding to the static two-dimensional codermation in step 602.

[0082] Step 611: The server compares the random featlwe earresponding to
the static two-dimensional code with the randontuieavalue obtained based on the
dynamic feature information.

[0083] For example, the server can compare the allocatedbm frame rate with
the video frame rate calculated by the two-dimemai@ode scanning client based on
the dynamic feature information. If both are theamea step 612 is performed.
Otherwise, step 613 is performed.

[0084] Step 612: The server returns a two-dimensional cadaning success
notification to the two-dimensional code scannitignt and starts to use the static
two-dimensional code information to deduct money.

[0085] Step 613: The server returns a two-dimensional camnning failure
message to the two-dimensional code scanning cleemd stops using the static
two-dimensional code information to deduct money.

[0086] In this embodiment, the server generates the diabedimensional code
information and the random feature value, so thatttvo-dimensional code display
client can display the combinational two-dimensia@de based on the information.
In this way, the security of the combinational tdioaensional code is improved, so
the two-dimensional code information leakage caused method such as copying or
photographing can be avoided.

[0087] The present application further provides a two-digienal code
processing apparatus to implement the two-dimeasioode processing method. FIG.
7 is a structural diagram illustrating an examgla éwo-dimensional code processing
apparatus, according to an embodiment of the preggiication. As shown in FIG. 7,
the apparatus can include a first generation mordlj@ second generation module 72,

and an information sending module 73.
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[0088] The first generation module 71 is configured teceatt two-dimensional
code generation request sent by a two-dimensioo@é @isplay client is received,
generates static two-dimensional code informatiaseld on a user identifier carried in
the two-dimensional code generation request.

[0089] The second generation module 72 is configured tweiggée a random
feature value. The random feature value is usdinio a display feature of dynamic
feature information displayed by the two-dimensiauale display client.

[0090] The information sending module 73 is configured siend the static
two-dimensional code information and the random tuiea value to the
two-dimensional code display client, so the two-gisional code display client can
display a combinational two-dimensional code, ahd tlisplayed combinational
two-dimensional code includes the static two-dineme code information and the
dynamic feature information displayed based orrémelom feature value.

[0091] For example, the random feature value is a franbe o& the dynamic
feature information displayed by the two-dimenslocade display client. For
example, the dynamic feature information can belaos

[0092] FIG. 8 is a structural diagram illustrating anothexample of a
two-dimensional code processing apparatus, acaprtbnan embodiment of the
present application. Based on a structure showrl@ 7, the apparatus can further
include a storage module 74, a receiving modulea7Searching module 76, and a
determining module 77.

[0093] The storage module 74 is configured to store a imgppelationship
between the random feature value and the statialtmensional code information.
[0094] The receiving module 75 is configured to receiv&va-dimensional code
verification request sent by a two-dimensional codeanning client. The
two-dimensional code verification request includes static two-dimensional code
information obtained by parsing the scanned contimnal two-dimensional code by
the two-dimensional code scanning client and timeloen feature value obtained by
performing calculation based on the dynamic feaitufi@mation.

[0095] The searching module 76 is configured to obtaimradom feature value
that corresponds to the static two-dimensional ¢ofbemation.

[0096] The determining module 77 is configured to retutwa-dimensional code
scanning success message to the two-dimensional scahning client when the

random feature value obtained based on the dynteaiare information is the same
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as the random feature value that corresponds tostidwec two-dimensional code
information.

[0097] FIG. 9 is a structural diagram illustrating yet ey example of a
two-dimensional code processing apparatus, acaprthnan embodiment of the
present application. As shown in FIG. 9, the apjpparaan include a request sending
module 91, an information receiving module 92, andombination and display
module 93.

[0098] The request sending module 91 is configured to sehdlo-dimensional
code generation request to a server. The two-dilmealscode generation request
carries a user identifier.

[0099] The information receiving module 92 is configured teceive a
combinational two-dimensional code returned by #®ver. The combinational
two-dimensional code includes a random featureevglenerated by the server, and
static two-dimensional code information generatgdth®e server based on the user
identifier.

[0100] The combination and display module 93 is configuted generate
dynamic feature information based on the randortufeavalue, combine the dynamic
feature information and a static two-dimensionaledo form a combinational
two-dimensional code, and display the combinatitwaldimensional code.

[0101] FIG. 10 is a structural diagram illustrating yetotrer example of a
two-dimensional code processing apparatus, acaprtbnan embodiment of the
present application. As shown in FIG. 10, the agfercan include a two-dimensional
code scanning module 1001, a two-dimensional casiry module 1002, and a
two-dimensional code verification module 1003.

[0102] The two-dimensional code scanning module 1001 mgigored to scan a
combinational two-dimensional code displayed orwa-dimensional code display
client. The combinational two-dimensional code udgs dynamic feature
information and static two-dimensional code infotioxa that is generated based on a
user identifier of the two-dimensional code disptéignt.

[0103] The two-dimensional code parsing module 1002 idigored to parse the
combinational two-dimensional code to obtain thatist two-dimensional code
information and obtain a random feature value byopening calculation based on the
dynamic feature information.

[0104] The two-dimensional code verification module 1082anfigured to send
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the random feature value and the static two-dinoeragicode information to a server
to request the server to verify the random featatee.

[0105] Further, the dynamic feature information can beidea. The random
feature value of the dynamic feature information ba a frame rate of the video.
[0106] The two-dimensional code scanning module 1001 mdigored to: scan a
video at a first time point to obtain a first vidBame image and scan the video at a
second time point to obtain a second video franagam

[0107] The two-dimensional code parsing module 1002 idigored to obtain a
frame rate of the video by performing calculati@séd on a time difference between
the first time point and the second time point aedpective frame identifiers
corresponding to the first video frame image aredstcond video frame image.
[0108] In this embodiment, the server generates the stabedimensional code
information and the random feature value, so thattivo-dimensional code display
client can display the combinational two-dimensia@de based on the information.
As such, the security of the combinational two-diasienal code can be improved,
and the two-dimensional code information leakageused by copying or
photographing can be avoided.

[0109] The foregoing descriptions are merely examples®®imbodiments of the
present application, and are not intended to lithe present application. Any
modification, equivalent replacement, or improvemerade without departing from
the spirit and principle of the present applicatstrall fall within the protection scope

of the present application.
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CLAIMS

1. A computer-implemented method, comprising:

receiving, by a server, information corresponding to a combinational two-dimensional
code that includes static two-dimensional code information and a random feature value, the
random feature value based upon dynamic feature information obtained from the combinational
two-dimensional code at a first time and a second time subsequent to the first time;

identifying, by the server, a stored random feature value stored by the server that
corresponds to the received static two-dimensional code information;

determining, by the server, whether the received random feature value is the same as the
stored random feature value; and

in response to determining that the received random feature value is the same as the

stored random feature value, sending, by the server, a code scanning success notification.

2. The computer-implemented method of claim 1, wherein the static two-dimensional
code information is based on a user identifier associated with the combinational two-dimensional

code.

3. The computer-implemented method of claim 1, wherein the dynamic feature
information includes a first video frame image at the first time and a second video frame image

at the second time.

4. The computer-implemented method of claim 3, wherein the received random feature
value includes a video frame rate based upon the first video frame image at the first time and the
second video frame image at the second time, and the stored random feature value includes a

stored video frame rate.

5. The computer-implemented method of claim 4, wherein determining whether the

received random feature value is the same as the stored random feature value comprises:
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comparing the video frame rate of the received random feature value and the stored video
frame rate; and
in response to comparing the video frame rate of the received random feature value and

the stored video frame rate, generating the code scanning success notification.

6. The computer-implemented method of claim 1, further comprising storing, by the
server, a mapping relationship between the static two-dimensional code information and the

stored random feature value.

7. The computer-implemented method of claim 1, further comprising in response to
determining that the received random feature value is not the same as the stored random feature

value, sending, by the server, a code scanning failure notification.

8. A non-transitory, computer-readable medium storing one or more instructions
executable by a computer system to perform operations comprising:

receiving, by a server, information corresponding to a combinational two-dimensional
code that includes static two-dimensional code information and a random feature value, the
random feature value based upon dynamic feature information obtained from the combinational
two-dimensional code at a first time and a second time subsequent to the first time;

identifying, by the server, a stored random feature value stored by the server that
corresponds to the received static two-dimensional code information;

determining, by the server, whether the received random feature value is the same as the
stored random feature value; and

in response to determining that the received random feature value is the same as the

stored random feature value, sending, by the server, a code scanning success notification.
9. The non-transitory, computer-readable medium of claim 8, wherein the static two-

dimensional code information is based on a user identifier associated with the combinational

two-dimensional code.
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10. The non-transitory, computer-readable medium of claim 8, wherein the dynamic
feature information includes a first video frame image at the first time and a second video frame

image at the second time.

11. The non-transitory, computer-readable medium of claim 10, wherein the received
random feature value includes a video frame rate based upon the first video frame image at the
first time and the second video frame image at the second time, and the stored random feature

value includes a stored video frame rate.

12. The non-transitory, computer-readable medium of claim 11, wherein determining
whether the received random feature value is the same as the stored random feature value
comprises operations of:

comparing the video frame rate of the received random feature value and the stored video
frame rate; and

in response to comparing the video frame rate of the received random feature value and

the stored video frame rate, generating the code scanning success notification.

13. The non-transitory, computer-readable medium of claim 8, further comprising one or
more operations including storing, by the server, a mapping relationship between the static two-

dimensional code information and the stored random feature value.

14. The non-transitory, computer-readable medium of claim 8, further comprising one or
more operations including, in response to determining that the received random feature value is

not the same as the stored random feature value, sending a code scanning failure notification.

15. A computer-implemented system, comprising:

one or more computers; and

one or more computer memory devices interoperably coupled with the one or more
computers and having tangible, non-transitory, machine-readable media storing one or more
instructions that, when executed by the one or more computers, perform one or more operations

comprising:
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receiving information corresponding to a combinational two-dimensional code
that includes static two-dimensional code information and a random feature value, the
random feature value based upon dynamic feature information obtained from the
combinational two-dimensional code at a first time and a second time subsequent to the
first time;

identifying a stored random feature value that corresponds to the received static
two-dimensional code information;

determining whether the received random feature value is the same as the stored
random feature value; and

in response to determining that the received random feature value is the same as

the stored random feature value, sending a code scanning success notification.

16. The computer-implemented system of claim 15, wherein the static two-dimensional
code information is based on a user identifier associated with the combinational two-dimensional

code.

17. The computer-implemented system of claim 15, wherein the dynamic feature
information includes a first video frame image at the first time and a second video frame image

at the second time.

18. The computer-implemented system of claim 17, wherein the received random feature
value includes a video frame rate based upon the first video frame image at the first time and the
second video frame image at the second time, and the stored random feature value includes a

stored video frame rate.

19. The computer-implemented system of claim 18, wherein determining whether the
received random feature value is the same as the stored random feature value comprises
instructions for:

comparing the video frame rate of the received random feature value and the stored video

frame rate; and
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in response to comparing the video frame rate of the received random feature value and

the stored video frame rate, generating the code scanning success notification.

20. The computer-implemented system of claim 15, further comprising one or more
instructions for storing a mapping relationship between the static two-dimensional code

information and the stored random feature value.

24





