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WO 2004/ 097632 PCT/ GB2004/ 001927 1 MANAG NG LOCKS AND
TRANSACTIONS Field of the Invention 5 The present
WO pawepieen i s directed to nmanagi ng | ocks and PCT/GB2004/001927
transactions. Background of thg Invention 10
Otentines, resources (e.g., nenory, disk drives,
fiber optic channels,etc.) are shared anong several
appl i cations. For exanple, several client conputers,
each runni ng cli emnrwagumei BEKS AN, TRENSAQTTNSS t he sane
server conputer with a set of resources. In certain
ases, application may want to access a resource
Fﬂ\ﬂ‘?ﬂ&ﬁt”&ﬂ FB\’/ﬁ"l‘?@"%\ny other 15 applications to access
the resource sinultaneously. For exanple, if a first
appl irgatdQBeNRRLFerdtQob REal BrB8E@ HoMmehagBhahasks ahhe
tgml_ﬂgst r{)% i cation may want access to the database to
SFRTHe update wi t hout other applications
potentlally attenpting to update the sane portion of
BhélanrdabdpEsehe 2Bvakgiensure serial access to resources,
oftenti mes | ocks are used. An appl i cati on obt ai ns a
on a resource in rder to obt aceess 1 ¢ tl
resc?ﬁF%%tmE%‘r "ERAMSER, 'SP a it st appl icat i on %b p
chaninsd R ¢ -4 4 §]Pareﬂe§@aﬁo%eveéajs@@8£3d:a§b%ﬁ ca?qroﬁxample'
s\é@éﬂad 8ntenbecablieets) @ctessmntihe dliest a@bliesbeirscemay access the

er\tréw cE%ﬁeQnﬂlttHe fs'er:sctf LESQUH-EE. WaR Je@‘ltgﬂﬁ%gsetéy an

N sone case est _fr
SRl a0 e Tor e PR S E i S L S

appligafionst tapepesatthe meepyise em%@mous%e FP‘? §e<amp§@f if a
fagaN bphBtaphas vhites Eeqipdste ata isesohdtabgent thavfiodt

a&gﬂcgtﬂﬁy mB@ASEnkE he.Led LE%SttheI @a@aﬂagér& peLtm ’rHé?uﬁdartét without
1S, ac en an

ond
B SEREAC BN e A LT FnPOr e TP A Tion of
thgelatabdlee third agent nmay process the request (e.g.,
retrieve data) and return a result to the second
agent, whi,ch sreﬂahr RScddRecs 68Ublrde, 4R hi ek BRkBUAR! used. an
ag%&cak:ug?sr{ oggaeirlllfal ? h ogkLen: %{rnesso& gcgenrgsc\:l,’lz\fledtertt% E)Qtal%l %fc@és to the
resarpre, FPROBrPHor T dgdies aperierRbPn ee‘alﬁéﬁi at &O'fﬂ%gg a first
reefites! S ancbrdebpin caeisul talaayotbderafler tedctessashe first

r@@(ﬁﬁ@gllﬁg:l@gﬁﬂat SockHOn 1 heSHIR L CASRSrc£360 AR08 ed By e first
cascad |ng agent s obtains a |ock on a resource.

a%llcagjr “there is no link indicating the client
appl i cat| on for which an agent obtained the |ock.
Thusp $dmel 8ag¥@sSh leguest from a client application at a client

computer may be sent to a first agent at a server computer. The first
agent may pass the request to a sécénd agent, which again may pass the
request to a third agent. The first agent is acting as a client to the
second agent, and the second agent is acting as a client to the third
agent. The third agent may process the request (e.g., retrieve data) and
return a result to the second agent, which returns the result to the first
agent. The first agent then returns the result to the client application.
Although three agents were used in this example, two or more agents
working together to pass reguests and return‘results may be referred to as

cascading agents.

In some cases, each agent in the set of cascading agents obtains a
lock on a resource. However, there is no link indicating the client

application for which an agent obtained the lock. Thus, it is possible
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WD 2004/ 097632 PCT/ GB2004/ 001927 2 that a first agent
obtains a | ock on a resource for a client application.

wab@a/owBeN a second agent receives the requesPCT/GBR004/001927

the first agent and attenpts o obtain a | ock on the
resource, the second agent is denied the |ock. Since

both the first and second agents are processing the

same 5 request for the client application, both should
Hetablfdrel qo68k dbhising askagkcen aThegpursefercomliaent epalication.

TRl effiendd seobtnd Upp treb @il NGhef BEquesaShadi fiE 8Ot Sgent and
aM&Ieﬂ\ﬁtFy €o l &)"\cg§n @Xofi? oh etgxlél f&%u&ge PLAS essﬁ%pgd raggrlilte 3_% denied the

convggtlona systems require a
T208T | CATTOIPED Gt T Cutte PERARE. SITEg, TP TI <5 s be game
regyeis for Rdve eldgnpl applifatdaofi both shphid ki avle teduick ade

BR6e5% .t Ortaisl | $Bde adiFefEIART FHEBEW @6, ncFOBB DY Sl WFRing for

cﬁggghmg thats the first application obtain |ocks for
bot h résources before any processing. If the first
application obtains 'a lock on the first 15 resource,
but audebvhedleghsl nabeorecobtedl he rroketk aoneduset seSomgl

doﬁﬁéhtﬁGﬁal styBEenfsl F&duik@ SOl Lt V\ahdiS ch©font Be doegta QM locks
lse%csmrwé&i gcleequ§9§m fja/é%g%ﬁpfeeqyé re Qs'te%ﬁa%lcamn
oC

I cations to napa rules
ﬁaﬁlrt?é BDIEEUL b FEadECIE FHROMESR e §OFD FHF SISt f/e%re that
thief 2@t cdupdatatdppl ¢keath diesks Ear tivehnoeepreserbefiateabbase
PFROSGEBNt 18V iBrdtNedgidBatilcaNSRCLhO 1PBNAGE e First: -
rzgg%%u% rﬁﬂsgcst,écggd %B?%&?ol %gté %%ﬁl tISocgf onacdle osg?%bnd resource,
RefiErE lfeﬁPu’é‘"rF Wﬁbﬁso%]a tfnsc]mc}ﬁgoraﬁaet%e&ﬁg%teﬁswce

management system Summary of the Invention 30
Pr o\gofle by 8mal rBRI1edc1 iy 6 Ll 1 @td ofl A9l #Naler1ocks. The rules

fk? Cllglcﬂ g ﬁa q:%u g§%<rougs mﬁl@&? Il\éggs \Mot Dnc@_?%!;édfs tcox%? t}l’ (:)Llnl the

dent | a first resource

c?ﬁ?ﬁhFQQchtVﬁfked with the first operation
identifier. It is determ ned whether a second

r esqureeribodll dohe dbhofleed MinhBeddie &dtshs 3nc1@REEAddsABrion
m!alq;g%khf I %‘Begg t%ﬁ&cﬁl&e%gﬂla%e Q e_Lr é‘t lf‘g&llk:% cpfto Egtl.zholilsp%v%%gout

et her an operation to orne

lP%ﬁﬁ@s?*ﬁﬁ? Wofipl ete after the request is processed.

Addi tional inplenentations provide a nethod, system
and Tpefgriam freed 40thOGKE NGr i rMEgUSSd 1&Ki8E eindetradn@action

nh @ Kndnd eS0ULLCEe With a first operation identifier. It
is determ ned whether the resource is | ocked with the

Summary of the Invention

Provided are a method, system, and program for locking. A reguest
is received with a first operation identifier to lock a first resource.
The first resource is locked with the first operation identifier. It is
determined whether a second resource should be locked with the first
operation identifie; or with a second operation identifier based on
whether an operation to be performed for the reguest may complete after

the request is processed.

Additional implementations provide a method, system, and program for
locking. A request is received to lock a resource with a first operation
identifier. It 1s determined whether the resource is locked with the

first operation identifier. If it is determined that the resource is
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first operation identifier. If it is determned that
the resource i s WO 2004/ 097632 PCT/ GB2004/ 001927 3

wo cwkmeredt t h the first operation identifier, tPEr/GB2004/001927
request receives a response w,th an indication that A
the resource is locked wth the first operation
identifier. If. it is determ ned that the resource is
| ocked w th a second operation identifier, the |ock
Foshe@stithsthgefimd. ogerkuidrhédentipl @enbatriegnstprosdides a
rebbseh W$M5hﬁrﬁnéﬂea§jt1@ﬁoﬂ{a@”tﬂ@rresgﬁégl@Ko%ﬁagﬂﬂe@ﬁe first

@%réﬁ%ncﬂﬁén(egf X I‘e_{é.l 3 llsofietaerlm%(l:ed tga ugg? rfsPléléc&ﬂ,% e1ocked

rst operation identifi€r TS rECelvVe
8t 2 iS§CPUE KR Rk O ldén"sleféeﬁd tBpekoski vrevederisi derded.
The |l ock request is placed in a queue with 10 a | ock

CIUeuﬁi‘u&tlﬁ@:oh!ﬁpmtéhéﬁloﬂm%rbﬂ% Et%ga'éﬁéé I ﬂ!e%' Saﬁ’&ﬁeg égfram for

c s eac a position ueue from
éﬁﬁ&li& ﬁana]g%%%etr e A’luqes tl%rp o% zfe&ljlggls é’é %ﬁ.log}c nref;H%st with a
otk °&8€%Fe1°fluWé&ﬁ%flﬁér%aecq:rv@ddfegcm:tﬁevaurce that is locked with
a pptedergatt 00 1@éntl ited . NvEHY L6¢k Feqyvdsdei @ pIREdDEn a LReue with
aﬂ@é]@?ﬁaxﬂﬁ%ﬁ?ﬁ%@éﬁé@r and gﬁfk%g@%%&r d if the lock
GRS LB BN LRT Foked PR ot b rop okt eduest may be
PEBTRASPS | HGRIR é@élmcﬁg@@uﬁeﬁa@éﬁt werteda first operation

identifier to lock a first resource; |ocking the first

_ resowhé Qie%fibetihﬁnpagméﬂtﬁg_lorgp@f ar_Ihleth\/JegEﬂH %f&zrldeaz{]q'\ethod
rné.l'pd ng ram OI‘ aaloc% Igtd res%u [S)
? Ked W th°TRe 197 816 RO Jrﬂnl f“?"éarg B WY T E -
second oper atl on identifier based on whether an

oper ¢ aretentbényparier ﬁedoﬁdghgim@roxhﬂqae&h 8B rst aspect, a
n&&H¥Rl &4 1@3]&%@ the: FfﬂHSStrecl%l\p’Lr acg Sr%ﬁgestzélﬁ'{ %f #f r%p_l gperatlon

%e%lgeer % lof the . first aspect_further caonpr
ter nihi ng 1 hat LA SEETHESF 5t E BRI ET H@SPWeU“h the-
Eisthopsr@tion dfentgfbemt pod Gelemtinfinewhethmd bk oslkcbng rekeurce
siseddnice reskodr eetinchd filet fopesitiocqpRicati ORri @.eﬂrtitlﬁ l2€Ekecond

oé:éiratch&f 1@5@51%5@!9|b)§sé5]%nm Rgrf Hrg&%tﬁoul 3 kgegfrfo %d for. the

Ldetermni ng. ée % con resqource s
v&%ﬁ a2 decBRa°30 *6per 367 G tRin G F (S8R 5858 ai ng the
second operation identifier; and" |ocking the second
I es orwreferabliyhtiid@esieeons thRef Alsk Odkpede Murth& col@ses:

de&re%ﬁﬁtng' Auention e@&x(aofgéoﬂgl:é( 591'(')19'_)@ %g Slocled qi8k Qc%réd first

BIREEky B LEM L LY TR LCOMR LT, S ey g
°Re6aﬂ‘f§1 bii?fttééé?j? Fgrtdeprrogeernbilygihe nefdlogdivrghendenprises
deggpablieg Wiatcaussagnidheepnoce $80H1d Be MRIcked Mithis second
oﬁé@ﬁﬁ&dﬂ mgeﬁllfﬁgyue§ﬁtaﬁhlﬁb @hé'éé%gnd oBQf%ﬁiBﬁ(yaentlfler and
B L ockfn e el WS S OREE i o i e

and (iii) determning whether a second resource

shoulhe beedept kiegtemiiioh ddverfiidedy ©pRLadd, O a second aspect, a
system for locking, comprising: a processor; a computer readable medium
accessible to the processor; and program logic including code capablefof
causing the processor to perform: (i) receiving a request with a firsﬁ '
operation identifier to lock a first resource; (ii) locking the first
resource with the first operation identifier; and (iii) determining
whether a second resource should be locked with the first operation
identifier or with a second operation identifier based on whether an
operation to be performed for the request’may complete after the request

is processed.
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40 identifier or with a second operation identifier
based on whether an operation to be perforned for the

WO egueste3ay conpl ete after the request is prpCESBe@4/001927

WD 2004/ 097632 PCT/ GB2004/0019%7 4 Preferably, in the
system of the second aspect, the code is capable of

causi ng the processor to further perform determning

that the second resource should be |ocked with.the
firstPOPEFRYonT deatVFEEt ofahe FerdtdndfPreche Wecenfly 1s capable
siesausioe wWhd prodexsbr et fopheatiedfiotndefétdrinetingFtiidthehe second

Ruete %ﬁ@l%ﬂi Egelto‘éf@gc? wh 8h %Qaﬂr%t?gpegéﬁl@nngdénlﬁgfler, and locking
rocessar to fur e et er m

tgleecon o F eg%sl? rEe” gﬁ%ﬁlt&g ElrI gc?{pee& W¥ht ntgglceorn e fer

RiFEPEYNth AT fFerapabhe @fnFaigiondhsermvaswyeFatfughher

ped€nthf | aetermamihol citdi Bige skeorseeonthree SOBLTE bal Ldrkehevith a

s%fc%ﬂ@%pgpﬂl%hl P&En‘tgﬂrétrl féb%raln:llgln% Illﬂf? Sgé&ﬁie Bﬁefa@i’&pt IdQIQtlfler,

acc provi I n r
BT RLEToCB TS B 4 CorHia o0 AEPE a0 AFcicier

conpr|5|ng conmput er readabl e program nmeans for

I eceittengreésehe G@sht Wht de@drfidll pRRedad,i on 4 dentd bkgdct, a

Joﬂx%)kg&kpﬁ?gfaﬁ%rodﬁc?tolé%gfed 519%{" ?&putt'%? {d é&)gé e BBQH E6nprising:

| rst” operation identifier et erm ni ng
SRRBY Hr T5rdell® YT BEH E&F JREEHHTB FEERESE Wi tha Figst
doiersticppédeat-i bieri terlbrkiefiost wesdurae; deching the first resource

v@[@ﬁr‘@l{é Bkt Qﬁé’l’%ki&?&d&ﬁﬁ@@e@n am%hgﬁnlﬁﬂn@%éﬁtéroa deond.
re%o@?cr Qﬂcf[ﬁﬁ bg QOckegie th%qgﬁé be %%grr‘@cl%t d’J‘enEeflerhor with a
ra t ogram .

request IS processe z conpu
SSEeRl OPSHRtiPR el deRt Hid eadiieet Frurbeidier EEOOE%??&FP%@ be performed
foonthe eepquesddedy eoqurlegs afaeans fouegetier prauenged.hat
the second resource should be |ocked with the first
optea%tl g%albg ef coemr utearn%Irld%?rﬁafkml ?I ert ¢ fS?I% tgxln!; Saggerc efurther
Cﬁf“%ﬁe“@éb‘lﬁ%ﬁptlﬁ%f ¢ 8‘?‘&?&'—% PR ARTHT 66T &etélfmltnﬁ’ég tHhpE g-he second
rgspect fhnulhere lodmir vees ttoputte creeadabl @ept Dreamand locking
tlmeaiﬁ%iﬁ@ rre;ée&ﬁeglvmm ﬁhé Hakst RBeSAGOAG aedbi 11@50 & €hex

0 wth a seco opgr entifi

psfg alanllgethte 8&1 1en(::%rnam Srat i on T d)en?he? %g%réj n%leﬁt %Iirther
COPRTiSEE o?ﬂﬂ“p%%ﬁ?%dé‘bé\ﬁ {IFOPFRN IEMLAET GISEPHINAR that thi second
riedentaef slerld Tie lpeiegemtth aveRbh@ ropacedodi ighyifier; obtaining

tﬁﬁ@/&%c@ﬁ&,opieBatﬁoBOiHeEBlﬁ%Qecc{nd @oc]@ggsﬁh%t 80580 resource with the
S.agki g??ra&ggm ﬁ 1Ng..an agent; a first resource

contro € agent; a second resource not

controll ed by the agent; neans for receiving a request

Wi t h Taefrinesentppeveattion acdentinbiewrboidegckint hefdurtitaspect, a
sOSHIIEEL, LoBRANS EMork &GI: Ngh bhend ;i bStirkeSQULGEcdMcbitrolled by

hg eagfeh;t, St ggﬁ:ﬁﬁt ]Jg] or t %eg %QE I Joing{’oll%g dbﬁﬁg Sége?i[ é;vga%s for

eterm ni n% e secon resource
TEEEREEY it CRTIHTE TPt oper a‘IHeSﬁtﬁo&eJrﬂ‘%an-%‘reroFo vioek e first
reeeurd; openatiognlodkdentthei @msbm@um whidt ltbe fHrst operation

i0peiEt £ON 26O n@@n@@o&%é@%ﬂﬁhghﬁ%tﬁ@ﬂ W8Stsecond resource should
be locked with the first operation identifier or with a second operation
identifier based on whether an operation to be performed for the request

may complete after the request is processed.

The present invention accordingly provides, in a fifth aspect, a
method for locking, comprising: receiving a request to lock a resource.
with a first operation identifier; determining whether the resource is .~
locked with the first operation identifier; if it is determined that the
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may conplete after the request is processed. The
present invention accordingly provides, in a fifth

w@gpen763n 40 nmet hod for | ocking, conprising:PCT/GB2004/001927

receiving a request to lock a Lesource with a first
operation identifier; determ niing whether the resource

is locked with the first operation identifier; if it

is determned that the WD 2004/ 097632

REDLER2 084/ RRAD A th S hee st CEpdratl@c kechnairt & ,t Besdon8fly to the

:&Qﬁ@@g 'w@@h 'aqudlchgfon Eﬁaﬁpgﬂglr%goﬁl%et E@ loE Q&‘%ﬂrh‘%é hflrst
era 1on :Lctien%nf%ehat : etsour e LS, e KT lock
17 ot operatron i o tlffjl er® 8r‘f‘1fn tHRE Gt EPTRUTER 1s locked

W%&tat%éow%%waéémﬂ sidepeifaar, ienning sl dndk opanetti-on
identifier, denying the lock request. 5 Preferably, in

t he %B%b@{/ tllﬂetlflé meth'aS Qieq‘%le gﬁ‘ttﬁr ggﬂycgg d‘@@g{‘ﬂggng whether

first operat
ttha}e resour ge {

CRTOLFE Pt ToER Ehriis CUeE RERL Ty BRALELPG furtier
persEormataring therfiaghionsratinn oigenbifiicen adadest ishi eperation
ideeth fier| el theoslesaudreoudd:. The present invention
accor di ngI y provides, in a sixth aspect, a systemfor

Iockln ri,sin rocessor; a conputer readable
g R LI et (P S AL g S iy P
SiYﬁ‘é?nuéPﬁglO@bmg capedsiieinsf: acaeseIRpre e compyessoadable medium -
goeedOble Hd }hd @eetaHsng; antieshésin 169l @GkcRudiby @8 WHRble of
C%H}lgatiflé r%cé%%{»aé BQrﬂo‘Jﬁmtf ' J.eé-c:.ei%iﬂ% dféq%'égl Yoock a

.the resource is
r&ﬁ%‘frétel B ASHEFE | BEraiop :)dei“Flf'Jterl' (lldet er nPREFippe whether
thhergseyonm ée Joskedaked thiet firsheoderpsionopéeratifber; (iii) if it is
dedentinkéd ahat respossdunge tie 1diRes Grﬁlitﬁsﬁhe\/\'ﬁiﬁstaﬁperatlon ;
1'(:'1@1@&1%@5)!‘ o@'e%lﬁltilltigﬂ q‘:or ﬁ*lseo ggtﬁgstl v§lt|ho%g %.gdy\éattIEoﬂ hcha‘é I trh%t resource

Ti1er; term ned

ration
B RE PR b oS K BREE LI ACUUGAE l0BBY HitT G 19 determines
thel‘ertﬁlﬁflreépur@emyﬂmgke@ hié th oc keraguestrat Prrefidesibifyer i denying’
thbea csysteieaf. the sixth aspect, determ ni ng whet her
t he resoUrce is locked with the first operation
identifje the code is 25 capahle of causing the
pr oc&5% jf’]é’ f 4F tHEr SWF?‘O‘?frthgrﬁﬁl?;‘Ff’i‘ RGP EHe Fl?"r%i‘“mmg whethexr
thperegpinne igdorkdd witladghe nSitrshrorepetriani dblentdeidy, f ther code is
casd et 6F lcatkinkhene PESEHIEEEL . toTﬂ@ft@EE%&thﬂVeﬁﬁﬂcﬁﬂnQ the first

09&%%59}1 qglleﬁft:& oy 'a%g§ é Qn aop%?é(tgl%tnhlcﬁ%ﬁg?gler @sed %Q ock the

uter program pro duct stored on @ conput er usabl’e
rﬁ%"gg‘”ﬁﬁ conprising: conputer readable program neans

for receiving a request to lock a resource wth a

fI rSt'h@@eéﬁéﬂtOmvéﬂxeﬂéﬂ kesraidgt e pabwicag, Vﬂeér@'veﬁthﬁaspect a

ur C{E‘Ob’§am %orod\Jc gtg)(}e&m otnh tv.ﬂ;%\?{%ﬁérs Lﬁ%%r gédl% comprising:

ntifier; eterm ne
omputer readabl e program means for receilving a request to lock a resource

with a first operation identifier; determining whether the resource is.
locked with the first operation identifier; if it is determined that the
resource is locked with the first operation identifier, responding to the
request with an indication that the resource is locked with the first
operation identifier; and if it is determined that the resource is locked

with a second operation identifier, denying the lock request.

Preferably the computer program product of the seventh aspect
further comprises computer readable program means for matching the first
operation identifier against an operation identifier used to lock the

regsource.
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resource is locked with the first operation
identifier, responding to the 35 request with an

WO paiogteBDON that the resource is | ocked wth tkPer/GBeaiu/001927

operation identifier; and if it is determ ned that the
resource is locked wth a second operation
identifier, denying the [ ock request. Preferably the
comput er program product of the seventh aspect 40
f ur t e ¥RASEF slewerbivputerord atdabb®vpdegr am areahghthosspect, a
smteﬂfnimg Ichﬂtiﬁd;,_r fS:BmpﬂB@ﬁgﬂt m@dhd @%tﬂﬁEEWlnég@iﬂééﬁesQnto lock a
e [ esou

O o Ean PR oD D0L637 6 o BYECRL RyENCI T vhether

HECHTRIRGT v Spr et et thi Hheafinty HIP?Faéé‘Efe dfientifigy dweptching the
figpt |pekiHgn tdampi fisrngoaimenrrs boeratéceiidemg faer egu@sio lock
the laokrae; hesaUEEL, wiet 1 asfdertél‘mﬁﬁﬁr@{dtoﬂhé Q@Q&lecéefs locked

mméﬂnbchef 9Irs(ti.e£ E‘M‘ gqu& gJ % ondgso eql.fe%Eevgth an

fir s eration
lF’fif"éa{ 18’E)et1h§F| ‘E@?FF‘F iEr 1‘%\‘§‘§F1n"§ttha\‘f“eoﬁé1?%ﬁ |°B?Fat1°n

idgetitfiet e endseadnt ofdrocki ithies desourved theandef ogsoutde is locked
with i sdedrr oparadidhateithe: ££SAURERg thd 96KkETeqdih the
fIrSt operation identifier, responding to the request
i ndi cation that the resource is |ocked with
t he F?? HeEFET APT O PERPTHmELY PAARIdRSank porinthfagpect, a
meghqfefer fepdkpckhmanagheentesowrteinss raciethd Bnwirdhicastion of

r&&ﬁéﬁﬂdoﬁﬁeﬁ@&]d @Bk @ Ny thal 3rﬁlrgﬁ%e?gtlkﬂelc!lé?ﬁkff&qf'&ya resource
til;gt,e 1Brf§c%% v"llQl‘ﬁx téfeggmfacé 19' %egi‘gipfler p’lSLI n ag{;l?]aOCk

nanag ement

o F%‘geegl vjrrhgil gﬁe‘ﬁen?ﬂ’rté’af"l Jcﬁ?koﬁueuﬁe’f%ﬁlit err aoqroékd regtisng the
loflkt tregudsitr $f thpetaki omuede Mebthear af @rsiaisesouieeglddie from

whi@ thé 1ok kedu¥id hag k%eﬁﬂﬂ:@sga%e kAL QN th@'%kk fdu%ﬁe timeout
QJ::Q)(&I ng the lock request in a queue with a |ock queue

PEimeout period; and reissuing the |lock request if the
| ock request reaches a position of the queue from
whi chr¢fireablooktheqetisid naytheenpreocegsed Mirthemn comprises if the

l&&]ﬁrh@féﬁtqwlﬂettdrﬁﬁgéﬁ wiP@hl o 130« %@ﬁ@rﬁge%t E)Qz.e.Lod denying
HELh %u e ninth aspect further conprises if
ock req est 'is not granted within the |ock queue
ti meout period, denying the |lock request. 25 The
pres@hﬁ preseant iornateosdéngh yolpr ovdvdass ik a te@hhaspect a

fACtorddeMSLR maf'lgé}en{iﬁéd |chﬁ£§r1'E§H§‘9 %nﬁpcsces conp 5' %#rggter
r ead m accC eS eto

t
gaﬁ@f)??%%é:g{éﬂo Fgcecsosngfle %rartgxr% P]E)c@qeés?ﬂc Ia:anglpﬁ’@g{\% ogic including

C%dépaiﬂaélefofcﬁeléﬁmg ‘tfl‘F‘ePEﬁ%@é@%GP perfpEnf diinrefe}ving an
inddeetionngt arfusaidbtat Lotk abaiaftusalh af fiaskogderseipiesdentifier

FOM Bhré,oﬁféesﬁ:hg@%%aié&@ﬁvﬁ%ﬂtéfs’e@&nd %Qezﬁaﬁ: of? rd%ﬁ@ﬂl%? (ii)
]Eatcl,‘:{‘ g t%el Pocl](cegeqvelnets 1% gerfu%lqe w:Ltgra{Jl tlloglg qu%gg ttI:LmIeoeurt period; and
(iid) re;ssulng the lock request if the lock request reaches a position of.
the queue from which the lock request may be processed within the lock

queue timeout period.

Preferably, in the system of the tenth aspect, the code is capable
of causing the processor to further perform: if the lock request is not
granted within the lock queue timeout period, denying the lock request.-

The present invention accordingly provides, in an eleventh aspect, a
computer program product stored on a computer usable medium, comprising:
computer readable program means for recelving an indication of refusal of



10

15

20

25

30

35

40

placing the [ ock request in a queue with a | ock queue
timeout period; and (iii) reissuing the | ock request

WO bootlog76BDCk request reaches a position of. tPET/GBewwa/001927

fromwhich the | ock request nmay be processed within

the |l ock queue tinmeout period. 35 Preferably, in the
systemof the tenth aspect, the code is capable of

causi ng the processor to further perform if the | ock

g dqulestequsstnetth gr aisedopdrbhioh thentiotdkr queuse rkidRadtthat is

ﬂ)%ké@%ltgeen)éé%dt BSe:JaQQ& E@&E@%Eer,“’glgﬁ%gp&?esggék request in a
'%MQQE%Rn Qccgr guxmg Sy d [ ndaneegeventh aspk ct, .

uter °pr ggram product l%?t St 8RS LoD FPgrlock request if
%ab?fé ReEHeE i Y OohpT |asP?ﬁjt1°f€@ﬁp‘EheeFIu‘F‘@aéa@1l ehpeto gharock
megass: figy beepeicesagd anthindbtatiben gbue rehesal pofiocdD

2004/ 097632 PCT/ GB2004/ 001927 7 a |lock request with a

first per ion,identi or a resource

| k&AL BT BFPBA™ RASRRTY (B i PART S pect
fugERex éa‘ﬂﬁ_féﬁe? IFORPU R etRAIAP Y h Paoqfr@élkm%ﬁiﬁléuéoltrl iB ol lock request
ipendtodyramrd wiaihdsuitrglédie ghaek cimguesteribd, dagyimcCkhe lock
deg@iast reaches a position of the queue from which the

| ock 5 request may be processed within the | ock queue

timeout period. Preferably, the conputer program

prodJ&e EestHe L8V evfdAR RoaspEasly MupYHEas  chmpr Fusdgth aspect a
syorpuifer deedtalldl sapoegsam ednssifngt , mdahst e ko€ ving -an '

152%&2351’1 do'éfﬁimtsag rc?fng el fé&u@sg hech Oalelgé'Le %Bef&t@&? l{tdentlf;ér '
|gnvente FOR Cgc%h(‘#dl %SP #Hﬁgﬂgsgecioﬁg Oqe\f/@?? g afiery means
f§%j§t3éﬁ+lfgorth%iééﬁkd’c%uﬁmage¢r@ﬁﬁue wdHpra pely qumrtsmmzrt period;

me@Ceifut Ngedssuingdileal bon réduckef 1S ahe QfocR 100 Kst eQa@slk a
p%moa Jd k8L PREL %trbmmgﬁ%gfio%& 12 deQF T ?9%%8&%01 within

S ed wth a second operation iIdenti
tEﬁ%?iLr?é:i( c?}leiﬂilg‘g?lht PEREY ock request in a queue with a

| ock queue tineout period; mneans for, reissuing the

BLDOK DERGIPEion bf tde DREKngLqUesSt reaches a ~position
of the queue fromwhich the |ock request may be :
processed within the |ock queue tineout period. 20

Bri eff BELETIY POIPUBTRhEL WP TRIS A I8t eoretll now be
desdydtedrbmt waf of hexaprbsenly.i mientreberanick| tanoe @ companying

aeesebs bad Mmacway of exanple only, with reference to

the acconpanying 25 draw ngs, in which: FIG 1,
illustrates, in a block diagram a reference nodel for

| ockfHy énd”ilflﬁ‘ﬁ@é}&ﬁ o freHagefEATTFhat HaieErresTgdshr for
leliifigraadt tragisestion mamgenatantietwtvolpeeffuredlifferent roles in

aEddrachde il & hetdiCcpIEBEMnch Y & LM present invention.

FIG. 2A illustrates a locking environment with a transaction managér'

in accordance with preferred embodiments of the present invention.

FIG. 2B illustrates a locking environment without a transaction -
manager in accordance with preferred embodiments of the present invention.

FIG. 2C illustrates a locking environment with a locking unaware

client in accordance with preferred embodiments of the present i‘nvent.ion.

FIG. 3 illustrates casgcading locking in accordance preferred

embodiments of the present invention.
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30 FIG 2Aillustrates a |ocking environment with a

transacti on manager in accordance with preferred
weniwadpTeent s of the present invention. FIG 2BPCT/GB2004/001927

illustrates a | ocking environnent w thout a

transaction 35 manager in accofdance with preferred

enbodi nents of the present invention. FIG 2C

illustrates a | ocking environnent with a | ocking

unawatze. 4 iehistirAtaC essdans &rWh tvo1phefr 56l rtualization system

vﬁﬂﬁoﬂisﬁgf‘fcsieﬁtt étggag[ér @ﬁ%&:pf&%@gt&fm p%QeEre% odlmen s of - the

plr| Igntrat es.c cascading | ocking in accordance pre
enbodi Ments of" t he present invention. WO 2004/ 097632

PCT/ GB2004/ 001927 8 FIG 4A illustrates creation of a
vol umgconBaiViustuatldsz atia®he SHFS L EFRinM §i‘13°pb na?délf hd foreftient action

r\% s'%gelﬂ 3 é&&fé&gé‘%‘%eawl%ﬁs nirogf %[Jaggo ntes og a

I1 Rresen |nvetjon ustra
tha’b‘fa BB CRING st SMOEHEE %F&FB‘E S&PF%@I% lecﬁqceﬁdance with
pFéBGJéﬂise”Pﬁdﬂa“e@wuén@ee ofesanti bnsntden.creation of a
volume on a virtualization systemw th insufficient

st or age. ish gfl({lgEge@cregemWeIn&t BEeét%rr£L§€ fggxp qlerrx?'r}tt\glapiza{:lon

<t htee"{)%es nt | nvention

Of St 6F 48 ]?‘arroﬁPoar?eof?‘?Wﬁa"ﬁt?a?ﬁ GRT r’§33/§f‘]%‘fﬂ1f“8n‘§n 8t Hée present
ipyeakéedr dance with preferred enbodi ments of the

present invention. FIGs. 5B and 5C illustrate a table

Of | 9% Ngp Sén@lp§c qqgué'@yagé Ck:ék?iret af l%cﬁflgg. %Qeﬁgseg.ggsﬂxta§or cllent
a tlon rea%nfe ce of actlnons ta d

F DK A BT Cﬁo%ﬁéﬁ%orﬁf ST HRET Finigpkation level
°€/|1r010133ar}q Za¥ imoiersdt efnstoragenbtdrerné viatedridamce widtem to :

amtelfelérit‘redc@jfﬂ@ﬁldzmlﬂfi pRbrded @S 8ilenk BVENEh® Bresent invention .«
FIG 6A il I ustrates novenent of storage froma

virt 4 % g stem! 20 to | ogi cal vol une ‘
manag% - PR H Efﬁ’ %ﬁ%é“%‘{’?ﬁltp?%fséi”?a&f ERb @ FEirtaLigRtion system |
¢ Ive lpFissentoliupe enanposy. 1F|@sor&Bcand tBCidfleusdd atisodiments of

thablkesadit l.oeking.steps and major client action
requests in a sequence of actions taken under the
i sol at Oon | ev 25 of |ocking for novenment of storage

from v #i aa? Fat 1 1T 5t ERPS0 08 15k RalEteRs aRe major client
AGFEARFEAUETEsade o damesac dtthaprieher raddn enivedi thent solation level :

oft Neckiples@ninoldnsaBtdfOBtodab& rrh & Hlbiﬁﬁila._tzgﬁl&lr gﬁétleﬂnto a
lc%flcél lvggunq‘eaLnaP{a@egnﬁi %GQOI%ERXA_ %\Ill Qfef red rgen%s of the

frommultiple sources in accor ance

pref@? rIPE%PtlSﬁbodl nments of the present |nvent| on FI Gs.
7B and 7Cillustrate table of |ocking steps. and nmj or

cli emis. BCHLDES QL SE8at10n 8 1S QAURIEEL Abo18Fd 208DrbaKERN of
tﬂéngggrictabevoll%e %519 Qnullg:l\.lxﬁle sources in accordance with preferred

embodiments of the present invention.

FIGs. 7B and 7C illustrate table of locking steps. and major client
action requests in a sequence of actions taken under the isolation level
of locking for creation of a logical volume and provision of the logical
volume from multiple sources in accordance with preferred embodi‘ments' of

the present invention.

FIG. 8 illustrates logic implemented to process a lock in the lock
and transaction management (LTM) system in accordance with preferred. ‘

embodiments of the present invention.
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35 of locking for creation of a |ogical volune and
provi sion of the logical volunme fromnultiple sources

WO pooaogmsziance With preferred enbodi ments of. - PeeB2004/001927

present invention. FIG 8 illustrates |logic

i mpl emented to process a | ock Pn the lock 40 and
transacti on managenent (LTM systemin accordance with
preferred. enbodinents of the present invention. WO

2004/ 01 66 2 1PCS 6829044600 188 emeBt & Gy 8 tlokk UShE@dreSn accordance
Vyl%gl &éf ﬁéﬂnﬁl%s of Q%K ;;@ersl%rgte rln'vgntﬁ%gor dance

W th pre erre ments o present i nvention.
FIG 10 illustrates logic inplenented by a transaction
managieG. i ¥ ibletceraabosl onittl sprefet bedh embodichbnt sacfoer in
ddeBr@mes anfthi MRt enbdd@Rentbl b and JddBcht |uStAiabe.
| ogi c performed by cascading agents when determ ning
whi ch operation identifier is to be used to lock a
r esoUtee- ithAattor YArc eTHiERe prref e MeEE-BIeHo waRtadipg agents
whiee jrteseinting Ovhink erperatnionFldentifik@ andold®d uskd ust tatkea ‘
AeRBh£eP e fREFBRANBY Bas C@:@f@ﬂre@géﬂioﬁlmmnoﬁ thel$lesent
i%g%r;g l,ocks a resource controlled by a’'second agent

e  second agent receives another request to |ock
that resource in accordance 15 with preferred
enbodirfentldCoind hed plesenmtte ek venfofed byl 2ascading agents
vihgh Lastfragtesgé&gilscﬂsnal LRt cbYeR1h 826y BNRAYEKG BGent and the
secorloé,vgggnt rgl{l{}]’ gear}%otileerv%le&ueosﬁ: rjzogoc]?gchg <’:ghsgll.rfceemllnIa?:cordance
Wlﬁ\?éﬁ‘f’?%‘“rfedzﬁ‘bpli@enfs A FR EFEEFYE FBEGFELPPmpl ement ed by
an agent in accordance with preferred enbodi nents of :
the presant 1i1m1\éeﬁatﬂéanlog}§lccimplémédtleasw at escyd e&ra@er to allow for

dlgpér%qgnf %gllt %fal%&glé%;{)g/ng gcglrle}l 0 J.r eggcorgan 2e5¥vgt g§el§:§‘ed

accordance nts o
eﬁ‘P%@é‘ﬁ’f‘ts PAVET PB‘??enFIG"eTSlan I ust rat es an
architecture of a |l ocking aware client, a transaction

”ana@@ﬁerl@ SBReFated 1QBk IHYIBGEIRA!LS 8RVASent a adcordance with
prr%%(rél d <HB0 %}engﬁtofag}?nt nl?sen%cgr(l)\red nce' with preferred

res i'nvention.” Detail ed

Description of the Preferred Enbodi nrent 35 A | ock and
trangaet ileniisusagereniodit TMplsysttem irs aptaki dethgef e resolve
dtaIMocﬁysltnegbéd}aaﬁéé‘ li€Eh HREFd Q6K NBoEARSL HeJFathD RSeSRd
equi.renents for supporting "virtuali zatl on" and

T rtual storage services." The term "virtualization"
refers to pooling physical storage devices from
mul t Fpée 15 illustrates an architecture of a locking aware client, a

1;;1v

transaction management server, a lock management server, and a lock
management agent in accordance with preferred embodiments of the present

invention.
Detailed Description of the Preferred Embodiment

A lock and transaction management (LTM) system is provided. The LTM
system ldentifies the locking considerations and requirements for
supporting "virtualization" and "virtual storage services." The term
"virtualization" refers to pooling physical storage devices from multiple
network storage devices into what appears to be a single storage device
that is centrally managed from, for example, a single server computer. In
preferred embodiments of the present invention virtualization is used as
part of a storage area network (SAN). A storage area network.(SAN) is e'
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networ k storage devices into what appears to be a
single storage device 40 that is centrally managed

wo cani9feer exanpl e, a single server conputer. PET/GB2004/001927

preferred enbodi nents of the pygesent invention
virtualization is, used, as part of a storage area

network (SAN). A storage area network (SAN) is a, WO

2004/ 097632 PCT/ GB2004/ 001927 10 hi ghspeed network or
gbsiztedorgtwohktor melareturnkethar dheeradnokdta sitegedgwta storage
ALY ESL &1V LR sOSISREH Ae@fle:S REMRItEOMPHE &% hbRlssdd &y client
c%ﬁﬁ@i_sesrgd b)i'hgl tlre%t "v1cfgﬁryluts§5%ge-r(§]e§71tc:gx rgefgrsr % storage device

torage, devic evi ce has
tlS’@ErMﬁoB‘Feé’dPOeﬁr?él te?lﬁ] ATy £ itust o%taaaegeséﬁvfleég“ refers. to
segfres. praviBed dvvilve popiagy s dedobydaviieepdel ®d smﬂnag)e In
déla)‘!{tﬁﬁst& B&p@cifyia6 KiddQ) mankfemedd b Adc8Bo1sQ SREEIH YyBBem supports
9Sk. napagement protocols, the LTM system supports a
al manager. Furthernore, the LTM system supports a
transactl on manager and 10 defines the | ocking
r equiflusthdryosgp poe tLTHr sresan t9upnorEn agerreptctibn enager and
aam{e%r ERsl 18BR0W PBALred tohsuddoes tbnbdbe@bs iMdRagenlesf€K  1n a
%@%& %r&)oglmén%cg% o%”%g&@&ﬁ& Yy aha{ m%é’g}ée'rdi?é a "lock

unctions for awar e
Hlaﬁﬁqﬁ”ﬁﬁt SETE agBit ?ro‘éll‘?ﬁsfjdﬂclkb’@% fPﬁ%thBF e9TF Hrchipg |pware

draedgersd 108kiny awvpretemted sedbbdilrentthef rillke frrederit managers.

i nvention, a transactl on rmanager is a "transaction

mn%egwefgﬁre\ée ogitfrﬁéntwgp q:%g I%ggnig %Lgr%l nt a mt:hr?nsgfztlon

execut|on o transaction an tiation o
PBRIPatk 2 protEssting. m"‘)&”ﬁ?‘%ﬁ%aﬁﬁ"&ﬁ |t§1a§rf"a(5’68?*°atai‘16r?°ntr°1s
exhattibae ACHEhspridperandesnitiThiom p§, commit amsedilibark i s ’

phb&BsEng PI @dtk%ﬁﬁa&aﬁﬁi st gﬂtop@@§woh8thaits hi$Sohat®dprafdrties.
Tﬁgig 1|sS apl{:r ?ﬁéat%‘t %h&r ml‘.LT: a pt:z:<r3czi:t ﬁsgc&) 1stl:en,1;a]@?suflts is, Isolated

eration ot &5’
aﬁgdmt Rpabile- guar %lfﬂréeoa éé?ﬁté%tlérﬁrbﬂe%ﬁﬁbﬁéﬂ? elther "all
chmpllegpe’s or Ateldpézidisi, brandstla ss g weacantekd agents sgquasbs .
cbffonen@Glah ORSes).  R@MyEerst NG €sCd is@&ﬁenczhéﬁ a8yt @E@%s‘@@ (or
"£$J1%E1£e) fgrgm %.S s&gleCLileeE'E og‘gr%tl onalsoI Qe rlggelpf’egs\?(p as a

. transaction manager, ion’is
FHERE ARS8 R oM eo ™t t?%fpéﬁ%ericﬁ of er B‘F?é“ééf‘f“&‘? If‘%ﬂ?@ﬁ o/f?
opgratiemsugr & riyahbadttithe SotnignsefErsatd rabsaskedonafwction for

eAbirigyatidtethe RotidAacks af &f-868cliGnaatd aNsagbi@Rd. Rollback
rgy&%t l:c?l?-a. EP%ESRCQJ.O% ¥1§r§ct1grl?ct?x lenvgf&esaq rld)ﬂ%gpf hg actions of a

transacti on nsaction manager o
CERERS BT onP | BERS A/ &h TpRagey ?\%‘ﬁ’\‘ié}%gt |al Erainé%"rld’no¥°g' which is
at ravsdatilenrdaetdrafat ramac8®nThelqphatiesophy behind the ‘

LTM system | ocking is o define transactl on rel ated

| ocki i Ki '
OC 'g?% p%ggostoggg be?lhrgae hnﬁsqlggc s'tré% dlo lfshéa%%?ﬁé on

tﬁé{ﬁé&"[—%ﬂrﬁ bAtatedt Wpgking @pe ﬁﬁxenv\yrct Hﬁﬁjtnet ?%ﬁ}csl&gtviv%ﬁout transaction
seppepbr t Besed @ backrirnrectisi Jesivo. adeopmpgateidness that locking

without transaction support scales back the design to accommodate less
rigorous designs. The intent is to ensure that the scaled back
implementation of locking without transaction support is a subset of the
transaction related locking design and that the scaled back locking
without transaction support design can, in fact, extend to transaction..

processing.

The LTM system locking attempts to place intelligence in lock

management servers rather than in clients or agents. The rationale for



35 rigorous designs. The intent is to ensure that the
scal ed back inplenentation of |ocking wthout
WO e@A®eBt on support is a subset of the transeCT/iGBR004/001927
rel ated | ocki ng design and that; the scal ed back
| ocking w thout transaction support design can, in
fact, extend to transaction. processing. 40 The LTM
system | ocking attenpts to pI ace intelligence in | ock
thaf akfereerd SBrvher Bremdshathat hisnwihl &k esrisroro agervbs. functlon
_rllgBt r @i anadleest @ond¥Rt200440 XHE3 2ntRITL &332Q04d 00dD2 ¢ed 1 kather -
ghghsdls%rgﬁﬁt%g éy}ogg%u@EﬁJﬂeS@entdggtclllgn% lalqd ba%eﬁ I er to
get the function right (or at l|east consistent) if
the intelligence is localized, rather' than
5 Tatzeducbleed across nultiple vendor clients and agents.
5 Introduction The purpose of the | ock managenent

pr ot %glalfpssé QeSURPL L, mgg}gag& prB00£A0PE %Lighgport multiple,

clients ‘operating agal nst
AP T G LT PR 1P | A8 PO HAATE PR BFIBRE ©F agents.
Nehedoparetingdepbende mreofulédpte clilengsherat gompetfiepdhdent of each

10 oﬁ:ﬁ@@UESﬁ%teaﬂQ: e¥estEs,| REERKBESY 1{a<ﬁep°eas£htobh%ach other. .
| S, n nflictin .
LBQ]QJQJQS U%e?rtgomm%:? ggﬁ?g%g}::P ‘1;119 cin%ll %{ 1%8 E:Lon% from clients

operati ons e ve ors In a

TReR SR GENEUS S Bridgd RtereIraeyt I%t"@‘-‘ieeﬁ“f? nefjierk. Clients
thar tact paete int Pee [lockinggnavbehtan wid Wbk| adsered sheiad operations

abBeidt eRENAtt RS @ 6rie! oAt it LR Wt beObOBIg on in the

Qpel At ons may be going on in the 15 storage area
1 "net v?%ri &1_8% %ﬁnagement in the LTM systemis desi gned
to support nultiple "levels of support.” The nost

r obusbck epphodment hie the &MY aysien'is| éssdloned to| mghbng multiple
"DepNer 61 fappdhte " t reasRE: -SdbuseVelveofid eﬁgi-'r&gamemﬂ-- level of
16EGY fessuﬁgo#“%r téﬁ%r&aﬁ’l@a&lﬁa %@%2% 28c] ?a&%&ao mgulres ’

next | eve i on
20 EBFC (FHERT 7§ AN th?ﬂ MRS e THE PTEsETES Ofo1sul%11°°rt is

callads beg i"opolmaneged evdhef| lackitevel dfessuppoequiirs the presence

o€ad |tQQnsIeJ&@1orC|miaﬁiEer COI'M—JIliéteﬂevdleédﬁ'sugﬁofrto@gid&glecEQﬁQ "client

g thot_ﬂféc? ll %f C.L%%k?r?g hl?a[c%CBP ;hég SQ%U gll’l i%l(% Psxaracterized

t o nsi stenc nteqgri 1t
uté’ﬁozf“fmzéj“i‘ﬁ‘&?lbyuaf:%‘i%é%enc?‘hel@&ﬁffotryt Soredify suport
25 theymenpiangde | Thehwwbott ewprigled atd @umarl?ﬁ"ablle tihd éyBlowphg Table :
1Atom city Consistency Isolation Durability Locking
Transactio Yes Yes Yes Yes n

Table 1
Level of Atomicity { Consistency | Isolation Durability
Locking
Transactio Yes Yes Yes : Yes
n
Isolation No No Yes '+ No
Client No No No No
30 Controlled .
Atomicity

Atomicity refers to an "operation" being completely done or not done
35 at all (where an operation is defined as multiple requests to one or more
agents). Support for atomicity requires "rollback" capability for undoing

"operation" requests when the operation fails. For this reason, atomicity
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Isolation No No Yes No Client No No No No 30
Controlled Atomcity Atomcity refers to an

wO opengiteBDN" bei ng conpl etely done or not donePCBEBaG04/001927
all (where an operation is defjned as nmultiple
requests to one or nore agentéy. Support for atomcity
requi res "roll back"” capability for undoing
"operation" requests when the operation fails. For
shbSpdorasdNn B Mt £irdsy c)ABn 2 0R4£0 %6 Sgcklng, and a transaction

HPQIééﬁB%Q% ggQ)&%Zes ]t%F fo& E@&pg}g (. n the

transa | evel I ng, a transaction

manager supports/drives the roIIback process. The

"i sdthet I'orvlapimh" etd épticpbneansirpE” | kavels off léaddko ntp not
si@psrt or Ereﬁiupwm:oxﬁfc:mﬁ%bﬁ&tat OAB Gl +deSUPRGkle ASeB: can

o;b@?yée in QS8 BUE!F AN, QPR AL akfg %J;e absence of a

ransacti on manager. nsi stency nsi st ency
refers to |l eaving "nodel"” data in a consistent state.
CepeiHtspency i s supported in the transaction |evel of

| ocking. Consistency is not necessarily supported in

el t I?:% Jt.Jl:% C%%g@%l‘ toofea]%:/:luilgﬁngtogq.nt r% l ed lcglll/seils entl gtate

a pre erre resen |nve 1 on,

CRpRRCENGf &5 WHpatied iR GBS TeRr 1A |1§cklng Consistency
isetdtc oasissbelily. stimwevet Ant diecher i thenpsdlatiwy o cclient controlled

1gUarsant Iﬁﬁ al padreafeAgRIdiRetOdel tHeS pﬁégéil: Sin%@ﬁt:ﬁ@nt hagents are

ho ther ents Slnce ol | bac
ek%eég%d nsureht é& on or %ﬁﬂngﬁ%%iagnt diFv%¥ there is no

WF‘%\Fé’I guaﬁaﬁée@ c,t%"ss'ma@%ﬁ?tt"s fodel issconrlshette st ithgse of other
apeftts.in a consistent. 20 state. For exanple, if a
client changes zones (e.g., a fabrlc request) and

J ea%ih@é“%oi’ﬂa‘éﬁelsb&g? %f.\?pqzﬁ:e r r a nI Qr tc iLenq'T controlled

zones 4o ne" e &ven
Lpgglurdhe [ FrasReaq Bl AAqd6h ignget éqepésﬁarebsﬁtlﬁéﬂlélda consistent
staeg| sFof ekookieng,f eorisikst eheyost ztdes SAN .noaelabk By ekquest)

ah® reh&filgndprdiOméhqeCh ) ent . ar%éyiﬁe%hé‘éﬂ)oﬁln dnB A€ zones, this can

bg O.Lrétfﬁx‘tha(.’)& Ao%%K ﬁagﬁgee%gt %’M SyS%erphdelfslo gle%nand
era I ONn as uence O 1 ONS ?or .
c?’eed’ﬁeg‘f@)m}rlrﬁdt F%‘tega %‘bl@i’i’ﬂlﬁﬁhachnsb?t%lcglar\‘gltée PNeppdel level is

1aft geticonmhe ssldesti.ngl e request to an agent froma
single client. A client operation is typically
EoResed of nultiple actions (or requests) on various
agents. Wth isolation, "operations" appear as though
they are executing serlally wi th ot her

In the context of lock management, the LTM system defines an

operation as a sequence of related agent actions (or requests) initiated
on behalf of a single client. An action is a single request to an agent
from a single client. A client operation is typically composed of
multiple actions (or requests) on various agents. With isolation,

. "operations" appear as though they are executing serially with other
operations. Even though the LTM system operations execute concurrently,
it appears to each operation, "0", that the other operations executed
either before operation "0O" or after operation "0O", but not both. This -
simply means that a LTM system operation executing concurrently with other
LTM system operations or Common Information Model (CIM) operations under
the lock management of the LTM system behaves as if it were the only
operation executing. CIM is a standard for creating object models for
managing information. An object model is an object~oriented

representation of a network resource, stch as a storage area network. The
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operations. Even though the LTM system operations
execute concurrently, 35 it appears to each operation,

w0 Qdo4/09183t t he ot her operations executed eitheeT/oB8R@rm01927

operation "0" or after operatign "0", but not both.

This sinply neans that a LTM'System operati on

executing concurrently with other LTM system

operations or Conmon Information Mddel (CIM

pesiaidens igngervidéh eyl gekbismhagefeninagtnélte Tdskivorce (DMTF),

I%St %bﬁh&&@r? 1§1§oh{at&$n VR &.d B@M %laﬂdaz}cg Oofer a&ﬂ&@flcatlon for
execut i a standard J]f gr cre

tl
it TSR T A L e @%g%t Uebinarrer rererrea
tenapbjCaltsneei Eimrsion P epreb et ADFEPOBEtel Retwspkence herein in |

. iresaivieery.such as a storage area network. The WO

2004/ 097632 PCT/ GB2004/ 001927 13 CIM standard is

prowd by the D stributed nagenent TaskFor

SR T i R e kS
@ﬁ@ﬁ@é?@lﬂ used bySpes icPpradtipon feplatCpin igpavrrrbek woliepoth the
tddRctiMermatotsolatdionMayreds A0Q3ckiner eimaldEonr @frebe et fected by

0119?1&3 LoAMAREGHE fca&g@@ conefwﬁ&d %mcgg PY-RLE 1 BYused, but

nce herein in |t sol.atjon requires
tihﬁajto 6%%?66??5%“‘5&5 b%é?"f"? 6’r?1tn%’cﬁx’1a9‘f“r?g 159135 hat i on
used by the operation. Isolation is supported with
bot hrnt Beopoirk ad¥s agdi@NoN@hé SRkBidOAes RMekGoltd atkimgion of a . .

“ké?&"atlbcgp agago %h%rgf gfgtq ci_byfrgnq 'ch%fft}e Ilg& c X\h%aegdtltb%k allows

| ent

o LA PR SR ATESIPerdte RO BOMSR S et i Lo of
chpngimpportt éées sof arhbrihet vRlukokkichgnateshyre Suprote's
obbBeatieh i BN iAfpragredIeamdr bﬁﬁﬁblaSa satetithimdghtdisséd mattiple storage

pfogpénlgo]q}@ng& laggz’l(labfé %%Qge t%cgr@dltgoé[\@folgzﬁa aarcfci 'tﬁthlt:LQnt will .«

resour ce that [ient has

PR LT oO SRAMGPAGE Ot SHBES BT ant A HE: VAFRSHERLD =
Cobrargéosthicneallhef dibeesitorgoo perdt i dhe g ippt grogiEssn a Read lock:
ohog11e¥amileesitorabe ablimaght i ss0an mukidlecistror age one storage

pggplt%elglqléhgg;elggtsaval | abl e space to create a vol une,
and the client wll create the volune fromone of the

storage pools. Rather than obtain a 20 Change | ock on
al | vibfle Heckingr agwopbol 'seadhdochks satsupanarolitalatian Rédd locking
akotdh. alélﬂsﬂﬂ)ﬁ»or@é tdetytreb@ge (PeHsS abd Gl SfdeedenChAMGAd locks

o @Gioe! QecliBEa006: SHOLAGRe-PAOL) IhE FhheRle SELEG 5e rely on whe

orts, "rea

IPEYTaE TS, %r?érF%cﬂ?Fﬂg‘-s 2% c&é@’rtgﬁe‘éhi?B "s‘f?ﬁpﬁ?ttrée"es
lhﬂcpmtaylcrneéd@t afir egpds wirtbowd lagweidivgen lofk Réad- | gekd or change) .

TAL € iROta10ktad Med)y feEd CREQEWIRY @edd Glsi B6Y pwbidctBOI A
SLBIRAL 0T L8l OO & e ﬁ@éﬂa@%d %‘Elulﬁ]y%{& ﬁlﬁﬁe‘}@nt Sesults.:

any cli1ent request t retrieves ormation from an
agent w thout acquiri ng a lock (i.e., read or change).
Dfakdlisy cal led a dirty read because the read is not
protected. A 30 subsequent read of the sane

i nf %E‘i?tdu?”bﬁ%{/d le successf £ er e t‘ﬁrrqe%sul:ﬁe results actually

happen. The significance of the "durability' varies depending on the level
of locking used. In the context of the transaction level of locking,
durability means that when the client operation completes (successful or
not), the results are guaranteed across failures. This implies loggingu
and a 2phased commit process to ensure that all agents have committed (or
rolled back). In a 2 phased commit process, a first process indicates to
other processes that it is preparing to commit. Each of the other

processes prepares to commit. Then, the first process commits, and the
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Durability Wth durability, when success is returned,
the results actually 35 happen. The significance of
w0 b@4/0ofeBabi | i ty" varies dependi ng on the | evePCT/6GB2004/001927
| ocki ng used. In the context of the transaction |evel
of locking, durability means'that when the client
operation conpl etes (successful or not), the results
are guaranteed across failures. This inplies |ogging
ot gro%e%ése@oﬁﬁwﬂ toHal 0688y @ sBASHIEBat Rat rathragents
UOARr T L e i g, oo e
Slﬁ@oéé% t hat |t |s preparing to commt. Each of the
ot her processes prepares to commt. Then, the first

Pr OG&sabi @9@310%—13tzh7eagg1tte;l€ MO 2004046372 or "client controlled"
[LOCESS
Cé ?éqcplg ing. o g{uﬁgitrﬁ:ees I'L% pw e g ol ﬁia&@@éﬂcé & essfur

on res ransac 1 ONn

rmagetﬁlecawet: erfi menmmﬁlsﬁh%d s%ﬁfoéeﬁh’l‘iﬁs hsperPRftEs: a8
wélKes Kithiend bndoest mdBUsr.alfhésd yequestherheonbaet ngf been

%£%Edéégba%1a§?gﬁ tﬂélregs:&lmegn'_to 55/ bebd edrne (a@¥RdushOfhey may have '

I t
ccgrﬁ)g.sté% fuI In es?enc 1{!’1@' cllen naspl%l%cétq.gg c%% éss%m thg operatlon

been satistie
oL st ¢ch EP Uithes PPk O é&eejsat% P%étl\f\‘felxles%?sﬁctl ons on
agent nodels. Those requests that have not been
aNeheRe castYBRG L0 have been done
Lgﬁ?aﬁ%}%ggt%%eg may have 10 conpleted). In essence t he
client application can assune the operation onpl et ed
t o Theheofiircugfiarhef |lask nso3geieps %r@sbbwectlon management there
atd GkATILRB ST bt iMAaage Rt pLonstpdtse i Shebpdareshe The
c&iis%%éftgna&f o@RK: JBNAGRITEDE ARd 4 2BSAchEEN
management there are a number of constituents that
partici pate in the process. The constituents are
sunhardleaenth peadesr 1o aseangbepatte Fetic 607 ARnayidgehtspecific
a&BRAC the @wnenagemeat.t aal tioromenagohgha Speird design, the

e Qneg Sgéx“ h%s%@!i %BV]SJ QQE@L%J uﬂéﬂratc@ean@%i,eétcﬁff client. IE.

a1b§ll.=:16% ngg V\;aﬁg é:o%ﬁﬁﬂ aﬁ Oate Cgl\r/.[re t mrg%en 1' Slsaschlilgfee% Snder the .
rglesmelrt qamgteloqksn!e:@d]efde adient®l-M cli ent, then i t is

covered under the rules 'that govern | ocking aware

Cl I gn{oc'k mana;%elroc a{@onggﬁé‘rrgé t%l QQ a{‘ 8&8&{ ﬁgnég%méét @erver" and

"1 ock server ;)row 2 c%c NG, s
PFQYiHEES &ﬁ§k$ft9r Py Pry TataoE < He BHES® St 8cKihg®aRar e e
agapent sa,ndaﬁ@llfowblmﬁsrlﬂhe farl éscH opnadgseR- nanagers. A

| ocki ng aware agent is an agent or object nanager that

SUPROJ L&, %%mla?gkd' 8o flg%eagéné f QL &geet %naﬁagexsw@rshﬁports

the 'l oc |n or ag ocki.ng a
leakigg CIGIBATES AT 396RES F‘B‘élﬁuﬁﬁo%'ls F%%&&?’Sé‘é’ ‘fe% ' bgencs. .

follows client rules for |ocking.
A locking aware client is a client that does locking of resources and

follows client rules for locking.

A locking unaware agent is an agent or CIM object manager that dbes,_ .

not support the locking requests.

A locking unaware client is a client that does not do locking at all.

A transaction manager is a server that manages and controls execution

of the transaction (and initiation of commit or rollback processing).
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35 A | ocking unaware agent is an agent or ClM object
manager that does not support the | ocking requests. A

wOo o@iiopmg3znaware client is a client that does POL/GB004/001927

locking at all. 40 A transactjon nmanager is a server

t hat manages and controls execution of the

transaction (and initiation of commt or rollback

processi ng). WD 2004/ 097632 PCT/ GB2004/ 001927 15 For

scal &y kbélabiEASORSsschBe dheci@dmam@@ér amhd ifa&@&&ﬁbh&ﬁhnager
cfé@g ecl coﬂﬁo%'aggs ﬂ\ﬁf&mdl%tsgg?l S ?a@h'oq’s ﬂ%%e§or% F(uents

hese constltuents

G ‘gdéflg SRR PP 8PS NG Bhlﬁiﬁﬁag%ﬁgiactlsn BasrgTs) -
Principles There is a set of design principles that

Deld€ai @ekhdkpibs designed to support. Not all of the

design principles apply to all levels. The design
principles and the | ocking |levels they apply to are
sunmdiezeds a sefQof Kesiwl boiaiglTahet Xhe\jpcking is designed to
2004109 7632 aPCIWECRZD Q44 Q1 B2 hcipbesTapblyy 2o ASI Dévels. The
ég%h pELI?ClEﬁ.@QSchﬁt iwlécﬁ&ketle%lgﬂh@{/]tappi?%r QJ:e summarlzed in
Pro %ﬁﬁ %Ferabions YES YES YES across tiple agents

HPo "t FE° SEful t aneous noncooperating clients.

The ability for the YES YES YES | ocking nechanismto

cope with clients or other nanagenent tools that do

not do 1locking. Provide for finer YES YES YES grain

| ocki ng than whol e agents. Define a | ocking YES YES

YES architecture that is extendable.




Define a |l ocking YES YES YES architecture that can be
standardi zed through the SNIA and DMIF. YES YES YES
weraniogs3support for cascadi ng agents. Lock asPgDGB®4/001927
YES YES YES support. Scal abl e design. YES YES YES
Support for Cdient YES YES YE§ chosen Level of
Locking. Low reliance on Cient YES YES NO
“intelligence,” in favor of putting the intelligence
in the |ock managers or Agepis2 Design for extension
N A YES YES to Transaction Managenent. Provide for a
sinmple NO NO YES | ocking nechanismw th deadl ock.
hand! i nPegher PéF‘P‘EﬁPl%l tuat i 6‘ﬁ§nsa08h‘l’lbc IESQ%BE}SH gé“e
NO YES |-stppart—Provide—arbaski-ng—YESO-No— oo
PioEEE? o eratYoné“ YF 8 YES
mechani H18URRALS |a

9

ACI D propertl es,
i ncl udi I’K;romaﬁdlml}_ﬁz[léﬁy Provijde a | ocki ng YES NO}NO
nechani|simtthiatnepss resi |l i entf across failures
noncooperating
clients.

The ability for the YES YES YES
locking mechanism to
cope with clients or
other management tools
that do not do
locking.

Provide for finer YES YES YES
grain locking than
whole agents.

Define a locking YES YES YES
architecture that is

extendable.

Define a locking YES YES YES

architecture that can
be standardized
through the SNIA and
DMTF.

YES YES YES
Provide support for )
cascading agents.
Lock as you go YES YES YES
support.
Scalable design. YES YES YES

Support for Client YES YES | YES
chosen Level of
Locking.

Low reliance on Client | YES YES - | NO
"intelligence, " in
favor of putting the .
intelligence in the
lock managers or

| Agents.

Design for extension N/A YES YES
to Transaction
Management.
Provide for a simple NO NO YES
locking mechanism with
deadlock handling and
error situations. .
"Unlock as you go" NO NO YES
support.
Provide a locking YES NO NO
mechanism that can
support all ACID
properties, including
atomicity.

Provide a locking YES NO NO
mechanism that is
resilient across
failures
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WD 2004/ 097632 PCT/ GB2004/ 001927 17 For protection of
operations across nultiple agents fromnultiple

W@ tmlopmBEoUS noncooperating clients, all | ockP@mGB2004/001927
mechani snms support coordlnatlgg access to managenent
information in a SAN across ncooperating clients.
The I evel of |ocking required can vary depending 5 on
the capability desired by the client, but all |evels
of FRCkin@EcalbrOWr aopethii@nl dd3ops Glueeipl@l b@hilrs from multiple

SQB&rt%BEQ\ELS nXIll(QJolpglgA‘tllH% clIQr%:sabéii tl%c]iiq{g &Q&ah?%' ngpport

chani sm t [1Tents or managenent
CPBB‘ wating a&‘éesr‘?oF° d‘B‘nf‘%ﬁE“ﬁ‘h g‘rﬁfgr%t&% clélsih YN ggoss
nerRéEengtitd eEragenefte tlevéks of htckdog rmetupmdf oamvary depending
ohoeid Repdradayy dEBerddosKitng clﬁ@ﬁb,albius NBL1a1&eabl 6 16cking allow a

e XLStd nent a way that
cg%%tec?s toﬁebgl 19«%?;"@?%%? ar eV%)‘gr o}r{imr{bng | ocki ng.
Providing for finer grain |ocking than whol e agents
al | ohe @bilény stotrothel Sogdna npcbatism torrope nengycljpgnts or other
n@ha MR doem tthet | @CkoBlaoar dii@nyl iar btabnk8sS ont ftaBxidteng
man%ée%&ggecooés l:nd gotal gegﬁ%nng?c%&(ﬁ‘g f{g)%g}t;ur %hé I'}L%Ekirﬁ_:r

méﬁ‘?*’éﬁﬂ“%r?rﬁoa%e‘f" @@6% VIR srdetindofargsrmensy Sols in a way that
praragenent clDeftentlng ard pekiorgiar dhelkimgt ure that can

be standardized through the Storage Networking

I ndystr Ass tion (SN and Distributed n

Taskl{; or%/de DﬁﬁfF?néerjfa 1§am ‘tﬁ#klfl% n Wh5?0h| eg/auﬁgg‘?s calents £e
optn wEapte r—*ﬁn%éerw boridésringf tlaerchM eahajed granularity less
cteayvithenwent dgentt he express purpose of making it

usabl e as a potential extension to standards for CIM

o OULNgSUROLL. ] 9L R58adng, SOON 5 L8 A00 NS oo on

desi g *5f “Casta
a§€ifp1§@rat—urevrﬂfl%aﬂ4% F’éfr?nF%ﬁfbltvégee&ag‘@&HiL?ﬂg ngeds of SAN
meheyeeAts. (€. g., storage devices) in a storage area

network (SAN). A 30 cascading agent is a |ock N
xg%%ggﬁ{g 2| 08 L%rEglt'] g%ql}ailtggtusrlgrve% can %e &a%.%redifm through the
S§?ﬂéat9én’1\‘%1"ﬂ°6]\‘i\?§19 vrdustiay |Af§??1@ﬁ1%f§/s(tg§ Bd (Pé s bt e Management
TpeiHoo e @RIrF 0 Realores| thwelotiengl axxgehégturasteaabe esablie gh the
c&kﬁe%t oprae&ﬁﬁ @R edAQT\ﬁQBJJtln@ﬁt| Bord thb NGbeedL ARl &F aakmg it
ud rom i.ngl e cli.en e ion is :

ek 81| 8o S Al Ser i AR R O S ous
agerﬂrg"l 1RY pEIPPPEIIESF Ca\ﬁF?@%”ﬂh@ﬁP’FM i§y apeiper dpsion principle.
1f asGadi ¢ cageidting efget tnsugsonth et hrenabizanbdén actelers @wcading of

eham&sl gvel, @g%mc% d@&l%egf jar g m&aw acent |e'tx§$rkW| . a
he or| i nat i a_‘[ i ment of

C?%Cadlrrl% {xt lr'?ve g ant’—lﬂemeéxgsacgéa&%ntha%gaéfﬁ o S%J{VE.S as lock '
mﬁmﬁ@@enibﬁllﬁ%apf" lowet Hevel'i amentst t“ﬁ’@ }BE b?gsi%ﬁmeallows
viegial L et ibo serphete Hdhabld itenperdOrm eqtibsts. on flovhe level agents

a@cé irQQuii:S o r&ggﬁ{ %@e.ﬁ%ikh@. Chf.le{gti{)x?qlée§tsin9l\:g r‘eéueﬂs@t to an
agent from a single client. A client operation 1s typically composed of

multiple "actions" on various agents. In particular, with the LTM system,

a cascading agent determines whether or not actions on lower level agents
are or are not in conflict with the originating client. In a preferred
embodiment of the present invention, the cascading agent obtains locks on
behalf of the client if the locks are required to complete the client
request. If the action is triggered by the client request, but 1s not
needed to complete the client request, the cascading agent may execute the

action on its own behalf.



10

15

20

25

30

35

40

needed to conplete the client request, the cascadi ng
agent may execute the action on its own behalf. WO

wQee4N983632 PCT/ GB2004/ 001927 18 "Lock as yoRCT/GB2004/001927

support allows clients to "l ocks as you go," mneaning

that | ocks do not have to be obtained by the client

until the client decides to performan action. This

is to allowvirtualization systens to 5 i nvoke

functions on | ower |evel agents. "Lock as you go"

SUupprdckadss ou giovr eSupdbi € R SowD ki diteee® M b&k 6Q0Ru 8§) 'C meaning

t{h%tgloc]ée@cf %BtfrﬁR/esg Fé%g)tam%n t%lencgllek? l§'1ta{]q:hgoc\!ﬁent

en) . Scala refers
PR 5P ERR™ POCRINGEf GRIAIE £9oir ey aREtSdreicy svetens to
JéﬁPle? rirlP%@OSN\@It éefdrgleestli aymitsThi'dogeassydtheot cukpog: also
aodess gl iavia dsre Eokddornes ksde i18gi Mg el CNisb&EIMUES- @R8rage, when

fgngdcqggMQJQQ$ ns, JLedui.red to support the | ocking
desi gn do ﬁot(%%er%ﬁe ﬂ$¥%§)netmork Wth support for

client chosen | evel of locking, the client 15
undefeai apigs designnrafigre tof thdhdeeldreptrimpetatihon landling for all

lehels istaies tbratitgpdiQe @@hb@%ﬁgufﬁlﬂthCkTHﬁs d8siIRne locking -
dgypgquréléshebét%gré&sl %\Aerhec %9&%%%; €nd fth' ecnégmwcvavéms

ce on client "in I ge N fav

l’t’-ﬁ‘él r%ﬁaPr?rgeH?fe 1Pﬂﬂflﬁed€rsaek dr?aﬁ%&;é’ﬁ’@”ﬁ‘relag’%ﬁt getwork.

supports rules for clients that do not inhibit useful

Wor kiitiRu@softOrFoe | dieBts cﬁé&nn@&vélVSE |1)f>ck§r@rpl:1?é( cl:-rret}ﬁ: o
el e L ng_avol .

uh&éllsl%%féw tﬁgq]a]ttﬁ@%%@ ClOB I RYCLR 0L 0GR IRV 8 crving to

Pul 2% Hoftt %é%?sr@eaux?rioa?? tfeor%wnerﬂzfvaétqheﬁen by the
Cia#en by clients that violate proper behavior are 25
enforced A Iocking aware client that is using

" SQ.'o@tlleqrﬂanc%r on ctlE ag%eqtlh%enecvel' Slnogfavoq_"cg}f n tg:rpn%s the

doi'ng I'oc

have to worr
SUHETI Trige) ek HISETEnEr ASPKS TPPeits TOGR: e Clients
thats demotnihiibti bl Ysefhe wokk enRuldseriot k@ iedtisente mas overly
coiplleat edtha 1RCKERGY PHOEOHRact 3D This sl ow l%@kir@q%lgnrelylng

h&l\)lgpton h@if%hbgﬁeﬁca eﬁp ra iegntgtﬂa%eoEet hgl sl %ﬁzla.(t tgey need tou.
e ] oc nd I'0cK

i cations on manag

Hg%%eﬁf CipgEntaden bP’hél’r%%’fﬁ ?Pé’ﬁaﬁjé%laﬁﬁrﬂﬂo@%r RERtvigF are
ertﬁvefcra@r ed vdirglesrentbroerintt 1s Tiisg Uesigron® or
“fainBediloar heaey ef, 1dResy ks Rl YateOtrd hv%r%l' |a%8£t whether it is

d&.@x@t LQ:IIJ:LEQ Ao%l‘&l:tlyOf 'Ilhgcfc!cﬂgng ?éétlyxxt Qorﬂ% O{ocklng system
ei)i gnﬁgﬂ g ran act | on rrgna%a g |§o L 1 col.
Tevef f ocRPNg “PEh G E o~ a stk Serl e Eehe, 199k %IH ghgco
controll ed IeveI) are extendable to the transaction
| evebisofiol aekifigeWod RQUENT @ Qb1 Dgencel i&@kaé@@&iﬁ:nof the
loﬁ@ﬁg'h%s L&ﬁ'&é\goﬁé Jnh@he %81:1@%{.—,18@9;4 ch!l lo§k %kggetment agents.
Tl'Ba &ock manager handles most of the rules and rules enforcement. This
design principle, however, does not apply to the client controlled level

of locking.

With design for extension to transaction management, the isolation
level of locking (and to a certain extent, the client controlled level)
are extendable' to the transaction level of locking without requiring
client redesign. That ig, locking at the isolation level is able' to pick
up transaction capability should a transaction manager be preserrt in the

locking environment with minimal receding of the client. In a preferred
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40 up transaction capability should a transaction
manager be present in.the. |ocking environnent with

worRovdoede3z ecedi ng of the client. In a preferrepCiNGB2004/001927

2004/ 097632 PCT/ GB2004/ 001927 = 19 enbodi ment of the
present invention, this desi gri”pri nci pl e does not
apply to the transaction |evel of |ocking. Providing
for a sinple | ocking mechani smwi th deadl ock handling

ABEdimeRt [ 6XC ONE Yo &M BFchiorS| thiad WefSnl SriaRifRSidesk not apply
tBr{;IE‘ tBLI%aﬁ@lSiﬂQv&C%fol 2GHI%;. When two or nore clients

oI € T esour ces (e.qg., objects)
in a sequence that results in neither cli ent bei ng
abl eerouidiganpbekesinpée rloghbratkedra.ibeoets eldhibyckahandling and’
Re&Fe YAk td gy gﬂgﬁtmrﬁeis anTHc@sMrm%el,@f .t he geadlock occurs
Wil%llllte:]te? g?n:g%éelclllgn s l evel tq:f l18c kl n? cir m&re a:(e:gaf.ﬁcega(
obhegiFded & ﬁ%’ﬁ‘éﬁ? gﬁ‘f“f dfes‘éjdﬁpé’f‘tm’dé]éﬂq Gékeq’faﬁﬁ’rrﬁgn@blénao
cdepiaredtiedcon@nyt sinat lescalise eheprare botdt wgitsng dmeach other.
Tﬁé egflﬁb[)@éj o@nt}%d i ALt Hont RS 1RBEESIRREL I JIVenilial, id Bb Ssccommodate

O : nC l e %Egﬁl%sqg %l togi Cl I'ﬁ)nt Corﬂnrigsl lgerg?chanlsm to
Sapwﬁékii??gjilﬁ?]éthééﬁmﬂha&td ii%f%rﬁ?tie‘fﬁféaeryt 6t%“t?6pb‘i* teréor situations.
1M mlmfeﬂmdkénn@dﬁﬁénltrmmﬁatpreﬂ&ai ihgentliackithfs tdeaign principle

aﬁﬂ)ﬂe@ 28%net M8 hoCks Ahds andet he dunakion that |ocks
are held. "Unlock as you go" neans the client can

. tell the systemwhen the client is ready to rel ease

r esGliecEBlpraest YR 601 SHPPdTAs tacqlPredas pretacr ERRly fegintended
rerdhpgbae nt midinkhel 2@iqy eseitonnement Tieit, i4 hilscking that minimizes

tﬁ@clrolcfcé Cf%ﬁ.dla?rgll glt_é g@rﬁlgﬁelfhta'teﬁ@oc@c@daﬂer ﬁ@ﬁﬁcnﬁlﬂ%ck as you go"
roc s.are son bl e actho based

[
ERPORES | OPES 8, PR B Mo RONTIaRLaEp o Zelense
raifmrpe%\tqheﬁstfteocbwwas a@mtlﬁe@ géna preferrpf epbpfiggnt of the
pesdhadi terhtDin,t bel spESsani cdsnyesltdtaty prbbsrtdesiagd transaction

p?%%e{%%%n% e puPR! !'L@% t:é’astoggblg E@ﬂonegﬁeﬁogﬂ %‘iléﬁ:\/@ggl@‘ So, the

Pr ovi di mechani sm.t hat
S0P LIPS PO = Mo CR R T PG ney Bo-* In a
preferant smPsdiyspE t<§f thre PreRRItngL BT e et desiepl Peigchple
applilekatts abt i dAenBRagefolléd lavpr effelsddnenbodi ment of
the present invention, providing a |ocking nmechanism

al ppart. .a roperties does 3
thatpr? r}h c{qﬁﬁ]ﬁlél eIPeCI?anl ogg%t o ﬁuﬁgoﬁr agls,}g% P operties
MERFa §Re 11061‘%519 E‘Fd{aﬁmm FHEPITGE ktbr?aﬁ‘a‘ij@PgnT@é'Hér‘%“@ntS implied by a

tsarpporion nang@ct i an 4 eekfagednemobinmsest thpustesent ttheention,
pI‘Jva.r_ﬁ§§g§;ta| @&ﬁﬂ&lm&ﬂm@hsahatl Bard srag&f&r Led A@ﬂ@%bﬁ@ﬁ&eg does ..

ent _lL.nventl o
not elarést Sl'h &? rkalﬁl%réa eiron | Veﬁuppf %gogkransac&égn manager role

OPrtéf@Fdw?g Toc' BERAGTY MSERATT SHPRATAL CTRSSREEOR] Viarklag dpsall cases

(&t ihn el sransaction environments). In a preferred embodiment of the
present invention, this design principle applies to the transaction level

of locking.

Providing a locking mechanism that is resilient across failures is
another design principle. To support transaction processing, the locking
mechanism is able to recover in the event of failures. This can be done
in conjunction with a transaction manager. If a failure occurs in the
middle of a client operation, access to locked resources‘ is blocked until

appropriate recovery processes can be applied.
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anot her design principle. To support transaction
processing, the locking nechanismis able to recover

w0 pootog76@vent of failures. This can be done iPCT/GB2004/001927
conjunction with a transactiongmanager. If a failure
occurs in the 40 mddle of a client operation, access,
to |l ocked resources is blocked until appropriate N
recovery processes can be applied. WO 2004/ 097632 .
PCT/@RB20%:00E8M9 2Ts 12en Grserede bV diogki avehesdigaess i e event
taht dr@Ckscxadr gelcebgasedeiibnt hgeevatt. ddvataamyilpeksonditions
an| %m@!déﬂa% J(;A tﬁgtdeéﬁ%l,l ggélud§§%e{aghugea5£ l’h.ro%k m él.agement
con ered 1n the

trons are cons

inclu
SPEY$ir el ST PO naIPal e RS §‘éiiv"é1esc°’ﬁ“‘gl8k°a§@8’i‘ﬁ §m°r99 them. In
al pekfegcke® pmbodiment lpd Conpusiccat irorstimntghitshéesighrpBngivle
app e eedremegdisaenbn Ofevbo M esERAL. | Nvention, this
design principle applies to the transaction |evel of
| ocki ng. Agent Assunptions 10 There are sone
Agert AgETHTecthat the | ocki ng design nakes relative to
devi ce support for nmanagenent requests. These

assuiRLL Qhe :?Jrr% As!hh‘z%@l%sl #hatl B@e d@é}b% @és@ﬁ\&ﬁa@:% @dtive to
the rel ati nfc, e,cn a ders an devi ces

dFWe%F § ?t Or-l-ﬁ%%aeclelggrg cg.} Qﬁi esueS &F u1]:mpt 3orC¥l C&3herent in
thﬁd&sselaﬁu Aepichemadi gre é?laégéﬁ%hléc]t’?“é’ﬁ@n amfeniarpéwlders and

deeltdsr ey Bugdoder froésd hesin@tkomyg atd usechanb sumdeostzading

bgﬁiﬁg}' yE ag&]ﬂ: @cpfo%g eLl£ gre.e 'F%Q’Qix@nln Q)ﬁ:déé" &oP rt@l%eﬂ;cklng
ventlon devices are designed to |eave their

WA 29 Re £TEBRE"Stent state. In a preferred
enbodi ment of the present i'nvention, a storage device
doesnnatprakéowa2énmaainansot it pvadbsk lieosae il ddatces are

a8ty d‘n@ﬁ Of> |1§£—\?J1 tthec‘ltxaﬁgtadgg.{ X r@n@ i sté?it dé t%lf:e a rIrnaﬁi ﬂ%@ 8rred
not eaveltssatesch hat st %ghd rré e.d 1

R REF ST U PhTRE o%n"ﬁg"s’r"&n el ﬁ W e‘”ﬁ? ges not allow
ask¥finsarhar, wenldi seaver pefpdatpas FotinfEwietents skitat e By prample,
at ik atOfagesd SotiNieRtents onakk ysurapped srab®ds lost (e.g.,
mgtﬁédegsmsea%&nﬁ& alﬂ%eas&uggfr'v%@mﬁé )SO éﬁﬁhéﬁ% tmlsk array

or t devi ce can ens re

bt BRSOy KBRSt T BT EeeeenS BOHR SR e Bebe o
tnetddaerencnveliaegey Mee assurosionr efer dadl@avhbitmehe @M agent
fbhechpr @8ARE danYedtuiren;tsl gl Ny @naf€cenag@nkseming its model in

é”w‘i‘éﬁ AP aOCGKS n OBt 8Quest by request basis when
dea ing 30 with |ocking unaware clients. Locking

unaware clients are clients that do no |l ocking at all.
Thi §0j apirieéerded cribadinentr @hébs sueseHe lgesntées, 1vpimg aware
ab&ptsaahdkihgsanirle hgaat oroht acéqest eyuire@dsk Oskd s (Whren dealing

w@%'l\ﬂ@i{ﬁﬁt unﬁrage’cllleff\!§h)LJ&lQ&rufng{lmeﬁcﬁién%gtaﬂeleglh%%t:s that do
nP }Oggé%% aﬁs sdon%hég fl?‘?éu%? ﬁ?lnrgea“lﬁaers Spy in eE}lecu%&ld: es. That
i85 aTRpgingpiveas ageat qhﬁél%ve@élreg 3&9&% fﬂj aEveL Piiot o9 -
lptdt) theeagemt p ¢ldent request, if a lock has not been obtained.
However, the lock is released as soon as the client request is e'x.ecut‘ed."
This implies that the device is locking aware (not just the agent) to
block "element manager® actions that conflict with locking clients.

Reference Model
FIG. 1, illustrates, in a block diagram, a reference model for

locking and transaction management that involves four different roles in

accordance with preferred embodiments of the present invention.
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bl ock "el ement manager" actions that conflict with
| ocking clients. Reference Mdel 40 FIG 1,

w0 kdus9T63t es, in a bl ock diagram a reference POHEB2G03/001927

| ocki ng and transacti on manag nt that involves four

different roles. in accordance with preferred

enbodi nents of the present invention. W 2004/ 097632

PCT/ GB2004/ 001927 21 The reference nodel includes a

| ockitrgrafsmesce bt iddiGidet GCRbEGINgUAGNRS €L icht €S drgking |

u%b%&feslﬁﬁpetﬂtgt%%t a&écuggéafn% é@l}%:LiQ%be{?Q ?m@rlecﬁiﬂgeaqerahre client
ec ev . in at_ i sire e

. é g av\t/glre e eve}[l efﬁlt1 C(l]Tf)‘ dghes SSHY ST SgIShi n{ ﬁ?n? aware

Cé%%ﬁﬁ)ll 0 déeBe‘é}lﬁTl?Baﬁ§%\1b1tnlgor1f°rrea’6?é‘§’tle5 a(ﬁmﬂé]ﬁr?%gacuon request

(@esar iibedksicnibadr theturdetradétdie| loalowt cccaat rransadtibomanager if

tﬂ@nﬂgﬁﬁné fawal"@ %llw.&ﬁ:kh.ﬂg w@iﬁ\@é‘ e tgeﬂs%.@t:lolqlgex)’@.n5§ locking. The

t ransacti on | evel ction, rrana

S aE) R et SRS TR o R 2PS e ftiback of
aattqrr@ﬁsbm &h- i . elieng|dpemtioperhiti dh SAgttipg under transaction
meX&£gdtieh Hl GodBLEn . t r@ans agdelf fredmatia@en@&tt of aiker pdesent Mngention,

REef.anred senhedigent ¢ oéesw@oeﬁr §§ ent 1 Adenddne ntra%gaéa%n

transacti on IS n
rEPSHRREY (T e PEeryaR Eoenl i Be reatene
igngrgdneritieotrapfectjoe senpoey mpEMs epLestAt PANdECEIFSysten as
cAANAgeht M@yl bewttod esrklanrt tyyichhe San@mesysdreatan fdiiger for
egLfl %@Jstgp RLLE %h.@ mocim%r swiago Leal ey Iﬂeoa%nggﬂ%ﬁq{angeer

each stemt at .runs
RATEE 2 TRE T SHERE] BnontdiBi: TBTELRI JRe &7 e Gient
ageiicensoy eng. thec| feverse'egtidong ) ramkest by raréowt pemrliback of
tappldagaidaBnand the "reverse" actions required to
performa roll back off the transaction. if the | ocking
aware client. 110 wants .t he i olatio e 20, ,
om0l 1% QOP I o) ST g 0L WP oI A TRk o TR
conigrodrpd devik ofr baplkésy, the tlvekinampsana cotenvahdyemtif the
ré@iaser td 20 e afiGngoas oflina@Eddnent GsedvbpakonBIEAgess Mitdrtly to a

1&% m%ﬁ §1t@ %J @ ' %ngt?&}Hg%Id%qﬁgsﬁ SWthh is

dg%%:?l £ ougil I'[c'lgre#%]tc e&n ?) g?)%r 5 o&%ai%%noggeaflaglon identifier
(* yraphtdroAfil"or forerehondger 0t ot‘rhe Preratigref et @drpferred
capdidenent e bhesdpeesrBhticayetid 06ck mAkadedCks RANAGE hanagement

slelsv& Log ﬁnmggﬂg@gs t%@re/&rm&ﬁ% aedlo%segrﬁloma&t escldeiock -

bt ai ni n roma se
SRRPE 14052 1 har APB 1t K SR POl mARHGENEH 7o ==
the dippk amnageent ok vRRid§engnt thefierresgotor] pagshet reference,
mhitgpnesqopfies Fasemefity ahesrencbystratidn phe beopifesraf to with the

s%@%@&&nce rﬁﬂm& gt %hal%tg?y(ebs r afgx ri%dli(ﬁ\T WikdYein n
sane rerere

o char
595 ATPs 10N CRRBLE: P PRI Lot 667 EMOTErcopys Bfdssment
agerive ki O, %QBre%%%N wil bk enbefRgend e, as é@%t@n‘_{%ﬁnt agents
1440B,.vand 140N wi ||l be referred to as | ock nmanagenent
agents

A lock management group includes a lock management server and one'er
more agents. There may be one or more lock management servers 120, and
so, one or more lock management groups, in the environment. Each lock
management server 130 manages locking for a set of lock management agents
140A...N in the lock management group. An administrator can set up as
many lock management serxvers 130 and lock management groups as needed to
support scalability requirements. Lock management servers 130 may perform

lock queuing if queuing is supported.
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140A. .. N. 35 A I ock managenent group includes a | ock
managenent server and one or nore agents. There may

Wwheooane7662 nore | ock managenent servers 120, aPdI/GB2)04/001927

one or nore |ock managenent grQups, in the

envi ronnent. Each | ock rranag@ nt server 130 manages

| ocking for a set of |ock managenent agents 140A...N

in the | ock managenent group. An admi nistrator can set

up ascidharagemdn@Cigeafnagenenty serrver SlotBthanek lthekdevice ox
SERNAGCHENG -6 QR 33cPGeHekER: RERPALhASCR abILEL, the

requl rements. ck managenent servers 130 may perfor =
PEL GORHR AY TFORRREE 1 PR SR GPTete Ve JO0S0I 6= In
cPOFiGB2A04MO0HES 2Tns , 2 Podkonknagemerje reentsagedit. s - 1hAde nRE do
q?@t[lfn;ér M 1:@€Ki g thd Mot b eaditnest Qlgentle LU CLS. .MBNAGEEhdYy grant or

e t . t :

L1 5SROI e OB INE, or Tl Noming o2 1
TEHARSt evEP. 19H- TEEPEREYT FIMEnEtitat i'0AY PABlecis uatit the
loeinageaemenagartss 140N, . - 140 Rreld-opdt tadseBragaetlieigby a lock
nhitsdefagh seheed 06K management agents 140A... 140N

either grant or refuse |ocks, and the |ock managenent

server_ 130 manages queui ng of |ock, requests. The lock .

mendGeRrEttt Fatent ¢ E40IRC AN GRPHOICA T kSO Ut PIoofhen Tanagement
skock hahaderemenagpent’s se0A 13040N arogktmsindgenenteteease
1%drs]k€m.hy ;lﬁrk@ﬁr}é ftti(mﬁ@&%'fﬁéliedsleﬁvtﬁfe i&%l 46 16aeingofi. .,

ese. . role | N [ t ' .

g ot > CePie To0 ek hana enent CLaT SR Bl ctient.

and | ock managenent agent 140A...N) perforns

f unchk oref ebasedraielt by Leddhgofakegckitagagdoust several locking
ch¥a8a6ddsQNind18.81 At l:l@eﬂ foDlowGhy ent 16641hE Oddv@ddnment with a
t§aen0ﬁl<é%§£&dmg;fagte9? i b8 Moo s THES &?gﬂa%ef& RGal of Ofocking; a

ocking takes 1 nto_account several | ocki Ng. . . »

LefiviportERPRieAF e HET G EHRESROHICBWIHgISR PBLRY Agetudes both the
igohstiomreadt cMiiebh @nttqlded devebrlovhiryepnd wisgert for locking ~ -
uSMRRAr tSiehbe, thadsastiaBs | RyebriOlil@CkhNdr ehe heckisngs
1SQvironment wit hout a transacti on manager, which

Phcl ddes both the 20 isolation and client controlled

| evel | ocking; and, support for |ocking unaware
Le¢himpt By fewmahMpdedl utkds astyaperttign\amageny of t he

| evel s of 1ocking. Locking Reference Mddel with a

IroBsEoo MMORA 5L SRALLAR ALES B RENN panager
23R dor Bennedanga Wiy erefereed enbedimeeht £Tofh RESTPEsHYEntion. A
réefarenté ondelA forefrenenad onvidekidoint hulies astei on roge kiragsaction,
méﬁg\éeﬁclgei% QRE B iFent,r 8BSRGE I &N 1ock management servers.

A locking aware client-1 210 is connected to transaction manager 220,
lock management server A 240, and lock management server B 260. A lock
management group A 230 includes the lock management server A 240, locking
agent W 242, and locking agent X 244. A lock management gfoup B 250
includes the lock management server B 260, locking agent Y 262, and
locking agent Z 264. The locking agents W 242, X 244, Y 262, Z-264 are:
locking aware agents. In a preferred embodiment of the present invention, ~

a CIM agent implements a locking agent W 242, X 244, Y 262, Z 264.

A transaction begins and ends as defined by a client application at a
client. For ease of reference,- actions performed by a client application
will be said to be performed by the client. In FIG. 2A, a transaction



10

15

20

25

30

35

40

managers in the environnment, as well as |ock

managenent servers. 30 A locking aware client-1 210 is
w@ommmeteazl to transacti on manager 220, | ock ne@EGBA®AN01927

server A 240, and | ock nanagenent server B 260. A | ock

managenent group A 230 i ncl udeés the | ock managemnent

server A 240, | ocking agent W242, and |ocking agent x

244, A | ock managenent group B 250 35 includes the v
HeQ ks RRBRAGERENUNS&HeEatBoR By thoCkiRhAERMe ¥1262,1 2T sends,

| ocki n% genﬁe J.ngra sac-:r :LeonI xoeCkl ng taggl'qt %:ra sac%ior?(mgna er 220.
9 2B 264 H R, PR EKICh %

rea

Tb?e‘f@?‘?é‘b“@ﬁﬁ@d’ﬁﬁ%tzz%f"cﬁ’ﬁ%teﬁ e¥n r‘"r‘rfﬁ?éﬁ%qnoﬁ?d rEUEG an
opgentionnjl énentestifyl Ookitmgnsgendn. W 242, X 244, Y 262,

Z 264. 40 A transaction begins and ends as defined by

rae;:lefr Zﬂt eae_EE' I %.agax{ﬂo% 1I%etnftaof Cc IeenrteserE!?rlng?an gLB%[ Ithe operJ]fatlon id
i fHigge aEees tlecbé“aaéﬁﬂtﬁflﬁe@afows e TIAPEpttiop rappeers. Thus,
tBA, orgerbtiams &€ triagrbd\® 2040 ke3 viPETIHEB2004/ HOHORFing?8n

iR@ NI oMNENWR Gkt et SRRLELAL h@ma@t gdh@al &C ki NY tafRtion
mglle’!lq%eer %)1t g%?h%etn?%dﬁ%%f;%%gﬁb ma Eie ?ﬁ%%gga%r"e%ggta%g:g%n name or
CERRETSALPH JRCFRST RIS, 220 the é&ﬁ%spariihléelflﬁa%éléé‘ﬁ“reoﬁwﬁﬁﬂ in the
cbetantnst afhe DRAr @driagamdntt §oupdentiirbysdachéort mansseet | Ohat is, the

oéellé&l@npfaeftg}tésegh@rf’egglmnﬁm@fertmepé qswta bbyRRhI @ue, 2 is
he 9 er nlocg ng uneﬁ;guer acr or% ansactnana enen and "number"

é?onL?ﬁ‘ %\ ?ran dCTPOA Tanager s> This “° the oper at ion

ipck iyl latessipound key vvlth the fi rst part being an

i ndi cati on of whether the operation id was generated :

by %o%_&ﬁfbsagﬁé 80 & %@Q%logrmé}ﬁtﬁer the %Qﬁ&spﬁéid will be in

ei n e k mana nt group..na drapsact
E% %g?x ngﬁet e ﬁ%era :Lori éét Tgrtf e?ﬁl.ogaerll”]r C]P {: anrgsactlon is

the Gt?%éte%n?%%the orrapsetiee k %nadéﬁé?ﬂgl’@ r'%fﬁ‘ﬁs"t‘ﬁtlon)
transaction manager. That is, the operation id takes :
t he o,k Mk ARIAPREFReE 8T 11 51 AnbOQ) %ms\éatw%l ofbrlaSion id,
%%eloc J[Tr?g gfater.]gll n%k;l. %? cr]ggn}*e {1(r)cl:'I S g{x S.L in%naware

and 5|saun|que|n?8
c%@@a ﬁgmtﬂ’oﬁ]éteéﬁstti?edﬁf’@ﬁsa&hleo#%ﬁ%g’é’ﬁr? igfHdl) Bl glso locks:
rhsdudtows | dhabechenlodiieg comtextlieit-tthelOpesdt eod thdt tHeelocking

a&,alresuié;g; @rulroywir&r o tr@ﬁ&ﬁlagﬁ'\'ré?ﬁah@ aub gy exi Hpepe8 oaf  For a -
he tr anS%Ctl Qy gn eopgfa?tl ihaflél-?%%ggtdat%a) that(:) the locking

S PRE A 6%ki ig® dwar Fansact i
a@i)"é?r it R0 tHenfy e h@suﬁwa‘i‘r@ ePFrERe - BI”aZEGﬂllSE‘ksl 210 passes
ar esmand e béetorh hthel dokivagcanbs eragsdoehdn hadderi n2eids logging

a5&> GR3808. ﬂ&eré%@smg) ARG fd | @BLad w2dly aksmual oeksy, z 264
v1a 3%;" a‘f %ct%%ahnaé;[ Itex?(n lseolpvkelrnzg 2%\8/6“‘12? 2%[)' el}n addlfl,'lon %a(:‘:%e change
request the locking aware client-1 210 also provides a "reverse" action
to the transaction manager 220 in case the transaction manager 220 needs

to perform a rollback of the operation.

The transaction manager 220 logs the change requests and the
"reverse" actions for change requests that have reversible actions. In
cases in which change requests do not have reversible actions, the actions

are considered outside the scope of the transaction.

The end of a transaction is determined by one of th;:'ee events: a

Commit issued by the locking aware client-1l 210 to the transaction manager =

220; a Rollback issued by the locking aware client-1 210 to the
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25 aware client-1 210 wants to remain invariant during
its operation. For '.a change operation (i.e., an

wopedaricdnh t hat changes data) that the | ocki ngPCHGRR@®4/001927

client-1 210 intends to issue,,the |ocking aware

client-1 210 passes a conmand to performthe change

to the transacti on manager 220 for | ogging and issues

a lock request to a | ocking agent W242, X 244, Y 262,
Zaggartign viegageie 28 Oc kr nmagbmentomiiyer oA @y0of Bhpeeenstituents
lengaddinti Dkt ey bhers BangR-1r rQUEsturahbtech O kiaAgadWaZ®  in the
Glh 831,210 al so provides a "reverse” action to the
transactl on manager 220 in case the transaction

manager 220 needs to performa rollback of the

operE&siilore o35anphef thhgnsaeti orentrariagéhe 228ndaggsort frefore the

G HARYE 1 6 GueséS rant, thfpletE€VRN S eresalt ilan§ Ho@IbLRANS: a
ﬂr@ﬁéﬁﬁ% Sentﬂg@.ttme!ﬁ@vgf rtﬁe\!g% Egzllte .‘LQ"GéIltqgf? %a[r(l‘tggﬁ thct:Lon is

e requests nof have reverS| e act
USRS %i’cgf“b ArESTSTsT deret ot siHE tHedcope of the
transaction. 40 The end of a transaction is determ ned
by aneaOfrdrbrea eme@disentaor GhRMpiesess UadedkdichNehe transaction

ﬂaﬁgﬁwgzﬁ‘ﬂ?g%ecgl ﬁﬁ%t%rﬁ%ga%%e%gﬁt 5§Q§1§C$11%H1; rg@,g@gg or the

220" i ssued aware client- ‘
5355354 L Ph&2#5 2064 8@‘—’76@20@%?}16%2662 fgerpagenent Ser"ers A 240

orrArddct i on manager 220; or a failure condition of any
of the constituents (e.g., the locking aware client-1

210 1%% Icfc?&ﬁ&‘({atels?gfh Egr@&éﬁda?o%@ £d Quﬁ&%t Iéeé»(}élacct ' Q&ve?.‘"

lyre o const | tuen transact] on

an
CBBBHESEATES Tianielh FroniiBotions cPp) ChRughASSVeE: dppt within
thebty [lpck magagayiehbankur 12304 250r efler perredabodi adipdingnt of the

p-8€=rfr eSeRtidd)V e icofrdidabhrar thgrk-t§ unRek in&'ﬂab&nenblsﬁﬂlover and
cEQr %ggédndg%ibl\@gﬁt&%{ac oﬁon%eagyoecﬁct dQLae%t.ch% ggerslg Itrllleaact of

erred I_ment resent 1 nvention

?‘é‘ﬁ’%iﬂ‘q GRAE ﬁaﬁec?&éfac}?fﬁlﬁ:a%/ BE"es™t TUic PF Cﬁ?rﬁh%i‘tlents However,
wi gls iad égcloquedre tihdomnt (isyst enperiddhef timar®adtd ehich a lock

rBRRgehay? 20ndMRY D& CO ROt )WM tie keslermedager®Nttommunication is_.
nggrfl ﬁgezﬁﬁthoi’ocﬁ %lpeané‘s TE_](?C]J legaqg t%e%Legcﬂlelugd if a lock

ext en t o suppor server to server'

EBHARINT A FOS T 0K IR T PR B7F™ et AOPh dgRoer aueuss the.
reg@ragsr gndigciheancotilictingelocH de ke eiansge neivckgreupn® 30 1ows ,
oB&&tlbﬁb &o%%@éi&deﬂbeﬂiMBé L 1. M@serd encountered

t J 0 t '
o BAEPAPY,e I8, £0LE AR LA SURRY 5] 08 TRPSUCTBR.

SHHECER o FRrels® f5adipek actA oPCRGoRf SEbVIET PRt FRaTCHT When a
cHeadl vedveeid st sodketneemesavrcer thanr & elieawyslodiede(dither

elppilaialy 0gKinguesie 1] T@Oblﬁotﬁ'xieresl,leﬁtpelﬂn@.d.c@f: TolcREng refers to :
1813:’.!{5] @Qaé"@k& rimﬁll(ﬂc&lf}/ ac%gyzee%t aﬁ%er:?éli%@ Afnasz‘ a!cgggn gerformed by '_ .

gueue he server 1o server conmunication 1s_,
a?éﬁﬁ? ed Wth | ock queuing, a lock is said to be
queued if a | ock
Locking Reference Model without a Transaction Manager

FIG. 2B illustrates a locking environment without a transaction
manager in accordance with preferred embodiments of the present invention.
The locking in an environment that does not have a transaction manager can

be either at the "isolation" level or at the "client controlled" level."

In the locking environment jillustrated in FIG. 2B, the locking aware
client 210, lock management servers A 240, B 260, and locking agents W
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request results in a lock conflict and an agent or
| ock manager queues the; 25 request until the

wa@emkiopsBi ng | ock i s rel eased. Lock queui ng al POMWSB2004/001927
operations to conplete, even if; there are |ock
conflicts encountered during the operation. If the
conflicting lock is never released, the situation is
call ed a deadl ock. A lock conflict is said to occur
MBerk 244cly ént, Zefests lackbuk caprbder eSbaroekifmegests W 242, X
2alr e«ﬁdy;zl orked a(-cleiatslwgne’iﬂlt@wwckcmgnh?teﬁnti mubgip%( kyd, by2s0,

not her n icit |ocki re 0

BRGANGE, EL LGRS ! TBL) SL1-obREK D-V.EL Sl 3400 2 LEPI Tk ivery.
perforned by, an agent. Locking Reference Mde
wi t houthis TrahigaceivorolviEnager clBMmtFb&yingBarn lobersttiat ds
r@qh@&lshaganeeyéﬁa@m&e% WohhQUlocR ddnafsasti StveABNAGEIor B 260

alnﬁ @ecﬁggl %ngi 1n¥:£]ntp EI-‘ foeplfeggti(e %m%l E@(ﬁta%lcg{ lg;eel or %he cllent

N an environnen

CﬂBE"éolﬁSfl Iexee ﬁf Fr'aﬁgﬁcltolcE%Fng&Yﬁ’gfeFlk%‘ﬁ 17 0bi t ﬁ‘eFlJaelnt that
pil kes "onsodiat agehtk enellogk matadehent gkpenA 23t Bodd0eddyld request

t’f’lleed(;ﬁi]ratfcgl La ftrbﬁ éleﬁkli NGk Mbhb SMEBAsdri b St bad @8 & M60.
ASSI%\J_ ngl?l awa I‘ e% lzétl)g teﬁgé'sl {;<1"9e lépera.tlcxn from

nen Serv en
19\6‘ 2@6&9’%@’?83&“?’@'@@%03?%1‘9?%em25t PEOVETX 2344%) b?comes the
c262501/s@64hrafer ke lobagpidapaliue. tikherdmtkomd dagmritisbdMised when

ad8asitly P mahadbdentZelRdr & 068SH g8Ed tond 8fkration id is

nagenent. gr.o A230,.,B 250, which are managed by
F@a n%ﬁa%nzféaei%%rntégéeo \%%slo,l& 240, B 260, respectively.. 5

In this | ocking environment, a client begins an

operFatri lorrhbyhe fegipgdbn ragdaqriki@ptarcwmtmilied ¥eavehs @f| bedking, the
18&0@@65@&% SELre\zﬁeerl% MSOEhé?’rg@&lrcénQ gep|o@55c&9 thS locking
aWQJ!:‘ e%&f?ngcd QFevefI t eyl orleagllkoqol:ﬁ% Ft &%eﬁ{ilﬁr&t performs

té&(ﬁ)"tl% OPi Bt lf’ﬂ‘a’flg ?ﬂeéﬁsw 32 ush ﬁg 'aé’e?ﬁ?s 7r2§locKihe locking.
ansrmgehert 240 depudk 239,loBk 2squetultd theqamspiitiehtock

‘mBRESAEhORrbh fsr M2Bbt el bagk:s@BNAGEIRAENS BEVRr fa 240 or B
285) us%%% t%’lﬁpgpegg%l Ecii']eth %o@knlgg %ng(ee cﬂ.én%nEl(;L w%;‘ ass:.?ned

oper a ion I managenent ser

THE SO TAEERIERCRRATER 252t VeP 250 A0 HuEOHEE THeste, pass them
oB ot Aobkiser sEmtE of 2the Xopét.ati 242, DG4t el gperrdt tioem pd held by

WO Wrdr 8 das el WheRngacfe88siNgad oc;‘ckzmanagmenz Bl V&lchBr grant
%gologﬁsvwi‘:l reje-gt]_ethepg %]%I 0 uegln g:g Ioela% %edlso%%ge ler the lock

eration I on -and
m@%‘?ﬁﬁmﬁﬂ EGTYRV 8 %4°ofBI2(§8k| ngl atR?éfeJFJi?ékFW é’?)\?ﬁ‘rteOf the present'
igverdnbtn 210 4 dokBirnchegergsodiCe X €44, ,Y 6bE et 364 lrejects a lock,

th@clfcﬂﬂhg @@@{@Wfidzeni 2410 wapbs # 964199%?9@: BhEk tahetin{ehon queue"
| 1 en o) n,.o
?. ﬁ(l Elglch\gg%ter réef Lo&qtgzgetﬁ'ﬁ jéogz%lgg gﬁt T%%é)’ X 5‘44, ? 262, 7

ﬁga 1ow lock requests to stay on the queue.

If the queued request gets to the top of the queue, the lock request
is reissued to the locking agent W 242, X 244, Y 262, Z 264 to acquire the
lock, and, if the lock 1s acquired, the locking aware client-1l 210 is

notified that the lock regquest has been granted.

If the queued request "times out" before getting to the top of the
queue, the locking aware client-1 210 is notified that the lock request
has been rejected. Since lock management servers A 240, B 260 are not
transaction managers, in a preferred embodiment of the present invention,
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aware client 210 issues the |ock request to the
appropriate | ock managenent group's (A 230 or B 250)
wo oo/ opmBRgement server (A 240 or B 260) usi nECT/B8B2004/001927
operation id the |locking aware client 210 was
assigned. The | ock managenent”servers A 240, B 250
recei ve | ock requests, pass-them 25 on to | ocking
agents W242, X 244, Y 262, Z 264 and record them as
tia@h@ciamnanta&@neae esaat/ban ai gho,Lackdongo agenirs 1MW @421y Xelease

1?% Yrﬁggr %uggr, tﬁé f1'88£s %9”‘3 ngglfedl Qﬁ(ﬁoﬁln%e&v%ﬁie client-1

ure done in the ck
2%&5@%%{50 saéfrf%fr aﬁyzzmll@%oor ﬂe%tb%fréf?"e&‘-’ pSkastng.
enbodi nent of the present' invention, if a | ocking
agenhe WodfZng Seditfh, i «26&ndal1264 E@xﬂﬁt s@rir@acke Srver"

C%Irl;]meuﬁlllg Ctifllogg taoge{]ock\/\é ZQA,}[‘%ingi‘]l%ﬁ evXn Zﬁ%aglz l%@ﬁl RAIFERnt servers

(%)é va eterm n%% \gl

A| g Wé0| b?ﬂlﬁ Wyhageeipyofs, m%@aﬁalaentvg%’? 0. In a

pwéfldrrad leobodipekt regqties bsesaptsiaenbirnt hehe lle@ﬂe COPtditnh‘éion
M@Q lro%ﬂl&?aiﬁggl%tn% {Q16he AP Lbrihergueidedlddreddeekion.
H%vf léleit“ﬁ.é§5t}lfs é% Sséjueedtizgeohpe Je%;%Ogg @&@QL \é{ngru“'x%.’ca%(lon is

acquire the and, if the
netp At e qui r ed, the Iock| ng aware client-1 210 is
notified that the | ock request has been granted. if

o8 ngUsissdr& R4UaSt suddor®s out” before getting to the
top of the 40 queue, the |ocking aware client-1 210

is notified that the | ock request has been rejected.
Si nE&G| FEKiHaNEERREM 1Sk ENE roRpRntpYDE 2 T s R unaware
cliarsactiiooin repagenss wihh prefefmdr edodimds nehttheferepent -

119\?@1%@9:& I Y %trt%lay\ob‘%@o@/ Q04833 RGRALP2DOH 02 Eor
" ag on"oCk H?narg:ecorﬂ:r f dV'eH.%ve'%_‘szA'% 51[6269Cd(109191t.ng agent X
Tﬁﬁ% t& affy ocK i cu

ease
Z%ysb@%@éﬁ% tP eV e i A% -allBtd &Flaéﬁ‘t’ qonnsqieRcy £¢ |e&ﬁ§ent
m&xﬂag&f:fe]dten’al’%eo r ool Bapletit oraneger aliar iecovesaial type of
l@é]&%@sltﬁ‘la@gre @lI&tﬁ: | oplel B&lsﬁ@éfﬁﬂoh§ f%:ﬂ %@ﬁf&&;ﬁ@%ﬁevel
or rver toq server’ o
l%%%‘?‘&l naetl oeﬁ SaBYeRCthotgh Ctl?<n naﬁ%gcegn}é%?l%ge%ers A
1pUEErEipe0oT §&R- WCt hi n the| r 1 ock managenent group A
230, B 250. In a preferred enbodi nent of the present 4
i nvepty %eféxl}%dl %Kdﬁ&gE défn@Eé %te§é&&p@ﬁ\gelith&€k the locking
mana V, coor di na
m&aé"faégt &gﬁn 216 Qlo el er; g we K t'he © I%@ﬁg uege e erred
exeqdjment @fs*émm?%@éhmﬁlﬁ?%faltoporﬂq%m%&ﬁa‘faef&uiﬂrlé&ts that are
Lbadkignghaaaseane dikeerd oSuppongh I3MRgEnt2 Cinfludd g giogsing aware
ge?rldcg():kl r’l@;eef[%kﬁﬁ)@ 'ﬁﬁ%aﬁ@' EIthe%tl ?)g)kinﬂgasuﬂﬁyé@téﬁent? hcéigistg of the
i n_acco C eferre S
1preed ?genl‘énv{}/%%? I g‘n%% El[‘m%t reﬁ{uasg[%o% {%&s ol\%rs siclf cases, the

1P@@k19nf§geé‘ﬁv"t’ PAMENR44 GttemteoF R OPERID Br " SEPPRATY fookr (or
T pl icedthd @vedtson|df EhéGre@@st ot kihegacigentrequesisd involves

chachg“egn&?(ﬁhgdobtj@c@%\é!i&ﬁ rép:?&gntélwwgbh icsmal 3@ sannected if an
o{sjec% is rrelagched via a CIM object path, the object is locked prior to

access.

A latch is a temporary "lock" that is acquired by an agent in the -
process of servicing a single request. In a preferred embodiment of the
preseﬁt invention, latches are released no later than the completion of
the request, and latches are not externally architected (i.e., latches are
not referenced in any CIM interface, unlike locks). Latches may, howevgr,

be used by agents to temporarily hold a resource while performing an.
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20 manager client 290. An el enent manager client is a
speci al type of | ocking unavar e client. The

weongiogissat i ons for "transaction” |evel | ockiPgr/aBeo04/001927
the sane, so a transaction manager is not shown in the
illustration of FIG 2C. 25 Irf'a preferred enbodi nent
of the present invention, the |ocking unaware
client-2 270 is a |l ocking unaware CiMclient. In a
amtea‘ner nedcheefhical Neteof whben pe&S@Rtidd)VeAtlceR,is required

Osk' Qﬂe%&%’&@é@ 161 4,808 Sq BRAL AF Socxd 0L\ NI %ﬁ;@%}é‘@&%q&lé\é's could

refras e 1 ﬁ%m%@éﬁ”@%ﬁ%@%ww §. " However, reas
avsherfe FERtroEerfrsked of the 30 | ocki ng agent W242, X

244 wi thout requesting a lock. In such cases, the

l OC kl{. %Qe@:&qngas\é/ gé" %'ongg[%éélh@tt‘hggmfs ﬁlti %&QQ&& Har?ager %']90 Under

orar atc urati on
tnh q éIF‘PT'%’nt Héata%?ﬂyoﬁl?“éaaﬁ 885 Vot v 88t b&wéﬁ“&e‘% fy it is
rehel Bpekt impertbnt dprestensehdnheh tBE Mlehent managers interact
wRh tliceKi®y abwdreaBliddf €CE]bfertenshigdry iadeapEbM &6 dxecute

-'Flé{ihdet' he: Qbioec%?é %k.LPeC 'éﬁglx%"nim?ﬁt t owr?ig ML hignt '%e' &‘és‘i?able for

S IS acquire an a
LRI RORISE G ROrORed 1 SRPHg ot dRSTeE gD it 1
ppeednar r 8d ienpodiremriredf the present invention,

| atches are released no |ater than the conpletion of

40 the, r§ﬂg§§%g 8&@%@ hrﬁén &%a@% &’i%ﬁ& nah! ¥ c:esses o device %
a

architecte erence ¥
289 M PR IR unﬁ‘i’ﬁrek%lq“\‘}i?‘ké‘)ana%%ﬁ EEb?tn%%P mﬁ%vﬁ?é’v@? without
ghnqisbousp anei agent erpertare! y Thos d the rlesbime enarirkeelement .

npeidRr 8liRgt arb oV 2004/ @19753?5%05@1@%0 Q4/ Q187 ce2d 280 to :
a@ﬁﬂéqug leflcé h:%ec:lrit§9£ctr1gg ucﬁe‘cttve&@%hé gl%@tgq@%gﬁ&& quent 280 and .,

IS require uest IS _treat

1ﬁ6kﬂ1nacﬁwa}r§aal)lenwu e r*e"a%éﬂseffécecéu?%o ERLLWE o eSS ‘(‘Hﬁ‘é (1)
reed lagekenshbsheByby or kiélegertnarragsii ekiten) . 23onew ée, treaied as "no.
1a€k Qasrd) erd¥ak Hlsockadop&aih spaGtat" €35 ankordusidietovered by,

ah Seltelﬁll@ltlt %gn%% e&ﬁ%ﬁgt %5] aaQ:%on? 9c%at QHQ§rLr]]oEEelocE actions from

assunpti on el enent managers w

l?‘élﬁwagt PETE T ]tleflg_ 6¥QT i EUTERE VRARPDT Cantn Tt 82 UdéF Bghiens that «
vhoW chefldlentitt Imkadedd hintleckiony awkirehcligokinglveeeerejected.
16l 4FFBRES, wﬂﬁ&ﬁfcﬂ@ﬂ@@&éﬁeﬁ ﬁaﬁg@@%l&@nﬁ @ 9exXBpul ea Hange lock

FoPUbSI %grat%n ae thgkg?ﬁqea s8penvironment. Wile it

m ght desi rab enent managers to be coded
to exploit |ock managenent when it is present, it is
Legitable disispeetes\When a | ocki ng unawar e el enent nmanager
client 290 accesses a devi ce X 15 280, the | ocking

Unayes g LEITEOL. ROBEL E! (2N 200- BV .9 90 ML NN sussece or |

gal .ng rou nt S ruc
q%ﬁphg uﬁawgllée@ @wﬁpatlon) request For example, if a client

wishes to modify a volume, the client locks the volume. An important part -
of the locking design is understanding the functions (i.e., requests) that
are the basis for interoperation and what needs to be locked to assure

that resources are reserved to allow execution of the request. Another
related question is what gets locked if the client request is going to be

a "create." That is, the question is how does a client lock something

that does not yet exist. In the case of creating a volume, it might be.
reasonable for the client to lock the storage pool from which the volume
is created. But this still leaves open the question of whether or not the

volume created is locked. Finally, there ig the question of how locks are
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manager client 290 becones the responsibility of the

device X 280 to actually police the interaction
wheimoeTs3t he el enent manager client 280 and,, PCDGBR0VG/001927

aware client-1 210. The device X 280 foll ows these

rules: (1) 20 read actions is<fed by an el enent

manager client 290 may be treated as "no.,. | ock"

(dirty) reads and (2) obtain a "latch" for the

1@@15&@1@@? @Oyﬁ{elﬁg bnlk?syT:?(cﬁﬁr&h Qﬁeﬁlﬁlcﬂﬁﬂﬁgﬁﬁo@ bemckédz:%ource.
C f hat . wi Qc ck acti

\C/’v{éroce%ng ':'fseenFoI?[1L 316 “B€vent” %%na%gioc n%méSCtgé%A wite
actions that,,,, would conflict with |ocks held by
Grankiamijtya\wdr Bockihent - 1 210 are rejected.. 25 in

effect, wites fromthe el enent manager cI i ent 290

i npl aChaneIock hedur ion o

act I O R BB PR Bl Eet a6 R 6K Sk | Fowever, che
lpekiogr dees bet regeleceAt eherty wid¢nenpeok hé @QJBF'@G"IOdG:f begy

ekbl Bk 1{ i1o€ked.Cl tEBRhtaRREI €AllbON)all efpsestcesFalfat are directly
1%?9&,%'(16 v It& are%éseg]'i:he}ymlﬁ%%ﬁi EQ 1@9915@/ aFééoEHamiylet I'E%eatlng a

I ent he vol une ﬁ gcg 1
PHRIE HALOESRETeI & \FATS FAR AR ATE-Tu erT &H%Fh( ng volune 1s
cregirdst shert prating g @oyralbbisits Nirher| (UBY OPREPARY GRdgrsking

Aabadstneeds réquike dmeked o1 aRsUN®rdd dnhalostesnitieess to be

%ngr{%gc? rb\ée?octk% al 'Tﬂi\é q_)ée% I \qur&f vi@«e of e.!.%léﬁ%g

ate guestion Is at gets locked If the
client request is going to be a "create." That is,
t he Iguedtitom its Howctioes wie i rre| bekhsgerhivigy- t Fapm an
28088 sNedintebs @XLST thé HukPesL 381 dkihs Qat tdgefer@l teMdUrces that
all{Low a cilepxg to e§ mﬁa?lr%qﬁé)srt thﬁm‘fkfcﬁ:@t E}% Lz&é:tk: E_g'cgcs enough

oragé p from vﬁ]gls creat ed ‘hegtg N

TBRTE OF 19 elfl%’ar\?e%h%pgiﬁ ther&uﬁé‘%‘ieéﬁ Lulifdt RBr-edPoift due o @
lbble coubligre Cmeatredfesreoeikedingitnaf |the piespet jigverlfdon, agents
agHest 1o¢k a1 %%ﬁ&%gstlﬁﬁ:eamgwégﬁm3&pport the client's

%afés@% fhéQgéa the2§Teeggf%J LEede AyathelR. wl%g%@ges

unlque resource. FEach o hese
Cﬁ‘%ﬁ}déggl Jo‘%ﬁer ed in the follow ng sections.
G anularity of Locking 5 The |ocking design allows
for wBERRrafidry 0f aliBrdali Bg. ovaevml\éerneetdbeto becidciga da@s agent

ma pe[s.rcggéﬂ I‘ @]ilé Hggk et\é C% M’llghglmiggk of S?&l& %City nﬁgeggegﬁz may

lents are resour ces

ﬁ%lltatﬁr‘é’ &Pr'@@FP’S/ 1°F¥‘rp"ac?b‘ﬁ”8§l¥ hé FeqabsPYt HepeFhi¥ngoent
lock i"ssii rgent-drciexanpifectet dat lovfing thevermgneenysyten instarce

R OQHel 8B ck Ofkagst .t he storage pool from which the
volune is created. Performing a Logical Unit Number

(LUI\TI%} mappi ng and maski ng req uest will require that |

t he smfﬁé@um ﬁBPIf%rtaﬁ‘iﬂuﬁiS%‘i‘ n"f‘ thiogkbids Aty payent is the "agent
lpek er efred ibe ahpcloel. refhest |Ir@1ftl¢¢e egtdlaned \Foegp @oent lock.

| ocking. 15 In addition to the client view, there is.

cLhe fa9¢ Mookl ew. From an

Casca

There is a'cascading effect that agents need to consider in their-.:
locking implementations. The locking design defines this cascading effect
such that locking of an object can effectively lock multiple objects
(i.e., instances in a CIMyenvironment) that the object is based on. FIG.
3 illustrates cascading locking in accordance with certain implementation
of the invention. A wvirtualization agent 300 includes a storage pool 310
and extent 320. An array agent 330 includes a storage volume 340 and
extent 350. - Locking the storage pool 310 may imply a lock on the extent
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agent's point of view, the purpose of locking is to
reserve resources that allow a client to execute a

WO e@u®31632 Ther ef ore, the agent | ocks enough rPEDGBC@™/001927

to ensure that the client request will not be rejected

due to a lock conflict. In a preferred enbodi nent of

the present invention, agents 20 are to |ock all

resources that are necessary to support the client's
3pequest tlendcomigation 11veis rHaegdidny afhet heckagenthenpidelege pool

3%'1&5@* !’Lrﬁﬂllyl @oc'ckscgs%%@g'ﬂ?agrla&ﬁllfb&g noml%ﬂgéf&{ bgzhﬁ{eeviﬁtuallzatlon

what n eeds t e t he ent
TR alhafosfe RO oeR e YRR boRet SHBERT: CapT e
Vf-h*élaégé%ﬁwnraaﬁenés@a?l agett @%noms&a;éhf %teéwe' PS‘Plrn3[l%1)rl yIn order
ta mdimeain Ry imeegadst ah thagamtualieekich Amenagertool dgject model,

the @&E@&ﬂ&gtm Logki fﬂ@o RQ rpe@ma QBCJ@Y@E&IPCEQSJnam%r level
for the evi ce

R
=P8 1 o Ao Do WG AT & AGLM et AL PRgorfck the storage.
vphele 340rFad ?’@en‘aﬁéolwdrlé’qaéﬁy ﬁﬁ?ﬂtbé3‘éscal ated to
an agent | ock. Cascading Locks 35 There is a

cas (‘Iﬂdé %Meégﬁggnﬁeagt ﬁgg{‘lte% ﬂ@ﬁ @et &éf@.ﬁ@c‘f’ i-de rea!cﬁ ]Slhﬁhﬁe

cKi n enent at.1 on sign .
ceffineec St RSB Peey Tepclt PRk SR odhi R OF a4 ProrL e
SERRPYES f e@?l?vféqoyaﬂf‘bﬁkt"fﬂﬂcﬂl%IIéd‘b%ﬁrﬁcztssBOC{a}tl@n SNIA} is working
tb NEdvanee profilasGdd smwd pbfwenigdeihat At heofdbp eddscrives a

p?%:::ﬁ%QlQP clgésﬁof é?» s't!ml.aH;%t gﬁéaeﬁemﬁapbmg dRgki NGl Mrass of a san

ejl'x‘ﬁv:é/nin?%%es% I I‘? t:‘r_%en I‘t%n g“?e tsg]\%l o%cﬁ‘ro sgae}eggndant array of

| Za I ONn agent I NC
indeneagentp dosks3 {RAIDANdEvERE ent A3FGD MviserenpPageftoss of the
shifk€ |dd 8 Sonamsita p By @av®|diees 340uanrd lowxeninuIbihdons accesses to

th9GKhnG: tResstor age pool 310 may inply a lock on the
extent WO 2004/ 097632 PCT/ GB2004/ 001927 29 320 t hat

the storage pool 310 is based on. The lock on the
La¢lp IdgetifdedtioB10 may i nply | ocks issued to resources
not managed by the virtualization agent 300 (e.g.,

r eS%Hfﬁ%%aHé?é“@Q&Q iRYa2Qend s bﬁ/hlaéfegéﬁﬁﬁgechfer @fﬁdb'f}@ctPath for the
virtualiz t| an rgent 3og ]ﬁ%’ caiha ,,Enu era stances
15%5?1“%10? T nSotter %' i A }fa"’}ln é’ | n?e Fi H ’
widaht daldefareban apehions 23D@ -3bj @ thensd¥l SPeCﬂﬁJecatlon and- s used
t¥idriudatdtzain@anagent Be0vmMmapsneedhs ackagk lbelsduscasel fis the

cgmmti&lvsk a @9@&&5 Jigga%awpch %ndttrh% amotoyaéﬂpaeﬁldznthe
TRy oc% the st Or age O andagxatlssot iation
8 &%@aiﬁr‘a agen af’Of ﬁ Envi POnTen
bﬁwﬁepl @5 opgpthen déf Mﬁeé ‘éﬂ@bé%%qﬁ’abli* of PF% asgediafeen (HE the -
pracktgascaskngypdateds ok ngtlangel. by the | ocks that the
profile supports. The Storage Networking Industry
@ 8' ation (SNIA) is working to develop profiles for
‘] €t nodels. A profile describes a particul ar

cl ass of a storage area network (SAN) entity. A class
of @an&MWNare certain situations where locks are not explicitly

requested, but are obtained. Specifically, when a resource (e.g., a
storage volume or a storage pool) is created, the resource will not have a
CIMObjectPath until the resource is created. As soon as the resource is
created, a lock is obtained on the CIMObjectPath on behalf of the client

operation id, without the client issuing a lock request.

Similarly, an agent may choose to lock more resources than requested
by the client. In a preferred embodiment of the present invention, the

agent does not assume the client has locked everything "below" the



10

15

20

25

30

35

40

15 entity may describe a device within the SAN, such

as a redundant array of independent disks (RAID)
walewi02763A RAI D devi ce enabl es storage of the PGHGB2004/001927

data on multiple hard disks, {hus allow ng

si mul t aneous accesses to the copies of data. 20 Lock

identification An instance |ock is affected by

referencing the Cl MbjectPath for the instance. This
réspugre dhagqud ehoKkenkeabt afaredxdoyplehecheRpgansr kitaws what would be

: réd‘ﬂt&ké@@:@ssupp\ﬁbi chrgsietefinieshdd S§eabtdh 2nd.mdyldhddbe to lock

e .M sDecL{] catl GA.aNd.Lo Med 25,10, OUTETBLE pay nake.

fances o e act ock instance 1s
the conbi nation of a client's operation id and the
Lddibbhyd @ebdraichs aindt herels nst aowdnbocked. In effect, a
| ock can be thought of as an association between an

operatlon id and at h. .The ass 00| n

e ety on hRc R Ey It aul O RGeS0 LRpreid of
1eakéhe (ther e tapesactiqrai hSTiatua POASSIAARY @OPB&%@% e AHt
g@ﬁnhaﬁttyl ¥d heguestLdre bidenal f ealbdral nied .sabpecichscakl ygnd

?[Qd %ocﬁ%&oq" EQI? vé?y g but a\:y%?Eca?’flgr g%%r M@J u 'T?n QenBral, transaction

St Qra
1 Sba e ol 1 prr et DR RHLCE, Wl L LR e
legkingeor BeRPOre @oftsntiah exnldacky rPEIEtFs gheaistédtion ik client
cddchbhj@ici Ratlh on 1behiabfdohot heguliestriapedatrienre.i dince they

aAMnt)b%tedt he <elient L1 sMLn gp@raltqeks request. 40
Simlarly, an agent may choose to | ock nore resources

than requested by the client. In a preferred
LakhByevent of the present invention, the- agent does
not assume the client has | ocked everything "bel ow

t heAVQc%O%eOQJf@§g §CIA§B%QM{9Q91%%7@§QO&@%@%& eretztl&ted

client exanp ent lg(\tn 5 gh \Mjock n
Be 1?Cé‘qﬁ¥?ee&ef%m§ﬁ?)sp5t‘? aé:t“ﬁlré“:l §P 2 RS LAREESY et IO
trandompeyrt coio &8 stygtempdkekiglol thesernseschanpe! dachy apRe’read”

10AMRI SteheRGE  obiefues tstih-biyes! tient remy 18@kke. 5 Lockabl e
Resources and Level s of Locking The resources that are
| ocked are the sanme for all the el f 0C
(55 1008 et COTAeP ST okl Hr| TR ROrRFerT 8 difeost ot
a Reed @C&n@ndaﬁhatr},geamkhm lsopdartade FHeeRfi gkaF@rengses
1 AR orCas faJeghandes) db&P hbe thhaAgK idngiabpaaity on)bwt thout

bf%ﬁ}ﬁ?‘ lolt%erd ggéd&gt ‘Ilhg Zgoecﬁlg{lé | d'es Ié:r@ Q%8¢ t 's%borltg C"ﬂon Yok

to require strict herence to cascaded and
(¥ egads W&E]i“ﬂﬁ t%plé’ﬂl’ﬁ)%ﬁr F‘eapiiotlgﬁfl al rollback

requests. The isolation and client controlled |evels

of I®eKbagrdPedRiibsBaEhE &FStHd phetdiierBRa 015 ACOt heyk" write
iéj%ogogupﬂgf"t%dt.o 'I%lélpp.i.%r,tarwikg%ﬁrgﬁ%ﬁa{ﬂa@n§ccurs under an
"OperationId" will cause a lock to be obtained (as in the "create®
operations). A write operation that occurs without an “OperationId"
implies the client is a locking unaware client and locking unaware cli"e"nt
rules apply. That is, a Change lock (or latch) is acquired for the

duration of the request.

Both Read and Change locks are supported in all three levels. of

locking (i.e., transaction, isolation and client controlled)
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15 Lock Types A lock type refers to the "strength" of
the |l ock being requested. The |ock type determ nes
wo b@4aeteBons that are bl ocked by the | ock. | n PRDGBR@®4/001927
context of LTM system |ocking, there are "change”
| ocks and "read'" |ocks. Changé | ocks are stronger
than Read | ocks. The | ock managers and | ock agents in
t he | ocki ng design support both a Read Lock and
Lok @eph bkl Rvesetppay t ed. The Read | ock guarant ees
25 isolation (e.g., data read does not change duri ng

operatio w t hout | ockj ng ot her._readers.

| ocKiPRG® &Ze§?‘6'}?r¥essot€%r}§8}l‘t‘gmpﬁ‘&% otk Serfadﬁtﬁf’f/)fofe%raﬂs system
lmpltnmgu{tn ianprsfienged eReatimen lof the argresteivegtion.

enbodi nent of the present invention, a "no |lock” wite

30 is not supported. That i ite operation that
occurs under an "Qperati on?%hﬁev_vlglrl cause a lock to be
obtained (as in the "create” operations). A wite
oper atiocok Hdlder ocLCHMGR t hoUkEAN " (pieridkon| O LOCK
i mpl ijes boek cI | enf is a locking unakéte cli effL{End

Iockl.c%r% Farb—cLent—rul-pe_apphy—That—-sr—a—Change
| ock Fatch) i B-acquiredj Tor thg %Ndura ron of {the
r equeHEADBOT N Reappenyd ChanperanacK$ camer suppoeN®ed 1|n

all tlhree levels {of lockihg (i el ransaction.
i sol atWOOHO%BE%‘? i A ont r o] FEAT 40 SB™004] 687632
PCT/ POTFOGREET | oy COCK| S at TiERATE Y SEPENY I C3

Tabl g 3 sunmarizes the | ocki conpatilbility semanticd
for LTM system locking in a preferred enbodi nent of
t he tppes enthdwaveryd ifferabtlabberwkehoalo Hotf tdeentCHANGEs. The
N(%%int% tINQ Ll%k( ho'laei"ocgn %Eé@smczga:@\gﬁ&] L{:%%t %coyd client
BEW m&weﬁﬁ %ﬁAﬁTlfasifARﬁ P@ﬁﬂWeGﬁAwaT\]ﬁ Legipolder has
a\(RiafEe DENY, DENY. GRANTUBENY 216 dRiliké- 3 HeWeiRs  ttheirty read (no
1b&t ekadt iiemdebyesnd tas tBefd €5 aent 164k eafnsestThef the Sbck holder
hg(él eﬁtead %.oglb%n"v!:l%c Kequgr ChQng,a lE@ﬁ%&@@st’é‘ a@IQeﬁ:ﬁﬁ and "no

second lient . 1S ter | o

lﬂé]g'owrkt&sAare' fiexllJrFéi | o%ll? ﬁ%ﬁ&d er can o) taln a E( ac{)riock or can

do a no lock read. If the lock holder does not hold a lock (a no lock

read), nothing is blocked. If a writer does not hold a lock, all

requesters are blocked except the no lock reader.
Protected Actions

A protected action is one that may be blocked by a lock. The
discussion of what is blocked by Read or Change locks provides basic

principles, but the guidelines presented here are not an exhaustive list.

Web Based Enterprise Management (WBEM) is a set of management and
Internet standard technologies developed by the Distributed Management: -
TaskForce (DMTF), Inc. to unify the management of enterprise computing
environments. The DMTF has developed a core set of standards that make up

WBEM, which includes a Common Information Model (CIM).

CIM is a standard for an object-oriented model for managing
information. The CIM standard is provided by the Distributed Management
TaskForce (DMTF), Inc. For further information on the CIM standard, see
"Specification for CIM Operations over HEITP," Version 1.1, May 2, 200,2,'
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a Change |l ock, all lock requests are denied. However,
adirty read (no lock read) is not bl ocked as there

w0 200a09166zk request. If the | ock hol der 15 haspar/BBaw4/001927

| ock on the resource, Change I3 ck requests are denied

and ,,no lock"” wites are deni'ed. The | ock requester

can obtain a Read |l ock or can do a no lock read. If

the | ock hol der does not hold a I ock (a no | ock
Hegathafraptifagrddstdlagckemt spdcidivatiber datsh Astimoksbrated by

Je@CKen Al Leri EGUESLET, ﬁtg_re%ybl ocked except the no |ock
reader. 20 Protected Actions A protected action is one

that may be bl ocked by a Iock. The discussion of what
i s lesereteshiye ReatPdred Grangentotles py GVMdeiechBgihs - 25rhe
ipplNeitpbeS,s it bf@hgby dabt Nes af esrodjedthhecad ®eNicked.
e al‘:'l‘?é llgg}clnbsae51gMo§§§e%dh§Eg SEP&r ' Sflé@@axgcﬁgeggecuflc

nt _and ernet s

ABEh BT b ot LS G ST UnER T e B SePrh P e SRR
GEasteRadr ¢ e BIATE) willlnguprogt ubricking loé mﬁag%r@mceof( i.e.,
"@BtIeIRT tise agIP Ut dNJoIEhngNyi rHaaiEidtsl ihbearddvl Fomassources that

248! 5%)99@&3 a £0LG %%Etoéoeétx?&déﬁ rtchPJc Ef?&%fué’ rbBEM

I e SE I R e effsaé?ter bid 105k o an agent

leghaging information. The CIM standard is provided by
the Distributed Management 35 TaskForce (DMIF), Inc.

FOI‘ 'Ifhilé¥£ @%E él@f 05&% ?%Ehésh‘fogt%sﬁﬁgg%tqbnSl?eq‘:ween locking

" Spec cation eratlons over P," Version
upayare) giest 52"6‘6‘2?"%92 FOST63¥°PCT/ GB2004/ 001927 32
hereinafter referred to as "Cl M specification,” which
I S iRRGarporaied MtiohelLeefitge @bk ithat taseebildcked by a Read

lB@f‘ ou ﬁggé lEkab %1&9{0 Eﬁgqg%r foclkqe nﬁdtf h@r,d o@ﬂer Read locks Read

Jﬁect Pat hs [ Catll on 1's "t | ng

lPﬁ]ff( Phage gﬁa@el\/ﬁﬁkéc?rp tcﬁs%aaflﬁdb%bjlef) eand %%%Velt 2% gge lower
ihoehd hgckldsegprchy op8sedxhmrle, getiead Jdckt ¢re apprgent implies a
R8E Qlobk Con abp Wb sdtat marigB Y BE Bhehtn | DEHeadardki 6n a volume

haseds OEB &858 AdE0Y ch 0Ll MGrer FERNAT é}He)ét %tAQ&ﬂtd Wdcor o

ockin :
PR G T0%) THE GOERRY oFSioial Gaa4I® AL RS Ehenves to’
ppebOUPEESRtE it 2T RVEr BheeXpbiticeds HeFedpnagerrthelo égenie-
support | ocking of a resource identified by a '
@304 Rt fte) LR 20&1L amns%&@ aﬁ&etmlbﬁg&lbekﬁlby a ..
ent ock,.. There nes
L c§<s Ena)m other

A e N RO R eR Rt BaRPRG Toh SoRat o)
cﬂb@&clsng Chpage Llethehiack RElRr Ppetseer é‘(faa%étqeén%bna%s " For
ekimse, actthemng Load oarah bbaokedpliysan Reathe ock .onRedd objects

mg%}ga B Qek $Hapge hbkSge Bk Nl 2 Ofd18he REBHaAACKS change 1ocks
on any lower level object that could effect a change to the volume 1ocked
Thug, locking a volume prevents reads or writes to pools, extents or

arrays that the volume is based on.

Unprotected actions are those actions that are operating on objedts
that are not blocked by locks. Unprotected Read actions are those actions
that are not blocked by a Read lock. A Read lock does not block other
readers, but the Read lock does block writers (and Change locks).
Unprotected Write actions are those actions that are not blocked by a
Change lock. A Change lock does not block locks on other unrelated
objects. The Change lock does not block dirty reads to the locked object.

A dirty read is any client request that retrieves information from an
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| ocks bl ock Change | ocks on "cascaded objects" and
objects that are lower 20 in the | ock hierarchy. For

wexanpdm32 a Read | ock on an agent inplies a ReedGBow@4/001927

on all objects managed by the ent. A Read |lock on a

vol ume cascades to Read | ocks™on any | ower | evel

object that could effect a change to the vol une

| ocked. Thus, | ocking a volume prevents changes to'

queok syitbxttentguictingra aysk t(head ok utranbs) baserk @B called a dirty
R%0bOBhs8A9R! feaq?Ds TRANAL LWL €)n BLOIRELSD CH I BNEhe same
Qﬁ% %a?SS %&H'OQ%lgth¥e%nby a ghange | ock. .Change in U; :
T GRRE BPOCIOUOL et T Sdd* TrePEnaitda ™ ockRES ¥ r B tReetion e
TdM eYittem QpERe bk doptisekawrttiserodnse kisnpdy & Chsesrdéeck on each
aljpecteillg Fbengeexanpl e, . a Change | ock on an agent

inplies a Change | ock on all objects 30 managed by the

obj ect. A Change. |lock on a vol une cascades to Change
ﬁn&%ﬁ%"“% Wé‘ﬁs ’fq°8 g UBFETeob €85t hat coul d effect a

change to the volune | ocked. Thus, |ocking a volune

pr evenksadt@aflSyi@h Wdki$ uh@wRROLBieneX 1RRES fhce AfkAYihere is
bty 5 NOLWIP ol 5. hased 90, 32 HIRLOLAGLAN BChions,

are 1 ose actions that are operating on objects t at o
TEABSSSE " biSCRET By AGcke ot stEtetr F?@Edioééff?%nsz‘*alroéklng
unposee géidngndoest halt igsee poy Hbokked Hil.a Remset owken 'aAlocking
uRewdkd eriendogseipts Al PEk0lhBbn, rL2a0RI1S i buhabdie 1Read s
chgﬁegog& SLQ %rmilotnegfc' t&é”éjdtgéﬁ.ngﬁmlzso,déséhan or Read lock
Unprotected Wite actions are those actions that are
%ngﬂoﬁa% KEGRP HRawkge chidfge achir? oA Birangeiedorteoyses, However,
ifotheh[locikinpookyann cot drer atimeekatedeadlzicetdrs.(a The lock read), the
rehangeibock wlaesiideddyoeky dickking. eads at odiiBy | ReKSL client
hQQJ L%%lgted é_ g sroh¥cé,e%gi% ?8%1%%%\&/%? %%ﬁ(%gg%ﬁgg %.tock by a locking -

retrieves informgtion )
CPETI EB2TIAY 01927 T 83 (g bRt W eHb i 0EgbtISRE- a | ock:
(read or change). This is called a dirty read because
pbid@l dcR afhnaGedtat protected. A subsequent read of the
sane.. information could yield different results.

Al so wite action in the LTMSésstemrequiresthat

| ocKPA 31"5\]%?% A5Rst €23 Pyt esfiRghs Py cRIasANS i Head ock

' debgard tn beichapishalhgéte lonkersastéon Wid Rotloicki mgpodnasahe "lock

aal YRGS lseharaes iHa v@dgbofmkbag qu&iﬁ\e@rk EorC hgdy %h%laekeﬁe lock
. e, A r . tem | ockin [resen .
1B R 1MBR LG Srd 3ok, LIMNSLE A QCURDD B E3CRbne, ctents
SFO AR 1AA Y he o R eTcPPenFef ¥ rAgt aPdckicnljaitAng on each other
(Fyiek i p geomahawar eefekkehttodoes hidadig smbraey) ) | ocksa gireferred '
efbddinklVRY Efhe BAGRNA ﬂ:@_@k&m@wag@flefeﬁéqc@lngi@awm,sa lock
t a n I Gl nge 1.0 1S ulL r .

i ,oérléfekf h‘gand%\%%et%ﬁggn&ofl g?%et lg%gthl o%?ale%htf)sl,c aoﬁgﬁg% o?e%ggakmg
L OB 1B DEBECS TR FHERENY 19RaiERed i ent action on
the | ocked resource. However,

In a preferred embodiment of the present invention, the LTM system

supports lock queue timeouts, which is a simpler approach. If a lock
request stays on a lock queue for a predetermined amount of time without
obtaining the lock, the lock request is denied. Each resource has anm .

associated lock queue.

The length of time a lock may be queued is determined by the agent that
would have granted the lock. Lock queues are held and maintained in the
lock manager. Agents either grant or refuse locks. When a lock is

refused by an agent, the agent may supply a "queue time" (the time the
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if the |ocking unaware client attenpts a read action
(a no lock read), the read action is not blocked by

wanpy4logwit ng. | f a. | ocking unaware client haRCT/pB2G08@01927

a resource, this tenporarily hl,ocks a Change | ock by a

| ocking client. However, a dlrty (no lock) read is

not bl ocked. 20 Deadl ock Managenent The | ocki ng design

deal s with deadl ocks by placing a deadl ock detection

lpek hagi sanain dueeed @ekomhag@r rejireed dokiing louppenteer) . If the
abBe: 'abos Kot ZRicB%y .\,soauaga tﬁﬁéTaBﬁé A cRMAnSHIPQL 1S abﬁll‘yk a default

f
{}%ﬁ% 8g| 5 Zg?ga{egéfelneg on e#:\tneg Os:he ITLITEQ mana?éénent

e occur wh
agpEnigtEaiest i ngAt P IFoERIEHD 15 ?ffﬁnéu?]éé’o%i‘?‘i: &8 %FrFGdar ghat
hamdr:isngeﬂndaamhs ainhele letdl fi Sockdnethemes empievyeded t o
as a deadly enbrace"). In a preferred enbodinent of
lt 25 Srh,a% altn%\ég nltae:;]lo vetlo { qsgﬁl\éng Z(E}feh %los,léc ! léic’%%c ﬁ:lmes out on a
apeiesk wehJe ceflsq fyae d@&m@@p@. ﬂgienéjrﬁleﬁt%&f eﬁarartépeetd { Fafoe aborted.
spédiFatalklyl, otle Lefiestagerntimtpiefcers edecttheduentcidfes the

t!r%am:.@oﬁﬁ ana{g@é eLrHa'toQ 1R %relq-tg%tg Yok 88en S&H?)QQ& tsthe lQJivarlisactlon
QC

r | f
SRRt o3y B RO R Gl PRRRET o 8 BAgBELy fE R ol Loack
1an®eﬁﬂeeﬁe ot r’?éevﬁqcheuheldo@t &?ﬂmtr?@nﬁarfél%cwhl?lhéflilbcf%ee the
degdpyestbragse dankeed.enfate s@snuek)le has an associ at ed
| ock queue. The length of time a | ock may be queued is

detern1 ed b t he 0 ul.d have grant

t he "Pbck: th?f’eig%e P%%@i‘*ﬁn@an en&u"ﬁ’?é‘u‘aﬁ% e ret“m &
rpmsmgm orpgimstineicd hent @hernttherloﬁéfﬂtfseelrf@blféemed The
cWeit fa) eeksd sorefiused thy arkagentst t bet agenprafayred action of

}E) Q‘J;illéén@ wogﬂf"%g ﬂ:d g@tenﬁkhﬁ) Eé%e&h&omng&o@ﬁQQﬁQQ%: had done so
004/ 001927 34 mai n

B 0T SfGECEa"tY FHE POERTANE AT TP e aganyy release
lddes onot ledpplfuselquelie eliret iheivack W&@eﬁ@ fFfqmot to
aprywarklehadlkhe dieagt hadfddhen® (ke goinproEdeltid nedk dailure.

wi&! ltﬂgdcll?.XnE hes! &ﬁbl@&amgéove‘?g@&héﬁg aEQé )eliénd @6Keases
% gfeg may eventually get rejected. What 5 happens
the 2pends on the | evel of |ocking being enployed.

For the transaction |evel of |ocking, the |lock that -
ti mesraide OlieAt uedellwidlleveduse lbdleingperhat Lotk manager will

ré‘bﬁ:@xng ' xfésFSJnsz £t Q%E%fl%@néﬂhgt&ﬂgﬁt 3&@9‘“@1@ lock is being denied.

Sp ficall nager that det
"H%gulfh ‘%/JTa e%n lﬁ‘ée Og?r éf%%%ré i N man]g er cfcfwn%fO:LlEd case is
gwﬁ;k theqnaeefte Kasraseesr dbat dd. hathdors an%‘é’lﬂ"ieén innghfagetent
cihddolied vesd hehtiohbpacknopercatidng THegs | @st cpiaant iofd held

b&ﬂﬁrer Oﬂ)dtbﬁgck reh.éas@dr el'I@@:@e ef c&ﬂ%el Q:Q>|ﬁ§d t"."i‘a'sgltb)int e cyclic
d?rﬁlaq.‘ﬁ s:LtquJtch d?c d\}%lsk ga[seo%,ttql locq:a r wﬁﬁekeep track of
the number of denials that the lock manager has given to an operation- id

and unilaterally release all locks after a predetermined number of denials '

(e.g., 3).
Lock Operations

A request/response protocol between locking aware clients and lock
managers (servers) is illustrated in the following sections. Other
messages may be added to the protocol or some messages may be removed or

replaced.



15 For the isolation |level of |ocking, the |ock

manager will return a response to the originating
wa@bkdiognp76Bhat the [ ock is being denied. The clPenGBowy/ 001927

chose to reissue the | ock requgst, but the preferred

action of the client would beé'to attenpt to recover

fromwhat the client had done so far. For this

reason, the |ock manager -does not automatically

Loek et e MY R aitse (ruraméiaak r ef usal . The client is

given a chance to attenpt to '"undo" work that the

client had_done to the point of the_|lqck_failure.

WherP RESTTFRITE HERMECH PR 6tf PR PECOVerS SUE T Reraneters:

QIMEbidcitBath &leases obf¢rt badk for 28 cloinstircec|tp gt locked) and

5 608t riQkl ednkemele of 1belelﬂea@estrehe He@@kornranagen ) W lah AgentResults:
c{oﬁ(:%{ g%% I%?]p eof ghg %195‘:!71 g faﬂgt&Isl @mobt_']g(g{/}’ea}:ﬁe(l e., an

ol at| on
PHET PFElht °Fneatcﬁe”tﬁtf"“é?ﬁ tE%%thFalkPeéEB iog&s& ?ndg"FXPSn e ©
tyharmtde loed: wersedr (Readtof Chévee) lone. However, in the
client controlled case, this may nean reacquiring

10 | OCkzﬁu E}P a%!.éx?rﬂi I@QPgﬁthEé%nbgiprlng %&u@:ﬁg ellh%ag‘fe%tlon id

course,  cou result In ni_al

e e e L L VAL L
cppaaiidonfid thesstapbiehedfondeime gesOndratiqrid #@@RSWa@éﬁeQm
hassQven teuaa.operation id and unilaterally rel ease
all locks after a predeterm ned nunber of denials
(e'%@é %R 35 Lock Operations A request/resgonse
pr ot BEBFTiHEt fe&h® | BRI BT I ShPEUTIS et & AN FERESt to an agent
thrahdgersiqcset verlsy OusudTihgsitdeatdd ep mavhéofomichewiorgt is mllmg
t8eLdd @RS 106k hetuddt BESSages-amay be added to the
protocol or sone nessages may be renoved or replaced.
WD 2004/ 097632 PCT/ GB2004/ 001927 35 _Lock Reque
| ReBRRd PRIINBIEFE 267 AgEnERBITSS: BOrTAFHLCINE br o
20 céaett ot odkheardagkheowi Rgrpar ameners:ion QlvEb¢mwcbPaltdek agent) that

16buds thai 200) el r&rt hidoroasbuddistance ¢ che, |l©6k&ﬁ}1agement

%E\(;ier, g{&%zﬁllﬁg manéggrt )ége’lo%& é«% %Ié) requesty tl(xB%gg}? Vequests

15

ai ns one o each
v e bfeo TIPS ﬁ%rré’l’fé?%rr geﬁﬁll\]ztﬁfjé’&’t Path (i.e., an
obj ect path for each instance that has been | ocked)
and Type (i.e., the type of |lock granted (Read or
Change)). 10 An operation id is submtted on all | ock
requests. The operation id identifies the client
operation that is requesting the | ock. The operation
idis established on the GetOperationld request or a
Begin Transaction request.



15 QueueTinme is the tine period returned on a | ock
request to an agent that is rejected. The QueueTi ne
w0 a9 feses how | ong the agent is willing to PE/GBR@®4/001927

| ock request stay queued. Tablg 4 bel ow sunmari zes

| ock requests, the constituent (i.e., 20 client, |ock
managenent server, transaction manager, or |ock agent)
that issues themand the receiving constituent (i.e
client, |lock managenment serm®ile 4ransacti on manager,

or Iock agent). Each of the lock requests wll be

descri be | below WD 2004/.097632
PCT/ GB2(0 qua@ffgi BT ek TreBihEtidon

| ssui ng sa TieheSPONSE (RLLIIEHt
Consti t Uent Begi n Transfacti on O i ent|vEhagsAact 1 orf
Manager | HoggUrdadat e Cl | gntlidniansact | qrraivBaxagen Qonm t
dient 'lr;mqart ion Transaction Manageferager | back

dient 'Ilfl'ﬁ |on Tr an<déeron I\/tanage'f'rransactiOn
G ant Tr gRSaetds *@n Frans LRSS

nt Ea)

ction O

LogUpdat|ads ga@@@ptl on QIiaRt Manageh, f;gzgf'ﬁ%tlfﬁne
Tr ansact(i@Bnteirb B ot MTIGEEn s JR8 L b P AC RIXHBLH T arrsagt i on
Client NMenager Rel ease(penaddronl Trgnsaction Logk
Manager | ldoWadger Cet Qperatacondd Cl{icBaent ock Minager
LockRequest_Client |ack [M3AAFRT Rel gqaseQperati of

dient LGERNERARGer d Li&ﬁ?@céé%‘é (*)Cléfli‘tent Logk

Manager antipsiatonet t"giﬁagf =Rt
LockG ant Lock. l\/fnager ar i =

ReleaseOperationI | Transaction Lock Manager
d Manager

GetOperationId Client Lock Manager
LockRequest Client Lock Manager
ReleaseOperationI [ Client Lock Manager
d

LockRelease (%) Client Lock Manager

GrantOperationId Lock Manager Client

LockGrant Lock Manager Client
LockRefused Lock Manager Client
LockQueued Lock Manager Client
OperationIdReleas | Lock Manager Client or
ed Transaction
Manager
LockReleased (*) Lock Manager Client
AgentRequest Lock Manager Lock Agent
AgentReleaseAll Lock Manager Lock Agent
AgentRelease (%) Lock Manager Lock Agent
AgentGrant Lock Agent Lock Manager
AgentRefuse Lock Agent Lock ﬁanager
AgentAvail Lock Agent Lock Manager
AgentAllReleased Lock Agent Lock Manager
AgentReleased (*) Lock Agent Lock Manager

Reguests marked with an asterisk (*).are only used in the client
controlled level of locking.
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LockRef used Lock Manager Cient LockQueued Lock

Manager Cient OperationldReleas Lock Manager Cient
worooggo7bBansact i on Manager LockRel eased (*) ROL/KB2004/001927

Manager Client Agent Request Lagck Manager Lock Agent

Agent Rel easeAl'l Lock Manager Lock Agent Agent Rel ease

(*) Lock Manager Lock Agent Agent Grant Lock Agent

Lock Manager Agent Refuse Lock Agent Lock Manager

cAgend Avandack Dok mdgRRr komkstdhragansed\gent Al i Rel eased

Lock Agent Lock Manager AgentRel eased (*) Lock Agent

Lock Nhna %er 5 Requests marked with an asteri (eev

ar e SHEYSTSaE i97°¢ eﬁl‘iht?n’fequ(‘?ﬁﬁ/ﬁﬁﬁ’?‘l’rés& Pjé?):é’FOJofb tween clients
Wcmmgran@mﬁm@r@&? PCT/ GB2004/ 001927 37 d i ent
Transacti on Manager Requests/ Responses This section

descy] Q%e%@&éde&%%ﬂﬁéﬁsgé’%% He%%qlnvg@él\éﬁerbllent requests

clients nd the fransaction ma a preferred
SGFHO R ST FHE B cS R Ty el PP H T ERPENTy itlest s
RohthasitErBegrnibransact i on, LogUpdat e,
* Comm t Transacti on, and RoI | backTransaction. 10 The

Beg'ﬁlrﬂbﬁﬂ%a{n‘égc&% 'E‘%q&‘ esltslsa amﬁés%égg Exfoﬁ“a Qlient

client requesting per a

rEELTSLTDIR f’ﬂ%’iatF%n tlg E%e@u‘fleleﬁﬁdéjper ?W@nt%s%\%t Poffecute under
tbentnapbaqtand aoherelr dasddhe diraheaalionflevet lkdingyckifpe. The
Shéentsasksy for o=@ P& atl &b ehd bOMHRNErOfsatfidn management

ste%gé]%a(:tfnog 4@@%&? Ql&bod.siﬁén\{:eg§ thenplaesgltx@f %](r%@%on it would be

i ment, o resent 1 nvent
@Pﬁ?@é%l“@ﬁ%ﬁ‘l’?&ﬁé‘?&ﬁﬁ §é1rVéer c?)hentthﬁ\ %Ftélﬁt Ehe operation:
1s'ly9;&m@mte'ﬂhéy Opet atviappactidn genegert éd Uppdt fratrequests to the

thbdd2e8cs] ABndRRAGET 1bsk WEeshdnBnt QGMP HrSub Gelrhirs.
transacti on manager and Lock Managenent (LM G oup

servers. The LogUpdate (Operationld, Req%efest
Revé“P@eIFé@&{B%astte) PReGRESIMFs HepRiC 2BSYRESRIIUERE) FEIYeE s from
the aridact itontrahagerct v pgrager updabe sactidriearatiphend the

a8€1dr0Bo takk ake révers8VeleS Bpddte. updat e. The
Comm t Transaction (Qperationld) request is a nessage
froma client to the transacti on managef toinitiate

comﬁh[e mtggpﬁ%ctpa? W@ratlonld request 1s a message from a

client to the transaction manager to initiate commit processing for the

transaction.

The RollbackTransaction (OperationId) request is a message from &
client to the transaction manager to initiate rollback processing for the

transaction.

In a preferred embodiment of the present invention, the transaction .
management server supports the following response messages:
GrantTransactionID, LogUpdated, CommitDone, and RollbackDone.

The GrantTransactionID (OperationId) response is :Ln response to the
BeginTransaction request. The transaction manager generates a unique
operation id and returns the operation id to the Client. The prefix of
the OperationId {(i.e., the first part of the operation id) indicates that
the operation id was generated by a transaction manager for a transaction.
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25 transaction. The Rol | backTransaction (Operationld)

request is a nessage froma client to the transaction
worewagers3t o initiate roll back processing for tPer/GB2004/001927

transaction. 30 In a preferreq%enbodinent of the

present invention, the transaction mnanagenent server

supports the foll owi ng response nessages:

Grant Transacti onl D, LogUpdat ed, Conm t Done, and

Rol | hackénmeaat<dd (ogdiat 3naal THeansaot kesdoRsé Grekadn end d)

Jr%ﬁ@a?&%gn 'nénég!{sz €3 pc%'ésglltegttﬁh%t §Fe9‘c£‘a"§{s§9§ﬁo%t h@fhger has

request ansacti on manag ?g%E %?% uni ue

C(S’B%Jr%&efio?w 8 FhYPTEEURRS P h RS b‘é ot Y ‘ihc? Frmest)

Client. The prefix of the Operationld (i.e., the

fi r sthepasrimi @borteh@ogiprat adnran de@poisdicat @gsddyat frdnhene

?Qﬁé&lﬂ.gﬁ] ﬂaga tcg et%gréltl%gt %a@ Hd@%@e%t l:lQJl: g@rﬂﬁgeﬁrocess:mg
or a transactl on, %¥£% 6%8 leted

S ET RS 50 PE b2 7ersh Y p%%ﬁreawnése%ﬁ COMg,©

sRegersft} 1y esPussredsaoe rigneetie int TSRS IO nthmﬁq@et'ﬁt@saction

dehgedd.l ent that the transacti on manager has conpl eted

a log an update action (as identified by the request).
5 The Conm er at,i onl d) res%onse IS a nes

Done (
fr orﬁhteh%"lll"?%%t ﬁ%ﬁrﬁﬁ%@r TBPYRE @ F‘e‘ﬁeissf"ﬁ%tfr"‘g the
trpu$asat e mehagercbrnthe Prigeedsi fefichee thhk & rahbwekihms been
dofigTdtelli RAbyhd Reakeradd andttihasd eonMebpsationId. . This can be

%)Q Cl%s §£§'B0L1¥e t-ghé&h@ Sé %gﬁmlt% %tct!i.& %@ Szp Q{%§ ?baIcQTI‘zﬂl%actlon

t Transaction request e Rol | backDone
rF@b%?ﬁtlonld) response is a nessage fromthe
transaction manager to the client to indicate that a

cloblRa6K masheen: SRR abgtkstayrdspenddsansact i on
identified by the Operationid.. This can be sent in

response to either a Conmi t Transaction or a

Rol |Thae ISRchha fes &t bed She otfsaigtt/ reIpeneRt Pntecol between clients
alvll Nage etk gSemeseRegaest s/ Responses This section

descri bes the request/response protocol betmeen

cllents mana nt _servers.

or o1 £ GEFCHI0H T YO« N (DRt OLRLG, B PR Fomests
ipehifest GetOpedtioetd, Ge@@emﬁton&@eaﬁﬂ?ﬁ%@@é%@ and LockRelease.
Rel easeOperati onl d, and LockRel ease. 25 The

Cet Qﬁa@r@étlogéﬂa@l&nfd refl %&Eeétslé IRESAGE Hﬁ% aldc@% Bfare
R GFFBITL I STHOSET SR, NiibT CheomErLbPhRE. et ient widl
bel pefpripigRs e %ﬂr%eéberaakﬁ dreri @ fOPGJFﬁtéﬁé ¥ ff% opp¥ the lock
management group servers. The same operation 1d generated by that lock
management server is used in requests to other lock management group o
servers. In a transaction enabled environment, the OperationId may be
obtained using the BeginTransaction request and this request to the lock
management server would not be issued. If the GetOperationId request is
issued after a BeginTransaction request is issued, a second OperationId is

generated.

The LockRequest (AgentRequest{], Typel[], OperationId) request is a
message from the locking aware client that requests one or more locks of
the type (Read or Change) specified by the "Type" parameter. The locks )
are to be obtained on behalf of the operation id specified

The ReleaseOperationId (OperationId) request is a message from the
locking aware client that regquests that all locks held by the operation id
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managenent group servers. The sanme operation id
generated by that | ock managenent server is used in
WO e@ums1632 t 0 ot her | ock managenent group 30 sSeP@EGB2004001927
a transaction enabl ed environngnt, the Operationid nay
be obtained using the Begi nTransacti on request and
this request to the | ock nanagenent server woul d not
be issued. If the GetOperationld request is issued
baf t&leagedBe Ty a8GaAGE I 1N sERL] 6 SéadhS1oSS nathgeferse gotib server

%@rp%&lzpﬂlpgtéss 1ngLsrfée[) r%.Q:LorgSaI%u%ﬁ)%ge%%&lon id was obtained

£ ent eetl{a%q il %t evr at | tr 1on|esna
é’ﬁe &"F0ck 8" clieht faﬁ BEPEd

egmErcneRpr £h¢ @@ksawpexd@éom%éewédlso@f@%ﬁégy ending the

cepeaickied (byg t,heonelypedr pafrdneserol Thek) pclos i@rie #ar necessary

3¢ Rt gingd onibghakf. qéelg&eeospleart%ﬁﬂﬂ chih=tpeci fied 40
The Rel easeOperationld (Operationld) request is a

message fromthe |ocking aware client that requests
t hatThg| JodkBekesshelAgepiRaghestdper @ arldrdWDegext! 69 @6 Jgssage
P&l /e eB20R4 L P bR27e c3Delhbe thad eagedis Titas swguiesd losks be

rggﬁsleg?pgggg %o%&d@@%?g?%r%wQl§é’r{tV€{>nﬁ:er§éd level of '

| e opera
PaRES ot A TR GRE M GCRE TR AERERt GV GG o, there 15 not
asiaierelatporshipdprieet dnckhabhedere myipt m gratnﬁéd and locks
tRel easefepatdientdl.r etniesis,i shefdieetedoby rendiatgstdhely release

a&galr&%ggta{toghégalge widgne after Commit or Rollback), and
It is not necessary for the client to issue the

Rel easeOperati onl d conmand. The LockRel ease

( Agent Regeéstrel, enyodimanitont dhermggest ingenigpsdageesponse to
the anithe deaeddtBg @sar&kChieenédtakereguesidrtdiathe following
gpﬁo%'stau&es%ggégs Q&n%epfx%dtgmd L&mb§a&om@a&ef§se\aalmkgueued

fent contr ["evel locking. In a
OB?“@téP’?Pee&e%?ﬁ%d?%ﬁ‘f’dﬁe BFEr esent i nvention, there

is not aitol relationship between |ocks that wer e
or i ghBaddayt@eaat athranthpkogkisnid)hatspineebd Ag rebeasedo the

gt%rg&on&ﬁefeahg@@t 'glpeeio&QtMaH&fe%éﬁ@rsjeLfVexr %laﬁ&%.%es aA bnique

e. samne preferred enbodi nent
OB‘Frattﬁén ﬂ@e@réinFeFWénﬁ &R, t}fehC?‘Je?ﬁonse to the client
requests, the |ock managenent server supports the
f ol Irawi @K% P MRa tRBSI aPERS : ofdranidray atdspahdh in response to

CL'%@E%&JEST}‘G =3 U :S:J? ti’rQ CA&% € dThe A entResults identifies the,

erati onR LockRel e é

e SO ToRP JEPEaE| GHRaT Lo gpbiiee 10 RF A8gh eated
The AdketReGutGparatdifhed frey st AgeTheequeek- MERalpdrernthe lock may
hS€s WREn GRBETALAStA aURdide lock (e.g., a Read lock escalated to a

Change lock). The LockGrant also returns the operation id in case the -
client has multiple operations started. The AgentResults return locks
regquested or locks escalated.' The AgentResults does not include locks
implied (via cascading locks). Thus, a client knows about objects for
which the client reguested locks. The client may not know about objects
*helow" the object locked. However, lock escalations are reported. Lock .
escalation refers to "upgrading” a lock that is held to either increase
the scope of the lock or upgrade the type of the lock. BEscalations could
be from a Read to Change lock or from instance lock to Agent lock. Sippe
a client may reasonably do optimization based on escalations (e.g., stop
issuing lock request to an agent where the operation already holds an

agent lock), the escalations are reported.
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operation id and returns it to the Cient. 25 The
LockGrant (AgentResults[], Operationld) response in
wo empose2to the LockRequest request from thePCl/iGBRG04/001927
The AgentResults identifies t | ocks granted on the
resources requested and the type of |ock granted. The
Agent Results may differ fromthe Agent Request. That
is, the lock may have been escalated to a higher |ock
(€. ghe racReddsédakgenrabaltted] | opara3Golingesdcosk)is Theresponse

tcg'q_%g qo%ﬁlkecﬂle%@ fe‘?zl(lgé NgLR &he %rlglta ?? 18 th 1BcE@S8ndthBe granted,

at i
a% éH? F%@ggljfegu‘?%t[ l}ﬁﬂeﬁ 88& d@gsés%eé d%ﬁ'en Ilﬁe Cllent will get this
regoabat eHockRrEusRgent Resaiurss OWtF?fbllédJél gk $he client
hadTpll €l e Vvipgreasmadstagtbdcks). Thus, a client knows

about objects for which the client requested | ocks.

The client ma now, ahout ob ect

obj &% I1°8)é%8¥d {}Igﬁ%@ersu“f g[g WSEa ?%ﬁg eggcgrlsge:b% Slg’gt by the
seuyek iresbalssEorf Aot rsatests uﬁi’@#a%ﬁtnsue%di ocTPth%%SPP’%Se
néflabe tdepiddteneddreardsereduiiee scopen oh threpbogcloforhe client,

W&?d%%%cw@&eafméé&@gé Eﬁkorn]?s% at ks tﬁéﬁﬂtﬂz dRration is

roma Read ange oc r fromin

“Agj’eﬁ‘feﬂegcﬁtatgl nc(:f‘(gl %’ ErHER d retu?%egsoﬁéﬁlg?%; i Jp%ratlon that
impebed izarien thadegk omegsehl ations (e.g., stop 40

i ssuing |l ock request to an agent where t he oper ati on

al r @ﬂg)b bolds %ﬁea@&?ﬂb L0eKInTdh Neepsadd aki ONSedfRse to the’ .
por t ed WO

N / GB2004/ 2
R?_J@eﬁﬁaﬁgwn&ig%w Tt/ SO M1 Bers e
retyrpespenseerarton e :Lrbék%&b@sctll%fq HES (MR GRE RESrations
s€ddceat . If a lock cannot be granted, and the |lock
request tinmes out on the queue, then the client wll

ggteFtaeP:L%ﬁkR gﬁn(igé%er{%cg&l ftlljzﬁg)pgrah 1on]r.e;c1£-}|u§rgg otnlgg is in response
topéeatdicsRsleassar tasestTHEOR FER EGRE( AFRMRER etsgﬂ may be
afperaii @Rkl )che espABSEUESt SANthd Yothreleser vequdst . t [fer example,

1 FASE Qgenltolgfi LEGUESLS a'hhﬁ{stgz%e QH@U%@ anl |'z!1|g§n1{ 89PPN%8e lock. may

nmessa oes not necessari | ur ction pn
P et ol RN Tg TR Br ot Kt otk AU B0 *EegG agl

LoqifRe} s cBvessophenerp Hes tméhepéflaﬁ &ﬁn’f—%o Lpfh Tpchtreuedrst:  For
tBd &Ec@nsaElaeormefna]I io® Nl kb 1w, ur.occkel ettt réquests e rejected. For

1&3 @ialtqgn l@gl chS lgéﬁgﬁl ean%bagletlgﬁsel 9%&H%l@gcau-gaethe level
erafionke| ease fg% rat| on L response is in

°Fe1§ﬁ5+Fsge f’o Re" erat| oni d request from

the client. The Qperati onReI eased also returns the
LOPE MahdRAent] skhvdragent RequdsterReshassemul ti pl e
operations started. The LockRel eased (AgentResult][],
Operationld) response is in respo fe 20 t }'he nses between
Loc FREY #8586 PetRREEEPSS 6nPThaT cT5eEht e fﬁ“éleﬁg%nﬁeﬁgcs’u S Petvesh
Lowly mbeegedipff epevdrst figh lobleinsgeratrRezflf8sE- i n t he
LockRel ease request. For exanpl e,

In a preferred embodiment of the present invention, lock management

server Reguests include AgentRequest, AgentReleaseAll, and AgentRelease.

The AgentRequest (AgentRequest[ ],OperationId) request is a lock
request to the lock manager will translate to lock requests to individual
agents. This request passes the lock request to the agent for tho{se -
objects managed by the agent. The lock request to the agent passesg the
operation id to identify the client operation that is requesting the lock.
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i f the agent had escal ated an instance |ock to an

agent lock, the. lock. may not be rel eased.
wageanRssul t, could, in fact, be a null array.PdheB2004/001927

LockRel eased response applies,to .the client controlled

| ocking level. For 25 the transaction |evel of

| ocki ng, LockRel ease requests are rejected. For the

i solation level of locking, a LockRel ease request wl|
LEeES eritted| aeehel dlint0C kiplg cf Blydrepeasedcliienthe AgentRelease
e | 1 ed. Lock Managenent Server Agent
Request s/ Responses 30 This section describes a set of
specific requests/responses bet ween. | ock nanagenent
ser Far AasntRIleeieMg (nexpEiong@htuedusst aspt apargssdto release all
(@c_&mﬂdl TRk 1014t he the esenitiony edtieon),. | otie mansgedssst not have

x%ﬁi J]etrlyFﬁ%lﬂeﬁ{es 15&&1 \:’g%eAggﬂataB@&“i%%Emse the locks are implied

Agent Rel easeAl Agent Rel gase. n Req
b{A OPEERLE: £0] . APOF ALt ohidy” Fihedr PR b kb locks for
the ppesttion qqﬁealbékclﬁmﬁagéﬁwmmq OP?‘%W‘F%P%taé’et ’661166?,?@ by the
Ab@Hresésch Ol irdaghasdtdual agents. This request passes
the | ock request to the agent for , those 40 obj ects

d by th t k t t h
g S LI SO T LS5 SRSty 0, BOBD, e <

rgb@rsatas@?cwﬁatloq:@ hetlidst trh?gOl??r@tF%Mclthooﬂle@mEest would .
pPAH=GB2AG4L K0 E02ht 4derkhotdks igranrtedimr endwel dehentlient

glﬁ,qjohgég ly.s8l g@sl%gkgng}u a the Agent Rel ease request).
The Agent Rel easeAl | (Operationld) request is a request

to release all 5 (agent) |ocks held by the operation
(cl iTer prefiveed espefingoesoinsbe agEenYt TWSH5EPR1 TPy TrpRgaction
ehfigohaeks, thebe drel easedaddcanuss témesockdabrare hpfuedd The

fpystt he aOpgf&;alrQ ntd HommiiRat réq%es@ fIrQIﬁ: l%hégﬁigk in&m%éﬂ&ﬁ:t 88rver. A
the opPer atl on n n<l:<t1 %or lellng
P’f ‘ﬁ?rf‘) p&’ g?li“‘blr? 5?0819‘?& Ea8 ef(faﬁgs/a?tﬁ‘@ ﬂ?]ﬁe Pease

ageggete belorePheedAgentei bas Epag dht Féed’t‘ﬁé%étf[e] to Commit request
c&pey ah i ehe)thbeqiies transadt R (ie sbot 0 tor €ldeasd et edeegbent

st&ﬁ]lﬁsbg%lrgpatﬁédtm cgﬁ%.rtagf %liﬂa!.dkentp) co;[ﬂ.r%a{:f(glu@:?cgm the agent
be. 1 ssued he.client ogf fseF is exeiutriarégthe agent

TEfife FPYth &EPT I59ERT Ca&o?ﬁ PO Ed " Pey
cpp efedr fron Ereh SurRAEL G NptREepriEs eéntRIL ARG P‘%?Pt "f o "Commit
AbganNsSasduest. ehVd peaferts, erbh&imenar«e the ezreaddi tinoamdlhion, the

tE%A@@%oﬁx L\Q?atget?r(feanl ézszi%dtheﬂ}gllﬁa'cf{%y |1§sxﬁ.ngprn.96ﬁ@f&"t Bctions,
es romthe mana rver
r?’tr}?ﬁaF}éant B%d}ﬁgn?n F%‘?ﬂfeé?tﬁolgl%ericf‘an%ggt i &ﬁgﬁ%kna er
function for telling. 20 agents to be prepared to
COMYuta plBfdrries, enboRIiRPAr € the GarBéit Heguresdn, agent responses
include: AgentGrant, AgentRefuse, AgentAvail, AgentAllReleased, and
AgentReleased.

The AgentGrant (AgentResult[ ], OperationId) response is in response
to the AgentRequest. The AgentResult list can be shorter than the A
AgentRequest list. This implies that some of the requested locks will b¢4
refused (see below). The locks granted will show the CIMObjectPath and '
the type of lock granted {e.g., Read or Change). In a preferred embodiment
of the present invention, AgentResults include lock escalations (e.g.,
Read locks escalated to Change locks, or instance locks escalated to agent
locks), but AgentResults do not included implied or cascaded locks.
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tells an agent that the transaction is about to end
and that the agent should be prepared to commt or

wo edologrsB2 A confirmation fromthe agent neanBCT/B&2004/001927

the agent can go either way. The second request that
the agent can get fromthe t r¥nsacti on manager is a
"Rol | back Agent" or "Commt 25 Agent" request. In a
preferred enbodi nent of the present invention, the

tr anﬁ@CAq&l@Rme@fgfeneﬁ&udu VIE bﬁ&a&@&ﬂﬂa%é@mix&s Ui diponse is
lSrSe Cﬂ'b?geﬁ%é nor%o :Ltr ?%rg%reital%?frlgc%l ¥&§%ng ag'ﬁe locks that are
reﬁb%ﬁﬂ AERtAgtifhed mneg%egiarrﬁeﬁwo ﬁnd ég@H?uerTé’% diseovided.
T80s i inchudigr hgentd ahtt tAgerueRefiseillAgentddedidy any of the
RISMAL bitel easedainRd trROgMRel eased. The

Agent Grant (Agent Result[ ], Operationld) response is in
response to the Agent Request. The AgentResult |i st

can He Aottt Ll b tRemiLEs ]Agéﬁﬁ?é‘aﬁ 1f e 1ogk ganagement
sieppdd eBat hatesomee eietihmstequastsadd| Gokdsquduel) be now available.
'I"h@féé‘tﬁgl (q%eeugehgv@one The choalksk W-ARE@RnW ddrv8ROWHbR&er, this

mﬁg dgej 18 td@}q?ag}:led %ndﬁ Qﬁ tLX e m%gl%ée%ﬁ%t % %%f qmgxf?t?ﬁt a resource

erre
hﬁik%skéfnﬁ it PB?WarAg%]rﬂeR‘és“Lﬂ pev et it | gk Locking-
escal ations (e.qg. Read | ocks escal ated to Change

| ockge Agenkmﬁltaeﬁeacseal(@g&atmal aeBPordtR 8gatht 4 the agent to

ocks but A nt Results_do not in ' '
b e bt BBl 69885 AeTr e e B oo 7St
The Agent Ref use(Agent Result|[ ], Operationld,
QueuaEi meEntREspoas@gbstRessbuiéd tperébiondgentespénset is the
r%%d—fﬁs@st@)(gerﬁc KedROHES Sk TRBadbeks dehabs @hererﬂ?ftbbsﬁd
etR!egee:aQ%el fr('fﬁe%l%sl:n tI‘pl Ag.e]g %?13 Lﬂvqteflélgdlegs&%&ge@tnﬁs Ia plicable

Hat t he ~agent

tw the fH 06 %‘mtéi?\}]aﬁﬁ’yl%‘feltﬁ% Igckigrused | ocks to remain

on the queue. The Agent Avail (AgentResult[ ]) response
pkgtdvery he | ock managenent server that a resource
previously requested (and queued) is now avail abl e.

The actual queuing is done in the | ock managenent

ser Vara mHghrsref eigpsneny pledbageepenthdauertire (28t adiaistrator
skoe lopnBnagsaptnasl ¥erveknoumd fatesatiiesesice uhieud Inrka

mh G ehBG: lé?@i\ﬁ@rvgl@é | end a'dﬁlrﬁ%\é/rml {:l?egll gsél%sl D ﬁkg}agement :
The A ]: | Rel eased%%%ngatl on| response | §1e) t maxa ement
RS JGEIE F5 “TRe | o0 REE" ey vas iR RgPys (Ba
gﬁﬁugo\gém@ep%@éwmanpmgtgromg THae default lock management group
vAgentrRelsgased (AgenttResuhtd]figCpear.at i onl d) response is

t he response the agent sends the | ock rranagerrent

ser inre Agent Rel | gase reguest

| i ke%% fé aﬂa%rrlnte 1(:alcgalgrétsr gqbe TSOSppITcapl e gt[rouﬁhs)’ thelr
leek @ﬁfxaqﬁglﬁ{n[e Ferer s e¥st legk Ft]é)éapgeﬁn@nt Fgent in the course of
discovering services agents. This discovery process tells the client
which lock management server to use to lock resources in the lock ‘
management agent. In a preferred embodiment of the present invention, it-
is an error for more than one lock management server to advertise itself
to a discovery mechanism (i.e., a mechanism that maintains information in,
for example, a directory on the resources of a network) as supporting 6he
lock management group value. If a lock management server comes up and
discovers another lock management server with the same lock management

group value, it should not advertise itself.
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Di scovery 1In a preferred enbodi nent of the present
i nvention, an adm nistrator sets up |ock nanagenent

waeerneds3and gi ves them each a unique | ock 25 PCT/GB2004/001927

managenent group val ue. The ad ni strator then assigns

| ock managenent group val ues4to agents. Each agent

ei ther belongs to no | ock managenent group or to one

| ock managenent group. The default | ock nmanagenent

gr ouF aw algeet fdmeag@nisd itier'det atd Lblic ophaigptent . serdér for the

legﬁ K‘naqg é&%@%ugl It%@l:lsth%egggn@ \Qﬁll Qé;é%r@faﬂ?sgggﬂg as "not

l%ﬁ tl | ock managenent servers, and | ock
nge ?ﬁgent in the course of discovering

services agents. This discovery process tells the

1ok @Rihagensht Clnph efdataBivagerent server to use to | ock
resources in the |l ock managenent agent. In a
preferred enbodi nent of the present invention, it

35
i s i BrGEeFsY ABCLERin OB el DR HanagEHent sl gpanagenent
isoimdenettiegeby Bl dopromriatei@osviauynirec hamiegrniingethe docking
XA AL SR HEAh BRI Nt BLNSek NFRENMBI k@AY Iddexi tAr webaAPl @ cking
congfllrtl%crtltosrx Q:@l t hnev rrgrsur?e%rtce f &e@SH’&ir %lbo%?m?nt of thﬁ present
upporting oné nan group va

lﬁﬁﬁ&d@ﬁeﬁ@%é@@éﬁ%ﬁ&s aﬁplaqmented% 4R O\PEK SMAIRBETIREE FYURTS and
Loek ageastens eigeets Wt bf fidee & anekingcknvimnagerethid locking in

Ak QR vallend tishul g et nadverddese ithsel Jox MRagement server-
201940{ Og?en%zs ng{L @200%0011191211%§n%s| gha%n%ig%o@t dé: qngﬁzﬁl%por
lrehidgeRAE-§raapts t hEFFA R HgefRssfi #1e Pé%%saeiit%lryf%ﬁ gelow.

as "not | ocking" enabled. 5 Lock Managenent

thaPleapMatiQRss!I N a preferred enbodi ment of the
present invention, |ock nmanagenment is inplenented by

al | appropriate constituents inplenenting the | ocking
desilghodeseridsed-Henbi it chBwsvercliehe thatldory t¥ekiyegent lock
mahddemsnn|foe kimgpdfhtaomnsidd & uanest i(e.§ he aehagacpreigrit) khat does

n@t pfn@%%ﬁe%t%d%?mgglﬁe Qil of Mﬂ&eapf&%ﬁa%agegﬁeﬁl?t t&{é&géso QK update
B UR. REIPAGCTATE AGURTE 1 P LI PRR AT GRRTRgmoe the
cppxdtionmenbeinghil¢ekefotkieng With TChargss 1pgk) atfmf Wéle duration of
tlb Sifeehtion ©f prbeedt! LedK awadihe cl Deks nemagermeht Serv@r is, if the
aQElLJIfﬂoG. aa:ggnl!hel ﬁo@eql etﬂe(ﬂ E@%mﬁé‘ﬂﬁeﬁ ftldkeﬂé S Eﬁﬂged9od105n the

d oc |n una agent Each

r&g%‘ggeeﬁ-féf ég ﬁ"er V\% %W g D&T %korbﬁgv\% rea<t:l Ghe agent
may i teeet t'AeI mﬁ&oumr @%ﬂpféﬁ't read.ej Fhepsenad i bﬁna { ¢ unaware
cl0es BbtenbP|RMmesdatkeogly p26: minia@emej’&ctfzm’deanrepresented with

gﬁertﬁgl ﬂﬂ:koﬁn afélcqment( Cafl be El&&gécg\hgl ' %(ﬂle&h@gjected

oes not inplenment |ocking at al en a awar e
agent receives an update request froma Iock unavvare
cl i &ft no tlhekingckvarkartleagerrldsradpsk ifethe resource being

modified by the lock unaware client, the request is allowed to execute.
However, a Change lock (or equivalent) is implied, such that any lock
request from a locking aware client is blocked. In the case of the lock
request from the locking aware client, the lock request can be queued.
The agent returns a gueue time value to be used in queuing the lock
request. Because the locking unaware client did not go through the lock
manager, the agent issues the AgentAvail message to the lock manager when

the lock unaware client is done.
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operation as being |locked (i.e., with a Change | ock)
for the duration of the operation to protect |ock

wauanmIBt ents of the agent. That is, if the P&I/aBRi10a001927

updates the nodel, then the irlgl ied lock is a Change

| ock on the resource affected By the request. If the
operation is a read, the agent nmay treat the action
as a "no lock” read. In essence, if a |ock unaware
L6tk embwale BHgits /01 edpdainegarsy part of the object nodel
represent ed vvith CIM the lock unaware client can be
bl ocked (i.e., request rejected)... 30 |If no lockin

aviaPo LePT BTG T PockIh FHEIPESISUPLE Befhgaent o2 object

- memtiefri Bekthyodsheot dokleamanare@kchanegenenthe request is

al l owed to execute. Hovvever a Change lock (or

eC]UI Val leprn]:‘te exl-rsedl e'}%' I ed n.t o I?:hte | OC yékQ%ﬁlOﬁrel%Hf%tna are

froma I'ng A e e case 0
Comeeny Geferaatioagiiedal frFéﬁF‘E‘?f@ F&W?‘H@ Lateragec (TR Sfrevers
(Lock €Buestersamatiegqliduediect Thrmaggentend egtagnhs) doqpdueupport
abidiBoMal Uertidshe isaskd RofUusHhNGot e ketdasih@qUREE. Clients
FRO IR a8 AL S B SO0 U s
thes yage %OSktWéW?JEﬁ:L@lhﬁﬁé er when the Iock unawar e

client is done. 40 WO 2004/ 097632 PCT/ GB2004/ 001927

144 bRGksHoaVan g Agent s/ Obj ect Managers A | ock unavare
agent or object nmanager is either an agent or object

manager that does not inplenent |ock managenent. 5 In
a préfertsertecoghbai hatloskinchenypiresesitt FhrfefbevRre| rekating in.
FURRIVAE B enCO B Ao ieOt A b @denbb del absdnxt edSilbtle mivhsdenp. Then,

gfmgb ec%ﬁMMrg oS ELMERLSor gbssme G M §§4n\egeglﬁamarra@,er 1£

rﬁﬁgrsandgg .do ots e
LU dOEThaF S i E PRt RS dEForSg ?an nsa an%l nanager presen
ther ¢heiavgniocRs. us@ Flttsanot et 18‘1’@06@&""@‘!’1@%e Fegacy
tr&lsast Wil harhandl & hoyareasit, opsmathorgeRs ube thhelsolation

g&eok ask Unanar&neliAhsiekock Managesent, Qi eat . 15

Ilents recogni ze the |ocking environnent that they
are operating in. First, clients recognize the
pr e§éndererarghagante of thecq@nmgéir@ tiegre kockéerg gnaware
ab@rRQgNize ol e t presentasothabasn et tfnsaot rransacigests will not be

pP@eﬁefags& haitdbhaidgents af &nk 0GkinG 2AWar&-angh BEFR1bS that is

transactlon mana

esen n
ARRS LI Er LBt | BT B TP it s Py i SR hvS e
capaiddet WoHh mesReer te $haotoghies enewanehagentie agents
use the isolation I|evel or the client c¢ontrolled

| ev%kecﬁiiggk %gciégék%ﬂELhaie$gllof locking to use in any given
operation. For concurrency and scalabillity, it is desirable for the
client to use the "least" level of locking to support the operation. For
example, if a client is surveying a SAN for available storage (i.e., for a
pure read operation), it would be desirable for the client to use no
locking at all. If the client is surveying storage available to create a
volume, then the isolation level is sufficient to guarantee storage found

can, in fact, be used to create the volume.

The use of the transaction level of locking is reserved for complex
operations that involve multiple updates that need to be coordinated,

perhaps over multiple agents in the SAN.
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If there are agents in the configuration that are

| ocki ng unaware agents, the client recognizes that
wa@anpy4agieBons on those agents will not be 25 ppOr/est@d/001927

Additionally, the client understands that an operation

that is doing transaction or ‘isolation |levels of

| ocking will not have that capability with respect to

the | ocki ng unaware agents. The client decides which

| evel cOfent OfHal NghdoBedI S0 bxecany =0 vsaratBth apésmabhernt the levels
0501 cﬁﬂpf WE %Cyh@%geéa%%ﬁw kéc}{res{‘imj Sn d&%&g@mnelé @kom the

to use'the eve

C
tgwssﬁor& FRAS6861%4 PBY e ia% ,‘*’.Sfthaa%cf;<h Sty will use.
Thelopeyd rign al ASANY fosr reprgbtethfeos ta6¥ dpEk (7angger f gpweyer, it is
nPtd ff RAadnoper atd el)ent kel €l dhe deshrabl edfontde of the

160 §08ade@sUSE DR enbogki g at all. 1f the client is

surveyi ng storage avall abl'e to create a 35 vol une,
then the isolation level is sufficient to guarantee
st offhgerufourfer ke, mingoprent, chienys et sugpeaied pRdollows:

2vgl Ua”ﬁleél%lem%ﬁt&& tihe A&éxﬁ:@$ amdkolﬂada@wﬁéntoiéeimk L atﬁgi IL S
reserved for co ons p
CHBFACEYY ﬂ%rtagﬁﬁsgglh?%o( ((::oléafl P VAt e ! g“ VA0 Y % %g“)ggovél fe
operiatipn doadRisrEinenif rﬁélsm “q¥IZ0BYE GGTEFES BV Locking and if the
1REEACERR04600102F tdmsActidneatailhdt chooses ¢wnekegupeeration
%{1 b%pg&ftéﬁl an zu : 1n8r1’%e9£t1tohear%de\f§é S evef dfo%ﬂfdkﬁgg used can vary
egi ns the operation by estin i
Y FORTEHE | PRREAY | o WBRID 0P DRE BTET e | U ot locking
tmag@rcélﬁrﬁawllhelsél basre rthe UFéé?nt "Fhendsperandiag qfgwhat the
opBathen requestetkd.rom any | ock manager, however, it is

5 more efficient if the client requests the operation

id fromone of the ersthe clien |

The Fof €8°F &ian?%%rl?nﬁaﬁé ethé’%? 5 &nt’s ka?ne%s ueém?glfgg b%QOre the
chierfeoht temgES a2(519t1€]1|<é’nF]§e ITRIBHCEr y TOHEVHgehitls mppdg done Just
beRIRJENE At Ber Veeranthed) tnanaef¢nrdnenradans:tt patthe present
111%1:9!)1{ ent S:LsWh!)tt n%@gﬁsat:Q deabeWint i nobhe pe®PRY ahy GRtions are

he agent s are er J.oc e locks
pﬁlffd’rf“?cﬁt ﬁ%geﬁhSET(lls T S PORRRNT i 5 riaélnsgiﬁ%tq{?%f}4 Kﬂhggg Lock

weHa bk edw Ly chef Cr@ﬁt?fbﬁ-’e‘é‘%?séﬁer at| on can be coded as
a locking operation and the | evel of |ocking used can

var yA Q)ﬁg@@qroéfcln%ﬂagémﬁt: fe%ue&th@.n@ido%m:eﬂﬁkﬁcéﬁtGhEQJQﬁ&S that
at the client will use

aﬁ%sléldtekb%s?lﬂe 18F| enfng emﬁﬁ%l StRndi ng of what the

operation will require. The | ock managenent client
obt ahnNsocd hoarkemsmtactesourcaieadsf dpekst heen theemperation is done.

Tﬂé %Efpi %ea&ﬁcgﬁt%a?fbatlh? hﬂogs&tér @ﬁlen}doy\ﬁ\t]?ﬂé, cﬁﬂih:ull iMAMsing the
ore.the_ac | r A,

ERSPEF VB TIASSE et OF TR SRR ADEH RO Lot

rpbibagkcessary to obtain all |ocks before any actions

are performed, and there is an exception for "Create"

requgsio%k rg}éagxﬁeﬂtogfﬁnt does "recovery" and releases locks in the
event that any lock request is refused. That is, if a lock request is
refused, existing locks held by the operation are kept to allow the
application to attempt its own "undo" or to invoke the transaction manager

Rollback function. As soon as either is done, locks are released.

(a) The lock management client that ig running at the is}o.lati_on or
client controlled levels of locking is responsible for "undoing" any part . .
of the operation that was done before any failure condition is

encountered.
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, us the lock 5 for the operation
s E R

will be inplied on "Create" requests. 25 A single |ock
managenent request include references to agents that

wa@e@4iopreBhe sane | ock managenent group. A | ockPCT/GB2004/001927

managenent client rel eases | ogks when the operation is

done. This will be done automatically for the client

if the client is using the 30 transaction manager

(i.e., releasing locks is inplied by commt or

rol | Hatkjt. a Aldcsclemmapmgenehient | dtertoigoss shtetoveeilgek and the
a@ﬂ&nprteka@mestﬂeow& nBnddRentC WEMdntt R} rabyy Itag kidcROu@Skpt. In
Ieérer egr%les | OC{AEmﬁnt} 8f %}Iet ﬁrelsoe%g r a%lgxgﬁlotgr I él’t(ls s rn%g:'“?ﬁ%gmended
aflﬁethgpbcrq%aﬁa@ﬁm%r& atﬂfwa&i ﬁgfc&m HfdH*l % Ytrc?fPﬁV’ékEhe lock
fbhechier aprgacidrond managestry Raltlelck function. As soon as
either is done, |ocks are released. (a) The | ock

n%Q enent cI ent that is running at the isolation or

q “RorNtToTi ed I evel s of locking is responsible

for "und0|ng" any part . of the operation that was
donehbefakenamyodais| iwleand todnmusagenc ot eredoch@anagement

s2004) 097832 RCILGPZ00A 0019ZLe1 46 skbokkidy | OBks means cha
lgqf ement client a te h% t 0. obt ain a, | ock and .t he

g%g%eqtgl?re m%$ﬁge OR%( rﬁg Erﬁgngg : en?erver %ndt?onfllcts are
deqs Mok 24t Erenpeck rnﬂnag&mﬁwefsé?‘f%rd leffdodi eRfk grnpgRgent server .
cpf eReBatt iobvefilsi amflibiss ahd duete reqosmendiadhovarcviie to consult

wLEH”égQﬁﬁyage%ﬁ%nﬁoéﬂa%Xﬁggegaﬁhfﬁﬂgfﬂécef&ﬂ“e§a{?1ee e f?llowing state
on a retry

Lock Managenent Server The | ocki ng process
i nvol ves a | ock manager (e.g., a |lock nmanagenent 10
ser vesgkst hatd paiaitcai e go@dratiof adhati on for | ocki ng.
This means that | ock requests are managed by the | ock

mana ryer, a con ts are . dealt wth at the
Iockg gﬁhg%ﬁ%h¥°%?r£%?algv E %@Fr FoHahdgenent server

can detect obvious confllcts and queue requests

Wi t hoodk lasiasg (¢deadnsukt reankests agentage dideeed dekind other lock
manages,Jaeint ai ns, for exanple, the follow ng state

15 information: Locks held by a client (operation id)

Agents with locks for a client (operation id) 20 Lock
queu&sK GreEntinesek requests that are queued behi nd

ot her lock requests) Lock queue tineout 25

In the locking design, one lock management server is active for any
given lock management group. An agent belongs to one lock management
group. In a preferred embodiment of the present invention, the 1ockiﬁg -
design supports the notion of an agent that does not belong to any lock
management group, however, resources managed by such an agent are not

under locking control.

If a lock management server, during its discovery of lock manager
agents, finds another active lock management server with the same lock
management group value, the lock management server does not activate
itself. However, the lock management server may initiate communications
with the other lock management server with the same lock management group
value and establish itself as a backup lock management group server for

the lock management group value.
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In the | ocking design, one | ock managenent server is

active for any given |ock managenent group. An agent
whedosogs3t o one | ock managenent. group. in a peEGBRI08M01927

embodi ment of the present invgntion, the |ocking: 30

desi gn supports the notion of an agent that does not

bel ong to any | ock managenent group, however, ‘

resources managed by such an agent are not under

| ockinntpokordragkbmendtf servdegckeqvantagentlry egeinpamentdd j ifgrunning

ih! SpdbSGRYETY, efie 1166K MBASGRAL stRvag@nbsovelkNdther lock

nother actiyv | ock e n e r- t r is the
%u %e vers r@%?r}% thaﬁ: Eﬁ\{c? lch ngngg&eﬁerg?erve th

mfm%"f‘me rbu managenent
ol Jerk dBBIHEEE RUPFALE” § b1 m?—i&ﬁﬂ@(?%frt JSERe atie: Also
thanagk mentosenyeservay dinttveat ealdonekioealts ghat haie [fhe same
1L8e rat hpheh OGko@RAgeENt Sserver with the same | ock
managenment group value and establish itself as a
backu ock managenent group server for 40 the | ock
rranéggwﬁnfﬂar@géwwgm@r YD ekl 08y @3 torm the following
FRCERAGR2004/ 001927 47 An | ock nmanagenent server
recogni zes the environnent it is running in.

SPeCLingat g g@forcecﬁﬁe”?ev%qegm%céﬁV%ra 'fgést%ﬁr Sigolacion or

ot her 1°0C ervers, veril
Ci%ﬁ?tlﬁﬁﬂérﬁ%&ﬁégentﬁﬁﬁ %ﬁﬁcéé%yq &t qbﬁeOpﬁfﬁFﬁquGCfF 4 trfsaction 1a
(enagerEnk seower then thkesldockerrmpagede motgpmnpryatealeasing of

184180 pe R dehend @Bk @@@%%ac%%nver 1ic6 0MRESo@Alikotdt@on versus -
gjgent g’or} I%a_r[l % Yeve s n?ock managernv?ggr'% s&mgr&%p olatlon level
Fre SOk P o ¢ enent For

nanag to per
upig ot |céwerﬁ'g re*%ﬂ?@ﬁl%ﬁé"l%lslt?ﬁbﬁrt THRRY SRR oY Dt‘fﬁ’éger will
mbh e ehe afpekacilonngs (clLiansacttironled.sol ati on or client
controlled). Specifically, if the Cperationld is a
transactl onid (i.e,, prefix is on) ;Lhen 2k 9CK ation ids
Hena§EeTaF T 19°RER S0P Yor t THe P8RS NG 6P °| ocﬁ%neb F é)
tb higleeitfvoflidne ¢weamsiutsi 6or the ishéattiageawt Ci“s%lltat:?ft‘;ﬁolled
1¥RNsUSE 1B3ckidgent rrc anpre@bl-ed bevalisent be ﬂlﬁaCkrd’ﬁﬁag@IVentlon,
tﬁ\é Olgelascslgﬁ?d tllge Ic%ﬁL(?}rxgo@alu VelTheuﬂfrlslt f)J]:% S% 't%@tvalue

ases i dua | ock

ﬁ%’ﬂ?t?sh éh@bé:lhﬁt PREFAEEOTCIF ARE ©IEPRIER 503 2)® e%@’ﬁ% ngf% is the
1 Qe matdgenkds ordine vedveepnd $habthd ri agénet &be wpee dis gh
18881 £ 28 £0ad dentdilMe GliteM t@peraaki Misgbedentt §Boup. The

1!151&'1@%ér%naqungééf tlIPcl):H% ﬁhgg%f l)etyoe|251 of Th@é:l%'lﬁ]gwshlsﬁfflclent |

erre resent “invention, the
dEiﬁ%nS?|F?nF¥Pﬁdsr%Pﬁ?oh&xﬁHﬁdF%ﬂﬁlEé& % irst part of the

4val ue indicates that the operation is not a
tr 33%{&,‘2 OPecotraeoﬁ %P&d 108¢d nb& kierecté@@ﬁgrmmemms
u v
e Rey Syt 2o i PP e Bl Sl e w1

managenent
mgxrﬁ:@pn armacord of lock requests that are gqueued.

Recover locks after failure of the lock manager or lock agents.

Also, recover lock gueues.

Queue Lock Requests that are blocked. - The allowable gueue time is
supplied by the agent that would have locked the resource. The lock
management server monitors time on queue to honor agent stated queue time.
If the queue time expires before the operation gets the lock, then the

client is returned a lock refused message.
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identifiers are integers in the range of 0 to 2321.

This allows sufficient distance to avoid reuse in the
wa@a0m/0vieae frame. 4 Keep a record of which | ocRGT/GBR@4/001927

by recording which resources 3@ (e.g., C MXjectPaths)

are held by which holders (Operationlds) and al so

mai ntain a record of |ock requests that are gueued.

Recover | ocks after failure of the | ock manager or

| ock rafetes16¢Ks wins askdde e@\eT theo ckieuieueBack3bar@genmnt servers

uge% hBQEﬁiﬁ‘e%E Sfxﬁqbgionaﬁgt}p|a8&h:%dand-rh@l.@énthV\@tplrgléﬁé%ufocks in the
t o) fa;ﬁuggl | ed {‘(h t nt that nvu\ﬁ%llfllhgatr}%}/lgg Ill(ree%) A

etvﬁlé gsour BE°S The” 1 oEK Rt R AGeTe Rt Server

meaﬂﬁﬁéveéh fymetiont s hdnsrexagelr. st %%géal detiels |Sﬁ%t frPFF “the server

tbhenguBlsthi 418l exqitsesnd el tgpoidie topereaati@migbidchbes that the

ch 06k ol»ha%{%oﬁ %sés)mﬁln et £l 6L U ?gop'%rll ck refused

nessage 2004/ 097 32 PCT/ GB2004/ 00192 48 Rel ease

| ocks when asked to by the client. Lock managenent

ser Vigr 3 prgéerzedheghodbesnt piide| Resqit HREgRNPE. digk management

sekv@nit 81400 inglepase domels chittchbevit@vettterofodkandnagess to effect

168k FanaddrefPtsz 1 2GRAL Or communi cations failures). A

heartbeat function is, for exanple, a signal that is

sent fromthe server 5 to the clients and agents and a

Lpek Honagemept tSeavey Faatudendi cates that the client or

agent responding is functioning properly. In a

pr ef er n:p@ﬁ”}} i gn?b ;ﬁf t h@ thr ep?t%ggnij_ qylggﬁﬂlgﬁ éhg%nlﬁal lock

serve comuni cat| ons w t
ma%érﬁ@fﬂe%éﬁrﬁedfna@% hege éih? 3&10@6‘% TR §EHfEh fnd Features:
failover. Lock Managenment Server Features In a
pr efer&ed 18abadhimAbn Ofscl- e PEQERAE dndvenddias, Hehﬁrescrlbed
Aunimal ock 15 managenment server woul d have the
ForT 6w ng characteristics and features: Accept |ock
managenent server requests and provide the
pr escivdhédek manespensexen(rebpreste hot braeessgeiEt responses.
agent requests and process their responses. Be
st atef e : ’
operat {en e p e bk sl SO B e B ion
but al so be desi gned to 25 support | ock managenent
ser \Ber sfdiebover sifRdef orimf wnfcfaidngewibuhi alsowpe |dggkoned to
sTBSRE BN ni-QuRerRCopsrer EHakvdBnager Optional
Enhancenents 30 In a preferred enbodi nent of the

present invention, the |ock _manager
Perform functions within own lock management group scope.

Lock Manager Optional Enhancements

In a preferred embodiment of the present inventicn, the lock manager

can be designed to support the following:

Highly available lock management server.

Transactional lock management server.
Lock Management Agent Considerations
Locking aware agents are prepared to operate in either locking mode-

or no lock mode. What locking aware agents will be asked to do will vary

by operation.
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can be designed to support the follow ng: Hi ghly
avai | abl e | ock managenent server. 35 Transacti onal
wo coi/opmBagenent server. Lock Management AgenPCT/GB2004/001927
Consi derations Locki ng aware agents are prepared to
operate in either |ocking node-- 40 or no | ock node.
What | ocking aware agents will be asked to do wl|
vary by operation. WO 2004/ 097632 PCT/ GB2004/ 001927
49 Durring iinAtidlabishcsenyenyekingciang aware agenfe kool lock

ek odrlRat rgxlogﬁ kserﬁfgg?gzﬁ%% Qc{)cgkgﬂar%%%ﬂ{&{t g&c&;uﬂ Q@rJchks found,

R
FRpGOTT y2BrHHEY Serke FEoRndBl SO 1 A6 1i5gkock manavenent
sranR et 1sgroupowet veren §hméﬂerffol9ﬁaratteﬁe¥n thelasfermde-
operates in no lock node. 5 In certain inplenentation,
t he fryE@ﬁtaana{mﬁleﬁ&tqe{@gem&uwm? q%eﬁlmagggér&kt WYents need

rocessin lests | ocks
S gﬁq]tlg’?ﬂ line ?r SRR tr“?‘a‘ F%‘Fueeggﬁaare 10 Bl ock actions

from |l ocking unaware clients that would conflict wth

| ocksiohel«d 1byodkeckiangc@anar €1 GkbBitisly Neflkédyed Vi a

Agent Avail) its | ock managenment server when a resource

15 is_availaple after refusing a | o¢ck reguest due to

Use BYoR FEERTIRg EIMMEPE S TaRT® LGOI VERRigBReH: CpHiet with
logkedie2® b‘li/”olwﬂlustm@#e ¢lientsocki ng design, a set of
scenarios for client operations will be described.

Lock NIOQ_géyc ({7§a % él‘([:t[' VF?ZB f:LQé l%@ﬁ hna?lggénré%t ;&Ivleg\%h%g a resource

scenat I os: e _vol ume on a virtualization s
1% PHELARL FFE‘? ﬁ?f%gtlﬁ? fgéocbgeﬂ}fﬁ% g‘f%ltgglésef P-}S?'/ﬁ &ﬁ‘ékmg unaware

odiettyal i zati on systemto another. Myve storage froma
virtualization systemto a host based virtualization.

130 Wbl e AL & Q% gvolume on a logical volume manager

and provision It roma virtualization subsystem and
a disk array. Create Volune on Virtualization System
35 FG l4Atiddeushe dbekingr éetiigon ofen afobesrardpe dor client

o¥kFdtiahd zati A aysd@pea WM Lédbld nseifcl i €1 RBEr Al 8QE chdhr of the

: preferred enbodi ments of the present
fggf&rlgg%%n%éﬂcl ient (d l 400 is atte?vgtl n% to . create

@ VOFGHEFS BPAFRCoR 7 E AP Lo SUBSYS 7y Eifooet storage
but the virtualization subsystem
Move storage from one virtualization system to another.

Move storage from a virtualization system to a host based

virtualization.

Create a logical volume on a logical volume manager and provision it

from a virtualization subsystem and a disk array.
Create Volume on Virtualization System

FIG. 4A illustrates creation of a volume on a virtualization system
with insufficient storage in accordance with preferred embodiments of the
present invention. The client (Cl) 400 is attempting to create a volume
on the virtualization subsystem (V1) 410, but the virtualization subsysten
410 does not have sufficient storage to create the volume. So the client
400 first obtains storage from the disk array SS1 420. The storage is
allocated to V1 410, and then the storage may be used on V1 410. The
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410 does not have sufficient storage to create the
volunme. So the client 40 400 first obtains storage

wo eaniovtss2 di sk array SS1 420. The storage i s BUT/aB2G08@01927

to V1 410, and then the storagg may be used on V1 410.

The WO 2004/ 097632 PCT/ GB2004/ 001927 50 actions are
associated with operation idl (Opl). The specific

steps of this operation are: 2(1) Create a vol unme on
BLlog @re easgociared witht eregge@onfdyuioat ) onBer veelfi6 steps of
hiat @weatidr ane:CI M - This involves | ocking the

storage pool in SS1 420 and issuing the create vol une
service. The assunption in this scenario is that the

Attt FEPRaR B EEbEY SERH2416-foesinot YoraaContidugationService
B osheRic OfFamgtIM)0f smﬁeagﬁolﬁseab&mggtm ¥obrtaige ®d1SHIl ss1 420

a%aolgs%lg&%ebyrgales \E)llhzﬁ@tsef‘\pl%e l& g;g S4P0n 08 s scepario is

lcbgle creafed 1S assignhe
® PEEA At HERRr® (LONBRoas FEoVL Lerovisioning
O'ﬁhét%r§g‘anp1€rfe¢tms thehuelumkeory §BLMAR0i s dohe dontheolclieeht 400.
by V1 410 until the client 400 rmps the volune to Vi

15 4(3 ten t.orag ool on V1 410 by addin
3%%) Assi.%n % E#Hme QOBY:LS 495 ?’.Plg o}n&enéjuaSSIreﬁt%i i3 a\7f9gned
(419 s heSkcad puiti tnﬁ@em(wm Wspedt taodel4las Ehe segumition is
thhe tlki erliumd O3 addsohblexd ent vi @a1ohentVl @k cbidtagm® maps the
vBe@le thal 41 to house the new V1 410 vol une. 20 5(4)
Create a LUN on Vi 410 - The client 400 actually
creates the volune on V1 410. FIG 4B illustrates a.. .
4 AblEateBD aoftdregkinegl sineps 44Adovmapding khe ivolume tb orhe pool - -

Tﬁgﬁ}bggﬁ§ aase@eaeemgcmoéhﬁ% LONS: {:9& v‘ir@ﬁi bRl ndel as an
u |
er %1e§ Xd()r gchs %ge exg%rﬁ%léo tERE\I‘IN{,pr%']De? rogage pocol that -

R orage i n_accor
1§n’fﬂ)6Pﬁﬁ1tt§e drevt Ye 46? e®dprei nvention. Mve Storage
fromOne Virtualization Systemto Anot her 30 FIG 5A

Si(/i)I ﬁ:?&a{lf_%t ngd?ﬁo&?"(ﬂnkld)f 'ﬁ{e fﬁ@(maggt?ally creates t e volume

virtualization systemto ano er 1 n accordance wt

°Bri&f érted enbodi ments of the present invention. The
client () 510 is attenpting to nove storage from one

Vi r rual i4zatiieRcsyskemdaiid 43804 Qoéﬂ&@k_fh&feps and major client -

ML 8 DRGIEE) 22 Byl SR ne o o
v Jffdﬁagiﬁltaﬂn VSESD iRy PR iR g AEoTHvE 1t é‘éﬂo%dtaﬁi‘%\d’éth '

prefeyred 3@bodilment s tobr eigeptdrant i swvestimmsed form V1 520
is held by array SS1 550 in | ock nmanagenent group B

390 5 Hi5e364ch0B3, 3 6:ATE0N B bt NoOReLaLl on 1 1

he speC| ic steps of this operatlon are: 40
Del ete extent on V1 520 (StorageConfigurationService)
- TRIe. 5Shniiglugesateschkivegerdthef sitorage fpoolonkenviviubl@Gation

sPdtdnl 65 UhBehdhen deket@next.gnt preferred embodiments of the present :
invention. The client (C1) 510 is attempting to move storage from one =
virtualization system (V1) 520 to another virtualization system (V2) 530
in lock management group A 500. To do this, the client 510 frees up
storage on V1 520 and then assigns the freed storage to V2 530. The
storage that is released form V1 520 is held by array SS1 550 in lock
management group B 540. The actions are associated with operation idil

(Opl). The specific steps of this operation are:

Delete extent on V1 520 (StorageConfigurationService) - This

involves locking the storage pool in V1 520 and issuing the delete extent
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WD 2004/ 097632 PCT/ GB2004/ 001927 51 service. The

assunption in this scenario is that |ocking the
watenagmws3pool | ocks the extents of the storageCpaskoo4/001927

Unmap the SS1 550 volune from.yl 520 - This involves

| ocking the SS1 5 550 volunme "and the ports/initiator

to which the volune was mapped. The assunption here

is that the objects involved in the mappi ng are what

saeeitte. t orheeasoolketbn( &s deersdeyative igdhat eguistg .thbgrorage pool

1bbes B8 SBAndOlUnBd 8:M258301. The operation al ready

holds the 10 lock on the volune, but the operation

al so locks the new port/initiator for V2 530. Add the

ext eFpmEEsSie 5353 ¥ Uppmet froppVEFF Ost Jirdgelyssyes locking the ssi

56 Stveil age Gonf tigupatisd St @e ko -whlkh stHenvaluneswd sookgoeg . The

aggﬁnp%'i&( 3QCe pi%ok:hé)@ thd b gctégg)nvcftlvg;@ imBh@REpPag are what need

trate a tab 560 of | ocki steps and nmj or
t8ll? ﬁif’c}édt i(3h SFEY Sjé(sf%e ("A° 4 “§8%Uénce of actions taken
under the |solat|on | evel of Iocking for nmovenent of
st or age theoss10880 Wolltuuka ltb 7t BN -S T8¢ emetacidd asltetdeholds the

lbgk %ﬁcﬁféj QfgfxﬁneW' lglh‘, @ﬁ@foﬁﬁfaecq.oﬁ F@le mtsstkgef n&p %ort/ initiator
%e? E’%qlnventlon Move Storage froma Virtualization
e

0 a Logical Volunme FIG 6A illustrates
movenment of storage froma virtualization system 25
t 0 aab@gheadtxteat uraslnEEtaAgETumeN ACTDIBANSabE Ipool.

&fasgéﬁ%lngQEMLJ?‘c@f - 'ﬁ'Hg ﬂfv%é@ég lb@]&%@t {:IQ—Ln sta%?a%e pool on

|_ent noves storage from.one virtualization
em (V1) 620 to the |l ogical volune manager( LVM)
630 in |ock managenent group A 600. To do this, the '
cli efts 638 fdEe6s upusterage table Yo 620 1andnyheteps and major

c@i?’e%ftgggtl%geréqnlgggs §.I’105 %gSuénQe me@.??&ls gmnsﬁrﬁe@g@qe?’gsolation
1 %.'t LS %;g % o(x)rrem N 2(1): L S e $ é avrlrrgly :Lzat:Lon system to
FYPY 8EKLC REACVERFOupt BE8EFS THhE" 88T iOAS aré

apeEeri Ht @acwqahcw'eiﬂhmrsﬁeﬁr@ﬂ! ¢ ¢jmerfleot §b%dqrﬁﬁ%nt invention.
steps of this operation are: Delete extent on V1 620 '

BRI O U i 95]1%%‘41&19 This 3Bodnuel was
Mlg)\o%%rcng the stor ag(te: pool V?LSthO anoTl igéélw ng thI(ge ‘

del ete extent service. The assunption in this
scedafi G2 sliwsarateschivisgerthefssiorage fyonla Viverdifaidon system
t8Xd @By Eca0f vé e StRkage 1RO coriiitrpwidre pESkr660 etbddiffents of

tf,é gm%ént J&un%;wV%\{ee%ﬂ&&k' &‘ﬂ %B@ 1985 or 4 ¥RLHRRe

/1nitiator VOl unme

AR TAE. SASSUBL] OHONGY 6°F S PhAT: PRUTBLFRERge | B 630 in
1pgty obpeasment dfeurrdppPthg Be elowkkits  nelesl clignthel) derey up storage
ohag seeRnbytHdheasmpns aguesiced WOr2@H4b0RE3R830. The storage

t Q/&Bﬁquééélp%gﬁz v15320 is held by array SS1 650 in lock management
group B 640. The actions are asgoclated with operation idl (Opl). The

specific steps of this opefation are:

Delete extent on V1 620 (StorageConfigurationService) - This
involves locking the storage pool in V1620 and issuing the delete extent
service. The assumption in this scenario is that locking the storage pool

locks the extents of the storage pool.

Unmap the SS1 650 volume from V1 - This involves locking the $51650
volume and the ports/initiator te which the volume was mapped. The
assumption here is that the objects involved in the mapping are what need .

to be locked (as seen by the map request).
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Map the SS1 650 volunme to LVML 630 - The operation
al ready holds the |ock on the volune, but the

woep@rabicdon al so | ocks the new port/initiator POT/GBYNL001927
630. 5 Add the extent (SS1 64Q,volune) to LVML 630
| ogi cal volunme group (storagé pool)
(St orageConfigurationService) - This involves | ocking
the 1ogical volune group on LVML 630. FIGs. 6B and 6C .
i1 ustp athe $sbléeo 6oQued thockilNEB Gteise andrardporalifady holds the
1641 &Rt ciaC b O, egUEShS dpBratiSEMIRBCERE At hePSokek@Atiator
unt(al}r ()f%% i sol ation |[evel of |ocki ng for novenent of

roma virtualization systemto a |ogical

vol uma manager in accordance wth preferred
enmbodadeitksedent hess1 psas esitume N vien Lingn .63 0 SLdgh eslt @ofume group

L‘Q&laﬁé )&30\6@ ur@o%&cgﬁﬂ\wamwémﬁeemJ\/&Mg Rh$o1SQYI LRRing the
ust r at 688@?{ eg (I)OH of | ogi cal vol unme and

lB?Jo‘iﬁleo&li‘megﬁ"HB N vol une from mul tiple sources
in accordance with preferred enbodinents of the
presecs. isBvart conlllheraeki@nle (&80) oF Adckmeabt@mptadigajor

?Qentto 1%ﬂt ?ecﬁe%@@llﬁaé s%&ll%‘b%@ WQCQI&\Q §é1&ﬂ {nnfer the isolation

|ca vol unme fTrom nmul ti sour.ces. Speci
GF 1 SETOGRRUETTY B RO ST EPaGe” 1o Horion veren to »

lvg:rqa@la*ifqlm@ummasgasne mc(CViéanmmJ&hdple@f@rmdag@b%hrnayts of the
ot&RL) #3RntTde actions are associated with operation

idl (Opl). The specific steps of this operation are:

25 Create volunme on V1 720
Crstar adeesfitt Jars suSEr T AoTAT S MERRALG U B¥ i ng

the storage pool in V1 720 and issuing the create
vol YHE, 796K MiG8rat3 @%@Q§&1 Gk . £ .10g80) vgﬂﬁlevind7§90v1s:|.on of the

na
LT b BBl g 0, VOTE TBR05E Lo
erabmhmtaw 96 rihe/ PﬂfﬁSPmatI@f«fertfdom dhet ?i‘ée%l (e (fsis attempting
toaprete alhegiass unpimernliesm@visiont ba¢ lbobecadbyebte from multiple
sb&\&kve%ple& ﬂl@glf@p%@ 1848 WRlaResd ot getbent agkedid asom a

v:uitgtaor% tel%nsfys urat| on%éra\x/nl%geqteo%%%e \é(w):lral).’mS(S?{]) §§a' 7%Qe actions

ar%@lersﬁ@lattﬁé Y81 WFEHissl 145 @511) 73@%%6?&%&.%@%& this
opswaten wokune service. 40 Expose (i.e., map) the SS1
730 volune to the host (i.e., LVML) - This involves -

I ki he SS1 73 I d

wb SRS o e PR30t 5185 Rl AR O b
1W§§1Vﬁﬁp1|z9éiﬂ.lngl' frae aESTLIFR Pot Berd 730 tavst l*"tsh‘én%ﬁih@cf%eate volume
serwiekved

Expose (i.e., map) the V1 720 volume to the host (i.e., logical
volume managerl (LVM1) 710) -~ This involves locking the V1 720 volume and
the ports/initiator to which the volume was mapped. The assumption here
is that the objects involved in the mapping are what need to be ‘l‘ocke'd‘ .(as

seen by the map request).

Create volume on SS1 730 .(StorageConfigurationService) ~ This
involves locking the storage pool in SS1 730 and issuing the create volume

service.

Expose (i.e., map) the 881 730 volume to the host (i.e., LVML) -
This involves locking the SS1 730 volume and the ports/initiator to which
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in the mappi ng are what need to be | ocked (as seen by

the map request). Add the logical disks (i.e.,
wezaoen9sy2to LVML 710 | ogical volume 5 group (BCDGBY®4/001927

pool) (StorageC(r)nfigurationgervice) - This involves

| ocking the |ogical volune group on LVML 710. FIGs.

7B and 7C illustrate table 760 of | ocking steps and

maj or client action requests in a sequence of actions
thakelutndes rtdpped SOlas isesumptOod exvet of thackhagbiects involved

iR 8 LAk A goiCaled ob Wi 180 aP Y isebPRyOfnd By request) .

[ ogi cal volune fromnultiple sources in accordance

with preferred enbodinents of the present inventiaon.

Lock 2k dber kassaet i99R MHA adenBhtentEh tIpl &M 7P | Jpgiadt gglume
gkeg gstarpbenent pd(storqyeodetigueatiookedvicthe M 1swqﬂvesnlocklng
thd 1RGEONUIPEEMN L RpPELT O 8doenbodi nents of the :

present invention. Control begins at block 800 with a

client identifying a resource to be |ocked. The

cl i &Aés al’8orréhdhsi MhseiRtageht e ciGht phIleckingeskersoathaaior
cLBSBUEEE 03 0rdduetts i COREODINSet dfe arexmisr takeh, waled thHeeisolation

1 éeek RERES; 8ol aGkat £AUEST: Yéﬁc@l \Lazcak,e r@aalgﬁowlglcbnt B@ the
%ﬁgmgt at c ntrols access e.resource (hlo

ERP BHCHRIS §PENTS G °F P ruéf‘%%et e IFock™ -
mlmqi}@smts( 82 Hhe- prRsephe nVeRfdaL - sends a response to the
| ock request to the | ock manager (830). The | ock

e dELELALRER GLAEr the | ock request was
Lg?ﬂ%?‘gd”’?& orj:k 840). 25 If the l'ock request was

granted, the | ock manager forwards a grant notice to

t he Feéi entl{Usitoates8b)ic budiemmitsd, t¢ aoteskanmeagey the LTM
Qé@fheﬁq ta%@ofd%%&e wi€H L&%‘feﬁx@ho&lﬂoo%g?x%nts':éﬁthg present invention.
Carét :-]lgaeagzs alé:ggic k:,]gp(! ep: :glp ol H&e%%gfmgagqesbﬁce to be
1ﬁ?]@§entT1’|enQJelr?FFoﬂsodﬁfﬂ”Fd’l’hlBEgarQ’r%ta‘t‘ontBPJo%R‘CWG’ b (e resource
(the .| oolotreltagee meapagiend, laodkihreegliestcsserdses Viedk fregpest via a
1584 ‘i‘n'ané’g%QfSch bl ﬁﬁﬁcsag%‘ﬂg diakesdReold a%éiiy tMecﬂQOI”?s'z(zurce (block

ents, an | sponse r.0 endon

ot £ 8P AR o LR 2R ] B et PRl ana the

2gFRF FOifeAt X SBARTP SRRt Lof F?—Cﬁieétv‘éh&B‘? §°§Ft“§“t‘?ﬁ?§r t<83°> The
135 mapdoemeddtarhinesanpetheyithei hoakokesisfe. wis, grayand s(bdpck 840) .
I@lﬂh%nioﬁk g@(ﬁ@seﬂ% B¥antak) t‘l’x@rmﬂcsmarégteymo%airdSM grant notice .

crhrpﬁe c(:).'{lz]a?n %blogfg ?1 l tJ.Ise, go{oqkeﬁé(ﬂgggpgﬁghes the lock:

vendor clients’ 1I's use
rF?HﬁSEaﬁ€ﬂ°¥H§P)each of the clients or subsets of
clients may have been devel oped by a different

Veneges . 9Tﬁ]§ldsQE£ﬂesrm$diic' URNdREnRYE ' 1b&k mathelOin accordance
w1ll}1d| ?Qigeqrreg e%@& f0£ tgzgdsa%ﬁnirﬁregr:lépbs@&&rgf beg:l.ns at
ﬁ ave een deve ferent ven .

e R
multi-vendor clients and directed to multi-vendor agents and managing
responses from the multi-vendor agents to the multi-vendor clients. In a
multi-vendor environment, each one of multiple vendors attempts to
implement the same logic in roleg (e.g., agents or clients) developed by
all vendors. A typical SAN environment includes a multi-vendor
environment. Thus, the term *multi-vendor clients" is used to indicate
that each of the clients or subsets of clients may have been developed by
a different vendor. The term ‘multl vendor agents" is used to indicate:
that each of the agents or subsets of agents may have been developed by a

different vendor.
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The | ock manager maintains state information on each

mul ti-vendor client and nulti-vendor agent (bl ock
wO1@4/0976B2 | ock manager nmanages queui ng for | PCRGB2004/001927

requests that are refused theggpulti-vendor agents

(block 920). The | ock manager perforns heartbeat

functions to ensure that the 5 nmulti-vendor clients

and nul ti-vendor agents are functioning properly

(bl Dok 198B)manky€@ milntafihustpet dofoowicéon wpl earnpedipyendor

cBicht %}ﬁaﬁﬁlﬁnygﬁﬁo@g&fen'tn (b13EE Gr1dancehel tdekprekeer @dnages
nts .ot the I | I
qxbeénfl%stng:t i%cik rﬁqufébg t%gf % t hPé’&%Eh Qe I%?L@L \%ndog'oagents {(block

nsact| on manager nat th
9%®ceum%@o% TRRRASE AR ORI AEE PEPANSAE TG T Srsure that the
miegrverideg ¢lieathenhérpgehesudodiagerishare dunerhanionPEARSTLY
gt &fo9geneous di stributed environnent is one in

which the client, transaction nmanager, |ock nanager,

and agent or a subset of these roles nmay be fromthe
sanBI®r 18i ¥ epbrmtey eligor SlmpiLﬁHqﬂtse @ylelﬁanf?fézloﬁgnanager in
addoafisae! vbih paatgerd gehediatess af Operation iweatidn.erControl
bégngstzn:ebﬁ.lgé‘p%@@(z @ B tfhEntxféEQ&Itﬁ:llagzxﬁénabéhﬁ rﬁﬁ&lﬂﬁﬂgtdnogndlcatlon
nmanager s actions, for e_tran

YRR FheE S8ReT AT ot #%a%ﬁ’t“ ¥ er, 2 an g §ﬁ%tﬂa§% g%%&:}%{é%ﬁ
erﬁé@ja@?ﬂ% A bF FESEEMIT A (ST e BUEEET 7 OfR e fpich the
cTiehkpatkhsaandn Ireckoegr ahdck nfvieex amdl @geny erquedtselpgf these
P8t IQay greats Mol WaRXor dl&f@‘f@rﬁ:hvé&aﬁ)@sa 29 block 1010, the

Cor %%%%%ng?n%%6¥ gg‘éggi%f eﬁérat ; Hlll d_Ldggtl ﬂglﬁ efo% the transactlllon.

ansact| on nana

IIp@#P@‘F 2R orHIPL PP ERELET MFPRERT LRSS BFAHERCE e frgnssction
n@6KicHOBY, chishepdrnansadiémn timnaged therdasiogs hoflufackequests,
c@c&r’%gﬁérﬂlﬂ xfeQErsé t@@qx%ers@lgs(%%t:'@é %Lﬂl fro‘l@%ﬁﬁi 23 Bc@ﬁgrants
an ra ogi,c_perfor y i
Py &R Rheh rea%?%r“r%? % Og e \Zr g%l on i gg’%tq? |d(gf1rge 3
cquyeperndded HFeFHT Ke%qsés%@éebq RBCLRHOTRIGREL: i T PLoek 1030,
ciy efad-edi @rbacigwende-fofmt kempitesertessinge fiby oihe' tapsaction.

& Ib@bck l:bl&z t‘fxgnélraglsa&@.gh %na&exbbegf%r%l%l%id'k @rcﬁdé‘sﬁing‘ for
recei vi n? rteeggg request for a client with an

tléeg%%rl‘sgtcéﬁorbpé nidentifier to lock a 30 resource

controlled by the first agent. The first agent | ocks
t heFIa;sesmm cadcu toldsedatey Lodie bertrmad) dut casichfiittchegents when

%{1<1n wﬂ%n%éﬂagion @éé’&qlf@éﬁQSV\f:ct Iﬂetlps%dcizd QBEk a resource in
| ock |§%asso

amgdw& AP URER FFEPTIRE 1 B SEPRPRd TR PHe 2 770
154.i eptrofl fbeginatateblqadkqlEtht wig! PoEkr EEhROTESERAEEW Fhl ok
réfiRsSafe apariaht entch denkiddceatdds oBératéceiiven;iftihe dootdkck a

rés%%!eséltcto%lgr&&@atﬁ thd Q@g%en[argg?tﬁg S@ﬂe @@m; abaas 1vhet bes
-dnasaLhenl oo e concroll agyy .2, 200000, 0GR o
agraséessy wheh ¢hperiiest r éé‘ﬁfé‘stll%%lsedﬂ&ﬁ Qr\ﬂ‘vettH%rl"Fﬁels associated
wOPEERS icpRriid cheididt plirfrotinediomseheiasedoridhagentlimst If

asRl e}e%ugy &8 elek”?hé Q@s SNt tH LIRS bpepbetifidntifier is

r cbellgrgg %%e ]?ock requelstS 1sl gfyratnlggdoper ation to be

The first agent determines whether an additional resource controlled
by a second agent should be locked with the same operation identifier to
process the client’s reguest based on whether the operation to be
performed on the second agent must complete by the time the client’s
request completes (block 1104). That is, if the operaéion to be
performed on the second agent must complete by the time the client’s
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performed on the second agent nust conplete by the

time the client's WO 2004/ 097632 PCT/ GB2004/ 001927 55
wo egueste3zonpl et es, then the additional resourP&r/GB2004/001927

controlled by the second agegt is |ocked with the

sane operation identifier. In block 1106, if it has

been determ ned that the additional resource should be

| ocked with the same operation identifier, processing

reqresit nerepleeesh| tede 1M9O@ddgtikerhirgeourcs gangeesksidny the “second
a§&Y LauRSkE® WikhCkeldd®. opdiabl @Ckdddll@iet herd iistk 1106, if it
hgg%@én S&Qg ie}lelio%tr%Qé&lt&gnzllh.ece&ﬁﬁggdsho@g@rﬂe §o<!k%@kw1th the

nmanager to di tional purce
SSiPRETOn dla%flr:#‘lsr PROHEGER CPITELepns Batgh 08 Bneruise,
pagsting [coekinmandpeblad Het8er mi nes whet her a | ock

conflict exists. If a lock conflict exists,

pr o%ﬁsk?lo%g P.L%t I {Hée?ilgs@. %e%%kssgn:hédfa 1%%]3%@%@& to the second

processi ng conti nue In bloc
B St GHRE & TSk “HRrgLr GOL TS PRE 1 oRne sane

opampyest ideptifiieck Inlgock rﬂélgecféxﬁdsea@éﬁta@@nilowock manager
J8BRgREs RASSRS &lNck| @tklikquesditst 0 ithe Regomthfagenkexists,

pJﬂc%g?&gO%gn&%@L éoo‘sfébkth be g e§t9}é&§§se15p%"s£9{d egnttaymes to

secon sane_oper n.identi
bR k2 1 1 TR 1oFh Hhi b e FEEO RESPS s fockt BRTAash: Siege the
lack ewaoper atirohlodkeht i | tre speon® Reent] eclockarpiges: PFRRes the
16di Sbqagento $880SBndClgbhit CathdBebond BgerBeCod: tRE resource

a ent_L%?]d lbgcﬁ'xewgggogﬁrag}e%tlmﬁ%% &e Qﬁ%lo‘bb%kn reRAM Ger (block

ew operation I dentl I er ock 1120). In
1bjrfdck 1122, the second agent's |ock manager
determ nes whether a lock conflict exists. If a |lock
confhi K’ltockei(il%‘; SthePE Msﬁeﬁ\@ st heue et wpblackon 11261 fier

%mh§ ¥VI 1?(_)%& IPatn%S;gxs Si E]lge fgpgzt Iagésjrﬁﬁs sggdsblaox?&ll‘;ga%lollx Mo the sepond

é second agent ueues

agPRd ' F olaek r‘é"tﬁi“@%’f Lol hOgK bk 24954 onph & SERESHWH eg?e gV
oboekiomridgerifipas®aschk Ae20ockin ddadstlled the spseph@gent's lock
n@AARRL . dctRemsReombrage ! 1backsntiner 8804 Cef conbeboldoetliict

%%ﬁttshe rsf%% gagoq'gﬁ MS g téh%clge_lwzeped’t"ﬁghﬁ%e dgﬁ:%t:ééé:@x&

at e
pg?m c(];ca%JCZédl % %/&1 eh ge?? élag%{a:eﬁgiock manager
qﬂl@@lsstlm Lesloreaeesto ntﬁnobl@cét bi2la tke sadongyestntdAdlackemanager
p88LRNEthe PO HE&RT YEThaNEIBN dgeAtIeStrhé GebonK abbad locks the

r?.ﬁo%ggé Cc%nkpola}.%g r}p@ﬂg %e‘éﬂ)r&cﬁh a%e.:rg:r @&91{ rtﬁg r%‘(l?b%jéx%\‘:‘{%é J.antl fier

resen I nvention 11C, control begi ns
<la3t°°85| 53871150 with a fi rst agent receiving a request
for a client 35 with an associated operation
| depted | efctmal 00K iB1URSOH CByLOPEf Blrived HYy cascatib@pAdents when

aagﬁ‘g% agqu { d:ﬁét %%S&Irc o&hﬁ%r&ﬂ%dr %%&@onﬁ%’&e&l@' e!trﬁd the second

e secon agent I on |dent| | er

agf BPSR FRS TR %ée‘éﬁsén"to 6-8% at FEEPYEC I FCEOT PR With
vrefsrred dpbgiimsnat dfl ok gt winvientl e c obrd FageAiC. control -

begins at block 1150 with a first agent receiving a request for a client
with an associated operation identifier to lock a resource controlled by a
gsecond agent. The first agent locks the resource controlled by the second
agent with the operation identifier associated with the client (block
1152). In FIG. 11D, control begins at block 1154 with a second agent
receiving a request for a client to lock a resource, which is controlled
by the second agent, with an operation identifier (block 1154). The
second agent determines whether the resource is already locked with the
same operation identifier (block 1156). In a preferred embodiment of the
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receiving a request for a client to |lock a resource,

which is controlled 40 by the second agent, with an
wop@raticen i dentifier (block 1154). The seconBCHGBRM04/001927

determ nes whether the resourgg is already | ocked with

the sane operation identifier (block 1156). In a

preferred enbodi nent of the WD 2004/ 097632

PCT/ GB2004/ 001927 56 present invention, the second
pagent Uoteetimmeshapsetdndr adend desguitss whﬁthaerQQdyesource is
ai:%@?dldﬂktaa J+ike SRNBan(2D 8pak 06 i1demdirhiee fbybiy(atr&iﬁﬁghlthg first
o?ed:e t%o? S dentl%raxa’talggP tk%?toge&&rlo%g?éé?ﬁif%} ?Q%;@& Il%@k the

resource

refourRie- r eSBUNOER iS58 féathP FEEREESWHT AITTREY sHifE® “ith the same
oppertatn ddehidentr f pepcesginr eostingesomt bheds 11@ bprkwise,
pAdRBsi REAVILS8s toPhRRSHIdY CONbiike316® BhoOGkcddb3gent

n{;t%f?le% e gﬁleht 1131 tsﬁlcoggsoggggtlﬁs Eﬁéﬁefdl x%.scht pl?e g‘lﬂh@%&)eratlon

he resource i sane operati on

1depeAfi 9 -er In OB ddR2 /1182 SeCrRd SEERnFeRYR At “SEfysOa the tock
relgnisal tofits rﬂ@ckouamageﬁrequéfsﬂolbdc i1f.64] cbk yrmpn@ewent's lock

ndlRek Jlbds duReisacengeagent’' s | ock 10 manager queues
the lock request. FIG 12 illustrates |ogic

i npl enented by a | ock nmanager to allow for different

| evEFS: 9f HOCREFRS By W €| FTEAETIHT A cBO PRt HERT 6o a1low for

dptefrent advebBnbodiorkines bofa tcheergr é8 eavicor ¢preat Wigh., preferred
e&&&&&!tsbgglﬁé ﬁesgﬁ@gkvér&qgnw t hoﬂt&oﬂh]@egllﬁﬁ katnBD:ﬂQ:GILZOO with
tﬁxee ggcl\cl mgga%er aevt:elvm OEnovﬁne? Iﬁ%lln ICQJ.QIL@ CkIr}%&Qck tlE?O the .

manag erm er an operati on

LlogemenddesT SFLeTBINAF YRATLOF 1R ORYTE LEFmiarRE WiATS & sppriged with
the dotadre’s whdtat peeflikansidcdtiesntingn agetrangeq:te-pat reghageh@enerated

tlQ@?)E)@I‘Atﬂ%aﬂ ﬂf‘em:ifl'egr tIhnblech:kzzl)ZZQﬁ ikfid ldet&mined that the
eterm ne he ransaction er
t%%‘glaﬁgoélnm?rﬁigﬁf 458F25r bees eratlgrgq?gﬁ‘% |%ggs p%g%ﬁsmg
capgguesttifebifickel239r o‘@'é‘§§‘b”r?§ c%’?ﬁcleﬁiﬂé’g E BTk FR Gk 1240.
Ih mwilbkock30230e 1k hockenmpageresoperatessartion level of
1$£ﬁﬂéa0tﬁnoﬂléc@§i400fthé 064 REnadeR &L&ﬁkesl%ﬂoan t1661dr06K 1evel
gﬁt I?r 0 er attg cqt 11 nrlefeoa.satI Orl |1§V&| e. an{zol%lét g Once the
rl*ghé1 cades™ i T ok (i

cGifes f?ileeasw |aeﬁ?‘3kr'eF1éea§@§k a'avm O??Félt%a? FrefHagay controlled
lepar at eéscaina client controlled 25 |evel of | ocking.

FIG 13 ill ustrates I ogi c inplenented by an agent in

A e Pk Rl M S L S S IR g%vlg?)oatgehbempgg&%g?ce with

i nvention an a
pPrfear r?@b‘acﬁ“-n@}é@‘r a>1f| ‘8}‘?‘ Pﬁ%ﬁeeauﬂa’ea‘fﬂé’nor GRpFECL begins at block
1301 WOELS .an. agd@ ddreioper at icprrasiopr pidotfisw aue ggsmore actions.

TR |obbﬂ£oﬁ9%“b§o€éc@@& Mel-8d P g1 STl dRAEOUSom multiple

C era C|ens vvhrelnano t
SJCIESW%? %%nec %Qeratlneq 9 o ne " ﬁelpnarﬁ ?D FQ&OH gomprises one

Oéa@ﬁer%ﬁdoﬁot é%t@atwtl%n fog ?aéadreﬁdoewegt?ﬁeﬁa“o"ﬂ? 1g? read
16@sauripedand avredamras tandng iae eadiliook ede fylogked ifrpmyribing to
tﬁ@ereg&wr SEHREML G e theali B dke st derCcle 10l 0Gkr each write
proscecl:ed ac 1oena;Ch c alntgee lock is held on a resource and write actions
and read and change locks are blocked on the resource protected with the

change lock (block 1320).

FIG. 14 illustrates logic implemented in a lock manager to resolve
deadlocks in accordance with preferred embodiments of the present
invention. Control begins at block 1400 with a lock manager recelving .a

refusal of a lock request with a first operation identifier for a resource
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35 protected action, a change lock is held on a

resource and wite actions and read and change | ocks
wae@4lopweked on the resource protected wth theCcT/GBang®01927

l ock (block 1320). FIG 14 |II strates logic

i mpl emented in a | ock manager ?o resol ve 40 deadl ocks

in accordance with preferred enbodi ments of the

present invention. Control begins at block 1400 with

@ d OCbee@eﬁ%@trﬁscawéaagalodkea usah Ofsedoldekeragfuesiientifier.

Tlé% d’lffg gr%lgggétp%g? %&E%%/ % lg%h\f: I £l5 L&rusgd rb?szﬁ”a%@n%/\ﬁaThe lock

ect
MRRAGEE T RIEFFS | Tk ‘tf’]i/\ﬁq’feﬁts’é‘can‘ﬁlebl e‘?’ﬁ‘gl%r} J& |telfn ot
pdhied Oolocketpidst Aasbloeht14dy, aths iL@cﬁt mawere@qf@élalw whether
tRE 13gR m:equzme 1k0ooK thémRager tpk agese thenlweke rieglegteukntimeout
eu &%K )

pi?%g) eJiéMs%ﬂ g@ﬁb&%ﬁﬁ&%@)ﬁ@lrﬁ;ewklo@@ﬁhm é?ﬂm neg: tirocesslng
comerher 5 PIRCK T r difestos §F ot S T gudtig aueve is
uped hiepeirheo | mEkr weaerdsi prewubt t@@rﬁwe flfoms@hwh the lock
rQ&x%%Sﬁawge GRatbiHeaSHY @nbl10ek dhdBer Ot DeMmabse,1414, the lock
m rogeners t%gm%rge%nytﬂ#eQﬂgé ﬁ'xg ?clc%cgue]célé:tme%m; p%§§<§i %t(plred If so,

erence used

PF%‘?eéFlT-% cgniiaps |t6nbjo‘1“’kt el u%‘i}éerw%em %‘?C@ﬁs%f}%e C?% lﬁues to
bleguesi2.may be processed by the | ock manager. in block
1414, the l ock 10 nmanager determ nes whether the | ock
quelie nﬁoi'gzopetr]:{(eogélé%aér(a%%r 1.1J15§19es tﬂé Ofo§§%é&gest In

continues t herw se, roces,s,lrlET(‘;1l . .
pRHCHAtes 1 PLOBK GeR0 1489, 199k BIGERT TA355UPhE"T RRE reaues
baEn@gethe eogshes Hehe tedeksadequespredavesi® pakdipguihgt, Lock and .
thd Pk 134R0eqtdie hordk pRnagetoy ef skegudubewithek its lock

t eue oc'
qb?ljedeceesoélgrecaus Rg%%gggﬁ. h:%% Zpo nmgr GER gcpbééeg a queued lock

eue
rE@HFE s Ito e d st ’t‘)t the ‘ioé’po%fth{eh‘@leéfﬁeu&nv\}?’]?)rﬂ{nlﬂos 1%5}3@ lock
reeise tdsrevattteperitbih tNet B dkhateuehbineouk nemhadeprocessing
cgﬁﬁcﬁ%§§% glcc&{ey@@ | §erui RYUESIceBOR béntisued tbhgldeRpial2.

Iwabloc ]gltlﬁ%uethe ocl?(l %%nkag%, %gemo{rés EHS 1ogﬁkre%1ge£t,eqi!tl§1§tthe gqueue.

et wit ueue eri.od, y
Iﬁr“ch?e%%‘?]hgs %nﬂ%%@ 8 b]IOGEkreﬂlfﬁﬁt l&t ﬁ% . In this
mpiete ssilvgk conatiestiues ¢ oebbwork dbt2is allﬁeatﬂyoékckf&Mgs either
gxcglrﬁ:édogtk a”@@t,aﬂe’éln{ee@%&miﬁ&ebﬂ@@oi@:@@e&tdeﬁﬂmﬂ Betuation. In

? rngtlvel flm%{]e nt Ctgmllss, Qgtbl% anﬁ%_g éﬂelé&cke&lﬁgu% be placed '

ueue manner, request on
bpglg @&Fe ethteh‘é}feuiesbaélefle‘ﬁ’dﬁn? SEKBIFS §a%‘i°trﬁer5“§§ it Eﬂ‘t’ dgny times
thé lackateuest Mes dreeh epmmvhatdd, prefl dimngha aedrt ock
situation. In alternative inplenentations, in block

141%&1 aseagf r&%%eétlo@yr%ge& %%@Q tob@ﬁé( tb td:f t:ﬁ'@ queue and

queue ‘one or nmore factors, suc W, r@gme

ifi FRISsUthe PO dRCF &GRS ﬁ%tstyﬁé%?}lﬁr%“iﬁnéiﬁ%l% PIACEd i
Hbheveguetiere 30 hay rar & i cakaim wivhen aaldabéke regurest Cb’ét% obtains
the cie'%@récpﬂo@ﬁ t b, queue passivlieStHati Ssliedissbe loeBkrequest will

geg %e%?.'éd 1L.1¥eo Iaggrlltl y ﬂ{ %ﬂ£§q:a§£ ‘f:l‘:hgafo%'k Eécﬁgst ig placed back on.. .

the queue and waits for the "locking unaware client lock" to clear. The
AgentAvail message that flows from the agent to the lock manager provides
an indication of the lock being released by the locking unaware client.

When the lock manager gets the AgentAvail message, the lock manager knows
that to reissue the lock request or, if the lock request on the queue had

timed out, then the lock manager just throws away the message.
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However, there is may be a case in which a | ocking
unaware client obtains the desired lock. So, it is

w@omgiotiea2 t hat t he rei ssued | ock request w || PQEGB2004/001927

denied by the agent. In this case, the |ock request is

pl aced back on 35 the queue and waits for the "l ocking
unaware client lock” to clear. The AgentAvail nessage

that flows fromthe agent to the | ock manager provides

KEAL ETdhat atvipaanéftat ien beedeibei ng rel eased by the

| ocki ng unaware client. When the |ock manager gets

the Agent Avail nessage, the | ock mana knows

tor é%@s@%sct‘fh}éeq GEW%‘E%&r Jenaging ng"’ﬁsoé%d rtéa‘b?ﬁ“?ﬂ? may be
nmlpéerqamea@ ak$ad ¥ hod medpawtys tdreartivée | ofc kaymiragare ety

§t|aﬁ§)élﬁ S JTBSERgCen WL 2QQ4/ Q7B B Ries to produce software, .
e
%eg%al ]gaﬁ:[dg eeS,C Pf b%% ?@%Fd%ngﬂl%ga{ ergg%’m gg‘ﬁeltz %g 19 rtlcle of

I‘é‘ﬁaf%ﬁtéﬁ% GFi birs herpiBerefrhpl n@?ﬁeear rfé‘lpﬁ%ented in
repperat Usgior (asd.i cdre iotegraned adtronid glsllmgP@mwﬁdéﬁdGate Array

RCagr %Emlr&tﬁé}d/sgécﬁﬁgl AReEF @At @ﬁlaumu@sm O BE®JUEE a computer |
SOf t}ﬂar médllhum, suc r e h%?‘r[ﬁ %rsﬁ:or%% ?Xl J‘at fxrB:Qi glsk drives,
nu tur e us

B m *af
fHéP@( ﬁhﬁlé? eFP0°Ede BREILBYITCOFHR A Ed qefical aisks, ete.),
vedechier end aghleelilp memoryl dkvdEgeat @doci EEARAMsG hR@}Ms, PROMs, RAMs,
JRRAYN arERb! 81 ke Ar-8YrantnBOA) 104RP! E€AY i oncodpesi thé computer
rregas}%bat eéjug {SC %.I tes(sA§| CI;Pd’ a?etc%,%:gd %I‘ aa Cpgfgpgé & 1QI‘he code in o
whé <Yy preﬁ%w&dd?@t@dmwésare fIPR}ﬁB?nWs‘R%}’ Pﬁ‘ﬁ?r = éCYGSSmle
whptigtab staoraigeiOLCDRAMS oroftdrcal fidiesksrveet @vek, a network.  In

s\ﬁ@inaéaslag and Neavol Akl heurBeREY devheas che. cQ>de is implemented
ma com ris Ravgﬁansmlss:Lbltn me)'gsa SD% as ?%Mérk 'rEuQ%/}@J gion line,

he co

o)
eréagsfﬂ %rar?éaﬁﬁw@%aeﬁé%ﬁlénar%@éemr@dtwuah space, radio
warecedsbraredhelgoalie khc.15TE, chhpreferadledoempodiarents’ may
RBhSriddPhieepi g MYk Uk thercdie afeassdikbe Adioughi®, the

n ag_”?{]cﬁ.m SP lmanufSTE:gI raec"g; ! rc%{rm%faisfel %ecoﬁg afecrilg)rxg \éﬁ; g%idai?:ée Iaﬁd
SRRFET St FRIDEBEES] & WipFRfBAtEde HaprRRfSA srogessed, and
ekpantsdi SSi 0f amedea, thuoh saslladnit whe kedtr ehslinicssdgphze that many
nloaﬂﬁcatmrfsein%ﬁ%etxﬁaaﬁs% &%h@%oﬂ?%atﬁdrﬂnﬁﬁcﬁ that the artlcle of

m%[n?pa gg%e' ng%t hr ou Fﬁg‘ mfo [ a L 0 Oa%\éeﬁédluﬁl kr,\,%l;nrg :Ln the art.
st gna c SR ufacture

conpri se t he rredl um in \Nhl ch the code is enbodi ed.
Addi ttherialgiy,oft ReGs." 8r14 deecribesrapeataiicupperatagns occurring in a
p%.@frﬂ:ru|1§§ &d@@”bbﬁ]aéﬂtgﬂn&flvgeﬁngy\@{e%té’&.dmsschetr\‘i@:[rﬁ of the logic

qnents_in whi code s enbod]
SR e et S R sk G I IR AT F enores.

MREEYSIp cBHAI B PRAIRANY DI RBEYY |dea$311€ﬁ§ hegyc e dngldd 1 conform
tbotidides@dhéd gupaénednatiznd. tFhathdrheopgripk téres dfscribed herein may

oﬁawfs@e&éﬂt@amyomm&% oagastwﬁ@&aptueogr@&@ewgn parallel, or

rrgralltl'nl.o S n('Pescrlbe]d ase ar eg fi)e l osg_LI %1@ ro\!:e%ss‘ m§y %‘é performed by
escri pbes speci 8pera I on OCCU I'? In

dﬂéﬁ‘ﬁb&E‘F‘%\PrB‘F‘ﬁéFS In alternative inplenent atl ons,
certain of the logic
The logic of FPIGs. 8-14 was described as being implemented in

software. This logic may be part of the operating system of the host
systems or an application program. In yet further implementations, this-
logic may be maintained in storage areas or in a read only memory or other
hardwired type of device. The preferred logic may be implemented in hard

disk drives or in programmable and non-programmable gate array logic.
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20

30 operations may be perforned in a different order,
nodi fied or renoved. Morever, steps may be added to
wWo b@4apeee descri bed | ogic and still conform POT/GB2004/001927
descri bed i npl enent ati ons. Furéﬁer, operati ons
descri bed herein may occur sequentially or certain
operations may be processed in parallel, or
operations described as perfornmed by a single process
may He. peg fiarmeadabys a3Sardhstddthud ed psgessesi20heso, 140a.
ogé&regnfe' (FBen %raff@r%& e%%mekqgg o%stlbeewgsénmrﬁ;éﬁm&d The

sof t war per atin
OB ET S b T TSP ETSHET ISR B ABBrITC P En g
repagasent urerker 13Aplaadehiclt rowgeneti sudk(rs| bifiAc - mayapesach
igl étet N GtolnPutSHrOf AR t &dtRAS 15001 hvany €A droddsyoABIZDE Y(e.g., a

neergazlaeéssdw dé/\'&néﬁ&i:f ym Qé gﬂeva %miﬁ% H&ﬁofr@r&&;ice , and

drives or
P Sl 8- S TOT B 55+ kBT at e et HpoTaecti Gpiives,
OZGD@PﬁOQWQQr PGE/ @Z@Qﬁ/@@l%‘ﬁtcs)g Fri st&radel Lsi6r mpsomprise
aANiddethal etbiid aévicel @S ad 1 tadZdl o 3btwdADAccedNiblid storage.

pA6SAkLdane echw éé&rQ&@fl%B § edeennadi MeRL Sth%f ménﬁa‘iy P22 eéﬁd executed

|nvent|on cki awar.e cli.ent transactj o

PXarsy BFr%"rﬁssg’éH\%? 115’26 "gek knPﬁ%&é‘eﬁ‘%%FrEer vere fé@hltecmre
fan*dﬂelroem@wﬁﬁa@eneh«tor&gr@aﬂisl@&omo enpplmyorpmicsgtion with a
neBRr&TE Ntanai GaRpEd e arabi {Lebdd @ olpFihaviseg iput to the
pP&Qe%@?.S quO%S%d( a3g 1Pcﬁdeni che%c;aq(&eg? L Op%nUSv!}E%X microphone,

atile nmenory devicC stor g
£P8%6 © lés%”e ad1ﬁ83rFX/8F’éete1n|' °rsta8¥ é’d’é‘e’f ﬁ?&hvaisloﬁnodné pyr mechanism
kdpwk idrihgesrt. opticbutdidskiadr LS is acapaple dfi xendering -
iRt&mhtidhersisaiagel b6 tHE)br@BéQHoirSﬁozanoﬂ BEtREMN @bmponent, such
storg yice or an r petwork accessible
astoﬁaggkgio Prggréhsn?%gtﬁﬁa %rage 1506 are | oaded
into the nenory 1504 and executed by the processor
1502 The faragringrddasoiwrion ¢thehamret fivedaimpiepedegias ofythe
ihedriches HaBChdbiepraseReiVabK thal $lhrbofé b8 £nabtition and -
d‘e‘é’ Qi&at | pn é\é" 34 é‘nté?ﬁgwo be 'ﬂ}hwsoc%e %ngengéxgéloch'es

provi de user 1 nput processor
lﬁﬁ?mﬁﬂ%ﬂﬁUEh%F?%?ﬁﬁa?ﬂm‘ﬁﬁﬁ%@sa%en stylus ni cr ophone,
15 touch sensitive display screen, or any other
activation or input nmechani sm knomn inthe art. An
out put device 1512 is capable of rendering
information transmtted fromthe processor 1502, or
ot her conponent, such as a display nonitor, printer
'storage, etc. 20 The foregoi ng description of the
preferred i npl enmentations of;';,the invention has
been presented for the purposes of illustration and
description. It is not intended to be exhaustive or to
l[imt the invention to the precise formdisclosed. WO
2004/ 097632 PCT/ GB2004/ 001927 60
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CLAIM5 1. A nethod for |ocking, conprising: receiving
a request with a first operation identifier to lock a

W® 20041031632 esour ce; | ocking the first resource BECT/GBRIVE/001927
first operation identifier; a det erm ni ng whet her a
second resource should be |locked with, the first
operation identifier or wwth a second operation
identifier based on whether an operation to be
performed for the request nagraamapl ete after 10 the
request is processed. 2. A systemfor | ocking, :
conpri si n% alproce_ssor; a conput er readabl e nedi um
faccesdi BrE ot ThéCPpraeeSEBPELARYE: 15 program | ogi ¢
i ncl udergivioden capadsitewioh galisshgrehatipnot@ssdfigroto lock a
ekt GeBbudde) receiving a request with a first
oper 3blefd SE0tiLL e LBk thdedd F3ted SROMRSES ddkhdisier; ana
| ocking the first resource wth the first operati.on,
20 i d%gﬂ“ﬁné?? "RRETE Fi9eCaRt SPRTH TGS et et Lackelebiid the
flesbouwreratsitoul @nbefilegcke divh tthse¢dnd fpqratigpaderttifher based on
wheemdyd bh &pe@st Mint o ReSEEEBEhRPEsAltheNregudeNinbl | @plete after
tlggsge%uggt \M;e%ltbecrefg&.oper ation to be perforned for the

0

request may nplete after the request is processed.

25 3. An article of manufacture including program

2.0gi @ bwstemotkd Agekingheyoabristihe: program | ogi ¢ causes

oper at bensstor;be perfornmed, the operations

conpri sing:. receivi-ng a.requ wmi-th_a first ratjion
qenci Fraree0 Tack RSyt Ry L8 b S AT
firsPPEBUFE W THYHR £PISCBPECalT SHUFHEn T Pepsessor to
pantbrmgdet er m ni ng whet her a second resource shoul d be

| ockee) W tBcéhRngfd kefudapelahl OMeiirdenddebb®lonOfdaMi fied to lock

second opgrg;%sgnrés%fgggei}fier based on whether an
operation to be perfornmed for the re%uest may conpl ete
af t eri135 1PFEingethfe Str9ts TRTVEES SBED We Alkifs PRYRAF O™
| ocki ng, doeprifsemgandan agent; a first resource
cont r@t 1 )edebyrdi Ren AGBEner 4D sBcSAL QBELUTRE WHOGEA ML locked with
controll ed, by:;t be ggenss, ”Pcfeﬂgi]&%& LEGRLY NGB HEI 1 on
with a firs qperatpl on i dentitier to.. _
identifier based on whether an operation to be performed for

the reguest may complete after the request is processed.

3. An article of manufacture including program logic for locking,
wherein the program logic causes operations to be performed, the
operations comprising:

receiving a request with a first operation identifier to lock a
first resource; ‘

locking the first resource with the first operation identifier; and

determining whether a second resource should be locked with the
first operation identifier or with a second operation identifier based on
whether an operation to be performed for the request may complete after

the request is processed.

4. A system for locking, comprising:
an agent;
a first resource controlled by the agent;
a second resource not controlled by the agent;
means for receiving a request with a first operation identifier to.

lock the first resource;
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| ock the first resource; W 2004/ 097632
PCT/ GB2004/ 001927 61 neans for |l ocking the first
WO e®ae2 W th the first operation identifierPCEHGB2004/001927
means for determ ni ng whet her p he second resource
shoul d be locked wth the first operation identifier
or wwth a second operation identifier 5 based on
whet her an operation to be perfornmed for the request
my Gehm ebe 1akigs thberikeguesbute PIOCERs&drsb . opbration

l[{glg,{}(}qe;o .nkOCKing, conprising: receiving a request to
a resource with a first operation 10 identifie

det AR F§7 WIFEERBMIPH DPERTUFRR 60T ERBUSRR HOPh be’ 1ocked
witth gtheopiersat pwratidenddnftiéier pf witthi & sgetmd wheediphddentifier
bhB&1 beSMHHLEEr a5 bw&eﬂoﬂ/vitb hhd berforfnsd foRpeHatb@idst may complete

a;kg%ntthglreefquﬁ cg d0 the request with an

cation e resource is |locked with the
first operation |dent|f| er; and if it is determ ned
5t hat at hethodstnm ¢eckisgl gokedisihgh a second operation
| dentbéd®fing deR¥innGLt e 1bOEl FEHHREE .wibn A r3¥ St @PkdLion
shogckis n% conprising: 20 a processor; a computer
rea € nmedi um accessi ble to the processor; and
pr ogriah%%a%%g whethedi My E%Fd’élrE%ﬁébE%‘”@fi Wilths Py fifRs operation
iperodéssor to perform (i) receiving a request to |ock
a regeuCesWdRraidelir Slatopay a&é&ﬁce&fs i dewdal &i@f tnd igi}yst
oPeext‘a r%gddgerg% |lgetﬁ’h Ier(%e%(? %Tl S\:ou%g %SQ:CF eztnéig.ga%loa that
the d%eSP‘F’PEé:er &% 0WPrkR weth SER e%‘-rﬁhcr?effﬁ%l% F%%ntlsb%fr ati%n
i dentiEfiteis derepoimdinghatotichees@guesis wpthedamitd0a second
ob&iteat i @Rnt Mabr | RN ASOURL QoL deaGkad With the first
operation identifier; and (iv) if it is determ ned
that the resource is locked with a second operation
6t denfi FYEED ENYPHG e hEryciRiFequest. 35 7. An article
of mamedeetswre i ncl udi ng program |l ogic for | ocking,

wher gi forfoll €eP HRATE | QG 6n GRUSES LIPIALhORTobEEHL; and

perf gr?me n %(Q}?L Or%%ugltnl ch?d n%:{blgl caﬁ&%%l yﬂé’]grc@cessor to
reqgues resoudrce rst op erati
perform:
(i) recelving a request to lock a resource with a first operation
identifier;

(ii) determining whether the resource is locked with the first
operation identifier;

(1iii) if it is determined that the resource is locked with the first
operation identifier, responding to the request with an
indication that the resource is locked with the first
operation identifier; and

(iv) 4if it is determined that the resource is locked with a second

operation identifier, denying the lock request.

7. An article of manufacture including program logic for locking,
wherein the program logic causes operations to be performed, the
operations comprising:

receiving a request to lock a resource with a first operation
identifier;

determining whether the resource is locked with the first operation

identifier;
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identifier; 40 determ ning whether the resource is

| ocked with the first operation identifier; WO
wWQOeMNIB3IHE32 PCT/ GB2004/ 001927 62 if it i s deper/cBae@d/ 001927

that the resource is |ocked wigh the first operation

identifier, responding to the request with an

indication that the resource is |locked with the first

operation identifier; and if it is determned that the -

resourfcétiis Heekednsd thetatbecwrdurds dpdogkédmith the first

dodesttiochl edantdein, NeebbeiihgClo ﬁ:ﬁauleﬁlhestsw1£h S¥Si@cE®lon that

\{h%C é&%rc&‘l@pﬂ&'eﬁgﬁtﬁe@résfizos& £§&%EY&{‘% tl%q%‘lﬁsgn&

resour

ope
meanstff oF iFetl@rsHIy thatether eFﬂ‘ércreeé%l}PEJéeq §’l‘F}b€k%‘iF°nd
opiet - ittheidentsfieropanainoihe dexki feamestby mat ching t he
first operation i dent i fi er agai nst an operation

é dent [ f%ggemu)gg_‘_d 1k m otm e, [.esource; neans for, if it

i's déte m ned t ha & Tesource is locked with the _

fir sf“?é’b%rfﬁi‘ [ Jbﬁ?eﬁ‘d“éﬁ‘t ffiegpest &s pjcﬂﬁ’ﬂfl Ad etsﬁuﬁ%ew%‘té’qae’cs“t“t
opetdtign idedictEiteron 15 that the resource is | ocked '

W t h deBgs. fﬁoES&etQP@frﬁh{q QihetBlONELE | REouAR; 1BABBd Y th ithe first

oggraéaggeté%ng%gheg éy g%é%lﬁgré%soy{fé% gg?gagg?ﬁaqﬁent1?1er agalnst an

operation 1de reque
°Qer%1ﬁ§t’rii§&t$%rerd‘é9§él Ko ﬁé‘@eﬁ‘?ﬁlr%nprl sing: 20
r ecemepmy fan, iifditdti dareohinedf tised] thé r@sbocie feduelsdd with the
f‘M:éth o@efétﬁ%ﬁ 1&B€iﬁ%ko&ebg&mlh§|&f tﬂgrreauése:swwrp &ntihdlication

k t tl
th?t t%(é ?slg])ur%e 1% foc%gg thgﬁ)etra JlE:Lrs’t o;\)/ﬁrag:ﬁpn Ilderﬁ:l’flerueand

ti rre6‘6f‘ns pEFi od; 1%1&6 %eF‘é’r%eguF F]h@e Ileﬁﬁ%cﬁeh%é%kerdf with a
sebend opkratéouedentiddehedenyipostiie dnclofreqtdss . queue from
whi ch the | ock request may be processed within the

5| 00K » nGUBHC: ) HEQULPRLLOnedD-ccipsNshgm for dead! ock

rranagerrent conp SSQr, a conputer
r eadéBF%lVﬁﬁ%llatﬁ‘rﬁ%GéEsqan% ﬁeéufah]e Oﬁr%&ég%cﬁequ%ﬁ’?dmth a first
opexsgi am Jdegt i ienciorda n@sgmd@ tlegpabb el coked aish rig sedmnd operations

ipsaGessor to perform (i. recei Vi ng an indication of
refu f I, t r 0 t]
| den?’) %‘?@r oér 9%&} eggké%geu%mha ﬁ édfovakt ﬁ.?éug tidout

eratlon identifier;
relssulng the lock request 1f the lock request reaches a position of

the queue from which the lock request may be processed within the lock -

gueue timeout period.

10. A system for deadlock management, comprising:
a processor;
a computer readable medium accessible to the processor; and
program logic including .code capable of causing the processor to
perform:
(i) receiving an indication of refusal of a lock request with a
first operation identifier for a resource that is locked with

a second operation identifier;

(ii) placing the lock request in a queue with a lock queue timeout
period; and

(iii) reissuing the lock request if the lock request reaches a
position of the queue from which the lock request may be

processed within the lock queue timeout period.



(ii) placing the |l ock request in a queue wth a |ock
gueue tineout period; and 40 (iii) reissuing the |ock

wo egu®ste3t f the | ock request reaches a positipoT/aB260k®01927
queue from whi ch the | ock requgst may be processed
within the | ock queue tineout period. WO 2004/ 097632
PCT/ GB2004/ 001927 63 11. An article of manufacture
i ncludi ng program | ogic for deadl ock nanagenent,
wherein the programl ogi c causes operations to be

perf %”Egvhlcéteh@f 991@&13%%{:19:%5 119@1%51‘195 'pQQgra% E@;ﬁ%‘ Yéxngeé’rﬂock

ERRYEERG N VRERT e PO L P B0 G B, SRS oE g PerEormed,
thet prerasbeendogéstid:on identifier; placing the |ock
requeskeiving gpladei cstién arl ﬂéﬁﬁsﬂUQifEatJio@EOJ&Hque@temelﬁj;a first

RBeLkQnr fleSSUENG Ehea 'Pé‘s%uw&%ﬁé{ 15&%(1 @% 5%@@&%{ operation .

es a position of t he queue f Fom wh t he
lFS%ﬁe§F fray be processed within the Iock queue
ti rrezmﬁcm thel.logk reguegisiem tneusdwach ¢ckodhamagmmsineout
peoiq;i shag: 15 means for receiving an indication of

r ef u%hs&hn tll‘féckoé’kegmgt\’\ift lEhe a.Locicrxse.Iunw @gél'gag a pogltlon of
bdentlfl urce that I1s |lo

cked w
B P PR i oo AREEG ™ B HGOPHAS BRRLE Che ook
PeeRIESPeUT aejivdue Mﬁth a |l ock queue tineout period;
20 neans for, reissuing the lock request if the |ock

1aeqU%sgi£t%ﬁcPoe§dgadlegﬁlntahggenggtt Plhf‘sliﬁ gf rom whi ch

the | oc uest grocesse t he | ock

queLﬁye???n§8 tlﬁSSfY%ﬁg an indication of refusal of a lock request w1th
a first operation identifier for a resource that is locked with a second

operation identifier;

means for placing the lock request in a queue with a lock gueue -
timeout period;

means for, reissuing the lock request if the lock request reaches a
position of the gueue from which the lock request may be processed within

the lock queue timeout period.



