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BACKGROUND
In a pipelined processing environment, work arrives at
10 a fixed rate. For example, in a network processor
application, network packets may arrive every “n” ns. Each
arriving packet requires access to information stored in
memory (e.g., SRAM). Because the memory access speed is
slower than the arrival rate, a pipeline is used to process
15 the packets. The exit rate must match the arrival rate.
Each packet is classified into a flow. Successively
arriving packets may be from different flows, or from the
same flow. In the case of the same flow, processing steps
must be performed for each packet in strict arrival order.
20 In prior pipelined network processor implementations,
data rates and memory access speeds for “same flow” packet
processing are in a ratio such that the memory read access

time is not greater than the packet arrival rate. Thus, the



networ k processor cannot rely on a full pipeline rate wthout requiring
faster menmory access speeds. DESCRI PTION OF DRAWNGS FIG 1 is a block

di agram ovoa3omssuni cati on system 5 enpl oyi ng a processor Poawisng27353

mul tithreaded m croengines to support multiple threads of execution. FIG
2 is a block diagramof a programmabl e processor datapath (of the

i croengi nentt et ElgEodbssltatahnet udds, an EAFM110pHIGin® rsta di agram
depicting the mcroengines as a multi-stage, packet processing pipeline.
FIG 4 is ayhtpekt diagriamnoef fhbee CAMnafryFbhGces Hd€adHA is a depiction of a
gueue and queue descriptor in SRAMnenory. 15 FIG 5B is a depiction of a
cache of queue descriptors and corresponding tag store inplenented using

the CAM (of FIG 4). FIG 6 pgsériprttndogOpRifttddiStrating an exenpl ary
use of the CAMduring a queue operation by one of the 20 m croengi nes

programmed to pepfor Ckuse%ebﬁ%%g&f%gg}a&%'f% Lo ddowdisagram

illustrating an exenplary use of 't AMto support Cyclic”Redundancy
Cheek. B epBRERT % BNy b P B GA g s RsseaTed o
support multiple threads of execution.
FIG. 2 is a block diagram of a programmable processor
datapath (of the microengine from FIG. 1) that includes a
CAM.
10 FIG. 3 is a diagram depicting the microengines as a
multi-stage, packet processing pipeline.
FIG. 4 is a block diagram of the CAM of FIG. 2.
FIG. 5A is a depiction of a queue and queue descriptor
in SRAM memory.
15 FIG. 5B is a depiction of a cache of queue descriptors
and corresponding tag store implemented using the CAM (of
FIG. 4).
FIG. 6 is a flow diagram illustrating an exemplary use
of the CAM during a queue operation by one of the
20 microengines programmed to perform queue management.
FIG. 7 is a flow diagram illustrating an exemplary use
of the CAM to support Cyclic Redundancy Check (CRC)
processing by one of the pipeline microengines programmed to

perform CRC processing.



DETAI LED DESCRI PTI ON Referring to FIG 1, a comuni cation system 10

i ncludes a processor 12 coupled to one or nore I/0O devices, for exanple,
net wor k dw0iose$93¢l and 16, as well as a nenory 5 system 1@CTNise2/pr36&essor
12 is multi-threaded processor and, as such, is especially useful for
tasks that can be broken into parallel subtasks or functions. In one
enbodi ment, as shown in the fi ¢ygm@rrEpeppPs@cesson 12 includes nmultiple

m croengi nes 20, each with multiple 10 hardware control |l ed programthreads

that can be sinylt I, a6kl ve and.dndependent | ¥, Wtk 1Qniaciagks | n
t he exanpl e shown, there are sixteen m croengi nes 20% m cr oengi nes 20a- 20p

(corresponding Lo gl gt opngidies A chhoaugh 18k and eaeiua, Ll mcroengi nes

20 i s capable 5 processing nmultiple programthreads, as wll be

descri bed @gﬁgw' 'Q{e%ﬁwgem@egaﬁ mum nyTber gk cond extythrgads

supported int i {1'ustrated enbodi nent 1s eight, but other nmaximum anount

coul d be obr qylded. 1 Fachnpl dhe qLeroenal ey 20:hecconngnled L ang can

comuni cat e Jacent 20 m croengi nes via next nelghbor lines 21, as

shown. In the ié%u%ké?%fﬂ§$%¥%§§gggi”§% EEE%&Q%QQLQGQHQS%ﬁ rg.organi zed

as a first clust e m croengl nes -15 are

or gani zed as, &, speond, cLUSHAL (VB CLUS! f; 122000 dhe pr gessor 12 al so

i ncl udes a processor 5 assists oadi ng m crocode control for

ot her resou%%l%d?&eng, as shown in the figure, the processor 12

includes multiple microengines 20, each with multiple

10  hardware controlled program threads that can be
simultaneously active and independently work on a task. 1In
the example shown, there are sixteen microengines 20,
microengines 20a-20p (corresponding to microengines 0
through 15), and each of the microengines 20 is capable of

15 processing multiple program threads, as will be described
more fully below. The maximum number of context threads
supported in the illustrated embodiment is eight, but other
maximum amount could be provided. Each of the microengines
20 is connected to and can communicate with adjacent

20 microengines via next neighbor lines 21, as shown. 1In the
illustrated embodiment, the microengines 0-7 are organized
as a first cluster (ME Cluster 0) 22a and the microengines
8-15 are organized as a second cluster (ME Cluster 1) 22b.

The processor 12 also includes a processor 24 that

25 assists in loading microcode control for other resources of

3



WO 03/ 019380 PCT/ US02/ 27353 the processor 12 and perforns other general
pur pose conputer type functions such as handling protocols and exceptions,
as well we opomssdes support for higher |ayer network pro®€zgisaz273sasks

t hat cannot be handl ed by the m croengines. In one 5 enbodi nent, the
processor 24 is a StrongARM (ARMis a trademark of ARMLimted, United

Ki ngdom) cofie: hasedssakchpt &ed Wefolhe ptRELSEate(x0r peopese 2dotiAR e
operating systemthrough which the processor 24 can call functions to

operate on ¢ MeeendsNescRts ThadpragessotodA L£andusecdPr ddtys spport ed
operating system preferably a real-tine operating system O her processor

archi tect urgsi My Beoviaed. syt Goeengines 20, Lacktapekapeoydddirghar ed
resources including the nenory system 18, a PCl bus interface 26, an 15

70 interfagssi@B.chrathashnbdibe IdraANddansCtiaé GhipabaiRiTBeY . 321n Thee PCl bus
interface 26 provides an interface to a PCl bus (not shown). The 1/0O

interface 28nsai@SRONShBI gré&sssszonur okl & ng:- aachArM qhkaciBgat he processor
12 to the network devices 14, 16. The nmenory system 18 includes a Dynam c

20 Random AcgssnaVanmery ARRRAMI 4, thiieBal 81 RfEa9Seédrusbhge@ DRAM
controller 36 and a Static Random Access Menory (SRAM) 38, which is

accessed Ushieh e SRAM. conhE bt e AQr Abthedady MNoth.gshawnept her prpcessor 12
al so woul d include a nonvolatile nenory to support boot operations. The

DRAM 34 ands QRAM 25,6080 ghler 3R ¥eck¥Rbeadd Yodisedfiok REOLESSING | arge

operate on the microengines 20. The processor 24 can use

10 any supported operating system, preferably a real-time
operating system. Other processor architectures may be
used.

The microengines 20 each operate with shared resources

including the memory system 18, a PCI bus interface 26, an

15  I/0 interface 28, a hash unit 30 and a scratchpad memory 32.
The PCI bus interface 26 provides an interface to a PCI bus
(not shown). The I/0 interface 28 is responsible for
controlling and interfacing the processor 12 to the network
devices 14, 16. The memory system 18 includes a Dynamic

20 Random Access Memory (DRAM) 34, which is accessed using a
DRAM contrcoller 36 and a Static Random Access Memory (SRAM)
38, which i1s accessed using an SRAM controller 40. Althoﬁgh
not shown, the processor 12 also would include a nonvolatile
memory to support boot operations. The DRAM 34 and DRAM

25 controller 36 are typically used for processing large

4



4 WD 03/019380 PCT/US02/27353 volunes of data, e.g., processing of

payl oads from network packets. The SRAM 38 and SRAM controller 40 are used
in a networokion3se npl enentati on for |ow | atency, fast acc®€3/UShasisy e.q.,
accessing | ook-up tables, nenory for the 5 processor 24, and so forth. The
SRAM controller 40 includes a data structure (queue descriptor cache) and
associ at ed velontersolofl dgite, t®. supporctceekiingi eftpaere soperat honsgrias Wl |

be described in further detail l|ater. The m croengi nes 20a- 20p can execute
menory ref esaricesi.nsThacERANS3E Garel SRAM tbet A€ IRANIOcantr akéeriB6G or t he
SRAM controller 40. The devices 14 and 16 can be any network devices

capabl e of tetansminig ngpaadéotatrieceifvirngonel ssret,r #bkiccacdasa, such as
fram ng/ MAC devices, e.g., for connecting to 10/100BaseT Ethernet, G gabit
Et hernet, Adddlor, ef.lher, typessihy dfooretwotksle®r ndendirgesoboth€onnecting to a
switch fabric. For exanple, in one arrangenent, the network device 14
could be asrdidwmonebMAehdeyd cHtannent esRAD @snhtfbheepet o nismides not
shown) that transmts packet data to the processor 12 and device 16 could
be a sw tchs fiddtd Gtdavicaeet haleueeRisvesp20r ptagesseddpacketigieda from
processor 12 for transm ssion onto a swtch fabric. In such an

i npl enent até@trdihabogiis, towhespdendlfiragi traf fidud opeeasebhs| s wEwilt ch
fabric, the processor 12 would be acting as an ingress network processor.

Al ternativeby,adte ipeaCcessSpirtdd CAdi0P8E8EL. The microengines 20a-
20p can execute memory reference instructions to either the
10 DRAM controller 36 or the SRAM controller 40.

The devices 14 and 16 can be any network devices
capable of transmitting and/or receiving network traffic
data, such as framing/MAC devices, e.g., for connecting to
10/100BaseT Ethernet, Gigabit Ethernet, ATM or other types

15 of networks, or devices for connecting to a switch fabric.
For example, in one arrangement, the network device 14 could
be an Ethernet MAC device {(connected to an Ethernet network,
not shown) that transmits packet data to the processor 12
and device 16 could be a switch fabric device that receives

20 processed packet data from processor 12 for transmission
onto a switch fabric. In such an implementation, that is,
when handling traffic to be sent to a switch fabric, the
processor 12 would be acting as an ingress network
processor. Alternatively, the processor 12 could operate

25 as an egress network processor, handling traffic that is

5



25 as an egress network processor, handling traffic that is 5 WO 03/019380
PCT/ US02/ 27353 received froma switch fabric (via device 16) and desti ned
for anot hwo oam19880 k devi ce such as network device 14, or Ppegtusor/k73sdupl ed
to such device. Although the processor 12 can operate in a standal one
node, supporting both traffic 5 directions, it will be understood that, to

achi eve hi ghege; pes TAQAFRACE: Ein MBYHAE q%%ré@&fcé Q ¢ySenhvae dediLat ed
processors, one as an ingress processor and the other as an egress

processor. fhe iy ledicaledipjosessdsnall deeach L& icouphed,to the
devices 14 and 16. In addition, each 10 network device 14, 16 can include a

plural ity of.pests d@fieq S67¥igedidy dhe Riecessorri2, rﬁilasséépwterface

28 therefore supports one or nore types of |nterfaces such an
interface feanpaﬁé&egteaqq gebtatdansleeimdbel ve MeEBo G Y bdex efaﬁf@c a_hi gher
protocol |ayer (e.g., link layer), or an interface between a traffic

manager andga,suiishy fabrig:fore lﬁ@g}%go%eouﬁaq raabsfa%rmﬁ@gehﬁﬁg | nt er net

Protocol (I1P), Ethernet and simlar data comunications app cations. The

170 interfage, g&nazmaeqd%% aggag@toﬁesrl%%u\ée gngsér Wty c0Logks, each being

separately con I gurabl'e for parti cul ar Interface supported by the

processor notgﬁiown%h%mﬁlcﬁHQﬂVﬁﬁgé %9% e §OIPULS &fﬁd 60he P4

perlpherals coupled to a bus  cont rol | ed by

the PCint eé&%&; 2;9:&;%%5%'1:5.0 L Vﬂv?be%el&YLcta@gd processors would each

be coupled to the devices 14 and 16. In addition, each
10  network device 14, 16 can include a plurality of ports to be
serviced by the processor 12. The I/0 interface 28
therefore supports one or more types of interfaces, such as
an interface for packet and cell transfer between a PHY
device and a higher protocol layer (e.g., link layer), or an
15 interface between a traffic manager and a switch fabric for
Asynchronous Transfer Mode (ATM), Internet Protocol (IP),
Ethernet, and similar data communications applicationsl
The I/0 interface 28 includes separate receive and transmit
blocks, each being separately configurable for a particular
20 interface supported by the processor 12.
Other devices, such as a host computer and/or PCI
peripherals (not shown), which may be coupled to a PCI bus
controlled by the PC interface 26 are also serviced by the

processoxr 12.



processor 12. 6 WD 03/019380 PCT/ US02/27353 1In general, as a network
processor, the processor 12 can interface to any type of comrunication

devi ce orwoimwerBace that receives/sends | arge anmounts of PEatEs02/T1363
processor 12 functioning as a network processor could 5 receive units of
packet data froma network device |like network device 14 and process those

units of packet dat@echBra®, P &l R ORRNSFocdSs M, | khbepdescsidied., The unit
of packet data could include an entire network packet (e.g., Ethernet

packet) or a-Roriji@RrebeSHER, RAJLLE Boflnun A8l QEvi0e Packet segnent.
Each of the functional units of the processor 12 is coupled to an internal

bus structurg, 42 MeMRRY L bHsseS;M@endd4ha FQURIRIRE BBMDLY, CORtfol | ers 36
and 40, respectively, to respective nenory units DRAM 34 and SRAM 38 of

the memory 15 syste® 18. sIher14Qdnter bage: &8 $.00uRLed Lo ihe devices 14
and 16 via separate 1/0O bus |lines 46a and 46b, 'respectively. Referring to

FIG 2, an exemharyn9ne of fdi&edmehaergbnes wla,ck §ByWe 1l m croengine
(ME) 20a 20 includes a control store 50 for storing a mcroprogram The

m cropr ogr am d.§,d.Qadahh 8c bya the gfr%%%%%o{fhg§e aHi& STher BERELNE;AQR 53l SO
i ncl udes an execution datapath 4 and at | east one genheral purpose
register (C;gapgféfie§6manner, as will be described. The unit of packet
data could include an entire network packet (e.g., Ethernet
packet) or a portion of such a packet, e.g., a cell or
10 packet segment.

Each of the functional units of the processor 12 is
coupled to an internal bus structure 42. Memory busses 44a,
44b couple the memory controllers 36 and 40, respectively,
to respective memory units DRAM 34 and SRAM 38 of tﬁe memory

15 system 18. The I/0 Interface 28 is coupled to the devices
14 and 16 via separate I/0 bus lines 46a and 46b,
respectively.

Referring to FIG. 2, an exemplary one of the
microengines 20a is shown. The microengine (ME) 20a

20 includes a control store 50 for storing a microprogram. The
microprogram is loadable by the processor 24.

The microengine 20a also includes an execution datapath
54 and at least one general purpose register (GPR) file 56
that are coupled to the control store 50. The datapath 54

25 includes several datapath elements, including an ALU 58, a

7



that are coupled to the control store 50. The datapath 54 25 incl udes
several datapath elenents, including an ALU 58, a 7 WD 03/019380

PCT/ US02/e03381938ul ti plier 59 and a Content Addressabl e MPEorgsot/CAk) 60.
The GPR file 56 provides operands to the various datapath processing

el ements including the CAM 60. Opcode bits in the instruction select which

dat apat h e'eﬂ@i%%?fieEOSBGEBQTQW@%ﬁég%toﬂéaﬂég§Ebf¥”ﬂéﬂ%@yb¥céﬂf kqistruction.
The m croengine Z0a further includes a wite transfer “register file 62 and

a read transfgr éz@@iﬂtlt%r sbi bEoBfie I e WL LS r@{?fx%rriﬁﬁgi Shefpdid e 62

stores data to be witten to a resource external to the m croengine (for

exanpl e, he10. DRAMTBTDY,0F SRAMTRIDEYY. s ¢ ead lhagshers ragi ster

file 64 is used for storing return roma resource external to the

m croengi ne 20a. ; AUNSeGUERL sL e O wrf‘i%cgéf:gﬂét?{“éﬂr&e@% dat aoapLiyal, an

event signal fromthe respective shared resource, e.g., nenory controllers

36, 40, 1 OEhQQﬁ§§%§i09a8e9§nQ&Q%}4%% %ﬁs@k&éﬁb&he thread that the data

is avail abl e or een sent. Bot'h o e transfer register files 62, 64

are connected to fﬂéem%‘iség%g%?“zoésfﬁr“é’%k %ﬁcitﬁ@esc%gwgglte_sr géziq?s?eo Al s0

i ncluded in the m croengi ne als alocal nenory ocal menory

O hoar iR S R S ool sl e wmsoags (e

write transfer register file 62 stores data to be written to
a resource external to the microengine (for example, the

10 DRAM memory or SRAM memory). The read transfer register
file 64 is used for storing return data from a resource
external to the microengine 20a. Subsequent to or
concurrent with the data arrival, an event signal from the
respective shared resource, e.g., memory controllers 36, 40,

15 or core 24, can be provided to alert the thread that the
data is available or has been sent. Both of the transfer
register files 62, 64 are connected to the datapath 54, as
well as the control store 50.

Also included in the microengine 20a is a local memory

20 66. The local memory 66 is addressed by registers 68a, 68b,
which supplies operands to the datapath 54. The local
memory 66 receives results from the datapath 54 as a
destination. The microengine 20a alsc includes local
control and status registers (CSRs) 70, coupled to the

25 transfer registers, for storing local inter-thread and

8



destination. The m croengi ne 20a al so includes |ocal control and status
regi sters (CSRs) 70, coupled to the 25 transfer registers, for storing

| ocal i ntwo-Blorsad and 8 WD 03/019380 PCT/ US02/ 27353 gl @loaluseweTss3
signaling information and other information, and a CRC unit 72, coupled to
the transfer registers, which operates in parallel with the execution

datapath 54 and,, Perfarms ; (RG COMU @RSk 0inATMHR! s £ohg: 18:Cr 0engi ne
20a 5 al so includes next néighbor registers 74, coupled to the control

store 50 and,the, execytiiensdat apatinb4o tAE stHidng dBfigrant] amigcei ved
froma previous neighbor ME in pipeline processing over a next neighbor

i nput si gnal ,2d @, Qr s %E!rawglm MEe ascc@nidoldadyni Bhogmation in the
local CSRs 10 70. In addition to providing an output to the wite

transfer unifefg, thedalapahpacashalee REAVELe &N 0 RUbrbengihe 4FR file
56 over line 80. Thus, each of the datapath elenents, including the CAM 60

that can getifd, & Ol ;éxxfaﬁé@ﬁﬂowr@aig%@fytﬁg- AuRexh i ghbor out put

signal 21 to a next nei ghbor I'n the processing pipeline can be

provi ded undﬁgng %txreplsooén(? 2@14 QR EPRs 80 o Ahers sdetai! §t&r_fi|r¥<}‘§e

m croengi ne have been omtte simplification. However, it wll

DT S0 570 5 S9R00L8, DU ot e ol b pliDlg e 50
processing over a next neighbor input signal 2la, or from
the same ME, as controlled gy information in the local CSRs

10 70.

In addition to providing an output to the write
transfer unit 62, the datapath can also provide an output to
the GPR file 56 over line 80. Thus, each of the datapath
elements, including the CAM 60 that can return a result

15 value from an executed. A next neighbor output signal 21b
to a next neighbor ME in the processing pipeline can be
provided under the control of the local CSRs 80.

Other details of the microengine have been omitted for

simplification. However, it will be appreciated that the

20 microengine would include (and the control store 50 would be
coupled to) appropriate controcl hardware, such as program
counters, instruction decode logic and context arbiter/event
logic, needed to support multiple execution threads.

Referring to FIG. 3, an exemplary ME task assignment

25 for a software pipeline model of the processor 12 is

9



counters, instruction decode |ogic and context arbiter/event |ogic, needed
to support nultiple execution threads. Referring to FIG 3, an exenplary M
task assiwyomeo1938®5 for a software pipeline nodel of the pCooseyensi2 is 9
WO 03/019380 PCT/US02/ 27353 illustrated in 90. The processor 12 supports
two pipelines: a receive pipeline and a transmt pipeline. The receive

pi peline inciudes thedf ohl opi Nt 3g88esE 8 aﬁﬁ%ﬂgslér@@i AL &rpigaanel :
("RPTR') 92, re-assenbly information update ("RUPD') 5 94, receive packet

processi ng (éiﬁ%cﬁii%e?l 868n96ina netekhbgi st@grs iMEL 98hangd. MEZ,:100,
congestion avoi dance "%A") 102, statistics processing 104 and a queue

nmanager (" Q\)ph06e ifBeuseseine Rji1ngling begins Wirkhadatdn af rdotinRgri n a
receive block of the I/Ointerface 28 and ends with transmts queues 10

107 (stored idn,SRANrpTRE) t§@,n%é—tas@'b%hii”fnﬁéﬁ&%%oh”ﬁ{o&&l@é_ (&Rup¥~gchedul er
108, the QM 106, a Transmt Data stage 110 and the statistics processing

104. The RPT&, RUIAA:a0dpparket RIQGE38ENYs P pseca%te%ge%woggf, LREeLhgy to
re-assenbl e segnented frames back into conplete™ 15 packets. The RPTR stage

92 finds thespidd @fmit 9t By neas Q| Kot al € dfRITBEhes |¥eihe 15RAM 38 and
passes this pointer to the RUPD 98. The RUPD 98 nanages the reassenbly

state, whichsinvalves glbocating [RAMQULT&1S,c gid,ocal pubati ng of fsets,
b é

byte counts and other variables, and 20 provides thé packet processing
stage 96 m‘tfhéiﬂgyeQ%%rpEBeline begins with data arriving in a receive

block of the I/0 interface 28 and ends with transmits queues
10 107 (stored in SRAM). The transmit pipeline stages include:
a TX scheduler 108, the QM 106, a Transmit Data stage 110
and the statistics processing 104.
The RPTR, RUPD and packet processing pipe stages work
together to re-assemble segmented frames back into complete
15 packets. The RPTR stage 92 finds the pointer to the
reassembly state information in the SRAM 38 and passes this
pointer to the RUPD 98. The RUPD 98 manages the reassembly
state, which involves allocating DRAM buffers, and
calculating offsets, byte counts and other variables, and
20 provides the packet processing stage 96 with a pointer to
the location in DRAM where the network data should be
assembled.
The threads of the packet processing stages 96 complete
the re-assembly process by writing the data (payload) to the

25 allocated DRAM buffer and also look at the L2 through L7
10



the location in DRAM where the network data should be assenbled. The

t hreads of the packet processing stages 96 conplete the re-assenbly
process bwowsiot93sg t he data (payload) to the 25 all ocat edCDRANY/DIIFS er and
al so ook at the L2 through L7 10 WD 03/019380 PCT/ US02/27353 packet
headers to process the packet. These stages are application dependent and

can theref orgckatyht£0Mm H&Ne Appkbsath®pddkeanot trése Frag@eanpke, one
application nmay support |IP destination searches to determ ne destination 5

port, and aafphupheiseadsheddrnitdanti Ean fdraws rard suppofton aseess |ists. To
support ATMre-assenbly, the RX pipeline requires a cyclic redundancy code

(CRO) st age.agaﬁla@ai;ib@nt& QuritdiBeRi. perostages1al, r eadyagiesrdd dies. m&RC support
can be provided by 10 replacing the first one of the packet processing

stages (st ag@p36a, rasasHiomytiadndskhecthst N addiethonal ddddigrarabhon in the
re-assenbly state table. The CRC 96a reads the re- assenbly state to get

the AAL %yp%o&ﬁd CRE sesitlypie wRBitEheso tdwntYitht dabw& Lredlidudp¥er s
configured for AAL5, perforns 15 CRC cal cul ation over the cell, and updates
the CRC resigdu@ssi nikhg. re-assenbly state. Metering 98, 100 is used to

nmoni tor bandwidth of a flow It checks whether each incom ng packet is in

profile or not. ¥Whefpgo£OMIBLI0RsESmpBAe t1R Rt pOhe PAHAMRILIS Al 8
cyclic redundancy code (CRC) stage in addition to the pipe
stages already described. CRC support can be provided by

10 replacing the first one of the packet proceésing stages
(stage 96a, as shown) and including additional info;mation
in the re-assembly state table. The CRC 96a reads the re-
assembly state to get the AAL type and CRC residue, verifies
the Virtual Circuit (VC) is configured for AAL5, performs

15 CRC calculation over the cell, and updates the CRC residue
in the re-assembly state.

Metering 98, 100 is used to monitor bandwidth of a
flow. It checks whether each incoming packet is in profile
or not. When a connection is made, a set of parameters are

20 negotiated, e.g., Committed Information Rate (CIR) and
Committed Burst Size (CBS), which define the bandwidth used
by the flow. The metering function can be implemented
according to any one of a number of known schemes, such as

token bucket.

11



20 negotiated, e.g., Conmtted Information Rate (CIR) and Comm tted Burst
Size (CBS), which define the bandwi dth used by the flow The netering
functi on wen3be3snpl enented according to any one of a numoeruset/2isodwn
schenes, such as token bucket. it WO 03/019380 PCT/US02/27353 Congesti on
avoi dance 102 nonitors network traffic loads in an effort to anticipate and

avoi d congest i onCeRITVTHATN aVALEHRPK Wbt feaAEeks . naHwhvtreétis teabonsi bl e
for perform ng enqueue and 5 dequeue oPerations on the transmt queues 107
for all paékees,effariyitlq apsigeres e of-tr Epeg e Hetod PthEPBRT The
recei ve pipeline threads parse packet headers and perform | ookups based on
t he packet hehderkilpdiorlrmeicés- Once the packet has been processed, it is
either sent as an 10 exception to be further processed by the core 24, or
stored in the DFv @4 Idfd iguseadonsidle fansrpEfgietig Bpogpesei agta packet
l'ink descriptor for it in a transmt queue associated wth the transmt
(f or war dBngdparele i ek dtiodshynt Blee Headay Ll esRups The forandkit queue is
stored in the SRAM 38. 15 The transmit pipeline schedul es packets for
transmt davackprocessiwigl Wei dasehveddmdSurhbepagkieailolpelont o t he
forwardi ng port indicated by the header/Iookup information during the
recei ve processifige Cotdietst bvekying hdhistaggepagse Oackeindegggrocsndorm a
perform lookups based on the packet header information.
Once the packet has been processed, it is either sent as an
10 exception to be further processed by the core 24, or stored
in the DRAM 34 and queued in a transmit queue by placing a
packet link descriptor for it in a transmit queue associated
with the transmit (forwarding port) indicated by the
header/lookup. The transmit queue is stored in the SRAM 38.
15 The transmit pipeline schedules packets for transmit data
processing, which then sends the packet out onto the
forwarding port indicated by the header/lookup information
during the receive processing.
Collectively, the stages 92, 94, and 96a-96¢f form a
20 functional pipeline. The functional pipeline uses 8
microengines (MEs) in parallel, and each of the eight
threads (threads 0 through 7) in each ME is assigned a

single packet for processing. Consequently, at any one time

there are 64 packets in the pipeline. Each stage executes

12



20 functional pipeline. The functional pipeline uses 8 m croengines (MESs)
in parallel, and each of the eight threads (threads 0 through 7) in each
ME i s assworam1s80 si ngl e packet for processing. ConsequentlCr/USat/2B8Yy one
time there are 64 packets in the pipeline. Each stage executes 12 WO

03/ 019380 PCT/ US02/27353 at one packet arrival rate times execution period

of eight thieads pHRfest 3985y 98,rabQ01402, o104yt 116 pel0Bgand %ilg%tare

cont ext pi pe-stages and, as such, are each handled by a 5 single
(different) NMeedach of the eight threads in each stage handles a
di fferent packet. Some of the pipe stages, such as CRC 96a, RUPD 94, QM

106, for exanpl e rreperatesodsa i'¢d,i tiogal 168cti®s’ 10fs cadesjgthal is, a code
section for which only one ME thread has’ 10 excl usive nodification

privileges f@gni.gl %@E—E%é?&é Gl asAB%cANC L My TRES81 041 ¥ | £ges protect
coherency during read-nodify-wite operations. Exclusive nDd¥f|cat|on

privileges beiween MESrarenbpnd ed by al bewing onj %%eg% {pne st age) to

nodi fy the section. Thus, the architecture 15 is designe 0 ensure that an

ME not transiitdQn HaRbeea acgifféygnts?ggkgg_stage until a previous ME has
conpleted its Tprocessing in the critical section. For exanple, the RUPD

98 is a critical soeelion:pbal;(eauies MLUAlEXGUYU, [hobD opapd tabl es
in external nmenory. Thus, when transitioning
106, for example, operate on a “critical section” of code,
that is, a code section for which only one ME thread has
10 exclusive modification privileges for a global resource at
any one time. These privileges protect coherency during
read-modify-write operations. Exclusive modification
privileges between MEs are handled by allowing only one ME
(one stage) to modify the section. Thus, the architecture
15 1is designed to ensure that an ME not transition into a
critical section stage until a previous ME has completed its
processing in the critical section. For example, the RUPD
98 is a critical section that requires mutual exclusivity to
shared tables in external memory. Thus, when transitioning
20 from RPTR 92 to RUPD 94, thread 0 of MEl of the RUPD 94 will
not begin until all threads on ME 0 have completed the
previous RUPD pipe stage. In addition, strict thread order
execution techniques are employed in the pipeline at
critical section code points to ensure sequence management

25 of packets being handled by the different threads.
13



20 from RPTR 92 to RUPD 94, thread O of MELl of the RUPD 94 will not begin
until all threads on ME O have conpleted the previous RUPD pi pe stage. In
addi ti on,wetmioc3sd hr ead order execution techni ques are empirasen2i3n3t he
pipeline at «critical section code points to ensure sequence nmanagenent 25
of packets being handled by the different threads. 13 W) 03/019380

PCT/ US02/ 27353 The processa 1k2aaksosspppald shkhessser odaaeki ng
mechani snms to reduce packet processing tinmes and i nprove the speed at

whi ch the prRCeSSOEnd2tOPIALRS pickBt I es@@sdsilng thREOMMY dnalficrnEor
exanple, the SRAM controller 40 (FIG 5 1) maintains a cache of nost

recently usegcduede FESEK iiHOLTockstoteth idpdiae csRMEBB)es@TtWELl be
further described. Also, the local nmenory 66 (FIG 2) caches CRC

i nformation,incoERgasrLRG & esirdue ckahsle StiHedrAN £HLL SRAMr 38, (wsed by
the CRC 96a. |If nore than one thread 1n a pipe stage such 10 as the QM 106

i's requirsed hoaRdiiynt he &R okl hbsal rdaddiy askat @Ry PRI YLLSSs
incurred if each thread reads the data fromexternal nmenory (that is,

SRAM), nodi fiesrbl 8Rdcne idesr 3he datRibadde trexteraadcmygyry. To reduce
the latency penalty associated with the read and wite, the ME threads 15

can use the s CAVLE01 § &) Gmeork0 660! B¢ hese QREEAL ERAS: i M:@atd o8l ngl &
read, multiple nodifications and, depending on the cache eviction policy,

ei ther one QL MOLE @ﬁ&tféégﬁﬂéaREQ@§1st@§e&“ﬂd t@% gﬁﬁﬁfi£§¥iused by

the CRC 96a. If more than one thread in a pipe stage such

10 as the QM 106 is required to modify the same critical data,
a latency penalty 1s incurred if each thread reads the data
from external memory (that is, SRAM), modifies it and writes
the data back to external memory. To reduce the latency
penalty associated with the read and write, the ME threads

15 can use the ME CAM 60 (FIG. 2) to fold these operations into
a single read, multiple modifications and, depending on the
cache eviction policy, either one or more write operations,
as will be described.

FIG. 4 shows an exemplary embodiment of the CAM 60.

20 The CAM 60 includes a plurality of entries 120. 1In the
illustrated embodiment, there are 16 entries. Each entry
120 has an identifier value (or tag) 122, e.g., a dqueue
number or memory address that can be compared against an
input lookup value. As will be discussed later, each

25 identifier value is associated with a stored unit of

14



FIG 4 shows an exenplary enbodi nent of the CAM 60. 20 The CAM 60 i ncl udes
a plurality of entries 120. In the illustrated enbodinent, there are 16
entries. Wooh/oersBory 120 has an identifier value (or tag) PCTAISOB2T353 a
gueue nunber or nmenory address that can be conpared agai nst an input

| ookup value. As will be discussed |ater, each 25 identifier value is
associ at ed Wrdfbraast ohethainits afe1atdd W 03/ D1RIB0 aRETAYSO2A124353

information that is related to and used during packet processing, e.g., a

queue descrigiddessh8gRsseqb) ya e qdataipy] se-hotthelFaghentry als
includes an entry nunber 124 and state information 126 associated with the

5 identifierqgak2d bRdt bat S, ey «LOPPAHBJ asuh thiged 28 alifrProvided to a
Status and LRU logic unit 130, which produces a |ookup result 132. The

| ookup resuldurb32 0l He@Ss @ tiib/rdirnst i oWl 08 Qs sd34at sS4 ated nhermation 136
and an entry nunber 138. Collectively, the fields 134 and 136 provide 10

status 140. thetwirdth QiZtﬂQ.ﬂkﬁQntsiafn-beéﬁt%%Z icombheeSATRL ASs LYy sgeurce
regi sters being used to provide |oad the Mentries or provide | ookup

val ues, e.g.prdeechedbstessatafs the SRR 1ddde BE+(LEE Micd rbﬁo@%c@g?ﬁgi nent

shown, the state 15 information 126 is inplemented as a state bit. The
width and form.gf Lbe)stade | phar mLian. rANd ct Rgx nUgbeqf 5 identifiers

are based on design consi derations.
hit/miss indicator 134, state information 136 and an entry
number 138. Collectively, the fields 134 and 136 provide
10 status 140.

The width of the identifiers 122 is the same as the
source registers being used to provide load the CAM entries
or provide lookup values, e.g., the registers of the GPR
file 56 (FIG. 3). 1In the embodiment shown, the state

15 information 126 is implemented as a state bit. The width
and format of the state information, and the number of
identifiers are based on design considerations.

During a CAM lookup operation, the value presented from
a source such as the GPR file 56 is compared, in parallel,

20 to each identifier 122 with a resulting Match signal 142 per
identifier. The values of each identifier were previously
loaded by a CAM load operation. During that load operation,

the values from the register file 56 specified which of the

identifiers and the values of the identifiers to be loaded.

15



During a CAM | ookup operation, the value presented from a source such as
the GPR file 56 is conpared, in parallel, 20 to each identifier 122 with a
resul ti ngwbbaBokw3se gnal 142 per identifier. The val ues of eaxhuSozierssifier
were previously |oaded by a CAM | oad operation. During that | oad
operation, the values fromthe register file 56 specified which of the
identifiers @ dheevahBesmatidhe s desbi fodsd timtoe theaded. dudimd@ne
03/019380 PCT/ US02/ 27353 The state information is also | oaded into the CAM
during the ddMlceadoppesaisé®n. The identifier 122 is conpared agai nst the
| ookup value in a source operand provided by an instruction, e.g., 5
Lookup[ dest _r eg, Terciteftifide 0urice coppsdedl Lpacisti ede byodihg panaeget er
"src_reg" holds the | ookup value to be applied to the CAM 60 for | ookup.
The desti natiomn lsegirstebpspeed fored- iy dpay asetelst rudesbnf €g.'ql,s the register
that receives the result of the 10 CAM I ookup 60. Al entries 120 are

conpared 8§ n paral | el . Lbekepede &fThedi, MeRt, rédme. | ookup result 132 is a 6-bit
value which is witten into the specified destination register in bits

8:3, with the ethecebbpsrofd tdhrJiggist _B? o da@afREer THec L& gestination
register can be a register in the GPRfile 56. Optionally, the | ookup

result 132 cand $8eb@o¥kip M INtQ Lei bhsrif dhenkM-ARDR regi sters 68a,
68b (FIG 2) of the Me
lookup. The destination register specified by parameter
“dest_reg” is the register that receives the result of the
10 CAM lookup 60.
All entries 120 are compared in parallel. In one
embodiment, the lookup result 132 is a 6-bit value which is
written into the specified destination register in bits 8:3,
with the other bits of the register set to zero. The
15 destination register can be a register in the éPR file 56.
Optionally, the lookup result 132 can also be written into
either of the LM ADDR registers 68a, 68b (FIG. 2) of the ME
22.
For a hit (that is, when the hit/miss indicator 134 of
20 the result 132 indicates a hit), the entry number 138 is the
entry number of the entry that matched. When a miss occurs
and the hit/miss indicator 134 thus indicates a miss, the

entry number 138 is the entry number of the Least Recently-

Used (LRU) entry in the CAM array. The state information

16



22. For a hit (that is, when the hit/mss indicator 134 of 20 the result
132 indicates a hit), the entry nunber 138 is the entry nunber of the
entry thawomawessed. Wien a nmiss occurs and the hit/m ss ipadiusar/ersi34 t hus
indicates a mss, the entry nunber 138 is the entry nunber of the Least
Recently- Used (LRU) entry in the CAMarray. The state information 16 WO
03/ 019380 PQI3dJSA2/621353se136 i&r enlhy tuasfulndrdes hihe aatuénod udes t he
value in the state field 126 for the entry that hit. The LRU | ogic 130

mai ntai ns a d$dd®- aridened2ki sér afh<CAM: rentryt usiage. When an entry is | oaded,
or matches on a 5 |l ookup, it is noved to a position of Mdst Recently Used

(MRU), a | ookup timat LRUS$E51i€0ER ARtinfaEhEYa thend-Rddeirst. 11 M loappIM cati ons
can use the hit/mss indication 134. The entry nunber 138 and state

information 436 previgde adehtionalcdynfier maiden, thamaeycbeotised by some 10
applications. On a mss, for exanple, the LRU entry nunber can be used as

a hint fo ceshegviigt ienmotbe SOfd Waketisn ADIMIAgRedtl 9 Wseithe hint.
The state information 136 is information produced and used only by

sof tware. Itogan, & fibekept trte iffer et s meanimgs forna hit, 1s54ch as 15
unnodi fi ed versus nodified data. The software can use the information for
branch deCiSi0n5JU§Sa@Eﬁ§@5ti8ﬁ§<Qﬁi@set@Hée§itﬂﬂﬂﬂ9iﬁhm@5t9§@sl34.
The entry number 138 and state information 136 provide
additional information that may be used by some
10 applications. On a miss, for example, the LRU entry number
can be used as a hint for cache eviction. The software is
not required to use the hint. The state information 136 is
information produced and used only by software. It can
differentiate different meanings for a hit, such as
15  unmodified wversus modified data. The software can use the
information for branch decisions, as offset into data
tables, among other uses.
Other instructions that use and manage the CAM can
include:
20 Write [entry, src regl, opt tok;
Write State (state value, entry) ;
Read Tag (dest_reg, entry);

Read State (dest_reg, entry); and

Clear.

17



O her instructions that use and manage the CAM can include: 20 Wite
[entry, src_reg], opt tok; Wite State (state value, entry) ; Read Tag
(dest regwoaniisp) Read State (dest reg, entry); and C e®CI/USH2/YB53
03/019380 PCT/ US02/ 27353 The Wite instruction wites an identifier value
inthe src reg to the specified CAMentry. An option token can be wused to

specify stat@d nfareat hobrudheoRead tE8gdaantadiead itate1h:8si ugld ons are
used for diagnostics, but can 5 also be used in normal functions. The tag

val ue and state rJOk ot RBeSPELEfdiRd @Rlr ¥ndF £, WA (@R 1bAt fokdie Lestienation
regi ster. Reading the tag is useful in the case where an entry needs to be

evicted to nakey rt%O@pfeQE_fﬁ peyedalyerihatonl s, THN&Q0KHP £iqt he new val ue
results in amss, wth the 10 LRU entry nunber returned as a result of the

m ss. The readq iststUshbopu&andhencbgssgetht ifdndsthesvabue dhat is
stored in that éntry. The Read Tag instruction elimnates the need to keep

the identd figrsyauesear LespontiiNGuhett bes . LR ERY vauabesnd nswanet her
register. The Clear instruction 15 is used to flush all information out of

the CAM Wep,t he CAMcL$ rUSE S A 2GRCNE: L Bkh ST L thaNde otk RN Y IS
associated wth a block of data in Local Menory 66,

register. Reading the tag is useful in the case where an
entry needs to be evicted to make room for a new value—that
is, the lookup of the new value results in a miss, with the
10 LRU entry number returned as a result of the miss. The read
instruction can then be used to find the value that is
stored in that entry. The Read Tag instruction eliminates
the need to keep the identifier value corresponding to the
LRU entry number in another register. The Clear instruction
15  is used to flush all information out of the CAM.

When the CAM is used as a cache tag store, and each
entry is associated with a block of data in Local Memory 66,
the result of the lookup can be used to branch on the
hit/miss indicator 134 and use the entry number 138 as a

20 base pointer into the block in Local Memory 66.

In another embodiment, the state 126 can be implemented
as a single lock bit and the result 132 can be implemented
to include a status code (instead of the separate indicator‘
and state fields) along with the entry number 138. For

25 example, the code could be defined as a two-bit code, with

18



the result of the |ookup can be used to branch on the hit/m ss indicator
134 and use the entry nunber 138 as a 20 base pointer into the block in
Local Merwpyw3®&380 n anot her enbodi nent, the state 126 canPoa/tisepkBsent ed
as a single lock bit and the result 132 can be inplenented to include a
status code (instead of the separate indicator and state fields) al ong
with the entgossiumbereddBis Ry idbledanpl ayiddte qedeccould bendefi ned as a
two-bit code, with 18 WD 03/019380 PCT/ US02/ 27353 possible results to
include a "msle (code dfd'ViockbBulr" (cbé@odel171Q" ) rapdtliitwckedhe( @ade ~11').
A return of the mss code would indicate that the | ookup value'is not in

the CAM angddcheoantr yndiwdiey tobtt bee r esaltdp vallue is ide dieaske BaRecently
Used (LRU) entry. As discussed above, this value could be used as a

suggest ed eniddy the betfgphaged witt Bhéheesdokiapueak bethd tddstcode woul d
indicate that the | ookup value is in the CAMand the lock bit is clear,

Wi th thes emddlennugbesed N(1HE keswkl bes ng ddieseat ayotebari Ofvatthe 10 entry
that has matched the | ookup value. A |locked code would indicate that the

| ookup val uedusd Bet hee &AM andughestbocked - pitdo 126rbpl864a withh thde entry
nunber that is provided in the result again being the entry nunber of the

entry that nejghedvhhgel ookup wvabue. wd@1d hendiRekebithad26nd SR KRt of data
associated with the entry. The lock bit could be set or cleared by
sof tware, value is in the CAM and the lock bit is clear, with the
entry number in the result being the entry number of the
10 entry that has matched the lookup value. A locked code
would indicate that the lookup value is in the CAM and the
locked bit 126 is set, with the entry number that is
provided in the result again being the entry number of the
entry that matched the lookup value.
15 The lock bit 126 is a bit of data assoclated with the
entry. The lock bit could be set or cleared by software,
e.g., using a LOCK or UNLOCK instruction, at the time the
entry is loaded, or chanéed in an already loaded entry. The
lock bit 126 can be used to differentiate cases where the
20 data associated with the CAM entry is in flight, or pending
a change, as will be discussed in further detail later.
As mentioned earlier, a context pipe stage that uses
critical data is the only ME that uses thét critical data.
Therefore, the replacement policy for the CAM entries is to

25 replace the LRU only on CAM misses. On the other hand, a
19



e.g., using a LOCK or UNLOCK instruction, at the tine the entry is |oaded,
or changed in an already | oaded entry. The 1lock bit 126 can be used to

di f f er entwetog/ocsses where the 20 data associated with t he PCANMSen2I3¥3is in
flight, or pending a change, as will be discussed in further detail later.
As mentioned earlier, a context pipe stage that uses critical data is the

only ME thatrus@sohhat pLid tireal (1dakathe Thiesafiore118hef rept acament pol i cy
for the CAMentries is to 25 replace the LRU only on CAM m sses. On the

ot her hand, R rrl8m¥O:. 08/ SR3GAUnRETHHSORZ/RTIA5F 1<f uRet i onala pipeitiivaall i ke
the pipeline 114 of FIG 3) perforns the sanme function on nultiple MEs. In

a functionalyiRipgki Nenetdeyef 06egidedi MeN Madgmirequts egviar evilct al l
critical data to external nmenory before it exits a stage 5 that uses

critical dataiandaal §9causs Lnsuhalt hahotPelAMe st ekeas ed fiHger to any
threads using the CAM Before a thread uses the critical data, it searches

the CAMsUsidigtausekt E6ati gt Aatdenhif heso St assarBeiRdy traddmesssas a
| ookup val ue. As described earlier, the search 10 results in one of three

possi bi liti €8'ea@edMp8sor © "dHit th@kadd U406K thd kag.m ss is returned, then
data is not saved ocally. The thread reads the data from external nenory

(that is, fromtherSRAM 38)-d1 heRsacRet bei iRddakaa, | {t £ &dreslRWedat a
fromlocal nmenory (SRAM controller cache, or 15 |local nenory 66) back to

ext er nal ”EQQﬁyMSQHEiQn@iiﬁﬁééﬁ3@%ta identifier such as a memory

address as a lookup value. As described earlier, the search

10 results in one of three possibilities: a “miss”, a “hit” or
a “lock”. 1If a miss is returned, then data is not saved
locally. The thread reads the data from external memory
(that is, from the SRAM 38) to replace the LRU data. It
evicts LRU data from local memory (SRAM controller cache, or

15 local memory 66) back to external memory, optionally locks
the CAM entry and issues a read to get the new critical data
from external memory. In certain applications, as will be
described later, the lock is asserted to indicate to other
threads that the data is in the process of being read into

20 local memory, or to indicate to the same thread (the thread
that initiated the read) that the memory read is still in
progress. Once the critical data is returned, the thread
awaiting the data processes the data, makes any

modifications to the data, writes it to local memory,
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the CAMentry and issues a read to get the newcritical data from externa
menory. In certain applications, as will be described later, the lock is
asserted wo o3ftisat e to other threads that the data is i ®RCrhsopessess of
being read into 20 local nenory, or to indicate to the same thread (the
thread that initiated the read) that the nmenory read is still in

progress. Ongeatbe i tdrialy daba whicetnrNedtat hestévoackd aMant thg the data
processes the data, namkes any nodifications to the data, wites it to |ocal

menory, 20n¥0 83tH1H3IBARCELYSRRE 2FADEnddat es the entry from which LRU
data was evicted with the new data and unl ocks the CAMentry. If the

result is a |ockifthee thyead assunesckhathe anebher aMuidy eadti s in the
process of reading critical data 5 and that it should not attenpt to read

the data. |asbendr Mt dresd=s tikeicAbhatpddaisebft ragdang disaed ckheddata when
the lock is renoved. Wien the result is a hit, then the <critical data

resides bn hagathdBnDf yshcBneChbiCatxaml e aleadCAM: Us£raN | I1nReWale
described with reference to FIGS. 5 10 through 8. As di scussed above, and

as shown inikl Ges8s the cAM eeessoktd?2 €aik kedpunegsammedida usenongeof the
m croengi nes 20 as the QM 106. The CAM 60 in the QM 106 serves as a tag

store hol di ngckhest agsorfa queuendessr adons 115t hat, afiercaghed by the SRAM
controller 40.
critical data resides in local memory. Specific examples of
CAM use will now be described with reference to FIGS. 5
10 through 8.

As discussed above, and as shown in FIG. 3, the
processor 12 can be programmed to use one of the
microengines 20 as the QM 106. The CAM 60 in the QM 106
serves as a tag store holding the tags of queue descriptors

15 that are cached by the SRAM controller 40.

The QM 106 receives enqueue requests from the set of
microengines functioning as the receive functional pipeline
114. The receive pipeline 114 is programmed to process and
classify data packets received by one of the network devices

20 14, 16 (FIG. 1), e.g., the physical layer device 14. The
enqueue requests specify which output queue an arriving
packet should be sent to. The transmit scheduler 108 sends

dequeue requests to the QM 106. The dequeue requests

specify the output queue from which a packet is to be
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The QM 106 recei ves enqueue requests fromthe set of mcroengines
functioning as the receive functional pipeline 114. The receive pipeline
114 is prworanmseo t o process and classify data packets recerosez213y3 one of
t he network devices 20 14, 16 (FIG 1), e.g., the physical |ayer device 14.
The enqueue requests specify which output queue an arriving packet should
be sent to. r¥hevéd ahsmdraschedubertd 08 deendsat teqguele anequéstiset o t he QM
106. The dequeue requests specify the output queue from which a packet is
to be 21 VOn084849380,iRCH,USQ2/ 27 358. g 1 enbeedwi och tfansn thal to a
destination via one of the network devices, 14, 16, e.g., the switch
fabric 16. An engueitenepes abkeeatadtlsaddy anmatkhetidhathaar nirveédednim a dat a
packet to one of the output queues and updates the 5 correspondi ng queue
descri pt or. dAtdegalere: apRelcaki ol tesovmedutl gheneatand Judemesnehef the out put
gueues and updates the correspondi ng queue descriptor, thereby allow ng
the netwerkcodewssendingd Quisii@nasstrifod .nf ar aagiete tapdhe iapprepovat
destination. 10 Referring to FIG 5A an exanple of "n" transmt queues
150 and t heii reehs eshondidig cgdede des chitpher sudbds rasd digdgtesntrxt er nal
menory (SRAM 38) is shown. Each output queue 150 includes a linked |ist of

el enents 154, reashoodiigiluchassar POt oK, er-hetrbby t HEl i sheOhet hernext
el enent in the 15 queue. Each el ement 154 al so includes a pointer that

points device 16 to transmit the information to the appropriate
destination.
10 Referring to FIG. 5A, an example of “n” transmit queues

150 and their corresponding queue descriptors 152 residing
in external memory (SRAM 38) is shown. Each output queue
150 includes a linked list of elements 154, each of which
has a pointer with the address of the next element in the
15 queue. FEach element 154 also includes a pointer that points
to information that is stored elsewhere and that the element
represents. Typically, the pointer of the last element in
the queue 150 contains a null value. The queue descriptor
152 includes an end of pointer EOP indicator 156, a segment
20 count 158, a head pointer 160, a tail pointer 162 and a
frame count 164. The descriptor 152 may also include other
queue parameters (not shown). The head pointer 160 points
to the first element of the transmit queue 150, and the tail

pointer 30 points to the last element of the transmit queue
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to information that is stored el sewhere and that the el enment represents.
Typically, the pointer of the last elenent in the queue 150 contains a
nul | val v&0 03joe3gueue descriptor 152 includes an end of pairnise?/2’B86P

i ndi cator 156, a segnent 20 count 158, a head pointer 160, a tail pointer
162 and a franme count 164. The descriptor 152 may al so include other

queue paranet@r s fotseghewn) codite ITmaddpatntess 1k peibks ofo the first
el enent of the transmt queue 150, and the tail pointer 30 points to the

last el eneng1gfiedthe ity apsnickafsiele R2uA0168/ 019380 PCT/ US02/ 27353 150. The
segnment count 158 identifies the nunber of elenents in the transmt queue

150. Referring nowdra imloGno&Bio exesutsn)gepBatelsy andudaguate dopesat i ons
for a |l arge nunber of transmt queues 150 in the 5 SRAM nenory 38 at

hi gh- bandwi ghbi-d i 16hd ales aCanre meembirs hednbyi tstafeurg seueinftidie queue
descriptors 152 in a cache 170 in the SRAM controll er 40. The ME 20

executing agam %nﬂi&}i@8m@ag§@h%dﬁ@$m hené desdds icemsbd22 of the
entries 120 in its M 60 to identify the nmenory addresses 10 of the

si xteen queye-SRSCIdHELLY L23rMM§tsdRC it ke UgeEhd NiesRRGBRURs 0L 52lethieue
operations, that is, the cached queue descriptors. The cache 170 stores

the correspgndifg qUeNE n ¢BSCERPI OFshth®a 16kheo EOPralvie 2056 e theisggnent
count 158, the head pointer160, tail pointer 162 and the frame count 15
164) StOredagttﬂgayﬁgﬂf%%%%%e&dﬁﬁéidééﬁjﬂh@ t Bent 88 SION@2 of the
entries 120 in its CAM 60 to identify the memory addresses
10 of the sixteen queue descriptors 152 most-recently-used in
enqueue or dequeue operations, that is, the cached queue
descriptors. The cache 170 stores the corresponding gqueue
descriptors 152 (the EOP value 156, the segment count 158,
the head pointerl60, tail pointer 162 and the frame count
15 164) stored at the addresses identified in the tag store
(CAM 60) .
The queue manager 106 issues commands to return queue
descriptors 152 to memory 38 and fetch new queue descriptors
152 from memory such that the queue descriptors stored in
20 the cache 170 remain coherent with the addresses in the tag
store 60. The queue manager 106 also issues commands to the
SRAM controller 38 to indicate which queue descriptor 152 in

the cache 170 should be used to execute the command. The

commands that reference the head pointer 160 or tail pointer
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(CAM 60). The queue nmanager 106 issues commands to return queue

descriptors 152 to nenory 38 and fetch new queue descriptors 152 from
menory suwb Blad3st he queue descriptors stored in 20 the cRChaISLY7358Mai n
coherent with the addresses in the tag store 60. The queue nanager 106

al so i ssues conmands to the SRAM controller 38 to indicate which queue
descriptor 152 of0 atdhewackectiptshadd ibe thsedatioe eXEr utre thecubasrand. The
commands that reference the head pointer 160 or tail pointer 23 WO

03/ 019380 PCH/ ti9924:2¥353 n WH2 chf tiee guetid veeaer kpé 0SRASZdiriohéecagbe 170
are executed in the order in which they arrive at the SRAM control | er 38.
Locati ng the cachecdvthpfchguedenhdests iqt ausutbaeat ripieorareiddr ytcoher ol | er
40 allows for low |latency access to and 5 fromthe cache 170 and the nmenory
38. Al so, haviagytdent@anterokoshl uetursf dowqletenepes@tdsensoi And
programm ng engine can allow for flexible high performance while using

exi stingsm eremenge neadtay dwar end Thige tidmeads 3asSoBl as echanitrly tthe QM 106
execute in 10 strict order. The threads use local inter-thread signaling

to maintai ncghei6l OFdefturko repsyneud hide data oyl 106a keepsranutpngi th in an
incomng line rate, each thread perforns one enqueue and one dequeue

operation iBngihkneasl Ot1 KA Flexibiee MijHperfe anenes rhia d uBengld FIG 6
illustrates an exenplary queue operation 180
existing micro-engine hardware.
The threads associated with the QM 106 execute in

10 strict order. The threads use local inter-thread signaling
to maintain strict order. To ensure that the QM 106 keeps
up with in an incoming line rate, each thread performs one
enqueue and one dequeue operation in a time slot equal to
the minimum frame arrive time.

15 FIG. 6 illustrates an exemplary queue operation 180
(representing either an enqueue or dequeue operation)
performed by the QM 106. The QM 106 receives 182 a request
for a queue operation 182. The request is received from the
CA content pipestage ME when it is an enqueue request and is

20 received from the TX scheduler content pipe-stage ME when it
is request for a dequeue operation. The QM 106 reads 184 a
queue number from the request.

The QM 106 then uses its CAM to detect temporal
dependencies between the queue specified in the request and

25 the last 16 queues to which the QM 106 performed such an
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(representing either an enqueue or dequeue operation) perfornmed by the QM
106. The QM 106 receives 182 a request for a queue operation 182. The
request iworogoei3sed fromthe CA content pipestage ME wheRCTiUSIZ2H/3 enqueue
request and is 20 received fromthe TX schedul er content pipe-stage ME when
it is request for a dequeue operation. The QV 106 reads 184 a queue
nunber frompbeatefuestthulhetiM Q06 tther riisess i & SCATANIdodugel 86t bazerpor al
dependenci es between the queue specified in the request and 25 the last 16
queues to WhhCHné heuddd Haoper f @smeik sidc hnanh24r n43/.019380hPET/ 14502/ 27353
operation. Thus, the QM 106 perfornms a CAM | ookup 186 based on the queue
nunber i denti §égshdendhe ir.equeshe ¢ HHhrend HsteatdepEndeneay, hite. thd he QMU
thread detects 188 a CAM hit, the [latency of reading a queue descriptor is
elimnated becanse &t thedGAY hi fuéudidaicas ptbat i § hel deisertiept because
corresponding to the queue nunber is currently maintained in the queue
descriptor eashead 7#0i{ RldicaBrs that heheevieBtrt habr acdritespoading, téhe QM 106
proceeds to execute an instruction 190 that conmands the SRAM control | er
40 to perforRet feedd tewpeestiedcopes@iipmaintained 188, tHe dueudet er mi ned t hat
the CAM search results in a mss, the entry nunber of the |east recently
used CAM enbe¥ciSp¥&t wer toot het€M3H)6. Thekgei svént difscta mapPpi Ny

between the CAM entry and a cache entry
occurs, the QM 106 proceeds to execute an instruction 190
that commands the SRAM controller 40 to perform the
10 requested operation.

If, at 188, it is determined that the CAM search
results in a miss, the entry number of the least recently
used CAM entry is returned to the QM 106. There 1is a
direct mapping between the CAM entry and a cache entry

15 (queue descriptor). In other words, an LRU CAM entry “n”
indicates that the cache entry “n” should be evicted.
Therefore, the QM 106 evicts 192 from the cache the queue
descriptor corresponding to the queue number stored in the
LRU CAM entry. Once the cache entry is evicted, the QM 106

20 reads 194 the “new” queue descriptor (that is, the queue
descriptor of the queue number in the request) into the
cache from the SRAM. The new queue descriptor includes the
linked list head pointer (for dequeue) and tail pointer (for

enqueue), and a count that indicates the number of frames or

25 buffers on the queue (as shown in FIGS. 5A-5B). The OM 106
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15 (queue descriptor). In other words, an LRU CAMentry "n" indicates that
the cache entry "n" should be evicted. Therefore, the QV 106 evicts 192
fromthe waohmo143Be queue descriptor correspondi ng to thePgualse2/ensaber
stored in the LRU CAMentry. Once the cache entry is evicted, the QM 106
20 reads 194 the "new' queue descriptor (that is, the queue descriptor of

the queue nwmeer sibréhelgequesigheibt Quihe: «aehe heomide 2RAM-iFhernew
gueue descriptor includes the |Ilinked Iist head pointer (for dequeue) and

tail pointerin ftae cEnOsette) thardhadcpedt tdwitiifadbicas esnd hernupiey of
frames or 25 buffers on the queue (as shown in FIGS. 5A-5B). The QV 106 25

WO 03/ 019384 PCELWSO2/ 278 5dumblrS 0 rstE esv ke d hregueaes qmiteyr .of the new
gueue descriptor in the CAMentry that had been identified as the LRU

entry to repl ace thecwtwdem ahsthacevictieh quadeceessrdPtite sRAe QM 106
executes an instruction 190 that conmmands the SRAM 5 controller 40 to

per form tshe Jeguested opefAthcdFormThee SRAMGARUr 8bkest Ah perforns the
linked |list operation for enqueue or dequeue. \Wien an operation of either

type (enqueue or rdequrMe)cortS-oReEl-08 Bgh r 1418 sQVh106; seals] s thessage to the
TX scheduler 10 108. After a dequeue operation, the QM 106 passes a

transmt reqyrstttont bsr Tohfrt@ eenti&xte i pe-stage 110. Another stage that
uses the CAM 60 is the CRC processing pipe stage 96a. The ME 20 in this
stage of the When an operation of either type (enqueue or dequeue)
1s performed, the QM 106 sends a message to the TX scheduler
10 108. After a dequeue operation, the QM 106 passes a
transmit request to the TX data context pipe-stage 110.
Another stage that uses the CAM 60 is the CRC
processing pipe stage 96a. The ME 20 in this stage of the
receive functional pipeline 114 uses its internal CAM 60 to
15 maintain coherency of the CRC residue (in the re-assembly
state table) between the eight threads executing the CRC
processing pipe stage 96a.
Referring now to FIG. 7, a CRC pipe-stagg program flow
200, including the use of the CAM 60 in support of the
20 funétion, is shown. The CRC stage 96a is entered only when
the previous ME has indicated (via the next neighbor line
2la (FIG. 2)) that is has exited the stage. This ensures
that the ME will access the most recent critical data (CRC
residue). It is also critical that, throughout this pipe-

25 stage, all threads execute in strict order to ensure that
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receive functional pipeline 114 uses its internal CAM 60 to 15 nmaintain
coherency of the CRC residue (in the re-assenbly state table) between the
ei ght thrweds/oesscuti ng the CRC processing pipe stage 96RCTRSIB2TIFHYg now
to FIG 7, a CRC pipe-stage programflow 200, including the 'use of the
CAM 60 in support of the 20 function, is shown. The CRC stage 96a is
entered onl yheheRc idheqirenaoss dMrihwesliyndi sateds¢ vitee tdre Bexgengéghbor
line 2la (FIG 2)) that is has exited the stage. This ensures that the M
Wi || accessutbe tmstcmewnt ier Firswd dadaas(CRC thesiae)f. ahty tstal so
critical that, throughout this pipe 25 stage, all threads execute in strict
order to ensutelthatthe2@2WOr@3h04 9380, RGE UDP2L 27393, tiire rEREsi s0¢al cul at ed
correctly. Because the CRC stage 96a uses the CAM 60, it firsts clears 202
the CAM of any gdatt tgld landi BetbenGAM faoemi@ prtevaOuUsqd pessyage. ant reads
204 the port type and determnes 206 if it has been assigned an 5 ATM
cell. Ifstharemetdlis mat tae AIM ced Indd hat ArS, célli schaa0me,otibeist ype, such
as Ethernet or POS), the ME perform ng the CRC stage passes 208 the cel

through w tbewé &tfher PRRESSUBY. o fEdhaneel bri soan, A ogl bertbenMzy 20
perfornms the CRC processing. 10 The processing includes the foll ow ng

activities: theeart ng-ddee JABcckesd gughe AEVIL YREoagE BRI slate i n SRAM
determining if the cell is carrying an SOP, body or EOP;

processing. If the cell is an ATM cell, the ME 20 performs

the CRC processing.

10 The processing includes the following activities:
reading the CRC residue, ATM type and SOP/EOP state in SRAM;
determining if the cell is carrying an S0P, body or EOP;
validating that the VC is carrying AAL5 cells and, if so,
performing the CRC computation; and updating CRC residue and

15 EOP-SOP status in SRAM.

The CRC computation is performed using the CRC unit 72
(FIG. 2) in the ME 20. The CRC computation must be
performed in strict order to ensure that the CRC for cells
that belong to the same VC are computed with the correct CRC

20 residue.

The CRC processing is divided intoc a read phase and a
modify/write phase. The CAM 60 is used in both phases. 1In
the first phase, the CAM 60 is used to decide whether a
thread should read the residue/type fields from SRAM 38 or

25 use the result from a previous thread stored in the Local
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validating that the VCis carrying AALS cells and, if so, performng the
CRC conput ation; and updating CRC residue and 15 EOP-SOP status in SRAM
The CRC cwopans3son is performed using the CRC unit 72 (PC&USE)/21383t he ME
20. The CRC conputation nmust be performed in strict order to ensure that
the CRC for cells that belong to the sane VC are conputed with the correct
CRC 20 residuery o @RG.processimg fissdi phded bayma wieadaphasenand a

nodi fy/wite phase. The CAM 60 is used in both phases. In the first phase,

the CAM 60 tgrésedsdLrdacigdenvheiner1 @ ustihyeade shoin by aad thbereesi due/ type
fields from SRAM 38 or 25 use the result froma previous thread stored in

the Local 24sMQ03/HEA80 PETLASORA A5 3 thoiBr Y166 (BMGnid)y, The first
phase begins with a given thread searching the CAM 210 using the pointer

to the re- agseadlyriat @14l b the éhveadiidel eabSr@lds @AM Bosstet he
thread wites 214 a CAMentry with the re-assenbly pointer 5 and state

informat 5onshg sock therankYonand issuescachead, 494 obistien theeSLRC resi due
and AAL type from SRAM nenory 38. If, at 212, the thread detects a hit, it

does not issyecBraffathe YN rbbeatdr ad mreceiyesc2df droen appobepr at e event
10 signaling, that is, an event signal indicating that the previous thread
has conpl et ¢ pPLOCEES| Nhe tR@LAr @@ M@K@S hit, it does not issue a
read.
When the thread receives 216 the appropriate event
10 signaling, that is, an event signal indicating that the
previous thread has completed processing, the thread wakes
and bégins phase 2 processing. It searches 218 the CAM
using the same re-assembly pointer. If the thread had
issued a read and determines 220 a locked status for a
15 matched CAM entry, the thread moves 222 the read result in
the transfer registers to the local memory. The thread that
moves the result also unlocks the entry, thereby ensuring a
hit for future CAM lookups for that particular pointer.
Otherwise, if the CAM entry is not locked, then a hit has
20 occurred, and the thread simply reads 224 the corresponding
information, that is, the residue and type, from the Local
Memory.
After the second phase CAM search, each thread
validates that the VC is carrying AAL5 by examining the type

25 field from the VC table. For an AAL5 type, the thread
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and begi ns phase 2 processing. It searches 218 the CAM using the sane
re-assenbly pointer. If the thread had issued a read and determ nes 220 a
| ocked stwbDws/0iss0 a 15 mat ched CAM entry, the thread nove®CIAB02/L®53 ead
result in the transfer registers to the local nmenory. The thread that
noves the result also unlocks the entry, thereby ensuring a hit for future
CAM | ookups cbaputbat 2partticWrar opeinties .cdiher witsehe i fyghea sCAMentry is not
| ocked, then a hit has 20 occurred, and the thread sinply reads 224 the

correspondi R@L5I, NEPENBE 1 DNLs HaabedSoft heo resicttdeepanen tiyqrei1dd, o8rt he Local
Menory. After the second phase CAM search, each thread validates that the

VC is carryidigcAPiEd pydeyaditign@nt BRe t ¥fEl er2mthicebd. from the VC table. For -
an AALS5 type, the thread 28 WO 03/019380 PCT/ US02/27353 conputes 226 the
CRC over the cel ks thetherdaieicisriobes AMD thakketael i oihandedtaéf to an
exception handler, or discarded, depending on the inplenentation. If the

thread detemmngsaded iha@tcdie tREk bhéscé tihe ah AIM bendercHendheste that
the cell is an EOP cell, the thread updates 230 the re-assenbly state by

setting the GRete8shytiernd O-dldss2Rb0PSs @itk I8t teRgihHer RORAY treb@dacone. |f
the cell is not an EOP cell, the thread updates 232 the state with the

new resi due :and13et 8- SF 41y 2k@4inkt c8aves 3% thealonepdatredneRee esi due
and SOP in the Local Menory for use by

is not an ECOP cell, the thread updates 232 the state with

the new residue and sets SOP to zero. It saves 235 the

10 updated CRC residue and SOP in the Local Memory for use by
other threads and, according to its writeﬁack cache policy,
also writes the CRC residue and SOP back to the re-assembly
state in the SRAM 38. The thread passes 236 the SCP, EOP
and body status to the next (packet processing) stage.

15 It is important that other stages in the RX pipeline
know if the ATM cell contains an EOP, SOP or body. For ATM,
the settings of the SOP and EOP bit indicate whether an
entire cell was received (as opposed to an entire packet),
so the CRC threads must use the EOP bit status provided in

20 the header PTI field. The PTI bits only support EOP, so
when an EOP is detected, the CRC thread sets an SOP bit in
its section of the re-assembly state table indicating to the

next thread that it has an SOP. Each time the CRC thread

reads the re-assembly state, it reads the SOP bit, and if it
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ot her threads and, according to its witeback cache policy, also wites
the CRC residue and SOP back to the re-assenbly state in the SRAM 38. The
t hread pawoas/02B860t he SOP, EOP and body status to the nePCT(ysazksBs3
processing) stage. 15 It is inportant that other stages in the RX pipeline
know if the ATM cell contains an EOP, SOP or body. For ATM the settings
of the SOP ardsECP Hid tdnydirmat eivbeimerhaamTMeAthder caldiasas neceoved (as
opposed to an entire packet), so the CRC threads nust use the EOP bit
status proviideditar20ndhesdreader PTlI field. The PTI bits only support EOP,
so when an EOP is detected, the CRC thread sets an SOP bit in its section

of the re-assenbbycstsd edrahll ethgds cad img treatihehe nexdt dnieead tbat it has
an SOP. Each tinme the CRC thread reads the re-assenbly state, it reads the

SOP bit, andskbmbly29:M2 G3/019880 EXI/duSQ2224353 pissaettheaBdPYberPTl bits
in the ATM header indicate no EOP, it clears the SOP bit. Because ot her

stages de netargaddadhe GRCJiheeads. r eon@sserblrcstatedy erwet he CRC t hread
al so passes the EOP/SOP 5 status down the pipeline. Once the CRC threads

have conpl eh@@&ﬁnegem&ai&ulcauhamaaf& t4irl recassesblamstatseattabl e is
updated, the threads are ready to nove onto the next pipe-stage. Wen a

thread conplghes itsuSidpl eubathofa@dhissdasy 40 hdwe AN whitte of the
residue/type, it also signals the

next pipe-stage.
When a thread completes its CRC calculation and issues

10 its SRAM write of the residue/type, it also signals the

thread of the next ME indicating that it can start its CRC

pipe-stage. It is important that the signaling ensures that

the next ME is not provided a signal until it can be assured

that any pending residues will be written before the next ME
15 issues its residue reads.

It will be understood that, while the implementation
described thus far uses the CAM 60 to reduce the number of
read accesses (via “folding”, as discussed earlier), the
strict sequential ordering of the execution of context

20 threads in a given stage is maintained not through the use
of CAM, but instead by using local inter-thread signaling
and by ensuring that read reference and modification
activity completes before that same déta in needed by

successive threads.
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thread of the next ME indicating that it can start its CRC pipe-stage. It
is inportant that the signaling ensures that the next ME is not provided a
si gnal unwplosio193san be assured that any pendi ng resi dues Pairfusobe73ss i tten
before the next ME 15 issues its residue reads. It will be understood
that, while the inplenentation described thus far uses the CAM60 to
reduce the nunberto®ill esdl aagressaselyiondw@di rGar BSe dimcusseduedrlier),
the strict sequential ordering of the execution of context 20 threads in a
gi ven st age desS ugatntai methingin tdohewghcy hendise rrektCAM kbutptdtadseadgby usi ng
| ocal inter-thread signaling and by ensuring that read reference and

modi fi cati ozeqachi¥i &y €oNpl etres bekapee | haly sareadat ard mareaded Byo
successive threads. 30 WD 03/019380 PCT/ US02/27353 It will be appreciated,

however, thatuccees GAM el drbe dsedid ocmisiimi mieehesencye and correct
packet processing sequence as well. For exanple, say threads are handling

two suceessiskecpacket sithatharlsemenghbge samdd)0wnioscaEss S rasseakeat ed Wt h
t he sane queue nunber) and access the sanme SRAM | ocation. Because packet

arrival ratexar ectasish. t hatauSBAMhaREESSrisPRAdSattBeatdir ead Hhardkihng t he
second packet wll be ready to access the data before the SRAMread and

nmodi fy acti wrriescebst hgpdduLadnBandbbng theifingSthéeastded Jpakkepacket have
conpleted. In this situation, the software-
will be ready to access the data before the SRAM read and
’modify activities of the thread handling the first (earlier)
10 packet have completed. In this situation, the software-
controlled CAM cache implementation can be used to recognize
the dependency and to ensure that the most current
information is always used. Thus, each thread uses the CAM
60 to do multiple compares in parallel using the CAM Lookup
15  instruction, with a source register providing the flow
number or queue number as the lookup value, as described
earlier.
If a miss results, the thread commences the SRAM read
and allocates a CAM entry into which the thread places the
20 flow number. If the flow is already in the CAM, a hit
indicator is returned along with a unique pointer value (for
example, which entry number in the CAM matched). The thread
that gets a hit in the CAM can obtain the latest copy of the

data from local memory (cache in SRAM controller 40, or ME

25 Local Memory 66) without having to do an SRAM read.
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control |l ed CAM cache inplenentation can be used to recognize the
dependency and to ensure that the nost current information is always used.
Thus, eacWwotohnesdo uses the CAM 60 to do nultipl e conpare®Crruspzeass el
usi ng the CAM Lookup 15 instruction, with a source register providing the
flow nunber or queue nunber as the | ookup value, as described earlier. If
a mss results, thent breateodmerices Fhew SRAMMareadtoanadcal | @cates ia CAM
entry into which the thread places the 20 flow nunber. If the flowis

al ready in theCAWbrashstatadicmiroatisnr & wHednal-@ngowehdbBe uni que poi nter
value (for exanple, which entry nunber in the CAM nmatched). The thread
that gets a siudsegnehbetCAMLabhipai Aot hetdatiest tetapye0fhdhe) daka from

| ocal menory (cache in SRAM controller 40, or ME 25 Local Menory 66)

W t hout havisraM @ecd@ BAs SRAM retadted31oWO 03/1k9380Q BPehp LSO 273%3 isWhen a
thread | oads a flow nunber into a CAMentry, it also stores state

i nf or mat ison Mim-tthegeptyy tér enabhe sabseguenthdshiread Leekupsed,o sget er mi ne
that either a) the SRAMread has been started, but is not yet conpleted (
it is 5 "indd idght")s @410, t he SRAM [ gagh hps beeataonps ededrmanddt he data
isvalid. If the "in-flight" status is determ ned, the subsequent thread

knows that idheSkoukdqheht stdFdad kn@ad, thdutit Raloult g8RNSLaNeta Usg gt he read
data. It can continue to test the status of the entry until it determ nes

that the but that it cannot yet use the read data. It can continue
to test the status of the entry until it determines that the
10 status has been changed to reflect valid data.

Other embodiments are within the scope of the following

claims.
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10 status has been changed to reflect valid data. O her enbodinents are
within the scope of the followng clains. 32 WD 03/019380 PCT/ US02/ 27353
What is cweimseh3ses: 1. A met hod of accessing shared- acces®crnfSoramss on
stored 5 in nmenory conprising: storing units of information related to
packet processing, each unit having an associated identifier; maintaining
each identifier as an entry in a Content Addressable Menory (CAM, each
entry including status 10 information associated with the information unit
wi th which whhe idestdifdesr iiss associ ated; and using the status information
to determine validity of the information unit with which the status
information is associated. 15 2. The nethod of claim1 wherein the status
information conprises: a lock status to indicate that the information unit
with which the staatdshbaf of BEdEbing aBs06d-ad@tkdsS infiokNetid0 Jyaeass of

being nodified. 3. The nethod of claim1 wherein the information units are
i nf or mat s onidnhéso St A@EbrHiRiageache, the cached information wunits
col l ectively corresponding to a portion of all such
storing units of information related to packet
processing, each unit having an associated identifier;
maintaining each identifier as an entry in a Content
Addressable Memory (CAM), each entry including status
10 information associated with the information unit with which
the identifier is associated; and
using the status information to determine validity of
the information unit with which the status information is
associated.
15
2. The method of claim 1 wherein the status information
comprises:
a lock status to indicate that the information unit

with which the status information is associated is in the

20 process of being modified.

3. The method of claim 1 wherein the information units are
informafion units stored in a cache, the cached information
units collectively corresponding to a portion of all such

25 information units stored in memory.
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25 information units stored in nmenory. 33 WO 03/019380 PCT/US02/ 27353 4.
The nmethod of claim3 wherein the information units are queue descriptors.
5 5. The wetohot3sd claim4 wherein the associated i denti fPCErEsoaeBssgueue
nunbers. 6. The nethod of claim1 wherein the information units 10
correspond to information in state tables. 7. The nethod of claim6 wherein
the associated identifiers are packet flowidentifiers. 15 8. The nethod
of claim3, further conprising: performng a | ookup in the CAM of a

sel ected one of the information units stored in the nenory based on the
associ ated identifier; and receiving fromthe CAM a | ookup result that

i ndi cates 20 ifre mitebdwas ¢nitind,3 aheabech tindiioatdrigttbat uhhes seleect ed
one of the information units is one of the cached information units. 34 WO
03/ 019380 P&l éSHRs263%30r9. The nmethod of claimb5 wherein the | ookup
result includes the status information of the matched identifier. 10. The
nmet hod of claim8 wherein the CAM mai ntains a Least 5 Recently Used (LRU)
list of the identifiers in the CAM and,

5. The method of claim 4 wherein the associated

identifiers are queue numbers.

6. The method of claim 1 wherein the information units

10 correspond to information in state tables.

7. The method of claim 6 wherein the associated

identifiers are packet flow identifiers.

15 8. The method of claim 3, further comprising:
performing a lookup in the CAM of a selected one of the
information units stored in the memory based on the
assoclated identifier; and
receiving from the CAM a lookup result that indicates
20 if a match was found, a match indicating that the selected
one of the information units is one of the cached

information units.
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if no match is found, the result providing an index to an identifier from
the LRU list. 11. The nmethod of claim 10, further conprising using the 10
LRU i dentwDioa14380 r epl ace one of the cached information @QTESONR3R3 t he

sel ected one of the information units from nmenory. 12. The nethod of claim
11, further conprising: 15 replacing the LRU identifier in the CAMw th the
identifier associtatedethéd dhelzehect edepsen afnd heokiupf pesmtd on units. 13.
The nethod of claim8, further conprising: 20 setting the | ock status of

t he identi fiierclaseecint esttatid Hrifbensel e6t &d wne nafk chbe 108 m@tdon units
to indicate invalid status; nodifying the selected one of the information
units in the cache; and 35 WD 03/019380 PCT/ US02/ 27353 wupon conpl eti on of
the nodification, changing the lock status to indicate valid status. 14. A

conput er pr agr.anTheoslgthod asf ¢H13gm0D ALELEWLE Taleadabt £ MBd Yo st _
conprising instructions to cause a conputer to: store units of information

rel ated 50 packetlypussessing, 1@8ehotnthe hawimg ran-assQciad edh dentifier;
mai ntain each identifier as an entry in a Content
if no match is found, the result providing an index to an

identifier from the LRU list.

11. The method of claim 10, further comprising using the
10 LRU identifier to replace one of the cached information
units with the selected one of the information units from

memory.

12. The method of claim 11, further comprising:
15 replacing the LRU identifier in the CAM with the
identifier associated with the selected one of the

information units.

13. The method of claim 8, further comprising:

20 setting the lock status of the identifier associated
with the selected one of the information units to indicate
invalid status;

modifying the selected one of the information units in

the cache; and
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10 Addressable Menory (CAM, each entry including status information

associated with the infornation unit with which the identifier is
associ at ewp oa3sse the status information to detern ne vacCirdisoy2m363t he
information unit with which the status information is 15 associ at ed.

conput er program product of claim 14, wherein the

information unit sustoreaplatfogasheshe tlbeicacdhetbr nfokagt hgnthi ek

col l ectively corresponding to a 20 portion of al

stored in nep®fys tol@ndABa8pped BidSste@mpr.i Sing: a processor; 36 WO

03/ 019380 PCT/ US02/27353 a nenory storing a conputer program product

15. A

information units are

such information units

residing on a conputer-readabl e medi um conprising instructions to cause a
conputer to: store units of information related to packet 5 processing,
each unit hayi ngn ajbrsseei pkegrimegidducer respalty adm seachpudertifier as an
entry in a Content Addressable Menory (CAM, each entry including status
i nf or mat 4 onr @s$QCi AtRA 1 Wt Bokbei d iHprimatirast Ubhd 9 tdaushi ehctheutaentifier

i s associ at ed;

t he

10

15

20

store units of information related to packet
processing, each unit having an associated identifier;

maintain each identifier as an entry in a Content
Addressable Memory (CAM), each entry including status
information associated with the information unit with which
the identifier is associated; and

use the status information to determine wvalidity of the
information unit with which the status information is

associated.

15. A computer program product of claim 14, wherein the
information units are information units stored in a cache,
the cached information units collectively corresponding to a

portion of all such information units stored in memory.

16. An apparatus comprising:

a processor;

36

and 10 use the status infornation to determne validity of

information unit with which the status information is associ at ed.



17. The apparatus of claim 16 wherein the information units 15 are
information units stored in a cache, the cached information units
col | ecti vwiby3oorsespondi ng to a portion of all such infoPcatisonm21as t s
stored in nmenory. 37
a memory storing a computer program product residing on
a computer-readable medium comprising instructions to cause
a computer to:
store units of information related to packet
5 processing, each unit having an associated identifier;
maintain each identifier as an entry in a Content
Addressable Memory (CAM), each entry including status
information associated with the information unit with which
the identifier is associated; and
10 use the status information to determine wvalidity of the

information unit with which the status information is

associlated.

17. The apparatus of claim 16 wherein the information units
15 are information units stored in a cache, the cached
information units collectively corresponding to a portion of

all such information units stored in memory.
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