"An El ectronic Transaction Systeni Field of the
I nvention The present invention relates to an

we@bkmesoowoes c transacti on system The system i s PCT/AU2004/000855
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particularly suited for facilitating the sale of

services and/or goods in electronic format (such as
software). Background Art The follow ng di scussi on of

t he background of the invention is intended to

facilitate an undémEleciremicofransactionsSystem”™ However,

it should be appreciated that the discussion is not an
acknow edgenent or adm ssion that any of the materi al

r Biledd ofthe lnvediqsubl i shed, known or part of the common
general know edge of the person skilled in the art in

any jurisdiction as at the priority date of the

apipe ipcegand mveRbipairelates tf anpjecjumic ransagticinceystémenlhe system is
eqrgl rl%ﬁxtﬁrcftebnf%ggacgﬁtapu élt le(l§ {%%Ls:%?\g?q:é,r%ha/or cgjotdsclér‘\nelectromc
Sforaat (Ueh aheiflvdrBp | nput of one party, or even the

need to contact that party for their input, is

dependent on the input of another party. n situations
VB8ERgidithd ArRi | ed service or good is distributed over

an el ectrom c network, this problemis further

exacerbated by the common expectation that such

S?ﬁé“fc%wﬁd dRLASSIos BRtHRED ARV GieHof tREBAVAHtRINYs intended to facilitate

Accordingly, it 1s an object of the present iInvention
t an pmotersianding eavfetbertonentlctrr arfrivesvesn ltsgmuédnbtehampneglated that the
Lifies t

c@%%@?nslr@?%&qtn - Mqﬁg{é?ﬁeﬁﬁ P gpm se%orbgg?t any § & the material

eleSrireé P o Waaegiumgﬂfed /’kann drusdrhef tﬁércﬁ&?hmﬂih\@ddéral knowledge of the
el ectronic transaction systens is the need tor th

epeisPR Giillediin desadin aRy dyisdisien@s #tibg Paeetwdata of ﬁfée application.
exi sting, pervasive Electronic Funds Transfer at Point

of Sale ("EFTPCS") infrastructure. This poses probl ens
aBetailincesiTansgped oaservies gften reguiresathe) inpuirpf nydiéple parties. This

tfn@ﬂ@ﬁ%ﬁ 98 gillfﬂ&YI foeéo B ﬁat égHgﬁ aﬁlgln){ sﬁﬂatﬁ{ﬁée\ﬂﬂlgr% the input of one

I'’catrons ecaus
party, or even the need to contact that party for their input, is dependent on the

input of another party. In situations where the retailed service or good is
distributed over an electronic network, this problem is further exacerbated by the

common expectation that such services or goods can be provided immediately.

Accordingly, it is an object of the present invention to provide an electronic
transaction system that is customisable in a manner that simplifies the task of co-

ordinating input from multiple parties over an electronic network.

A vyet further problem with electronic transaction systems is the need for the
electronic transaction system tc; integrate with the existing, pervasive Electronic
Funds Transfer at Point of Sale (“EFTPOS") infrastructure. This poses problems
as the EFTPOS infrastructure:



capacity; and are highly regul ated, such that any
changes to an application that uses the EFTPCS

w0 nfosast7euict ure nust be recertified - a consi dBCEAT04/000855
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costly process for the application owner. One prior

met hod of overcoming this problem has been to

integrate the transaction systemw th the enbedded

paynmens appypicalyi cdbmpiisesy etranddtiions alewtdesn thetjuinckgle only an

the transaction acquirer or processoy to nodify thei.
Mai N swi tcﬁ”?t??d&j@goﬁﬁﬂ'ﬂﬁmeapgg‘fﬁﬁ@?i ?ICQ%Q%&%?'BH@'@ memory
wel | as pay:gggéit)}; ;agsactions. Such nodifications are

n

expensive and ti'ne-consumng. t is therefore an
optional, subsidiary, object of the present invention

to provide - t | r agll icati

i 1 okt ALS oray v Mafir R L AhyC ¥R BS, Ran appiication that
over com ng,uses thé EHFFEDS pafrastalctyreahlsivbarecegtifiexthe aoconsiderably
nore of the aforementioned problens associated with

the existi G§SBERINGESH ,f@rrtggta,plgggqﬁm_ OW'&l osure of the

I nvention Throughout the specification, unless the

context requires otherw se, the vvorg ‘coppri se" or
vBineatmrionsMethad «f o¥erRenMiagsthisrProplsir Nas neen yfo jintegrate  the
b { P the t BbL shAm&it apphdiRH. H r, this
|ﬁ? ggée{ﬁ(oz]r gggtghg \Aélp:P itﬁ?egﬁrb tsﬁ'ag!adtjl F?mt ?rﬁ]te géc‘Taéusi on o?weve, _
apylutibheequirdsether transagtion gcqbiremeregrecessdruptrhedify thed main switch
term"el ectronic service" i

. , b d _
ARy Sa Rdran R ioRs 8 iRlE 7% RdBRol Tepsasipns. Such
Oh{dfifi i GFe Bk BRSOl ifheSEsndupGingS conduct ed over

an electronic nedium n accordance wth a first aspect
of the invention there is provided an el ectronic

U8 SRGEESE VSt aﬁ%‘sio@ér?%bj@ch@%e%ﬁé;&@ﬁt; iAbentRAsto provide an

one transaction device; at [east one service provider

spiotonicat@nsaction system that utilises the existing EFTPOS infrastructure
while overcoming, or at least partially alleviating, one or more of the

aforementioned problems associated with the existing EFTPQOS infrastructure.

Disclosure of the Invention

Throughout the specification, unless the context requires otherwise, the word
“comprise” or variations such as “comprises” or “comprising”, will be understood to
imply the inclusion of a stated integer or group of integers but not the exclusion of

any other integer or group of integers.

Further, the term “electronic service” is to be understood as meaning any service
where the transaction constituting offer and acceptance of the service is

conducted over an electronic medium.

In accordance with a first aspect of the invention there is provided an electronic

transaction system comprising:

a host server;



a content managenent system where the content
managenent system provi des content in the form of

waledoaibg20f el ectroni ¢ goods and/ or services abtBAU00BO00SSS
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transacted by the electronic transaction systemto the
at | east one transaction devicedand where, upon the at
| east one transaction device issuing a client request
t o t heahleast smae transéctionadevics; nore of the el ectronic
goods and/ or services detailed, the host server
operates to generate a client response in reply to the
cl i ent at kavkeshe saadidapgeiier 3ystee;tdne cl i ent response,
where necessary, issuing a service request to the at

| east one service provider systemand receiving a
servi cq dodtmmsgndgepnertigsiim | east one service
provider. ldeally, the electronic paynent system
further conprises a matrix recording a set of

PUHETS Bhed BSnt@RE MinageRfdnt alysietn pRPlidebb/tehPirt i form of details of
el ectroni c transaction system and where the content

nelfseRientIoegst andiast epeicass abie teathe xransagtackrii nihag electronic
gp'gpﬁé&@?n%ygg%p% tﬂé%\f'lggg n%otﬁé‘ﬁd%xclttimr}fe%%é 23R4 %’%gafupon the at

one transactl vice 10 ensure

t lemss ehe dfarpeactiors gevice issuinga ci@ns reéquatt so ae hostrpérivedfor one or
i th. I th trix includ t | t f
e o om0 Sl 58 BostBEn operats

4 L i < . . : _
s 1 o] R Mo Slett SR ale P Al igonerating the
r eientdieagonsH, ovinerei necassane spRang af setvicet reussat to dine at least one
device, elegctronic good or.service or nérchantr as, | ‘

A BPMER PIEer StCTRNh rqsRiNg RLSEireclrEPOES diom the at least one
peeMidtestolidel he content managenent system A - The

host server nmay al so determ ne whether the client

request conplies with the set of perm ssions and/or

C Ry 2iHet SleEREMAE FRYmidht shSteMR turther &deh sritfelr £ Refix ?&R)rding a set
of permissions and/or constraints applicable to the electronic transaction system,
and where the content management system references the matrix in determining
the content to be provided to each transaction device of the at least one
transaction device to ensure that the set of permissions and/or constraints are
complied with. Preferably, the matrix includes at least one of the following

dimensions:
a transaction device dimension;
an electronic good or service dimension; and
a merchant dimension,

each dimension operable to recording information in respect of the transaction
device, electronic good or service or merchant, as appropriate, that may affect

the content to be provided by the content management system



matrix in generating a client response to ensure that
the set of perm ssions and/or constraints are conplied

wowdos/oorm2a further preferred enbodi nent, each PCT/AU2004/000855
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transaction device of the at |east one transaction
device receives a set of uniquedtdentifiers fromthe
host server, each unique identifier representing a

CThp hivehtewer ity sleotduiermihbaviidthosthet climt deyuest complies with the
operable to check the set of unique identifiers

asRli plsPerdptians andiraesnstiedus degordisd inclgedatrboand feferences the
havi ng s g hoy : f o
[REEHL I STLN RapoRl S AEIINBLAY S0 Feflsgions ancor
negyndtrainte @re opepdied with. di scard conponents of the

content having a unique identifier not included in the

set of unique identifiers received fromthe host

skr weiurthed padfeyredt drabodinrg, edenttrdnsactiovrievigiesobtheaat least one

file name and at | east one of the follow ng: ver sj on
ntiABRACIORfeN G FecehEsia &t agunmueépﬁavff%ﬁgqm%% ost server, each
chgglib GferRfrie? ?@;Br%génﬁ’rf% B%driSorfeHi it the TBRRGE B! transaction device
system the content mahagenment system operates to

poparatie tchehedntrenset of eaiguet idantifiars i againkt vdiontentf altdeely provided
at _least gne transaction device. n this nne al nps

o Rabee CaBGRI SR Ui identliets RGBT GEUfIRE from the
CeshtbRt Aldrigeasbnt THRIGAN TRt RaREARAI delibs | MERSurthBr operate to
respect of each el ectronic service and/or good able to

béiseargnseroperentstof|thasontsrd hevindha Yiauedengifien not included in the
d FREQD | aphi : t [ i _
sge:t\%t:e 0 gé@%’%%g{”z{%?ésﬁ%? e@é@ég{gabqog?psgeﬁréétﬁtr O‘%g”y’ the unique

ngehtifier;, coedigts| of af filacaapbabhe atakasabhenoothedfbldwing: a version
entry mechani sns; and/or details of any docunent to be
p‘PW%@E@W@WQh’?@ké@Nﬁ-ce response confirns a service
request was successful.The content may al so include: a

menu structure for navigating the electronic services
antegabwaly aupen eipation of content using the content management system, the

content management system operates o provide the content to each transaction
device of the at least one transaction device. In this manner, almost “real-time”

download of content to transaction devices can be attained.

The content preferably includes, in respect of each electronic service and/or good

able to be transacted; at least one of the following:
a description;
a graphic to represent the electronic service or good;
details of acceptable payment methods;
details of acceptable validation or data entry mechanisms; and/or

details of any document to be provided when the service response

confirms a service request was successful.



be transacted; and details of any security mechani sns

i npl emented to control access to any restricted
w@ooosiorss of the menu structure; Each transactPOIAU2004/000855

device of the at |east one transaction device may ,

recei ve a scheduled tine for trdansm ssion of content

fromthe content nmanagenent system each transaction

deVhe eonteat aldyaalé@irohgieest the set of uni que
identifiers fromthe host server on the schedul ed

time. Preferably, the host server operates to generate

a cliend meapefracturd fdremavigating e elecBbhicr SstVieets dd goods able to
reference to a process nodel, the process nodel

conceptRRTAPSaERBrand ng a series of steps and |inks,
t he arrangenent of one or nore links in respect of a
first step representing a second step to process on
t he fi rdetads ep apysecuriygmeshanipmsdisiiementad teesomtroliaccess to any

a set o ' | ts set of :

5predet eﬂ;ersrm?e%?bgéfébg ??trﬁegéf%nﬁ@s:trugﬂgrea set of Bool ean
val ues and a f ai I result. The electronic transacti on
SUEROT AL aRIAP DL OE 1 of 1854 QP 4RR3Pfon HeSHB Ay receive a
t r symedtiddotime gyt Tansideion fafintsrit frdrA \théledntedt easitigement system.
transacti on device of a channel grouping is the sane

asSRBnir@ntaghipB Ay Peerd@hisicotansiest Hinseicefi Wiqueidendifiers from the
'méﬁ%eﬁﬁ‘ﬂ%ncth@%ﬁkdgl(egl{%é!g' At least one
nship may al so

relatio e included in the electronic
transacti on system each relationship recording

detail c at! . : be _ _
1048 3 ind 5L L 541 OE- AT BERLIRE JIE AR i roy o
s eglient eequiast ibyerefergatety aiprovgst modell dsppeddess matiévéonceptually

| anguages and co nj cati op protocols. n a yet . .
o GRPTRIR0 GrbeiimBhBlePeIRNG 1Bks 1B 2sranagmReRt afcpne or more finks in

SYrek r@%tabfsg_ ﬁi@?'s%%bf?e;ﬁ@s@rj\ BOSR S ¥R & Brodddg on .thce first step

el ectronic inventory operabl®e to provi an el ectroni
goedolving toea Ippsdeteemined result émaesat. of firedeteguestd fasalts. The set of

15 o A5a0S RN BonS Al ot P o PAOBRRIR A ral rosult

The electronic transaction system may also include at least one channel grouping,
each channel grouping associated with at least one transaction device, where
content provided to each transaction device of a channel grouping is the same as
content provided to each other transaction device in the same channel grouping.
20 At least one relationship may also be included in the electronic transaction
system, each relationship recording details for facilitating communication between
the host server and either a transaction device or a service provider system, using

their respective native languages and communication protocols.

In a yet preferred embodiment, the electronic transaction system also includes an
25 electronic inventory, the electronic inventory operable to provide an electronic
good to the host server on request. The request from the host server for an
electronic good may include a goods identifier, the electronic inventory operable

to provide an electronic good having a corresponding goods identifier in response



to provide an el ectronic good having a correspondi ng
goods identifier in responseto the request. To conbat

weodosnvizas fraud, on return of an el ectronic gpOTOAUZ004/000855
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the electronic inventory, the electronic good is not
able to be provided in respons€-to a request fromthe
host server for a predeterm ned period of tinme. The
db dbé mequestg ol commpab potensial fralid nombeturt of be glectvordedood to the
in redeem ng,an el ectroni.c service able to be .
SesiEas myehety, BecklerSame dPHTs act ABIe 1, Be Siovikgd i response to
QPRIRRSEfbR Theshisst ReRer F¥Ns 'Hr@cﬁ&éﬁﬂﬁ‘]%@ SENIICEN HREUS he electronic
service and client requests. Asynchronous service .
rgegdeiay khd sesighobmbesde bel providadeiquesstesniing landeleatronic service
correl ation k and any response to the asynchronous
§§¥%ﬁ%§éP@833 dor asynchronous client request, as
appropriate, includes the correlation key. As

nous, servi.ce sts can cau conf usi

n%[%?r OBl (FAPSaGHiRE TSlemamRY dre PRGHTe dReSEYe gééfg%glnchronous

EHrelt AEHEhFEhAR! Y8R keBase b SErd RRBANS AsFAEhR LS Yfvice requests
request by reference to the correlati on.keii and/ or
tafsleasycEfaaus| glient setuests indude agmsralatiyekey @ad any response to

5 RN pBhl S e BP0 S H BBl L AR Sl s propriste
bodudey the ecarrglatibn Heys ubssradyachmidasi seivile requests can cause
compuni cation. ldeally, the transaction device

iGRETYRIRS Tolt thehost sRR/SHaififeRPShSEIMEEaNRYRe YPeRpPlarto distinguish
: . ro . - dadi . '
RAGEER Y SNk it SRkl efos QBRI 1 comlation
tkegresalddritypedevi ce may forward a service request

i ssued by a transaction device to the host server and
forward a paynent request issued by the paynent

aprpfdrably| @achf sédvicet regqussstt servicke resporise, t dlienpaggaestsand client
host. n a potenti| a{ aI_terpate Brocessin met hod, the

tr?%r?&rhs@t i ”_HEW‘E@ eddaédleastg ?HB‘??W -r e Egsspge bus may
t e d plsIshRditRt8be %&%an% of %Mﬁrﬁmi&ﬂ\ow the paynents

host and receives an authorisation reply fromthe
paynments host via the internediate router and where,

ifesiR), M BRRsS&HN §8GCL RSASd Lo ale UneSpdRe e dfikcation. Using

an intermediate router having a dedicated connection to the host server and to a
payments host, the transaction device may forward a service request issued by a
transaction device to the host server and forward a payment request issued by the

payment application of the transaction device to the payments host.

In a potential alternate processing method, the transaction device issues an
authorisation request to the intermediate router for forwarding to the payments
host and receives an authorisation reply from the payments host via the
intermediate router and where, if so authorised, the transaction device thereafter
issues a service request to the host server via the intermediate router and, upon
receiving a service response indicating that the service request was successful,

issuing a payment request to the payments host via the intermediate router.



i ssues a service request to the host server via the
i ntermedi ate router and, upon receiving a service
wo eaponses i ndi cating that the service request PEEAU2004/000855
successful, issuing a paynment request to the paynents
host via the internedi ate routér. The transaction
device may further include renovable, witeable nedia
fToe transactiong demizeomayrfertivér timeude! leovdvagie, awrieezt%ﬁl@t media for
an el ectronic ood deftPE%ls of the cli ent reques

ERROIFING 5 PHEOH PLiE WiHHs 8 reqeiat; 19hss eg@wea%ydeta"s of the
eRSit3bud < 898i1$ bMHdGiehf fttpoh¥eand/ or capacity of the
transa@tjl on dev?ce thaltelnlgssug (tahe client request and,
if the identity of the transaction device can not be
f ' e V1 :
TRBLhodtESeryet haf SSARE o, Cnfif the FSARY . BRYDR Cdtcity of the
5 Wanhacalosledennteaﬁmassuédtﬂrne pliergerequesy eantd, oifl theerderitidy of the
ost,. server for n el ectronic transactjon . .
Bonsationcisiien f3h ot Brubniadt b8 bagrekhar fis isansastion device
re\,@&%@aean.?ﬂomﬂwlé@ehhréq%eéﬁpect of the present -
invention there is a transaction device for use in an
el ectronic transacti on system according to the first
RPBE&rd&hcd WRh I Y&IHndCAbpeldt éf:ﬁ%r&éﬁéﬁ’c i ritich tfh%% Fs host server
aspect of the present invention there Iis a net
foer dssy rﬁ g elackebricttransgaction aﬁysmmamoubn@rtosthagﬂr’shespect of the
10 i}tggf providing content in the formof details of
?'?Jnl c goods and/or services able to be transacted
to at | east one transaction device; receiving a client
uest, for ane nor e e el ectronic,.gogods and/ or L
LS G v a g sl of B Steseh! Buefuds 6e"8% Hansaction
gevies 3bi Oge th 8h ic®ttrdriS RAASACtion éﬁﬁém dc@okdifg % it8dFirst aspect of
request which, where necessary, includes ISSUIng a
g’@r'm/@@t'qféquest to at | east one service provider
system and receiving a service response fromthe at

| east one service provider.
In accordance with a fourth aspect of the present invention there is a method of

15 performing an electronic transaction comprising the steps of:

providing content in the form of details of electronic goods and/or services

able to be transacted to at least one transaction device;

receiving a client request for one or more of the electronic goods and/or

services detailed from a transaction device;

20 generating a client response in reply to the client request which, where
necessary, includes issuing a service request to at least one service
provider system and receiving a service response from the at least one

service provider.

ldeally, the method also includes the step of referencing a matrix recording a set

25 of permissions and/or constraints to ensure that the content to be provided to



I deally, the nmethod al so includes the step of
referencing a matri x recording a set of perm ssions

wapasoo17ednstrai nts to ensure that the cont ent P¢DADZ004/000855
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provi ded toeach transacti on device conplies with the
recorded set of perm ssions an8@/-or constraints.
Preferably, the nethod al so i ncludes the steps of

@aichr ramsatgionhddics coheplieki with the reesitdetioB®l bepewnistions and/or
the set of perm ssions and/or constraints recorded in

{ORBSHAINES-x and the step of generating a client
response includes the sub-step of referencing the
matrix to ensure that the set of perm ssions and/or

coaiarablynihe methashatso ivaludes he Siepsret Hetermininalwnether the client
:rggllﬁr%’sﬁecotrmiét\ﬁﬁh Q{\]e Ss%?‘yfg%rﬁiscs% Ohn ik %ldﬂﬁtrain.ts recorded in the

fiers to each trans I on device,” each Uniq
inoketniki dnckthe @e@&ﬁngém@aﬁngmrm'eﬁmesﬁonfsbﬁin@mfesnﬂwe sub-step of
and the step of transmttjng any content having unique .
TRERRTINGHE MRNTILIC Saye haNNaEet O) PEHBISEIM Y PpNSTaints are
WidlieqdWnen request by the transaction device.
%\gdirﬁli gnaﬁry, the net hod includes the step of

receiving a request for the set of unique identifiers

f tii i it . ctd . o

JLRRRTY HcATaR6 B8 MprHed of MR 8GR0 Hlaue identiiers to
gacbrierisagtian clevieat eaels povgee idectifieleseprésertingss epngfonent of the
BBt Add Ry 3R s P mting Pl Griitepe aa migy ddentiters ot
t8ady bANGESERRY tHaf trit@icabn MR Rel UgdfSrelDesESPRIE trhsation device.

first”step representing a second step to process on
Additianady, Breemetheblindludes thea sipprederegaivingd regugst fonthe set of

Sl S BRSBTS o8ad Wgpocon v

denMéddetMtinte.at | eat one channel grouping, the content
provi ded to each transaction device of a channel
groupi ng being the same as content provided to every

PreRfatly ARsAGEP DIdg¥ndatihg 4 NeieFRMBsEdRRNflclRUR Gubstep of
I deal |y, the nethod includes the step of recording .
GXeauting fJHoeess moﬁg{,ithg process model conceptually comprising a series

of steps and links, the arrangement of one or more links in respect of a first step
representing a second step to process on the first step resolving to a

predetermined result in a set of predetermined results.

The method also includes the step of associating each transaction device with at
leat one channel grouping, the content provided to each transaction device of a
channel grouping being the same as content provided to every other transaction

device in the same channel grouping.

Ideally, the method includes the step of recording details for facilitating
communication between the host server and each transaction device and the host
server and each service provider system to form a set of relationships and the
step of using the appropriate relationship in the set of relationships to facilitate

communication between the host server and transaction device or service



conmmuni cati on between the host server and each
transacti on device and the host server and each

wa@esnsioceE2pr ovi der systemto forma set of rel ab€DAEDIOPSO0SSS
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and the step of using the appropriate relationship in

the set of relationships to fai-litate comunication

bet ween the host server and transaction device or

PeEWH S Byenilerass \uploroprias, appt irabpective ta@ivé languages and
respective native | anguages and comruni cati on
GPBtBeRiEationTRReRAIfod may al so incl ude the steps of

i ssuing a request to an electronic inventory for an

el ectroni c good and receiving an el ectronic good from _
tlhe a1edthad grax alsey dinlests .thearsgtmﬁ ablissuing@ feqursd tal @ electronic
I s¢t.he s - di. st i ngui shipg. he ryi
g o SBEPrrahe b30 oY ERGnGT BHC BReBoR ! bG8 from the
etotreinid inventikey. i n the service response and/or type.

The nethod may al so i nclude the step of comuni cating
service requests, service responses, client requests

wrefechbignther methaissiso rycludeys e @tteﬁkﬁaﬁétir@m%rﬁm;Béﬂ@en a service
bus using a publish/subscri be mechani sm of

purt ) : :
ERFRANSECAR] Ghcligntareargdl by refrrenes o icREE(RlEs Kkewein the service
$‘%13?&‘ng3th&@ ng the identity and/or capacity of
t t '

ransacti device that issued the client request
and the step of ignoring the client request if the

i'r%%%éﬁ%g%a)tr ?%oﬁﬁ@iﬂﬁ@%ég d éo‘?ﬁm%ﬂl?:aﬂﬁé sBRiice requests, service
confirmed or € capacity o he 'transactyon device Ts
esspeeded, clBmt ebqliests rangt ¢client oéspgdnsebrisvivag ©f Btdeast one message
invention w Il now be described with reference to the '
PiF SIS PP LS SRS B TR HERISTR 0 GPETATIGAETs chenat | o
representation of an el ectronic transaction system

Figure 2 is a conceptual representatjon of a process

Fsde &

rakly.efhe iethad inclidesadhtesiens ek coaddming hee identity and/or
géﬁﬁif)paf thet erHs':‘%(?fb'no(ﬁ‘e\ﬁé’é'ﬂﬁF i8fud 9;5 ElientFr'quH[agt §n% the step of

ustration process oWs 0 ost server a
igrianiggr teedlient feéiqgeskif the identity of the transaction device can not be

confirmed or the capacity of the transaction device is exceeded.
Brief Description of the Drawings

The invention will now be described with reference to the following drawings, of

which:
Figure 1 is a schematic representation of an electronic transaction system.

Figure 2 is a conceptual representation of a process model step, with link

attachments, as used in the electronic transaction system of Figure 1.

Figure 3 is an illustration of process flows of a host server as illustrated in Figure
1.

Figure 4 is a diagram of a transaction sequence used by a transaction device

when communication with the host server as illustrated in Figure 1.
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a schematic of the conponents of a multi-purpose

transaction device for use in ‘e electronic

Transaction systemof Figure . Best Myde(s) for
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belng descri bed, and as shomn in Figure 1, the

el ectronic transaction s m 10 conprises: a host

asfdMode(s) for Caeying &H’é){ im‘é,%f?:ff?'?)n device 14; ‘at

| east one service provider system 16; dat abases 18

process designer 20; caontent nmanagenent stem
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and channel s matri x nmanagenment nodul e 38. Host Server

12 The host server 12 operates to provi de nessage

br okerl Ng $ROM degeEL; Ween partici pants involved in an
exchange of nessages. As such, the host server is in

data conmuni cation with the at | east one transaction

devi cq 14,319848tidR transaction device 14;

at least one service provider system 16;

. databases 18;

. process designer 20;

. content management system 22;

. scheduler 24;

. channels matrix 26;

. schedule management module 28;

. merchant reporting module 30;

. management module 32;

. accounting and settlement module 34;

. business procedure definition module 36; and
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engi ne ("PAE") 42; electronic inventory 44; and

moni toring system 46. Adaptorst¥40 Adaptors 40 can be
classified as front-end adaptors 40a and back-end
adapt ar s 4éHannklombtixapdgpinentmbdalea® responsi bl e
for data comunication with transaction devices 14.
Back-end adaptors 40b are responsi ble for data
HYBBervakHeN Wi th service provider systens 16. n

ot her tespects, front-end adaptors 40a and back-end
adaptors 40b are basically identical. Each adaptor 40
hae ABsP§eRel of2@peritas itaNSivRie hdsiBgs BHoRfingfsdiBes between
functions of an adaptor 40, a relationship represents

darticipresnaived oran pxeiwngendimessagasgels suctithedidsyserver 12 is
R SRR Ao B3R, AR el PobBSREERktlce® 14, service

provdeer sypgshem1E;, daiasasf o aprocdssy eddsigidre 2AEad@ content
and vice versa. Thus, by reason of its associ ated
Me3nAgesRRINi SyStanh @2a ddie: linst serves 12erthsr eomarises: as a
transl ator. Adaptors 40 "listen" for transaction
nmessages fromits respective transaction device 14 or
servi ee prasiapiers 4ystem 16, as appropriate. On recei pt
of a transaction nessage, the adaptor 40 operates to
transformthe nmessage in accordance with its

associeat edoroeéss autogtationfengireo(“RAET) 48; t 0 t he PAE 42.
Simlarly, on receipt of a nessage fromthe PAE 42,
the adaptor 40 operates to transformthe nessage in
accor @anceslgétidhic irveassgpaidanad rel ati onship for
forwarding to its respective transaction device 14 or
service provider system 16, as appropri ate.

. monitoring system 46.

Adaptors 40

Adaptors 40 can be classified as front-end adaptors 40a and back-end adaptors
40b. Front-end adaptors 40a are responsible for data communication with |
transaction devices 14. Back-end adaptors 40b are responsible for data
communication with service provider systems 16. In other respects, front-end

adaptors 40a and back-end adaptors 40b are basically identical.

Each adaptor 40 has an associated relationship. In the context of the functions of
an adaptor 40, a relationship represents data necessary for transforming
messages received by the adaptor 40 from a format native to the adaptor’s 40
associated transaction device 14 or service provider system 16, into a format
native to the PAE 42 and vice versa. Thus, by reason of its associated

relationship, the adaptor 40 is operable to act as a translator.
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and at |east one process execm?tvor 70. Process Mdel
48 Process nodel 48 is, as described in nore detail
Pelaptors a4 @rtigieatfot itcarrsephm anésddgms Obma isusdspestive transaction
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Such nessages may include extra information. The

Jenwasdingcionisorrapestive iaasaglion deviee 1del seyicseRxjsier system 16,
bus [ﬁ épt%rder to recei ve nessages. Subscription
R1FRe conmponent to specify subscription
crlterla Thus, on a nmessage bei ng published to the
2§§§% e bus 62, the nessage bus checks the nessage
the various subscription criteria of its
subscri bers. Where the nessage matches the

10 ARG et iSO Bt e Bl BBt SR RES
message bus 62. n the enbodi nent being described there

are four nessage buses 62 - und
. atl eag one process modemg

. message buses 62;

° a message receiver 64;

. at least one request handler 66;
15 J a retry receiver 68; and

. at least one process executor 70.

Process Model 48

Process model 48 is, as described in more detail below, a programmatic
representation of a business procedure. However, a process model 48 is able to
20 represent any short-duration process that needs to happen repeatedly in a

predictable manner.
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nmessage bus 62a. Wien notified of the existence of a
message, the message receiver 4- operates to decode
the nmessage. This is done with reference to the
NstlhigeBlses gissoci ated with the adaptor 40 through
whi ch the nessage has been received. n this manner,
while in the context of translation by an adaptor 40,

\isssagbabiisyts BRpares usgi dst icongrAubicatife mestaget interhbity between
nmessage, in the context of processing of the nmessa
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request or a service response. n this regard, if the

nmessage i ncludes correlation information, the nessage

Mmeeelatslist domieshagntat eusbschibe Nesthagdesirese massage és3068dn order to

and operates accordingly (refer to the exalqt'pl esbe

fegaKe MRRSSAGES doeldd SHDIION CPAWEES: B ePmPPBRNT t0 spec@@ubscr'pﬂon
| R RATRIT L, (Srtﬂ% e b@ﬁ@' Bblidfe P85 YUABSMERRAgd s 62, the
message Is a client reduest, any request for an

ehessagenius gloecksothesmessage agalmstathermmst swhrsadiption eriteria of its

éﬁgbﬁ;&'&oqtgg ;EW@ e neéph?%qe{]ﬁﬁstc S g%ﬁ%sgng éen V&iteria of a
SEb¥Easer! Qﬁ’é)‘%'“u%@cr‘ib/ern%t Ho iRl of Miee fpubB4ticH of RBe message to the
nessage, even in the absence of correlation

m@&ﬁa@@tb@ﬁZ dient requests are then forwarded to

request handler 66. Request Handler 66 Each

rel ati onship has an associ ated request handler 66. On

e dee @mbﬁdmeot bemug despnibed theteearectpue snesnagel irseses2 ~ inbound

SHASEPRE R S RS o S5 e bus o2 ana

RESEEHR rﬂé@%@éJBUQQZQXGC utes.

Message Receiver 64

Message receiver 64 subscribes to inbound message bus 62a. When notified of
the existence of a message, the message receiver 64 operates to decode the
message. This is done with reference to the relationship associated with the
adaptor 40 through which the message has been received. [n this manner, while
in the context of translation by an adaptor 40, the relationship is agnostic as to the
content of the message, in the context of processing of the message for the
purposes of the message receiver 64, the relationship may also be interested in

the content of the message.

Once decoded, the message receiver 64 operates to determine whether the
message is a client request or a service response. In this regard, if the message
includes correlation information, the message received 64 designates the

message a service response and operates accordingly (refer to the examples
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n the latter arrangenent, the request handl er 66
forwards the client request to the process executor

w(@000sRet’ey Receiver 68 Retry receiver 68 i s a PCT/AU2004/000855

subscriber to the retry nessage bus 62c. The functions

of the retry receiver are desctibed in nore detail in

t he exanpl es bel ow. Process Executor 70 The process

et off fhe message soekengtriocksls ocmdelbtid isfermation, the message

determ pned b handl er 66. To sone exten
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TMarect&ectheonessagwmo:euey 644nays beeﬁ:de tt@ determmeathat vdnegsage is a

electronic ds. The ron
SeRins Fnpde R Ereriounal B8 nintaye SERCHIbgabsence of
coOfemtbAr infRhREBANUTIRAL irefiSetardre &hendbrwarded to request handler
software. El ectronic goods in the electronic |nventory
B8 are serialised and are often represented by a 'PIN

The PIN is a uni que nunber the service provider uses
to identify a purchased el ectronic good. Typically,
HeguesHandlenbbypt ed and is kept private until the
time of issue. PINs cannot be issued tw ce. An

el ectronic good in the electronic inventory 44 can be
et refatipnshipehagant aiﬂsg)ctaiad reqeest| andiernbe |Cﬁme§a¢ejpiyof a client

(el 1 SRSy By ellner et See et Plintcrigleat et or
&Iéhtiﬁlé@ltﬁé'dp%r%melpﬁdc@és fnodjet thdtithe presésy QkétﬂJtor 70 executes.
serialised I he seri al unbers are a trac

e thaalatterafrapoemKst, the seqyass hap@leéﬁﬁé‘@wa;gwhe ﬁ@nt request to the
‘(iﬁ%ée‘é%fe%é%ca&g% The need to allocate a serial nunber
C

each’'sto itemis necessary for supplier
rel ati onshi p purposes. The serial nunbers are a public

ir\%\tsihgie% roésthe el ectroni c good and can be used for

and problem

Retry receiver 68 is a subscriber to the retry message bus 62c. The functions of

the retry receiver are described in more detail in the examples below.

Process Executor 70

The process executor 70 executes the process model 48 as determined by

.request handler 66. To some extent, however, the process model 48 is self-

executing. The client request provides the initial data upon which the process

model 48 operates.

Electronic Inventory 44

The electronic inventory 44 is used to store activated electronic goods. The
electronic goods may, amongst others, take the form of movie pass numbers,

recharge codes for telecommunications carriers or software.
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solving. f an electronic good is returned, it is put
in escrow for a predeterm ned period of tinme and may

wheooseeoeei | ed with the supplier to determ ne PET/AU2008800855

used or not. Upon conpletion of the electronic good' s
escrow period, the unique electdonic good is able to
be resold. The need to keep the el ectronic goods in

&ectmic goorlspiredied eslgtin@sic Pievesdrnpfa4 iare é&ridlieedf addichre often
prevention purposes. \Wen a return of a successfully.

depresepied by @ tlNoni Fhgddly is @cunigue nHEhes tad safvigasprovider uses to
I
il W ORRERPLRRBhic It FRLERN, Sp 09N, AU oha s e

use
@rigater until thegtime oféssuehen i ssued to a custoner of

anot her nerchant, who then proceeded to redeemthe
el ectronic good after the initial nerchant has used

tHiNs elagobt bBi issgb tvick heAn exestpiniio govduhdhbeslbttemkie thventory 44
becguse of the frau?Pof the initial nmerchant. However,

SN ReakseR OPNeORG cf PRiscefbdhe ishedranie inipniery 44 must guarantee
RS PPN s ibETRY gfu @gapaﬁgacgru% ect ' fhd 106 &éi(%lbﬂom/pe

occurring Is re erpetrators
of fraud can easily be identified. Electronic

oélés %g&/?}tp‘f@aﬁlfﬁﬁ%ﬂhgﬁ dL9YRt4 ?l d [:8% rﬂg% Ig@‘ﬁahsed ‘PINs".

r|ng nrtoring sys em
d'ﬂneasqrrabammbees ame a gacking eméeharlismVibe PINpettat Pigs are affectively

ro |ve | evel ni tor tem 46 checks ke
e SEINeTER 4008 o BEP diseintonTIQOREE okl dHiraherys. Sach fiogk ftem is
ﬁ@@égsdrwsalsapbw@t rem%n@h.pr@m%o@bertm@@@nbl ﬂnﬁnb%rr@ are a public
satisfied, an alert is generated. The alert is sent to
aderﬁlﬁpr op fth%ue@qtr@prcvege@g andvearobet e fgr reconcibidtiarnand problem
%8@@ oni ¢ transaction system by way of e-mail or SM5

na%] When operating on a reactive |level, the host
server 12 may itself issue a problemnotifi cation to

tor stem 2 The n| tori syst 26. .
T SR BB ERES. ST hectan iy &SGRl ingd period of
BMcABRd 94y BEGretEIEIRTORIRthY 8upplidi® determine if it was used or not.
Upon completion of the electronic good’'s escrow period, the unique electronic

good is able to be resold.

The need to keep the electronic goods in escrow for a predetermined period of
time is for fraud prevention purposes. When a return of a successfully delivered
electronic good occurs, the merchant is still in possession of the electronic good
and may try to use the electronic good in some way. If the electronic good was
then issued to a customer of another merchant, who then proceeded to redeem
the electronic good after the initial merchant has used the electronic good, the
redemption would be blocked because of the fraud of the initial merchant.
However, by placing the electronic good into escrow for a period of time, the
chance of this type of fraud occurring is reduced and/or perpetrators of this type of

fraud can easily be identified.

Electronic inventory 44 receives service requests from the PAE 42,
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menory neans. The processor is operable to execute

enbedded software stored on the-nmenory neans. The

enbedded software conprises a transaction application
RoHitGrimAsyEein appl i cation. The transaction application

Is simlar to a web browser in nature. t downl oads

content fromthe content nanagenent system 22 on a

RShISGH S)%@éﬂns% bBL s ¥AlO5dadtivoahe ibadive [evell WiRen operating
data relating to: a description of the service and/or
goacbroactive level iminitoring ey stena ghi checks kB agpsplsasfdhe aperation of

espect of t ser,vi ce and ond; et aj o) i
%‘@cgﬁ%aﬁ%ebggneﬁtth'ﬁe? eocgs‘zef%rg?%e%%ﬁ Osn%r éf@e&gnﬁgrcondmons are
gandied. etddrnt & §énsrateht Thé alertls skititormnoapprapeatentepyesentative
mechani sns for each service and/or good; details

of .
ahihedereraiartqftheteleeEonis Hangastian SYREM: 1 (ynWaY Gf e-mail or SMS
su%§§@$ful sale of an electronic service or good.

& rTucture for navigating the various services
and/ or goods avail able for purchase; and/or details

any_s Ity ani j t l;
el it ' EERRODLEPE EPAETRSRY feonggTiseRlssue a pobiem
RbfiftGtibheto AReSHitotihg sisieino26ed Toat monitosngisgdtem 26 then
the transaction applicatjon to nerate a

| user .
pReereleR.an BHrbUARSIIN A eda SEBREE 3 APRISRIELE fgpresentative of the
?ﬁéu%l?@rs%fﬂﬂe%%‘&rbﬂﬁ' EraRSAMIITE s9Ete8POrD bVwagpme@inanf or SMS

€ user intertface Is inportant, as it provides
fasstgenal ity akin to a normal EFTPCS transaction. The
use of downl oaded content as the neans of devel opi ng
the user interface
Transaction Device 14

Each transaction device 14 comprises a processor and memory means. The
processor is operable to execute embedded software stored on the memory
means. The embedded software comprises a transaction application and a

payment application.

The transaction application is similar to @ web browser in nature. |t downloads
content from the content management system 22 on a periodic basis. This

downloaded content may include data relating to:
. a description of the service and/or good to be provided;
. the graphics to be displayed in respect of the service and/or good;
. details of acceptable payment methods for each service and/or good;

o details of acceptable validation or data entry mechanisms for each

service and/or good,
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there is also no need for the ansaction application
to be recertified. As discussed above, the downl oaded
content may include authentication, data entry and
docunent distaild qfnany migduorent(® to rl&mr@wdeﬂeto the customer on
transaction ag f at 0 al so be c?abl g, of

ol

control | i iy’ ael? 0?8593991@%?8'3}6 9°%%er i pher al

devi ce connect ed to, or integrated |nto, t he
lication.is

transaction device 14. The 5) nt
Lypi ol |y MANERPIEISAfare RRVGRHIG HFI BT RE04SS ZAglor goods
paynent apéq}d,,ggblfgpgglg;ggg%]eaﬁg/opr ocessi ng paynent from

a custonmer may be u e paynent application is
separate fromthe transaction application. The paynment

appligatiq ?Psdof rﬁgsc'@éi}rft)ﬁ e%?%ls?r?st i'n‘?ﬁleﬁ%ﬂted to control acéess to

conmuni cat e oug an appl' catl

progr anm rgnyl wetsﬂro&@d:ponnnsfmfshermmrstructwet r ansact i on
application does not interfere with the functionality
of the paynent application. This is also inportant as

iAs ree@ns théadowwslodded yccmmermmseagaydthegtrpayazﬁm application to
processing are separated from security concern

egaraiPng Ysearistesiacenthi ittt ¥41i¢ly aEqEHOMmes OMetnGlgrarisnto purchase an
*Fé@t%léégb\/i({éiﬁ?@%@t efhMcbAcEht G Jﬁ@%@er iNRIHACE s |mportant as it

rovi der Servi ce provider systens represent
tpnevidesrfuriationality takimstoas sochalt EfdT MOSHrareactiani ous
suppliers of the electronic services and goods. Each
service provider system16 is in data comuni cation
Wiehusdr ef Iﬁmmnlsaadecb codf2nt Bsethpr meassiofdgveidmngreite iger interface

each servi rovi der sy tem 16 i s beyond the scope of

Ay Biatribe RySRClion SRICTIRT dpss o0t D20gp gt & ifed electronic
e?\)’bﬂ?‘%fr[gd&{)% e widdd withdeis@rsiit hemshetidisiSiem 10. As a
et al ases Dat abases 18 conprise an

adsilhitbereasiaiso tanabd$er thedransactiemspelidatian dabayasertified.

As discussed above, the downloaded content may include authentication, data
entry and document detail information. As a result, the transaction application
must also be capable of controlling a printer, card reader or other peripheral

device connected to, or integrated into, the transaction device 14.

The payment application is typicélly an EFTPOS payment application. However,
any payment application capable of processing payment from a customer may be
used. The payment application is separate from the transaction application. The
payment application and transaction application can communicate though by
means of an application programming interface. In this manner, the transaction

application does not interfere with the functionality of the payment application.

This is also important as it means that security concerns regarding payment
processing are separated from security concerns regarding transaction

processing.
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associated with each transacti on device 14.

Transacti on dat abase 18b hol dsl8& nf ormati on on each
transaction processed by the electronic transaction
Peshaermnkactidtegevite ng idakabeisedhgith bohaishbhe sane
information as held in adm ni strati on database 18a and
transaction database 18b, but in a sinplified form
SriicelPvideroPystensedef or reporting. n this manner,
fhe transaction database 18b is also relieved of sone
processing load. As information is constantly being

‘Mér@|58®ré@dém§ys¢é¥h§bl®l%%ré§ent anel cbRputémiysterns dsbygiated with the
information to be witten to the databases 18 woul d

kverlkh@wmlppbeﬂsh@f iher slestroria seyiqes amd a9ods. spaeh fsegvice provider

SR ke MRl G0 i Bi0BeR8, T processin

pepfoahed Wch@m\%ldr@wdbﬁsmemﬁlmmandélt&elﬁope of the present

conputer software, conceptually process
¢wt1§ﬂsartﬂ= therglore dae §erdee e@%@ﬁraﬁ@fq?mﬁ K® gfgpﬂeﬁ kR Slscribed in
len+hd SHUt5; 2. the position of each Iink 52 provides

directi on ‘as to the next step 50 to execute based on
the outconme of the present step 50. To el aborate,

lﬂeﬂgﬁaé tgat connect to the top of the step 50

rc-prese{g-ﬁ—ghe connection froma parent step 50 (ie.

the step 50 that has just finished processing). Links ,
SPp¥ eft r

S Bes 6 A SOl e B SEBRaR tavase

f1@b wrel of rebertingr rdatabadeepl&0. lAdmkisisi2tivhatatbeset 18a stores

fromthe bottom of step 50 represent, the conn tig to
anf@ﬁmao&tr@latls@ o1 atoers! QROLGNSABHPR REVEtr bandsggmerchant
SshERRD Wi BAcH t s%l@?cﬂ'f deVRESHA - ﬂdﬂé%cﬁ@n tfdbase 18b holds

sprout fromthe right of step 50 represent the
dofoneetiomont each tankactineprad@ssedbyi et @Ieet(@nlnttéarmactlon system

t ur r 50,re [ al u

s RopatRoaebass MRS sehdniafiotiar fakiga sgministration
fRithbase 18a and transaction database 18b, but in a simplified form, particularly
optimised for reporting. In this manner, the transaction database 18b is also

relieved of some processing load.

As information is constantly being written to the databases 18, and the timing and
type of information to be written to the databases 18 would be known to the

person skilled in the art, specific instances will not be described herein.

Process Designer 20

Process designer 20 is used to create the process model 48. While the process
model 48 is computer software, conceptually, a process model 48 consists of a

series of steps 50 and links 52.
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50. This uniformstructure for process nodels

sinmplifies processing for del-izvvery of the electronic

good or service. Content Managenent System 22 n

&SN trhlélgurmlz;ehmta ptmltageaxfeasucrslym ﬂrpﬂﬁndmdireﬁt'@ntaﬁeto the next

construction, ea nten nce of nt en

SR PR oByte BaRb oD tBA GHAATEES! TS ARERRUGISP BR. To elaborate,
q’iﬂké‘%zs@rat (BRnE@NENe fé%”é‘@ﬁféeé‘tb sy@trsaae%anf HeeEGMERSion from a
the channel's matrix 26 to ensure that any constraints
pacentdedpiad (ieethehstepddG thatthasxjugt finisbedqurocessing). Links 52 that
contr ven resu

SRR Gie igh S13P o denlsie BT adr Rt dh e CHia B0 thatis to

@@é@l@r@mallﬁl)’ébﬁfﬁezé’ur@méﬁ% d iHRE62nBY1 gRbuPflom the bottom of
deS| %Oer 54, a docunent designer 56, a channel

nigpreernil theswnnegtian dene &hild qR| Fadhataisalgepuseute on the

e < 5018 fEX1 Bld BP -ERESERCTLind 8b!UE bt from the
crea on‘'o arrenussemu rrateyrepllca n th
trighb 8 6tdpo 80 demlesemlmef chrrmstiog te entheitd sthp\/\ﬂ(l) et lstto execute on
also allows a party to demg@atelprﬁvwgt ner t
AR tcsirent isten aHuiesBlYiG tq At ¥Rldeof hetlmaits @R GieP 50 must
deydice 4 Bauchieuborpai chase the specified goods
and/ or services. For exanple, using the user
navi gati on desi gner 54 anyone nmay specify what
[ [ f
I\Wulﬂél'éﬁykgvraxz Hgfag%%out fﬁ)arh Qrét—fz(’fegfr)ﬁgﬁ't Egggggm'r d@@%'%te% 50 as a means

zmn:pd:ﬁlng pﬁrahefamnd isteps 5@ &plee prafesshd opussolutioh ©f step 50.

account nunber. The docunent designer 56 facilitates
t he graphi cal design of docunents to be printed by the
tTrag saifdino strdeture eorlptocddemeelsgsiavlities presssirigoiomdelivery of the
part of the content. |deally, docunent designer 56 is
L?é%‘ﬁrqrbcﬁ?%cﬂeééewéc@el pts to be issued to custoners

upon conpl etion of a successful transaction.

Content Management System 22

In essence the content management system 22 controls the construction, release
and maintenance of content downloaded by transaction devices 14. However, in
doing so, the content management syste'm 22 references the channels matrix 26
to ensure that any constraints recorded in the channels matrix 26 are not
contravened. In doing so, this may result in exclusion of part, or all, of the

content.

The content management system 22 comprises a user navigation designer 54, a
document designer 56, a channel groupings module 58 and a content download

management module 60.

The user navigation designer 54 allows for creation of a menu system ultimately
replicated on the transaction device 14 following content download. It also allows

a party to designate in what manner the customer is required to interact with the



Channel grouping nodule 58 facilitates allocation of a
transaction device 14 to a channel grouping. A channel
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devices 14 that are to receive the sanme content. Each

transaction device 14 can bel-@¥%r to one or nore

channel groupings. A transaction device 14 can have

ittadis abtiom dbvige oupim gradraogeutchaséd thee specifiad gelods and/or services.
roupi ng added at any tine. Content downl oad .
TeRaeRe. Ho0G e_eegerae@wm&rbgefﬁ@eg%aw@% Mgy specify what
%H’F}'h%, if AUnyP b BY Bbtdine BYCHIcBRs WHVHEERedd sWipe card or an
channel g h ent

roupi'ngs. n this contéxt, the confen ,
eoterhalakk yimaadchoe exampir) | isfosDation i irespash off the customer’s account
transaction device 14 of its scheduled tine to

&ad content. The transaction device 60 then
contacts the host server 12 at the scheduled tine to

TR T RPEo 080 PED ah AR PRECT e B g GRS (0 be

PHRESP By Ahe ftRtidsdEGoP Hedice chieduhedy Pabeudents form part of the
appropriate. Schedul er 24 and Schedul e Managenent

mpdtanﬁ;o zaefbfh@l@amenizdeaigaes B delwsed rarmigduesnreceirisite be issued
8 ' ] Kk,
5 REPRIeER oA TRt Talih AR CeN RRSEAAR LSk oo

by the schedul er 24 and schedul e nanagenent nodul e 28

i.§g the periodic transmissi.on of t.ran Lon_listi

(GranBl BEel frosh e P BEhRRaR o GRS hiePrcd St bge 14 10 2
Ehannel grd\(ﬁﬁrﬁé.x Nhél@é]ﬁf@?fljro&@iﬁ?' epi&sarie &hateglion of transaction
matrix 26 is central to controlling whether a nerchant
sigicss| 14 thappeiipciecelyadhe a8, cqrdeNinhat price, and at

what comm ssion. The channels matrix 26 is al so used

during transaction processing to ensure that the rules '
iFasiheitensaationhdedce 14r eamlb@ignRg daanef pedorgqchannel groupings. A

SRS RY ikl DS 815 o BRSSP 5E e @ crare

dre@bihgWddedalt angftinge.pr oduct if it is being sold for
an incorrect price.

Content download management module 60 facilitates the scheduling of
downloads for particular transaction devices 14 or channel groupings. In this
context, the content download management module 60 notifies each transaction
device 14 of its scheduled time to download content. The transaction device 60
then contacts the host server 12 at the scheduled time to initiate the content

download.

The content download management module 60 also manages the reporting of the

success or failure of a scheduled download, as appropriate.

Scheduler 24 and Schedule Management Module 28

Scheduler 24 and schedule management module 28 combined operate to

manage any scheduled task, other than content download. One scheduled task



Channel s matri x managenent nodul e 38 manages the
channels matrix 26. Channels matrix 26 is a

wondosioegsrensi onal nmatri x used to control the PCT/AU2004/000855
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el ectroni c services and/or goods avail able for sale by

each transaction device 14, ctdmel grouping or

nmer chant. Factors covered by the channels matrix 26

ihaobledeby thevshiedbler i2dyand goheciurgmanademest ofcxiue 2@igthe periodic

aPSron 8 abePdiatI SBPIP CENir® DRV B adPuat ec

based on such factors as the locality of, or industry

alloms for bu3|ness rul es, such as "nerchants in
i_ndustry X, belonging to bank Y, anno

dNEcERFNES §aatix & & aentedl igaganitelling thsmrnweﬁ@h@@fdcan sell a
Phé‘@lg? Qh@'xf'@eossfof\%ﬁ @%anneqaap{}vﬁgﬁﬁgﬁm@ﬁgnl 7R Bdh oPels matrix

mensi ons of t S matrix 26 are conpose
a$talsbutusedofdurlhg trewisaetjont heronessih@gnto aacsurbe that the rules

ele tro ood or Vi ce, anp | e .of a, de)

e B8RTa cares BineySereiEtp oo eHbHaIENLrine content of a
@rtawsb@wre deviceRakald @bnfaHMP outdndatd) BxadpbAndlk Aatrix 26 may
el ectronic good or service is '"Brand' . |nplenented

digsilloess palecf aapredualdieitis/beipgtsiold oy am ineemeetdyicet

mer chants and devi ces and el ectroni c goods or

services. Business rules are cunulative. f nore than a
Sihaginels umatriapplanegemena edilee38omamegenatine shagnals omatrix 26.

' hr gth?nnatlﬁl n|2§| %%:@D@}d@;ﬁ?ﬁﬂ?f ﬁ'\agi% &5e l ' Sh &;]n%rorftfﬁé electronic

\@@h@&és B6d/oR g@@dgcdvémgblberow@@re aytdachuttmsacwsn efeaite 14, channel
Reporting |l e 30 The nerchant reporting nodule 30

@|rqwsg @ém:ﬁh'ﬁm%t drstyB eV erRsnathey chasmels Badhced diplude:
devices 14 to access a series of secure reporting
screens. Each reporting screen |lists details of
transact i cnailabilityecor ded wi thin reporting dat abase

o pricing; and
. merchant margin (ie. commission).

In this manner, the availability and price of an electronic service or good may be
adjusted based on such factors as the locality of, or industry segment of the
merchant associated with, the transaction device 14. The channels matrix 26
further allows for business rules, such as “merchants in industry X, belonging to
bank Y, cannot sell electronic service Z after date D", to be implemented — each

business rule having a predetermined lifespan.

The dimensions of the channels matrix 26 are composed of attributes of the
device, the merchant and the electronic good or service. An example of a device
attribute is ‘Location’; an example of a merchant attribute is ‘Retailer Group’; and

an example of an electronic good or service is ‘Brand’. Implemented business
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18c or details of transactions presently being
processed by the PAE 42. The transaction details may

wbeoosnaovesled as drill down graphs or summari eSPEEAU2004/000855

desired by the nmerchant or operator, as appropriate.
Managenent Modul e 32 Managener®2 nodul e 32 allows for a
transaction device 14 or service provider systemto be

delek arednad@ bli coenbikignatéributes aeidroharite \dnegeddvicéss and electronic
decl,ared inactive, the host server 12 is not able to
[90OEP P& SEMVIERSact i ons from the transaction device 14.

When a service provider systemis declared inactive,

the host server 12 is not able to process any _

Businesstrulassarecginadielivey fumeradiiane sifglerele: applies to a device for
: ' e ‘ ,

TR R a0 BEpRES H\AEh S TR LSO R  FRRAGL AlSost retevant

nwd ul TdisSalgaliton isibasreson afvesightingnalue schepredictatenatifibutes.

transaction device 14, merchant, supplier, channel,

i ndustry segnent and ot her global information nmade use

MerbhahhRepbeting dodulerdgnsact i on system 10. Accounti ng

and Settl enent Mddul e 34 Accounting and settl ement

nodul e 34 perforns procedures that provide for

Tebkt heneidnt beporiy andiis Botallond hieectrfs adrf ofert BBerators of
el ectronic transactionsystem 10. This is required

Hepagalon Aevieperid: &7 aseesh@ EpERS brivsUte sARUENDo¥ereens. Each
?é’;%rﬁlg% 10rdeh I{%%t d@t‘%il?%ﬂ%Hgéct%fnstat%ere%wfeﬁlg\}v@in reporting database

transaction (transactions processed ansac
d8viaredetails wif ricartsactidres peesEmiipt baihg pradessedebg dahe)PAE 42. The

BRI B e LSS S B o s

8o fthd hidremarftior opRPAbARICadYtS SIS Processes, such as
"rel ease a new product' or 'change the nerchant margin

for channel X . Oten there are nmany repeatabl e

W 'MeagRes2 sur roundi ng the brokering of
@e_cdt%glm services. A repeatabl e business
procedure helps to maintain quality and consistency
Wdr2igBment module 32 allows for a transaction device 14 or service provider

system 16 to be declared inactive. When a transaction device 14 is declared
inactive, the host server 12 is not able to receive transactions from the transaction
device 14. When a service provider system 16 is declared inactive, the host
server 12 is not able to process any transactions requesting purchase of an
electronic service or good provided by the merchant associated with the service

provider system 16.

The management module 32 also manages information in respect of each
transaction device 14, merchant, supplier, channel, industry segment and other

global information made use of by the electronic transaction system 10.

Accounting and Settlement Module 34

Accounting and settlement module 34 performs procedures that provide for

settlement between a merchant and the operator of the electronic transaction



the el ectronic transaction system 10. Business
procedures are stored in the adm ni stration database

wdsms/nodties i nvention will now be descri bed in tPer/AU2004/000855
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context of two exanples of its expected use, with
addi ti onal conponents being de¥tri bed as necessary. As
the two exanpl es have a common setup procedure, this

sybigm p0oc&lisr B fezjuited ciddaeide fthesdperblirngf thieoglestsonic transaction
desgﬁg‘ger 20, an adm.ni strg?gr of the electronic

dPiigifiad A aeRuiter f dae dpaneial Fassaginn (ransastions processed
RARL tr%%sagt?&hdé\ﬂ £ 69 Sc0RARY 1dHhd ﬁeF&E{;ﬁ?\ﬁ@t %ﬁg&f?}&%ﬁle .

t he processing su sequent y to occur
recei pt of an appropriate client request. The

liRb st PRbREd@teSefil 1bqgel “of stock in the
vel of stock is |ow,
a request for nore stock is made to the appropriate

W'B@Enes@ rg rlaere HI‘BB P dﬁ?%%@a@ﬁtﬁﬁé‘s t{:]et B&finition of

f'orm an encrypte predet er'm ne

Irelmsaeithlyle birsnstsoprocesses, Ok&d:hl as treeagacs Yieiwegrdddct drs'‘change the
delivered in anrlnactlv state nthls manner, the
u

MYeRar Masginglorchanng) Knoftsn taerey atthary rereatable business
b'?&:&@@éy%ﬁgurﬁdlé e 'Br%ké‘rlﬁi‘ﬂﬂ W%We&%ﬁésgéwsr or services. A

decryption of thefile, the nistrator c
repestpbleopusinegssf prce:edutd] helps toupyalintain. qualityramd tdresistency within

[ ct te the stock recorded in
?ﬁeggfglr(fﬁ?w& gad%la %n S)ﬁ eﬁoﬁ@hl y thessarre tinme, theI
adm ni strator or a nerchant generates content relating
Bk oS M o e e e Bt 80 stuizs, Pene

cont ent managenent system 22 onIy all ows content to be

ner at ed t hat forns VVI h the constraints recorded
TRe R ioarminov i AESCHREd HHBC SaRGR. of g GXampies of s expected

%écb\ﬁt'ht afB¥ioAks @oﬁ‘fbbnbﬁtsabegugaﬁsscﬁeoa%nﬁﬁcessa,’y. As the two

al [ ocations of, transaction vices 14 to channe
gxampiasgbave aragrrmorn &etups procetiore, alpfs sptlipapwoaddures ¢ yescribed
ﬁr'stt he el ectronic good or service.

Using process designer 20, an administrator of the electronic transaction system
10 creates at least one process model 48. Each process model 48 is
representative of the processing subsequently to occur by the PAE 42 on receipt

of an appropriate client request.

The administrator also checks the level of stock in the electronic inventory 44. If
the level of stock is low, a request for more stock is made to the appropriate

supplier.

The supplier then provides the stock in the form of an encrypted file of
predetermined format. Ideally, the stock recorded in the encrypted file is delivered
in an “inactive” state. In this manner, the stock cannot be used by another party

who may receive the encrypted file by mistake. Upon successful decryption of the



Once the adm nistrator or nerchant has conpl eted
generating the desired content, the content downl oad
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device 14 via the internediate router. The

conmmuni cation inforns the trar®action device of the
scheduled tine that it should contact host server 12

tfite, dbenddraihistatdre odnfirmsnrddaist @i theatil'eamth tthe sm@‘pdler In turn, the

content ener ted b e adm ni strator or nerc as
SHPPUY rétes ﬂ@cﬂé%‘ﬁéat Stk r@éorﬁ@% 'atth$ ﬁ@@@ﬁ%ﬁﬂ?ed
tinme, then operates to contact host server 12, through

an internmediate router (discussed in nore detail
@é|wh'ynthee§amesémehdaf@ adpipistrator gB i snerehamegenerates content

f?@téff@@ gfe %o%éd de 'br 2K delthhik gb@g C'SFS%Q{I&; L8HE%ke content

nanes th assocl ate
rmhﬂgmm sysiem QQRC)TtnmrdmeItesnt Ewriaagfa’rﬁemtnwmerandZCaﬁly allows

t onepnt of e,.content to be .
GaAdache gonmisd b aB0BITSa LT g rcgﬂ§§en?%ﬁecorded in the

@ﬁéhﬁ@ls]rﬂatr& 26| Wﬁ@’nﬁﬁrﬂétfbtgﬁot ‘Fﬁ‘ercﬁaﬁt"% I§(9réc't %o allocate or
first made between each fil enane and

amerst aflpcaiionanefs teangacikm ni@meswhrtol ctttaemel Igeourmm as may be

i@?g% 3@% p:g §39%%o@1vé% eg‘iir ggcnaﬁtc? 4T a Pge @?q%te ent

name and CRC nunber in the set of file nane and CRC
naot .natch _a fi

3G e oo B sin e BART s PIAFe ggeraling the desired

donrirpagrdcsiaent HBRnlidaRINFRGLGEMHE \hEdUId BPRBRMhitRes with the
downl oad to menory the conponents of content having

trirasaeinrhdetica d4via &m@t@'wtemcumnﬂétescqmmwmﬁo@mforms the
%’n@ggﬁgg%ﬂfét&gﬁg%ﬁ%g@gd (tﬁ’t%’%ﬁni{ §h8old d&ﬁtﬁéﬁ tﬁoasrtmserver 12 to

al'rea oad ave anh assocCl ate

aiodm@%(a neomterit thath toessingdtiompt the andw | eortante gemerdtBE by the
nunher in the set of file names and CRC nunbers are
@EMmipigHatar SmMMRIRBARE: 28 aPRIPT&Gier, the file name and

CRC nunbers of conponents of the content stored in

menory always exactly nmatch the file names and CRC
H-lﬁ‘@bé?)ém?ﬂt freicget4, At the aechaduied time, then operates to contact host

server 12, through an intermediate router (discussed in more detail below). In
response, host server 12 sends to the payment device 14 — again, via the
intermediate router — a set of file names with associated cyclical redundancy
check (CRC) numbers.

Each file name and CRC number represents a component of the content to be
downloaded to memory. However, as the transaction device 14 is a low-
bandwidth device, a comparison is first made between each filename and CRC
number in the set of file names and CRC numbers and the file names and CRC
numbers associated with components of content already downloaded. Only in
instances where a file name and CRC number in the set of file name and CRC
numbers does not match a file name and CRC number associated with
components of content already downloaded does the transaction device 14
operate to download to memory the components of content having the non-

matching file name and CRC numbers from content management system 22.



and CRC nunbers received from host server 12. The
content stored in nenory is then used by the
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t hrough which a custoner interacts to purchase an

el ectronic service or good. G#e a custoner's

sel ection of a transaction has been conpl eted using

e st Smpatiehitd @f &ontdrt dlfeadyaddwoioadey itioat ﬁéve)aeraﬁmlated file

TaE B0t AR b arhakdaetRPLREISNE THo RGNS G Eimber in the
s%% P flféoﬁgﬁ‘égeéjnq E@f(‘f‘%u &QQ%‘?Qtde‘l’éTveFJh trﬂ@mge A In thls manner,

ernedi ate rou ernedi ate router has cat ed
tiom fikchampsartd CREG humbmqaénompboentsanfdhbamnt%rslened in memory
ment - e at ed

h h
BB HEMBD TP DAY RV OrGRCCBRRVAT i Lo grEor fle names

Gl CRENUhBL R BBEAY BronPHb S sdriéstd y attends to the
paynent -rel ated transaction by forwarding the

transaction to the paynents host. On successfully

tfr%”ﬁ@%hf‘%t&%ﬁ”ﬁnherﬁ&g RayEN U5y tﬁ@ﬂ%s@@tlon application to

authorisation response back to the internedi ate
geneate Fheser rivteriaedi threughowthich faocustomertinteracts to purchase an

ori.sation res se to the transacti on device 14.
‘ﬂlﬂ%cqfoﬁ’f%??fé’lﬁeaqregq%é{]ter then forwards the service
reI ated transacti on to host server 12 who treats the

ansaction as a clj.ent est ,. [
(GRS P caioTP e, Seelitn REARTAIERHaN PRI BP ISR UG the user
lifeRaBePiHes amsh&fr a8vRe! 14 ®perieynd msmgmabuérrﬁeq)an of the
al ong with nmessage context information. The nmessag

dramsastion devicedid ohhe miidean.eda @dﬁle@pﬁwgnlﬁﬁmn%a@wleéo which it
dur h
SEpPBrGsORaY et BalioT M e Bl laper o 11
information will often include an identifier the

AnfEBreeist & B8 srS pssorfe” Bhft gl rta ‘B e dndnb s Rt and host
rRFNSE fhafld RRINRAE B&hr&gdice! Badt feymestuetdted Tﬂansactlons can
recei ve such a response, adaptor 40a subscribes t

RPCHD WIS seRPDOE 3@2%9‘13d}a”ne'E‘E%g’ﬁ@”b‘EﬂiﬂesWé@e‘bVSﬂY\é‘ﬁends to
RAE S8 G URkEY ddhRallids by RRNEIHY e KR¥saction to the payments

host. On successfully transacting payment, the payments host sends an
authorisation response back to the intermediate router. The intermediate router

forwards the authorisation response to the transaction device 14.

The intermediate router then forwards the service related transaction to host
server 12 who treats the transaction as a client request. Host server 12 receives

the client request at adaptor 40a.

The adaptor 40a then publishes the request to inbound message bus 62a along
with message context information. The message context information indicates any
errors that occurred during delivery as well as any other information the adaptor
40a may include. The message context information will often include an identifier

the adaptor 40a can use as a correlation key. This is the first correlation key.



Message receiver 64 also has a subscription to inbound
nmessage bus 62a. Its subscription is for all new
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i nbound nmessage bus 62a notifies nessage receiver 64

of the existence of the reques®- The nessage receiver

64 then retrieves the request fromthe i nbound nessage

Fine &Zaptor’d04 Heemewaiga responsy &onf thenPARe42 négarding the request.

ssage bus 62a i s unkno to,the ssage, recei ver, 64

SEEBu SR 2 PSRN TE 1P 407 GUPSCTRS IreeuRgURG dngssage bus
GohabE MeREHESS pubiRWBY Hy: thEIFPARRSSAGIBdINGARE YiRst Bfrelation key.
thereafter decodes the nessage using the relationship

associ ated with adaptor 40a. Once decoded, and as

m@éa%_e%ceﬁevw 5IR8 RS 828 ScRBRbY 86 i%mﬁ@s@,ggi Qus 62a. Its

determ ne the type of nessage by reference to: t
isnbbcripton isrfoorallssewrclieht sequasts| dthiusn okegybligatiporof the request,

the format of the ssage. n this ex le. a SS
biuiraaden bOF B RfHon. Biizgade dORdVar" ot 1 {6 SMEnce of the
reGUastL ,Tﬁeh%éﬁé&gé%céﬁepéastﬁéntr@trre@@tiGtﬁé regnesteffor@bthe inbound
Request handl er 66 processes the nessage to determ ne

thessagprtisrbZa e process nodel 48 to use to execute the

client request. Once the appropriate process nodel 48

has been determ ned, control is passed to process

Heethet mesyape etaserdifrom the inborad snegs@ge g 62a is unknown to the

TRLSRE g o FEARAIY SN Py HEALLF FBEL80o o o c

Fagliest. PHORRSEr, NhdemesSAgE irbtaiver 6deierarftan décdales the message
performed for a particular electronic service by

UgE1St itme/irﬁbatipnéhigeaw%ad-%Pv@%@tw 408- t H"Gg jdegpded, and as

;@%@Wgngﬁé\%gﬁheﬁ%ggséié :{%E&z;\r/]% Bl dphans R Béfét?@?f?e the type of

assocCi ated wt the 'service nas
essage hoaddrence lo:execute this service specific
process nodel 48 as a sub-process.It is at this point
that the exanples differ. n this, the first exanple,
process nugielinél8sibn ol vaessien ofayotidlatiouseys andiare

J the format of the message.

In this example, as message receiver 64 resolves the message to be a client

request, the message is passed to request handler 66.

Request handler 66 processes the message to determine the appropriate process
model 48 to use to execute the client request. Once the appropriate process
model 48 has been determined, control is passed to process executor 70 to
execute the process model 48. Typically, for electronic services a ‘service master
process model’ will be used. Within this services master process model, specific
processing will be performed for a particular electronic service by identifying the
requested ‘service 1D’ in the client request message. Each service ID will have a
process model 48 associated with it and the service master process model will

execute this service specific process model 48 as a sub-process.



request and then a synchronous service request.
Processi ng executes as normal until the asynchronous
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nodel 48, process executor 70 subscribes to response

message bus 62d in order to préperly process the

asynchronous service request. The subscription is

bl seat tbis roisitbehtheceranaplas ddferkey. As the asynchronous
service request is to be issued to service provider

system 16, it is necessary for the process executor 70

tlp thisdbe firat easypishrpmoess seodel o8 iredudest anEag@dhrttous service

is made in,accordance with the rel atjopnship associ at ed
WREHESA BTGBV Saps seaia mabisty Creessipgecties as normal

RN ke asIChieiBukSsenfiBs reéqead sl ranaghr onous service

request is then published to outbound nessage bus 62b.
The encoded asynchronous service request includes the

SACHRRUEAY TS Brd W skRYdelADIHDELET o cﬁt@ﬁ 7gr%§§@%esl fo response

model 48, then proceeds as per nornal. apt or
dnessageshiss 62d e prdey toutropentyd proeesadiee asgn@fbnodslapivive request.

ge t basi f th [ that it
o FRRIGH ™ BElSh A Red o8 BN Ror por at ed 1 nt o
encoded asynchronous service request nessage).
dingl y, bl i ' f th ded _
s pBto R PenCtnstie ol B s bosperisseamater system
bies 1639 rireekEagsfordpBt Brocdly Slecths ?G'gt\g' EALARN 6&85 tats ﬁchronous

encoded asynchronous request nessage. aptor 4

- refYiPeeaHashe Earedinads sadecinransotdancequitss theesdatiogship associated

WiBThadRoP 4bB oM ﬁ%ﬁ%geﬁdeg}ty&%r;geﬁgaE&gﬁ?:ﬁgfﬁg@n}s.t The encoded

asyncnronous service

ssyucltenpus\setdee syGlienid Gherl PRibigHad & obitdUndemessage bus 62b.
slyst em 16 then processes the asynchronous service
;

dedasygenionoys serviceragusst incluslesdbpsrsend correlation key.
Service response is then sent by the service provider
stemto adaptor 40b. Service response includes the
deEPRPING Pt eirpepsk@pdehEs, dhap pepcesdls aseer maralshes
the service response to i nbound nessage bus

Adaptor 40b is also a subscriber to outbound message bus 62b. Adaptor 40b
subscribes on the basis of the services that it offers (which necessarily need to be
incorporated into encoded asynchronous service request message). Accordingly,
on publication of the encoded asynchronous service request message, outbound
message bus 62b notifies adaptor 40b of the publication of the encoded
asynchronous request message. Adaptor 40b then retrieves the encoded

asynchronous request message from the outbound message bus 62b.

The encoded asynchronous service request message is then sent to service
provider system 16.

The service provider system 16 then processes the asynchronous service request
message fo generate a service response. Service response is then sent by the

service provider system 16 to adaptor 40b. Service response includes the second

correlation key.



62a along with nessage context information. The
nmessage context information indicates any errors that
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publ i shed form of the service response includes the

second correl ation key. On puld8cation of the service

response, inbound nessage bus 62a notifies nessage

Méeeadaitof40bftheheubtishéetiee sefvitdeeSinseC® INbBPABIRessage bus

The nessage receiver 64 then retrieves the service

P&&pdRee Wik messege aRalRd RSN [ eemesaage geatakdnformation
S [ [

oS A4P oHEhy I oLl LORRD! BoRRAR UG tblmation.  The

ipedfhsmekiormnhef thesea@ma respense indidd esothiei sarent! lve rrett adey.

to be a service response by virtue of the existence of

the second correlation key. The decoded service

IGrs puuidieafien tdfethepgbhiishadsponsess ibosiad MrEsagge biiss &24 notifies

with its secon cogrel at| n keéftProcess executor 70

MeTRER 1SPYP 8 '?fh@XELFEﬂqec %S@W'?%ée%fémﬁ&ed The message
e R e (e P o P Ras U BeRBtg message bus
68epand elacedsadbe bussERye. uTing tﬂlecoejaﬁbrﬁmmaseomeiﬁmmtb adaptor
ﬁ@ then used in further processing of the process

8 48 as may be required. Processing of the process
nDdeI 48 then proceeds until it reaches the

oMo R BE104eBTe0 SEETPR conbeg: L pietaad¥ duesisar oF confirms

S hes8shBe tbtbd 8 SRGRESREYoRSY bYNBrHE AFARE SIIEMObF ?rQe second

to encode the synchronous servicCe request. Encodi ng
eadelatianaeer dheceesddead serviaeereanionsehis thesspidilished to response

It SR AL e o L%

provi er syste hronous service
request is then published to outbound nmessage bus 62b

WLt h nes ontext information. At this sta .
Fupesie oL TG G e b el BB flatin b i o service
#dsponskhBy response message bus 62d and retrieves the decoded service
response from the response message bus 62d. The decoded service response is

then used in further processing of the process model 48 as may be required.

Processing of the process model 48 then proceeds until it reaches the

synchronous service request.

Again, as the synchronous service request is to be issued to service provider
system 16, it is necessary for the process executor 70 to encode the synchronous
service request. Encoding is made in accordance with the relationship associated
with adaptor 40b, itself associated with service provider system 16. The encoded
synchronous service request is then published to outbound message bus 62b

along with message context information.

At this stage, further processing of the process model 48 by the PAE 42 is then

halted pending return of a service response by service provider system 16.
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hal ted pending return of a service response by service
provi der system 16. On publication of the encoded

W@ shoorous servi ce request message, out boundr@EAB29e/000855

bus 62b notifies adaptor 40b of the publication of the
encoded synchronous request n&9sage. Adaptor 40Db then
retrieves the encoded synchronous request nmessage from

Ore poblidation cofntbe sergwded ssydizhrarudisi detvice y8ggestcmessade, outbound
i nformatjon. The encoded smchronogs servjce requ

RsSade busifen Baities @dgaiar 880 ppbyhacPUBjGtiem 96 the encoded
sgﬁc ShYLS ErddfR¥l dREsSX q% H}efho%r Qf“l@ﬁs?e?rlé\hses the encoded
synchronous service re sage to generate

sgnchiropous IpquUSH. nmsagee‘rcnrastmmetbmmdhmessage beysta% and its
service provider stemto adaptor 40b. The adaptor
Wsﬁﬂgﬁgﬁ%&tfrﬁﬂr Cﬁb servi ce response to inbound

nmessage bus 62a al ong vvlth nmessage cont ext

Lnf or mat The nessage context jnformation jndicates

The efeeted At oltts - Svide: TeryeabImestapenss vBP St o service
RN iPEMSatdrAfier mati on the adaptor 40b may include. On
publication of the service response, inbound message

bus 62a notifies nmessage receiver 64 of the existence
Theldpviee?, W)\%elr §€sﬂ@ﬁ§% tHaep %%ti@%?ﬁc‘é’%ng&s 6BRAte request
retrieves t e service response rom t

nmssage tb i genepateamn dedaecp desponke. ndavegerasponge tihithen sent by the
re ationsh associated wth aptor 40b. The decoded

SEMA% %roy@gpgxgtg%&%agaptgrflﬂgn treated by the

message receiver 64 as a response to its service

T e A0B e BB ahar 158V Febinee o EoRURG message bus

B2&SAIBhG vitth h%s@b@%n‘f@d%fd‘n%%ﬁbﬁr TRE GRBSSAJHI cBhtelki thformation

process nodel 48 as described above. Process” executor
Tolicaies hay erolrs thaldostired elupingldediseiyors vell dscaredther information

P ek SR BBl SEr v ce o e o e

On publication of the service response, inbound message bus 62a notifies
message receiver 64 of the existence of the service response. The message
receiver 64 then retrieves the service response from the inbound message bus
62a and decodes the message using the relationship associated with adaptor
40b.

The decoded service response message is then treated by the message receiver
64 as a response to its service request and publishes the decoded service
response to response message bus 62d. This correlation is made possible by the

blocking of further processing of the process model 48 as described above.

Process executor 70 is then informed of the publication of decoded service
response by response message bus 62d and retrieves the decoded service
response from the response message bus. The decoded service response is

then used in further processing of the process model 48.
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possible to process a client request, the client

request may be published to reiGy nessage bus 62c.

Retry receiver 68 is a subscriber to the retry nessage
bfyso620y résamaitiismobipokbible &t pyocess @ slent G8quisststhei dlimnt request

to age receiver 66. However, refry receiver's 68 )
SORLBRTRETONE] [ ot oRseanbus s d3etuITeTTa s a subscriber to
Ghé er@trgr@%g@ﬁgé H 698RI BpRrktidrs BEdh8 et rd&iver 68 is similar to

nessag 62c for a set period of time before belng
mee¢ssageaeceivet A6 s, Haweveremaindresrivepb 8 pulzsoeiptiombal edtry message

8 operates to issye an electronic od fro

s RRo RIS IR BRl e dibsTiito e BrioceddRReta the redrcmessage bus
BAcFEHE Skt pOioBf heWdTeNR eifg pstribpedre | ssued from
electronic inventory 44, it issues a service request

to the electronic inventory 44. n this manner, for the

PHTtRRS &fe RbcoifdIdxBehp t ProBEY InfGdd| 4B 8pEated & issue an electronic
el ectronic inventory 44 is treated the sane as a

Qoodifram glesiioné inygstosy46 even though it is an

i nternal conponent of the host server 12. Electronic

inventory 44 receives a service request fromthe PAE

Ayheaproeassi aiodeal B§ reaches e reouest #8)an Electrecis poodto be issued

he service reguest, the electronic inventtorx 44 i

SR RERERLFMEY 240 5sef & SVt hlEt B Haloctronic inventory

eldectihofhi€ rhaMest ooy tHé plposedestkgchiig anttelseplic®nbguests, the

good having the sane service ID. Upon identifying a

EpctesininyPAtPnakdds teated Hrpaamaanyg sendce anevider syséem 16 even
- (o to issue the

2 hERR) o e ho BT 0 ' T s

poi nt, processing of both the first and second

RATRITE BRI B ES060 H Bolis FeCETEr e GRe 42 (as intatea by

precassi modelf 48). ppacessipthiofitle Eivics rehuest! tHeeslpeMSKic inventory 44
nessage i s generated indicating the success or failure

sheeks the iseReice seaeatt, fora appicpIl at Bhe Alediadin ghentory 44 then
gjzwgﬁlfs; Fore%E G QFonfO RBBSEAVIRS e LahP QURALLRS SagFoR Ydentifying a
corresponding electronic good having the same service ID, the electronic

inventory 44 operates to issue the electronic good to transaction device 14.

At this point, processing of both the first and second examples conform.

Accordingly, the description hereafter relates to both examples.

Following execution of a process model 48, a client response message is
generated indicating the success or failure of the client request, as appropriate.
Accordingly, process executor 70 subscribes to inbound message bus 62a in
order to ensure that the service response is actually received by the transaction
device 14 that issued the service request. The subscription is based on a third

correlation key.
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correl ation key. The processor executor 70 thereafter
encodes the client response médsage in accordance with
the rel ationship associated with adaptor 40a. The

Theopledessdreakeautspdd therenfteh @mcpdbs ithbedient respdnsenaessage in
message bus 62b al on e cont

ith all .
A Y s S S PR R @ﬁ@géﬁpaﬁt“%éteqTJ&?”COded client
SRR is P pubfeBNEARSoGHd Rftisshge BASTRY Ihy 4ith all message
t Irst cor P | a hird

elation key as we a new t
conteat anfoomatiary thatdeas oeceldzd irs the slient reqbest message Thus, the

B 5 RE aSal, PP OB EHIES A BE: @ ow i

QBralibha@li on of the encoded client response nessage,
out bound nméssage bus 62b notifies adaptor 40a of the
publication of the encoded client response nessage.

Aapk & 4983 h@nar KIdscA¥EStd BatRNMAIRRsSAdE Bus ERPORRiptor 40a
nessage fromthe outbound nessage bus 62b. Adaptor 40a

tshbagrdq(zjﬁa?_n te basidef ¢herliral corelationdray. r Beerrdingivh£n pytdication of
The 1B Gikry] ERPRSE s SAaT oaf bttt pibtsHBB iy 020 notfes

Gldaptir 4RSEOMBEUSICEEIN oRthelemBsisreicn® rédinse message. Adaptor
internmedi ate router. The internediate router then

fAdantrars T@tﬁi@vgsp !t@ﬁtem@gggn §@erﬁer§§@@sq} dneggage from the outbound
}rﬁ}%&csag;[%éﬁst&%%?vbﬁﬁp%ﬁfog th&g OEL#S%%@ td et MeXdi@BErequest that

e client reqle was unsuccessful,
tthe drcadedatiienh reponse cotrespodds aviffapyemeanewértbalfirst correlation

reque to the paynent, host via the internedi ate
oAl o heroaahn dhe A tepE e HEBP 3SR oG raessage to the
iﬁ[@ﬂg@ijg% '}d{_ﬁé,y confirmati on nmessage to the PAE 42.

e de

Ivery confirmati on nessage includes the third
correlation key. The delivery confirmation nmessage

Wil tREtRAR? oRRlrds e’ SRERN ISR BRisage to the

G S
i
deli vered to the appropriate transaction device 14.
transaction device 14. If the client response message indicates that the client

request was unsuccessful, the transaction device 14 sends a payment reversal

request to the payment host via the intermediate router.

In either case, the adaptor 40a operates to send a delivery confirmation message
to the PAE 42. The delivery confirmation message includes the third correlation
key. The delivery confirmation message confirms with the PAE 42 that the

response has been delivered to the appropriate transaction device 14.

The adaptor 40a then publishes the delivery confirmation message to inbound

message bus 62a.

On publication of the delivery confirmation message, inbound message bus 62a
notifies process executor 70. Process executor 70 then retrieves the delivery

confirmation message from the inbound message bus 62a.
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confirmati on nessage to i nbound nessage bus 62a. On

weuisieaes on of the delivery confirmati on nessBOBAU2004/000855
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i nbound nmessage bus 62a notifies process executor 70.

Process executor 70 then retridves the del i very

confirmation nessage fromthe i nbound nessage bus

R aol ﬁeln@ryjejanﬂenytnmrm%me i rﬁ@@m@e’vlﬂynr@c@red@tﬁfmmed time

within a predetermn

Popre RS el ) LeAs P8 PRl GY FalaiE ophaaiure of 2

@%Wé/r?r Yoll-b£K cdigiane s Era piscaysednd Q@e@%edhé q;meae«sirsgeperformed
he processing performed by the PAE 42 in execut

tbryethpr BAEs42 rip crxecuing dhawiiresesshadgl |4§dt°dé1"'i'%ﬂ1ﬁ  Pailed de“very

ol 0, P PR BT o

?st@_mgra@_sactl on device 14, this is shown graphically
~Figure 4. t should be appreciated by the person
skilled in the art that the invention is not limted

ofhtheeyaimploesigleoira bedsactiradeiics! #4,, thihes Eodwovdraghically at
addi ti ons and/or nodifications can be nade w t hout

gfwa’leﬁ ng fromthe scope of the invention: the user
interface generated by the transacti on appli cati on may
operate to receive input ans of an integra

Kegipewdd dfe an@repmadtth@maﬂw skilled in Ahe &rhﬁﬁwfé@ ynvent'on is not
URH e ExBE R0 adsdhedioa? pafichid W8 SGRGARg apditions andor

e usér inter I's al so

Arbiiacatiorisi cam e reridwitsout alephingnimrartee sedpabétte invention:
mul tiple, unrelated nerchants or operators use the
same el ectronic transaction system 10. n such an

arrangenenthe UsanNsReHhed Geiarbtedl Yy tHee tfadsbeﬁ@d alptlbatlon may
that details only relevant to the nerchant or erato

are shown.oparatnio éeeRiveldpRidr BY J0anmpf 58 I%%ﬁ’rﬁ k@boad of the
provi de nef?gr‘ci‘sgc%n device 14. Alternatively, input may be provided by means

of a touchscreen through which the user interface is also displayed.

. Authorisation procedures Cén be implemented where multiple,
unrelated merchants or operators use the same electronic
transaction system 10. In such an arrangement, transaction details
may be filtered such that details only relevant to the merchant or

operator are shown.

) Front-end adaptors 40a may be modified to provide means for
confirming the identity of a transaction device 14 from which it
receives a transaction message. If the identity of a transaction
device 14 can not be confirmed, the transaction message will be left
to timeout on the assumption that the transaction message
represents an attempted breach of security. Additionally, checks
may be made against the capacity of a transaction device 14. In this
manner, the host server 12 can seek to ignore transaction devices 14

that may be externally controlled as part of a denial of service attack.



confirmng the identity of a transaction device 14
fromwhich it receives a transaction nessage. f the
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30

~of servic

confirmed, the transaction nessage will be left to
ti meout on the assunption that33Hhe transacti on nmessage
represents an attenpted breach of security.

Addi t lsonal Agapteiestk ndyblye hEpdmienag FoRsrhuhiBaticRpaeiifsyassociated
of a transaction device 14. n this nmanner, the host

server 12 itafpastien deyiGeghbhos assapiird issﬁ/i%w@é@erlaysltem 16, as
hat | Led. :
e o SRR SRRl S TR 1 o869 means of

er man
conmuni catdinglewsotket. t s associ ated transacti on devi ce
14 or associated service provider system 16, as
appropriate. f communicating via TCP/IP this may be by

nmeans ¢of artsd M@neasitkebvicéhes trﬁé*ﬂwta'd_éﬁte@e‘td Gecldde removable,
may be adapted to include renovable, witeable nedia,

such as a WilRBPl® Bediac suchaifng rmpRRTY stiehdopnyi disk.opompact disc
di gi tal V'd?e&gﬁ'éls\ﬁd%@ didd S| Q?ﬁanﬂé}egﬁ ﬂ%ﬁgﬁétlo%nd?vice 14 can
devi ce 14 can“record an el ectronic gobd, or documnent,

on the w ireeatnl enmreiictronici gbod her clsivomatt, oan thdamiteable media

take away wi.th them Transacti devi ce_%4, Vi a
i nt er medi aYUCH Hig evstomsy capdhen Bkeawpy With them.
pre-authorisation indication fromthe paynments host

rather than actually transacting a payment. _
Accor Qi nglV?“WCt{qﬁ‘eg@éQQ/ﬂi‘:eV'? digERSdiaig ERutar ésay pperate to obtain

the service prrg-%lﬂlﬂ%rﬁ\gﬁﬁn qﬁﬁiﬁﬁﬁ e%F%{;\%’%epgy'ﬁ%ﬁ%LQOSt rather than

paynent request need not be na
servi ce r expeatlyetramsticting espayraéntt hAcsadingty if dgussitvice response

was successful, cognfipmati on of paynent can then he
made by ¢ NEBAPROIE HBeiserYos csPoNTe Wa5 AMsUGERacl. a reversa
i ssued by dyendritapsifest Heete \Hoteod 4ma¥ikd tHBwever, if the service
i nternedi atée router, .
response indicates that the service request was successful,
confirmation of payment can then be made by the payments host in
response to a request issued by the transaction device 14, via the

intermediate router,.

. In a further arrangement, transaction device 14 may omit the
payment application. In such an arrangement, intermediate host may
also be omitted, a modem or other communications device integrated
into the transaction device 14 operable to establish a direct
connection with host server 12. Alternatively, transaction device 14
may incorporate one or more applications in addition to the payment
and transaction applications. In this arrangement, as illustrated in
Figure 5, such applications may be managed by a multi-application
manager module so as to properly control access to resources, such
as the modem and screen, by each application. Thus, payment can
be made by way of a standard payment application, or a non-
standard payment application, such as a loyalty point payment

application.



n a further arrangenment, transaction device 14 may
omt the paynent application. n such an arrangenent,
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ot her comuni cations device integrated into the
transaction device 14 operabl-84-0 establish a direct
connection with host server 12. Alternatively,

transacti onl ¢@vsAfssidnd By AriF FFoPer st ¥IPeOM2MRiZ§ be encrypted.
applications in addition to the paynment and

transact i deealppl ieout ieswgyptiant Heehrigwangeagnimeais the encryption
|11 ustrat es‘i’aﬁ&brﬁ%%_aggorgﬁup {ﬁsﬂn%ﬁt‘ahubﬁé‘“ ons fay be

managed by a "on~manager nodule so as to
properly control access to resources, such as the

rmdem and reen, .by each IN ca iLon. Thu

can bé naa’g(ﬁﬁ%?ﬂ%ﬁ"%‘ﬁa‘é“% ?E@&Pd ‘%J ﬁel?ﬁer‘aaﬁ?‘sr@yﬁdl an, including a
or a nonstpadendiopaoiBRtinBRbh GAtH &e iIftefRedated router/host server
| oyalty poi nt paynment application. Al transm ssions

to and frokd, hb%hod@meapqrgcm@d b¥ tee depgareskillediénthe art that any
any encryq:t E%‘épgﬁ q‘HSa %tﬁ @e ?Qf:\/%ﬁféro?he transaction

st andar ds set i nanci i'ons th

transacti afevitevite d:éyhae heeﬂlr@kﬁscbhb@dlcﬁs witre| theti igtermediate
a nodem for communication with the internedi ate
rout er / hodpulesinpst sorvert thody BRPEYPIER aedWhiFht hgase the

person Sk'égn%ﬂuhﬁ 8§ REind Ralesihe W@'c‘&%r’nﬁﬂlcﬁ&ﬁ? software

may be use Yet urther the transaction Vi ce
may be i n ddreddt th@rrrmfnd)nymf the transaciomdevicedd at e
router/host server 12, as appropriate, in which case
t he conmmuni cati on neans takes the form of

conmuRri catPronsss nfddwﬂe mta;arbedadrangétesnamat wépst Be may resolve
transaction deV| ce .. Process nodel 48 may
arranged d8@fay Wﬁl“%@%’éalgés REeTtRan Breleay ‘é{f‘“f‘%?r I

val ue and val ues ot her than Bool ean val ues.

. Message buses 62 may implement messaging mechanisms other
than the publish/subscribe mechanism referred to herein. For
example, direct communication or “blackboard’-like messaging

arrangements may be used.

. Electronic inventory 44 may be adapted to dispense electronic goods

of a single type. In such an arrangement, serial IDs may be omitted.

. The transaction device 14 need not be a dedicated device with
embedded software. The transaction device 14 may actually be a

personal computer or an integrated cash register.

. Content need not be scheduled for download at specified times but
may be downloaded on creation. In this manner, content can be
provided to the transaction devices 14 on an almost “real-time” basis

following its creation via the content management system 22.
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ot her than the publish/subscribe nmechanismreferred to
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"bl ackboard”-1i ke nessagi ng arrangenents may be used.
El ectronic inventory 44 may béSadapted to di spense

el ectronic goods of a single type. n such an
arrangenment, serial IDs may be onmitted. The
Thadslaims Hefiningdhe Inveriien A asdallawsii cat ed devi ce
wi th enbedded software. The transaction device 14 nmay
actual ly be a personal conmputer or an integrated cash
A e gf\B edgctronioiigrsAcCtina sy sient co@psisingdul ed for downl oad
at specified tinmes but may be downl oaded on creation.
n this manner, content can be provi ded to the
transad'tolsbﬁefﬁrév,l ces 14 on an alnost "real -tinme" basis
following its creation via the content nanagenent
system 22. The Cains Defining the Invention are as

Fol | oakleastronetragosaciisindavicaisact i on syst em conpri si ng:
a host server; at |east one transaction device; at

| east one service provider system and a content
managehieast ays servicenprevigler bgsteontaedt managenment system
provi des content in the formof details of electronic
goods and/or services able to be transacted by the

el ect a@ontert nearsayEmeant syglehem t o t he at | east one
transaction device and where, upon the at |east one
transaction device issuing a client request to the
hoswhsrerthercdrmmonan@gerﬁemt&systemh:eoﬂbestcbnmm lrgﬂ@f@rm of details
and/ or servjces etal ed, the @%ﬂﬁt server %erates

genrdr &leetranic) geas ?Bgﬁér%eéV'P‘ﬁs irResesiegrhy the electronic
I eossdachoA o ggtegﬁ Re R éPI%aEP@né’trbﬁé‘éctfoﬁWanme‘?e upon the
necessary, issuing a service request
at least one transaction device issuing a cllent request to the host server for
one or more of the electronic goods and/or services detailed, the host server
operates to generate a client response in reply to the client request and in
generating the client response, where necessary, issuing a service request to
the at least one service provider system and receiving a service response

from the at least one service provider.

2. An electronic transaction system according to claim 1, further comprising a
matrix recording a set of permissions and/or constraints applicable to the
electronic transaction system, and where the content management system
references the matrix in determining the content to be provided to each
transaction device of the at least one transaction device to ensure that the set

of permissions and/or constraints are complied with.

3. An electronic transaction system according to claim 2, where the matrix

includes at least one of the following dimensions:

a transaction device dimension;



the at | east one service provider system and receiving
a service response fromthe at | east one service
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according to claim1 further conprising a matrix

recording a set of perm ssions3@nd/or constraints

applicable to the electronic transaction system and

wher e amelectranisrgooteoraapevicadirogssion ard er ences t he

matrix in determning the content to be provided to

each transaction device of the at |east one

t r ansax meschatdwimensionensure that the set of

perm ssions and/or constraints are conplied with. 3.

An el ectronic transaction system according to claim 2,
whereachhaimestsidrx o perabiled &s redort eakirmatiendh rebpect of the transaction
foll om ng di mensions; a transaction device di nensign;a

ol eVt 8%88&'0090%%%?%'0& JHITISICHRN. A%PRPTABREiRa it may affect

di MRS LBAtent B Pe PraRAS B tlﬁ@éﬁ@h?n&‘ﬁab@ﬁ%ﬁfjs stem

information in respect o e transaction devlce,
el ectroni c good or service or nerchant, as

apPTPEIRBnic 18k sdm¥nad skGh éd&%rcﬁﬂ@ttsrhtlaiﬁﬁZbﬁnclaim 3, where the

provi ded by the content ‘managenent System
el edosbsecverraatsanines nwigtbee thactiont retesb cohgilies 2vith the set of

claim3, where the host server determnes et her, t he
cl | BRI s AH T BTt 1TSPRIE(N CPS P s SMinigiorences the
and/rR4trig AR deriritirly BedightlessddhskN® BmdurkXhahthe set of permissions
references the nmattix in generating a client response

to @ndinreonstieinthareseampliedwithi ssi ons and/ or

constraints are conplied with. 5. An electronic

transaction system according to any preceding-claim

wherh etasironicatrensadtion dwsteoe astonding & dryapteceding claim, where

| donerri I B RE REE EuBo s onSlatalioR s vice receives a set of
| deniniduesidehefEreSearhi the st FEpeRcRiunidi® /iEMtRGE representing a

the transacti on device operable to check the set of
uni §aERanent Pf ther cordgal Hir trapsadion devieaperabls iaielieck the set of

and CARERENGHRNE kSR ¥bARnt already provided and request content having

unique identifiers not already provided from the content management system.

6. An electronic transaction system according to claim 5, where the transaction
device is further operable to discard components of the content having a
unique identifier not included in the set of unique identifiers received from the

host server.

7. An electronic transaction system according to claim 5 or claim 6, where the
unique identifier consists of a file name and at least one of the following: a

version number; an error check value.

8. An electronic transaction system according to any one of claims 1 to 4, where,
upon creation of content using the content management system, the content
management system operates to provide the content to each transaction

device of the at least one transaction device.
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transaction device is further operable to discard

conponents of the content havi#&§-a unique identifier

not included in the set of unique identifiers received

f9.0rin Rlectrosic tsansastion Bystam steardingniocarty ame at tiaims 5 to 8, where

syst rding.to.claim r clajme6. . where the

o 1 PRERE MM oh EPARET of B BleBRniceSiie a araqod able to
one 1 tramgacted; |03 ona of e folldwmyrber; an error check
value. . An electronic transaction system according to
any one of clains 1 to 4, where, upon creation of

cont end dgsdéripgiohhe content nmanagenent system the
content managenent system operates to provide the
content ‘to each transaction device of the at |east one
L r ansachizphiciicpfestnt At BlcBELARNGRILE BREBEL! O system
according to any one of clains 5 to 8, ere the
content includes, in respect of each electronic

ser vi C@etéﬂhdépécféﬁ%lé%b?mbﬂt Rithdansacted; at | east

one of the follow ng: a description; a graphic to
represent the electronic service or good; details of

acceptahbifs Wd&g?faﬂf@wﬁ)djaﬁond&tcﬂté %nﬂ'gn i %fa%i%ﬁ%;iez?nd/or

val i dat1 on or a entry mechani sns; s of
any docunent to be provided when the service response

confir ; ryice SRET f Ulnl :
el ect rﬁ?@s fo? aﬁggcctkls on systt(y\e?néeayggﬁgﬁg%hg naﬂg’e ond" 6f requnse
cl ai mecdnfitros @, semiee eed st ot futicessfol.udes at | east one

of the follow ng: a nenu structure for navigating the

el ectronic services and goods able to be transacted;

artd Adre¢lacirsnioftramsgctise ystem acsohdingomnyaneobabpts 590 9, where

control access, to an
tthe content includes at¥east one of the following:

a menu structure for navigating the electronic services and goods able to

be transacted; and

details of any security mechanisms implemented to control access to any

restricted portions of the menu structure;

11. An electronic transaction system according to any one of claims 5 to 10,
where each transaction device of the at least one transaction device receives
a scheduled time for transmission of content from the content management
system, each transaction device operable to request the set of unique

identifiers from the host server on the scheduled time.

12. An electronic transaction system according to any preceding claim, where the
host server operates to generate a client response in reply to the client
request by reference to a process model, the process model conceptually

comprising a series of steps and links, the arrangement of one or more links in



restricted portions of the nenu structure; . An
el ectronic transaction system according to any one of

web@asioel725t o 10, where each transacti on devi cePOf/AUN®4/000855

10

15

20

25

at | east one transacti on device receives a schedul ed

time for transmission of conted® -fromthe content

managenent system each transaction device operable to

r equespedat iod astitst sfepursipgesentingra isecend sfapoio proeeboon the first step
server_,on _the sc ul ed ronic

tr afSstiPg 0 & RH Rt deTg i 5e) Op Pkl Rnee sesyie.

where the host server operates to generate a cli ent

r ons to.the client re uest ere

BRI it Dbt S SySishE dlechiey toorlBih, 12 Wpere the set of
CONpréSdtBEMmecabbts Sfe 5561 BoWlehh obmestahﬁ a fail result.
arrangenent of one or nore links inrespect of a first

step representing a second step to process on the

14 $n SikBRoRiIBIRINSLBEDH Qyﬁerf?\ré‘&%?&h%@%ﬁg g‘?éég&mé Blafn, comprising

set of predeterm ned result tronic
t r ared deast onesyyenoni gampm egch chahaélngro@pingtassectated with at least

set of predeternmned results a set of Bogl ean . .

val 62 SHEFEBnMeVEE WEre binti ripdis BheBeh tfahbaction device of
tr aps@edriren QRLIRGTPEROSA 8 Attt mbwaedit® @aehather transaction
conprising at | east one channel grouping, each channel

gr o@svicg indhe sp@mEaRNNEhg@UPINgast one transaction

device, where content provided to each transaction

devi ce of a channel grouping is the sane as content
proAinielacironiedramsaetiesr systemsaasording deany @receding: claimecomprising

ggg%?‘jlgaﬁr ?H@ @%tlﬁ?‘lghlg ﬁg rlcei%t%rHsﬁ(ﬁn{S??ogﬁwé §«tetaﬁgsftg rinacmtatlng

one cbﬁirﬁmmlcalﬁd’n petvesghthechadti suredn and ehedangariRicBbh Yevice or a
for facilitating comrunication between the host server

and SENi¢Rer D@the&ns%%t@nbn uging dbetsr resrastive caafiyevlagrages and
SYStBMmuSikSghd r%b[(gc(ﬂfsspect ive native | anguages and

conmuni cat 1 on protoco 16. An electronic transaction
system according to any preceding claim further

r{%lé&%ﬂf& ﬁ%ﬁ&éc{tf&w SydtOeaERSring! RS oAl E5L88ING claim, further
i nven ory operabl e to
comprising an electronic inventory, the electronic inventory operable to

provide an electronic good to the host server on request.

17. An electronic transaction system according to claim 16, where a request from
the host server for an electronic good includes a goods identifier, the
electronic inventory operable to provide an electronic good having a

corresponding goods identifier in response to the request.

18. An electronic transaction system according to claim 16 or claim 17, where, on
return of an electronic good to the electronic inventory, the electronic good is
not able to be provided in response to a request from the host server for a

predetermined period of time.



provi de an el ectronic good to the host server on
request. 17. An electronic transaction system
waewsnadi’ay to claim 16, where a request from tPET/AUSM04/000855
server for an electronic good includes a goods
i dentifier, the electronic invéftory operable to
provi de an el ectroni c good having a correspondi ng
- gtddw elistronic Bansactivesyysteye acsotdieg tedqunystne 08 cladms 16 to claim

el ectyonic transaction system accordi o, claiml16.or ,
ol a1k et s BRGRrRotHa S SEREh BaPPolq b8 sibved if redeeming
t he ] @ettrOft SehiEabletY bel thenhcksd.r oni ¢ good i s not

able to be provided in response to a request fromthe

host server for a predetermnined period of tine.19. An
PE AN BRICEohICARFRECHOR sH¥RNEBaseHPH N Br@éé)ﬁiryiélsaﬂg, where an

clainms 16 to claim 18, where the electronic goo _
5 ser iagynelepeus tIerviseprantegt dri asyraisendury chiant request includes a

o1 cPrBMere Ray i PRy Sebodh MR ANy Servce request or

pr ecsghcigonbas BlieregeestNa@apprIpraRs UsclS@sy tHECArRIILRST key.
or asynchronous client request includes a correlation
key and any response to the asynchronous service

req lﬁ&ﬁéle@froﬁi&ytfmﬁb@ﬂéw§%§Ibhﬁﬁécdr6mget§tolaiﬁ$20, where the host server
appropriate, includes the correlation key. 21. An

el eds PBATAble indistoguish bopweenasarvediragpansecand m clint request by
10 et B3ho R URlichSQREIANI ko dF ot ngui sh

between a service r nd a’Cl'i ent request by
reference to the correlation key and/or type. 22. An

LA ST HSAFTLE5R B0 A, Pbepip, gom. woor

I espaBheendte esquastgs@viceardpohsd niliche et and client response is
comuni cated via at | east one nessage bus. 23. An

el eCPPBRYRICRIEE AR 8t legst QYR Massage HU8i ng to cl ai m 22,

where at | east one nessage bus uses a

publ i sh/ subscri be nmechani sm of conmuni cation. 24. An

A% Yy slectopicaiiansaction sypierenmcecdngitacclaign 23y where at least one

15 Preceding ¢ gl ﬁes%ﬁ&&ishf%b‘s{;ﬂﬂé AR dn@RisHE Ut ESmhRHiHRS.
at l[east “one paynent application.
24. An electronic transaction system according to any preceding claim, where the

transaction device includes at least one payment application.

25. An electronic transaction system according to claim 24, further comprising an

intermediate router having a dedicated connection to the host server and to a
20 payments host, the intermediate router operable to forward a service request
issued by a transaction device to the host server and operable to forward a
payment request issued by the payment application of the transaction device

to the payments host.

26. An electronic transaction system according to claim 25, where the transaction
25 device issues an authorisation request to the intermediate router for
forwarding to the payments host and receives an authorisation reply from the

payments host via the intermediate router and where, if so authorised, the



25. An electronic transaction system according to
claim24, further conprising an internedi ate router

whanosngi7as dedi cat ed connection to the host serPer/Aapd4/000855
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to a paynents host, the internedi ate router operable

to forward a service request i48ued by a transaction

device to the host server and operable to forward a

pay temsackeuegite mstheezhitey isshespayamite mppéetdatthemraofsaction to the
t he trgnsactlon nts host .

h
ol edREREReL VA bR Roue BRBE LB ciney el msgdiice response

wherigditang i 376 bR 3 ueRt WesURRcadsiak idwlin Oéétﬂé%hent request
request to the intermedi ate router for forwar

t he tpdyereaywentsshosinid thedalereediate southor i sation reply

fromthe paynents host via the internediate router and

where, if so authorised, thetransaction system

t b g elantroniss trapsactiosr sysiemr eqcm’dtngt to ahy anenof atdimsn24 to 26,
0 rver.,via the r medi ater

Upon T Bants nEEASAebyT ceVPes JodidBs  Aniayelfy *bfehipe media for

Ser teEErdimAces br Wite D B RIbWing: ISRk, #h BRUIBRIC good; details of

request to the paynents host via the internediate

r outtee client reapesd| detaile pf the ¢ligné sranosaesyst em accor di ng

to any one of clainms 24 to 26, where the transaction

devi ce includes renpvable, witeable nedia for

r&% diniglegironie tansastien @Vstteneacmrﬂ'tmi taganyapresedingt glaiam where the

Slef3 g%r Pgé&e? ﬁggretg (?'cpégpo ?de%ﬁ %ﬁd/{gf%@??éw 8f the transaction

tr amegicel that Sysieinttas ctiedi Peyuest amd, if efeddeitg |ddithe transaction
where the host server operates to confirmthe 1dentity

and/A§ViceapaRingy e qonérednsadbe fangsly Wairaﬂ%@@@ device is
the cibb&ddd, RRIASE 18 hord thd Beridetlddiy of the

transaction device ca e con rmed, or the

capacity of the transaction device is exceeded

ORLTAARG ste‘?vérQ‘BPD@ewgpgléf-cﬁmnié ﬁ'?H?é&tlon?s%ste%
server Tor use I1n an electronic transactir’on s
accof dlargstido#® one of clains 1 to 28. 30. A

transaction device for use in an electronic

transaction system according to

30. A transaction device for use in an electronic transaction system according to

I?ast%rding to any one

any one of claims 1 to 28.
31. A method of performing an electronic transaction comprising the steps of:

providing content in the form of details of electronic goods and/or services

able to be transacted to at least one transaction device;

receiving a client request for one or more of the electronic goods and/or

services detailed from a transaction device;

generating a client response in reply to the client request which, where
necessary, includes issuing a service request to at least one service
provider system and receiving a service response from the at least one

service provider.



any one of clainms 1 to 28. 3 . A nethod of perform ng
an el ectronic transaction conprising the steps of:

w@easiodi’ag content in the formof details of ePerMUW0D0085S

10

15

20

25

goods and/or services able to be transacted to at

| east one transaction device;-4leceiving a client

request for one or nore of the el ectronic goods and/ or

e ni arghoetafi pedoiing an telacsaniti wanstrtibaeaccording to claim 31,
generating a client response in reply to the client .

r eqlisltdinghiten staReferafecacing @ ”i'aHg%‘ UBEQrging @ 5§t £T permissions
svsphdfr Hints Ot en kRSt tHARCRE HnEentPIPVb&ehrovided to each
system and receiving a service response fromthe at

| earbnsanctiopedevice pompliekewiBP.thé reephdetl skt pefr permissigns and/or
an el ectronic transaction according to claim31

incp%ﬁtf?gjmtshe step of referencing a matrix recording a

set of permnissions and/or constraints to ensure that

the content to b rovi ded to each transaction devigce | .
B PR (o PREOTECE: ecPIerOTE (reIALEN RSB0 claim 32,
CONFHA iRy the stdps ?f Hﬁfé?ﬁm%ilﬁé ,mn%tmé}rtﬂbrtlmeﬁpre@uagi Egifibfies with the

transaction according to claim32, Including the st

of det ef pemhingionbetrioéor constreinte mecorstpdeist theomptrixegnd the step of
with the set gf permssion nd/or constraints __ . :

r epSPB%@“PH qﬁgnﬁﬁg%%sgd@éyﬁ S gleef)%ﬁeé)e%e?g‘?rfaﬂan% the matrix to
cl i eRsureaRBPMBSdL BE bEHBBsone ahdiorsdopistraintg afecempligdwith.

the matrix to ensure that the set of perm ssions

and/or constraints are conplied with. 34. A nmethod of

B AORTBtREY 7 ;ﬁirﬁﬁﬁﬁ%iaﬁ blcaftopR! traRs&ReAr 8¢dtiding ®N¥ny one of
one of clainms 31 to 33, including the step of sendin N
a selaims 3hig3s, inmluding itee step adssmdincaassaitafownique identifiers to

devi h ' . |.d ifi r .
confantAEsAcPitL 8ehbcSath snfiud EROFRS taoPPhdhting, 2 component of
any tlepobeteht, e the siep @f eranderiting iaswscoméntaaviadunique identifiers
provided to the transaction device_ugon request by the )

t r aRShalready Provides. to the transaction device upon request b)y the transaction

device.

35. A method of performing an electronic transaction according to claim 34,
including the step of receiving a request for the set of unique identifiers from

each transaction device at each transaction device's scheduled time.

36. A method of performing an electronic transaction according to any one of
claims 31 to 35, where the step of generating a client response includes the
substep of executing a process model, the process model conceptually
comprising a series of steps and links, the arrangement of one or more links in
respect of a first step representing a second step to process on the first step

resolving to a predetermined result in a set of predetermined results.

37. A method of performing an electronic transaction according to any one of
claims 31 to 36, including the step of associating each transaction device with

at least one channel grouping, the content provided to each transaction device



35. A nethod of performng an electronic transaction
according to claim 34, including the step of receiving

wa@20mquess for the set of unique identifiers frPOMAB21/000855
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transaction device at each tragnsaction device's

schedul ed tine. 36. A nethod Of perform ng an

el ectronic transaction according to any one of clains

31 oba3shaniebrasoupieg sheipd dhe RafBe AS fENiEnEIAreyjded to every other

response.i nc S S i >uting a process
nod F‘?Sq%'@ﬂpdreg’fc%s@ttﬁ% é c%lﬁagl@%tl 8%}%0@“ sing a
series of steps and |inks, the arrangenent of one or
re lLinks in respect fi s enr i a
3B Bripelicth of STPREHla b, Berkoft, BREBR SRR any one of
a PERRs es M Red 7, epidluding) thes etepofof preadediagmdetails for facilitating

results. 37. A method of performng an electronic : h
t r apemEUnieRtiRncketweRy the Nosy seRer adgagiansadtigngevice and the
i ncludi t .40 0GiAtd th'BAR3E SPRf relationships
dewhgge]ltl gmgrtvhpglpal%ggt é%ﬁg:%c@g%dg?%ﬁgéjﬁi ngfj6 the cont é%_ta © _ P
pr oghdeble stepeatciising dns appiopniatevelatimiship trhiengst of relationships to
groupi_ng being the sane as content provided . to ever. .

ot niASItREnSRBIUNEAIRD] ReWeRN e SosreSeiieABH GRritibiing device or
38. éa)E%I i tdrRr 8% Rlt€ Cinm PRirCrebpaMRChatde languages
accgr i'nngagndgﬂyé%%ne of (r:élg)api?(?r% 31 to 37, iEcI udi ng the guag
st epndfcompoonidatien peteddls. for facilitating

conmuni cati on between the host server and each

transaction device and the host server and each
S W oethod\dfdeerfaysn@ant elechonicatrensaationr aceardingsia pgy one of

and the s of,, usi ng.the appropriate.relatj i.n i .
2 s ol BHIBL T RRLRPH LS G ARS8 B clctroni
bet wRmtdheroh &M eRRIr¥ARIC §O6H tananfrReiiNg atherlectronic good from the
service provider system as appropriate, in their

r eseotionée inentpey.| anguages and conmuni cati on

protocols. 39. A nethod of performing an electronic
transaction according to any one of clainms 31 to 38,

40 IAudiethod If perépsiing ars elfoignic fregsaeiion gceprding to any one of

el ectroni g, i phventary, f.or e t kG . :
rec&’%}ﬁ”ﬁggén Oa Ctlp%(allgwgg@'g% 4t§én§f?ﬁgs?lggg§ }ngﬂi%gtween a service
I nvegésinse and a client request by reference to a correlation key in the service

response and/or type.

41. A method of performing an electronic transaction according to any one of
claims 31 to 40, including the step of communicating service requests, service
responses, client requests and client responses by way of at least one

message bus using a publish/subscribe mechanism of communication.

42. A method of performing an electronic transaction according to any one of
claims 31 to 41, including the steps of confirming the identity and/or capacity
of the transaction device that issued the client request and the step of ignoring
the client request if the identity of the transaction device can not be confirmed

or the capacity of the transaction device is exceeded.



40. A nethod of perform ng an electronic transaction

according to any one of clains 31 to 39, including the
wa@p/oof728li sti ngui shing between a servi ce resppOFAU200d/000855

a client request by reference to a correlation key in

the service response and/ or ryﬁé: 41. A nethod of

perform ng an el ectronic transaction according to any

ddeAof etdcliomic 3tansactdon systémdisnhstehtalit egs afescribed herein with

co nicating s%rvLce requests, service responses,

cl i BAPSEG R PG ABYNGPi ent responses by way of at

| east one nessage bus using a publish/subscribe

B B Bl biver (PRSacR B SEEGoriF HEpaiotng HRETDy subsiantily as

cl agageribbd Kerdih with PefEFES thhRe BFRMRge! confirm ng the
identity and/or capacity of the tranSaction device

that issued the client request and the step of

ugNAT KB AchEN vt forret&'é%tabd Eletch?nlcdﬁé;ﬁéédl’ioﬁfsfs{b% substantially
transaction device can not be confirned or the

capag degcritied inerein witb aeferencedevthe erawingsceeded. 43. An

el ectronic transaction system substantially as

descri bed herein with reference to the drawings. 44. A

KHosA methost of perfagringnaaeladtectic tansadticansalsdtantially as described
Sys enlsqutaE%ialI%wﬁségescribed herein with

r ef 8Y'EHLYP SEERRNGH QUNRGEAWVHES- A transaction devi ce

for use in an electronic transacti on system

substantially as described herein with reference to

the drawi ngs. 46. A nethod of performng an el ectronic
transaction substantially as described herein with

reference to the draw ngs.



