COMMUNICATION DEVICE AND COMMUNICATION METHOD BACKGROUND OF THE
INVENTION 1. Field of the Invention ~ The present invention relates to a communication device and
a communication method, and specifically relates to a communication device and a communication
method, whereby retention property can be maintained, and also writing processing time used for
writing can be shortened, regarding nonvolatile memory which a wireless tag houses, for example,
such as an IC card or IC chip or the like which performs proximity communication with a reader/writer.
2. Description of the Related Art  In recent years, proximity communication for performing wireless
communication by noncontact at short range using IC (Integrated Circuit) cards and the like, has been

used for, for example “Eiéciidfie corimbitef Passes eIttt fdhels Bntis6erh, and also cellular

phones having electronic commuter pass functions, and electronic money functions that take
advantage of proximity communication have come into widespread use.  Proximity communication
has been siangardized as;-forexamplextSONEC 14443, ISO/IEC 18092 (hereafter, also referred to as
NFC (Near Field Communication)), and so forth. Here, of communication devices for performing
proximity 1. Field of the Invention

The present invention relates to a communication device
and a communication method, and specifically relates fo a
communication device and a communication method, whereby
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processing time used for writing can be shortened, regarding
nonvolatile memory which a wireless tag houses, for example,
such as an IC card or IC chip or the like which performs
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2. Description of the Related Art
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wireless communication by noncontact at short range using IC
(Integrated Circuit) cards and the like, has been used for,
for example, electronic commuter passes, electronic money,
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Here, of communication devices for performing proximity



communication such as communication conforming to the NEC standard, or the like, communication
devices such as IC cards, IC chips, and so forth for performing proximity communication with a
reader/writer which outputs RF (Radio Frequency) signals, in response to signals from the
reader/writer, are also referred to as wireless tags.  Wireless tags provide various types of services
by housing nonvolatile memory such as EEPROM (Electrically Erasable Programmable Read Only
Memory) or the like, and performing reading/writing of data to be exchanged with a reader/writer as to
the nonvolatile memory by proximity communication, for example.  Note that, of wireless tags, there
are batteryless wireless tags which operate with RE signals output by a reader/writer as the power

source th&/SBT BAttET L8 vitreTes<Lags OPerate Mfth-RE Signals Butptd by feéxtieliriter as the

power sous(rfg tg%r{;gf, aonrd ?%%orcii{lglé/ fag t%gtairg: g‘%f{icjiéang power at thgct}ilme Sof Pging separated
from a reader/writer. ‘There ore, for exémpi)e, With & wireless tag, upon the wirless tag being

separated-trem=a readesiriter, While ageesstp:huilt-in-neavoratile memean.is perfoymed, the wireless
tag fails to operate, and memory corruption may occur, i.e., inconsistency may occur in data stored in
the nonvotatifenremenyi #dsoy with & wiretessitay having battery (eghanl€ Khip(Reused in a cellular
phone) as well, memory corruption may occur in the event that data to be written in nonvolatile
memory i$ PRUEHEY frofBEiRG Feceived FORPA F8adér/WiiteF By the" WitBles%ag being separated

from the read%rlngter..As for a way to deal with memoty carruption Ehere iscg rocess wherein, with
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the nonvolatile memory of d wireless tag, the Tatest data’is not overwritten on most recently written

data, but is writtgn enia tecording regign sepatated from thestorage region ef-thedyost recently written

data (e.g., see Japanese Patent Document No. 3702923).
housing nonvolatile memory such as EEPROM (Electricalily
Erasable Programmable Read Only Memory) or the like, and
performing reading/writing of datz to be exchanged with a
reader/writer as to the nonvolatile memory by proximity
communication, for example.

Note that, of wireless tags, there are battervless

wireless tags which operate with RF signals output by a
reader/writer as the power socurce thereof. Batteryless
wireless tags operate with RF signals output by a
reader/writer as the power source thereof, and accordingly
fail to obtain sufficient power at The time of being
separated from a reader/writer. Therefore, for example,
with a wireless tag, upon the wireless tag being separated
from a reader/writer while access to bullt-in nonvolatile
memory 1s performed, the wireless tag falls to operate, and
memory corruption may occur, i.e., inconsistency may occur
in data stored in the nonvolatile memory.

Also, with a wireless tag having bkattery (e.g., an IC



SUMMARY OF THE INVENTION  Wireless tags can be employed for various types of services in
addition to the above electronic commuter passes and electronic money, for example, such as
entering and leaving management, inventory management, and so forth, but in order to provide a
service which is not stressful for the user, writing processing time used for writing data in nonvolatile
memory housed in a wireless tag has to be shortened.  On the other hand, in order to increase a
retention property for retaining (the state of) the memory cell of nonvolatile memory housed in the
wireless tag in an erased (Erase) state in which no data is written (data is eliminated), or in a written
(Write) state in which data is written, for long time, electric charge (electron or electron hole) has to be

sufficientl§ AcBurmaREES in 8 fdafifig §atePor & tan&istot maknd uptRE HremERIEIPt 1okig. 1is a
diagram fl%r escribinrg writin% of ata [ PROM which is_ nonvolatile memory. In the event of writing
data in EES&OCI)\}f,ceurasﬁlﬂré fBr %hagngeiﬁé? tEEE %%rr?c%%e%%os%% erased state is performed, and then
writing forchanging thesmemery ¢ell in an etased-slate ta Willten stateds perormeg, For example,
With EEPROM, in order to maintain a certain level of retention property, electric charge accumulation
time for acewtiglating etectric ghatye in the fleating-gatedis longes than Himefof. thenmenzory cell

proceeding from the erased state to the written state. If the electric charge accumulation time is
shortened: tRE G iting Hrécessifg timeicah BE tedueedBut Hpdm a8t ic chargd ad@imulation time
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property detetarates, ang neither the-wiitien state nor the erased;statearg maintained, the wireless

tag is in an unusable state, and accordingly, it is undesirable to shorten the writing processing time by

sacrificing-thesretentiompropertydata, but is written on a recording region
separated from the storage region of the most recently

written data (e.g., see Japanese Patent Document No.
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It has been found to be desirable to enable the retention property to be maintained, and also to enable
the writing processing time to be shortened. A communication device according to an embodiment
of the present invention is a communication device including: a communication unit configured to
perform proximity communication with a reader/writer; and a control unit configured to control writing of
data as to nonvolatile memory in accordance with a command from the reader/writer; with a portion of
the storage region of the nonvolatile memory being a user block that is a storage region equivalent to .
the minimum unit assigned to a service; with the user block including a plurality of units; with the units
including one or more pages that are the storage regions of a predetermined unit where writing is
performed® With: &AE &8t ondinit Bf & plirality 3t uhits hhsking tiplthe tieel Boek &g a biffer unit that
serves as v?xg%fLeé {0 byﬁgr flata to_be writteﬁj in the user block; with the nonvolatile memory storing

control information for c%ntroﬁlrﬁ% tﬁér%?draaeer%i%cof ?ﬁléa T‘rﬂlgﬁvo(lgﬁIEt%CrETé”rcr)wré)r)?);rwith the control

informatiog ineluding a,unit numberdor detegminng.theunits; ¥ath the coplrgl unit writing data in the
buffer unit in accordance with a command from the reader/writer, writing the unit number of an object
unit that isca uaittodecwtiterv iith dataas ke anitrmulkiber of pthetauffesmunityand taking the object unit
as a new buffer unit, thereby performing writing of data in the object unit; and with the control unit
being activated By-&n RF s{ynal Bémgiateived foff thel Foader/iFitériatthe Eofifanitation unit, and

after activati asing all of the pages of the buffer unit during activation processing to, be performed
Defore recal NG & CHm A ot i séacieb GrtaT oL VA commumEator Metkod dcorting 1o an

embodimentof the, prgsentinvention is, g commupication methed for.a,communication_device including
a communication unit configured to perform proximity communication with a reader/writer, and a
control unit:condiguredstoecontrob surifingrof datan as! ta henvelatile imemoryrincaceosdance-with a
command from the reader/writer, including the steps of: taking a portion of the store region of the
nonvolatilBFHEHhbry-ad & user Block Rl sstoFaye-fegiorvalivalenttcthe miimum unit assigned to

a service; includin aplur%lit of units in the user block: including one or more pages that are the
storage ré@%r%sogfg £ Prede é)ryfmi%}é@ﬁﬁl%ﬁnevx’mg&lr%%vqriﬁﬁ%%%bﬁqe’rfoﬁ?‘leaf %et]ﬁetu%i ?fg%r?glgt [éast one unit

of a plurality of ynjts making yp the usgrblock as s huffer unihtbat serves;as,a buffer to buffer data to
be written in the user block; the nonvolatile memory storing control information for controlling the
storage regierupfithetrionyvotatite memory:: inetuding arunitiwaberifor charge in the

floating gate 18 longer than time for the memory cell

proceeding from the erased state to the written state.

If the electric charge accumulation time is shortened,

the writing processing time can be reduced, but upon the

electric charge accumulation time being shortened, the

retention property deteriorates. lAccordingly, shortening

the writing processing time, and maintaining the retention

property have a trade-off relation, but in the event that

the retention preperty deteriorates, and neither the written

state nor the erased state are maintained, the wireless tag

is in an unusable state, and accordingly, it is undesirable

to shorten the writing processing time by sacrificing the

retention property.



determining the units, in the control information; causing the control unit to write data in the buffer unit
in accordance with a command from the reader/writer, to write the unit number of an object unit that is
a unit to be written with data as the unit number of the buffer unit, and to take the object unit as a new
buffer unit, thereby performing writing of data in the object unit; and activating the control unit by an
RE' signal being received from the reader/writer at the communication unit to erase all of the pages of
the buffer unit during activation processing to be performed before receiving a command from the
reader/ writer.  With the above embodiment, a portion of the storage region of the nonvolatile
memory is a user block that is a storage region equivalent to the minimum unit assigned to a service,
the user block inEfude®sa prefality ©f DAitS, the unfts rclade Bné dr Picre fagesdhat are the storage

regions ofra Eredgtermined unit%/vhetre ritinI%gl; isYE)erform d, at least one unit of a plurality of units
making up the user BlodK g buffer Unit that served ds" buﬁgﬂoatgltﬁferto%ﬁ{ba Srittéh in the user

block, themg@éjI%@g&qgﬁg@'e&%@t@gin&m@m@ﬁ gantrolling the storage region of the

nonvolatile memory, the control information includes a unit number for determining the units, the
control unit writes dadastiuthechufferrunitiniacsordancedyity atcommandftamibe reader/writer, writes
the unit number of an object unit that is a unit to be written with data as the unit number of the buffer
unit, and takeés HeEeebjeEt Gaiv as blwaw baffar GRtHERehYPerforaiig Weiting ©f datdlin:heé object unit.
Also, the control unit is activated by an RE signal being received from the reader/writer at the

E
communi¢atiBRUHIC Ahd Etases &l 6P The S of'tRe Buffer GRit AUARG Attivation processing to be
performed.Before, teceiving a,gammandrom the, readerwriter , Natethat the.ggmmunication device

may be a stand-alone device, or may be an internal block making up part of a single device.

According-ieram gmbedimentofihe present invention, thetretentiondprapearty. of the aonvolatile memory
can be maintained, and also the writing processing time used for writing can be reduced. BRIEF
DESCRIFTBONGFITHE DRAVANGS with a command from the reader/writer;

with a portion of the storage region of the nonvolatile
memory being a user block that is a storage region
equlvalent to the minimum unit assigned to a service; with
the user block including a plurality of units; with the
units including one or more pages that are the storage
regions of a predetermined unit where writing is performed;
with at least one unit of a plurality of units making up the
user block being a buffer unit that serves as a buffer to
buffer data te be written in the user block; with the
nonvolatile memory storing control information for
controlling the storage region of the nonvelatile memory;
with the control information including a unit number for
determining the units; with the control unit writing data in
the buffer unit in accordance with a command from the
reader/writer, writing the unit number of an object unit

that is a unit to bhe written with data as the unit number of



Fig. 1 is a diagram for describing writing of data in EEPROM which is nonvolatile memory;  Fig. 2 is
a block diagram illustrating a configuration example of an embodiment of a communication system to
which the present invention has been applied;  Fig. 3 is a diagram illustrating an example of the .
logical format of a memory unit; Fig. 4 is a diagram for describing writing of data as to the memaory
unit; Fig. 5 is a diagram for describing handling of memory corruption; Fig. 6 is a flowchart for
describing processing of a wireless tag;

the buffer unit, and taking the object unit as a new buffer
unit, tﬁereby p@rformihg writing.of data in the object unit;
and with the control unit being activated by an RF signal
being received from the reader/writer at the communication
unit, and after activation, erasing all of the pages of the
puffer unit durihg activation processing to be performed
before receiving a command from the reader/writer.

A communication method according to an embodiment of
the present invention is a communication method for a
communication device including a communication unit
configured to perform proximity communication with a
reader/writer, and a control unit configured to control
writing of data as to nonvolatile memory in accordance with
a command from the reader/writer, including the steps of:
taking a portion of the store region of the ncnvolatile
memnory as a user block that is a storage region eguivalent
to the minimum unit assigned to a service; including a
plurality of units in the user block; including one or more
pages that are the storage regions of a predetermined unit
where writing is performed, in the units; taking at least
one unit of a plurality of unite making up the user block as
a buffer unit that serves as a buffer to buffer data to be
written in the user block; the nonvelatile memory storing
control information for controlling the storage region of

the nonvelatile memory; including a unit number for



Fig. 7isa diagféfn'for describing writing processing time of the wireless tag; Fig. 8 is a diagram
illustrating another example of the logical format of the memory unit; and Fig. 9 is a flowehart for
describing processing of the wireless tag. DESCRIPTION OF THE PREFERRED EMBODIMENTS
Embodiment of Communication System to Which Present Invention Has Been Applied Fig. 2is a
block diagram illustrating a configuration example of an embodiment of a communication system
(system means a group wherein multiple devices are logically grouped, regardless of whether or not
each component device is included in the same casing) to which the present invention has been
applied. In Fig. 2, the communication system is configured of a reader/writer 10, and a wireless tag 20.
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The reader/writer 10 includes an antenna 11, and performs noncontact proximity communication with
the wireless tag 20 by outputting RE signals from the antenna 11 to store (write) data in (a memory
unit 24 housed in) the wireless tag 20 or read out data from the wireless tag 20. Upon the wireless
tag 20 approaching the reader/writer 10, the wireless tag 20 starts operation with RE signals which the
reader/writer 10 outputs from the antenna 11 as power, and performs proximity communication with
the reader/writer 10. With proximity communication, the reader/writer 10 transmits data by
modulating RE signals in accordance with the data, and the wireless tag 20 receives the data
transmitted by the reader/writer 10 using the RE signals, and writes in a built-in memory unit 24.

Also, the wirefeski&g 203eadd Bt the daty stdred ifrfife Mehtor) WD, ShbRetLRERE signals
transmitted from the reader/writer, 10 fo lgad modulation, thereby transmitting the data to the
reader/wrllfélrl%o.t Sécifllcséllﬁ, tﬁ%lv%irégs%)?agwfﬁ fu'n%dldehéla?hnan aé%%aazsl, %?’IQGRE%JI:]I 22, a command
sequencef ynit23, apd the memery unit24. . and takes the object unit as a

new buffer unit, thereby performing writing of data in the
object unit. Alsc, the control unit is activated by an RF
signal being received from the reader/writer at the
communicaticn unit, and erases all of the pages of the
buffer unit during activation processing to be performed
before receiving a command from the reader/writer.

Note that the communication device may be a stand-alone
device, or may be an internal block making up part of a
single device.

According to an embodiment of the present invention,
the retenticn property of the nonvolatile memory can be
maintained, and also the writing processing time used for

writing can be reduced.

BRIEF DESCRIPTION OF THE DRAWINGS

Fig. 1 is a diagram for describing writing of data in
EEPROM which is nonvelatile memory;

Fig. 2 1s a block diagram illustrating a configuration
example of an embodiment of a communicaition syétem to which
the present invention has been applied;

Fig. 3 is a diagram illustrating an example of the

logical format of a memory unit;



The antenna 21 is configured of a resonance circuit made up of a coil and a capacitor, for example,
receives the RE signals from the reader/writer 10, and supplies to the RE unit 22. The RE unit 22
performs proximity communication with the reader/writer 10. Specifically, upon the RE signals from the
reader/writer 10 being received by the reader/writer 10 and the wireless tag 20 approaching, the RE
unit 22 obtains power serving as power supply from the RE signals thereof, and supplies to blocks as
appropriate. Also, the RE unit 22 demodulates the RE signals from the reader/writer 10 to obtain a
command or data, and supplies to the command sequencer unit 23. Further, the RE unit 22 subjects
the RE' signals from the reader/writer 10 to load modulation in accordance with the data supplied from
the command segtiéncér vt 23°thRFeBy trafsmitfifg the ddtd toy the idstievrité 2025 The
command seq%(]encer unit 23 performs sequence control in accordance with the command from the

reader/writer 1 ,%u%%wggﬁomnghe’RE unit 22, thereby performing control such as reading/writing of

data 25 o the mempry unit 24, 289 50,01 cSpeclicalls inhe event haidhe command rom the

reader/writer 10 is a write command for requesting writing of data, the command sequencer unit 23

writes thedata trahsmitted from the reader/writer 10 and supplied from the RE unit 22 along with the
write command in the memory unit 24.  Also, in the event that the command from the reader/writer
10 is a read confménd forréqaedtirtjrdadsit dfdatdeferdommeant segaefésruriit23 reads out the

data fromv'\trr{e memory unit 24, and supplies to the RE unit 22. The memory unit 24 is nonvolatile
memory stich aSEEPROM or the

Fig. 7 1s a diagram for describing writing processing
time of the wireless tag:;

Fig. 8 i1s a diagram illustrating another example of the
logical format of the memory unit; and

Fig. 9 is a flowchart for describing processing of the

wireless tag.

DESCRIPTION OF THE PREFERRED EMBODIMENTS
Embodiment of Communication System to Which Present
Invention Has Been hpplied
Fig. 2 is a block diagram illustrating a configuration
example of an embodiment of a communication system (system
means a group wherein multiple devices are logically grouped,
regardless of whether or not each component device is
included in the same casing) to which the present invention
has been applied. In Fig. 2, the communication system is
configured of a reader/writer 10, and a wireless tag 20.
The reader/writer 10 includes an antenna 11, and

performs noncontact proximity communication with the



like, for example, and stores data under the control (management) of the command sequencer unit 23.
Logical Format of Memory Unit 24 Fig. 3 is a diagram for describing the logical format of the
memory unit 24 included in the wireless tag 20 in Fig 1. A portion of the storage region of the memory
unit 24 serves as a user block that is a storage region equivalent to the minimum unit assigned to a
service, for example, such as commuter passes, electronic money which a predetermined service
provider manages, tickets for events or the like, and so forth. There are provided one or more user
blocks to the memory unit 24. Here, one or more user blocks are assigned to a service, and data for
providing the service is stored in the one or more user blocks thereof. The user blocks have M+1 more
than one, Ghis§ {8 ahdftedereyualrtororigriater iars 6ABR Datd forprobiing: Asenvicd is written in
the units. lt-lowever, one unit of M+1 units making up a user block serves as a puffer for buffering the

data writter inthe User Biock™! A& desciibed B 8nE Uhit niakifg Up T -uset blotk serves as a
buffer, anc} aceardingly. he uiseg block Jnclydes M, morgthap ong, uaits intofal ofone unit serving

as a buffer, and M, equalto or greater than one, units storing data for providing a Service.
Hereafter, of thelMd## units makiag ¢pa user block mubik senving asa bufted avill alsodes-referred to as

a buffer unit, and the units other than the buffer unit will also be referred to as data units.
10, the wireless tag 20 starts operation with RF signals
which the reader/writer 10 outputs from the antenna 11 as
power, and performs proximity communication with the
reader/writer 10.

With proximity communication, the reader/writer 10
transmits data by modulating RF signals in accordance with
the data, and the wireless tag 20 receives the data
transmitted by the reader/writer 10 using the RF signals,
and writes in a bullt-in meﬁory unit 24.

Also, the wireless tag 20 reads out the data stored in
the memory unit 24, subijects the RF signals transmitted from
the reader/writer 10 to load modulation, thereby
transmitting the data to the reader/writer 10. Specifically,
the wirelegs tag 20 includes an antenna 21, .an RF unit 22, a
command seguencer unit 23, and the memory unit 24.

The antenna 21 is configured of a resonance circuilt
made up of a coll and a capacitor, for example, receives the
RF signals from the reader/writer 10, and supplies to the RF
unit 22. The RF unit 22 performs proximity communication
with the reader/writer 10. Specifically, upon the RF

signals from the reader/writer 10 being recéived by the



In Fig. 3, of the M+1 units making up a user block, the M+1'th unit serves as a buffer unit, and the
other first through M'th units serve as data units. Note that the unit serving as a buffer unit changes
when writing of data as to a user block is performed, but description thereof will be described later. .
The units include K, equal to or greater than one, pages. The pages are storage regions equivalent
to the minimum unit where writing as to the memory unit 24 is performed, and in Fig. 3, one page is an
N-byte storage region. Here, in Fig. 3, one page of pages that a unit has is used as a page (control
page) that stores control information for controlling the storage region of the memory unit 24. That is to
say, in Fig. 3, one particular page of K pages making up a unit serves as a control page in which
control inf&fRSTST FoF Eohtrollifigahe urittheiebt icstorédd 2Rccorainghsin ity 3t 0fie BF more

gﬁe has to be provided

pages (data pages) in.which data is stored, and one page serving as a control p
o 3 unit, LSRN NS MR KA AN a TR o Thats She Riote that i Fig.

3, the K'th;nage, 9LK pages making yp.a upit ;satves,as a-control page, The page serving as a control

page does not change (unlike the buffer unit), and is a fixed page.  'A unit number, (one) sequence
number, and an Bires detectiorrcoge:aredritieanndbe-controt page as sheygentsolintarmation of a unit.
The unit number is information for determining a unit having a control page in which the unit number
thereof is Wiittehie 2 deTHe 5é§GEnce’ nlimbeb is?d Yakeeflikarly uptated-eéactitime data is written in
the memory unit 24, and there can be employed as the sequence number, for example, a value

obtained By ifdrermentiny of GecreMiéHting the iRk cdiatel precéding Value by a ﬁ:rgae%%?mined value
such as opg.a value ghtained by, alcylating apredetermined function,with,fhe immegiately preceding

value as an argument, an output value obtained with the immediately preceding value as an input
value using-a table corretated with arcinputivalue antkan output yakies apfiieilike. Now, let us say here
that a value to be incremented by one each time data is written in the memory unit 24 is used as the
sequenceHifniser s ekaffsle cThe erren detection dotledd A codarferérror deteetion foridetecting an
error of data wrjtten in a unit, and an example thereof is CRC (Cyclic Redundancy Checking). Writing

Control of Data 5% toX&ffory Unitz4 10

The command seguencer unit 23 performs sequence control
in accordance with the command from the reader/writer 10,
supplied from the RF unit 22, thereby performing control
such as reading/writing of data as to the memory unit 24,
and so forth. Specificaily, in the event that the command
from the reader/writer 10 is a write command for requesting
writing of data, the command sequencer unit 23 writes the
data transmitted from the reader/writer 10 and supplied from
the RF unit 22 alcong with the write command in the memory
unit Z24.

Also, in the event that the command from the
reader/writer 10 1s a read command for reguesting readout of
data, the command sequencer unit 23 reads out the data from
the memory unit 24, and supplies to the REF unit 22. The

memory unit 24 is nonvelatile memory such as EEPROM or the

o 3] e



Fig. 4 is a diagram for describing data writing control as to the memory unit 24 by the command
sequencer unit 23. In Fig. 4, a user block having units in which data is written have M+1 units #1, #2,
..., #M+1.In Fig. 4, immediately before writing of data is performed (before writing), of the M+1 units
#1, #2, and so on through #M+1, for example, the M+11th unit #M+1 serves as a buffer unit, and the
other first through M'th unit #1 through #M serve as data units. Also, in Fig. 4, the unit number S PAD
of a data unit #m is a value m before writing.  Note that, the unit number S PAD is not appended to
a buffer unit, but in Fig. 4, for the sake of convenience we will say that the unit number S PAD of the
unit #M+1 serving as a buffer unit is set to 0 serving as a value representing the buffer unit.  Also, in
Fig. 4, thelSetfuente huPHBERSEQ 6fthe Hatd BiAit #3 BeforedRriting'R £0alué%. Drawing of the
sequence numbers SEQ of the aother data units #2 through #M is omitted.  Here, one unit #m is
made up o %%%gléﬂ.eﬁ \}v ffwe ggy atthe' ?%rs? %%blsno%ﬁe fifst init #1 of a user block is taken as the

first page,;the unit#m is made,up oL K pages.of the (m-1)K-El'th page through the mK'th page. The
mK'th page that is the last page of each unit #m is a control page.

Fig. 3 is a diagram for describing the logical format
of the memory unit 24 included in the wireless tag 20 in Fig.
1. A portion of the storage region of the memory unit 24
gerves as a user block that is a storage region equivalent
to the minimum unit assigned to a service, for example, such
as commuter passes, electronic money which a predetermined
service provider manages, tickets for events or the like,
and so forth.

There are provided one or more user blocks To The
memory unit 24. Here, one or more user blocks are assigned
to a service, and data for providing the service i1s stored
in the one or more user blocks thereof. The user blocks
have M+1l, more than one, units (M is an integer egual fTo or
greater than one). Data for providing a service 1s written
in the units. However, one unit of M+l units making up a
user block serves as a buffer for buffering the data written
in the user block.

As described above, cne unit making up a user block
serves as a buffer, and accordingly, the user block includes
M+1, more than one, units in total of one unit serving as a
buffer, and M, equal to or greater than cne, units storing

data for providing a service.



Now, for-example, let us say that a write command for requesting writing of data as to a unit of which
the unit number S_PAD is a value 1 has been transmitted from the reader/writer 10 to the wireless tag
20 along with data. In this case, the command sequencer unit 23 writes, in accordance with the
write command from the reader/writer 10, the data transmitted along with the write command thereof
not in an object unit that is a unit to be written, i.e., the unit #1 of which the unit number SPAS is a-
value 1 (the unit of the unit number SPAS where writing is requested by the write command) but in the
~ u.1 serving as a buffer unit. Further, the command sequencer unit 23 writes the same unit number
S PAD=1 as the unit number S PAD=1 of the unit #1 that is an object unit, the sequence number SEQ
updated to a preétetsrafined valie ¥ randledropdetestion codd inthezcortrol page of thetunit #M+1

serving as a puffer unit.
g unit serving as a buffer will also be referred to as a

buffer unit, and the units other than the buffer unit will
also be referred to as data units.

In Fig. 3, of the M+l units making up a user block, the
M+1l'th unit serves as a buffer unit, and the other first
through M'th units serve as data units. Note that the unit
serving as a buffer unit changes when writing of data as to
a user block is performed, but description thereof will be
described later. The units include K, equal to or greater
than one, pages.

The pages are storage regions equivalent to tThe minimum
unit where writing as te the memory unit 24 is performed,
and in Fig. 3, one page is an N-byte stcrage reglion. Here,
in Fig. 3, one page of pages that a unit has is used as a
page (control page) that stores control information for
controlling the storage region of the memory unit 24. That
is to say, in Fig. 3, one particular page of K pages making
up a unit serves as a control page in which control
information for controlling the unit thereof is stored. -

Accordingly, 1in Fig. 3, one or more pages (data pages)
in which data is stored, and one page serving as a control
page has to be provided to a unit, and accordingly, the
number K of pages making up a unit 1s more than one.. Note

that, in Fig. 3, the K'th page of ¥ pages making up & unit



Here, in Fig. 4 (the same applies to later-described Fig. 5), drawing of the error detection code is
omitted. Also, in Fig. 4, the value Y of the sequence number SEQ to be written in the control page of
the unit #M+1 serving as a buffer unit is a value X+1 updated by incrementing the sequence number
SEQ=X written in the control page of the unit #1 that is an object unit by one.  As described above,
the unit number SPAS of which the value is 1, the sequence number SEQ updated to a
predetermined value Y, and the error detection code are written in the control page of the unit #M+1
serving as a buffer unit, whereby the unit #M+1 changes from the buffer unit to a data unit of which the
unit number S PAD is a value 1. As a result thereof, at this point, the number of units of which the unit
numbers SPAS AréValtieS A8 iwé 0FHE unit 44 arkPdsit BMTTINY ABwRVEL & Séquence number
SEQ=Y of the unci{t #M+1 is a value newer Ta}g the sequenc numbe{‘:gEQ-X of the unit #1, i.e., a
value X+1p3§tgine%@bsyﬁlﬁ) atfﬁgatﬂg%e Uence number £X. Accor ihgﬁlszitjhsre%ard to the two
units #1 apd #M+1,0f,which the unit numbers S PAD are values 1, the unit #M-1-1 in which the latest -
data has been written, and the unit #1 in which data was written in the past (of data written in units of
which the unit nembers:S nRAD<are values) 1 g unit storingudata writtendmmediatety-before the latest
data) can be distinguished by referencing the sequence numbers SEQ. Here, in the event that
there are %5 Gfits Ravifg e same Uit hembernSPED Corthe tvoriHits therébfa unit in which the

latest data is vi\:/ritt%n ga %nit havin%a %r ater squence number in the %resent embodiment) will also be
referred t& 88 a'tiew URIt ARG & UA i Wlﬁcﬁlaétdwarsmi}\?rittléﬁliﬁ tﬁléuﬁ gtr(alﬁnit having a smaller

sequence number) willalse be referied 10,25 an.old yait. Subsequenty. the command seguencer unit
23 erases the
which the unit number therecf is written.

The sequence number is a value regularly updated each
time data is written in the memory unit 24, and there can be
employed as the sequence number, for example, a value
obtained by incrementing or decrementing the immediately
preceding value by a predetermined value such as one, a
value obtained by calculating a predetermined function with
the immediately preceding value as an argument, an ocutput
value obtained with the immediatelv preceding value as an
input value using a table correlated with an input value and
an cutput wvalue, or the like. Now, let'us say here that a
value to be incremented by one each time data is written in
the memory unit 24 is used as the sequence number, for
example. The error detection code is a code for error
detection for detecting an error of data written in & unit,
and an example thereof 1s CRC {Cyclic Redundancy Checking).
Writing Control of Data as to Memory Unit 24

Fig. 4 1s a diagram for describing data writing control
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old unit of the two units #1 and #M+1 of which the unit numbers S PAD are values 1, i.e., the control
page of the unit #1 that is an object unit, and sets to the erased state, thereby writing processing for
writing data in the memory unit 24 is completed with the unit #1 as a new buffer unit.  Note that, as
described above, the unit number S_PAD is not appended to buffer units, but in Fig. 4, the unit number
S PAD of the unit #1 serving as a new buffer unit is set to a value 0 representing that this unit is a
buffer unit. ~ As described above, the command sequencer unit 23 writes, in accordance with the
write command from the reader/writer 10, data in the unit #M+1 serving as a buffer unit, writes the unit
number S_PAD-1 of the unit #1 that is an object unit as the unit number of the buffer unit, and takes
the unit #F &s &onéw Uleraaiy, tﬁéﬁéby%r%éqﬁéﬁtlyﬁﬁémﬁﬂnﬁW}tm@c@lﬁdﬂ@%@ t6 the unit #M+1 of
which thefnlt number S PAD is a value 1 that has become an ob ect uni As a result thereof, with

the memoty uhit 24, Withte§&fc to dats ‘Stoted i the'Uitd ofjvr\}h & (it umitSers S PAD are values
1, the Iat%kg@@e@atpa\ygtt@q in mﬁl&@t #M"’l#‘? Fig. 4)#@+\yrltte@wh¢l¢éhe hmmedlately preceding

(last) data (data written in the unit #1 in Fig. 4) remains, whereby memory corruptlon i.e., for example,
a case whatedntionsisiency:itas-eccurted ingdaid stered in theber formed (before

writing), of the M+1 units #1, #2, and so on through #M+1,

for example, the M+1'th unit #M+1l serves as a buffer unit,

and the other first through M'th unit #1 through #M serve as

data units. Alsc, in Fig. 4, the unit number S PAD of a

data unit #m is a value m before writing.

Note that, the unit number S PAD is not appended to a
buffer unit, but in Fig. 4, for the sake of convenlencs we
will say that the unit number S PAD of the unit #M+1l serving
as a buffer unit is set to 0 =serving as a value representing
the buffer unit.

Also, 1in Fig. 4, the gsequence number SEQ of the data
unit #¥1 before writing is a value X. Drawing of the
sequence numbers SEQ of the other data units #2 through #M
is omitted.

Here, one unit #m 1s made up of K pages. Now, 1f we
say that the first page of the first unit #1 of a user block
is taken as the first page, the unit #m is made up of K
pages of the (m-1)}K+1'th page through the mK'th page. The
mK'th page that is the last page of each unit #m is a
control page.

Now, for exampls, let us say that a write command for

|
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&
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memory unit 24 due to the wireless tag 20 having been separated from the reader/writer 10 while
accessing the memory unit 24 is performed, or the like, can be handled. Fig. 5 is a diagram for
describing handling of memory corruption. In Fig. 5, before writing, in the same way as with the case in
Fig. 4, the M+11th unit #M+1 unit #M+1 serves as a buffer unit, and the other first through M'th units
#1 through #M serve as data units. Also, before writing, the unit number S_PAD of the data unit #m
has a value m, and the unit number S_PAD of the unit #M+1 serving as a buffer unitS has a value 0
representing that this unit is a buffer unit. Now, for example, in the same way as with the case in
Fig. 4, let us say that a write command for requesting writing of data with a unit of which the unit
number SEPADERTE ValuerE A5 a8 objectainit el Beertransrhitied frdrmdhe t&&détviniter 10 to the
wireless ta%l 20 along with the data. In 5\|;IVI case, the command sequencer unit 23 writes, as

r

described IHEG 4, ir decordante Viith fhe writeodmifmand froni e tédtetistiter 16, the data

wansmitec.jong yitythe writs command n et AL sepving.as puffer uait (nit of which the

unit number S PAD is a value 0). Further, the command sequencer unit 23 writes, as described in

Fig. 4, the sametunit AUmber Se PADL asiheudit Bumben ScPAR=1tof e wnit #dthat is an object
unit, the sequence number SEQ of a value Y = X + 1 obtained by updating the sequence number
SEQ=X ofitheansie# T thatis AnBbfect thitcangtiie biof detectibh codle g teésrittol page of the unit
#M+1 serving as a buffer unit, and then erases the control page of the unit #1 that is an object unit to

set to the %?&s&f&%te&%ﬁléﬁl@@W@vﬁiﬁﬁ@%r&éﬁ%i@%r%ﬁiﬁ% FRETE MeRiors Unit 24 is
Compkﬂe%ﬁwhﬁﬁeégmgggg%grEW%PUQ%%%n%S a unit to be written, i.e.,

the unit #1 of which the unit number S PAD is a value 1 {the
unit of the unit number 8 PAD where writing is reguested by
the write command) but in the unit #M+1 serving as a buffer
unit.

Further, the command seguencer unit 23 writes the same
unit number 8 PAD=1 as the unit number $ PAD=1 of the unit
#1 that is an obiject unit, the seguence number SEQ updated
to a predetermined value Y, and error detection code in the
control page of the unit #M+1 serving as a buffer unit.

Here, in Fig. 4 (the same applies to later-described
Fig. 5), drawing of the error detection code is omitted.
Also, in Fig. 4, the value Y of the sesquence number SEQ to
be written in the control page cof the unit #M+1 serving as a
buffer unit is a value ¥+1 updated by incrementing the
saquence number 3SEQ=X written In the control page of the
unit #1 that is an cbject unit by one.

As described above, the unit number S PAD of which the

value 1s 1, the segquence number SEQ updated tTo a

_16_



Now, let us say that during the writing processing, i.e., for example, while the unit number S_PAD=1,
the sequence number SEQ updated to a predetermined value Y, and the error detection code have
been writing in the control page of the unit #M+1 serving as a buffer unit, the wireless tag 20 has been
separated from the reader/writer 10, and power has not been supplied to the wireless tag 20 (power
disconnect). In this case, the command sequencer unit 23 recovers the storage content of the
memory unit 24 at the time of being activated (at the time of the next activation) by the reader/writer 10
and the wireless tag 20 approaching, and power being supplied. Specifically, for example, if we
say that of the unit number S PAD=1, the sequence number SEQ of a predetermined value Y, and the
error deteBli6ril868ETdt1edstthe thithuriber STPADET Cahdhexeglence Pubef SEQ updated to a

predetermigeqsgalue,Y are written in the controlcpiagg of the pnit I\{Iﬁl serving as a buffer unit, and
then power supphyis discohectad, there aratwo units # 1 8nd #M+ 1 of Wihich tHe Thit humbers S PAD

have the same valug,1.. As describedJn Fig.4.with regard to the:wo,unifs.#1, and #M+1 of which

the unit numbers S PAD are values'1, the unit (new unit) #M+1"in which the latest data has been
written, anchthe unit eoldamit) dhin whichvtiataiwaswritten in thedpast cantpendistinguished by
referencing the sequence numbers SEQ. At the time of the next activation, the command
sequenceY &nit23luses"ERT s&Fihgas- teré®dr détectioni Codedfthe dontrol page of the unit #M+1
that is a new,unit to_perfqorm error detection, and in the event that no error has been detected (in the

event that e etrdtdetBetich code & Horntal  a88dmes that viriting 6F dts inf theSuhit#MA that is a

new unit has.begn completed in,a normal manner, erases the control page of the unit #1 that is an old
unit to set to the erased state (in Fig. 5, the unit number S PAD is set to a value O representing that

this unit is a buffeswaity thereby takingdhe ainfl dlras-admfferunit Sukseguentlyrasi described in Fig.

4, writing of new data in the buffer unit is performed.
a value newer than the seguence number SEQ=X of the unit #1,
i.e., a value X+1 obtained by updating the sequence number
SEQ=X. Accordingly, with regard to the two units #1 and
$M+1 of which the unit numbers S PAD are values 1, the unit
#M+1 in which the latest data has been written, and the unit
#1 in which data was written in the past (of data written in
units of which the unit numbers $ PAD are values 1, a unit
storing data written immediately before the latest data) can
be distinguished by referencing the segquence numbers SEQ.

Here, in the event that there are two units having the

same unit number S PAD, of the two units thereof, a unit in
which the latest data i1s written (& unit having a greater
sequence number in the present embodiment} will also be
referred to as a new unit,, and a unit in which data was
written in the past (a unit héving a smaller sequence
number) will also be referred to as an old unit.

Subsequently, the command sequencer unit 23 erases the
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On the other hand, as a result of error detection using CRC serving as the error detection code of the
control page of the unit #M+1 that is a new unit, in the event that an error has been detected (in the
event that the error detection code is an error), the command sequencer unit 23 returns the state of
the memory unit 24 to a state immediately before writing of data in the unit #M-t-1 that is a new unit is
performed assuming that writing of the data inthe unit #M+1 that is a new unit has not been completed
in a normal manner, for example.  That is to say, the command sequencer unit 23 erases the control
page of the unit #M+1 that is a new unit to set to the erased state (in Fig. 5, the unit number S_PAD is
set to a value O representing that this unit is a buffer unit), thereby taking the unit #M+1 as a buffer
unit. Subsetftehtly; laLdeddibetf Fig 14 Surting?thef tatetin tHe btier Dfit I dérformed.

Processing of Wireless Tﬁg 20 Fig. 6 is Eiflowchart f%rhdesc(r)illpligg Otlfe Eé)rocess%ngd%{g the wireless tag

20 in Fig. 2. %?é:ﬁﬁa hpereaﬁé:r?dggcr}lpefison Will beTotused or one user bioek, Snd processing as to

the one userihlogk thereef will be-degeribed. unic, and sets to the erased state,
thereby writing processing for writing data in the memcry
unit 24 is completed with the unit #1 as a new buffer unit.

Note that, as described above, the unit number S PAD is
not appended to buffer units, but in Fig. 4, the unit number
8 PAD of the unit #1 serving as a new buffer unit is set to
a value 0 representing that this unit is a bhuffer unit.

As described above, the command segquencer unit 23
writes, in accordance with the write command from the
reader/writer 10, data in the unit #M+1 serving as a buffer
unit, writes the unit number S PAD=1 of the unit #1 that is
an cbiect unit as the unit number of the buffer unit, and
takes the unit #1 as a new buffer unit, thereby consequently
performing writing of data as to the unit #M+1 of which the
unit number S5_PAD is é value 1 that has become an cobiect
unit.

As a result thereof, with the memory unit 24, with
regard to data stored in the units of which the unit numbers
S PAD are values 1, the latest data (data written in the
unit #M+1 in Fig. 4}, is written while the immediately
preceding (last) data (data written in the unit #1 in Fig.

4) remains, whereby memory corrupition, i.e., for example, a

case where inconsistency has occurred in data stored in the



Upon the reader/writer 10 and the wireless tag 20 approaching, the NF signals from the reader/writer
10 being received at the RF unit of the wireless tag 20, and power supply to appropriate blocks of the
wireless tag 20 being started, the command sequencer unit 23 is activated. Subsequently, before
receiving the command from the reader/writer 10 after activation, the command sequencer unit 23
starts, for example, predetermined activation processing for performing proximity communication with
the reader/writer 10, such as initializing of an unshown internal register, or the like. Further, the
command sequencer unit 23 erases all the pages of the buffer unit of the memory unit 24 (performs
just processing to set to the erased state) to set to the erased state during the activation processing.
SpecificaljeiresteEp 811t the commar séfuencer baik 23tconfifiis ither Unit noatsers S PAD of the
control pa%es of Mil. units #1 through #M+1 making up a user block of interest of the memory unit 24,

and the procB&difig prodeedt thikte €192/ “ih'step S12, e comitarissetitiéntef unit 23
determines, fased gn the sonfirmationdgsult of the unit,aumber. S RAR in step, gLl whether or not

there are units (two units) having the same unit number S PAD
Fig. 5 is a diagram for describing handling of memory

corruption. In Fig. 5, before writing, in the same way as
with the case in Fig. 4, the M+1l'th unit #M+1 unit #M+1
serves as a buffer unit, and the other first through M'th
units #1 through #M serve as data units. Also, before
writing, the unit number S PAD of the data unit #m has a
value m, and the unit number 3 PAD of the unit #M+1 serving
as a buffer unit has a value 0 representing that this unit
is a buffer unit.

Now, for example, in the same way as with the case in
Fig. 4, let us say that a write command for requesting
writing of data with a unit of which the unit number S PAD
is a value 1 as an object unit has been transmitted from the
reader/writer 10 to the wireless tag 20 along with the data.

In this case, the command sequencer unit 23 writes, as
described in Fig. 4, in accordance with the write command
from the reader/writer 10, the data transmitted along with
the write command in the unit #M+1 serving as a buffer unit
(unit of which the unit number S PAD is & value 0).

Further, the command sequencer unit 23 writes, as
described in Fig. 4, the same unit number S5 PAD=1 as the

unit number 3 PAD=1 of the unit #1 that is an object unit,



In the event that determination is made in step S12 that there are no units having the same unit
number S PAD, i.e., in the event that there are units of which the control pages are in the erased state,
i.e., there are buffer units, the processing skips steps S13 through 315 and proceeds to step 516. '
Also, in the event that determination is made in step S12 that there are units having the same unit
number S_PAD, i.e., for example, in the event that since the writing processing last performed has not
been completed, as described in Fig. 5, there are no buffer units that are units of which the control
pages are in the erased state,-and there are two units having the same unit number S_PAD, the
processing proceeds to step S13, where the command sequencer unit 23 uses of the two units having

the same tift NERBENS PADITRE Brrof defdetiBn Todedf & dhitthdvirg @i 88§uéhte number SEQ
(new unit) to perform error detection for I%:'t

erform erjor detection for determiniog whether or0ot the neyy uni hgs ap erfor.  In
the eventlt]ﬁ)a d%fer%lnatlon |sqma8e In ste;;%ff:s t%a the néw unit has an %\%’OI’ ﬁﬁe error oPetectlon
code is abnormay), thei procgssing proceeds o slen sld.whergthe: command sequgncer unit 23
confirms, of the two units having the same unit number S_PAD, a unit having a older sequence
number SE£) éold finithas the tatest-vnitdp whiclytheslatestnodrfmal writing has beehqerformed.
Further, in step S14, the command sequencer unit 23confirms the other u(new unit) of the two units
having thé §ameuritifuriBer-S PAD 3% Biffdhimitiant the précessing proceBds - step S16. Also,
in the eve&t}&htat che)tesrrenfinaﬁtggntigern%%%isnegtegtat@, whereby the writing
processing for writing data in the memory unit 24 is
completed with the unit #1 as a new buffer unit.
Now, let us say that during the writing processing,
i.e., for example, while the unit number S PAD=1, the
sequence number SEQ updated to a predetermined value Y, and
the error detection code have been writing in the control
page of the unit #M+]l serving as a buffer unit, the wireless
tag 20 has been separated from the reader/writer 10, and
power has not been supplied to the wireless tag 20 (power
disconnect).
In this case, the command seguencer unit 23 recovers
the storage ccntent of the memory unit. 24 at the time of
being activated (at the time of the next activation) by the
reader/writer 10 and the wireless tag 20 approaching, and
power being supplied.
Specifically, for example, if we say that of the unit
number S PAD=1, the sequence number SEQ of a predetermined

value Y, and the error detection code, at least the unit

number 5 _PAD=1, and the sequence number SEQ updated to a

- 20 -



313 that the new unit has no error (the error detection code is normal), the processing proceeds to
step 315, where the command sequencer unit 23 confirms, of the two units having the same unit
number S PAD, a unit having a newer sequence number SEQ (new unit) as the latest unit in which the
latest normal writing has been performed. Further, in step 315, the command sequencer unit 23
confirms the other unit (old unit) of the two units having the same unit number S PAD as a buffer unit,
and the processing proceeds to step 316. In step 316, the command sequencer unit 23 determines
whether or not the control page of the buffer unit is in the erased state. In the event that
determination Is made in step 316 that the control page of the buffer unit is in the erased state, i.e., in
the event #FRRASIHG O itk Fontis] pageist tHe buffeéruait has beehiperformeddn |&ér-88scribed step

322 of the writing, processing last performed, the processing skips step 317 to proceed to,step 318.
Also, in th‘érgv%r% it detdrmindiciistmadé %egtelﬁ)@l% that'the-Edntrdi PAgE of the blifferunit is not

in the eragadstafe, J.&¢.JA the gyent that erasing,of the control,page; of the-byffer unit.has not been
performed in later-described step 322 of the writing processing last performed, and accordingly, there
might not have beeniperformedar have the same value 1.

As described in Fig. 4, with regard tc the two units #1
and #M+1 of which the unit numbers S _PAD are values 1, The
unit (new unit) #M+1 in which the latest data has been
written, and the unit {old unit) #1 in which data was
written in the past can be distinguished by referencing the
sequence numbers SEQ.

At the time of the next actiwvation, the command
sequencer unit 23 uses CRC serving as the error detection
code of the contrel page of the unit #M+1 that is a new unit
to perform error detection, and in the event that no error
has been detected {(in the event that the error detection
code 1s normal), assumes that writing of data in the unit
#M+1 that 1is a new unit has been completed in & normal
manner, erases the control page of the unit #1 that is an
old unit to set to the erased state (in Fig. 5, the unit
number S PAD is set to a value 0 representing that this unit
is a buffer unit), thereby taking the unit #1 as a buffer
unit. Subseguently, as described in Fig. 4, writing of new
data in the buffer unit is performed.

On the other hand, as a result of error detection using

CRC serving as the error detection code of the control page
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accumulation of electric charge to the floating gate equivalent to a level wherein a sufficient retention
property can be maintained regarding the control page of the latest unit in which writing of data was
performed, serving as a buffer unit at the time of the writing processing last performed, in step 521
performed immediately before step 522, the processing proceeds to step 517, where the command
sequencer unit 23 performs, as to the control page of the latest unit, rewriting of the storage content of
the control page thereof, and processing proceeds to step 518.  With the rewriting of the storage
content of the control page of the latest unit in step 517 to the control page, the command sequencer
unit 23 writes the stored contents of the control page of the newest unit to the one control page alone,
changes thé cohtrolpade tdlthe Wiieitg Staté, avd’aséuulates albetrie tharge toxthesfioating gate
equivalent to a level wherein a sufficient retention gro er%:/ can, be maintained. Thus, with regard to

the controf pagé of fife REWEstUItWhere dafh hal b&&r iritteh Hue dhavig Been the buffer unit at
the previoys wyrite processing, in the exent that there might.not have hesn performed accumulation of

electric charge to the floating gate equivalent to a level wherein a sufficient retention property can be
maintaineddegarging the eaniral pagewfdhedatestunitittwizich cwriting ekdata was performed,
serving as a buffer unit at the time of the writing processing last performed, rewriting of the control
page of therafsst aipft 19 peddrmed vahid-ascordinghia evehwhereacouhiulétion of-glettricscharge as to
the floating gate was insufficient due to the reader/writer 10 and the wireless tag 20 having been

separated befofe ABdumartiBh of SoRffert LTeltnt ehiryead' o the Hoating Yake (tc@imutation of
electric charge as {0 the,fleating gate_equiyalent to;a quggwgglgeigégﬁicj;e&;li%gtggggn property can be

maintained) was performed, or the like, electric charge Is sufficiently accumulated as to the floating
gate accordingdQ thesprocessingdn stepdl 4 performed during this activation processing, and the
retention property can be maintained. In step 318, the command sequencer unit 23 erases all the

pages of the bufférainit. andsessiio theheragetstatd, sequencer unit 23 erases

the control page of the unit #M+1 that is a new unit to set
to the erased state (in Fig. 5, the unit number S PAD is set
to a value 0 representing that this unit is a buffer unit),
thereby taking the unit #M+1 as a buffer unit. Subsequently,
as described in Fig. 4, writing of new data in the buffer
unit i1s performed.
Processing of Wireless Tag 20

Fig. 6 1s a flowchart for describing the processing of
the wireless tag 20 in Fig. 2. Note that hereafter,
description will be focused on one user block, and
processing as to the one user block thereof will be
described.

Upon the reader/writer 10 and the wireless tag 20
approaching, the RF signals from the reader/writer 10 being
received at the RF unit of the wireless tag 20, and power

'supply to appropriate blocks of the wireless tag 20 being
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The following processing in step Sl through 318 is performed during the activation processing. With
the wireless tag 20, upon the activation processing being completed, the processing proceeds from
step 318 to step 319, where the wireless tag 20 proceeds to a command standby state to wait for a
command from the reader/writer 10.  After awaiting for a command to be transmitted from the
reader/writer 10, the processing proceeds from step 319 to step 320, where the RF unit 22 receives
the command from the reader/ter 10, supplies to the command sequencer unit 23, and the processing
proceeds to step S21. For example, now, let us say that the command from the reader/writer 10 is
a write command, writing processing is performed in step 521 and subsequent step 322 in accordance
with the wiiteiebinandithersstnand sequencer unit 23 is activated.

Subsequently, before receiving the command from the
reader/writer 10 after activation, the command seguencer
unit 23.starts, for example, predetermined activation
processing for performing proximity communication with the
reader/writer 10, such as initializing of an unshown
internal register, or the like.

Further, the command seguencer unit 23 erases all the
pages of the buffer unit of the memory unit 24 (performs
just processing to set to the erased state) to set te the
erased state during the activation processing. Specifically,
in step S11, the command sequencer unit 23 confirms the unit
numbers S PAD of the control pages of M+l units #1 through
#M+1 making up a user blcock of interest of the memory unit
24, and the processing proceeds to step S12.

In step 812, thé command seguencer unit 23 determines,
based on the confirmation result of the unit number $§ PAD in
step 511, whether or not there are units (two units) having
the same unit number 5 PAD.

In the event That determinaticn 1s made in step S12
that there are no units having the same unit number S PAD,
i.e., in the event that there are units of which the control
pages are in the erased state, i.e., there are buffer units,
‘the processing skips steps 313 thrcocugh 815 and proceeds To

step S516.



Specifically, in step 321, the command sequencer unit 23 writes, in accordance with the write
command from the reader/writer 10, data transmitted from the reader/writer 10 along with the write

" command thereof in pages other than the control page of the buffer unit (performs just processing for
proceeding to the writing state) to set to the writing state. Here, with an existing wireless tag, at the
time of writing of data in nonvolatile memory, erasing for changing the memory cell to the erased state
is performed after reception of the write command from a reader/writer, and then writing for changing
the memory cell in the erased state to the writing state is performed. In Fig. 6, erasing of all the
pages of the buffer unit has already been performed in step S18 performed during the activation
processing, and?aegordinglytBrasiiccades hotthalfettore péridrpied Beforlwritingditsiep S21.  In
step 521, the command se%uencer unit 23 writes data in pages other than the control gage of the

buffer unit &md-then fuRREF wites (ity-wurites) thi UhitUFTHEY, SBcuere@HimMber, and error
detection code fo the cantrgl page of the buffer unit tq gt to the writing stafe; . ; Note that the unit

number written'in the control page of the buffer unit in step 321 is the unit number of an object unit in
which theglata isswritign,1anrgd: isdaeladed dy theawriteseomanandfearp the egdervriter, for example.
described in Fig. 5, there are no buffer units that are
units of which the control pages are in the erased state,
and there are two units having the same unit number S PAD,
the processing proceeds to step 513, where the command
sequencer unit 23 uses of the twoe units having the same unit
number S PAD, the error detection cocde of a unit having a
new sequence number SEQ {(new unit) to perform error
detection for determining whether or not the new unit has an
error.

In the event that determination is made in step 813
that the new unilt has an error (the errcor detection code is
abnormal), the processing proceeds to step 514, where the
command seguencer unit 23 confirms, of the two units having
the same unit number S PAD, a unit having a older sesguence
number SEQ {(old unit) as the latest unit in which the latest
normal writing has been performed.

Further, in step S14, the command seguencer unit 23
confirms the other unit (new unit) of the two units having
the same unit number S PAD as a buffer unit, and the
processing proceeds to step Sl6.

Also, in the event that determination is made in step
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Also, the sequence number written in the control page of the buffer unit in step 321 is a value obtained
by incrementing the sequence number already written in the control page of the object unit by one.
Further, the error detection code written in the control page of the buffer unit in step 321 is obtained as
to data written in pages other than the control page of the buffer unit at the command sequencer unit
23 (or the data thereof, and the unit number written in the control page, and the sequence number).
Upon the data being written in pages other than the control Page of the buffer unit, and further the unit
number, sequence number, and error detection code being written in the control page of the buffer
unit, in step 321 the processing proceeds to step 322, where the command sequencer unit 23 erases
the controf pagé 'of a Urie(data uR®) haidg this&heseqliehée Atrber a8 tRe seftiefGE Rumber
writ_ten in thse %%nlglr% Pjage tcﬁ_ the bgfégrs lénit in imrngggig&esly Qrecsedér_\ §£950 5%%’63%0' %%mpletes the
writing processing. Specfﬁcgﬁ:y, uponjtﬁlg s@quence Rumber bé gwritten'in the control page of the

buffer unitipimmediately.preceding step 521, theuser:blogk in-interegtis,in astatein which there are
two units of a new unit (a unit that has been a buffer unit where writing of the control page was

performed:insinyaediately precedirg Stepr321,) and.ari olduniti that is alsean abjecteunitas the units of
the sequence number thereof. In step S22, the command sequencer unit 23 takes, of the new unit
and the ol FHETherdof, (thevoldunit théreof a8 aléVe BuffePdtit by erasing (61§ efasifg)-the control

pageOfﬂﬁgﬁ%g@ﬂég?&%ﬁgﬂ%&s been performed.

Further, in step $15, the command seguencer unit 23
confirms the other unit {old unit) of the two units having
the same unit number S PAD as a buffer unit, and the
processing proceeds to step S1b6.

In step 3816, the command sequencer unit 23 determines
whether or not the control page of the buffer unit is in the
erased state.

In the event that determination is made in step S16
that the control page of the buffer unit is in the erased
state, i.e., in the event that erasing of the contrecl page
of the buffer unit has been performed in later-described
step 822 of the writing processing last performed, the
processing skips step S17 to proceed to step S18.

Also, in the event that determination is made in step
516 that the control page of the buffer unit is not in the
erased state, i1.e., in the event that erasing of the control
page of the buffer unit has not heen periormed in later-

described step 522 of the writing processing last performed,

and acceordingly, there might not have been performed
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As described above, with the wireless tag 20, the command sequencer unit 23 is activated by the RE
signals from the read/writer 10 being received at the RE unit 22, and erases all the pages of the buffer
unit during the activation processing performed before receiving the command from the reader/writer
10 after the activation (step S18), and accordingly, after receiving the write command from the
reader/writer 10, just writing for changing the memory cell to the writing state has to be performed
without performing erasing for changing the memory cell to the erased state, with writing of data in the
memory unit 24 which is nonvolatile memory. Accordingly, after receiving the write command, with
writing, even when taking the same time as with the related art for electric charge accumulation time
(time for GREGHUTHTHE SIBCFIE chafge a3 fo tHEAGHRIng Y atBFfof Hre Fétaftich pfoperty for maintaining
the writingestagg} éiﬂ% since the erite command, was rec%i¥ed untiltthg writing processing for writing
data in the ﬁwuemory unit 24° isacorﬁgl%fed“ v?rﬁﬁﬁbnpr%cg sinéﬁﬁ%} can be reduced by an amount

equivalent.to.ibe time sayeq. by erasing being omitted: That isifo sayy.the.same setention property as

with the related art can be maintained, and also the writing processing time can’be reduced. = Note
that, in the eventtthatdetetminatidatis madeiinsteyF 5421in Fig: 6 thattheredsino switshaving the same
unit number S_PAD, i.e., in the event that there is a buffer unit of which the control page is in the
erased st@®, an® i fHereveht thattdetermibafion isfrmhde i 5teplS U3 it he hthsurieAas an error,

and in step S14, of the two units having the same unit number,S PAD, the old unit (a unijt having an
older seqiienceimber éEQf?se%kézisqﬁéﬁé&eﬁﬁiﬁ%ﬁ%go“ﬁ1]ey nél URitTs takeh asa buffer unit,

in either cage, the pracessing has beep arrangeddn pegeeed fo.step 316, butpthese cases, the
processing may proceed to step S18 instead of step 316. That is to say, as described above, in step
516 segquencer unit 23 performs, as to the control page of the
latest unit, rewriting of the storage content of the control
page therecf, and processing proceeds to step 518.
With the rewriting of the storage content of the
control page of the latest unit Iin step S17 to the control
page, the command seguencer unit 23 writes the stored
contents of the control page of the newest unit to the one
control page alone, changes the control page to the writing
state, and accumulates electric charge to the floating gate
eguivalent to a level wherein a sufficient retention
property can be maintained.
Thus, with regard to the control page of the newest
unit where data has been written due to having besn the
buffer unit at the previous write processing, in the event
that there might not have been performed accumulation of
electric Chafge to the floating gate equivalent to a level
wherein a sufficient retention property can be maintained

regarding the contrcel page of the latest unit in which
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determination is made whether or not the control page of the buffer unit is in the erased state.
Subsequently, in the event that the control page of the buffer unit is not in the erased state, there might
have been a possibility that with the writing processing last performed, erasing of the control page of
the buffer unit was not performed in step S22, and accordingly, writing in step S21 immediately before
step 522 was not completed until accumulation of sufficient electric charge as to the floating gate is
performed regarding the control page of the latest unit that serving a buffer unit at the time of the
writing processing last performed where writing of data was performed, and accordingly, in step S17
rewriting of the control page of the latest unit is performed to maintain the retention property of the
control pajé of e |gtéstdfie Waonths GtHeekand: §i StepiSER, @ case Whereldétermmation is made
that there a%e no units h vir}?ﬁthe same unit number S PAD is a case where there is a buffer unit of

Ehtror page’is in'the Bfased Stalé AndiA thE evéritthBE therd T4 buff&r anit if $tep 522

which the €

serving as.the.writing, processipg dast performed, erasing, of the control page of the.unit serving as the

buffer unit thereof was performed, and accordingly, writing in step 321 was completed regarding the
unit serving-as thex bidffer unitvatrthe tigne atthenwnting processingdast performedyand saccpimulation of
sufficient electric charge as to the floating gate was performed regarding the control page of the unit
thereof. CINECERdidGIy heTetentiohpropery bt thecednteblpafe canchermaditainediand accordingly,

rewriting of the cantrolpage does not have tq be performed in step S17. Also, in the event that there
are two units &\ﬁné’?ﬁ% g’%%ﬁ?tsnlﬁﬁﬁelzé PAT A1 tHeS0ld Uit oTthé g BhitS thereof is taken as

the latest ynitin, stepS14, With tggard L the-contiol page of the old unit servingas the latest unit,

when the old unit was a buffer unit the last time, rewriting of the control page was performed in step

S17 during the activatipntprocessingpesformed aftes Uata-was Writtenas apprepriates and accordingly,
the retention property of the control page has already been maintained, and rewriting of the control
page doe$ neehaveEtcbd pefarmed hesteptS12thistifme. wherein sufficient

retention property can be maintained) was performed, or the
l1ike, electric charge 1s sufficiently accumulated as to the
floating gate according to the processing in step S17
performed during this activation processing, and the
retention property can be maintained.

In step 8518, the command sequencer unit 22 erases all
the pages of the buffer unit, and sets to the erased state.

The following processing in step S11 through S$S18 is
perfermed during the activation processing. With the
wireless tag 20, upon the activaticn processing being
completed, the processing proceeds from step 3518 to step S$19,
where the wireless tag 20 proceeds to a command standby
state To wait for a command from the reader/writer 10.

After awaiting for a command to be transmitted from the
reader/writer 10, the processing proceeds from step S18 to

step S20, where the RF unit 22 receives the command from the

- 27



Accordingly, in the event that determination is made in step 312 that there are no units having the
same unit number S PAD, and in the event that the old unit of the two units having the same unit
number S PAD is taken as the latest unit in step 514, in either case, the retention property of the
control page has already been maintained, and accordingly, in these cases, the processing may
proceed to step 318 instead of step S16. Writing Processing Time Fig. 7 is a diagram for
describing the writing processing time of the wireless tag 20. Thus, with an existing wireless tag, at the
time of writing of data in nonvolatile memory, erasing for changing the memory cell to the erased state
is performed after reception-of the write command from a reader/writer, and then writing for changing
the memokfFBER Y thelérased Staté 19 WFitiRg state is peHaifed IHHRB YRy, Avhethbd for

performin% era irﬂ and writinﬁﬁfor writing d:latq_ after recegg n of a write command to write the data

of
in the nonvg%ti &' memory will hieteferred to ds Z%imUltahedts method. On the other hand, as

described in Figz6,.a method wherein during the activation procgssingof ihe,wirelessdag 20, erasing
of all the pages of the buffer unit is performed
reader/writer 10 is a write command, writing processing is
performed in step 521 and subseguent step S22 in accordance
with the write command thereof.

Specifically, in step 3521, the command seguencer unit
23 writes, in accordance with the write command from the
reader/writer 10, data transmitited from the reader/writer 10
along with the write command therecf in pages other than the
control page of the buffer unit (performs Jjust processing
for proceeding to the writing state) to set to the writing
state.

Here, with an existing wireless tag, at the time of
writing of data in nonvelatile memory, erasing for changing
the memory cell to the erased state is performed after
reception of the write command from & reader/writer, and
then writing for changing the memory cell in the erased
state to the writing state is performed.

In Fig. &, erasing of all the pages of the buffer unit
has already been performed in step S18 performed during the
activation processing, and accordingly, erasing does not
have to be performed before writing in step 8521.

In step 3521, the command sequencer unit 23 writes data

in pages other than the control page of the buffer unit, and



(only erasing of erasing and ting for writing of data is performed), and after reception of the write
command from the reader/writer 10, writing of data is performed- (only writing of erasing and writing for
writing of data is performed) as to the buffer unit, thereby writing the data in the memory unit 24, will be
referred to as a separation method.  With the simultaneous method, as illustrated in Fig. 7, upon a
wireless tag and a reader/writer being in the approaching state, and output of RF signals from the
reader/writer being started, the wireless tag is activated with the RF signals thereof as power supply,
and activation processing is started. Further, the wireless tag awaits polling being transmitted from the
reader/writer after completion of the activation processing, receives the polling thereof, and returns a
response ‘as4o the polliag thereots (only writes) the unit number, sequence

number, and error detection code to the control page of the
buffer unit to set to the writing state.

Note that the unit number written in the control page
of the buffer unit in step 3521 is the unit number of an
object unit in which the data is written, and is included in
the write command from the reader/writer, for example.

Also, the seqguence number written in the control page

f the buffer unit in step SZ1 is a wvalue cbtained by
incrementing the sequernce number already written in the
control page of the obiect unit by one.

Further, the efror detection code written in the
control page of the buffer unit in step 321 is obtained as
to data written in pages other than the control page of the
buffer unit at the command seguencer unit 23 (or the data
therecf, and the unit number written in the control page,
and the seguence number).

Upon the data being written in pages other than the
control page of the buffer unit, and further the unit number,
seguence number, and error detection code being written in
the contrel page of the buffer unit, in step $S21 the
processing proceeds to step S22, where the command seguencer
unit 23 erases the control page of a unit {data unit) having
the same sequence number as the seguence number written in

the control page of the buffer unit in immediately preceding
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Note that time after output of the RF signals until the reader/writer transmits polling is several 10
milliseconds or so, for example. The activation processing ends for 10 milliseconds or so, for example.
Subsequently, upon a write command being transmitted from the reader/writer, the wireless tag
receives the write command thereof. Further, the wireless tag performs writing processing for writing
data transmitted from the reader/writer along with the write command in nonvolatile memory in
accordance with the write command from the reader/writer. ~ Note that time since the reader/ writer
received the response from the wireless tag until transmission of the next command is started is 2.4
milliseconds or more, for example. Upon the writing processing being completed, the wireless tag
returns a rEsponse orrd8FordiRg 16 e wriE commianty P a&edesdiBed above, with the writing

processing of th% simultane method agﬁg rec?tion of the wgterc mmand, the wireless tag

performs erasing Bhd j\-NI’fII(I:’I% omrit%pdgaf%a in ROMV gﬁ"lrécrﬁer%%. cc ?dliﬁglyfqi]f J\7vtebse§y that a unit

(buffer unit}is made up-of K.pages time fas erasing anepage i§n‘iﬁ‘é%lé%§ff%§£@9e@%&'59 takes
time used for writing one page as TW second, it takes K x (Te Tw) seconds to perform the writing
processingofthe Simultaneousemethddok in interest is in a state in which

there are two units of a new unit (a unit that has been a

buffer unit where writing of the control page was performed

in immediately preceding step S21) and an old unit that is

also an object unit as the units cf the sequence number

thereof.

In step 3822, the command seguencer unit 23 takes, of
the new unit and the ¢ld unit thereof, the old unit thereof
as a new buffer unit by erasing (only erasing) the control
page c¢f the old unit (cbiject unit).

As described above, with the wireless tag 20, the
command sequencer unit 23 1z activated by the RF signals
from the read/writer 10 being received at the RF unit 22,
and erases all the pages of the buffer unit during the
activation processing performed before receiving the command
from the reader/writer 10 after the activation (step $S18),
and accordingly, after receiving the write command from the
reader/writer 10, just writing for changing the memory cell
to the writing state has to be performed without performing
erasing for changing the memory cell to the erased state,
with writing of data in the memory unit 24 which is

nonvelatile memory.

_30_



On the other hand, with the separation method as illustrated in Fig. 7, upon the reader/writer 10 and
the wireless tag 20 being in the approaching state, and output of RF signals from the reader/writer 10
being started, the wireless tag 20 is activated with the SF signals thereof as power supply, and
activation processing is started. With the activation processing, as described in Fig. 6, erasing of
all the pages of the buffer unit is performed at the wireless tag 20. After completion of the activation
processing, the wireless tag 20 awaits polling being transmitted from the reader/writer 10, receives the
polling thereof, and returns a response corresponding to the polling thereof. Subsequently, upon a
write command being transmitted from the reader/writer 10, the wireless tag 20 receives the write co
and thereof. Furfrezothiiwizeless tdg-20 parforins. i atéordandd withawatelcomiidnd from the
read/writer 10, writing processing for writin% data transmitted from the reader/writer 10 along with the

write comHiaht th8redt Ti¥ {th& Bufffer @it oF) themEmidry biit2428uBddduertty, GEOf & writing

processing heing,completed. the wirgless tag 20, (atyins 3 response cogrespanding to the write

command. With the writing processing of the separation method, as described in Fig. 6, after reception

of the write command,ithe wireless-tag 20 perferms just wiitingn (alt thespages:of) the-buffer unit, and
writes data in the memory unit 24. That is to say, erasing of the buffer unit has already been performed

during thetactivation processing; eadtaccordingly, afesing ofthetsuffer Unitis net paformed (does not

have time since the write command was received until the writing
processing for writing data in the memory unit 24 is
completed (writing processing time) can be reduced by an
amount eguivalent tTo the time saved by erasing being omitted.
That is to say, the same retention property as with the
related art can be maintained, and also the writing
processing time can be reduced.

Note that, in the event that determination l1s made in

step 312 in Fig. ¢ that there is no unit having the same
unit number 3 PAD, i.e., in the event that there is a buffer
unit of which the control page is in the erased state, and
in the event that determination is made in step S13 that the
new unit has an error, and in step 814, of the two units
having the same unit number S PAD, the old unit (a unit
having an older seguence number SEQ) is taken as the latest
unit, and also the new unit is taken as a buffer unit, in
either case, the processing has been arranged to proceed to
step Sl6, but in thess cases, the processing may proceed to
step 518 instead of step S516.

That is to say, as described above, in step 816



to be performed) after reception of the write command from the reader/writer 10.  With the
separation method, after performing writing in the buffer unit (step S21), as described in Fig. 6, the
wireless tag 20 performs erasing of one page that is the control page of the object unit (step S22), and
the writing processing is completed. Accordingly, as described above, if we say that the buffer unit is
made up of K pages, time for erasing one page is taken as Te second, and also takes time used for
writing one page as TW second, time used for the writing processing of the separation method (writing
processing time) is Te + K x Tw seconds.  As described above, the writing processing time used for
the writing processing of the separation method is reduced by (K- 1) x Te (=K x (Te + Tw) - (Te + K x
Tw)) secontis a&rtotiparet o Th&'dffultdHeblis methodot  WsSdeseribéd above actording the
separatiorgnrlnfe%gord,uenr% ingsfogwri,ttipl% i%ggrf%rm%dﬁ,aacseif it were, in a preceding manner during the
activation processing, whereby the same rétention propérty as with the simultaneous method can be

maintained, andalsathe,writing pragessing time since-the wite command V‘@ég@c%iye‘éﬁén be
reduced. Another Embodiment of Logical Format of Memory Unit 24 Fig. 8 is a diagram for
describingraridgther embiodimentaf the lagiealdorsatiofthe tmemoneurit 24 dhcluded-# the wireless tag
20 in Fig. 1. The logical format in Fig. 8 is common to the case in Fig. 3 in that a portion of the storage
region of theSRemdpy Bt 2413 briedratoreliser Biscksrassigie oo sevicey Last

performed, erasing of the control page of the buffer unit
was not performed in step S22, and accordingly, writing in
step 321 immedietely before step 522 was not completed until
accumulation of sufficient electric charge as to the
floating gate is performed regarding the control page of the
latest unit that serving a buffer unit at the time of the
writing processing last performed where writing of data was
performed, and accordingly, in step S17 rewriting of the
control page of the latest unit is performed fTo maintain the
retention property of the control page of the latest unit.
On the other hand, in step 512, a case where
determination 1s made that there are nce units having the
same unit number S PAD is a case where there is a buffer
unit of which the control page ig in the erased state, and
in the event that there is a buffer unit, in step S22
serving as the writing processing last performed, erasing of
the control page of the unit serving as the buffer unit
thereof was performed, and accerdingly, writing in step SZ21
was completed regarding the unit serving as the buffer unit

at the time of the writing processing last performed, and
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However, the logical format in Fig. 8 differs from the case in Fig. 3 where the control information is
stored in a page (control page) in that another portion of the storage region of the memory unit 24 is a
control block storing the control information.  Here, in Fig. 3, one or more pages (data pages) in
which data is stored, and one control page in which the control information is stored are used for a
unit, and accordingly, a unit is made up of multiple pages, but in Fig. 8, the control information is
stored in the control block, and the control page is not used, and accordingly, a unit is made up of one
or more pages. In Fig. 8, a unit is made up of one page. Accordingly, in Fig. 8, a unit is equal to the
page. Also, in Fig. 8, data, CRC serving as the error detection code of the data thereof, and so forth
are storecFif @it fdduEl t6 & page) of atiser blgekt r i Theteorirel Blockds Maele up of M', double of
the numb%r of yser blocks, units (also §ervingda§ ages.in Fig, 8), for examgle. Accordingly, if we say
that the memory Unft 28 incIules, Fsrexampie: onesidet Bidek: Hve EoRtdI Brodiéitiudes the two units.
The contrelinfarmation;far.each user block is stored in the control block. The control information of
one user block is stored in two units of the control block.  Here, two units of the control block store
the control informationof age yset hlockavikkalsodie refersed tayas fwe waits of thescontral dlock
corresponding to the user block thereof. Now, if we focus on a certain user block, the unit numbers S
PAD of M&&1urits iiaking uprthe usen Bloek of istérest yonersetuichce humibern ERGBéEmANg as the
error detection codes of these (the unit numbers S PAD of the M+1 usnﬂt_]s, and the one sequence

number), BAd $016fR arestgtade to Pe performed in step «

Also, in the event that there are two units having the
same unit number S _PAD, and the old unit of the two units
thereof is taken as the latest unit in step S14, with regard
to the control page of the old unit serving as the latest
unit, when the old unit was & buffer unit the last time,
rewriting of the control page was performed in step 317
during the activation processing performed after data was
written as appropriate, and accordingly, the retention
property of the control page has already been maintained,
and rewriting of the control page does not have to be
performed in step $17 this time.

Accordingly, in the event.that determination is made in
step 512 that there are no units having the same unit number
S PAD, and in the event that the old unit of the two units
having the same unit number S PAD is taken as the latest
unit in step S14, in either case, the retention property of
the control page has already been maintained, and
accordingly, in these cases, the processing may proceed to

step 518 instead of step S516.
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in each of two units (pages) of the control block corresponding to the user block of interest as the
control information of the user block of interest. Here, each time data is written in the user block of
interest, after writing of data thereof, the control information of the user block of interest is alternately
in the two units of the control block corresponding to the user block of interest. Accordingly, the
latest control information of the user block of interest is stored in one unit of the two units of the control
block corresponding to the user block of interest, and the control information immediately before the
latest control information thereof was written is stored in the other unit. As described above, each
time data is written in the user block of interest, the control information of the user block of interest is
alternately wiitteRdn T 866 BiARS of tHeecontrol block corresponding to the user block of interest, and
accordingly, the latest c70netrol infr%rmation of the user block, of interest, and the control information

immediately befbrethe latest fomtraISAfoimation theraor wad Writtsh Arestdred, whereby memory
corruptioncaLbe handled; . Nete that fhestosage region i whigh the upitumbers S PAD of the

M+1 units are stored of each of the two units
existing wireless tag, at the time of writing of data in

nonvolatile memory, erasing for changing the memory cell to
the erased state is performed after reception of the write
command from a reader/writer, and then writing for changing
the memory cell in the erased state to the writing state is
performed. In this way, a method for performing erasing and
writing for writing of data after reception of a write
command to write the data in the nonvolatile memory will be
referred to as a simultaneous method.

On the other hand, as described in Fig. 6, a method
wherein during the activation processing of the wireless tag
20, erasing of all the pages of the buffer unit is performed
{(only erasing of erasing and writing for writing of data is
performed), and after reception of the write command from
the reader/writer 10, writing of data is performed (only
writing of erasing and writing for writing of data is
performed} as to the buffer unit, thereby writing the data
in the memory unit 24, will be referred tc as a separation
method.

With the simultanecus methoed, as illustrated in Fig. 7,
upon a wireless tag and a reader/writer being in the

approaching state, and output of RF signals from the



(pages) of the control block corresponding to the user block of interest are sectioned into M+1 storage
regions (hereafter, also referred to as "regions for unit numbers") in which information (hereafter, also
referred to as "unit number determining information") for determining the unit numbers S PAD of the
M+1 units making up the user block of interest is stored. Subsequently, of the M+1 units #1
through #M+1 making up the user block of interest, a value m is employed as the unit number
determining information of the m'th unit #m, and of the M+1 regions for unit numbers, the unit number
determining information #m of the unit #m of which the unit number S PAD is a value i is stored in the
i'th region for unit numbers from the top. Accordingly, of the M+1 regions for unit numbers, in the
event thaﬁﬁé%ﬁﬁﬂ%ﬁéﬁd&éﬁfﬁlﬁlr@mtloﬁ%nW§— stoted i thed'th fegieh foraftnumbers from

the top, of the M+1 unjts, #1 thro +1 makin the user block of interest, the unit number
S PAD oHhe b A1 GBI 22 Re HeRANET St 8 G (S b RhGor

determining inforgaation 41 of e Ui #m s wilen In et tegion for unitnupbets, and accordingly

the unit number S PAD of the unit #m is determined to be the value i, where y it can be said that the
unit numbes 51 PAD# of the wnitrtim is incfudedoin the contrakiaformation-in arsubstantial (equivalent)
manner. Here, in Fig. 8, as described above, one sequence number SEQ is included in the control
informatiohC8TthE tserbloek B ihterest varidlaccording s theSequerncelitimbat SEQ thereof will be

updated eveﬂ if data |%writte in a g unlt of the user block of interest. ,
ling thereof, returns response as to the polling

thereof.

Note that time after output of the RF signals until the
reader/writer transmits polling is several 10 milliseconds
or so, for example. The activation processing ends for 10
milliseconds or so, for example.

Subseqguently, upon a write command*being transmitted
from the reader/writer, the wireless tag receives the write
command therecof. Further, the wireless tag performs writing
processing for writing data transmitted from the
reader/writer along with the write command in nonvolatile
memory 1n accordance with the write command from the
reader/writer.

Note that time since the reader/writer received the
response from the wireless tag until transmission of the
next command 1s started is 2.4 milliseconds or more, for
exampie.

Upon the writing processing being completed, the
wireless tag returns a response corresponding to the write

command.
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That is to say, in Fig. 3, control information exists for each unit, and one sequence number SEQ is
included in the control information thereof, and accordingly, the sequence number SEQ included in the
control information of a certain unit will be updated each time data is written in the unit thereof. On the
other hand, in Fig. 8, control information exists for each user block, and one sequence number SEQ is
included in the control information thereof, and accordingly, the sequence number SEQ included in the
control information of a certain user block will be updated even if data is written in any unit-of the user
block thereof (will be updated each time data is written in the user block). Note that only one user
block can be provided to the memory unit 24, and in this case, it can be said that only one sequence
number SEQ exists & fo-thebféniory Uhit 241 T tHeeveiit Hatthe raemeRE anit 22 hastthe logical

format in Fig. 8, in the same way as with the case in Fig. 3, )
simultanecus method, after receptlon of the write command,

the wireless tag performs erasing and writing te write data
in nonvolatile memory. Accordingly, if we =ay that a unit
(buffer unit) is made up of K pages, time for erasing one
page is taken as Te second, and also takes time used for
writing one page as TW second, it takes K x (Te + Tw)
seconds to perfcorm the writing processing of the
simultaneous method,

On the other hand, with the separation method as
illustrated in Fig. 7, upon the reader/writer 10 and the
wirelesgs tag 20 being in the approaching state, and output
of RF signals from the reader/writer 10 being started, the
wireless tag 20 1is activated with the RF signals thereof as
power supply, and activation processing is started.

With the activation processing, as described in Fig. 6,
erasing of all the pages of the buffer unit is performed at
the wireless tag 20. After completion of the activation
processing, the wireless tag 20 awaits polling being
transmitted from the reader/writer 10, receives the polling
thereof, and returns a response corresponding to the polling
thereof.

Subsequently, upon a write command being transmitted
from the reader/writer 10, the wireless tag 20 receives the

write command thereof. Further, the wireless tag 20
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the command sequencer unit 23 performs data writing control as to the memory unit 24. Specifically,
for example, let us say that immediately before writing of data is performed (before writing), of the M+1
units #1 through #M+1 of the user block of interest, for example, the M+1'th unit #M+1 serves as a
buffer unit, and the other first through M'th units 1(1 through #M serve as data units. Also, let us say
that the unit number S PAD of the data unit #m has a value m, and the sequence number SEQ
(included in the control information) of the user block of interest has a value X.  Further now, for
example, let us say that a write command for requesting data writing to a unit of which the unit number
S PAD (of the user block of interest) has a value 1 has been transmitted from the reader/writer 10 to
the wireleB§ fa 20 2tong with SRF& 22 Cn this tade "hé@nfifiBia seqthénter it 23 writes, in
accordanq:e \évgg héaiwgtg g manggrionm th% (r)%adserévylritep Cl}g: t‘pre. at% trang,gwitted along with the write
command therot in the unit #M¥1 serv%gpas & buffer dnit instéad of a O%Jec?unit that is a unit to be
written, 1.6, the-unit#L of whigh thedinitaumber,SRAD has a,valyg 1,(the, unit hayingthe unit number
S _PAD where writing has been requested by the write command). Subsequently, the command
sequencetonit 23cupdatesthe contral informatienr ofithietusef bladleotiatesest. uni Thatis to say, as
for the control information of the user block of interest, as described above, the latest control
informatioR (ABFEaIt Falko réfepredtdas  hewdsd cBARSHAHMALIBAY8nd eBRt6ltRAformation
immediate;cl befare ttﬂe Iate%t cor%ré)l infgrmation th?greof IS written (lbereafte , also refe{red to as
"immediate yepr"vejclé%hn%sc?on fof ird orn11:<'§1§t|ounr'51fasirea stored i the rﬁgr%o?ys anit 249 ow,qgt us say that,
with the mgmery ynit24..control information C#t is stored as the newest control information of the user
block of interest, and control information C#t-1 is stored as the immediately preceding control
information of thieiuser tieck.of intenesty ro ddhescommand Segueneer-unit 23 takestthe control
information C#t as the control information of the updating source (hereafter, also referred to as
"updating 3®uFESESHRSt thfdFmatich"), andadpcite S tHeetpdatihgSouFée cantidl SnfeRTAERGIT so that the
unit number S PAD qof the upit # -61 servj g as a.buffer unit is set to the same gnit number S PAD=1
as the nit Hamber & BAD- 1 67 tHe Uk b1 THALTs HE SbfRet U Andtheruinit RUMbEFE PAD of the

unit #1 sepving gsa pew buiferynit is setto,a.valug Orepresgntingthatthis unit is;a byffer unit.
That is to say, erasing of the buffer unit has already been
performed during the activation processing, and accordingly,
erasing of the buifer unit is not performed (does not have
to be performed) after reception of the write command from
the reader/writer 10.

With the separation method, after performing writing in
the buffer unit {(step 521}, as described in Fig. 6, the
wireless tag 20 performs erasing of one page that is the
control page of the object unit (step S22), and the writing
processing is completed. Accordingly, as described above,
1f we =zay that the buffer unit is made up of ¥ pagss, Time
for erasing one page 1s taken as Te seccond, and alsc takes
time used for writing one page as TW second, time used for

the writing processing of the separation method (writing
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Further, the command sequencer unit 23 updates the sequence number SEQ included in the updating
source control information, and calculates a new error detection code. Subsequently, if we say
that the updating source control information obtained as a result of the above is represented as control
information C#t+1, the command sequencer unit 23 writes the control information C#t+1 in the control
information C#t-1 that is the immediately preceding control information of the memory unit 24 as the
control information of the user block of interest in an overwriting manner. As a result thereof, the
control information C#t+1 serves as the newest control information of the user block of interest, and
the control information C#t serves as the immediately preceding control information of the user block
of interestorocNetelthat,tihrtise eventlhat the meforyemitr24shas the logical format in Fig. 8, the
command sequencer unit 23 performs the following processing in stead of steps Sl through S18 in

Fig. 6 during the’SttiVation brocessing’ Spetificaly, the RBmti&itr SeqiEhcer tinit 2335es the error
detection gode of the newest conirol infarmation:toperfarmy. errordetection. ,, o Subsequently, in the

event that no error has been detected regarding the newest control information, the command
sequencerdnit 23degQgnizes the buffersunit-by refergncing theynewest<ontrgl infarmation, and erases
all the pages (one page in Fig. 8) of the buffer unit, and sets to the erased state. On the other
hand, in tieeeventihatsan enor has beendetectét régamkiry therfewest control information, the
command sequencer unit 23 references the immediately preceding control information to recognize

the buffer unit, efase&°AIFdf theatfeS 6t thé BhftEFuRit, arlefsel T8 tHe erased tite™?

erasing for writing is performed, as if it were, in a
preceding manner during the activation processing, whereby
the zame retention property as with the simultaneocus method
can be maintained, and also tThe writing pxoceséing Time
since the write command was received can be reduced.
Another Embodiment of Logical Format of Memory Unit 24

‘Fig. 8 is a diagram for describing another embodiment
of the logical format of the memory unit 24 included in the
wireless tag 20 in Fig. 1. The logical format in Fig. 8B is
common to the case in Fig. 3 in that a portion of the
storage region of the memory unit 24 is one or mores user
blocks assigned to a service.

However, the logical format in Fig. 8 differs from the
case in Fig. 3 where the contrcl information is stored in a
page {(contrcl page) in that another portion of the storage
ragion of the memory unit 24 is & control block storing the
control information.

Here, in Fig. 3, one or more pages (data pages) in

which data is stored, and one contrcl page in which the
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As described above, the command sequencer unit 23 performs up to setting the buffer unit to the
erased state during the activation processing. Subsequently, for example, upon a write command
being transmitted from the reader/writer 10, the command sequencer unit 23 performs data writing
control as to the memory unit 24 as described above.  However, in the event that an error has been
detected regarding the newest control information, the command sequencer unit 23 performs updating
with the immediately preceding control information as the updating source control information instead
of the newest control information, and writes the updating source control information obtained as a
result thereof in the newest control information in an overwriting manner. Processing of Wireless Tag
20  Incidentamt i Fig Bhaie Prockssifl Ui He Wirelessadg 20thas beer deséibed assuming that a

write command i% ,trar:%smitted to the Wirelr%s%tag 20 orzlly on g,ib t a write comm ncj{ rrlnaryibe
transmitted rom thE YedderfwrtBr 10 16 the WireldBs ?ag 26 mor8 thary %ﬁ@g’Fig@. is'a flowéhart for

describing the. processing of the, wireless tag 204n Hg,.2 in the evept that awrite.commpand is

transmitted from the reader/writer 10 to the wireless tag 20 once or more.
and the control page is not used, and accordingly, a unit is
made up of one or more pages. In Fig. 8, a unit is made up
of one page. Accordingly, in Fig. &, a unit is equal to the
page. Also, in Fig. 8, data, CRC serving as the error
detection code of the data therecof, and =o forth are stored
in a unit (egual to a page) of a user block.

The control block is made up of M', double of the
number of user blocks, units (alsc serving as pages in Fig.
.8), for example. Accordingly, 1if we say that the memory
unit 24 includes, for example, one user block, tThe control
block includes the two units. The contrel information for
each user block is =stored in the control block. The control
information of one user block is stored in two units of the
control block.

Here, two units of the control block store the control
information of one user block will also be referred to as
two units of the control block corresponding te the user
block thereof. Now, 1f we focus on a certalin user block,
the unit numbers S PAD of M+1 units making up the user block
of interest, cone seguence number, CRC serving as the error
detection codes of these (the unit numbers S PAD of the M+1

units, and the one seguence number), and so forth are stored
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Now, let us say that the logical format of the memory unit 24 of the wireless tag 20 is the format
illustrated in Fig. 3. With the wireless tag 20, in steps S41 through S50, the same processes in steps
Sll through S20 in Fig. 6 are performed, respectively.  Subsequently, in step 550, upon the RF unit
22 receiving the write command from the ‘reader/writer 10, and supplying to the command sequencer
unit 23, the processing proceeds to step 351, where the command sequencer unit 23 determines
whether or not all the pages of the buffer unit are in the erased state.  In the event that
determination is made in step S51 that all the pages of the buffer unit are in the erased state, the
processing skips step 552 and proceeds to step 553.  Also, in the event that determination is made
in step 5511th&eérie pagé of misretaf tHe baffer usitisthict i thd sfasellstate, the processing proceeds
to step S52, where the command sequencer unit 23 erases the buffer unit, and sets all the pages of

the buffer Unft't5 THE &raSEd State: Bnd” e prot8SSing prolestsd stéf 353° W& in step 352,
erasing of:the buffer upit may be performed l"l@gkal_!)@f the pages.of the buffer unit as an object, or may

be performed with, of the pages of the buffer unit, just the pages not in the erased state as an object.
Here, each time data is written in the user block of

interest, after writing of data thereof, the control
information of the user block cof interest is alternately
written in the twe units of the control block corresponding
to the user block cof interest.

Accordingly, the latest contrel information of the user
block of interest is stored in one unit of the two units of
the control block corresponding to the user block of
interest, and the control information immediately before the
latest ceontrol information thereof was written is stored in
the other unit.

As described above, each time data 1s written in the
user block of interest, the control information of the user
block of interest is alternately written in the two units of
the contrel klock correspending to the user block of
interest, and accerdingly, the latest control information of
the user pblock of interest, and the contrel information
immediately before the latest control infermation thereof
was written are stored, whereby memory corruption can be
handled.

Note that the storage region in which the unit numbers

S _PAD of the M+l units are stored of each of the two units



In steps S53 and 354, the same processes as steps 321 and 322 in Fig. 6 are performed, respectively.
After step 354, the processing returns to step 349, where the wireless tag 20 is in the command
standby state to wait for the command from the reader/writer 10. After awaiting the next write
command to be transmitted from the reader/writer 10, the processing proceeds from step 349 to step
350, and hereafter, in the same way, the processing in steps 349 through 354 is repeated. The
processing in steps 349 through 354 ends, for example, in the event that power supply is prevented
from receiving by the wireless tag 20 being separated from the reader/writer 10, or in the event that no
command has been transmitted to the wireless tag 20 from the reader/writer 10 for a predetermined
amount of firae ¢the comriand standbylstatecipistep 349 Trereontiniued forhe predatetdined amount of
time). Note that embodiments of the present invention are not restricted to the above

embodiméhits - vATduLHR R aHGHE Rfay B Berfdrméd RithBGt d&5ErHHg from the essence of the

mesenthﬁ@¥ghfter, also referred to as "regions for unit numbers")
in which information (hereafter, also referred to as "unit
number determining information™) fcr determining the unit
numbers S PAD of the M+l units making up the user block of
interest is stored.

Subseguently, of the M+1 unitse $1 through #M+1 making
up the user block of interest, a value m is employed as the
unit number determining information of the m'th unit #m, and
of the M+l regions for unit numbers, the unit number
determining information #m of the unit #m of which the unit
number S PAD is a value 1 is stored in the i'th region for
unit numbers from the tep.

Accordingly, of the M+l regions for unit numbers, in
the event that the unit number determining information #m is
stored in the i'th region for unit numbers from the top, of
the M+l units #1 through #M+1 making up the user block of
interest, the unit number S PAD of the m'th unit #m is the
value 1.

As described above, in Fig. 8, the unit number
determining information #m of the unit #m is written in the
1"th region for unit numbers, and accordingly, the unit
number S_PAD of the unit #m is determined to be the value i,

whereby it can be said that the unit number 5 _PAD#1 of the



Specifically, for example, with the present embodiment, EEPROM has been employed as the memory
- unit 24 which is nonvolatile memory, but nonvolatile memory, for example, such as FeRAM
(Ferroelectric Random Access Memory) or the like other than EEPROM may be employed as the
memory unit 24. However, the writing processing of the separation method is particularly useful for
nonvolatile memory having long electric charge accumulation time, for example, such as EEPROM.
Also, with the present embodiment, while one unit has been taken as a buffer unit, multiple units may
be employed as buffer units.  The present application contains subject matter related to that
disclosed in Japanese Priority Patent Application JP 2010-133181 filed in the Japan Patent Office on
June 10, 2010, the ehfire 86rteARCofvihich aré fefeliincbrigorated 5y reférefice. It should be
understoosdu?%gchéggg S 'Ileg in the art tgggvarious modifit(i:agons, combinations, sub-combinations and

. 13 eqQli1val manner. ere Il 10T . 3 Cy .
alteration$ ay 6¢cur depending oh deésign fequirements and other factors ihs6far as they are within

the scopefdhe appended claims,orf the equivalents, thereo :GLAIMS ciuded in the

contreol information of the user block of interest, and
accordingly, the sequence number SEQ thereof will be updated
even 1f data is written in any unit of the user block of
interest.

That is to say, in Fig. 3, control information exists
for each unit, and cne sequence number SEQ is included in
the contreol information therecf, and accordingly, the
sequence number SEQ included in the control information of a
certain unit will be updated each time data i1s written in
the unit therecof.

On the other hand, in Fig. 8, control information
exists for each user block, and one seguence number SEQ is
incliuded in the contrel information thereof, and accordingly,
the sequence number SEQ included in the control information
of a certain user block will be updated even if data is
written in any unit of the user block thereof (will be
updated each time data is written in the user block). HNote
that only one user block can be provided to tThe memory unit
24, and in this case, it can be said that only one sequence
number SEQ exists as to the memory unit 24.

In the event that the memory unit 24 has tﬁe logical

format in Fig. 8, in the same way as with the case in Fig. 3,



1. A communication device comprising:  communication means configured to perform proximity
communication with a reader/writer; and  control means configured to control writing of data as to
nonvolatile memory in accordance with a command from said reader/writer;  wherein a portion of the
storage region of said nonvolatile memory is a user block that is a storage region equivalent to the
minimum unit assigned to a service;  and wherein said user block includes a plurality of units;
and wherein said units include one or more pages that are the storage regions of a predetermined unit
where writing is performed;  and wherein at least one unit of a plurality of units making up said user
block is a buffer unit that serves as a buffer to buffer data to be written in said user block;

the command seguencer unit 23 performs data writing control

as to the memory unit 24. Specifically, for example, let us

say that immediately before writing of data is performed

{(before writing), of the M+l units #1 through #M+1 of the

user block of interest, for example, the M+l'th unit #M+1

serves as a buffer unit, and the other first through M'th

unite #1 through #M serve as data units. Also, let us say

that the unit number S PAD of the data unit #m has a value m,

and the seqgquence number SEQ (included in the cecntrol

information) of the user block of interest has a valus X.

Further now, for example, let us say that a write

command for requesting data writing to a unit of which the

unit number S PAD (of the user block of interest) has a

value 1 has besen transmitted from the reader/writer 10 to

the wireless tag 20 along with data.

In this case, the command seguencer unit 23 writes, in

accordance with the write command from the reader/writer 10,

the data transmitted along with the write command thereof in

the unit #M+1 serving as a buffer unit instead of an obiect

unit that is a2 unit to be written, i.e., the unit #1 of

which the unit number 8 PAD has a value 1 (the unit having

the unit number 5 PAD where writing has been requested by

the write command). Subsequently, the command seqguencer

unit 23 updates the control information of the user bleck of

interest.



and wherein said nonvolatile memory stores control information for controlling the storage region of
said nonvolatile memory;  and wherein said control information includes a unit number for
determining said units; and wherein said control means write data in said buffer unit in accordance
with a command from said reader/writer, write the unit number of an object unit that is a unit to
be written with data as the unit number of said buffer unit, and

That 1s to say, as for the control information of the
user block of interest, as described above, the latest
control information (hereafter, also referred to as "newest
control information™}, and control information immediately
before the latest contrel information thereof is written
{hereafter, also referred tc as "immediately preceding
control information") are stored in the memory unit 24.

Now, let us say that, with the memory unit 24, control
information C#t is stored as the newest control information
of the user block of interest, and contrel information CHt-1
is stored as the immediately preceding control information
of the user block of interest.

The ccommand seguencer unit 23 takes the control
information CH#t as the control information of the updating
source (hereafter, also referred to as "updating scurce
contrel information'), and updates the updating source
control information so that the unit number S PAD of the
unit #M+1 serving as a buffer unit is sst to the same unit
number S_PAD=1 as the unit number S PAD=1 of the unit #1
that is the object unit, and the unit number S PAD of the
unit #1 serving as a new buffer unit is set to a value 0
representing that this unit is a buffer unit,

Further, the command seguencer unit 23 updates the
sequence number 3EQ included in tThe updating scurce control

infermaticn, and calculates a new error detection code.



take said object unit as a new buffer unit, thereby performing writing of data in said object unit;  and
wherein said control means are activated by an RE signal being received from said reader/writer at
said communication means, and after activation, erase all of the pages of said buffer unit during
activation processing to be performed before receiving a command from said reader/writer. 2. The
communication device according to Claim 1, wherein said unit is made up of one page; and
wherein another portion of the storage region of said nonvolatile memory is a control block for storing
- control information for said every user block;  and wherein the control information of said user block
includes the unit number of each of a plurality of units that the user block has, and one sequence
number of which RSl Tstregulakly uptlated eadls tinfd dataisiwFiites i saidasonvolatile memory.

3. The communlceitlon device accordlng to Clalm 1 or 2, wherein said unit is made up of a plurality of
pages: inrormation cobtained as a result of the above 1s

represented as contrel information C#t+1, the command
seguencer unit 23 writes the control information CH#t+1l in
the control information C#t-1 that is the immediately
preceding control information of the memory unit 24 as the
control information of the user block of interest in an
overwriting manner. Ag a result thereof, the contrecl
information C#t+1l serves as the newest control information
of the user block of interest, and the control information
C#t serves as the immediately preceding control information
of'the user block of interest.

Note that, in the event that the memory unit 24 has the
logical format in Fig. 8, the command seguencer unit 23
performs the following processing in stead of steps 511
through S18 in Fig. € during the activation processing.
Specifically, the command sequencer unit 23 uses the error
detection code of the newest control information to perform
errcr detection.

Subsequently, in the event that no error has been
detected regarding the newest control information, the
command sequencer unit 23 recognizes the buffer unit by
referencing the newest contrel informatiocn, and erases all
the pages (one page in Fig. 8) of the buffer unit, and sets

to the erased state.



and wherein one page of a plurality of pages that one unit has is a control page that stores control
information for said each unit;-  and wherein the control information of said unit includes the unit
number of the unit thereof, and one sequence number of which the value is regularly updated each
time data is written in said nonvolatile memory. 4. The communication device according to any
one of the preceding Claims, wherein said control means write data in said buffer unit in accordance
with a command from said reader/writer, write the unit number of said object unit as the unit number of
said buffer unit, and then erase said control page of said object unit, thereby taking said object unit as
a new buffer unit 5. The communication device according to any one of the preceding Claims,
wherein said coritrol imeans-weite datadn alpadgeether dndan thesdontrol page of saitdl Umitsrand then write
said unit number, said sequence number, and an error detection code for detecting an error of data

written in %H@dﬁ SA sﬁ?c%%ﬁ&%a@%? NEXRF heréih Sald é&ﬁ?diﬂr?ﬁgéﬁglr’e&ﬁﬁize_, in the event
that there are. Hnits hay e@%é?”?ﬁl%'t_%n@@%e%ngfe@et%tsi%x&%b%eﬁ € unit number

thereof, the error detection code of a unit having a newer sequence number IS hormal, said unit
having a newelsenuenee mupler astiberatestunit whese thenlatest wwiting lyasbeemperformed, and

perform rewriting, in the control page of the latest unit thereof, of the stored content of the control page
thereof. erases all of the pages of the buffer unit, and set to the
erased state.

As described above, the command seguencer unit 23
performs up to setting the buffer unit to the erased state
during the activation processing. Subsequently, for example,
upon a write command being transmitted from the b
reader/writer 10, the command sequencer unit 23 performs
data writing control as to the memory unit 24 as described
above.

However, in the event that an error has been detected
regarding the newest contrcol information, the command
sequencer unit 23 performs updating with the immediately
preceding control information as the updating source control
information instead of the newest control information, and
writes the updating source control information obtained as a
result thereof in the newest control information in an
overwriting manner.

Processing of Wireless Tag 20

Incidentally, in Fig. 6, the processing of the wireless

tag 20 has been described assuming that a write command is

transmitted to the wireless tag 20 only once, but a write
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6. The communication device according to any one of the preceding Claims, wherein said nonvolatile
memory is EEPROM. 7. A communication method for a communication device including
communication means configured to perform proximity communication with a reader/writer, and
control means configured to control writing of data as to nonvolatile memory in accordance with a
command from said reader/writer, said method comprising the steps of: taking a portion of the
storage region of said nonvolatile memory as a user block that is a storage region equivalent to the
minimum unit assigned to a service; including a plurality of units in said user block;

command may be transmitted from the reader/writer 10 to the
wireless tag 20 more than once. Fig. 9 is a flowchart for
describing the processing of the wireless tag 20 in Fig. 2
in the event that a write command is transmitted from the
reader/writer 10 to the wireless tag 20 once or more.

Now, let us say that the logical format of the memory
unit 24 of the wireless tag 20 is the format illustrated in
Fig. 3. With the wireless tag 20, in steps $41 through 550,
the same processes in steps S11 through $20 in Fig. ¢ are
performed, respectively.

Subsequentliy, in step 550, upon the RF unit 22
receiving the write command from the reader/writer 10, and
supplying to the command seguencer unit 23, the processing
proceeds to step $51, where tThe command sequencer unit 23
determines whether or not all the pages of the buffer unit
are in the erased state.

In the event that determination is made in step S51
that all the pages of the buffer unit are in the erased
state, the processing skips step 852 and proceeds to step
553,

Also, 1in the event that determination is made in step
S51 that one page or more of the buffer unit is not in the
erased state, the processing proceeds to step $52, where the
command seguencer unit 23 erases the buffer unit, and séts

all the pages of the buffer unit to the erased state, and



including one or more pages that are the storage regions of a predetermined unit where writing is
performed, in said units; taking at least one unit of a plurality of units making up said user block
as a buffer unit that serves as a buffer to buffer data to be written in said user block; said
nonvolatile memory storing control information for controlling the storage region of said nonvolatile
memory; including a unit number for determining said units, in said control information; causing
said control means to write data in said buffer unit in accordance with a command from said
reader/writer,

the processing proceeds to step $53.

Here, in step 552, erasing of the buffer unit may be
performed with all of the pages of the buffer unit as an
obiject, or may be performed with, of the pages of the buffer
unit, just the pages not in the erased state as an object.

In steps 353 and SH4, the same processes as steps S21
and 522 in Fig. © are performed, respectively.

After step 554, the processing returns to step $49,
where The wireless tag 20 is in the command standby state to
wait for the command from the reader/writer 10.

After awaiting tThe next write command to ke transmitted
from the reader/writer 10, the processing proceeds from step
549 to step 550, and hereafter, in the same way, the
processing in steps 549 through §54 is repeated.

The processing in steps $49 through S54 ends, for
example, in The event that power supply ig prevented from
receiving by the wireless tag 20 being separated from the
reader/writer 10, or iﬁ the event that no command has been
transmitted to the wireless tag 20 from the reader/writer 10
for a predetermined amcunt of time (the command standby
state in step 549 has continued for a predetermined amount
of time).

Note that embodiments of the present invention are not
restricted to the above embodiments, and wvarious

modifications may be performed without departing from the



to write the unit number of an object unit that is a unit to be written with data as the unit number of said
buffer unit, and to take said object unit as a new buffer thereby performing writing of data in said object
unit; and activating said control means by an RF signal being received from said reader/writer at
said communication means to erase all of the pages of said buffer unit during activation processing to
be performed before receiving a command from said reader/writer. 8. A communication device
comprising: a communication unit configured to perform proximity communication with a
reader/writer; and a control unit configured to control writing of data as

essence of the present invention.

Specifically, for example, with the present embodiment,
EEPROM has been employed as the memory unit 24 which is
nonvcelatile memory, but nonvolatile memory, for example,
such as FeRAM (Ferroelectric Random Access Memory) or the
like other than EEPROM may be emploved as the memory unit 24.
However, the writing processing of the separation method is
particularly useful for nonvolatile memory having long
electric charge accumulation time, for example, such as
EEPROM.

Also, with the present embodiment, while one unit has
been taken as a buffer unit, multiple units may be emploved
as buffer units.

The present application contains subject matter related
to that disclosed in Japanese Priority Patent Application JP
2010-133181 filed in the Japan Patent Office on June 10,
2010, the entire contents of which are hereby incorporated
by reference.

It should be understood by those skilled in the art
that varicus modifications, combinations, sub-combinations
and alterations may occur depending on design requirements
and other factors insofar as they are within the scope of

the appended claims or the eguivalents thereof.



to nonvolatile memory in accordance with a command from said reader/writer; wherein a portion of
the storage region of said nonvolatile memory is a user block that is a storage region equivalent to the
minimum unit assigned to a service; and wherein said user block includes a plurality of units;

and wherein said units include one or more pages that are the storage regions of a predetermined unit
where writing is performed,; and wherein at least one unit of a plurality of units making up said user
block is a buffer unit that serves as a buffer to buffer data to be written in said user block;

CLAIMS

1. A communication device comprising:

communication means configured to perform proximity
communication with a reader/writer; and

control means configured to contrel writing of data as
to nonvolatile memory in accordance with a command from said
reader/writer;

wherein a portion of the storage region of said
nonvolatile memcry is a user block that is a storage region
equivalent to the minimum unit assigned to a service;

and wherein said user block inciludes a plurality of
units;

and wherein said units include one or more pages that
are the storage regions of a predetermined unit where
writing is performed;

and wherein at least one unit of a plurality of units
making up said user block is a buffer unit that serves as a
buffer to buffer data to be written in said user block;

and wherein said nonvelatile memory stores control
information for controlling the storage region cof said
nonvolatile memory;

and wherein said control information includes a unit
number for determining said units;

and wherein said control means

write data in said buffer unit in accordance with a



and wherein said nonvolatile memory stores control information for controlling the storage region of

said nonvolatile memory; and wherein said control information includes a unit number for
determining said units; and wherein said control unit writes data in said buffer unit in
accordance with a command from said reader/writer, writes the unit number of an object unit

that is a unit to be written with data as the unit number of said buffer unit, and takes said object unit as
a new buffer unit,

command from said reader/writer,

write the unit number of an obJject unit that is a
unit to be written with data as the unit number of said
buffer unit, and

take sald object unit as a new buffer unit, thereby
performing writing of data in said object unit:

and wherein said control means are activated by an RF

signal being received from said reader/writer at said
communication means, and after activation, erase all of the
pages of said buffer unit during activation processing to be

performed before receiving a command from sald reader/writer.

2. The communication device according to Claim 1,
wherein said unit is made up of one page;

and wherein another portion of the storage region of
said nenvolatile memory is a contrel block for storing
control information for said every user block:

and wherein the control information of said user block
includes the unit number of each of a plurality of units
that the user block has, and one seguence number of which
the value is regularly updated each time data 1s written in

said nonvelatile memory.

3. The communication device accoeording te Claim 1 cr Z,

wherein said unit is made up cof a plurality of pages;



thereby performing writing of data in said object unit;  and wherein said control unit is activated by
an RF signal being received from said reader/writer at said communication unit, and after activation,
erases all of the pages of said buffer unit during activation processing to be performed before receiving
a command from said reader/writer. 9. A communication method for a communication device
including a communication unit configured to perform proximity communication with a
reader/writer, and a control unit configured to control writing of data as to nonvolatile memory in
accordance with a command from said reader/writer, said method comprising the steps of: taking a
portion of the storage region of said nonvolatile memory as a user block that is a storage region
equivalent to thesmininByreAlt assigpedito asesrviggurality of pages that one

unit has is a control page that steores control information
for said each unit;

and wherein the control information of said unit
includes the unit number of the unit thereof, and one
sequence number of which the value is regularly updated each

time data is written in said nonvolatile memory.

4. The communicaticn device according tc any cne of
the preceding Claims, wherein said contrecl means wrlte data
in said buffer unit in accordance with a command from said
reader/writer, write the unit number of said cbiject unit as
the unit number of sald buffer unit, and then erase said
control page of gaid obiect unit, thereby taking said object

unit as a new buffer unit.

5. The communication device according tc any one of
the preceding Claims, wherein said control means write data
in a page other than the control page of said unit, and then
write said unit number, saild seguence number, and an error
detection code for detecting an error of data written in
said unit in said control page;

and wherein said contrcl means recognize, in the event
that there are units having the same unit number, and of the

units having the gsame unit number therecf, the error



including a plurality of units in said user block; including one or more pages that are the storage
regions of a predetermined unit where writing is performed, in said units; taking at least one unit of
a plurality of units making up said user block as a buffer unit that serves as a buffer to buffer data to be
written in said user block; said nonvolatile memory storing control information for controlling the
storage region of said nonvolatile memory; including a unit number for determining said units, in
said control information; causing said control unit

detection code of a unit having a newer seguence number 1s
normal, said unit having a newer seguence number as the
latest unit where the latest writing has been perfcrmed, and
perform rewriting, in the control page of the latest unit

thereof, of the stored content of the control page thereof.

6. The communication device according to any one of

the preceding Claims, wherein said nonvolatile memory 1s

EEPROM.
7. A communication method for a communication device
including

communication means configured to perform proximity
communication with a reader/writer, and

centrol means configured to control writing of data as
to nonvelatile memory in accordance with a command from said
reader/writer,
said method comprising the steps of:

taking a portion of the storage region of said
nonvolatile memory as a user block that is a storage region
egquivalent to the minimum unit assigned to a service;

including a plurality of units in said user block;

including one or more pages that are the storage
regions of a predetermined unit where writing is performed,

in said units;



to write data in said buffer unit in accordance with a command from said reader/writer, to write
the unit number of an object unit that is a unit to be written with data as the unit number of said buffer
unit, and to take said object unit as a new buffer unit, thereby performing writing of data in said
object unit;  and activating said control unit by an RF signal being received from said reader/writer at
said communication unit to erase all of the pages of said buffer unit during activation processing to be
performed before receiving a command from said reader/writer.

taking at least one unit of a plurality of units making
up sald user block as a buffer unit that serves as & buffer
to buffer data to be written in said user block;
said nonvolatiie memory storing control information for
controlling the storage region of salid nonvolatile memory:
including a unit number for determining said units, in
saild control information;
causing said control means
to write data in said buffer unit in accordance
with a command from said reader/writer,
to write the unit number of an object unit that is
a unit to be written with data as the unit number of said
huffer unit, and
to take sald object unit as a new buffer unit,
thereby performing writing of data in said object unit;
and activating said control means by an RF signal being
received from saild reader/writer at said communication means
to erase all of the pages of said buffer unit during
activation processing to be performed before receiving a

command from said reader/writer.

8. A communication device comprising:
a communication unit configured to perform proximity
communication with a reader/writer; and

a control unit configured to control writing of data as



to nonvelatile memory in accordance with a command from said
reader/writer;

wherein a portion of the storage region of said
nonvelatile memory 1s a user block that is a storage region
equivalent to the minimum unit assigned to a service;

and wherein said user block includes a plurality of
units;

and wherein said units inciude one or more pages that
are the storage regions of a predetermined unit where
writing 1s perfocrmed;

and wherelin at least one unit of a plurality of units
making up =zaid user block is & buffer unit that serves as a
buffer to buffer date to be written in sald user block;

and whereln sald ncnvolatile memory stores control
information for controlling the storage region of saild
nonvolatile memory;

and wherein said contrcl information includes a unit
number for determining said units;

and wherein saild control unit

writes data in said buffer unit in accordance with
a command from said reader/writer,
writes the unit number of an object unit that is 2

unit to be written with data as the unit number of said
buffer unit, and

takes said cbiect unit as a new buffer unit,



+

thereby performing writing of data in said object unit;

and whefein said control unit is activated by an RY
signal being received from saild reader/writer at said
communication unit, and after activation, erases all of the
pages of said buffer unit during activation processing to be

performed before receiving a command from said reader/writer.

9. A communication method for a communicatilon device
including

a communication unit configured fto perform proximity
communication with a reader/writer, and

a control unit configured to control writing of data as
to nonvelatile memory in accordance with a command from said
reader/writer,
salid method comprising the steps of:

taking a portion of the storage region of said
nonvolatile memory as a user block that is a storage region
equivalent to the minimum unit assigned to a service;

including a plurality of units in said user block;

including one or more pages that are the storage
regions of a predetermined unit where writing is performed,
in said units;

taking at least one unit of a plurality of units making
up said user block as a buffer unit that serves as a buffer

to buffer data to be written in said user block;



sald nonvolatile memory storing control information for
controlling the storage region of said nonvolatile memory;
including a unit number for determining said units, in
said control information;
causing said control unit
to write data in said buffer unit in accordance
with a command from said reader/writer,
to write the unit number of an ckbiject unit that is
a unit to be written with data as the unit number of said
buffer unit, and
to take said obiject unit as a new buffer unit,
thereby performing writing of data in said object unit;
and activating said contrel unit by an RF signal being
received from said reader/writer at said communication unit
to erase all of the pages of said buffer unit during
activation processing to be performed before receiving a

command from said reader/writer.



