
INVENTORS: WEBER ET AL.
DOCKET NO: I017-0256US (30436-US-PAT)

1/10

FI
G

. 1

N
ET

W
O

R
K(

S)
11

0

10
0

AR
EA

 N
ET

W
O

R
K

10
6

10
2-

1

10
2-

4

S E
R

VI
C

E 
PR

O
VI

D
ER

(S
) 1

12

. .
 .

10
2-

3

10
2-

2

10
2-

M

10
4-

N

10
4-

3

10
4-

1

10
4-

2

10
8

FI
EL

D
 T

O
O

L
11

4

0
,

,
,

M
ET

ER

SE
N

SO
R

C
O

N
TR

O
L 

D
EV

IC
E

R
O

U
TE

R



INVENTORS: WEBER ET AL.
DOCKET NO: I017-0256US (30436-US-PAT)

2/10

FIG. 2 

FULL FUNCTION DEVICE 200

PROCESSING UNIT 202

PROCESSOR(S) 210

MEMORY 212

METROLOGY DRIVER(S) 218

METROLOGY DEVICE(S) 206

OPERATING SYSTEM 214

APPLICATIONS 216

TRANSCEIVER(S) (E.G., RADIO, MODEM, ETC.) 
204

COMMUNICATION STACK(S) 220

AC POWER SUPPLY 208



INVENTORS: WEBER ET AL.
DOCKET NO: I017-0256US (30436-US-PAT)

3/10

FIG. 3 

LIMITED FUNCTION DEVICE 300

PROCESSING UNIT 202

ONE OR MORE PROCESSORS 210

MEMORY 212

METROLOGY DRIVER(S) 218

METROLOGY DEVICE(S) 206

OPERATING SYSTEM 214

APPLICATIONS 216

TRANSCEIVER(S) (E.G., RADIO(S)) 204

COMMUNICATION STACK(S) 220

BATTERY 302
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FIG. 4 

FIELD TOOL 400

PROCESSING UNIT 202

ONE OR MORE PROCESSORS 210

MEMORY 212

OPERATING SYSTEM 214

APPLICATIONS 216

TRANSCEIVER(S) (E.G., RADIO(S)) 204

COMMUNICATION STACK(S) 220

BATTERY 402
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FIG. 5 

BPD
502

FIELD TOOL
504

SCAN_RSP (Challenge 
Response)

512

ADV_SCAN_IND (Challenge)
506

CALCULATE CHALLENGE KEY
508

SCAN_REQ (Challenge 
Response)

510

500
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FIG. 6 

BPD
602

FIELD TOOL
604

SCAN_RSP (Challenge 
Response)

612

ADV_SCAN_IND (Challenge)
608

GENERATE CHALLENGE
606

SCAN_REQ (Challenge 
Response)

610

600
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FIG. 7 

BPD
702

FIELD TOOL
704

Pairing REQ/RSP 736

VERIFY BDA OF FIELD TOOL 734

CONNECT_IND 732

ADV_DIRECT_IND (BDA of Field 
Tool) 730

ADD FIELD TOOL TO DEVICE LIST 
728

SCAN_RSP (Challenge Response)
726

CALCULATE CHALLENGE KEY 722

VERIFY CHALLENGE RESPONSE 
724

SCAN_REQ (Challenge Response) 
720

CALCULATE CHALLENGE KEY 716

GENERATE CHALLENGE RESPONSE 
718

ADV_SCAN_IND (challengeB) 
714

ENTER SCAN MODE 710

ADD BPD(S) TO DEVICE LIST 712

ENABLE ADVERTISEMENT 706

GENERATE CHALLENGE 708

700
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FIG. 8 

RECEIVE AT A FIELD 
TOOL A CHALLENGE 
MESSAGE FROM AN 

ADVERTISING DEVICE 
VIA A BLE 

ADVERTISEMENT, THE 
CHALLENGE MESSAGE 

INCLUDING A 
CHALLENGE KEY

802

CALCULATE THE 
CHALLENGE KEY VIA A 

SHA TO OBTAIN A 
RESPONSE SOLUTION

804

SEND THE RESPONSE 
SOLUTION TO THE 

ADVERTISING DEVICE
806

RECEIVE FROM THE 
ADVERTISING DEVICE A 

CONFIRMATION 
MESSAGE INDICATING 
THAT THE RESPONSE 
SOLUTION IS VERIFIED 

AS CORRECT 
808

800
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FIG. 9 

ISSUE THE CHALLENGE 
MESSAGE IN A 

SCANNABLE 
UNDIRECTED 

ADVERTISING MESSAGE
904

RECEIVE FROM A FIELD 
TOOL A RESPONSE 
SOLUTION TO THE 

CHALLENGE MESSAGE, 
THE RESPONSE 

SOLUTION BEING 
CALCULATED VIA AN 

SHA
906

VERIFYING THE 
RESPONSE SOLUTION 

VIA THE SHA 
908

900

WITH A BPD AND OVER 
A BLE NETWORK, 

GENERATE A 
CHALLENGE MESSAGE, 

THE CHALLENGE 
MESSAGE INCLUDING A 

CHALLENGE KEY
902
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FIG. 10 

TRANSMIT TO THE 
FIELD TOOL A 

CHALLENGE MESSAGE 
FROM THE BPD VIA A 
BLE ADVERTISEMENT, 

THE CHALLENGE 
MESSAGE INCLUDING A 

CHALLENGE KEY
1010

WITH THE FIELD TOOL, 
CALCULATE THE 

CHALLENGE KEY VIA A 
SHA TO OBTAIN A 

RESPONSE SOLUTION
1012

WITH THE FIELD TOOL, 
SEND THE RESPONSE 

SOLUTION TO THE BPD
1016

TRANSMIT FROM THE 
BPD A CONFIRMATION 
MESSAGE INDICATING 
THAT THE RESPONSE 
SOLUTION IS VERIFIED 

AS CORRECT 
1022

1000

TRANSMIT FROM THE 
BPD A DIRECTED 

ADVERTISING MESSAGE 
TO A BDA OF THE 

FIELD TOOL BASED AT 
LEAST IN PART ON THE 
RESPONSE SOLUTION 

BEING VERIFIED BY THE 
BPD 
1026

CONNECT TO THE BPD 
BASED AT LEAST IN 

PART ON RECEIVING THE 
DIRECTED ADVERTISING 

MESSAGE 
1028

WITH THE FIELD TOOL, 
ACTIVATE A SCAN MODE 
OF THE FIELD TOOL TO 

DETECT THE BLE 
ADVERTISEMENT 

MESSAGE FROM THE 
BPD
1006

WITH THE FIELD TOOL, 
ADD THE BPD TO A 

DEVICE LIST
1008

ENABLE 
ADVERTISEMENT OF 

THE BPD
1002

WITH THE  BPD, 
GENERATE CHALLENGE

1004

WITH THE FIELD TOOL, 
GENERATE A 

CHALLENGE RESPONSE 
INCLUDING THE 

RESPONSE SOLUTION
1014

WITH THE BPD, 
CALCULATE THE 

CHALLENGE KEY VIA 
THE SHA

1018

WITH THE BPD, VERIFY 
CHALLENGE RESPONSE

1020

WITH THE BPD, ADD 
THE FIELD TOOL TO A 

DEVICE LIST
1024

WITH THE BPD, VERIFY 
BDA OF FIELD TOOL 

1030

TRANSMIT PAIRING 
REQ AND RSP

1032


