AN | NTEGRATED UNI' T FOR READI NG | DENTI FI CATI ON | NFORMATI ON BASED ON | NHERENT
DI SORDER CROSS- REFERENCES TO RELATED APPLI CATI ONS [ 0001] The present

appl i cat iwo 20i2a38®7t he right of priority of US provi si opalr/sappiijocenés on

61/ 380,735 filed with the US Patent and Trademark O fice on 8 Septenber
2010 and the right of priority of US provisional application 61/380, 746
filed with the US Patent and Trademark O fice on 8 Septenber 2010, the
entire content of both of which is incorporated herein for all purposes.

FI ELD OF THE | NVENTI ON [ 0002] Enbodi ments of the invention relate to the
field of d&VINFEGRATERUNITFOR READINGIDENTHICATION INFGRMATION At Uur es
based on i nherent di sor dBASEDWONINHERENT DISORDERenti on rel ates to an
integrated unit that is able to read a first set of identification features

based on inherent di géﬂ@&@&@%ﬁ et of identification and/or
aut henti cati on featdégbg EgéggﬁﬁEAﬂN%Eﬁ¥PéNCﬁ5@@§F | denti fication
features such as bar codes, optical characters, Radi o Frequency
Identifliatlon (RFID), magnetic or optical strip and ot her neans of
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"i nherent disorder-based features of obj ects have al so been used either
al one or gt ebpieriyof &9 RipYipoal wevhqaﬂ@hﬂ/ﬁ%’é&@ fijed ithithe ES Ratenumidyuel y

denti Ty RRIGHEHR Gifitk (A B Qicifbel 0IENER Glird @il BEBLIChE Xuififn §P1 ects Tor

anti-counterfeiting purposes. An "inherent disor ased feature is a
f eat ure baesepraed bereip doadlpuengsesat eri al , wherein the structure of the
di sorder is used to identify the object The di sordered material may be a
part of the object itself, or may be part of a tag that is affixed to the
obj ect. Further, the di sor dJEED OBTHE ENVENTIONc| ude a di sordered coati ng,
COI’TpOSi te, or structure.
[0002] Embodiments of the invention relate to the field of devices for reading
authentication and identification features based on inherent disorder. In particular, the
invention relates to an integrated unit that is able to read a first set of identification
features based on inherent disorder, and a second set of identification and/or

authentication features.

BACKGROUND OF THE INVENTION

[0003] Identification features such as bar codes, optical characters, Radio Frequency
Identification (RFID), magnetic or optical strips, and other means of identifying or
authenticating objects have been used for purposes of identification, authentication, and
tracking and tracing. Recently, “inherent disorder”-based features of objects have also
been used either alone or in combination with other identification features to uniquely
identify objects and to provide evidence of the authenticity of objects for anti-
counterfeiting purposes. An “inherent disorder”-based feature is a feature based on a
disordered material, wherein the structure of the disorder is used to identify the object.
The disordered material may be a part of the object itself, or may be part of a tag that is
affixed to the object. Further, the disordered material may include a disordered coating,

composite, or structure.



[ 0004] There are numerous previously known exanples of the use of inherent
di sorder for identification and authentication purposes. For exanple,

| ngeni a Twolmmlwgys7Li m ted, of London, UK, has descri be#ca/ssgestidmdhat uses
the inherent disorder of fibers within paper, mapped using | aser-speckle
interferonetry, to uniquely identify the paper. A nore conplete description
of this technology can be found in PCT application WO 2006/ 016114. [0005]
Anot her previously known use of inherent disorder is shown in US Patent
7,380,128, assigned to Novatec, SA, of Mntauben, France. This patent shows

use of ra[nommmwetﬂreaumerbhu PrediotisI 2 REGVAT emnpwaldfwud‘ecsz ihtféeent dfsbrgdd | on and
aut henti c engg%“ cal P\‘F&‘hOds are used to read the t hr ee- di nensi onal

| ayout of Of H fog sang entiction, Byrpasss- o example trgenianTechpolp®y used to

provi de aLikiedWF Loh@maUK, Bad @scribed RUPHES thadses tWﬁhﬁé}eAt%mG}dH b&ﬁ%e}s or
i npossible to replicate. [0006] O her inherent disorder-based

i denti fi c¥ithipRanshdnapRedhusing Ragrrsperkicciaterisronginsstojuniqualyddensiéy the pepgidond y
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particles arranged in a disordered pattérn, use of rand Jitter” in the
magnet i c 2006/0p&ld4of credit cards, and use of random distribution of taggant
particles that are invisible to hurran vision on an article (see PCT

appl i cat iipgosy\RndHep/pIAARIG) kndwO Rl of‘\@me;anpra%rdep her ﬁcmn i SN PafenPased tags

that use a conbination of “magnetic and magnet i sab e and/ or conductl ve
and/ or sehi80c@8dapsignedetoNevatae, Bt %Momyu@@t Francepafhis phtent shaws ase obt i cal |y

di sti ngui t S r pr.as [,cant,
Bil care Tec nofsgméess Will' egte@atYlg%aE%g Irbggf?%g %fgd UP{: %n gt %*engpﬁir? h!
conmmonl! y-Qmiselamey Saﬂ!)thJSed A0 read $he\/®62@iilﬁ¢l0®8@94you\/\of Q@(bﬁb&lé’sﬂ@ﬂlﬁln thD

detectio tem; based on op neto > effects
are used Wluclrledd’ﬁctﬂeczrernpqrdskteenrepdimﬁmrder features. Once read |nformati on
on the inherent disorder features can be processed either in the reading

devi ce i g&(ﬁkl} Jther d?lg@re}&aﬁﬁor%&db mhjénﬁﬁca?%ﬁt S{E' taﬁ)th&ﬁ%atﬁor}le técﬂm)cfogngt ion for

identificati aut henti |on
include use of randomly distributed quantum dots or nanobarcodes use of ink containing

magnetic particles arranged in a disordered pattern, use of random “jitter” in the magnetic
stripes of credit cards, and use of random distribution of taggant particles that are

invisible to human vision on an article (see PCT application WO 2005/104008).

[0007] Additional inherent disorder-based tags that use a combination of magnetic and/or
magnetisable and/or conductive and/or semi-conductive and/or optically active particles
and/or optically distinguishable particles have been reported by the present applicant,
Bilcare Technologies. These technologies are further detailed in commonly-owned PCT
applications WO 2005/008294, WO 2006/078220, WO 2007/133164, WO 2007/133163,
and WO 2009/105040.

[0008] Various signal detection systems based on optical, magnetic, and magneto-optical
effects are used to read these inherent disorder features. Once read, information on the
inherent disorder features can be processed either in the reading device itself or in a back-
end computer system to use the information for identification and/or authentication

purposes.



[0009] In nost cases, these inherent disorder features are read froma very
short range - often with the reader or detector in physical contact with

t he surf awe 20r203846hi ch the feature is being read. This PET(SGR0RANE3P6 due t o
the smal|l scal e of many inherent disorder features, and the high accuracy
with which they typically nust be read. [0010] In the field of
anti-counterfeiting and authentication technology, it is advantageous to
use conbi nations of technol ogies for enhanced protection. Accordingly, it
may be advant ageous to conbine i nherent disorder features wi th other

i denti fi d8€Q9%rin orosteasésetheseciakerent dfseajbufeamresscmdeachﬁonharmmmn ramggnet i ¢

Sy e REBRRELR Briodth  rd%ied SRlastbEe WAk PRULRECBAN, ovi des

an aut henfeatomtis bemgmaati tThist is l(mqian;iéusacmthem\alf scaleobfrxmgieﬁhewmﬂisgmeed to read
one or rmeflrs(tj g‘f tificati. gﬁﬁh‘% tg) herent disorder; and a
far-fi el depusnapd ths gﬂﬁ?‘é’&‘yt‘%‘ iy 36’r‘°a g s d identification

features. In sone enbodi nents, the authentication unit further includes a
housi ng, [60id] tlinethee diekdf i of] dnui-e«admfeamg tahe Hahentication rehadogyar & kot h
contai ned within the hou inents, .the,near-field
reader il RSO o S5t ‘foggqmagf)'é%fgg?‘%]‘?lﬂ%'esr %F e‘fhagfeg PrISHHOP AREIdiBEY: an
optical et magbé ad\amdgaixs t(ﬁﬁﬂtbu&riehdmﬁ diaddecfeaiifs withSotieh deadfiddbyneen t he
near-field,reader nd ar-field reader. I n sope, of these enbodi nents,

the at | eagg’temb‘i"i‘go’é aéah“é’ﬂ%?ﬁ“?‘ﬁd“ﬂf&e@‘éf%%‘%ﬁ?ﬁ’ P o1 n sone
enbodi nmendtier 1dehﬁﬁ@ho]|1&>aﬁ{o]dyi@, shared optical elenent includes a swtchable
mrror. In sone enbodi nents, the at |east one shared optical el enent I
includes a lens. In sone | s..configured to be novable
bet ween a position used fo@w&t@*ﬂa‘hﬁmﬁﬂ a position used for
far-field reading.

[0011] In one embodiment, the invention provides an authentication unit that includes a

near-field reader configured to read one or more first identification features based on
inherent disorder; and a far-field reader configured to read one or more second
identification features. In some embodiments, the authentication unit further includes a
housing, and the near-field reader and the far-field reader are both contained within the

housing.

[0012] In some embodiments, the near-field reader includes an optical element, the far-
field reader includes an optical element, and at least one optical element is shared
between the near-field reader and the far-field reader. In some of these embodiments, the
at least one shared optical element includes a beamsplitter. In some embodiments, the at
least one shared optical element includes a switchable mirror. In some embodiments, the
at least one shared optical element includes a lens. In some embodiments, the lens is
configured to be movable between a position used for near-field reading and a position

used for far-field reading.

[0013] In some embodiments, the authentication unit further includes an image sensor
that is shared by both the near-field reader and the far-field reader. In some of these
embodiments, the image sensor may be a CMOS image sensor or a CCD image sensor.

In some embodiments, the image sensor is configured to be mechanically moved relative



[0013] In sone enbodi nents, the authentication unit further includes an

i mage sensor that is shared by both the near-field reader and the far-field
reader. Iwoom3edc7t hese enbodi nents, the inmage sensor ray/sieeora/ @S | nage
sensor or a CCD image sensor. In some enbodinents, the inmage sensor is
configured to be nechanically noved relative to a near-field portion of
the authentication and a far-field portion of the authentication unit. In
some such enbodi nents the inage sensor is configured to be slidably noved
between a position in an optical path of the near-field portion of the

aut hent i aatainear-figld porsionl ofi tHeQmithchiivatiom aitha Gpifiekipporfiét bf Mé alidienticationf i el d
portion of .the authentication unit. In sone enhodi nents y ein the imge
sensor is""&oﬂf‘isﬁﬂf’ é'é‘g‘t %"le?g{f'ée"?se'ﬁl‘ﬁt“?‘w 019 dhed @Hﬁggﬁtbﬁﬁé%%g’r mg¥sdy pet ween
a posi ti Getween arpoifibn @bdn Gpichl mith bfle AER!ficld Sdrllo6f the Alkh&ftichit unit

aut hentication unit and a position in_an optical path of the far-field
portion GNd@rRosigR f AR iOE‘é‘i‘"’FBﬁh Phithe far-gigidmortion dhe authenigatingngnit. e

aut hent i Gaknlk @mbbdiinents MhbiédRie Andge sdsorl HRGHIARATO ha? Hlafve R hId{ERIe
sensor, wherein the first inmage sensor is configured to be used by the
near - f i el3 angWdepath beprsar ainesitipn ir an jogtieal ippthcaft the edrdield) pertiomefl thehe second
i mage se b St i - he: u -fie r read the
second i(rjhgﬂl% ?t;ﬁaggfpgﬂrtlngg?ﬂé%l&Egcﬁ?gP@%h?gﬁ %ﬁ%hgefagkeiﬂg rs ma?Ir %ée a CMOS

i mage serthentipatien WD | nage sensor. [0015] In sone enbodi nents, the
near-field reader includes a first lens, and the far-field reader includes
a second [d@4f In SR én'ltfoaimén?sn%e%ﬁleﬁtﬂ%ti&?ﬁlgpﬂclhgf&sa ﬁ@yin%ge & g¢ in a
fixed spatial rel atlonshlp.fo each other. [0016] In so enbodi ments, the
aut hent i ¢ggong imageisenspy vehigeein the firsy éage senseoisiconfigprestdn bt pepddtherear-Her e t hi s
wll bet o) (Fan ) i OV | e tile or
ot her svwfit%([:%?cw fes% csgéptrmésst ?g%ﬁ@%glr?ﬁt ﬁgm%eggigg ?hftbg%c%aggﬁlggee éEhzgt{)g'g?gnst a
surface. cPhfagunsiato- e esed by ghel far-fiell readdrvatrend thieccond édeptification tfsatgensor is in
a first -1 ger. s _activa when the proximty
sensor i?a?l%@tghgsg%gﬁ %gésgﬁseéiyfdﬁq‘s%@g6'%13%6115(5@53% &r %gﬁﬁg‘ 855"t %e proximty

sensor may be a push button (e.g. a tactile or other switch). The
near - f i e(1pkusamengmbodinentst the aeercficlhreadar hieclysigs b fipu tens,randghe far-fieldr essed

state, andhabfiollsd LBl R20ffe fRYIRTafChl WALRE 1M Hiby BrRHRA Yt tON 15 TN

an unpresse
fixed spatial relationship to each other.

[0016] In some embodiments, the authentication unit further includes a proximity sensing
device. Here this will be termed a “proximity sensor” even though this may be a tactile
or other switch which is depressed upon the reader being pushed against a surface. The
near-field reader is activated when the proximity sensor is in a first state, and the far-field
reader is activated when the proximity sensor is in a second state. In some of these
embodiments, the proximity sensor may be a push button (e.g. a tactile or other switch).
The near-field reader may be activated when the push button is in a pressed state, and the

far-field reader may be activated when the push button is in an unpressed state.

[0017] In some embodiments, the authentication unit includes a first lighting element and
a second lighting element, wherein the first lighting element is configured to be activated
when the near-field reader is use, and the second lighting element is configured to be

activated when the far-field reader is in use.



[0017] In sone enbodi ments, the authentication unit includes a first
lighting elenent and a second |ighting elenent, wherein the first |ighting
el enent iwocorddsgred to be activated when the near-fi elPdTiIS6aadn0d3®6 use,
and the second lighting elenent is configured to be activated when the
far-field reader is in use. [0018] In sone enbodi nents, the near-field
reader is configured to direct light used for reading the first
identification feature along a first optical axis, and the far-field reader
is configured to direct light used for reading the second identification
feature 4Pk la serec embodipents ahe seai-Sield Atadee Bsionfigipal foi difeclight Dsedstee ond

opti cal aX| omle C|evmt th irst. optical axi 0019] In sone
eﬁbodl ment dsngctr% %f | r"%cf1 %)%fgﬂ? PR ?lf’%a ?'égg?‘ﬂﬂcél%%s%‘? @ﬁ%‘frrff‘i%dr‘%ﬁ‘? sor der
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i ncluded in netjcfln er rlnttr i on tagé:)r ob In sonme of

t hese enb%&‘?"ﬁé’ﬂn? axife A s EE)(ET“H‘ ?éﬁ%é"rco'i“ﬂﬁﬂ’tlfﬁ BjﬁtW‘Eha

substr at echéhﬁtomﬁﬁlmxtss t he d| sordered arrangenent of rragnetl c or
magneti sabl e particles in the magnetic fi ngerpri nt region to be detected

opticall near - f er. m f.ur dapted to read an opti cal
feature %f%"a!yg\'/é?%ﬁ'gl’%d“f‘?‘f ﬂg hﬁ‘bf%f‘? catipn, ‘? ?‘FFE e dahsrenbAiseider t ag or
obj ect. liAciGdesea &iﬁdbﬁ&i&d’@ﬁr&cméﬂilcﬁ’ ghétRAdr ﬁ@@feugaalemldlaqh@ld@edambﬁr code. In
sonme enbodi rrentéqﬁew%{aut hentication unit may include a nmagneto-opti cal

subst r at dM388FHG FF8IR8 9 tag Pigphiect- olfb%?@:? fithese ﬁﬁb?qﬂl@e'i‘f&g}h%t‘%?fo pti cal
subst r at efidldrea@AGhdllies & RfabRtd-optRaL HbSrASthiEierm AStht H%oid'efeafmhﬁ’%%%htf I cation
in

feature. The near-field _ reader_ may include a first i enent
confi gur X magnetis; or maggrisahlenarfisles in thesmagnstie Iﬁégﬂjt’lllf“ffwoﬁ @abﬁ dejeatese first

i dentifi captitfg. f"ﬂﬁtﬂé'éueﬁela'?gld@r ﬁﬁf gg%rkﬂeg Iact;ldp'f& B! FeEM o [ fe Sl O em t

| i ght havi n? a second wavel ength readi ng an optica eat ure.
nmagnet o- GYYEiaps With thesmagnetc ﬁwrnrmresu@oatbmgpmmm Bl@b@@tembedlmentls,or I ayer,

such as elhngbﬁt}flfapfegtufg rfl{)pirnclq{ie N 5&1 %ﬂ'iﬁ?)rd%meql Nitle Q& fichor id €Ct 11 ght

of the first wavelength, and to permt & second wave ength to
pass thr angyhinglnde Wmh@@rgpthpaé sybsicate venﬂgurqddp pekait ightad tpass thivagh ¢hens

"di chroi G, gﬁ&g—ogg a?ls%'irgfecto ?Adr th rop%a? %-Frg asr{ve?lr Ch%ngter ént chtiﬁrcgnﬁg a

mrror that sel ec a ortlono
spectr umfewrperﬂatrethﬁeld)lreaudcr @aly lrtcludn a ﬁmellgm:gg&lmptmﬁ‘@hred ubsmitat e may

i ncl ude gn}]floes not tp nt| r f| el,d of view such
that 1 nenight il 4 AE Lol A FEaE o€ Pt Taenlifsfon Sefise, actiand by ¢ he
i mage serigbting {:lemaﬁ] cohﬁglsredmo emhdcghtmmmg atdea)nﬂe@ivefehghcfof eqadig,anWhi ch is
conflgured | east a .fir identi.fication feature based on
i nher ent P%agrfe g‘ ﬁ% ¢ magngtoropical F%ﬁe F@X(’th dl%ﬁé’favf’lé aés?l%"&f’ﬁ%o of the
i nher ent ldleﬁ(smﬂﬁ’s aaficHroib efigonvértdigléttdamBTor, o'dmﬂglb&i ® ref@t ligRGEthe fst’ €ader for
random y di %t ri b 5’9 uantlu %tls or dnano godes a reader for a
non- magn o permit light of the second wavelength to pass through the wavelength
selectlve mirror. Hereinafter the terms “dichroic” and “dielectric” mirror are used
interchangeably to mean a mirror that is able to selectively reflect a portion of the visible
spectrum. Alternately, or in addition, the magneto-optical substrate may include a mirror

layer which does not cover the entire field of view such that there is a hole for light to

pass the mirror and be detected by the image sensor.

[0020] In some embodiments, the near-field reader, which is configured to read at least a
first identification feature based on inherent disorder, is selected from a reader that reads
features of the inherent disorder of fibers within paper, a bubble tag reader, a reader for

randomly distributed quantum dots or nanobarcodes, a reader for a non-magnetic or



weakly magnetic matrix material containing magnetic particles arranged in a
di sordered pattern, a reader for randomjitter in the magnetic stripes of
credit cawopr2a3sssader for randomly distributed taggant PpassGzelidgodvhat may
be invisible to unassisted hunman vi sion, and a reader for nagnetic and/or
magnet i sabl e and/ or conductive and/or sem -conductive and/or optically
active particles and/or optically distinguishable particles. In sone

enbodi nents, the far-field reader is selected froma barcode reader, an
optical character reader, and an RFID reader. [0021] Some enbodi ments of

t he i nventvéakly xpagnvﬁiajmamixsnamﬁl n@tﬁiﬂﬁgln&ghéta:tpaiﬁtﬁésmﬁgeﬂnn aufisoedurédcat i on
uni t of ong%of t i oned enbodi ined, with

o :
circui try? rﬁf?é?f?‘érgﬁ)? 5 8E'e'?(t{fé in the maghefic BWP?%%{]%{G‘E‘E&‘HHb@a'L"?‘E?ﬁ B®mit, and

an inter frmnnpnfstrgureedagtgmqﬁmm|mmymtlmlablbqshn£aytb@ﬂum&@@i&%ﬁ In some
enmbodi nent ut hent.i c e%;l on uni.t éﬁ@ circuitry, and the jnt erface are
all mount® acS?f‘ 5r fH‘Qg'E-f“F” /or maggetisable anf/gErInduttye apdier semi-endurdve i on uni t

i s connecGiedr acaay&.ﬁhb@ phRicRs %@09rbpuémls;hdlgth%uﬁha{bw!paﬂmﬂe@nqn' Wiy face are
di sposed. IO$i téln sone enbodi nents, the circuitry includes a
lg}en

ni cr ocont nidte darrfieifbregder hielasteddram adgreedsveaden anrptieal charaster t hat |
when exeGpider] ahyad REIDYesdepcoONt rol | er, cause the scanning module to operate
in a selected operation node. [0024] Further enbodiments of the invention

provi de anp aut henti cation unit that includes a first near-field reader
conf i gur é42db Spraggmiediments of ghejpyention proyide peganming Medude)thatinelydesraant

di sor der ;aufhBhticatiGe GRN Af RS of ftlﬁeebl‘évﬁ)ﬁﬁp FhenfiOTl GWdRndn®, 'c6Afined SN
identification feature, wherein the first identification feature and the

second | FERYIFY contigused foskaceive signals Avam, thape anthantigation sunit @ndrian dnterface
non- over Ic@p@éugg,tgg@,;,;nq)“cgtgmhlaq),gﬁ%gcgo each other. [0025] In sone

enbodi nents, the first near-field reader, which is configured to read a
first |dent| fication feature based on |nherent di sorder, is one of a reader
that read22bli sameserafodiments, Hisathspticatiempnib thegircpittyernd the imterfcpatser | a

bubbl e t af k&AK8on a%lrfgfeqf@i inCché'r et nEnd | R Edtﬁ’éﬁhgﬂlog YR At or

nanobar codes, a reader non- magneti c or weakly magnetic matrix
mat eri al Vizsakahleds aPRB, ondﬂnﬁlaﬁhﬁpwlm@demﬁaqsarqmmoe@ arranged in a
di sordered pattern, a reader for randomjitter in the magnetic stripes of

credit cpoods} Irfsome embodiments, the circuitry includes a microcontroller and a memory.
The memory may contain instructions that, when executed by the microcontroller, cause

the scanning module to operate in a selected operation mode.

[0024] Further embodiments of the invention provide an authentication unit that includes
a first near-field reader configured to read a first identification feature based on inherent
disorder; and a second near-field reader configured to read a second identification
feature, wherein the first identification feature and the second identification feature are

arranged in a predetermined, non-overlapping spatial relationship to each other.

(0025] In some embodiments, the first near-field reader, which is configured to read a
first identification feature based on inherent disorder, is one of a reader that reads features
of the inherent disorder of fibers within paper, a bubble tag reader, a reader for randomly
distributed quantum dots or nanobarcodes, a reader for a non-magnetic or weakly
magnetic matrix material, such as ink, containing magnetic particles arranged in a

disordered pattern, a reader for random jitter in the magnetic stripes of credit cards, a



reader for randomy distributed taggant particles that may be invisible to
unassi sted human vision, and a reader for magnetic and/ or nagneti sabl e
and/ or cowduetzosgseand/ or seni - conductive and/ or opti cal PgTaGRIM®OEBA6t i cl es
and/ or optically distinguishable particles. In some enbodi nents, the second
near-field reader may be any of these inherent disorder readers, a magnetic
strip reader, a near-field barcode reader or a near-field RFID reader
100261 In sone enbodi ments, the authentication unit is adapted to read a
first signal froma first set of identification features and a second

si gnal f rreatiem fts‘elaodtdnlyeﬁstﬁbutécﬂeiggilﬁipaﬂtcie@rthitemhyﬂbeﬁnw%lertﬁi uhatsitedset s of

identificgation.featu re house ect to be
i denti fi g‘ maf ViSiQhn a7 e? I’rle Helof ﬂaﬁ‘ d/8f "iaa’%ﬁﬁ'ts%lﬁ? 8’&&‘?‘0‘?‘1’"?‘%& F’é@’ ncl udes a
di sorder ednhf&irﬂtld:tﬁ(le amdAet tobﬁcailyr adtivei gartitles eamd/of r eptiching didtinghisiaBle Of
|dent|f|catJPn features | r{l)rgpfgent on the_intrinsic disor er of the

mat er i al PAUFSonE ONEHSB & seopd nearclisid) reader By jhecami 9f thsse on

f eat ur es iffyenb QisordBiEfeERAE a MdEnbtERdtris PAIGCH RES-fiehl bR TéddBOMe  foar-
identification (RFID) tag, a smart chip, and/or magnetic information
witten JKICRHDfSEr-c medium 1n some such enmbodi ments, the authentication
unit includes a reading el enent adapted to read at Ieast the first signal

f rom t he [6626F tn §:ﬁie dﬁ{botﬂilfaﬂtsl fhe aahmiaatmaﬁmn@aﬁiaf)@d td fe&d §ﬁfs9.agna$ femal from
t he second. set of Fntlfl cati on features e in other enbodi nents, the

aut hent i @dITtSAt ‘tfﬁ‘i"i"“ icptiop dkatures and asecond signa] drog) 2 srsand seiabidentificationead at

| east t hqednirks; twhsietithk séts @Fideh@fidatib® ?eaﬁﬁés #8 hbdebh,fi hC&tdegrntht: sdres and a
second reading el ement adapted to read the second sighal fromthe second

set of i @BIgeY o bsyidentifiqde gnd, whreim thoofirst ey of dentifinasion | feethres includss a

aut hent i GRbrdered Hdtdrial, Whd |Elﬁ:rﬁrkt NEgndtesd ﬁ‘otﬂr ts lNgF lﬁérﬁ Mond zﬂ{u’eﬁ#r ed to at
| east partially process the first signal an e seco sl gna

pr ocessotdemgie%émc@mfliltglmledlsptdet phkhet matefialy slﬂ somgnsiich ambodimentsetbond si gnal ,
or tore e n r atimng
of readi %g“’? ﬂ }){rqg(%eﬁ{s?ﬁ%ﬁg? ngag{g?é 4 geeg g%ag&gg O&lcgf%l%cge?%r ogae(gsor may be
confi gur ét!tquqncx)ifbmé@atimm@l’ﬂm - }:8 asﬂngmadhlramﬂ/orrmagnausneﬁ:mnatmm@mn ogi t her

t oget her , par m_nat i on..of f the first
i gnal - aid iR et 1 SRR AR APl R BRuR gl g

enbodi rrema@;ngteﬂmmuadapteﬂ n@ahd atlcasnite ﬂrstrsignelrfrm dhyer firstesst @fndammumoeat i on

I t tdt I cab i nk h ot h ntsof he device in
wht cht nOE Rt (e SRS MR om o Sesbid e Orr Gene BERR et b y wi ¢

r enot e/ exther meodimmiltc,ethé)ﬁuthgiﬁicﬁim unit includes a first reading element adapted to

read at least the first signal from the first set of identification features and a second
reading element adapted to read the second signal from the second set of identification

features.

[0027] In some embodiments, the authentication unit further includes a processing
element configured to at least partially process the first signal and the second signal. The
processor may be configured to link the first signal and the second signal, or to read only
the second signal, depending on a sequence and/or a timing of reading the first signal
and/or the second signal. The processor may be configured to process the first signal
and/or the second signal either together or separately, depending on a determination of
which of the first signal and/or the second signal are present in a reading. In some
embodiments, the authentication unit further comprises a communication element

adapted to communicably link with other components of the device in which the



[ 0028] Sone enbodi nents of the invention provide a systemfor reading and
identifying a tag or object adapted to be identified, the system conpri sing
a devi ce whaviaisdeddes an aut hentication unit as di scuseet/Sshaumpoand one
or nore of a keyboard, a CPU, a screen, circuitry for external

communi cations, a battery, one or nore buttons, nenory, and firmvare. The
data used for identifying the tag or object may be stored in a nenory of
the device or the authentication unit. Alternatively, the system nmay

i ncl ude a backend server that stores data used for identifying the tag or
obj ect, canthentivatien mnit isdodkedt be® communitaralircalywitha tdrtdaciaidesies yer to
identify the tag or object. BRI EF DESCRI PTI ON OF THE DRAW NGS [0029] In the
dr awi ngs,?TfRe reference characters generally refer to the sane parts

t hroughout the different views. The drawi ngs are not necessarily to scale,
enphasi s [0028] Sasie gmbedimiehty obthierivepli@cgrdvidp 8 Bysitdnh B tréadinign@d ideatifingnci pl es of
the invention. I.n the foll ow ng.description, various enfodj ts of the

i nventi orf &% 8" QYA ‘}Pé‘%ﬁ’oﬂmbteﬂd‘?‘gﬁs‘ﬁi%%&?@ CHPrFige Pdﬁﬁ”ﬁg%? %ﬁﬁlﬂﬁ%‘m in which:
[ 0030] FlathenticAtianahifld disvawed alfovaNshdME SPRGE Ofr RelyBYMRd, a CEDaCickeéR) ¥, of
magnetic particles used in a tag to pe read as an i nherent disorder feature
i n accor F4RUEY Pt FXg aleﬁ’ﬂ’&‘ﬂ!“l‘f‘éaﬁ‘g“%fa HETY RPEri TBPFe Bubtons; jmemey, ama and 2B

show furtmﬁawawsamlﬁtat@e&fdmddmifﬁe{}ﬁé tdgCottobfRBe M)asé&t&%dfirh@hxe%gybﬁ read in
accordance with an enbodi nent of the invention; T70032] FIGs. 3A - 3E show

various hedrvigsrordhe axbantiration agitofligmatinelyethp system ey ieghtdecbackeridor mat i on
overlap, sgRer taBktofed WaldCuse@ Ik 1dBntBGIRR "tkk2 BigCorVitljdie, aiAd SRIRRdh TR levide T he

i nvention; ) . o
communicates with the backend server to identify the tag or object.

BRIEF DESCRIPTION OF THE DRAWINGS

[0029] In the drawings, like reference characters generally refer to the same parts
throughout the different views. The drawings are not necessarily to scale, emphasis
instead generally being placed upon illustrating the principles of the invention. In the
following description, various embodiments of the invention are described with reference

to the following drawings, in which:

[0030] FIGs. 1A and 1B show top and perspective views, respectively, of magnetic
particles used in a tag to be read as an inherent disorder feature in accordance with an

embodiment of the invention;

[0031] FIGs. 2A and 2B show further example tags with identification features that can

be read in accordance with an embodiment of the invention;

[0032] FIGs. 3A — 3E show various views of an example tag on which magnetic and
optical information overlap, and that can be read in accordance with an embodiment of

the invention;

[0033] FIG. 4 shows a cross-sectional view of an example reading element for reading

magnetic features of a tag;



[0033] FIG 4 shows a cross-sectional view of an exanpl e readi ng el enent
for reading magnetic features of a tag; [0034] FIG 5 shows a

cr oss- secwpDanel03gisew of an aut hentication unit havi ng beCh/Se2eaane3né el d

i nherent disorder reader and a far-field identification and/or

aut hentication feature reader in accordance with an enbodi nent of the

I nvention; [0035] FIGs. 6A and 6B show cross-sectional views of another
exanpl e of an authentication unit in accordance with an enbodi ment of the
i nvention; [0036] FIGs. 7A and 7B show cross-sectional views of a further
exanpl e P03} FIG Behdéwscatrossrsectivingl view af anautteentieatioh uhit am}i@mmdh mf} of the
I nventiong [ 0037]. ElG, 8 shows, a_cr -sectional viewof yet another
exanple o elélhnq'gr ?h%'ﬁ?rfi%rarf?‘%ﬁ ang,¢ tfathf??‘ghdg?)tftIéfﬁﬂ% rputhnticaiffealit of t he

I nvent i onreader in accordance with an embodiment of the invention;

[0035] FIGs. 6A and 6B show cross-sectional views of another example of an

authentication unit in accordance with an embodiment of the invention;

[0036] FIGs. 7TA and 7B show cross-sectional views of a further example of an

authentication unit in accordance with an embodiment of the invention;

[0037] FIG. 8 shows a cross-sectional view of yet another example of an authentication

unit in accordance with an embodiment of the invention;

[0038] FIGs. 9A and 9B show cross-sectional view of another example of an

authentication unit in accordance with an embodiment of the invention;

[0039] FIGs. 10A and 10B show cross-sectional views of a further example of an
authentication unit in accordance with an embodiment of the invention that uses
mechanical movement of a lens system to switch between reading a near-field inherent

disorder feature and reading a far-field feature;

[0040] FIGs. 11A and 11B show optical paths for the example embodiment of FIGs.
10A and 10B;

[0041] FIGs. 12A and 12B show cross-sectional views of another example of an

authentication unit in accordance with an embodiment of the invention;

[0042] FIGs. 13A - 13D show views of yet another example of an authentication unit in

accordance with an embodiment of the invention;

[0043] FIGs. 14A and 14B show integrated scanning devices including authentication

units in accordance with embodiments of the invention;



[0038] FIGs. 9A and 9B show cross-sectional view of another exanple of an
aut hentication unit in accordance with an enbodi nent of the invention;

[ 0039] 1RAvO=0121B3%6and 10B show cross-sectional views of PaTiSGron®no3exanpl e
of an authentication unit in accordance with an enbodi nent of the invention
t hat uses nechani cal novenent of a |lens systemto swtch between reading a
near-field i nherent disorder feature and reading a far-field feature;

[ 0040] FIGs. 11A and 11B show optical paths for the exanpl e enbodi nent of

FI Gs. 10A and 10B; [0041] FIGs. 12A and 12B show cross-sectional views of
anot her dqomdp/RIGO15 alszsLanhwetdllc\aéw ©ff ahl Bhti-countRA Gy stam Gﬁliwhg 4 readigrbodi ment

of the inyention;. [004 13A - .13D show vi anot her exanpl e
of an aut%@‘ﬁf |tgigt 'inglﬂgtﬁn% Sca}“ﬂ'"&c’@B?‘H%d'&é‘CWrich%ﬁv '&‘nﬂ% E‘f" %

i nvent i orpvdnfiOt3] FI Gs. 14A and 14B show i ntegrated scanni ng devices

i ncluding authentication units in accordance with enbodi ments of the

' nventi 0%045] FIG. 16 shows an alternative embodiment of an authentication unit including both
a near-field inherent disorder reader and a far-field identification and/or authentication

reader;

[0046] FIG. 17 shows a further alternative embodiment of an authentication unit
including both a near-field inherent disorder reader and a far-field identification and/or

authentication reader;

[0047] FIG. 18 shows an alternative embodiment of an authentication unit including a
first near-field inherent disorder reader and a second near-field identification and/or

authentication reader; and

[0048] FIGs. 19A and 19B show a reading device that includes both a near-field
inherent disorder reader and a far-field identification and/or authentication reader in

accordance with a further alternative embodiment of the present invention; and

[0049] FIG. 20 shows a block diagram of a system including an authentication unit in

accordance with an embodiment of the invention.
DESCRIPTION

[0050] As discussed above, it may be useful in identification, authentication, and anti-
counterfeiting systems to use more than one type of identification technology for
enhanced protection. Accordingly, the invention provides a single, integrated unit that
includes both an inherent disorder-type reader, and a reader for at least one other
identification and/or authentication feature. By placing both of these readers into the
same integrated unit, efficiencies, such as sharing portions of the optics, can be achieved.
A single, integrated unit containing such readers and the electronics to decode the signals
provided by the readers (referred to herein as a “scanning module”) can be integrated into

larger host devices for a variety of applications by the manufacturers of such devices,

10



[0044] FIG 15 shows an overall view of an anti-counterfeit system
utilizing a reading device that includes a scanning nodul e in accordance

wi th an ewbadizmssie7of the invention; [0045] FIG 16 shorsTac2alitoesnat i ve
enbodi nent of an authentication unit including both a near-field inherent

di sorder reader and a far-field identification and/or authentication

reader; [0046] FIG 17 shows a further alternative enbodi nent of an

aut hentication unit including both a near-field inherent disorder reader
and a far-field identification and/or authentication reader; [0047] FIG 18

shows an vittoat Rairing therhdifa@iiersObf SUh APpARNbA-GREIfR hodNiidvided ¢ Yellyng a first
near-field,i nhe%ent. di sorder reader %nd a second near-field identification

and/ or altPAERERG Jesigh oF arpwactur the readragfor thedaherery disgrder feglreserdhie at r eadi ng

devi ce t Nadst britGthesl RfentiRafloRarn®stanihbdlctidiiagnent di sorder reader and a
far-field identification and/ or authentication reader in accordance with a

further %(}5?5 %%E:ziu\ég rga m?gdio n tere?nI dtlsrtl)sdep rfgastl?rgé isi rg)\i/i(ear? tdlogcn ;at acrl]éjse range
(typically 10 cm or less, but more typically less than 3 cm), due to the scale of the
features and the desired accuracy of the readings, the first reader in a scanning module
according to an embodiment of the invention may be usable at close range, or (in some
embodiments) with the reader in contact with the feature that is being read. Such a reader
will be referred to as a “near-field” reader, since it reads features at a close range, i.c.

where at least one portion of the reader is within 10 cm of the features at some stage

during the reading of said features.

[0052] Because other identification features, such as barcodes or RFID are typically
readable at a slightly longer range (e.g., typically between 6 and 60 cm for bar code
readers, and often a meter or more for RFID — depending on the type of RFID tag), the
second reader in the scanning module according to an embodiment of the invention may
be a longer range reader. Such a reader will be referred to as a “far-field” reader, since it

reads features at a farther range.

[0053] Alternatively, in some embodiments, the inherent disorder reader and the second
reader may both be near-field readers that read features having a predetermined non-

overlapping spatial relationship.

[0054] Using an embodiment having both a near-field and a far-field reader permits a
reading device in accordance with an embodiment of the invention to be used as, e.g., a
“normal” barcode reader, that can also read a special inherent disorder-based
authentication or anti-counterfeiting feature when there is an indication that such extra
secure authentication might be useful. For example, if a user who is scanning barcode or
RFID tags notices that a tag attached to an object may have been tampered with, it is
possible, in accordance with an embodiment of the invention, to use the reader containing

the same integrated scanning module to perform a second check, using an inherent

11



[0049] FIG 20 shows a block diagram of a systemincluding an

aut hentication unit in accordance with an enbodi nent of the invention.
DESCRI PTIvON 2p20B&467As di scussed above, it nmay be useful PCca/SGdentopddogat i on
aut henti cation, and anti-counterfeiting systens to use nore than one type
of identification technology for enhanced protection. Accordingly, the

I nvention provides a single, integrated unit that includes both an inherent
di sorder-type reader, and a reader for at |east one other identification
and/ or authentication feature. By placing both of these readers into the
sane i nt ediscadeedased iftaturefWHich is rredifficilt©h pAStiGNAIhFEsiPRS tagipsr With bhe opti cs,
can be achieved, A single, integrated unit containing such readers and the
el ect r oni " g-ﬁecode the signals provided by the readers (referred to
herein as a "scanning nodul e") can be integrated into | arger host devices
for a varoessy Aoﬁrsapxﬂrﬁpﬁaéﬁlbcnﬁmbm dfftie fieention Ge4ds @h Snietens dBOrdeiCRABAS |

w t hout ring .the manufacturers of uch appl i cati on- s eci fic host
v cos. 19T AhdhEIchSimite Of SR, Por It Al e A, BRI STs0r ¢ he

i nher ent ghsedesl @runiqi@tpattem Ut subte makndtie pakticRR Gt QMR resdhtithi fA§ 8iidvan and/ or
aut henti cati on feature 0051] Because readi ng of inherent disorder

f eat ur es BV 188 fefate vy @Fso%'%qué{?ﬁj'é includes a gdisopdened aray g magsetic oyt nor e

typicall M‘nig@@ﬁsaBl@@Qrtlgleﬁ:f&‘mu{élﬁ%égﬂeﬁ&'ﬁ‘ngéﬁﬁ‘llr@re glont he features and the desired
accuracy of the readings, the first rea I N a scanni ng nodul e accordi ng

to an e of the invention na be usable at close range, or (in sone
enbodi nﬁﬁ m{;ﬁ A and Elfg B respectivg )éél?O‘W' {9p Yigw and atnsrsgeqtig viewsohei ng

read. SUQﬁag’t\etﬁceﬁéilﬁ‘dlesV\lM' (pREerstly of ﬁ@ﬂ m2n@k RerchEGy udddgh " tag @R be SiNCE it

reads features at a close range, i.e. where at |eéast onetﬁgrtlon of the

reader i €4 asHn inhetent diserdet fsaturedaageasdange with gp embedimenfiafithyinvensioneadi ng of
sai d featw bBtain a clear magneto-optical signal, particles 104 of high coercivity magnetic

materials which have a high magnetic flux forming the magnetic fingerprint region 106
should be used. FIG. 1B shows that in this embodiment, the magnetic particles 104 form
a layer sandwiched between a base layer 108 and a cover layer 110. The base layer 108
and cover layer 110 are generally formed from films of material, with the base layer 108
providing a support for the magnetic particles 104 and the cover layer 110 providing
protection from the environment and from abrasion. The maximum thickness that can be
used for the cover layer 110 is dependent on the strength of the magnetic fields produced
by the magnetic particles 104 (the strength of the magnetic field is itself a function, for
example of the remnance magnetization of the magnetic particles 104, their size, the
orientation of the magnetic particles 104 and the direction of magnetism), the size and
distance between the particles, the sensitivity of the reading element being used to read

the magnetic fields, and the expected resolution of the overall system.

[0057] The magnetic particles 104 may be distributed within a non-magnetic (or weakly
magnetic) matrix material, such as a polymeric material, a metallic material, a glass
material, or a ceramic material. The non-magnetic or weakly magnetic material provides
one or more of: protection for the particles (particularly protection against moisture if the
particles are prone to corrosion), cohesion between the particles and the other layers

present (i.e. the non-magnetic material locks the magnetic particles in place — a form of

12



[ 0052] Because other identification features, such as barcodes or RFID are
typically readable at a slightly |longer range (e.g., typically between 6
and 60 crwbanidgss4ecode readers, and often a neter or noPETISGROIRMBDII06
depending on the type of RFID tag), the second reader in the scanning
nodul e according to an enbodi nent of the invention may be a | onger range
reader. Such a reader will be referred to as a "far-field" reader, since it
reads features at a farther range. [0053] Alternatively, in sone

enbodi ments, the inherent disorder reader and the second reader may both be

near - f i eladhéspadfor 8xdnipid), ardaedsd dfapplicatiohéithé articlpy ©ARS Kiserbm&@Afer layer.
rel ati ' an enbodi nent havi ng

non- overl.appi,.ng spatj.al .Qnship.. [0054] Usin
bt n_n: ndaRieH SedREG Ragnel BidRl e i tadepitonts incthdf BuAongnasBeheer | 1
accor danGgeaklyt Magheti€ faetd MBidFialokhdré QpplRYBIE! IR Rertfin REscH TRE: ARy Ry » @

"normal " barcode reader, that can_also read a special inherent

di sor der -SB%Fééﬂbaéﬁfﬂérn‘(qsc?&ﬁ thsrmagneiRarides bl anaydierdinggflyt B sonfpe Wittet there i s
an i ndi caldhQivelinRt attiChhsE St thtag SG WS RdiitieRpbsedt i on m ght be useful . For
exanple, if a user who is scanning barcode or RFID tags notices that a tag
attached to _an object may, have been tanpered with, it is possible, in
accor dané‘iﬂswa't]’ﬁe &Jﬁg%‘fﬁ‘ﬁd’&ﬂﬁﬁﬁt] 0% may teelydeacieh eopreiviy materialh éiy eample

cont ai ni ng skdha ﬁ?{&efowi@gﬁﬁérmi isSCRBMN MM R ECoPrififg Na! e sdgecppd check,
using an inherent disorder-based feature, which'is nore difficult or
pract i calMagnetiey patirlss d 0¢ omawapsdydenp tiarrigragaesion metefiali tan pidgBImagngticr st

exanpl e erfGe, TRbromMharell® mMabHaN ok ABmAREIE vaink HEheR! pidpaft IR inih &AL ur e
based on randon1po§it%%ns gf nagnet?% parrégr%s In a.?ikig qréé, such that
t he ar ea cpuiBIeus @naterialn(incleding t voidsn casingy oariahig noagnstip apropertiesy and a fi ne
resol uti - Sho |-G, Or ] ' | t _inpcludes a
di sor der ggmgﬁgitﬂo%ﬁgg n]gl}téli %ﬁg&x@%‘g&ﬁg#@%}’%ﬁ%&% He%thgbl?oglb %ﬂfr %dgmagnet e
f i nger pr icnusistingio MnBi, CrTe, EuO, CrO,, MnAs, Fe, Ni, Co, Gd, Dy, corresponding alloys

and oxides of Fe, Ni, Co, Sm, Gd, Dy, and combinations thereof.

[0059] FIGs. 2A and 2B show further examples of tags 102 with identification features
that can be read in accordance with an embodiment of the invention. Since additional
identification features provide additional security or information, multiple identification
features may be adopted. Some of these additional identification features that might be
read in accordance with embodiments of the invention include, but are not limited to,
magnetic barcodes, magnetic borders, magnetic alphanumeric characters, magnetic
fiducial marks, optical barcodes (linear and 2-dimensional, including various industry
standards such as DataMatrix), optical fiducial marks, optical alphanumeric characters,
and other visible markings. As further examples, the tag 102 may include a Radio
Frequency Identification (RFID) chip, security inks or a hologram. A barcode 202 is
shown in FIG. 2A as overlapping with the magnetic fingerprint region 106. The barcode
202 may be printed in regular ink, or in some embodiments may be printed using covert
inks such as ultraviolet or infrared “optical” inks that cannot be easily detected by the
naked human eye under white light but can be detected and read by using a suitably
adapted reading device or by illuminating the tag 102 with one or more particular
wavelengths of the electromagnetic spectrum. Magnetic and optical identification

features may be positioned at the same position with respect to the scan area by means of
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[0056] FIGs. 1A and FIG 1B respectively show a top view and a perspective
vi ew of nmagnetic particles 104 (preferably of high magnetic coercivity)
used i n awbagl121324670 be read as an i nherent di sorder fe&CHS&20m/08@306r dance
wi th an enbodi nent of the invention. To obtain a clear magneto-optical
signal, particles 104 of high coercivity magnetic materials which have a
hi gh magnetic flux formng the magnetic fingerprint region 106 shoul d be
used. FIG 1B shows that in this enbodi nent, the magnetic particles 104
forma |l ayer sandw ched between a base | ayer 108 and a cover |ayer 110. The
base | ayearsinfOfhuiiple GR[ drapay el QosifichedCRCany | othdr OpBerfi® Epdrinp of
material, wth the base |ayer 108 providing a support for the magnetic
parti cl edeleBonshing tp h&acp\ther| {ipsludingo bothy\ p¥sriapping oandc  ResroveFlBRRIREN e

envi r onmeghfigislicn§om abr asi on. The maxi mum t hi ckness that can be used for
the cover layer 110 is dependent on the strength of the magnetic fields

pr oduced && t&ﬁ nagﬂetic particles 104 (the strength of the magnetic field
i s itsel 10000} Kt 28nshows,a dagy (B avith a ymagnptig hiasererntarsaieni W8t iomwerf t he
magnet i ¢ dadédsidahBsarcbdd 202 RPhriialy SRrlapfife M nRRhAIC e fint B ARIN S C
particles 104 and the direction of nmagnetisn), the size and distance

bet ween talughitytaf @agacticralphanwmericichgraetors 206 arecpositigerdray thel fewrgprnenedhg used to
read the i 3! qnghot h | bt al |
Cyatem [HoCa Uinliof) Baeodiiz: I RORUBECHTOuERE gl Glachify RERE
non- magnepds (h@PVH\AEEICE;ZAn@gdgﬁi 2B, thafingerpring regianall06 maydie siteated pebinder i c

mat eri al ran% eaéolvkﬂaggttﬁgt' tﬂ!: .’bal"éo&g ﬁﬁsis%&rd' (91'. » ThdrefBre® &3P rﬁa}nﬁ&er ial. The
non- nagnet i r weak magneti c material” provi des one or fore of:

pr ot ect i gatupldy seetthe fingerproit esgiqnpHI6t Furtheambrg, magitetic aind npticgbfeatates muyst ure i f
the parti - [ LOSk0N) .. .COhesi 0 etween the particles and

t he ot herogTL'rz ev?{sﬂ%ﬁj?%gégﬁ Ih?ls‘%%f &tﬁ%ferﬁ%trl]qyﬁ{asgonétt? nlO%ﬁ,{ erial locks the nmagnetic
particles in place - a formof adhesive, for exanple), and ease of

appl i cat (¥61bFIGH2B phawsi anpiher ¢examplecoflactag 102 with agnagnetjeefingetpning tegivncases t he
"magnet i afticl 04" r. .0 Lncl ude. the non- magnetic or

weakl y rr;lgﬁe{‘ iwég ﬁﬁern %lgnaég%\ %?éé%ﬁ \/{ié‘?egﬂ%%% %hg g’fﬂgg&cl fhhnggfaorr g ‘aﬁeﬁge ggé’s there
may be ndhspwoidimensivaslcbarande 202 08 samaindddebyradroeater Q0Ryaantli  fisss fillGelalmay be
directly in .cogtact wi.th an adhesive |ayer h e,of the taqg, or they
my be. SARBE G polibkadR sRORER A s FLordhe bebferaB A ResondBebR o1

coer ci vi tnyarkiag &2 &b .positioedaompltte oppesletincdndt] giacnensitw ftompifidadiall 1s a

neodym um n c rising.Nd, Fe and B. e magnetic rticles 104 may

i ncl ude 5"31%% ﬁ%gﬁ%ﬁaﬁéﬂ’é‘ﬂwef‘caﬁ‘a@ﬁ?ﬁ Z&r @ﬁarg’ﬁlé‘f’l‘id R‘g?"éf‘ﬁ i they

f err omagmetdec208at eri al, or domai ns of varying nmagnetic properties within a
continuous material (including voids causing variable magnetic properties)

and conbi jons thereof.. The ferr.omagnetic materi al, may be selected from
The or oulR2 B S STERSmER 3 A ERGETG i ALCriapanE RPiCAdey [y

cor r espomstighgicabatays ofithel tapxiode Dveflapgping dNd sirkitar tePhis afsdto bPYindedéi6odCenbi nat i ons
t her eof . 6%(2039{! FI.Gs, 2A and 2B show further ex | es of tags 102 with

i dentifi P dorared it fhe S, Atea,c SHRCHRPGSEG LT 91 1Pcer gt Othetyi Qptissl a¥bodi ment

of the i mwupnéticotatures BEtheastdi (2 @aRbvdrkipBhithd Gnlel RUiff@aitUsRE RY tagde
additional security or information, nultiple identification features may be
adopt ed. 185nReadingdyedapping aptica) aad magnsHe fepiuresimayallpwden a srallen@g 103-ght  be

read in acAQy danpevidk MdrEiRadic-BBRLRHGH bdrWéeni thY RRLdeAR add St Feartidl, are not
limted to, magnetic barcodes, magnetic borders, magnetic al phanuneric
char act eF#ice fggeticalcleptutes chat|arqravek sas ofsferense fom fingsuerint (matehing obe

2- di mensippBalic fea&leyglerbﬂymmw@emam%eéé égﬁ%.dan%graéa O fh trix),
optical fiducial marks, optical al phanunmeric characters, and oth&r visible
mar ki ngs modyleffos xeading é&tértgﬂ enficalt 4nd maggeticofaturey is drstrikid beloRadincomeequency

| dentifi e@?aiaﬂafst@ﬁhp%pt&mi @améngﬂ\i}%t ‘?ﬂéﬁ‘%@é réad el B9LAT ug?hg;tgé gog,ge 202 is

=]

shown in A as overl appi netic fingerpri ion 106.
The bar csahge 2éidingagortien pf thetiegiated rsegwiing modike, whilei the smageetentrouirasent s may
be printed using covert inks such as ultraviolet or infrared "optical" inks

that cannot be easily detected by the naked human eye under white |ight but
can be detected and read by using a suitably adapted readi ng device or by
illumnating the tag 102 with one ori4nore particul ar wavel engths of the

el ectromagneti c spectrum Magnetic and optical identification features may
be positioned at the sane position with respect to the scan area by neans
of



using nmultiple layers, or may be positioned in any other predeterm ned
spatial relationship to each other (including both overlapping and
non- over Isippbregp3swnf i gurati ons). 100601 FI G 2A shows aPCaUSGROA/000306 a
magnetic fingerprint region 106. A two-di mensional barcode 202 is partially
over |l apping the magnetic fingerprint region 106 and a plurality of nagnetic
al phanuneric characters 206 are positioned at the four corners of the
t wo- di nensi onal barcode 202. Note that although the nagnetic fingerprint
region 106 is showmn in FIG 2A and FIG 2B, the fingerprint region 106 nay
be sit uat(éd, thehnhrdenadisoplan fratueoulthe [tag) anayt batead Ibe doadtze2@2contactpr i nt ed

regi on 106.

on. Therefore, a.us may not, act ual | ee the fi I print

Furt her nﬁFaéanW%%}&(’:th%ﬁ%egBag‘fdi s(ggrrmqgelgm%slnnsgyre&yg)gﬁ nighatileashiomeed on t he
sane or difftheopgtithl featyfs mayf bearehdi@y HOth. thd ARG lantt| 16ng- 2B gz povronaR@iiter exanpl e
of a tag.102 with a magnetic fingerprint region 106. A two-di nensional

bar code 26t§griat§d8%P‘P§ﬂ%HW§' the magnetic fingerprint region 106. The

t wo- di nensi onal barcode 202 is surrounded by a border 208, and a first

fi duci al [ma]éim}mgzzmnti 3E plﬁxivi' varivue diedis of e ekgamsie g{gi mt“ﬁm therme@,flet]'gohe bor der
208. A secon i duci.al marking 212 is posit]an n the_ upper-1left corner,
adj acent '} "?ﬁ@“&&‘iﬁﬁd’ﬁ'?aéHlf?‘%a"ﬂ’h?w‘ﬁg gﬁgﬁar\g@ﬁgﬂ“é 102 H’E‘QW%

char act ercavetIdyeal B) WhiSh hasainespticd baesdyd (nbishbWe) (Rere R “bak8de”lid kel N sonme
enbodi ment readi ng el enent may read overlapping optical and magnetic

y, a ! APP1 ) )
features! %“qetf@taﬂfﬂ"xl@f?s adepthergpachipe gerdaklp epticat inf omrpsinged Aidtsunder st ood

to mean |G sirflde, & nlabfetR MRt regfdhP 060 WRIRRGRay B¢ iPthe! BRn Ut £RGE Ot her.
Optical and 9rrlwélcgnetl c features of the tag 102 may overlap on the sane or

di f f er entPopitigRedsbelsr theecovergaend 10, rmdanraghesiver langsA0R posipionadaiclam themagnet i ¢
features jipyed! fithrdrdf rékichTd. Kotd ﬁigt Q-Q)gxco&elt isAhS@n TP RS accurate

correl ation between the magnetic and optical features, since theoptical
f eat ur es purey fosrillustradve prspeses. eThe desseptianr that fofjewsp forrthis riguishandgotbér t he
magnet i C i I t MBg c features. An

i nt egr at e&ﬁ %%gﬁndr?\l?dnlgercﬁr)g E%%d 6fE)nge g%%eg%li%ﬁgﬁ%c?tg 'ﬁﬁr{%ﬁé op?ol%f:e%il and magnetic
features is described below In sonme enbodi nents, the optical features of

the tag I1WS4hHYGHIB phoang adop aptisakyiew eEtheag HZ- Ontcal infoymatienyim thefdinng por ti on
f the i i i i i.e., the
0 e | %?9@5@5@92(%%“5}1 R b?g‘p#lirﬁed %@hh&\;}jﬁﬁg ofglggfg;{/(ﬁarﬂz@lﬁﬁeu;cgf frofa

i nherent disorder feature of the ta ose range or
cont act rthedtdp Migwpdtheiteg1Q% t he i ntegrated scanning nodule. In some
enbodi ments, at |east sonme of the optical features nay be read by both the

short - apghesPREG. 3Gt Plob infiaRetRivitW 6r it SOT R &F tRARBYs M81c TH itk &-

magnetic image of the tag 102, the user can effectively look “through” the cover layer
110 and the optical information 202 and “see” the magnetic particles 304 or the magnetic
fields contained within the magnetic fingerprint region 106.

[0066] FIG. 3D shows a top view of the composite image (i.e. the optical and magnetic
features superimposed on each other). It is clear that when viewed from the top, the

barcode 202 and the magnetic particles 304 overlap each other.

[0067] When the tag 102 is scanned by a reading element capable of reading only optical
or magnetic features in a given area, FIG. 3E illustrates the resulting scan, wherein, for
purposes of illustration, one half of the magnetic fingerprint region 106 is scanned and
the other half of the optical barcode 202 is scanned. In the case where the optical

barcode 202 is a datamatrix code (as shown), or another two-dimensional barcode
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[0063] FIGs. 3A to 3E show various views of an exanple tag 102 where the
magneti c i nformati on and the optical information overlap. In FIG 3A the
tag 102 w9 20reai3sede a cover |ayer 110 which has an opti eall/Seasiamdeoé not
shown) (herein a "barcode" is taken to include datamatrix codes and ot her
machi ne readabl e optical information) printed on its top surface, a
magnetic fingerprint region 106 which may be in the formof a |ayer
positioned bel ow the cover |ayer 110, and an adhesive |ayer 302 positioned
bel ow the magnetic fingerprint region 106. Note that a barcode is shown as
the opti wmbnarskamgngpmlglmlffafrthbIdrmtnayxtdove,emuﬁnﬁmes@ filine ilepeex ithd | on t hat
fol | ows fo t her figures should be considered to be

gener al %fone%(%uﬁgjcfﬁ?gartfg?ewdes [0064] FIG 3B shows a top optical

vi ew of the tag 102. Optical information in the formof a barcode 202 which
has been [Wﬁismlmdcoordanctaewi:duaﬁ emlmddxﬁertt lo€ tHedavehQan, rﬂ&yo;inmlmﬁ (iehthdre top
vi ew of theta ({5% 3C shows_.a to netlcayieveéfgf }hetag
102. 1f tHE 8% "éay |r8a omp & distancrising, fog ex % pvenHena gthPesot  he user
can ef f eqtading] bardodek Fdrfexatighhant IHED Gﬂmﬁér ltgw sdurcklayatused & DRbifadd

|cles 304 or, the magnetic fields

I nf or mat i pn 202 and " t he netic
cont ai necf patpds &% H‘géﬂé'tnf’%c P ﬁﬁ é’éqyo‘PF poscted R SbRIEE- 3D shows
a top vi evupléd umcecmmm%rtaecdrﬁm@ﬂer&a %etatmld%&m&atd@m (@mis?tltnﬁ%ef eat ures

superi nposed on each qther) is clear that when viewed fromthe top, the
bar code 26%°5n{he W@gﬁﬁrﬁﬁ'etf‘i’ E“?férSF‘FS@T way then bspaslyzed tesead they MEymaligue7] When

the tag Lfted m HE BABKR. Barcddé e&deragfatlsemrﬁm&%eﬁ?&% KAbwh GRAGE AR, S Y opti cal

or magnetic features in a given area, 3Eillustrates the resulting
scan, mantéuf?r-ﬁefltlnbaﬁsatleptf%@g cS‘PChMﬂPngF‘P‘d@ |berused)nea trartfonodf anhimtegratedet i ¢

fingerpri s@&nn'fn%Qﬁ&ﬂle%Q QcdoPdaRCANESh ?ﬂg)dgtﬁ'&t BE € Envgﬁttc{xile gﬁx&:&ﬁgregj)érﬁ gl barcode

202 is scanne In the case where optica arco IS a datamatri x
code (as thinciRrt) are generaldy (suitableydordreading iao numbds aofc ontedimymdiania] bsic aode ng onl y

hal f of 10fdbsils udiRk B R ihfibe M) ERNIPEYRES! BORE 3b, (CBG. '13k0r ™t on
encoded i h the bar code:
UCC/EAN 128, ISBN, ISBT, Interleaved, Matrix, Industrial and Standard 2 of 5,
Codabar, Code 93/93i, Code 11, MSI, Plessey, Telepen, and postal codes, as well as two-
dimensional bar code symbologies, including (but not limited to) Data Matrix, PDF417,

Micro PDF 417, Maxicode, QR, Aztec, and EAN.UCC composite.

[0069] FIG. 4 shows a cross-sectional view of an example reading element 402 for
reading the magnetic features (i.e., the inherent disorder feature) of a tag, such as is
shown in FIGs 1-3. It will be understood that the reading element 402 described with
reference to FIG. 4 is for the purpose of explaining the process of reading the magnetic
features. A more compact design of such a reading element, combined into an integrated
authentication unit along with a reading element for at least a second identification or
authentication feature in accordance with an embodiment of the present invention will be

shown and described below.

[0070] The reading element 402 in FIG. 4 includes an optical processing unit 404 and a
magneto-optical substrate 406. The optical processing unit 404 includes a plurality of
components, the components including a light source 408, two polarizers 410 and 412, a

beam splitter 414, a lens system 416 (although just one lens is shown in FIG. 4, it will be
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[0068] In accordance with an enbodi nent of the invention, the optical
features (i.e., the barcode 202) may be read froma distance, using, for
exanpl e, worroem3dwnal met hods of readi ng barcodes. For exaspke,1/0a0806 ED or
other light source may be used to illum nate the barcode 202, and an i nmage
of the barcode 202 may be projected onto a charge-coupl ed device (CCD) or a
conpl enent ary net al - oxi de-sem conductor (CMOS) inmage sensor. The image from
the i mage sensor nay then be analyzed to read the information stored in the
barcode. Barcode readers of this and other sorts are known in the art, and
any far - fun@érstobi ttagde grzaﬁa@u lg;elﬁ@Cchnl@ﬁsDah‘mérﬁy Infhy iR WE@ 0 hhidvePPEbddON of an
|ntegrated scanni nodul e ip acc { nce with an enbodi nent of the

i nventi o3 lg?;it“ﬂ?ﬁﬂ’g%?@:%‘éﬂtg’a tef’?‘?fg & forexappple g £G4 on CMOS inagaseasoror r eadi ng
a nunber of one-di nmensi onal bar code synbol ogi es, including (but not
limted 1[(!0)71]3[!% ldBﬁl‘,'lngﬁBn shoda 4, d@&dﬁdlﬁ&eldd@ﬁ:/tEHNGlzﬁls meRBN rSBT,
Interleav d %ustrlal and andard 2 of Codabar, Code 93/93i
Code 11, Ffat'% "é’éé’é"y""“ gyrationcan Yary- Jio& exam %G%Posa@n% jof thgepolarizer

t wo- di meng? QRdlthdRhs speten Ayeroal 8giierchdnpsd Uldth@%oﬁzmﬂer POt cdni B8 blagkdt 0) Data
Matri x, PDF417 Mcro PDF 417, Maxicode, QR Aztec, and EAN conposi te.

[0069]  FiFtshimthe leng,system ¢ b6 sFurther. iseme of e depsest wishin dhedans serstpr@aidﬁrmgaya ement

402 for repdiifichell REFBMRBeibearh § wm of € bea rh BftjteP RS r feature)
of a tag, ?uclh aes is shown in Ff‘ t W Eﬁlbg undrggr%?%g at the

readi ng éfisteaftlensopithin dhe lepe aystm I‘UG eﬂéﬂ’é‘ﬁe@)‘t if the dightgsourcef498 qrme pur pose
of expla prlaﬂQedt R, Qﬁ&F@tﬁ? oﬁ’é poIGEAt Hﬂ%l 3 el i nicl?ﬁtbg dyg§sgbléa‘t({@§ee conpact

desi gn of such a readi ng el enent, n’to an
aut hent i @a¢ pelariagntembinesiyithyg miarezmgdmdmrsgll@refnemtﬂ at | east a second
identification or authentication feature in accordance with an enbodi ment

of the pj@IeNtnd nﬁgmw@wm blbstfe abe\e@mgnéiop“ it ﬁfg%ﬁ%a%t iRl The

readi ng el enent 40 i ncl udes rocessing unit 404 and a
magnet o- 939 ardap plyrabist ¢fam@n4t9’6>l>tl¢h@atms$ pushlas prfmsi@gamgglaxm #22,404cindc| udes a

pluralit , g’ggﬁ nt 408, two
pol ari ze%gaﬁlfggagﬁ%qu%pr&%?vg& |1 t% t e\?ariﬂﬂdf&bl grr{gngse}"g{'} g’%%&?al t hough
just one Fbensamlﬁe,smdmclpwdﬁh@m&d Smtewﬂatenbélumbndéﬁéo 63181 thhapticdlly gener al ,

a series hQeagh eve a ual i t.y image), and
an opt i can%t'sg ecstugéned%e‘%b fnqrrgé(e)?na"H'c gl tall e gt (KR g%l é‘glﬁ§ﬂ¥“m[007l] The
confi gur garindrwvlguomay Medemam bﬂﬂr c(rmpoabm suwwh a's@cdiliﬁim)4the Sirsteoating f or
illustration and t atio var exa t he 05|t|on|ng
of the pt(l)af Y& P 8P p'ﬁ 1] 2I 'B?‘?’sg%ﬁz:nf‘gﬁi”ﬁ%atﬁ {‘EO‘BB"HEH&’ CHAAGSe 2or t he

pol ar i zelferdttZaamn i, ﬂkae&ddmiﬂng Mayeher ﬂeﬂétﬁnvé]ﬁ@&%%ﬁ be EKek@tatorsonme of
thelenssvmthlnthel stem 416 ma S|t|oned|nfront of the
beam spl ‘N PISHE4 °r8’fa"1piee gﬁ‘g‘é r} @ef‘"% Sﬁ‘gi?dtféa%gt AR iLh@ax dej es of

| ens wutImrmct&tatadeﬂmasaﬁ&dﬁmérhﬁnsﬁanbtowaabémyermtathe l'i ght source 408
emts polarized light, then only one polarizer mght be needed, or it m ght

?gr pg)s(:in@“zﬂt ’?heul?g%t St MSanl;zlly eera ;():o arrlozle(ri] g(()jurc\:lg (;[rr;l n%n-%% a?irzé sou ceb%grrr?es plitter,
examples of a polarized source include certain types of lasers, and some examples of a
non-polarized light source include a light emitting diode (LED). Further, the light source
408 may be monochromatic, although other options, such as a white light source, may
also be suitable. Light from the light source 408 passes through the first polarizer 410
and is then incident on the beam splitter 414. A significant proportion of the light is
reflected by the beam splitter 414 towards the magneto-optical substrate 406. At least a
portion of this light is reflected by one or more of the magneto-optic coatings 422, 424

and 426 and travels back towards the beam splitter 414. A significant proportion of the
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100721 The nmagneto-optical substrate 406 conprises an optically transparent
substrate 420 and a plurality of magneto-optic coatings such as a first
coati ng Iwgen124B2467a second coating | ayer 424 and a pr oPETISGee111009306 426.
Various suitable arrangenents are possible. -For exanple, as disclosed in
United States Patent Nunber 5,920,538, the optically transparent substrate
420 can be a nono-crystalline garnet (such as a gadoliniumgallium garnet
whi ch may further contain other conmponents such as scandium, the first
coating layer or magneto-optic film 422 may be a Faraday rotator

(conpri silight pés@ars tmoagfptm be&nfspliﬂtdrt4Q4 OedveRtthiougihe 1ERBySEHONE an@ad Ng | ayer
or reflectlvg f%%/ ﬁgﬁ{{: @iﬁ%ﬂrr rotator (conprising, for exanple,
gadol i ni GFYPEPPIALEY * ang OF i r%aé pRieRl drgecronytdd which "r?ﬁt&“eﬁénf"ﬂ?g%er coat ed
With a reépreehiaie: &fithd :ﬁ@giﬁﬁ@ﬁﬁﬂ:i prideni £ @d M&nkmhc 8ding 14966 3b2, Tab@ l'i ght
source 408 be a pol ari zed source or a non-pol arized Source. Sone

exanpl es %8¢ 4%g/pNPtﬁrﬂPai althaygh, incBIG. 4 the light pash issgenenalfy eepresentedoareaves, thisnd sone
exanpl es 9hotanidREdRO Iilﬂ};lk 206 el 1A orﬂg Hatdts élgﬁ:é H'Q@M%l h%ﬂt G%mr]tiﬁ)‘ pg di ode

(LED). Further, the t source 40 nonoc tic t"hough ot her
opti ons, lightmay be avmntaéeq ngﬁtenglcahrt@emagmwe aesirgd pecasaf| tl:lfamagletd_olg}m fromthe

light soy %%epm@ r{h@fﬁl'dg{ﬂﬁg@ogﬁ s gnllzeg%ér Fo%ecfl a0 ec!t tL%e light is

i ncident on the beamsplitter 4 i cant propor
r ef | ect edolyyization Qfetlam@pmmgt light 4m4FICO\Aaﬂld§‘polhezanag rméttlo:— mpd)mmglhghﬂ’bst rate

magnet o- diiare 12 SARHEAER Binclilely AeRe by hE ¢:BLH 3o AR T8 paES: he boam
splitter 404, The sicgmd polecaer 198 mmyrltel mnecbfavnh hespectltbglm palardmeion bhekeugh t he

beam spl i, 4 travels throu he | ens stem 416 and,.t he second

pol ari zer'gci’%é"goléégr(or Ve V"é%i e %"S %Bﬁ“&'ﬁ'lm H{qgg(g%qasﬁq eoHre i MSpt ures an
i mage repmuagsetitt Glds/beind medvaredn et Itlt:at fwheh dspoliri26d Bdur@t is tugéd, BRFNGHe0- Opt i C
coating Iaﬁgrs 422 424, and 426. Note that although in FIG 4 the | i ght
path is FAMN Y P%presented arrows, this is not intended to inply that

t he | ight only travel s along that si ngl e path. Generally, the light may be
over an {03d] wildeageschetiin i narag scald) eFalesiampld, eicanagnttotdpticdlagbbirar- opt i C

substrat e,406. t her. t hat. er. 412 is_rotated with
respect tg%gﬁ%&(«}nﬁ B HewEs ‘?18‘%“&58&‘? 8“{)5?‘&&‘?6&9{‘% ryin; qyder

"pol ari zad altww ﬂéartdbnﬁaﬂcﬂtﬂmmfﬂg vatigstcoatifigdiyerd. he pol ari zation i nmedi ately
after the |ight has passed through the first pol ari zer 410). The second

pol arlze ned thr rlzatlon of the incom ng
Pant (olSE IR oS 185G 488 b it o st et Poubenslieamih ng on t he
magnet i ¢ filh ef2d sand ehe) gecondi soating . laydotoe réfluativarager @24pﬁ>brﬂrdn§’zeﬂnﬁ9¢1rm i's used,
only Onﬁﬁ?géc ri gaer i el?lgye ‘ggrhﬂ’ﬁo .7 §‘E%§“§%ﬁ§\%ﬁlﬁ§‘i e not t(g scal e.
For exa i @%Ha t her

f: gur ez) tdtﬁhafrileim&-ﬂfiﬂoﬁkeﬂﬁdl Wa), driie mag Bk tﬁfnsﬁahﬁt E%cg;!{gl%ld_i_rﬂn&lﬁ@fdet o allow
cl ear de tjon of t rious. coatinp ers e protective

| ayer 42@@@%&%‘ 'ﬁ‘@f’tﬁ?g E‘f ﬁfe‘ilck?céf Of:‘g% 0¥F§“Y°d‘ﬂ‘?‘ 186 isindhreregeditic film
422 and thfewsRAGHees tathi 09 hiddbas, deﬁerfdm‘gl &Cthk RodeR Ydthterth? dnd [t Hi@RY damage.
The protective |ayer 426 may be a hard thin coating such as dianond |ike

carbon ( BIrefesoputieiat shbaied- " anor phous carbon (ta-C), or it may be
transparent such as al um num oxide (Al 203), but is not so limted. The

t hi cknesf006] Thecdmpdheé invle lopi@l pfbd&sing uhil 400 @nd 8R48yePhrrahgbRhiANONEBL er's
to a few mcrons end| ng on the chosen material and its 1 nternal

stresses! ebtmlgnpg) qp(gpal Sybytiate; 406may have a fixed spatial relationship with respect to
each other. By this we mean that at least the main optical components (for example, the

optical detector 418, the lens system 416, the polarizers 410 and 412, the beam splitter
414 and the magneto-optical substrate 406) are all fixed with respect to each other such

that they may be considered as forming a solid unit, i.e. the reading element, 402.
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[0076] The conponents in the optical processing unit 404 and the |ayer
arrangenent in the nagneto-optical substrate 406 nay have a fixed spati al
rel at i onsWopow@bierespect to each other. By this we neamCrisgRoEtoodsast t he
mai n optical conponents (for exanple, the optical detector 418, the |ens
system 416, the polarizers 410 and 412, the beamsplitter 414 and the
magnet o- opti cal substrate 406) are all fixed with respect to each other
such that they may be considered as formng a solid unit, i.e. the reading
el enment, 402. [0077] The reading el enent 402 nmay use magnet o-opti cal

readi ng ¢0070hdhe mgdﬂ:@ﬂlemhﬁ@ﬁnndyi@hhak&td-ﬁ;ﬁt&hh&hdllyg ofahé agtiezi whaginde t he

readi ng nt, 402 b net o- ubstrate 406. This neans that the
i ght beﬁwﬁ iﬁé%ta"‘?‘i‘/ é%’ﬁf‘ff‘g E‘S’cdﬁé'?%%‘ﬁ clement By R APticdPBTRE( 1 1 he
surface a@b6t Mhistn&gnslhat the flgﬂtmeﬁlgluSedtanﬂﬁﬁe&he BrRERYAS Fieldd dodBdi edfReopt | cal

substrate46al|o litt no.li ght to pass, t hrough, opti cal
i nf or mat i°6HME Slce g H‘r‘f‘i‘%e&su&fﬂ%@ th¢ casggberpyse dhemagne H"é@di“bﬁ[“@t??Sl

Al t er nat |4‘ﬂ6'ablowﬁl‘ittléﬁﬁ§6h$l@@pdsb SHdugRasptea ihfAFRMBA 16k dfoh tRd sus@ed g | ayer
422, the second coati ng ayer 424 and the protective layer 426. Assum ng

that t he @} 0Rsamncspe fep tag 102 is sufficiently reflective, light will also
be reflected fromat | east sonme portions of the surface of the tag 102 and

pass backoa7By augiativesy, raﬁ%ﬂbt%nﬂ'l%ﬂﬁﬂissé},qgroh% aR ﬁ@tpéddﬁﬁ'éjla % deupti cal

detector 150. That is, at |east gortlon 0 is reflected fromthe
surface OF°on&oating laysp 42hand e Protee Vﬁ&wrymeﬁpemnwthm ‘ﬂlﬁiswchéé?ﬁith?g eI enent

402. Asswyp g i§ Gfficiedtl |r@ﬂ’e%¥1v@‘ﬁ@ﬁt'vﬂﬂ%lsgfbeTrélﬁctreéiﬁ‘oﬂ'loag le%t%plﬁyi){)ﬂn%h
reflective, theeh‘gptlcal detector 150 will detect a conbi nation o the | i ght

as al t er dif Wyfaeeef thawado? and pass Q?‘é‘s‘h@H@ thstreading elesegnt AeXto beo@pP@IedFur t her
al t er nat 'by@heacfp’h@zﬂggt@a&t ﬁOWaﬂ? aV ?Moﬁ%@'h@ﬁﬁﬂefl@&ed&@c?ﬁﬁ}e shirfiad opti cal

features using t sane readi ng e ere wavel engt hs
of 1i ght ofithy %lq}s‘@d npbmtqmﬂ"érrﬁl@etedngﬂmm@admg clomentaﬂtﬁa tAssInIing) that atc

featur €S aktfrpo"thﬁen t %gofé)amé s(ﬁ?tlime?Mg%ffe%{l p@r ﬁcali) d%ﬁc?orel% {l dgteI ¢! the

green donal onmal n can use Pe4a
i nf or mat iasnmbinktidneofitiedightas altored iby thef roagnetiafeqthiees anmmﬁt(daltfeatumed to interpret
the optical information. This kind of system nay be inproved further by

usi gt wioodd FERAGkhEN: SRNEGRS fab e dE8 '}Sade{ﬁﬂ"%ﬁ‘é magldll gheen 11 ot

sour ce | pol arized for exanpre sour cé
unpol ar i 2etcal Rarrdsaisingghesame] Ieadgmgwlsmtrmtﬁor/exaseﬂmrddfemmtwanqmw;senf 424 could

be used, tr| m.rroy. chr and dielectric
mrrors a?ﬁﬁFHl n l@ ‘ffo? mt '%t"gé Ehglb% ¢ & IEC ma%"@ %"gé‘&“mi‘i}ﬁ? @ﬁ%‘lcﬁ li ght
(or rangeptidal mmdtewgtldssp)refvmtiaﬂya:h tlmvgmag domainpthee thardwviehie cat bs uied be
transmtge he mr er 424 coul d

r sec nd coa in
i nclude a \r/\%vglf '%e"f%'gla '% “H}IGL%? r 3 ‘g’rlué S%/éﬁ‘ﬁd But al | ows
red |i ghtmtérprebﬂletdpﬁm ififorrecion. This kmaroffsgwnahiapbe ahﬂn@\ﬁﬁi fultRerbyisignai n of

E]’Q.Snia[r? g?‘?’%g‘[‘%’feégp gh? g(t)ulrgeas' in {hgerlga%mgw?ement g‘e ggée%‘?lghtd s%umrizle ?s ;I)o arfazgd Iforrmge of the

example while the red light source is left unpolarized. Further, a wavelength selective
second coating layer 424 could be used, such as a dichroic or dielectric mirror. Dichroic
and dielectric mirrors are thin film mirrors that reflect a selected wavelength of light (or
range of wavelengths) while allowing the other wavelengths to be transmitted through the
mirror. Thus, the second coating layer 424 could include a wavelength selective mirror
that reflects green light but allows red light to be transmitted. This configuration allows
the red domain of the image to be an optical image, while the green domain is an image

of the magnetic features.
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100801 Referring nowto FIG 5, a first illustrative enbodi nent of an

i ntegrated authentication unit 500 in accordance with an enbodi nent of the
i nvent i orwo0tss467bed. An optical processing unit (SuclRCRSGRKTNDB6 Mage
sensor) 520 is nmounted on a printed circuit board (PCB) 510. There is a
beansplitter 540 nounted in front of the optical processing unit 520 at 45
to the surface of the inmaging. Light that passes through the beansplitter
540 from above conmes fromthe optics which are designed to obtain an
optical image of a renote object or surface. These optics include a series
of | ens qDesOpReferbnd nod 7o FG. 372 g iBuiatii®| ebdithent! PE arne[ﬂ@écfﬁaté@j ect or
surface is preferabl. é}d]un‘in t ed bté | i ghting el egre,nts 55Q and 551 (these
li ghting %‘F“gﬁ'é‘iﬂ"ﬁg“ 8‘6‘%? ) Ingagrordange wiith ap cmbpdimentofithe Inxentign dydescribedery’ <) |
100811 LiAdbptidaBprotesifig imie Guéiast DOMUOESinidae s@iRbr) 320 isth MBI Wpritlitd 520 by
t he bear 2%{3” %er 34% Stlz)rres fromthe ma_%net o-optic/optic imging portion of
the aut hePEPiE bpard {PGR) PG odherR ds ajbsarpeplifier a9 mpunsest i fiontefiig prticahd opt i cal
i nf or mat i Recekdngunit Y8 &MSFRY tHeORFBlOMORE 1RAGE:, IR TR HhQEs thfd Gl marks,

etc.) froman object or surface which is in contact or 1n cloSe proximty

to the nei§ABsRdittend4E frmsahoye cames Bgw. thyepticspwhich are ddsignpd tagbtaimnan cat i on
uni t CONMpkieSinfed 'of Al reRRIALLEET | t dodtids | d¢9kd NO

el enent 5 3l (whi %h courled be %ﬁ&_Loégi%&a% tr?glgs(éa?dsngs (l:l%:?rlgitrei séergessdefglg{l#d l'i ghting
el ement SIEmenigHi70h5 Theapd 52 and 4 pimhalé 560. dFefremetn objsetvoe senfaye lis proferabtyhe

l'i ghting; : ] o 4 i.eh ul ternatively be a
prism i sl ﬁl{ljds%gg@{l gérﬁ@cﬂnlg?(l:e{meﬂsgrﬁ? §H 'ﬁs@'gg? ﬁgk{gﬁ@gﬁn}eﬁg cgﬁg’ﬁflgﬁ?’%a&ngiﬁ on unit
500 al so bedighrimiiingadicdes, “BEDY). | ens el ements 573, 574 and 575 and a pi nhol e
561. There is also a second polarizer 591 and the magneto-optical substrate
580. In i i ' j a0 . t]ve.housing 530
whi ch bo'??]%I p}r %?%é%ﬂgh?ﬁgﬂg\?%rg?%%%a%ég%gﬁ%%rgé%% n? ﬁglt ﬁ%‘ﬁéfﬁ‘g%swpgpgro ensur es
that at [d8spmenfremdhe magnetmopsisivptic smaging parpion af the asthigticativini wlid 500f | xed
spatial i i . ...100821 Note that.the beansplitter 540
coul d be tgzlrtl%t ‘%"%gmo‘? O%glg{rsr@%%eﬁé g‘?({,(’pél.c %.g{é"ﬁ top Ze-g-eghgcb I“?atytcg?taﬁ'ﬁbaﬁ cube
beanspl i tcode infolinaom fitioiad Imyarksi, etcy domcanbbjecend shefack wlyicknisdniortdvabt @ mirror,

and simlar cts uld be ohbtain SLg .various c i nati ons of

SWi tchabl%"%ﬁ"&‘%r“ ,‘°§§%W€%'T°?‘%‘?‘§P§f, S“gg&‘g‘i #’g’niﬁ"%h‘tﬁ'?’b?fg‘fﬂ?ﬂ‘?tﬁ‘%’\%?‘m@t c. This
conf i gur amitaomerisds|aeBirst pelardaet 500 sineeddi iarfraniof aARAtih® clemest Bt (whadh

informati g suc rcodes) renotel d.also to read nmgnetic/optical

i nf or mat 8 déble.agH‘,E%jnb’i?Hﬁ‘@tagsﬂtco’aﬂ’g%?r%#Ori%gléﬁhﬂfl%fle%m(ﬁ%é@h‘ﬁl’(S%Yrﬁety to or

i n cont ach DD 6f adiglerhOwawldngl thaiihs tiphim déRent E9H8H mirorddethdd w3, in FIG
5 and s:ﬁs&gbjent iIlI ust.g‘ﬁ%i ons, (it is contenplated that the outer surface
of the mal &outa et OF Aaprismgp ‘ﬁ%fl/t%_@dlf%tllﬂitwmﬁ ReAtiooek theayer s

i ncl udi nguihadtReFoh bt SU0i ale dofpFES a JRFied SIbAsVGerh@YLSB, 8andl 975%hdlaayers. The
mrror |ayer max be a dichroic (or dielectric) mrror |ayer, such that one
range of P\WE‘QEISQ gt here by alio geeondrrolagisercS Hl gne thegnagnetowgtical ebsegatBhg whi | e
anot her nap@Rtidy tweavdkrRalifSudf S0k Ia%%t&:@ivgxoﬁsmag, ﬁ@%ﬂi&gootﬂ:ﬁ{ote%f@npl e, the
di chroic mrror coating m;é be chosen to substantially transmt [ight with
wavel engtits varinyg eomppagats. g teuhpusiag candoglstgesuresr that ati Iphst) somehofl the

subst ant icgh, f | i : I m(e.g. yellow/
green / gl ug%eﬁgiatcﬁg %Elgéﬁsg%%ly %ﬁgg;é éﬁ‘%"gg’ﬁqg’ t?:é%cr}]"?) %geg*i tted fromthe
lighting el ements 552 and 553 this dichroic mirror coating is able to

provi de 982 Neiggtheit the bsarasphiien 2491 cquihbe gny typeraf beameplittat sig: at plate
simul tan Fpr. 0§ i P §15|§ j
preferen'? i al gﬂ?{a(_g an('gm@(l?lgtJ giras Plzntltaé;r iAhn‘%?Jra gﬂ%o‘?&fuﬁ E%TEEBE: 0s neg %\gitﬁnglre ed (i.e.
wavel engimrrerh @ud singlgoefigcts ¢nahd behpltainerdhuring variods ceubinatiphs ofvswitchebiss t hr ough
t he di chrqj 1 : fa I which.is.in front of
the magncy noSor caar @R ELe ulels bERS U 37Fis St it BRI WRSs € orough
t he di chewhentigationomitzi08 t ecad ioptical @dormatiom udpas laadodps) eematslyragd kbt  520.
Consequently, red light hitting the optical processing unit 520 (fromthis
optical path) will contain only optical information about the surface or
object in front of the nmagneto-optical substrate 580. If the lighting

el enment 553 is chosen to emit green light (wavel ength |ess than -590nm,
this green light will be polarized lag polarizer 590 and will be reflected
by the dichroic mirror layer. Therefore, this reflected green light hitting
the optical processing unit 520 will not carry any optical information
about the surface or object in front of the nmagneto-optical substrate 580.
Instead, the green light hitting optical processing unit 520 carries
magneti c i nformati on about the surface or object in front of

magnet o- opti cal substrate 180.




[0084] This "information" is enhanced by rotating the polarization angle of
the polarizer 591 with respect to the rotation of the polarizer 590. For
exanpl e, weto3as3une t he i dealized case where the nagReT®SGaMIL00E806
substrate locally rotates the reflected green light by 5 clockwise if a
strong | ocal magnetic north field is present at that point, but locally
rotates the reflected green light by 5 anti-clockwi se if a strong | ocal
magnetic south field is present. If no |ocal magnetic field is present,
then the reflected green light maintains its polarization angle and is not
rotated. tbyeadmeagnétiyopeixalriplommatioh dite.tdndnhrednadisarder fosu@nN gl ofose broxhigitypol ari zer
591 is rotated c|] ock: e ct to the polarizer 590. If no
magnet i c Piogjneop Ctpvyﬁﬂb'gﬁgne%loﬁ%’%w%vﬁgbsf ﬁcssg@t ed green light hitting the

pol arizer 591 will be polarized at 85 degrees fromthe polarization angle
of the pdDess zleadtﬁﬁtn inalfich. &amsmhmnédtyllmmtgonh,iit i Icmtérhlghttad thiat the paes t hr ough.
I f, however ewasalo out d, th rflect nllghtvmll
have been“F%Y ‘B?g"gto'?ﬂt'c %%?WSBQ maﬁr‘?ﬁ cg?fﬁgglﬁ@?ﬂq“? %’g Yding £'s the
pol ar i zerfafaldy rdtdtmgllld)iersbpronﬁﬁ‘&r layersl ad m%rtléyefshemehﬁlﬁbrleerm belhi S nmeans
that very little, however a_l ocal

ass throu
north fi efichrois(e db?‘%“é’éﬂtm‘"f’%E‘y?rechgé‘?aéﬂnﬁfaéé"n(’flgwwe“%ﬁ phlight areblg e by 5
cl ockwi sep pBdthi\RR thé cbiting WHIR ROKRF irdfze &%velehgﬂﬁ\@'d}edreﬂaﬁ&?f) ke be

pol ari zed at onl¥ 80 fromthe polarization direction of the polarizer 591.
Ther ef or €03 t hFfagifEtRe the dicheoicauimer egspgmaysbyhoser tasehstantplivan | mage

taken by ttréﬁemﬁnrgheadnhp@%feﬁgmmodge; Ehaél(!sgo&e%@ SRAREY ir&d fib), dwnigoul d

appear as |ocal dark/bla regi ons, he non-magnheti c areas woul d appear
as a dar ksutnsimﬂaﬂbfeflgmgeham afcwave!?agubgnbeleww”myn ie8t Yellewl(i geendfblue /

conf i gur afieiy hrt)heBryeJoL\ﬁ&lil RN f‘e“t&ﬁtﬁoﬁ@ﬂleQ%hHr?gegetﬁl 995 Ak gy Spgnetic

i nfornation froma surface or substrate in con or close proximty with
t he magnethis-dighrdie alirrer deatingis @ble3g Provideod&n mignetia Mtomealtlmagﬁsmfﬁhec al
processi n a p t he i mage
intor edrlgrél?e%%&mesgﬁlg]lﬁe co%oﬁgﬁt% %[@pl cge'thﬁgllléfh tlgg e;lé;ﬁgeé& |%55§a Whaltcrhr ay of

i ndi vi duairefpedtlallgrle&mp paladzdylin droht gfhit) is ehsson $o bd kelr @€ .ov@velengtheboteaken wit h
ZHch VS 8050k, Ak MBI R e hRyb B eHEf BB pefre, 0
sonewhat doff thlefsuxfawalorctz(g’mhmms mrfrank of ﬁesmghémemtncxbrmﬁmi Shis reflestaf ore, if a
CMOS senso used fo opti.cal proce un t.he i mages from
red |i ghtSl g&h‘gﬁ]g?gé@rf’aﬁ é gp’@ dté‘i‘i‘f%?’fﬁ??%&ﬂ“ﬁ% Qg?ﬁ‘?‘f to ptt‘Baltpﬁ%peff’ re of the
CMOS lsen?mit 520tCmsbd]ueb&y wedlieght hieg thaqitlcmrmodemgut rft@ZOQﬁl?m@ﬁQﬁmlc?ln?hb' ueOI
signals fr ure representati on of each _o ere
green ancPa O@‘i"‘}’t“ @g?rﬁ%@i]t"g ormag %@P‘?‘\Fé S‘"gﬁﬁ ot ghigctia t frobef ithea

subt r act lr@dgnétompﬁémlsu&&ﬁtbgso stigte ngﬁﬁhgtmerﬂ@@@@sils chbRa o bRk RRleAtigh: ar e

wel | - known aé the effect is inherent in man sensors, so their

manuf act dPayeengiiplessathp, ~3108().dhissecniight #ilf gﬁ PRIATZES\ D3 R EZR é?ﬂea'ldhl s

[ 0086] Oﬁll%?&i&ﬁﬂ“?k%lmc &itrs8layer O ThérBfofo, HRONRYGED grkéh 15ghP ARt
between the sjignals fromthe two different |ight paths (the one i ch is

adapt ed ttbe epsicplpapqessingindficS 2P avith net carry ey esficahinfospptéantabogtribe sun@coeter  whi ch
| s adapt eflidefin FBACOIME MdghEiolopQBli isGiktraUSg02C fhStedd] b igﬁl}; are in
front of tf’ue ;mgnet% opti cal sgbst rsat er3580 Eﬁes gléﬁlgt%ﬁl I'n vari ous
ways, i neptiedl peocsssing urtrtaiZOagaenemmgngsremfmmm avhouhthpegl;fmtortcxbjeat trer nati ve
enbodi ne t to deal with this is, for exanple, to
have t he Q?l ggtgl%ﬁ%%%gﬁgg%@gﬁd 551 emtting green Ilght and to have

the lighti ng eI enents
[0084] This “information” is enhanced by rotating the polarization angle of the polarizer

591 with respect to the rotation of the polarizer 590. For example, let us assume the
idealized case where the magneto-optical substrate locally rotates the reflected green light

by 5° clockwise if a strong local magnetic north field is present at that point, but locally
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552 and 553 switched off, when it is desired to read a renote optical
surface or object. Wth this situation, and assum ng that the

magnet o- opDI20el03346hst rate 580 is coated with the di chrolPCT/sIGRo1GI00030y er
descri bed above, substantially all the green |ight that reaches the optical
processing unit 520 will be fromthe desired renote inmaging optical path.
For the purposes of inmaging the substrate in this case, the red and ot her
light can be ignored, as it will contain cross-talk fromthe optical path
cont ai ning the magnet o-optical substrate 180. When it is desired to obtain
i nf or mat i rotates therefldveed@pdcndight adhantikiickwise ifat@sng foeal Mgheicoaftfietal

substrate, then the lighting.e nts 550 and 551 be.switched of f, and
the Iightf R @ e HEH? i"" 5‘2*‘83%% éég?sc%fﬁ“ﬂ% thea dhe 'iegF“r‘éha gfa mainggins

sequent i dtslpo)aritzationlahgleiandisaot fofat&ll rAsdie, /forcikhmple, thik thé palbriAfiod Hfxle

magnet o- o%tlircal subgﬁtﬂr,ate 580 ﬁﬁfshutteor (tnot shown in FIG_5) may be used
to cl ose e RArizsr sl &otalgd clogkyiss Rw #7 witly respect tuthe pplgeiger 590V llges| v, t he
beanspl i trh&mefk4 el ¢4/ pdsche théd |the/reBEctéd %ﬁé@r{ AR MiGngHe plarbl §91 Wit et i vat ed
to becone conpl etel% reflective. [0087] Nofe that in FIG 5 and other

i |1 ust ratRob¥ized \ahr§55udeeness - feep denpolarédstian anglepof shes polarigr FREt amsit i n
order to lhd Wayel] 0 TR xanpl e of
a corrponeégﬁ&a#ngzwi&gq#ﬁfﬁpgggg?ﬁfdlsghl'(r)ﬂgp t ief(’jﬁ(lgﬁevé?ée 5 gﬂg&? ?oeugegflrﬁ’cui t /
cabl e t o thheblceted geeep lightt will have bednt roptesl by 5% nti-dodkwviseu midcermeequiently anot her
not her b o i i i j L: i 0.ls housed.
Al so, a \C}g{eﬁéﬂt@mgﬁ%ﬁo@%ﬁf%ét?%@bg d%%%gg%ndgggmtcgﬁtahggéggi Iglg‘}ﬁl§ glrls exanpl e,
al t hough thatgiery higleeifeang dight B840 pas3hrougls 2, Ifahoivéeys8 aaloeal stoaturficht weiengl e

l'i ghting ' ] nder st god .t hat | tiple,lighting. elenents
coul d be pgéssg'g??ltﬁﬁ%qéﬁ%g\gglfehé%gﬁ&%'ﬁgtb é‘gﬁte‘li hjﬁt F%“‘%‘F‘g r?%twl'g" }id}ﬂg rtil?eer,

di f f er entpolayipers590f it wogldtthergforeshecpvlaized atrunly 8@Fhfconm theqoitdridatidnsdirebonused.

Furt her, of f - axi §,,desi such as i.s_shown in FIGs. 7A and 7B, or other
o £+ i & TSRS g P8R B naGielE ARG PRuldRebt B bri At | £ £ o1
540.h [ 0G8ge fakérsby the optichl gﬁ)cﬁhﬁng lﬁillOSd 20¢ Eoutix l&ii@lh?c &]Ehﬁculd’ﬂh?hppéﬁr an

aut henti cat i qn it 6Q0, a to read optical information (suych as
barcodes)(io Eﬁﬁ%@?f‘%&imﬁr '5“51 &8 o2 SRl aEasWould ppean ps 2 datk ﬁ’ﬁf foh at cl ose
proxi m t yquite brtk)i Back@suindC tUsMgt this GaN6H dnAgirhiohl theUbidcledlecnfdht tdn thi s
enbodi rreg)t, the mrror 545 (shown in FIG 5) is absent, and consequently
the opti §|“Sﬁgf%%bt?'6mgg%ﬂﬁ iRtpratiag; Eor Bt susfafe PTuBsAR inofPntasHoCeAtcact /

pr oxi mat q,rmgnyzmtﬁtl{e@%t,,a@a;pﬁmgwsﬁﬁgg sgp. are at 90 from each other. The
aut hentication unit 600 further conprises an outer housing 630, spring 610

and sensi‘gmgii&geng 620., [000821’ In FIG .  6A . the_authentication unit is shown
inits stdifdard'odiceryp optica .“’W?é‘f‘%“f“ﬁes‘é‘ﬁraﬁ M@ espsere, Bayelsuigt ended and
the prot esbpli¢@hdligiage o RAOgrREH] ahd Blue @BthfdHefits AnBe M IEMadRYs b GrPsH Ng 610
away fromthe sensor elenent 620. In this position, the optics,” which are

desi gned GVigwR &7 etesnGeibdun lightegneors Therelrptmagebieken wish sudir¢MO8 (whi ch
conpr i se skkBrsSAheRAty Eﬂlﬁ TRBReiAPicus KA ln &1nd BIY Smpdhénts Eﬁd,dﬁscr I bed
with reference to FIG™ 5), are in position to inmage renote objects /
sur f aces fachsfull galop émagse fromrsuph Ens@aare; msomemhatpastifieilnembination ohbess 560, and
l'ighting tﬁ‘l’l‘:@@@ﬁﬁoﬁerﬁg)o’ﬂé?éjfor@,ri?a@h}l@ggglsw fs?ﬁsép}ofﬁ\eqiptigﬁ?ﬁoc %inghﬁlitOUt er
housi ng 630. This allTows |lighting and 1 nagi ng of a renote obj €ct or surface
t o occur .520, the images from red light and green light are automatically split, due to the nature of

the CMOS sensor. It will be understood that the measured red, green and blue signals

from the CMOS may not be a pure representation of each of the red, green and blue light

components respectively, and some mathematical subtraction / normalization steps may

be needed. These techniques are well-known as the effect is inherent in many CMOS

sensors, so their manufacturers typically provide documentation on how to achieve this.
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[0090] FIG 6B shows the authentication unit 600 being pushed against a tag
640. The tag 640 conprises at | east one set of identification features

whi ch ar ewoegrea3s4s7or from whi ch a nagnetic signal can peTderin@do3odhe t ag
640 is attached to an object of value 650. When the authentication unit 600
i s pushed against the tag 640, the spring 610 conpresses until finally,

w th enough pushing force, the sensor 620 is activated due to proximty or
contact with the housing 530. Sensor elenent 620 can be any kind of
proximty or contact sensor, switch or contact button, for exanple a button
whi ch i s [eass] \mteqdouaanwhﬁemtmyt arise ffont hikis,NiswevBg iH3fdss kdlk besvesenmor el ement

620 is not a ni cal sh butt .ty sensor”, but an
el ect r oni &Y P% ?lleytwé’e%gﬁrf:’%tul %thﬁgg"s O'F‘h%{ ighds adep gd‘F’ optically imageng 530, it

may be seatmb@ safas and abjeds whethe biiRr Wﬂléﬁ'l@gda?&a(}b%ag% hfdnkd Nopticadef i ned
distance fromit, At this poin the optics for imm mggrermte surfaces or

obj ects avEagss M%&leﬂéarsm ?m%%lﬂf?g’“ﬁ%ﬂpt‘%s‘@gﬁt% 0o Ehis camie pi nhol e

560 is bl@pkednbariothe wayt Cincli@ig! dtheSd@e arS dﬁélﬁsédhﬁelb'&vgafth rlgsl%ﬁi:teﬂse nts 550
and 551. Consequently, in this position, substantially a

r eachi ng AltR@agysgmbefimentse Asang ghe qibar wags® dealwith ﬁusomf@rhréampim t@ba‘dﬂem gned to
obt ain r | s ichisin
cont act nggaﬁ%ﬂt%%lsegﬂmrsgg? ﬁf%ﬂté@&Lg%{ggﬁ t%%%?lhga th h at e %‘gg [0091]
FI Gs. 7ARAGNIBSE h‘@whada@ffhe/here»tam@sge@abmﬁ mmot@bpmal aufahent olgedti on uni t
700. As I e5| gn

wher e thzb%]%:gffgg ﬁZ@,asshm %g&l%?% B%t?cg ajbﬁ%agé(h% e noﬁ{éﬁe 19’

opti cal ithd dichraicinuirrotiere dnstlbgbahogs;pobs@hntlail)t zﬂbthagtesn bghttlkaerdacmuhel ens

el ements 57 74 an et 0- gpt sub t.rate5 [ 1] tratlve
opti cal p°§{‘ %asl p%’fﬁs S@ér n%t ?g% 99 Tet |endge S'fed } %émﬁ%{%%‘f 8‘“0";5?}] Fbst rat e
580 tomarmimolsets&fmpﬁg‘nmhe pubrstrasm mgoumﬂlemrﬂroﬂxeshgm&anheigh&ed Wit As can be

seen, the.. ptl cal t| cal aSSI t hr ough
the pi nho"?’1 BRI cfess Lalln?é?@é}lf 88?‘3‘"5\53?%“?&' g"h‘g’%ﬂts l&‘H’F‘teBg?h f or

readi ng OWVhaoinisalesired tp bbminﬁﬁfoﬁnmrfﬁim the/opﬁ@ﬂ p&Rlthat BicRideBthe agnetbre
configurati.on |IIustrat§% qﬁ %9 be m)dlflgd in varlous ways. For
exanpl e, °PHtA swpstratesthen thedhting elemgpts 55Q apd 531, may be syichsd it @Bd dsur e t hat
there is mgutmg aéthéndd $32 4n@ 558 Q&Bbd Wk (eii&ﬂﬁm%hslyhﬂ sERRRBAy AR R Bt e

i magi ng s st eps. |In addition, different acute angl es or other nodifications

can be surfagfygehjeck indront of themaggetproptieal subsiratfPe  hBeH@Rt shownan

aut hent i Qﬁtmensymas/ &O&edvm'&&e%?ﬁ&et pRhAP662] AlAREISYNSE HOkliged802 and
804 (which may, for exang CMOS | mage sensors) to fead both near-field
and f ar - Prefuskyythe deamspli ¢r0540§ﬂ'd¢ aetupllyche 3 switchehlo miteravhicteis artivatede sane

i nt egrat ngéé@hgm,};p@te%ﬁ@&%catl on unit 800 further includes |enses 806
and 808, which are in"both the near-field and far-field optical paths, and
| enses 810 and 812, which are in only the far-field optical path. A beam
splitter (W8] Mot #at imyIG. optane rpsher yilligyationss Wprieus disinekely coompepinis agr or

swi t chablpgrp¥idriify kefiQuf §Fbrded t'og‘mlll&lfa 4k GechFtld?lp&f' tﬁ@ke)pﬁ ﬁéﬁtpgA'ﬁn' t 802
(and through a polarizer 816), near - f . e. erent disorder

f eat ure) cK&BRIF AH2 cempPERoviygh 1sa&momf@ldﬁe@rsitnq@ nuﬁiGt 5904 flek girciitarcableel d

r eadi ng codes.
[0003] e P S bR ou 40 6Ll AR IR oRifEc o834 iR fncC )

readi ng @evipdinhwhiph theaduthgnidcationy neit FQ0 iSémlwdeslect, Iae/aﬁétghlflnnglf@lamm s 552

and 553 i , , [ G may be
switched o 9 IIBSE}%\S%{OQ ?ger% h(gﬁllln %Sngﬁhélhlgpé!r tl% gg%'e%tggg(ggsﬁ %S t he
pol ar i zerss§3 B80showndhsisigleckightiog etnehts, nfwitlibe mﬂqntebmtlmpmlmqile hghtmg

elements could be used in place of each of these lighting elements. Further, different

types of lighting, such as ring lighting could also be used. Further, an off-axis design,
such as is shown in FIGs. 7A and 7B, or other off-axis lighting could be used, obviating

the need to use the beamsplitter 540.
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substrate 580 (which includes a dichroic or dielectric mrror |ayer, as

di scussed above), carrying information on the nagnetic features that are
near the wagnetm34pti cal substrate 580. At | east a port iPOm/SGR0L1WDE306
reflected |light passes through the beamsplitter 814, and then through the
pol ari zer 816, to be read by the optical processing unit 802. Light from
the lighting el ements 552 passes through the magneto-optical substrate 580,
and is reflected fromthe surface of the tag or object that is being read.
At least a portion of this Iight passes through the beamsplitter 814, and

then thr genss] Fi€s.p6X anid 8BIshd GnotBétdexampR! dhtbodRadht BY ah Beth@idichtiodl und ocessi ng
unit 802 Qsitions o{ W of the conponents in the illustrations are
ypemal

for conveﬁrqg’eﬁ toolr{ﬁadcf’@f”f’ on Ifﬁ'rché‘;?atf?ﬁioéeséd?'éf"icﬁ’e?“d%'éo itQ r&down as

bei ng at tnaphaet /t&btfcﬁleinfohﬁﬁﬂonsdﬂ Icfod€ proxithityC R orFlﬂ QeMa& With Hﬂgﬂet(ﬁ&%cmﬂ it will
be clear to anyone skilled in optics that this may not be the best position

for it asubiptectlects s eg‘é?‘?alf"@?feéhedﬁ“{oﬁé4§)d$h&w“z'érFI% ] lsbﬁi’sgﬁaﬁ“}ﬂl y i maged

by the oRbhdeghenBY QREDPIHY peihk Lf; i spl ution
b 1 ¢ Rohdguenll A6 B0 piks for HAMindXAORToMIRR o AR thithor 0

aut hent i Pa@XiBate mﬁgpet@dmpn@al Mnsfpmgmg@w at 89° frem saqhecrthlerr dhelawthentication| | ght i ng
el enent s /RGo hi nts 552 and
553 may be sw@med o : L| g |s rgfﬁggf)ﬂ??ltrogh%dfﬁgm Q‘?eﬁ]?é jei ng read at

a di stance é code), and passes through the nagneto-opti cal
Substr at @08ADIn AIG. éésthea@uwsmeqaw Wit istshewn inyits standapdegisision.cice- b\;hetehe

beamspl i ttﬁeeiprﬁ%%lenﬁﬂp6$)aﬁ%§§m & DGR Ell%gﬁ% §Juglngrggg%ﬁ its %mpt d by the

opti cal processing uni 0095] 9A an ow a
enmbodi nemushsd by thexspring A1 avayi dm Sﬁnsgodembm 620 Ghthisi pokition, ahmptrcs,r s 902 and

903, and S d fr {e2 el d r-ea aI ong the
opt | cal Fﬁl{lﬂ% deggésdﬂﬁ ob%QZ aglcé‘%g@ Hagg'gf a. r%ﬂ\:'[o (';bélhc%k nOéaSlrll'f CFg(: é; Peadi ng
al ong optcpwatisethe barm@naslelsmsvmd llrghﬁhgscleﬁﬁlts[@ﬂ%]deséﬁhdfd whte refereieent i cati on

unit 900 ing. . for .far-field,readin sho nFI t he
li ghti ng téeﬁlecpr'rgbita% ﬁ%ggté%ndmé?ige remo{? ob ecg? é‘f{gd AS vl tsﬁ%‘ 1P gﬁtffg g el enents
552 and Sb8inpogitios tisvpibtoheibopfufd lng‘ﬁheg diembiito 550, mlaarasngﬂéazwﬂﬂﬁblaﬂa are

configured su at t he ] t framthe lighting, el ements 550
and 551 &3P% 'gfsige }H’é‘ﬁ'"%lpg@ er?'hbsrﬂrgétlﬁﬂ g imaging of p ‘éH‘OtB%B'(?&ts%rl ng unit
910), \Ahlshnéacreecfb@atl ng the light fromthe lighting el enments 552 and 553.

?-._

[0090] FIG. 6B shows the authentication unit 600 being pushed against a tag 640. The
tag 640 comprises at least one set of identification features which are magnetic or from
which a magnetic signal can be derived. The tag 640 is attached to an object of value
650. When the authentication unit 600 is pushed against the tag 640, the spring 610
compresses until finally, with enough pushing force, the sensor 620 is activated due to
proximity or contact with the housing 530. Sensor element 620 can be any kind of
proximity or contact sensor, switch or contact button, for example a button which is
activated upon contact with the housing 530. If the sensor element 620 is not a
mechanical or push button “proximity sensor”, but an electronic proximity sensor that
senses the distance of the housing 530, it may be set to be activated when the housing
reaches a certain predefined distance from it. At this point, the optics for imaging remote
surfaces or objects are blocked by the outer housing 630. As can be seen, the pinhole 560
is blocked by the outer housing 630, as are the lighting elements 550 and 551.

Consequently, in this position, substantially all the light reaching the optical processing
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[00971 When the authentication unit 900 is being used for near-field
reading, as shown in FIG 9B, the lighting el enents 552 and 553 may be

swi t ched w0,20exvd346he | i ghting el ements 550 and 551 nay PPeTSGR010MEEBIOT T .
Light fromthe lighting elenents 552 and 553 reflects off of a dichroic or
reflective |ayer of the magneto-optical substrate 580, and is reflected by
the dichroic mrror 902 so that it passes through the |lens system 575 and
the pol arizer 591 before being directed by the mrrors 905 and 907 and the
dichroic mrror 903 onto the optical processing unit 910. [0098] Although
an opti onmit 520 nhﬁbﬁﬁ&ﬁﬂlei@ue&magnédtotobamﬁ@eﬁ@fm‘ehlqﬂﬁonﬁamﬁtﬁoﬂiﬂ; 580 in

t he enbodi nent sh and 9B, it w || be recognized that through
16 of o SHIEh OT TS WE 151 SOMAC B mblgHe PRI s hes BRI PRI R0

parti cul aubstaiesdgongt hs of 1ight may pass through the magnet o-opti cal
substrate 560 during far-field reading, and the pinhole 560 may be absent.
It will st.0od t the enbodi ment of FIGs. _9A and 9B.is an exanpl e,
and may 8@%@3‘?&%@‘ ia?uJ gﬁ\fa?‘fvé‘f‘?/t )i "’WE"’ '&?&7“@)‘?” ob AbAHBENEAE Wik rent s
descri bedooi Ak sﬁﬁrﬁ:’h@IGG7AQhQﬁ1hﬁlém9Ttﬁ?§)ﬁh ofeatkis opticdP@Rign MMeRaRE 6ptlcaneans can
al so be used _to switch between near-field readi ng of |nherent di sor der

f eat ur es PAHd qrareading| of Foniet o PROKIMAG dhagpetict (rqp&ical Finfgrmationa dgefy n9OB show an

enmbodi m%rt@é‘goﬁd‘ té e Bas |0§Ql‘id A0ntURAS cibRfeftsi 573874 And tlféoﬁnhérleﬁﬂo fcat he | ens
system 1002 det erni nes whether the systemis being used for near-field or

far-fiel dubwatid8y. Ilodratieiontiselpaths d 1@ far hight eecting fromrihe magwto-epficpei ng used
for far- fsh@étr@terﬁ@%\nﬁds the oﬁtﬂfﬂ]"ﬁrob&snﬁ% (ihit .}yﬂ)a‘aretsﬂﬁml NG, F)g ehEBRYes 550 and
551 may be switched on, and th el enents 552 and 553 may be

swi t ched seer theripéical eath for remeta optiosl lmagang)éhghepeh;alng éhatblllgh tbc)mnholgﬁéﬁl) at a

| ocation f t tr 0. The

| ocati on ‘% exﬁiéﬁgddgg{se?%#{e %Ogbr%ﬁcgggg{ragoge%gérlﬁ 386{9& /e‘%? % ar-field
scanni ng lmgnetwp/r@ﬂealemfnﬂmundlEtea;nn&urztmnnﬂl}snbedadFIﬁtb@hé)eom;hﬁai range, to
permt t C g nces for far-field scanning.
Addi ti ongﬁlvél%{a}asﬁ‘% toé?gt#%mﬁoc%su&gﬂs&l?& %?1; "3 WFI')C i) beb%mﬁl%d’d t%

det er m nensune tppthenpris mbstanmaﬂyho omssf-tatk lietmmelmremy&taadpﬁﬁﬁﬂatdhmagng far-field

ing.. Light i ng. h gh th | m.1002 is f d b d
ens syoientaos aRR® St kol dngfa bR AR SRR b P01 vihen the

aut hentication unit 1000 is being used for near-field reading, as shown in
FI G 10B[0692E FIGohshiony adlithee exaniiGemboudinGs 8f arnautipatisation ahie 80 whichnd t he

l'i ghting 0 and 55 hed stem 1002 may
pe mechanbearpg P Loty ink kg SorBiiinty Rrermileds TgS as
nagnet o- spisosito abbdth abz&-ﬂia&ﬂandsﬁlcﬁelﬂ iaathedticgimn dndfokr edzhefication featude

nmagnet o- Q i cal bstr 5 r mat on t he
magnet i c 'f I8l FLe h@ggrat[: gmﬁagﬁ% "(.’Jhe(S’Bfa}t‘(?ﬁl é&@@%reﬂgfggﬁsqerggs ndas from an
obj ect i r808|\Ol$|eh mmgaoth i Meai-fitld af® firdield optitdl pathe, aﬁagaﬁémm%umt substrate

580 is pr ocused. o t he o | proces unit 1010Q0. [00102]

FI Gs. Mqﬁﬁbﬂ% f@hﬁ\ﬁq?fn@et"gaﬁtwabwa? éﬁe arh splfier hdog”hé‘f’i‘d“iﬂﬁﬂt"ﬂ‘éh&i ng

t hr Ough thaea kﬁﬁ(ﬂlask‘sﬁe@mspllﬂ&zoﬁﬁkdlt&agﬁé irob)N@rcdidt @t GRtH e iR as

descri bed above wiith reference to FIGs 10A and 10B. FIGs. 11A and 11B show
only rel PUEAISMEHNIC3N2 @nd thoneh 2 polarizsh ] Qafor Bearcliedd; (irrg iNligient digerder ont o

whi ch t hgedpgayRadifE ahPhE Dptbal ﬁr@gesﬁhﬁurﬂﬁﬂﬂefd?fé?ﬁfél@ﬁhdlﬁé’@ﬁﬁ&ﬁi%atﬁﬁo onto
whi ch beans are focused for near-field reading, as shown in Fl Gs. 10B and
11B. As caputhentisation featurey sach asibmr cofdéen far-field reading is occurring, the

| ens system 1002 is at a position relatively distant fromthe

nmagnet o- pRUYBL Wheh RS hiitAéRicalti, urd800 RCBERRSuRE FHE nekd-$iéldf feTh @ oflibsthance
(shown in the figure only from passing through the magneto-optica

subst r at é’%@(b?ﬂ%fﬁ?&?et'%@a@r?m tb@llgl}smse@wmé%mdtﬁiwa besyitphed;on,jand, when t he
system i smecmfuh HlEﬁ@ntE 950 A1 inka§ 1l stvRentlags Ltlglﬁ flofif¥fe ﬁéﬁrng%\el&ﬂ

positioned relatively near the magneto-optical substrate 530, an can f ocus
beanms 11323 fnagses tthreughadheepelarigsts 6H) andbistreflectedsoff efnthe magnetopptical|
processing unit 1010.
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[ 00103] O her nechani cal neans can al so be used, as seen in the enbodi nent
shown in FIGs. 12A and 12B. In the authentication unit 1200 show in FI G
12A, an ewechrasewmhani cal conponent such as a sol enoi d ecT/seRer/eoesed to
change the position of the optical processing unit 1220. The opti cal
processing unit 1220 is nmounted on the PCB 510, which in turn is nounted on
a noving structure 1202. the solenoid 1204 noves the noving structure 1202
within a sliding profile 1206, between a position in which the optical
processing unit 1220 is used for near-field reading of an inherent disorder

feature, saBsirat $BBS(whichNinélidesha dithrdib@r ARldcHR! miPloP f 85 S distiRbdd 2bded, i s used
for far-field reading of another feature, such as a bar code. Detector

Swi t ches SRIYEEARGMasiop op e IRagnglicfeatuess diat atereardhe magnsexspRticaksubstrathe opt i cal
processi ngoUtieas?d BortdRGf tifds RifeRed ight$aLseRirshehk ¢ beath §itk ' 40REd C2l

proce55|ng unit 1220 is in an appropriate position. The solenoid 1204 may
be acti vaheuthiyehihepolanigerdtbi tode readdwdbe ppitgalumpeessies wie§02t Héghsdiom i on f or

readi ng ap04akhadd @eﬁllehtg gsagsegltﬁ.fan rthef ﬁﬁ%&&&‘ ,greql g&@@atggssa LA 34 ield
feature, for "exa ased on a scan tri B tton on the scan device, or
based onlﬁﬂﬁﬁﬂéhseﬂeéuﬁ@n(ﬁﬂwﬂﬁEﬂsbﬁntmdvsb@nguménAub&mamonmneﬁﬂui|eId
readi ng 12A the opti cal
processin q&hﬁﬁu égﬁégéh(tﬁgh% e%?&eig&é{@e%‘jn m%?I?m pf)’gaglz n’ ﬁ"ﬁast per mts it
to read awad bhytbe epticabiprecassing urfiei2ur Ehepositions afypanyarige:. coEipﬁ‘nenisZiB tikhows t he
opt| eal p[l?s?r%? $ ](car{vlér%czer(l)celag clagl ntl%i?)rt hat gl%ni}e§ ﬁl:‘?tAls sl?(i\'gbas!be us ﬁgs\/ for

reading a ur é
anot her dnbrgdattmheﬁ tolthc \floht burfacd apmdahgiocémmgmaittS(lZsbuusednlt be pIRat td on an

optical arrang for. near-field or f r far-field scannin over an

opti cal F?PB%SSS?[TEQ 'ﬁr?PPcsl'g%O(h'sAans?vam f, best @85‘“‘1'3%” hes amypdefedteonear fiel d

gort i ondJsaﬁR;hesnd; ﬁlalpgfah@drdvm(bétshzgﬁly#ﬁﬁéedﬁy tzahg ti’dd%) bgaésilg%gh@mawﬁk%gt t 1308 are
i sposed on a rotata 0 e rotatabl e body is rotated by a
st epper ﬁBWBﬁaﬂgﬁghﬁﬁhaﬁ 5&%§@3§tigﬂﬁneﬁgﬁmﬂgﬁﬂhﬁF@F8h§3annlng of inherent
di sorder features, as shown in FIGs. 13A and 138, the near field portion
1302 is fenv4] @dl&lah&)mtmaéatbhanmm)i) w&enrrgmescﬁi fagfield rdadihg 2Be 1@1@}@ ect or

switch 1312, |n FIG 1 used. to determ ne a "hone" position
For the  diepieel SsP OO B MabecBithed R prkist Rneairersions Mot SSoamady el

scanni ng switdliedofba @l gs réfleéte® fidfiPihe fedtile bemly rtAchita Biafahbeog; 2g13&)ﬂanmay be
rotated intqQ a position over the optical proceSS|2? unit 1 The st epper

mot or - 13089RagNdRASHS diyore @smaugb?m?ﬂ%p# eHbskrate A8t AR lastrppattiempethifody 1306

to positiiat ishendcaid vy @é @ed?ﬁhrphité}rkll?’% psses oGl kRt sPOSMd 8Nopeer the
optical processing unit 1320

read by the optical processing unit 804.

[0095] FIGs. 9A and 9B show a further embodiment of an authentication unit 900, in
which dichroic mirrors 902 and 903, and mirrors 905 and 907 direct light from far-field
reading along the optical path 901 as shown in FIG. 9A, and light from near-field reading
along optical path 920 as shown in FIG. 9B.

[0096] When the authentication unit 900 is being used for far-field reading, as shown in
FIG. 9A, the lighting elements 550 and 551 may be switched on, and the lighting
elements 552 and 553 may be switched off. The dichroic mirrors 902 and 903 are
configured such that they permit the light from the lighting elements 550 and 551 to pass
through (to be projected onto the optical processing unit 910), while reflecting the light
from the lighting elements 552 and 553.
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[ 00105] As can be seen in each of the exanple enbodi nents descri bed above,
a near-field inherent disorder-based reader (in these exanples, a reader
for readiwg 20ex3gterc features) is conbined within the saoe/SGaoagoeshed
scanning nodule with a far-field reader for -another type of feature, such
as an optical bar code reader. By placing the two readers within the sanme
i ntegrated nodul e, various parts that are common to both readers can be
shared, such as the optical processing unit 520 in the enbodi nments
described with reference to FIGs. 5-7, 9, 12, and 13, or portions of the
opti cal mmrdu] Wheh hiee aurtteaddarion inio900Fk Gein§ushearfommh_ﬁeufwgaing,rasanow;ntnegr ated
scanni ng e ,copt.ai ni a st i nheyent . di sorder -reader . and a
second reﬂld;eybf e %’f‘ﬁeﬁq‘gﬁiﬁ'ﬁsnéﬁfia'&%gg%ﬁnﬂr {"? G¥He i%‘ataflgﬁﬁ? g‘&%‘ﬁﬂge provi des
a convenietitientsnis0,an@ 1 Aiayi Begswatdhet Gt ILadhk Yrodl the GghtidiCel@iénde sl st i on /
identifi%%%io re%ging_ apabilities that are used for a w de variety of
appl i cat iPdn&etierts #Ttqf atlighrie optefleqiive dayer pfithe magnetosentigali sbsgirats 188y andevi ces

desi gned i RifleétBE B thR RIMhr6i@ triR6r5902 18 Q) Glpakdes AGidhi 1R 1h® sysen SBITRRANENt S
described with reference to the exanpl e enbodi nents above, additional

el ect r onithes Polagizep 891 deforg being dirested by the wirsars 999 ond PA2 appthecdichipicocessi ng

units anqni%;wtongoﬁggﬂ%al]grgégsg,?ﬁ,“@me.g., of the data encoded in a
barcode or in an inherent disorder feature. As shown in FIGs. 14A and 14B,

in some enbodinents, an integrated scanning nodule 1400 may incl ude an
aut hent i ¢29BbAltheysh apgpsional pinfols 56 e shownria the wagnelrontisaltsybsiatec80bed wi t h

ref erencen iR efbb8imeRr shdwn NAIR. $XBndL D)4t W el teldpfidI st tfnl'bﬁl%ﬁ Gle GlaBCLT ONI C

conponents that are used to control the authentication unit 1402, and to
decode arliFheioammirmrdayiceinthemagnetoaeniicalesubstratec 88y partinulan wavdengthsaf light uni t

1406, momtyPaShouh e SRAREL TPl sulpif o AL oneld SRR, BEURC LG

1406, nenory 1408, "and an"intefface erface
1410 ar e piralec®0arnytby abprat.nitorill bonndesstbet thatthé embedimensiof FlGot9Asamdwn) . The
menory 14@3. 1nay, e t] a Xec by, the .

m cr ocon?f%éslr%re%g{% a}éd;ﬁ]\tﬂgﬁ% &é(gd?ﬁ%(ﬂa}l %é'ce‘?\//g’g “f%?lgrﬁ%?ﬁ)g c%'ﬁ?'ﬁeetﬁt“fn(}:’at ion unit
1402, ancledent dessribebswithirefarenge theatbetiempodimestsrmuni cati ng wit h ext er nal
devices. The interface 1410 may be, for exanple, a standard conmuni cation

interfac @0‘92} @g%ﬂnkc’ap emegancﬁ)lmg Bfé@(% :;](? g}yﬁgl‘pto&% 1 nearHe ?esdd%g 232

interfac_ B I nterface, or an ace. e rnterface 2410 is used
t o communihseent diaprder featuees tapd riartfiedkb readipg iofi othenidatinest NIEIGsc 40Aiang 160Bdul e 1400

is integr i - power r the, scanni ng dyl e 1400 ray
be provi 5@89 %ﬂreoué)a&gﬁtegrﬁ'?gwg@}g "i‘%['?b“%|1%6‘g{%8?'°2r?08%ﬁ‘q}?8n?£€?‘6g‘iﬂﬁer may be
provi ded systenh HO0Z clatermings wbethdrethd 498erh Hs dainh WBed dgracat-Geldoovefar-Geldnect or

(not shm;vndin [ 00107] As shown in FIG 14A, the authentication unit 1402 may
be di rect?y Eonnected to the PCB 1404 to formthe conpl ete integrated
scanning nodul e. Alternatively, as shown in FIG 14B, the authentication
uni t 14080HY When terauthentaxitiorourih 0P@BbelnpDbed far fa-fichbieadidg hR shoWeincabl e 1412

I's shown I“JI(I.[rJ Fd/@ thg' A[l%hf’%nsg glerl;lietag%go Cazraig I5%’[ l;['napyogg rgw%tzt:he\(li\/i clnl, agg the lighting
elements 552 and 553 may be switched off. The lens system 1002 may be mechanically
positioned at a location relatively distant from the magneto-optical substrate 580. The
location of the lens system 1002 may be predetermined to permit far-field scanning at a
predetermined distance, or may be adjustable over a range, to permit the system to focus
at a range of distances for far-field scanning. Additionally, an automatic focus system
(not shown) may be used to determine an appropriate position for the lens system 1002
during far-field scanning. Light passing through the lens system 1002 is focused by a

second lens system 1004 onto an optical processing unit 1010.
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understood that other types of cables, including a flex cable or flex
circuit, may be used. Alternatively, the authentication unit 1402 and PCB
1404 may we 2o0vi3ested i n ot her ways, such as by providi RgTS&Id611(00@06 Shown)
on either a PCB associated with the authenti-cation unit 1402 or on the PCB
1404 for a ball-grid array or other known connection to be formed between
the authentication unit 1402 and PCB 1404. 1001081 FIG 15 shows an overall
view of an anti-counterfeit system 1500 utilizing a reading device 1504,
whi ch includes a scanning nodule in accordance with an enbodi nent of the

i nvent i o[00164jtWehenithe anhdnficatioh uhivd 06 Btheiiig Lséfos heamTichieading) @wshawndasi ¢
readi ng devce 04 co nicatin vmth data server 1508 vyi nobi | e
devi ce 135@@3&@% tg%ﬁg}%bqlq%enbsh egnd d"?:yoﬁ?)ﬁ‘f”é e‘i@TOandl% %ﬂtgrgso

cont enpl aflenkntshs50 ahdd 85T ﬁayl bogwitehicl Off. 0 4engBystént 3602 mBEbIMEMaRicaABOr at e and
may, for exa ate to a database or data server 1508 vi a net hods

such as d’é’?‘ﬂgp‘@aﬁt éq%“&ﬂ? ?attveéﬁarébeaaﬁ@twtt@g | substrage 30 puchyhatight \wyr | dwi de

| nt er operrafictedtfyorh @e M%ﬁx’é@%\ﬁ@al%ﬁ&%ﬁ& s(sW(Mgm %ﬁ@lﬁg qga/ma%n eyt i ncl udi ng
using a built-in CGeneral Packet Radi o Service hip or 3@ Uni versal

Mobi [ e Tenagagtimfielde agar dhe mpgnciorpptigRirsybstaie é8@)o a$ t“etlms fERE‘t appbigchishi | e

t el ephonigysd & B3RMR t I t he data

server 150§ ?%ﬁlglgl Iofltlgtr(r;lgt ed Sg’ﬁréﬁ‘ee @%%pgﬁtdg?&aqs&&%tgg (i%qﬁ gﬁ%stoo that it

may in fsto theopticgknrpeessing utiokidt ers or servers which may or may not be

linked via a router or routing protocol, as such any appropriate method of

storing @eiee]¥nds.deal dnaqmﬂshébv tHRGAR &glgﬁéﬁeﬁﬁngtl!@P&ddQ']OAfb&@ﬁk%hrb?gh direct
or direc

contenpl at ed. The readi ng devi ce 1504 may al so include hethods

comuni ckq ks vivstems RR02,ank 1000t g avhieatication | @han describddestiovardth whi ch may
al I ow t hgefdsGte t FiG90RANGde G o pALign d 1504
itsel f. T?te anetl - co(gﬁt gr n%ldt msB;stﬁeIg%E gg’% dr?gyllﬁts:'f udehgﬁg?eggrgt %iﬁglet ag 1502,
a readi nglateniscthe ldphiaal paocessirigl wnitdEMDc entd 50dchothe deammatfesusdd 1d fef no
direct c $Ea0 e d data server
1508 exi s @ Etb—% éagg?ermt Zssg’a n‘gg"g@ﬁ}g’?a"&%% 0 Sg‘ﬁy g 1tE‘%ﬁmﬂ'ﬁﬁ’r| ses at

| east tvvcshe\m 91 BIGSL dehand il EBt |Acsmahéatsacrem FEGndllAdwhgp Gandicidnieadingis di sor der

feature, $hé1 di sor.der arr etj sabl e particles,

! ondiont y Bt inf 1k SHARN00 3 BEX oBlidP B Sl HOR e Paepnd

configur a)tpncuh suifstrite 580, ahd lﬁmusescbamnbelozéaﬂn a disphec@h®in inrtha fipdre @Aly pol yner
havi ng rg?dom di str ted bubbl egl F Fnﬁhger |nhere t di sorder feature.
The tag é‘bpz}s HIH% © magneto-ontical sybsirafe 3841 antp the %PE‘F RrYESNE I such as a
bar code, 1an0. othIGaltB/ whea delyger & doaligied iR heardieldlcddifi@ Mhe [8fs Sybtkid t ag, or a
magneti c ﬁé# .1001091 The exanpl e |dent|L%l£cJat| on features as shown in
FIG 15 i'RYF sdesitionedirelafively near the magnaig-opticlsupstrate,80nand fan facyp beamsar t i cl es

form ng a10RG6Mithmidne@espaital @tbstr@elssmoﬂtéa%opasalwcbssag udith@fcode. Each tag
1502 is attached to an Obj ect or an itemof value 1562 to be identified.

The readtoggosigglr ce 1 ‘ eneral 3{) used for I‘Eﬂ_ldl n the barcode on the
tag 1502 & Meh “’a fne 3SQ LIS G} BsshitD odiment shawtein 1562 1o
whi ch t h&IGag126@7d h2B. haahke abthafidatbnnEnit PXOOCHORt @rfi6 t12A0hn kleddo-t he tag
1502 has been . altered or tanpered with, then the reading deV| ce 1504 can be

used at cReGRaniqalpoyAPagent; SHC}bﬁ"rﬁ splqnoig} qrimeterais iised to shange the; Rositiop 196 themgnet i ¢

finger priopfical BejceRing Ankand.y Thd6pticad r@)é&%ng lxﬁlt '1§2(Q§'?€Jlﬁteh36nrmé' pcgi fficult
to counterfeit, alter, or tanper WItIIZI t he 1 nherent disorder features of the
tag 1502 3 hahieh mepmrismopsted on 3 moMingstractyrs 1 20% ethe sglenpid) 120 meoves Bigi ng devi ce
1504 has pidigneCaneiatd 1308 Wi GNidth Sdrsmhzgé%t@éeﬁda bosRiBn" i i ifPuRne or bot h
of the identification features to t e nobil'e device 1506 or the conputer
1510. Ene©ptisal E@O@ﬁﬁlgaamsl?%ﬁwddefmr@aﬁﬁdg r@émg@éaqsmqremamsdutarmmre out to the
mobi | e deyj Qﬁogtﬁgtpm%hltlhﬂw kv%cggsﬁé%n?t' lt2|i is Es@ P9 elWréa%t%

connection or a wred conne t|o 0 exarrp es o Wi rel ess coffnection

i ncl ude Bhetherdigathreasugh \ag afhar gors. sidetect@xsavitohessl 208 awii ﬂétD mey heamsddon i ncl ude
Recomen | Bus The

Comput or SEa7BnE R HeRua? 8 WETRIR! pARSHIE W ISR, Ml afipdR Sttt o

pal nt op. The nobile deV| ce 1506 can be a rmbl I e (cellular) phone or a
personal digital assistant (PDA), for exanple. The nobile device 1506 or

t he conmputer 1510 can connect to thegrenote data server 1508 via the
Internet. The nobil e device 1506 may connect via a |ocal network using
General Packet Radio Service (GPRS) or 3G UTMS technol ogy, for exanple.




1001111 In sone enbodi nents of the invention, there is a level of built-in
intelligence in the scanning nodule (e.g., based on the programred code
execut ed W9 20te38d6¢r ocontrol l er), which all ows the signaCisG2088do306om t he
identification features to be treated in different ways dependi ng on the
sequence of read operations. For exanple, assune that a tag that has two
sets of identification features wherein the first set of identification
features conprises a disordered naterial and the second set of
identification features conprises a barcode. Assune further that a standard

r eadi ng pvmemm@calsprf)wssmglmuasm ik Gn QUSﬁbr&ﬂ?ﬁterﬁﬁﬁioﬁg mé %t&md ag@ nst the
tag such tha{; the d VI ce or aut hﬁar;[gl cation unit sense via a pressure

swi t ch/ séi&o 3a°flﬁ%tf fameyedfie QPighprefiseing é&‘éllbﬁﬁ’e?'h@eé’ioﬂﬂ% fOF resdingie fir st

set of i dratfidld GkeleRidi§Rddr Wéhfe add'RuSiAS h%,ﬁetdtf%atu?eeror%ﬁﬁﬂae tdagedag code by
pressing a switch on the reader and pointing it towards the tag froma

di st ance &1 EBE bpgen enthe prap deyies: pe F‘-'n@fla!"f’d@t felectienyerethe pagn dewige.i n t he
above descri bed sequence, and the switch for reading the barcode is

depr essedviént Wed f@? hearSRIPRAdIAL of ARHhEEnd Biorddr Flre, f ARWR FIGE $5as€t  of
identification features; .then the scanni n%érmdu e may |ink the signal

derived fROIRUCAIPreGessing dnit 1220 (mawied on RGBS4P) if e H?%@"vﬂ‘%twemm“ #erived
from t he DA &Qfterdnit d@oﬂeﬁﬂ@&u&%ﬁ@@ﬂséﬁﬁg@fﬂtid% iHolws @ld SPicdI PRSceEs ﬁ% In this
way, the scanning nodule is able to Iink the first set o? dentification

f eat ur es WRitt1R2Q iea prsition dleat permits it torbewsedifon reading atfarcfield featslmmhl as@tes this
conbi ned yypffemation to the readi ng device into which the scanni ng nodul e
has been integrated, which in turn sends the information to a renote server
which is able to verify fromits database (by using the tag' s barcode

nunber adl€stIRé pPRehGW seetherembodimanhn whidhi eiaginedl meemeeidis fuseshiot he fi r st
set of i geftibd bt BptiQAD afrSREEMERSof A was read
for that q)t%al in abtl)rewgft%s re?er%a?tg@ﬁ ?Ieg’p?fanr\éﬂehgé?mgp%lolg%?tnl %d?i%%/‘o

2009/ 105@2@essingunids 2@ x Agpshewn mfFlﬁevd3§| adall3B, theawearfidld pertios éBOZOdnd

| dent i 11 Gl 68 phiidh 1568 of i alfheiREHor ulil) ogan@'dts pbdedhd REEMIbRS! O
identification features and can be store as sighatures Wik n°E r enot e
dat abase,136¢d Theetatihde bodyi WétiwmettbmabEpwamtbletBOamdd edrchsd 31 @r

aut hent i r uin th ribed
above, i {h%?g g“lfg%?g%@ Iglgée%tg‘l'ﬁ)?&frg?agl i gsrr‘%\é\{I s dl ng'bdelegg! ﬁl’fove, in
t hat the nuad‘reldjmnrmmb‘tOZfls rmated tIO)betoaen’tbadpticlabprf)CdSﬁhg et 1320. iAddsidatdri cat i on
features t ste d de th button, for.bargode, reading first, then
the bui tSY"lﬁ(L:ll férllt}eﬁ?ﬁg"cg%géﬁ?ﬁém%’ Sriif 5’%%?"8%&'85‘?5"?%%0‘% tifieng as a
st and- al dedicdhar code readi ng wi thout expecting reading of a signal fromthe
first set of identification features. The data is then be sent to the

i cat' 01 A i 98 AGF P WL 1900 Oy 3P Pty oF EBReo B NERL A code

nunber i sxzdn]ﬂpl thy dar ﬁeldt;hmmse}m may tbe Liotacd nifton b qﬁtsmang oaaythbrtfmbﬂatl on to
an additional . devi 00113 her .enbodi ment of the built-in
intelli gé’ﬁc?gssl"ﬁ ‘Y’Hgﬁ%% h?ﬁ% P ?ttf’re H’éaystl?dﬁ ’r?gcoﬁtéﬂd(‘eem?aé‘&ﬁg flsth sets of
i denti fi eathtable bbéyalI06as poditisi the Fir dleldyposticnl 302 MY Thivect pHStidnUbVef then
intelligence in the sc.ap%ng nmodul e determ nes when a signal froma set of

i denti fi CBYGLArOPSSSIPGPRIEI 120 Syccessful |y acquired, (e.g., in the case of the
barcode, it could be when a nunber is successfully decoded fromthe barcode
si gnal ) . [00f05hAs bar ixaden imeﬁﬂedifthéeﬁﬁipmﬁbo\dirﬁéﬁisrﬂe&ri%@a&ﬁé dne@efieldhen t he

scanni ng. duI es that the second set lentifi catl on features
(in this! é"f?‘ftg’abegrf&%’a% n these gxamples, ageader ‘%ﬁéea B masneticifeat ey gence i s

confi gur @lcehtﬁhed Rathint fhe s8maNiefgtedRIanthgdMEAAS SGtht N FarShidd ¥adet fpngt h from
the first set of |dent|f|cat|on features and processes it only if the

signal s@PRhg Pt featwe. sichagsan ppts) E@WB#‘?}I“’P@F% BycRiprdngibe dwo seadersccessful |y

read and witfnthé dnRdinfegatdduhddafy vators B&ed thal-areddMrhaH doYbotht fasdeRUdahthel N
intelligence of the scanni ng modul e assesses the signal strength fromthe
second sé&faregh spefeat ithy eeticabaropessingrundt Sk i thscembndiments dercribadf withe si gnal
strength crosses a preset threshold to be considered as successfully read
and identified for further processing. For exanple, if both sets of
identification features are deternmned to be present, they can be processed
t oget her.



[00114] In another enbodinent, if only the first set of identification
features is detected and identified as present, then, for exanple, the user
IS pronptwo 20/esli rm t hat there was i ndeed only the fiPCTISG2€Lt1/006306
identification features present. If this is confirmed, then the signal is
sent to an additional device for further processing (e.g. the additional
device can be a renote server and database and it matches the signal
against all the signals that exist within the database). [00115] In another
enbodi ment of the node of operation, the user is pronpted to manually enter
a nunber r¢fesnociodtiEsl 547,19012,laad 13,108 portiehs ¢ffthd sleichli pathcia tthedmbodimidnt 65) Vi a a
keyboar d he .devi wher.ei n e nunber js used.as the prinary key to
sear ch thl;(eiad 1 BOf- ¢ ﬁ;e@hpeé'r?ﬁt'gteﬁrﬁ{e B‘éaé'gmgd?o‘i&?err‘é’f‘@m'%atslf’agfh lﬂhﬁr.ex‘lf t he
user doeslisoeder ceadér andh 4 bdbnd Radd foRancUr authB&ichiidrsér RektifRAtidndRAkE | cati on
featuresedgéﬁ ent, then the system/ scanni n? nodul e is inmediately reset

for are eS| BoTAWFNEH ARibt AATBING o sHbsERtallyr all hef fheicaubllentisslipmt i on, | f

only the igakiioRni réadtigeeapabilitiésBR 4rb &sly fol @Vide Qari@) oflappiicatichsRaNs (such
as beeps) to informthe user that the barcode was successfully read, and

t he bar cdo@ thatksa be gasiy integsated)inta viher dewgestdssigned ferthese gpplicatiensi ce f or

storage or processing. [00117] The enbodi nents descri bed above by way of

non- | i i [oones] &x adugition tol lthes tcbmpenenMaesefibddn vitlOGétereRde W& RS &agiplenbui | t
intelli gen%e of the scanning nodule is adapted and exploited to execute
oper at i offbgdimegtsiabaves jadditipaal relegiromien ay be usefils toreceiye signals feam e f eat ur es.

I't is to opBcakpRScessing! @fitstandioutput hSidhaP fHdRhévd @ LW he URE Abddell ih "
intelligence in the scanning nodul e with diverse pre-settings, to respond

t o oper atbRisAdS e andppgreny disprren fegirre.i Agshomay inEIGRe i Actd d#Bs inasomeup, f or

Govi ce,  hoolfiind af QRO LahE Dol A0 b ucR, SRRHRMER B8 2, ¢ by
way of a lt@fgheh asthe authentieatioy upitedeseribeyl wigirefetened tp FIGh&-Beund e PCB equi pped
1 ) SR SR b AT T Tl o 1
i denti fi @nthenticgtion unit 1402, anc? to decode and communicate the signals r{:ceive% by the

authentication unit 1402. In these example embodiments, the PCB 1404 includes a

microcontroller 1406, memory 1408, and an interface 1410. The memory 1408 and

interface 1410 are connected to the microcontroller 1406 via a bus (not shown). The

memory 1408 may store instructions that can be executed by the microcontroller 1406, as

well as data received from the authentication unit 1402, and data for use during decoding

or communicating with external devices. The interface 1410 may be, for example, a

standard communication interface with well-defined communication protocols, such as an

RS232 interface, a USB interface, or an I?C interface. The interface 1410 is used to

communicate with an external device into which the scanning module 1400 is integrated.

In some embodiments, power for the scanning module 1400 may be provided through the

interface 1410. In other embodiments, power may be provided to the scanning module

1400 through a separate power connector (not shown).

[00107] As shown in FIG. 14A, the authentication unit 1402 may be directly connected to
the PCB 1404 to form the complete integrated scanning module. Alternatively, as shown
in FIG. 14B, the authentication unit 1402 may be connected to the PCB 1404 via a cable
1412.  The cable 1412 is shown in FIG. 14B as a ribbon cable, though it will be
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1001181 Al t hough the exanpl es above have stressed the case where the data
required to match the signatures is stored in a renote database, other
conf i gur avpanr/@ss7possi bl e. For exanpl e the scanni ng mpduiSEG20maypodBay e
sufficient internal menory to store at |east sone reference signatures or
data, such that matching of the read signature is processed within the
authentication unit itself. As used herein, the term"cl osed-| oop" systens
descri bes any system (such as the one descri bed above) wherein the data
fromthe signal derived fromthe first set of identification features does
not need drnderbl@od:ﬂmrbthélﬁﬂbes@fbiblﬁnmahidingiadnﬁlcable\bif fex tieduithmbg bé 0gdt 0 occur.

I n ot her rd a cl.osed-.| oo e t chi occu hin the
scanni ng ‘&@e 861(1 wesa&W@“ ‘i‘?ﬂ?ﬂjf’ﬁ'\%ﬁ%‘@ A'Q/Bﬁﬁvd“gﬁmyt c%ﬂﬁ‘f'ﬁ%‘ﬁf'l E'EIF‘i on unit),
or the davdy@ewcﬂ\ru@tlﬁ}ebrcﬁidﬁlﬁgeﬁadsC(‘ﬂ@t SHowng e P hePCH aMoeTatdt With $§aNNI Ng
nmodul e is E t['l;)tedto be able to read mgnature mat.ching informati on from an

ext er nal ‘i?t‘ﬁfé\}‘l"éemo%d’éﬁ’“a eap%cldp fog; ;hallterigeariwyorcather kuavWy known as

an SD carddnfictidiitoDle fORR1¥Ab¥twead fhk authbliticRidnunit! 140086 PCH @403 sl ot within the
scanni ng nodul e or the reading device such that the scanning nodul e either

has acce e uired data or | passed th UI red data.

Al t er nat f@é#&j F&ahég& Qe an pydal lidi1:V' Hé%ﬁ‘i"ﬁ‘ffé@‘tvﬁyf FmsiH0P | utiliging Arermory to
pass thi seidifgordewitd aBo4,0whith HERBE A9sdARfiHE Emod(®d iRNRENAncE! WRRNAL 1 ve s
for the readihg device to_have the capacity to do the matching, in which

case t he ghodimsatiofthe invaptiony Nate that F'&‘lﬂ“ﬂlhﬁlessé’ﬁﬁﬁllﬁgo sheim kere ghomisea r eadi ng
device f Qfas:MaGngr&ch Q@M%mﬁ@ﬁlcﬁlﬂgt\ﬂwa g2 & B8 I daci fope harR systemis
where the information necessary f matching Is stored wthin one of the

i denti fi daP$ ésuch agraumehilg pkasey or Fcypmesttambﬁ lé),, igissalgof pantemmlated that dee

data-matr, art of

whi oh oy EAREROTS A EnAR IR et ahd haF e LOLBI R Alhio B0 Porm

t he fir stadatabasgfor daje parvdril&08 vie methods suchgs %@datmabhtswmahamheetwam tag or

obj ect w chyihe t S £aS d. JBELD {3 for

exanpl e, éa{pe(até‘\%’sgy l\/\gf I%“?\fvmg thé(még?go%tk f(guéﬁgrgaa ¥ a%c D cg nd it to the
scanni ng tmbdolbgy, or ebe vmahediggsusingcaubuile-ch Gmralrﬂaakht Raglio wmampm clipscussed

above, esent .inve i ety of
near - f i eI d an lfvgrrS aloﬁdgf”(!f: Fgfg '}l%an%%'isﬁglt ﬁgﬂ'#f tc'ilI'P o lﬂse‘frﬁcé@?a?{ ed
scanni ng nbild|telephohid. detfie sdsmummomeatemlmeam bdragnal508.0 Mithoagh the.datthe
authenticatio nit. 1600, of FI G near-field reader 1602 for
readi ng d ‘ivfcgﬁolédﬁal“ﬁlﬁﬁ?pe‘ﬁ ?:“CfCQH‘LPH?eéét 'Ssqlljsi‘h‘inﬂ?r“f’f}‘?flﬁ&'tr“éaé'd&fa “rﬁg’&f‘ri bed
above W tsbrigseffebmpaterstcd skivers whicHumhy b€ niah @of BaHAed SOURonért dt ro@igr ence to
FIG 8, the r ader é602 does .not include lighting elements for far-field
i |1 um natArgAce ’o‘fs Spe é&?hagb'lop't"i‘%ﬁ“et@dn‘?feﬁ?‘]‘f& ¢ata §“416°‘§’|’?§r‘1é‘3‘ B5ePE8  pat h
with a fapthbhtaton ?%dﬁﬁ is thftehFlader HR0ZadRe UevitO1BYE may BISH UAGudel gt i ng

el ements 1652 and pol.arizers 1690, disposed in front of the lighting
el enent s Maspas 4"6‘415"6%"01‘60‘6"%8“ véthghe uscrefghetasili? seean adisskavheasd, 1680, a
pi nhol e 1fifich may ARWORE uRPtAhESd e]aﬁ;ﬁrfoﬁﬁﬂo@&l R rdaafly RVIRE PSR iREAEUNI t 1618.
These parts are arranged in a simlar manner to that shown in FIG 8, and
oper at e iTheandicaunterfeitygyisteny 1300anayt inelude eh teasti ang ttag h502n atreaddandgvicebei ng used
as a near r C t

1'564 &] thobf@d&ic {56 e aﬂf?ﬁgglh (lf H(bgfrgcﬂ co%’%@ Qt%n IH%QTEFI D r eader

[00121] The 'second reader in ntication unit IS an
1604. RFIbEWeelad@rrcmdquedéﬂ% anddata parver HE08 exiessk ok r@ndlﬁaﬂa séragr i ncl udes

t he near I d n |rCU|try (not
shown) fof?bgga;a]:; ﬁ‘gqép% %)é?élseggttlgas{ﬁ% %asn((;:tggll"{" IC&{QHq% rrga er- Ibgo%'erra be
connect ednhemnardmnteerfmiut(%nemchshmw@lsor{iﬁémz&]iy \Memagnstmg:ranagmﬁnahm ion of an
opti cal d a.no der in | e _unit as t he

aut hent i @gﬁfg%ﬁf unldtomi%o Str]g‘fte‘?a!a gene?"é‘fr? QESI B e¥Fd %’H%{Fe Spt i cal
conponentcsnfigntatioa of pdper filadan be raid e trafispafest pobynke havig raddomigFl D r eader

1604) distributed bubbles, or another inherent disorder feature. The tag also includes at least
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does not use optical conponents. Such conbinations may still be able to
share the el ectronic conponents of a scanning nodul e (see FIGs. 14A and 14B
above) fowoderods4sg si gnals, and a comon housi ng. Addi Prosekinp/0606h a
conbi nation may provide simlar benefits of convenience in integrating the
conbined unit into an application-specific reading device, and simlar

aut hentication benefits, since an inherent disorder feature can be read to
authenticate a tag or object when there is any question of identification
or authenticity based on the far-field reading. [00123] Enbodi nents of the
i nvent i oronalogter ndeadiﬁuaaorefdamcﬁ schtas aviatddde/ an ioptically ecudabile sdridl namskers f or
readi ng i,nherent qj der features.. For exanple, FIG 17 shows an

aut hent i CY9ESH™ R %ort%'ﬁ?g'\eﬂ‘éftﬂﬁes a near-field reader 1702, which
reads the pattern of randomy distributed bubbles within a piece of

t r anspar {09109 dhy reeamifle iddntifibdtion tfeayirys asishos@siarFigeds ufuﬂlidee)&aimirdbrém US

Patent 7, 380, 128 si gned .1t q ,Novatec, SA, of Montauben, Fr ance
descri bed % @ éf’?g?egi OagTaﬁPe(nsiaﬂe Eg?fiﬁst forping aégfﬁ"f%? ngeppring geginn, %y i ncl ude
g done- wap&d apﬁlbhricﬁtn: EdchQag iﬂl)%hslﬁtaﬂ&d'ttﬁglhbd% oﬁhrﬁﬁ@ﬁ‘g)-f;vzaLYezo 1\%\2@%&734

i spose eri pher e done- shap tion en reading a
bubbl e tdgen ':ﬁﬁ‘i ﬁ\e ﬁ%‘ eéqcér*é?ﬂ g gf???‘ qur gadipgthe barepdsgon e tagovi de
di ffuse lisghtd Mstal’ﬂﬁal tithdré %Vdnd&ﬁcaﬁ@n tHER@e ijEcttIBGZ EPRRIBWHe tz&f ISbf'ﬁastbbl €s.
This is imediately foll owed b taklhﬁ%}anot er im Ich only the

| i ght i ng BePfiashed maybe @P@eﬁ%m&@tt g B0 fhas lpqegm%?rﬁg%m@wm with722 are
dark, 10 tRénQké ARdifl] H@\%e iS'O@'Eﬁﬂ Buse hdsd! eﬂpm'c'gﬁﬁa\ﬁ %gng? {e® shadows.
These i mages can t be anal yzed to provide unique identifrcation and/or
aut hent i dgad the maame@ﬁ rﬂagqumnt rpgion pajerifynthe jtag leﬁ%oén iprgencratiyovore diffigultc 17,
light in hov es through
a2 fons syor oS BORRl vl R tREuR daRer Rt BN BORTREES
splitter ollmﬂeaum;mhw:bmcsieat | east a portion of the light onto an
optical processing unit 1742, which reads the inages of the bubble tags.
The opti t [ %Q%{ it . 1704 t hat
is int eg@gglﬂﬁ?ﬁ?gaﬁzﬂ%gd%ehg%ﬁ%gtﬁﬁ%n %Sg"& P%l&%gﬂ%n{t&ﬁg@@odes at a
di st ance.reqdg@19m] orT heth sefctbe ddenéifiesion 1f¢ﬂk1re$ do gheririohile tdngehéS(iGaDF theel d

bar code rg4 o cl.udes

Tt g Srpetr £4109 JERRAMA ol HARRLESIE DB By S el ol IS

bar code, mdbile davienthd6ios thelcbmputaatdd eisher Ithrgﬁgh agirelbss wemtestich7et G veinad

connection. Some examples of wireless connection include Bluetooth and Wi-Fi and

some examples of wired connection include Recommended Standard 232 (RS232) and
Universal Serial Bus (USB). The computer 1510 can be a personal computer, a
workstation, a laptop, or a palmtop. The mobile device 1506 can be a mobile (cellular)
phone or a personal digital assistant (PDA), for example. The mobile device 1506 or the
computer 1510 can connect to the remote data server 1508 via the Internet. The mobile
device 1506 may connect via a local network using General Packet Radio Service

(GPRS) or 3G/UTMS technology, for example.

[00111] In some embodiments of the invention, there is a level of built-in intelligence in
the scanning module (e.g., based on the programmed code executed by the
microcontroller), which allows the signal(s) read from the identification features to be
treated in different ways depending on the sequence of read operations. For example,

assume that a tag that has two sets of identification features wherein the first set of
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1748. Light reflected fromthe barcode passes through the | ens system 1750,
and at least a portion of the light passes through the beamsplitter 1744,
to be reawloly1AdIgs6opti cal processing unit 1742. [ 00126] PArScaugvotdne

aut hentication unit 1700 shows a conbination of a near-field bubble tag
reader with a far-field barcode reader, it will be understood fromthe
exanpl es provided above that nmany alternative conbi nati ons nay be used. In
accordance with enbodi nents of the invention, a variety of near-field

i nherent disorder-based readers may be used, such as a reader that uses the
i nher ent idémsification fedturés doatpsisesial disordepainfaterizl aldihbk&ohdig:t bEMeRIfication eader for
random y di stri buted guantumdots .or. nanobarcpdes, . .a reader for a

non- magnefi @b FOMBER %baﬁ‘ﬁ’éiﬁ'efs‘ﬁ%‘"ﬁﬁﬂ"tﬂfeﬁaﬁﬁ? ﬁ?ﬂﬁfd?fe%%wa%e s gﬁﬁ'feai ni ng
nmagnet i ¢ ygértb pashake kadinggedentagdndd eQidRICR thaDRt U8ViEk orauthemiafior @it r andom
"l'iner" in thé magnet i c stri@?s of credit cards, a reader for randomy

di st ri butSe%e Ko ¥R REESFYIE SVI/senser) thatdt shpyld cemmenqegeagingdhs sighal fiRmssi st ed
human Vi shéfiest R06Y i@éntificitRAGEHurED ' THRANG! ihe udd dbmS tHIBEREId BARkgiRnd/ or
conductive_ and/or sem -conductive and/or optically active particCles and/or

opti cal | PW#Fs oP Abtireerering pedptingct &awards the(tag from & distanpaopujtable for Hher
far-fiel darBadRhding Off tf réafet Blu¥edah ted®hd desGritfelt Qyuaiad/ &4 t?ér'ﬁi\lﬁzﬂtf&c ation

features can be combined wth any of the above-nenhtione rent disorder
readers, teadingthe bascade audapressed withan enseeond opreadiag theisignalcram the fiRftis®, or ot her

! denti f i %ﬂ&eﬂﬁ%&aﬁGQM 9&! fen tﬂe@cgﬁlﬂ-@r duleerg??pﬁﬁﬂ@gts%aﬁfdeﬁpe% é’({ﬂ? %nt
invention could be made Using any of these mear-tiel"d i nherent disorder
reader s ifiistcoindfi identificationifedturenitp that Herived firam- the bardoded@ns theiseamidset and/ or

Qoef i nvention

aut hent i I 127] .Anot her . enbodi t of t
i nvol ves%?l ﬁ]dgmg%%g@%gé? ﬁ'éerﬁfgﬂ%%a&f(e{gﬁ | e'T'%I%r0 g‘? ésrasrg?e tgtlﬂFggsf?rStosﬁ of whi ch
i s a readdmtification eaturésewighn the dasodddmmbfee ptinted on gheahy. t hadminbheicatesathisf | el d

readers read. features that, are.placed . predet erm ned, non-overl appi ng

cpat o corged Auimatar £ tnests e b Rt Beltsbmo motuRRe Fe ¢ re.

The aut hemegra@d,i vaichuini thrn 863 theniafasletiontofa rembteisafver wiith iabRitdeerifyeader

1802, which re a configuratiqn of nmagnetic particles, such as is

di scusse(frogb'&/%?a%ﬂses(gﬁ Bﬂﬂgqﬁlgéﬁg-sf e purIheL ps 3 i primary search geyéél%aéthé second

i nher ent sipinsldetiedd i drrfirktQet sfadeltifieatiol BhbRed i8 @snsisEHEWitR theisfienaAn i n FI G
th the near-field reader 1802 within the sane

17,isconbin<¥ | s AL
aut hent i é"fi‘?i’"@ﬁ ‘Rf\r,’:*“‘lt tagdp @ previqyg {rofsrenseq)deadings PCT apricatign WOs2008dP5¢48ader 1802

i ncl udes prdvides ieRiinRECHRIVWSsigRP2HrA A 8521 ofidBRifRAlidE feathRSQaflbs a@aed i n
front of the li Phtl ng el ement 1853, a pol arizer 1891, a nagneto-opti cal
als

subst r at evithgwgnalsfram asecopd setaf ideptificasion deptures andegan b Foredsaspsiigmares 1861, a
mrror 184fin & rBR&ERIRMabdsk SAndLRAD the@ ggﬁzﬂur@?%zling?é : sAFREL IR HAecHBd For1820.

These el enments are arranged so that a near- magneti c pattern
over | appiaigjeicatis) pyposesbar code can be read as described above with
reference to FIG 5. [00129] The second near field reader 1804 includes a

dome- s ha[mﬁzF Cbhtirithg L0 thel a@JnEQi RGcrive@ bbby ifethe m&&elﬁ%a%n@kfflém
di sposed on the periphery of the dome-shaped portion 1830. | ens system

1836 di r domswhatghdiseyssed ahoxeliinghas thaumssr doasangt firs Gwgh readethe Sest septfi tter
1840, so ideﬁltiﬁ@aﬂo}? ?eaﬁﬁé&gblhhsrtélﬁ d I:gssslatbfé gﬁ X Soebdiéhdd @éatdyéqg&' thzlbﬁleOper ation

of such a bubble tag reader is descr ove Wwth rererence to FIG 17.
built-in intelligence of the scanning module treats the reading as a stand-alone barcode

reading without expecting reading of a signal from the first set of identification features.
The data is then be sent to the reading device with an identifier (for example, a different
header) indicating that the data is to be treated differently, (e.g. the barcode number is

displayed to the user) without communicating any information to an additional device.
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[ 00130] The tags read by the authentication unit 1800 may include a
magnetic tag with a barcode, e.g., as described above with reference to
FIG 3, awmoa12dnsbisie tag - i.e., a piece of transparent POISGIEI/00@H6 ai Ni Ng
random y distributed bubbles. For use with the authentication unit 1800,
the tags should be placed in a non-overl appi ng spatial arrangenment such
that when the first inherent disorder reader 1802 is placed in the
proximty of or in contact with the nagnetic particle portion of the tag,

t he second near-field reader can be placed in the proximty of or in
contact (00113} Ineanbthebtrebddirgent Tiakebuiltdn iftbltigaoadn tg winditpemoasleleths in the

aut henti cati on uni,t, 1800 ,conf t he spaci ng .of t ne ie d f eatures
on a tag. SPHYS Fodple Teads bofhse ‘gﬁﬁ?’?‘g{i‘?}“‘f‘ ‘f“"&fg @Q?\Qg’kﬁé‘n@&“ ¥ cation

uni t 1800Thmdlud.emahgeagmtme sqafihj eloduke QREAKindWhéh DLIBRMII Erobdg sétdRder ,
ot her typeswétj near field read S couléj al so be conbj ned. I n accqrdance
with emboliepifaton,featupes is ﬂ%‘ié"ﬁf ac"éEHe {fr8r &h e&?%ed’rfd'éerbqr‘é’é&e'rt coddch as a

reader thpé wheRa hubtdel MQICBREMAY HEHdBH Rin tHebSrodWisidhhl). ARSI barddbUbbIl e tag

reader, a reader for randomy distributed quantum dots or nanobarcodes, a

reader f oPumBbedhderadeteyitkin g Prosetidinge. terane iseanring moduleagaseludes barthai ni ng

magneti ¢ pARtd &k OF idthlifEEH falirds @ BR¢ Sehfik ﬂétﬂa?croac) i@ n g@g&! nt.§ Ghe r @ndom
"litter" in the magnetic stripes of credit cards, rea random y

di st ri but builttingotahigensaris iconfeguradhsuch sthat e fseanpingt m@@lQi@%SeiSPS Byﬂ signad si st ed

human vi S§ féﬂﬁtgaﬁ)(q{l e first S& ?rldefnﬂﬁczﬂﬁ r}g&tﬁrgs MQI%FCSQ&QP%L i"me s1%1fa'11d/ or

conductive and/or sem -conductive an /or optic y act |v parti1cles and/ or
opt i cal | ystrbingthicragsss sipadsktethyssihrold tol lngonmdp}'edm suesatsifulbydead and idemtfiérefor

near-fi el th e-1] herent di sorder
features, ﬁ"&lgr:‘%éesﬂ%g E m%?aﬂ? h{hg%ﬁgt;'r B {ell1g8‘$ ﬁp(}gﬁ }l],ﬁ’ Secgné lg%gr}?d‘rﬁe assesr’rsﬁfqnetl C
strip reatlhers;gnai streagth fiioml ttie saond skt of édedtification featunescand fprecedeRFEloblyri€ader. |1 n
accordancg Wt nbodi nent s of e _inven he, r eader onfigured to
foad o nele St SRR SRS Suitesst IEseh 3P e SOuside S SCBETTBARa 300 o7 et ur o
t hat are mlestiiedeor further ;ﬁbﬁa@lﬁﬁgrﬂa{r Bﬁﬂhpleﬂdflb(ﬁtheétls ap idengficafion faaturdsedrat i onshi p
to each o her h é‘?ﬁ’% ener , rrﬁ,gts of the invention may include
an aut henf§'myine Sef‘ﬁ yc@" ‘Eeéﬁf Gd a first signal froma first
set of identification features and a second signal froma second set of

i denti fi qemlilépinfanetherr @shodivhe,af bnlyhite st setof ideddfidatibn Caturenis fdertted es ar e
housed on ear th obj Ied to nt i and

i ncl ude ™M} @Srﬁﬁ"ggéﬁpfﬁ? r‘lﬁ’ﬂg f0r Wﬁet‘@l a1s pd%‘??%(gg" ?9’%‘ gzltd'q‘?r?rst set
of |den|t i th(r:]ﬁitlteﬂl’bni}gﬁé i< Seti oF 1@ﬁﬁ$ﬂﬁ6ﬂﬁ’eaﬁﬂestfﬂ}esehﬁ’ltﬂftﬂ‘i§ls(boﬁiﬁﬁafbﬂdﬂ?lén of the
materi al . The secon set ent.i tion features nay e

i denti fi clestRalissanfionn adamef'ﬂé*wﬁf‘a & ST prart Bl (o saapdgtiond deiE - P For
exanpl e, ¢dnbeSreMoRt selver Sd dathBikel ahd Gorhateles tiRAdi diaP SgalBY all the lsigdsls tabar code,
optical characters, radio-frequency identification (RFID) tag, a smart

chi p, rrag??%‘ttl"‘ﬂ thinthe,dafahasdn written on a magneti ¢ medium etc. [00133] In
accordance with enbodi nents of the invention, the authentication unit may
incl ude 30011sA%t ardtiRr leaddiif@Ene be MRmodad ¢Ir GeRBdh heelRB prétisted to

communi cation elenment. |f the authenti catgl on Unliegl ncl udes just  one reading

el ement t Manpally gpicy @ qumbgr Gssasiatrd with dastetst of ideatificatipn %‘é&g?s ) Yig st

si gnal degdybestd bh &Y debiRe, MHetdin B8 umber il 8l laf tHePrinfaRy l&?ﬂ’ib Yafch tAd\@ata Second
signal derived fromthe 'second set of identification features.

Al ternat i V‘e‘h‘;‘/ remqte datahass frr iacRateiine signaturgalf thengseridess Mot eonfiva thasteers eadi ng
el enent, erﬂ;{ R girst %&%@demﬁ&h&gfeﬁéumpésedt Stherl @& sPXATPdcEnindAb&ALE

scanner, scanner, a snart chip scanner, a sensor adapted to optical
char acterlSn@m@ﬁﬁemrmtﬁhfaaeSmIgnet| c read head dependl ng on the second set
of identification features. In sonme enbodi ments sonme conponents may be

shared bg§o¥g6Intafi6théd dnodaficht b he SRR op&aGHH) 8 &I IR Wartode is present,

then the system uses an alerting means (such as beeps) to inform the user that the barcode
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[00134] In various enbodi nents, the processing elenment is configured to at

| east partially process the signals derived fromthe sets of identification
f eat ures.wOnopa3ateal the processing el ement includes aPCrsa201120¢306 nt ed
circuit board assenbly ("PCBA") with a m croprocessor unit, nenory and
firmvare to process the signals intelligently, as discussed above. The

aut hentication unit also includes a conmunication elenent to comruni cably
link with other conponents of the device in which it is housed or it may be
adapted to communicate directly with a renote/external device or system
(e.g. t hewisrhtuecreﬂﬂ‘ﬁll)andd and eivebagcode hu@bor. colRNDmaginiatcl e anradiBtisial

conmuni ca t he comuni cation el enment nmay include a Bl uetooth nodul e,

Et her net Hﬁl o stafgecef PIOSERINE. USB interface, GPIO interface, SP

interface, 12C interface, UART interface or RS232 interface. In sone

var i ant s[00d by Therembodinenisodesaritedmabbve by Ray sefchodslintitifg sm@ld%CﬁiAs&dwt

i ncl udes the processi l. ne enpodi oused in
t he nicrdBFﬁégé@%WO%?qgﬁﬁ‘§?§%é§@?%gpaﬁ$?we?f S“FW@gdB&ﬁﬁhﬁéﬂ unit and
processi ngdwRplbitédSto@REcubd \SpetafibnSiry tHe bighals fi’@l@lﬁﬁilplﬁﬂ&s aflidemiidagét | on uni t

i n accordance with various, enbodinments_i1s adapted to be housed inside a

devi ce. ITfatpes Yiisdo beappresiated thah it i3eQssible toggyip (ﬁ'é"sb‘&lt bkt ligepgsrindheand a
housi ng t RaiMgdmbige dith ktﬁi?@riecp'%ls&ﬂngkn td respdhdab Q)tpgﬁiﬁoﬂe W&Qﬂérﬁ@n@ ?suélh e device

may include an external casing with user I1nterfaces (for exanple a screen,
keyboar d, Seftings @ay pefcfined gt start ppitferogrample, Bywax ef 2 penfigaration file; plecaujdee) | a

central ORARhctedNtd thel dvileN ¥nidkBIPHuYn 1@%0t5@@§g§ éh S&ﬁl\{?o source

and processing logic (which includes firmware and/ or cont rol
t he functdppreanate by ovayofe tegle sovtch et bydhe useot ﬁgnllaebbthdudmm istelqeippeslyi ce may

i ncl ude %ﬁﬁummﬂtlhen.tggggqg ﬁ)?el%ﬁlg mﬁ(%&ﬁ%&au@; BB go% gedewhﬁ tﬁett her

devi ces such as conpu I nt er net evice he power
sour ce uswaining medule th acad@ng identifysignalp friomtheidemifier fats. a desktop or fixed
device, generally the power source is a standard |ine source. In sone

ebodi e jof18) Aot e Udrifibd 3viRle SR MLALE YU dle bhE rdlgibe® Whi ch T

turn connunlcates t he user and/or extern evi ces, I scussed
above. AI matehthe sigedtyres isisoraddy a camotagatiimsa othet Gmédufatmp hrcsgxsslblm Her di scussed

above. Oegalﬁﬁ% thoéss ﬁrpgq%&ﬁlqe {39}9 Mzgfe sllﬂ'lc P%te?r(ﬁg%% Sstor(g Qeiea%{’j {fenti cat ' on

uni t may used 1n= single Integ r scanni ng SO"?Jf:ule, W th
t he r eaderfrencd s;grgttm:swt datahsirch Mmtchglgroéﬂmtred dgmaoue tsrpyocsk‘sad wmgira single

housi ng She Ql%penlilczﬂ%n ungrltsgli‘r %ngletglehe e111 etﬂazev E’S‘b‘ﬁ@"% {;'tst%fns escri gsr , the

readers may
any system (such as the one descnbed above) wherein the data from the signal derived

from the first set of identification features does not need to be communicated to an
additional device for matching to occur. In other words, in a closed-loop system, the
matching occurs within the scanning module (in some embodiments, even within the
authentication unit), or the device. Another closed-loop system example is where the
scanning module is adapted to be able to read signature matching information from an
external memory device, such as a Secure Digital memory card (also known as an SD
card or an SD memory card), which is plugged into a slot within the scanning module or
the reading device such that the scanning module either has access to the required data or
is passed the required data. Alternatively, the device itself may be equipped with
sufficient memory to pass this information to the scanning module. Yet another

alternative is for the reading device to have the capacity to do the matching, in which
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within a single, integrated nodule. FIG 19A shows such an arrangenent, in
whi ch a single reading device 1900 (the casing of which is shown in FIG
19B) i nclwoes1220384r-fi el d barcode scanner 1902, and a neeamsiGzelidodzber ent
di sorder reader 1904 that reads an arrangenent of magnetic particles as

di scussed above. The two readers still share a common housing (i.e., the
housi ng of the device), and may share el ectronic conponents (not shown) of
a scanni ng nodul e for decoding the signals fromthe two devices. 1001371
The aut hentication unit, the device and, if appropriate, additional

devi ces, e theambtainedadatacara phssed otk e seatming hodidd Wethe reddingedede Koof servers
I ncl udin dat abase or distributed database, are conmunicably |inked to
forma ' g’?éf‘@ﬂ& for reading / authenticating / verifying a tag or object
adapted to be identified. Such a systemis depicted in FIG 20, wherein the

addi ti on{lo1 et andtlser ehanigle af a bivbsuglobpsysentlis Setenethé soformatibh @edeb@rr €. As can
be seen

stem 2000 includes a readin vi ce .20 nd a hackend
server orttﬁ F‘§ '?6%’ d within opg ¢ ?ﬁ'be ﬁqujfég%%@mﬁéytsfa %rcl QB EX dhent s
2030, SUC‘dilfﬁahsenﬂy U&ge dataineitrdab&cod? ikayeaas@re sghifbint iféMidtiod SprE6N,
circuitry for er nal gfgtlonz a battery or other power source,
but t ons a‘ﬁ'H?le‘ab %@}Cfbm’geérdams 5 patcling theuignaturd desiyad g‘”@rth‘bﬁ'ﬁb?etﬁ%rmr Y,
etc. The jaaagicatndBatireSaBbsifled With u@esamamaga&t t WRAWHRR O ida-adk adapted
to read a first S|gnal froma first set of erent di sorder-based

i denti fi dé‘f‘? rassosigtedr BETIA tags.foxeamnls, @rpghalweﬂ seitgdfosseringcuefpdatyand

IdentlflCﬁs\h@mgite@a,urs@ﬁmmg%oqh@waw&ﬁb&mﬁed1309 g& ihghi 1 € the invention
has been particularly shown and described wth refer gnce to specific

enbodi ments, it should be understood by those skilled in the art that

various R disqussed phoxmembodiments af fhepreseaidavantion eanisea pHdLYargBhar t i ng

fromthe oTFh'eir'—ﬁel@-E}ﬂi AEADR r8ddefshR ch¥RRdnOWittas aﬁ“‘i‘:ftég?ﬁgd R¥ndif nidBRENdeEd
clainms. The SCOE he invention is thus indicated by the appended cl ai ns

and al | cﬂ&‘ndé§ ‘é,"f‘F S(‘;‘é‘?réd%quﬁl ?PWM@tlﬁ@aﬂihﬁgu@ﬁﬂlcatmﬁg@lfolﬁoﬁqlﬁlﬁ‘/@ ency of
Itge cl ai ng iAdIdes AGHeat @]@réa@&qgﬁ%rg&dﬁﬁ oef)ﬂpa[l %@glagne%'%al}@es%%la*&) cl ai med

the reader described above with reference to FIG. 8. Unlike the reader shown with
reference to FIG. 8, the reader 1602 does not include lighting elements for far-field
illumination, or a beam splitter, since there is no shared optical path with a far-field
reader. The reader 1602 does, however, include lighting elements 1652 and 1653,
polarizers 1690, disposed in front of the lighting elements 1653, lenses 1606 and 1608, a
magneto-optical substrate 1680, a pinhole 1661, a second polarizer 1616, and an optical
processing unit 1618. These parts are arranged in a similar manner to that shown in FIG.
8, and operate in a similar manner when the authentication unit 1600 is being used as a

near-field reader, to read a magnetic inherent disorder feature.

[00121] The second reader in the authentication unit 1600 is an RFID reader 1604. RFID
reader 1604 is contained in the same housing 1650 that includes the near-field reader
1602. RFID reader 1604 includes known circuitry (not shown) for reading RFID tags at a

distance. The RFID reader 1604 may be connected to an antenna (not shown).

[00122] When using a combination of an optical reader and a non-optical reader in a
single unit, such as the authentication unit 1600, it is not generally possible to share

optical components between the readers, since one of the readers (i.e., RFID reader 1604)
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1. An authentication unit conprising: a near-field reader configured
to read a first identification feature based on inherent disorder; and a
far-fiel dwoeatkd33wmonfi gured to read a second identifi caPComsGheatonesss 2.
The authentication unit of claim1, wherein the authentication unit further
conprises a housing, and wherein the near-field reader and the far-field
reader are both contained wthin the housing. 3. The authentication unit
of any of the preceding clainms, wherein the near-field reader conprises an
optical elenment, the far-field reader conprises an optical elenment, and

wher ei n atoe:*. Gatsﬁseowiﬁicﬂpdoi@aherﬁ esem cdrBbifdiRhE thah etileNabid €0 BRaé thd €l d
r eader he far-field éead Ef authentication unit of claim3,

wher ei n t eégrﬁ?lclcé’ﬁ’é’f’""t?ﬁse Bt?c(?%‘f'“%l“éor?@ (sgh d1G5-s 1 4h 2 ol 4B pbRysh forme
near - f i elddcainth sﬁéiﬁlsf &id-d dofnfbntRasies. AGMGHaBESudt a b@dihatRR thaQfprévide
beamsplitter, smnt%hable mrror, and a prism
similar beneﬁts of convenience in integrating the combined unit into an application-
specific reading device, and similar authentication benefits, since an inherent disorder
feature can be read to authenticate a tag or object when there is any question of

identification or authenticity based on the far-field reading.

[00123] Embodiments of the invention also include embodiments with various near-field
readers for reading inherent disorder features. For example, FIG. 17 shows an
authentication unit 1700 that includes a near-field reader 1702, which reads the pattern of
randomly distributed bubbles within a piece of transparent polymer (a “bubble tag”), as
described, for example in US Patent 7,380,128, assigned to Novatec, SA, of Montauben,
France. As described in greater detail in US Patent 7,380,128, the reader may include a
dome-shaped portion 1720, including lighting elements 1722 and 1724 disposed on the
periphery of the dome-shaped portion 1720. When reading a bubble tag, the lighting
elements 1722 and 1724 are lighted to provide diffuse lighting, which provides an image
of the contours of the bubbles. This is immediately followed by taking another image, in
which only the lighting elements 1724 are lighted, while the lighting elements 1722 are
dark, to provide direct lighting, providing an image of the bubble shadows. These images

can then be analyzed to provide unique identification and/or authentication information.

{00124] In the embodiment shown in FIG. 17, light including the images of the bubble tag
described above passes through a lens system 1725, and is reflected by a mirror 1726
towards a beam splitter 1744, which directs at least a portion of the light onto an optical
processing unit 1742, which reads the images of the bubble tags. The optical processing
unit 1742 is shared with the second reader 1704 that is integrated into the authentication

unit 1700, for reading barcodes at a distance.

[00125] The second reader 1704 is similar to the far-field barcode reader discussed above
with reference to FIG. 5. It includes lighting elements 1746 and 1748, and lens system
1750. When reading a barcode, the barcode is illuminated by lighting elements 1746 and
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5. The authentication unit of clam4, wherein the at | east one opti cal

el enment that is shared between the near-field and the far-field reader is
further cwof2opuas7t o affect the polarization of |ight. PC&/SGENE/000306

aut hentication unit of claim3, wherein the at |east one optical elenent
that is shared between the near-field and the far-field reader conprises a
lens. 7. the authentication unit of claim®6, wherein the lens is
configured to be novabl e between a position used for near-field readi ng and
a position used for far-field reading. 8. The authentication unit of any

of the preaediigt fdﬂéété&ﬁor\ﬁhl&r?frdgdé E@sﬁuhﬁﬁgi ih@ﬂér#s@?-slt%iﬁ\ilﬁoé rhd &tﬂgastt:grmri ses
an irrage sensor at.. i s shar ot the near-file reader ane e
far-fiel i PEHOR P} ¢ léht ??Féesatgqug%ﬂec%ﬁal“o??h&?ﬁ 17445 tochesread by thepticah t he

| mage sensedesimyiiil @3, a CMOS i mage sensor or a CCD i nage sensor.

[00126] Although the authentication unit 1700 shows a combination of a near-field bubble
tag reader with a far-field barcode reader, it will be understood from the examples
provided above that many alternative combinations may be used. In accordance with
embodiments of the invention, a variety of near-field inherent disorder-based readers may
be used, such as a reader that uses the inherent disorder of fibers within paper, a bubble
tag reader, a reader for randomly distributed quantum dots or nanobarcodes, a reader for a
non-magnetic or weakly magnetic matrix material, such as ink containing magnetic
particles arranged in a disordered pattern, a reader for random “jitter” in the magnetic ’
stripes of credit cards, a reader for randomly distributed taggant particles that are difficult
to detect by unassisted human vision, and/or a reader for magnetic and/or magnetisable
and/or conductive and/or semi-conductive and/or optically active particles and/or
optically distinguishable particles. Similarly, a variety of other far-field readers for a
variety of identification and/or authentication features can be combined with any of the
above-mentioned inherent disorder readers, including readers for barcodes, optical
characters, RFID, or other identification technologies. In general, embodiments of the
present invention could be made using any of these near-field inherent disorder readers in
combination with any of these far-field identification and/or authentication feature

readers.

[00127] Another embodiment of the invention involves the combination of two near-field
readers, at least one of which is a reader for an inherent disorder feature, such that the
near-field readers read features that are placed in a predetermined, non-overlapping
spatial relationship with each other. Such a reader is shown in FIG. 18. The
authentication unit 1800 includes a first inherent disorder reader 1802, which reads a
configuration of magnetic particles, such as is discussed above. A second near-field
reader 1804 — in this case a second inherent disorder reader for reading bubble tags, such
as is shown in FIG. 17, is combined with the near-field reader 1802 within the same

authentication unit 1800.
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10. The authentication unit of claim8 or claim9, wherein the image sensor
Is configured to be nechanically noved relative to a near-field portion of
t he aut hewDizeetd3sts7unit and a far-field portion of the &awisenoii®at3oen unit.
11. The authentication unit of claim 10, wherein the image sensor is
configured to be slidably noved between a position in an optical path of
the near-field portion of the authentication unit and a position in an
optical path of the far-field portion of the authentication unit. 12. The
aut hentication unit of claim 10, wherein the i mage sensor is configured to
have r el 400128] Thetfirstrintekann disanderanaiel £8020a¢lhdds dightbeelengnosi8S2 end 1863an opti cal

path of the npear-{Jj.el or.tio f the. .authenticati unit . position in
an opti caf pB lﬁe_ro]fglgﬁﬁngpB%ﬁd-'f’i tg(f"g °;§odr;|‘f i]l T af'ﬁ%nqalég ﬂe?up P%‘E{ ‘:Pglr?6 b’nig)t . 13.
The aut hembgretd-optitallnbitracf 1880)a lehis Ss@mNEB73,-Hlensdystemi 1875 epiahidlhéddll cat i on

unit further co ises a fir [ e sensor and a | mage sensor,
wher ei n tﬁ@""r‘?frlggg’iantﬁg'éslég%ié“oi g pf Pé"&eisﬁ‘gﬁ‘éﬁﬁgg‘gd[%‘v“s? HERES, -1 el
reader t Oare@Aghdel o fhaf Shear-gieltrhdgnetas patirnfReilappihg onbeloihiebas esderdn bemge
sensor is configured to be used by thé far-field reader to read the second
i dentifi c?ﬁ‘ﬁlé?\deﬁ‘éﬂ’leﬁ?@ve“ﬂ'.'ef?ﬁéc W enti cation unit of claim 13, wherein
the first image sensor conprises a CMOS i mage sensor or a CCD image sensor,
and V\herqomzbmfg@&gﬁui deﬁiﬁﬁieldsﬁd%a&r 180N pchRles a2 dGivEShapad portimn$830,0r a CCD
i mage sensor.. 15, . aut henti catjon. unit of any of t recedi ng cl ai ns,
wher ei n t Heluding lighting W%‘éﬁwgéﬁ%‘@&mﬁdfoﬁt@‘ip%@ﬁ ) OFﬁgg?'&F'-sg“}pg d reader
CONpri sespiseeInd Aaas, syse 136 1dakds 1ipk frdni $éadin@nsbubbit b enro@homel | ens are
arranged In a fixed spatial relationship to each o_tper. .

beamsplitter 1840, so it can be read by the optical processing unit 1820. The operation of

such a bubble tag reader is described above with reference to FIG. 17.

[00130] The tags read by the authentication unit 1800 may include a magnetic tag with a
barcode, e.g., as described above with reference to FIG. 3, and a bubble tag —i.e., a piece
of transparent polymer containing randomly distributed bubbles. For use with the
authentication unit 1800, the tags should be placed in a non-overlapping spatial
arrangement such that when the first inherent disorder reader 1802 is placed in the
proximity of or in contact with the magnetic particle portion of the tag, the second near-
field reader can be placed in the proximity of or in contact with the bubble tag.
Therefore, the spacing of the readers in the authentication unit 1800 conforms to the

spacing of the near-field features on a tag.

[00131] It will be understood that although the authentication unit 1800 includes a
magnetic particle reader and a bubble tag reader, other types of near field readers could
also be combined. In accordance with embodiments of the invention, an inherent
disorder reader, such as a reader that uses the inherent disorder of fibers within paper, a
bubble tag reader, a reader for randomly distributed quantum dots or nanobarcodes, a
reader for a non-magnetic or weakly magnetic matrix material containing magnetic
particles arranged in a disordered pattern, a reader for random ‘jitter” in the magnetic
stripes of credit cards, a reader for randomly distributed taggant particles that are difficult

to detect by unassisted human vision, and/or a reader for magnetic and/or magnetisable
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16. The authentication unit of any of the preceding clains, furthe
conprising a proximty sensor having a first state and a second st
wher ei n twe 2awetd3asstvi cati on unit is configured to activace/sSGhelreeosfi el d
reader when the proximty sensor is in the first state, and to act
far-field reader when the proximty sensor is in the second state.
aut hentication unit of claim 16, wherein the proximty sensor conprises a
push button. 18. The authentication unit of claim 17, wherein the
aut hentication unit is configured to activate the near-field reade
the push @drovoridactive andisre saiccondrtiee andidr t aptiasity tetve bhﬁcléﬁranﬂ/ioel d reader

when t he

r
at e,

ivate the
17. The

r when

tion unit

sh,., b tton unpr essed, st The ntlc
of any of Qé{ﬁ’%")b é‘é‘%sh"a" agﬁ ;"gﬁf’f’ ﬁ%’Pb'B‘&ﬁﬁM‘ @‘#@eré'e‘frl'qeﬁj YT Fhg el enent
and a secaydirehdeg iéri thgatRdive-lieed inhedeat disoider Teanires; i a tda@éitfon@he nearemdld | s

configuregeﬁto be activated when the near- Elé’ld reader is usfl? ﬁ
HERF

second i

furesgsuch asampsnetc sgpfager 2 pear-dielddarsods traderoraesr-

reader i SreaflerU%€accordance with embodiments of the invention, the readers are configured to

read a near-field inherent disorder feature and a second near-field feature that are

arranged in a predetermined, non-overlapping spatial relationship to each other.

[00132] In general, embodiments of the invention may include an authentication unit that
is adapted to read a first signal from a first set of identification features and a second
signal from a second set of identification features, wherein the sets of identification
features are housed on, in or near the tag or object adapted to be identified, and include a
disordered material, and the signal derived from said first set of identification features is
dependent on the intrinsic disorder of the material. The second set of identification
features may be any type of identification features, whether based on inherent disorder or
not. For example, the second set of identification features may include a barcode, optical
characters, radio-frequency identification (RFID) tag, a smart chip, magnetic information

written on a magnetic medium, etc.

[00133] In accordance with embodiments of the invention, the authentication unit may
include at least one reading element, a processing element and a communication element.
If the authentication unit includes just one reading element then that reading element is
adapted to read at least a first signal derived from the first set of identification features
and a second signal derived from the second set of identification features. Alternatively,
the authentication unit may include more than one reading element, where the second
reading element is, for example a barcode scanner, an RFID scanner, a smart chip
scanner, a sensor adapted to optical character recognition or a magnetic read head
depending on the second set of identification features. In some embodiments some

components may be shared between the first and the second reading elements.

[00134] In various embodiments, the processing element is configured to at least partially

process the signals derived from the sets of identification features. In general the
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20. The authentication unit of any of the preceding clains, wherein the
near-field reader is configured to direct |ight used for reading the first
i denti fi cwDi2ore/Bamwrure along a first optical axis, and wRoErseo11t0h@06
far-field reader is configured to direct |ight used for reading the second
identification feature along a second optical axis, at |east a portion of
whi ch does not correspond to the first optical axis. 21. The

aut hentication unit of any of the preceding clains, wherein the first
identification feature based on inherent disorder conprises a disordered
ar r angenmegrocesdingrelgieitiificlades liﬁgﬁﬁtd grafddecifalt thogddeSsdnibly HPEBA™ wathn@agnet i c
fingerprint region of.a t ﬁﬁ1eCt' 22. The &uthentlcatlon unit of claim
21, wher &PI§TOPRECSIOE MRl f“& Tyoﬁ" TWRES Y PEASESS athiesigndtso Ingpligeatly. &ubstrate

confi gur ediscusse@ &bove. The CauttiesiGeatien aflitadlSANGRABN Y QnBWARSH Cleffent™RONEL i SAbI €
particles in the magnetic fingerprint region to be detected optically. 23.

The aut hefommugicably ll&‘hl"f'tho‘?th"élcai“ﬁ?'?ﬂtsd’rf tf?zde"%ﬁﬁé'? wihichtihis hewsgd of itanay r eader i s

further agapfaged t@ cbRmdniede Qﬂ&dt@advnﬁ QQ‘EMBQ/&Q%I Q4R GPsy sféht{l I?}?e magnet i c
fingerprint region on the tag or obje . The authentication unit of

cl ai m 23, ingmet dnd 2 yemgist iserygr).f B&p@fi@gcenpihp s@gdca dfagamrdenication, the

communication element may include a Bluetooth module, Ethernet module, Wi-Fi
module, USB interface, GPIO interface, SPI interface, I2C interface, UART interface or
RS232 interface. In some variants, the communication element is housed on the same
PCBA that includes the processing element and may, in some embodiments, be housed in
the microprocessor of the processing unit, (i.e. the communication unit and processing

unit is one and the same unit).

[00135] The authentication unit in accordance with various embodiments is adapted to be
housed inside a device. In its simplest form, the device includes a power source and a
housing to hold the authentication unit. In another embodiment, the device may include
an external casing with user interfaces (for example a screen, keyboard, indication lights,
buttons, a speaker/buzzer and the like), a central processing unit, internal memory, power
management, power source and processing logic (which includes firmware and/or
software) to control the functionality of the device. In yet another embodiment the device
may include communication modules or interfaces to communicate with other devices
such as computers and the internet. For a mobile device, the power source usually is a
battery or set of batteries. For a desktop or fixed device, generally the power source is a
standard line source. In some embodiments, the authentication unit communicates with
the device which in turn communicates with the user and/or external devices, as
discussed above. Alternatively, the device may be a “closed loop” system as discussed

above.

[00136] As discussed above, in many embodiments, the authentication unit may be housed
in a single integrated package or scanning module, with the readers, along with other
scanning-related circuitry sharing a single housing or other modular arrangement. In

some embodiments, however, the readers may be arranged within a single device, but not
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25. The authentication unit of claim23 or claim?24, wherein the

aut hentication unit conprises a magneto-optical substrate configured to
permt | ivwybtzot2003p®3s t hrough t he magnet o- opti cal subst r @Ce/SGaonMaes06 he
optical feature as well as the first identification feature. 26. The

aut hentication unit of claim25, wherein the near-field reader conprises a
first lighting elenment configured to emt light having a first wavel ength
for reading the first identification feature, and a second |ighting el ement
configured to emt |ight having a second wavel ength for reading the optical
feature. withn th@leﬁﬂﬁ&E@ﬂéd fmatulon FIGI umfsh&lbﬁéuah%ﬁ,anwﬁg%l friRht) it Rich a

magnet o- opt i cal ..suhst.rate conpri.ses.a wavel ength sel ective rror

confi gur esg’g:'eore?%‘% gYeq fg(éﬂt(g’ﬁfca?%of Phich 1syshozmdn Jif: I%Iizi)d‘“{’lﬁg%ear Toi’l"'t | i ght of
t he secomfitldBareddeRgdnhed PORASE 4 MaRHEId ihHEPenVBISEIdEN@Ehder 190 £ thi NGdddn rOr . 28.
The authentication unit of claim 26, wherein the wavel ength selective

mirror cARARgesisat of giagntiginartigles (3 digsussgd @beveecThg Bwarrgadess still sharemne

aut hent i cafnnRRA HeDihg Qle., Bhetidikihg OF thé deViRO! Sid mbyShaREakctlohR! BmipERGRS
configured to read a first identification feature based on I nherent

di sor der (ne sievmef e gecanpiggmedule feralecading the sigenls frem thertws deviceshe i nher ent
di sorder of fibers within paper, a bubble tag reader, a reader for randomy

di st ri bufop€37)UaehutherdRition Unit RO AR LCRAAET apfopriRd 8ldificilal &vRQQ-sUBEAEt i ¢ or
weakly magnetic matrix material containing nmagnetic particles arranged in a

di sor der &8 PR rGompyter Sy, fesvery eadeTk of servern indhudingn g rdatabaseserr | pes of
credil Cafiditoud URAGRE LA SRRARGIY FhRd kOUbse 4 304RAP RAT Iaghes that are
difficult to detect by unassisted Human vision, and a reader for magnetic
and/ or neaythenticgting & varifyingra ¢agneruehiec cadapied ¢y be ddrntifedh dfiveh iavsysemdisor

opt i cal | il YPrRR! s ANlaBiigBUEAR) K LR oSER cles.  30.
The aut heﬁ?‘i catl}el(;n ‘uni t O?Qin?.[}g{l n%lgg V\‘/ﬁer%l¥n 45"?3‘?"??‘2 (I(ljgerrgeg{iyrn i's

sel ect ed the figura. bAs cadbe sesaddhe, syatemopAl0ciabluddsar acatlimg dewime0]10 andl aan RFI D
reader. backend server or servers 2020. The reading device 2010 may include components 2030,
such as a user interface, a keyboard, a PCB, a CPU, a screen, circuitry for external
communications, a battery or other power source, buttons and/or other user interface
elements, firmware or other memory, etc. The reading device also includes an
authentication unit 2040, adapted to read a first signal from a first set of inherent
disorder-based identification features and a second signal from a second set of

identification features, as discussed above.

[00138] While the invention has been particularly shown and described with reference to
specific embodiments, it should be understood by those skilled in the art that various
changes in form and detail may be made therein without departing from the spirit and
scope of the invention as defined by the appended claims. The scope of the invention is
thus indicated by the appended claims and all changes which come within the meaning

and range of equivalency of the claims are therefore intended to be embraced.
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31. A scanning nodul e conprising: an authentication unit as clained in any
of the preceding clains; circuitry configured to receive signals fromthe
aut hent i caDi20re/a38d67; and an interface configured to comrOmisGaoa/ 008306 a host
devi ce. 32. The scanning nodul e of claim 31, wherein the authentication
unit, the circuitry, and the interface are all nmounted on a single PCB.

33. The scanni ng nodul e of claim 31, wherein the authentication unit is
connected via a cable to a PCB on which the circuitry and interface are

di sposed. 34. The scanning nodul e of any of clains 31-33, wherein the
circuitryCLafMs ses a mcrocontroller and a nenory.

What is claimed is:

1. An authentication unit comprising:
a near-field reader configured to read a first identification feature based on
inherent disorder; and

a far-field reader configured to read a second identification feature.

2. The authentication unit of claim 1, wherein the authentication unit further comprises a
housing, and wherein the near-field reader and the far-field reader are both contained

within the housing.

3. The authentication unit of any of the preceding claims, wherein the near-field reader
comprises an optical element, the far-field reader comprises an optical element, and
wherein at least one optical element is shared between the near-field reader and the far-

field reader.

4. The authentication unit of claim 3, wherein the at least one optical element that is
shared between the near-field and the far-field reader comprises at least one of a

beamsplitter, a switchable mirror, and a prism.

5. The authentication unit of clam 4, wherein the at least one optical element that is
shared between the near-field and the far-field reader is further configured to affect the

polarization of light.

6. The authentication unit of claim 3, wherein the at least one optical element that is

shared between the near-field and the far-field reader comprises a lens.

7. the authentication unit of claim 6, wherein the lens is configured to be movable

between a position used for near-field reading and a position used for far-field reading.

8. The authentication unit of any of the preceding claims, wherein the authentication unit
further comprises an image sensor that is shared by both the near-field reader and the far-

field reader.
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35. The scanning nodul e of claim 34, wherein the nenory contains
instructions that, when executed by the microcontroller, cause the scanning
nodul e t ovoperzaBa46’n a sel ect ed operati on node. 36. AnPaUISIG2OL00E06 on uni t
conpri si ng: a first near-field reader configured to read a first
identification feature based on inherent disorder; and a second
near-field reader configured to read a second identification feature,
wherein the first identification feature and the second identification
feature are arranged in a predeterm ned, non-overl appi ng spati al

rel ati onsHi Phe autieaidation bt of cladm.7, Whereinuhdigiapé SabdreBmphdes a@MoOS ai m 36,
wherein the first ne -[gi el d reader configured to read a first

i dentifi c'ﬂaigf)ﬁe“fs‘éré’fﬁﬁ A8 S nherent disorder is selected froma reader
that reads features of the inherent disorder of fibers within paper, a
bubbl e t atp. Thaahentiaation adit bf laim § edudait 9y wherginrthdiniage sehsariié unfigoted or
nanobar codes, a reager fo .non- magneti c or kly. magnetic_matrix

mat eri al t(?g’ﬁf%ﬁchar“hcﬁﬂ?‘rﬁ‘@ﬁ%{'ie@t%%ﬁotai"fg‘é el%lP?'&ﬂ'b\é\g‘ﬂF ﬁ‘}/tﬁc“&%g@f‘d‘é‘rté pattern, a
reader f ofar-fiald@efioh iof the authéntichgon@net i ¢ stripes of credit cards, a reader
for randomy distributed taggant particles that are difficult to detect by

unassi ste man, vi.si.on nd a reader for magnetic .and/or neti sabl e

and/ or coﬂ]dﬂﬁ?f’ engﬁﬁyoﬂll‘mggﬂ‘?lg' ﬁ)dﬂ'gfrﬂ?é{‘%mgﬁfmé?ﬁ‘f E‘ﬁ‘lﬁg‘)‘/reg?qgl?eve particles
and/ or opdlidaily moveld Bdtwe@ i pobitibh i1 daaiptitd bas of thdBear vl posidiestitheat i on unit of
cl aim 37, erein the second near-field reader_is selected froma reader
that read@theatigatipp unipand apositign it} anptigel oath ok the far-figigportionphthe n paper, a

bubbl e t agithcafehtion umt.r €eader for random y distributed quantum dots or
nanobar codes, a reader for a non-magnetic or weakly magnetic matrix

materi al gontai ni ng nagnet | articles. arranged .
f'2. eau en%catloﬂ unit o{: clglm 10, wherein tﬁe 1ma%e sensor is configured to have
relative motion along an angular path between a position in an optical path of the near-
field portion of the authentication unit and a position in an optical path of the far-field

portion of the authentication unit.

13. The authentication unit of any of claims 1-6, wherein the authentication unit further
comprises a first image sensor and a second image sensor, wherein the first image sensor
is configured to be used by the near-field reader to read the first identification feature,
and the second image sensor is configured to be used by the far-field reader to read the

second identification feature.

14. The authentication unit of claim 13, wherein the first image sensor comprises a
CMOS image sensor or a CCD image sensor, and wherein the second image sensor

comprises a CMOS image sensor or a CCD image sensor.

15. The authentication unit of any of the preceding claims, wherein the near-field reader
comprises a first lens, the far-field reader comprises a second lens, and wherein the first

lens and the second lens are arranged in a fixed spatial relationship to each other.

16. The authentication unit of any of the preceding claims, further comprising a

proximity sensor having a first state and a second state, wherein the authentication unit is
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in a disordered pattern, a reader for randomjitter in the magnetic stripes
of credit cards, a reader for randomy distributed taggant particles that
are diffiwol20120334et ect by unassi sted human vi sion, a reausG206arnoesagneti c
and/ or magneti sabl e and/or conductive and/ or sem -conductive and/ or
optically active particles and/or optically distinguishable particles, a
magnetic strip reader, a near-field barcode reader, and a near-field RFID
reader. 39. An authentication unit for identifying a tag or an other

obj ect adapted to be identified, wherein the authentication unit is adapted
to read acdnifiperied & agtiedte fheaearefield reader swtn the prokémity fensomiis iothe fgstt states and a

second si | fro e d set of Jident.ification.feature wherein the
sets of i%gﬁ? petve ttﬁeoﬁ"ﬁglgf?fﬁgswﬁpéﬂ'%ﬁ’é‘g‘&yéﬁ'}”f R tﬁ? S?'?glédr%t?tﬁ'e tag or
object to be identified, and wherein the first set of identification

f eat ur es thrifheiaathenticatiorswrittdicain rtvereraih the prekimitesdnsorsomprignalpushead from
the first,set of identification features is dependent on the intrinsic

di sorder B"f“of‘he material. 40. The authentication unit of claim39, wherein
t he second set of identification features conprises a barcode, optical

char act er $8. Eheraathenticatieyurataficlaird d At whercimthicanth¢iRicatd)n ynitgs canfignued to chi p,

and/ or magnetic info tion i t,ten on nmagneti ¢ | The
aut henti c 'ivﬁtﬁ%lfme?r'%‘?qgfﬁag i 5‘113 P u?:l} %‘1‘%’1“&%‘? 4 6er§%er¢|r§§a?éh§m atoragév |teng el enent
adapt ed t thef@afitlBtcadet adikn thie @udh buston Biigamlindressed sidte first set of

identification features and the second signal fromthe second set of

identificatipgn features. .4 h hept | I i o M 39 or claim
40, conpr ?és'i ge 2 ﬁ\‘ef’trlcsaﬁo'} %néb?%ﬁaygftggg%f g@ﬁg@@&%ﬁ@&% Blgst"?% aggs the first
si gnal f r bghtinpelehientsind aatcond lightargteldneog wherinf tha first Bghtimpdlementssond r eadi ng

el ement adapted.to read the second signal, fromth C . of

i dent i fi cSqtighref o,bqachyated yhen %@eagﬁflﬂéﬁatdf”c'gfl fec)%mﬁtrq?%cggﬂé%?}k%ne of clains
39-42, whekmbmt i$ dvnfigured &rid Ravdtanwhenithe fansfield e¢adedsprissees a processing

el ement configured to at |east partially process the first signal and the

second si g&ai'ﬁe authentication unit of any of the preceding claims, wherein the near-field reader

is configured to direct light used for reading the first identification feature along a first
optical axis, and wherein the far-field reader is configured to direct light used for reading
the second identification feature along a second optical axis, at least a portion of which

does not correspond to the first optical axis.

21. The authentication unit of any of the preceding claims, wherein the first
identification feature based on inherent disorder comprises a disordered arrangement of
magnetic or magnetisable particles included in a magnetic fingerprint region of a tag or

object.

72. The authentication unit of claim 21, wherein the authentication unit comprises a
magneto-optical substrate configured to permit the disordered arrangement of magnetic

or magnetisable particles in the magnetic fingerprint region to be detected optically.

73. The authentication unit of claim 21 or 22, wherein the near-field reader is further
adapted to read an optical feature that overlaps with the magnetic fingerprint region on

the tag or object.

24. The authentication unit of claim 23, wherein the optical feature comprises a barcode.
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44. The authentication unit of claim43, wherein the processor is
configured to link the first signal and the second signal, or to read only
t he secomo=naB4is7dependi ng on a sequence and/ or a ti nmpag/Sckor@aasioang t he
first signal and/or the second signal. 45.. The authentication unit of
claim43 or claim44, wherein the processor is configured to process the
first signal and/or the second signal either together or separately,
depending on a determ nation of which of the first signal and/or the second
signal are present in a reading. 46. The authentication unit of any one of
cl ai ms 3925 SThewlnthesticatibrnenitofichén s oalaigna) g)ihéreilcnl—tl‘lct< ilﬁlﬁenﬁ&iﬁbﬂ ubes a f
conmmuni cati on. el enent ada 0. communi ca ilnk with other conmponents o
the devi cE&MRISGH EREERP E?l ﬁ&ff’?% &0% Eﬂ‘?r"@ﬁ? f’e'%gt l%h‘é’éﬁssotpmflg‘ B8 muni cat e
directly whgiRicRoptRaBLIBAKIE Foad thedpiédl Gattire SWSdIPRthe frét idéhtiFéatoam f or readi ng
and identifying a tag or object adapted to be identified, the system
conpri si nt§a™devi ce that includes an authentication unit according to any
of clainms 39-46, and one or nore of a keyboard, a CPU, a screen, circuitry

for ext erml'mamiumicaadﬂ Wisof cRimd at tvileyein he feftfieldreddd bbrhsHves a ARPOry, and

firmare. The system of cIa|1147 wherein data used for identifying
the tag o*‘ghé‘ﬂﬁ EIEP‘C‘i‘té’O%‘{‘%‘F@(fO emitdighthaying adtrstovavelgagrh £ readingribe fifst hent i cat i on
unit. identification feature, and a second lighting element configured to emit light having a

second wavelength for reading the optical feature.

27. The authentication unit of claim 26, wherein the magneto-optical substrate comprises
a wavelength selective mirror configured to reflect light of the first wavelength, and to

permit light of the second wavelength to pass through the wavelength selective mirror.

28. The authentication unit of claim 26, wherein the wavelength selective mirror

comprises a dichroic mirror or a dielectric mirror.

29. The authentication unit of claim 1 or 2, wherein the near-field reader configured to
read a first identification feature based on inherent disorder is selected from a reader that
reads features of the inherent disorder of fibers within paper, a bubble tag reader, a reader
for randomly distributed quantum dots or nanobarcodes, a reader for a non-magnetic or
weakly magnetic matrix material containing magnetic particles arranged in a disordered
pattern, a reader for random jitter in the magnetic stripes of credit cards, a reader for
randomly distributed taggant particles that are difficult to detect by unassisted human
vision, and a reader for magnetic and/or magnetisable and/or conductive and/or semi-

conductive and/or optically active particles and/or optically distinguishable particles.

30. The authentication unit of claim 29, wherein the far-field reader is selected from a

barcode reader, an optical character reader, and an RFID reader.

31. A scanning module comprising:
an authentication unit as claimed in any of the preceding claims;
circuitry configured to receive signals from the authentication unit; and

an interface configured to communicate with a host device.
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49. The system of claim47, wherein the systemfurther conprises a backend
server that stores data used for identifying the tag or object, and wherein
t he devi cwocoremisiccat es with the backend server to i denPCigGring/ovesge or

obj ect. .

32. The scanning module of claim 31, wherein the authentication unit, the circuitry, and

the interface are all mounted on a single PCB.

33. The scanning module of claim 31, wherein the authentication unit is connected via a

cable to a PCB on which the circuitry and interface are disposed.

34. The scanning module of any of claims 31-33, wherein the circuitry comprises a

microcontroller and a memory.

35. The scanning module of claim 34, wherein the memory contains instructions that,
when executed by the microcontroller, cause the scanning module to operate in a selected

operation mode.

36. An authentication unit comprising:
a first near-field reader configured to read a first identification feature based on
inherent disorder; and
a second near-field reader configured to read a second identification feature,
wherein the first identification feature and the second identification feature are

arranged in a predetermined, non-overlapping spatial relationship to each other.

37. The authentication unit of claim 36, wherein the first near-field reader configured to
read a first identification feature based on inherent disorder is selected from a reader that
reads features of the inherent disorder of fibers within paper, a bubble tag reader, a reader
for randomly distributed quantum dots or nanobarcodes, a reader for a non-magnetic or
weakly magnetic matrix material containing magnetic particles arranged in a disordered
pattern, a reader for random jitter in the magnetic stripes of credit cards, a reader for
randomly distributed taggant particles that are difficult to detect by unassisted human
vision, and a reader for magnetic and/or magnetisable and/or conductive and/or semi-

conductive and/or optically active particles and/or optically distinguishable particles.

38. The authentication unit of claim 37, wherein the second near-field reader is selected
from a reader that reads features of the inherent disorder of fibers within paper, a bubble
tag reader, a reader for randomly distributed quantum dots or nanobarcodes, a reader for a

non-magnetic or weakly magnetic matrix material containing magnetic particles arranged
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in a disordered pattern, a reader for random jitter in the magnetic stripes of credit cards, a
reader for randomly distributed taggant particles that are difficult to detect by unassisted

human vision, a reader for magnetic and/or magnetisable and/or conductive and/or semi-
conductive and/or optically active particles and/or optically distinguishable particles, a

magnetic strip reader, a near-field barcode reader, and a near-field RFID reader.

39. An authentication unit for identifying a tag or an other object adapted to be
identified, wherein the authentication unit is adapted to read a first signal from a first set
of identification features and a second signal from a second set of identification features,
wherein the sets of identification features are housed on, in, or near the tag or object to be
identified, and wherein the first set of identification features comprises a disordered
material, and the first signal read from the first set of identification features is dependent

on the intrinsic disorder of the material.

40. The authentication unit of claim 39, wherein the second set of identification features
comprises a barcode, optical characters, a radio-frequency identification (RFID) tag, a

smart chip, and/or magnetic information written on a magnetic medium.

41. The authentication unit of claim 39 or claim 40, comprising a reading element
adapted to read at least the first signal from the first set of identification features and the

second signal from the second set of identification features.

42. The authentication unit of claim 39 or claim 40, comprising a first reading element
adapted to read at least the first signal from the first set of identification features and a
second reading element adapted to read the second signal from the second set of

identification features.

43. The authentication unit of any one of claims 39-42, wherein the authentication unit
further comprises a processing element configured to at least partially process the first

signal and the second signal.

44. The authentication unit of claim 43, wherein the processor is configured to link the
first signal and the second signal, or to read only the second signal, depending on a

sequence and/or a timing of reading the first signal and/or the second signal.
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45. The authentication unit of claim 43 or claim 44, wherein the processor is configured
to process the first signal and/or the second signal either together or separately,
depending on a determination of which of the first signal and/or the second signal are

present in a reading.

46. The authentication unit of any one of claims 39-45, wherein the authentication unit
further comprises a communication element adapted to communicably link with other
components of the device in which the authentication unit is housed or to communicate

directly with a remote/external device or system.

47. A system for reading and identifying a tag or object adapted to be identified, the
system comprising a device that includes an authentication unit according to any of
claims 39-46, and one or more of a keyboard, a CPU, a screen, circuitry for external

communications, a battery, one or more buttons, memory, and firmware.

48. The system of claim 47, wherein data used for identifying the tag or object is stored

in a memory of the device or the authentication unit.

49. The system of claim 47, wherein the system further comprises a backend server that
stores data used for identifying the tag or object, and wherein the device communicates

with the backend server to identify the tag or object.

49



