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| NVENTI ON (a) Technical Field The present invention relates™to bionmetric

«i mmobi | i zer, and in particularly, an inmobilizer enploying bionetrics for -
use in all kinds of autonpbiles. The bionetric inmobilizer integrates a
generic imobilizer systemto gather wyth personal bionetric paraneters
for the protection and authorized access to immopbilization function of

aut onobi l es. (b) Description of the Prior Art An immbilizer is a control

unit protecting a noBIDMETIRICHMMQBILIZER AORWUTDMOEILESe or all ows the
access of a notor vehicle by the rightful owner. US Patent No. 5,675,490

entitled " Imobilizer FEadkereINDOTHE NVENRON Starting O A Mt or
Vehi cl e ‘And Met hod For QOperating The Sane" issued to Anton Bachhuber on 7

Cct ober 1997 discloses an i mobilizer including a test wunit, control
devi ces connected through a data line to the test unit, and at |east one

i gnition y | nsponder. Wen the ignition key is actuated, the
t est uni{éﬁtrgﬁés/d%ﬂ?’g?gb?(gquest signal through the data line to all of the

control devic whi ch. respond .t hereto by transmittin ack i.dentification
codes whi oh ar B PEABAF S flolEs 1 Biprode dMMgRlIeEofhe iy PortiPBOthe s
starting s imhmbiliRepemployifg DiorhBfids FoP LSS G | ANCKinas H elut&hobildd. I Jhedevi ces
reply with their identjification code. The test unit enables all of the

control ddigmelic immgbilizer ditegiates @ geRelise dMmapHizer systepbie rgathefewithes reply

W th theige.,.l tg%%t' : PR e o] | r lqR. US
Pat ent Noéerggqegll,)% e%?‘ﬁ@@gf‘ez{%ﬂi t(I:1 Pep{dg’ﬁ%g)ﬁ ?@grglétyg{l%é‘nq I—ég"raégéElqgct ronic
Engi ne Cammahilization fienttion ofidutéraobilesyi d Tr eharne on 30 January 2001

di scl oses the nonitoring engine conditions using various sensors to
determ ne, ., whet her. the | Llizer should be rearned. The inmobilizer

di sarnms Whkn 4FSSTR] Qt gh?:]d@r&'f :

An immobilizer is a control unit protecting a motor vehicle against
unauthorized use or allows the access of a motor vehicle by the rightful owner.
US Patent No. 5,675,490 entitled “ Immobilizer For Preventing Unauthorized
Starting Of A Motor Vehicle And Method For Operating The Same” issued to
Anton Bachhuber on 7 October 1997 discloses an immobilizer including a test
unit, control devices connected through a data line to the test unit, and at least
one ignition key having a transponder. When the ignition key is actuated, the test

“unit transmits a request signal through the data line to all of the control devices,
which respond thereto by transmitting back identification codes which are
compared with desired codes. The test unit prevents starting of the motor if less
than a prescribed number of control devices reply with their identification code.
The test unit enables all of the control devices if at least the prescribed number of
control devices reply with their identification code word, in the event of

_ interrogation.

US Patent No. 6,181,026 entitled “ Vehicle Immobilizer System For

- Electronic Engine Control” issued to William David Treharne on 30 January 2001
discloses the monitoring engine conditions using various sensors to determine
whether the immobilizer should be rearmed. The immobilizer disarms when an




2 authorized security code is received froma transpondgiaugugtizngsan
attenpt to start the engine. The controller for the engine i mobilizer
»nonitors engi ne receiving sensors and switches to the arned state if the
engi ne-runni ng sensors indicate that the engine is not running even though
the ignition swtch has not been detected to have been put in the
position. None of the disclosed patent relates to the application of

bi ometrics and immobilizer. The conventional art does not disclose the use
of a secure communication protocol wi 2hin the system To overcone the
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ensure al mat | on e menory storage being encrypted
per sonain the@esitioncs i nformation generated key is also one of the key code
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information generated key is also one of the key code technologies within the

biometric filngerprint authorization unit system.

SUMMARY OF THE INVENTION
Embodiments of the present invention seek to provide a biometric immobilizer

for automobiles, wherein the immobilizer is designed employing biometrics and
immobilizer technologies. In embodiments of the present invention, a secure
communication protocol is built within the biometric immobilizer for generation of
secure communication vector key for authorized access to various function units
installed in automobiles. In addition, internal built-in proprietary data protection
protocol and procedure to ensure all information within the memory storage is
encrypted by personal biometrics information "generated” key.

| According to one aspect of the present invention, there is provided a biometric
immobilizer for automobiles comprising: a bio-fingerprint authentication unit including
an embedded fingerprint biometrics processing unit, a sensor capable of capturing
human fingerprint biometric pattern, and a flash memory able to store biometric data
and information, wherein |




human fingerprint biometric pattern, and a flash nmenory gHugubteopsor e

bi onetric data and information, wherein 3 August 2005 3 the

vbi o-fingerprint authentication unit is capable of bionetrics verification;
an enbedded i mobilizer controller comunicating with the bio-fingerprint
authentication wunit to performbionmetric fingerprint enrollnent, bionetric
fingerprint verification operation, and bio-data nanagenent, wherein the
enbedded i mobi li zer controller establishes a secure comunication

prot ocol between the enbedded i mobi | i 2er controller and the

bi o~ 1 ig" Bid-ihgdihiierduthightioHMuint s PEASIHIE t of | biBdial CRSRichfiof NP 0-

fi nger print aut ticatiron unit, and generates a secure conmuni Cat_l O[] ey
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fingerprint Within another detection period. In another enbodinent, t
enbeddstivingronede, zand dostrv@] ther biofingeppioh sthentiqatiphueit tte  detest tfor 1an
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bi ometric i nedp émbedintert, te embedded imeyolilizer vontroller, in response to failure
to detect the authorized fingerprint within the detection period, may activate a first
warning mechanism and instruct the bio-fingerprint authentication unit to detect for an
authorized fingerprint within a further detection period.

In another embodiment, the embedded immobilizer controller, in response to
failure to detect the authorized fingerprint within the further detection period, may
activate a second wamning mechanism and instruct the bio-fingerprint authentication
un.it to detect for an authorized fingerprint within another detection period.

In another embodiment, the embedded immobilizer controller, in response to
failure to detect the authorized fingerprint within the another detection period, may
instruct cutting off the engine of the automobile.

In another embodiment, the biometric immobilizer for automobiles may further
comprises a proprietary data encryption scheme for safe keeping of biometric data and
information within the memory storage for commanding the embedded immobilizer
controller to operate.

in another embodiment, the biometric fingerprint authentication unit may have a
biometrics enrollment-time not more than 100 msec per user, and not more than 5

users are assigned for authority access right.



conprises a proprietary data encryption schenme for safe keeping of

bi onetric data and information within the nenory storaged fAugustadiandi ng

‘'t he 'enbedded i nmobilizer controller to operate. In another enbodi nent, the
bi ometric fingerprint authentication unit may have a bionetrics
enrollment-tinme not nore than 100 nsec per user, and not nore than 5 wusers
are assigned for authority access right. 3 August 2005 4 |n another

enbodi ment, the sensor contained within the bio-fingerprint authentication
unit may include capacitive or electrig-field sensing devices, or optical
sensor which are capable of capturing human fingerprint bionetric pattern.

| n anot her G\"rtﬁ‘ﬂﬂth%‘};t‘?mt’ﬂ&“ﬁfﬁedbéd SeRABDI $ertainedowithin| Ere ubiotfinggyphind t her
i nclud i f ' kot ' bj L LiC
i nger o PemESRorf ANtrRs) Maldde oA il or ERHENER! Sondthd deh{ogsy bE TR
i mobi BERYYN Which gee sapatleof sapturingyhurham fingerpeiohbicnsairie pattermct i onal units

|l ed ' ' Pt In. h nmbodi d
oy b st or i afBHER LT GHEIRE e BRa Y ImerdbiBRFCAGHofER Gl TR uthdi e
aut henirichadei armicro-cantrbher systéaadiviicht corhirintddted witht 'thmblontxlét‘ﬁt:Sﬁr%y%'ﬂi\lrlitglF ude

st artervﬁt r .control unit, ignition coil control. BRI EF DESCRI
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for aut onobirl @foiter GABEAIRTRIIES thd %'ibrﬁ@l‘?icpfn?rlﬁﬁﬁﬂizémé?’lﬁé%ov@ QSpé)ctioﬁltaﬁe

e
schematic view showing the 12° sub-functional units which related t
bi omet frihier paGWIise sub-Tunctiansd uaits centipliad b embeddedtatitientitation unit. August

fingerpri nt'™ 2ughen erBUFREhy X 888 by Be HofRa Bifin. Ine B0 Hneh s
bej weewith acryption for authentication.

In another embodiment, the sub-functional units may include starter motor
control unit, ignition coil control.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 is a block diagram showing the biometric immobilizer for automobiles in

accordance with the present invention.

FIG. 2 is a schematic view showing the 12 sub-functional units which related to the
biometric immobilizer in accordance with the present invention.



bionetric fingerprint authentication unit and the enbeddgdugost@onsi zer
controller in accordance with the present invention. DETAI LED DESCRI PTI ON
+OF THE PREFERRED EMBODI MENT The present invention will be described with
regard to the acconpanying draw ngs which assist in illustrating various
features of the invention. In accordange with a preferred enbodi nent of the
present invention, a biometric imvobilizer 10 is provided for use in a
vehicle. The biometric i mmobilizer 200 conprises a bionetric fingerprint
aut hent i chtG.dhistanflowdH3A 8haxing thee functiorizt flded of bivmdtrit fimgerpdointrol l er (EIC)
30, as sho Ip FlG 1. The BAU 20 contai.ns, an enpedded fingerprint

bi ot 1 8 Dphlkalof RgOGRRR NS eRHEP CTARG SEh PR ALTHCeesR Tang & b o- dat
st orage UBiomek fisgkiPridtSadhdriraloManl aid thdemBelideinthebifger diRvole capabl e
of storing bionetric data and information. The fingerprint sensor 24 can
be a capatiagepedapee grihtheipgesansinvestioRi ng devi ce or optical sensor or the
- li ke which is capable of capturing or reading human fingerprint bionetric

pattern. : Y alel ' i the BAU 20 to
show t he Q%ﬁﬂ%n%t%c%&ﬁﬁﬁn%Eﬁ@%‘:ﬁ?ﬁégcﬁ@ﬁggﬁ@m th the present

i nventio built-jn proprietary data,encrypti,Qn, schene for biometric data
and i nfor ?P'Eﬁ?egg'f‘(‘:‘g@t@ﬁb‘fvﬁd)e\/aﬁsﬁf'he? W@ﬁﬁéﬁﬁﬂ?lO thg BECIPAYING o provided to
the BAU 2@ragitistviisich @BSIBEIni ifustfiflg variogoreamnegs oethetiRgerttion. 30 to effectively
operate in a predefined and/or described operation set by the user. The

BAU 20 is also provided with a bionetrics verification and system access
time (pr | I sk d e I l.n c or any
i u T kA nes it B lered Bhboliniert o Mo Ebint g fRhe bigiRe” 7).
enr ol | merimnodbitized 18ug peavidaDior shein d vebiclexdhe bidraetricGOmubdizep@00user, and
| ess than users are assiqgned.for . authority. right to t '

o |1 eaelis 3 Salelie et ndieaion il REATR20 bhdah srtbidieder of
Users ar amnadbider eoReITRERT)30Mas&moG@Nn PG, odi fied or adjusted in the
course of manufacturing. A built-in proprietary data '

The BAU 20 contains an embedded fingerprint biometrics processing unit 22 and
a fingerprint sensor 24, and a bio-data storage unit 26, such as a flash memory
which is a storage device capable of storing biometric data and information. “The
fingerprint sensor 24 can be a capacitive or electric-field sensing device or optical
sensor or the like which is capable of capturing or reading human fingerprint
‘biometric pattern. In addition, an LED indicator 28 is provided to the BAU 20 to

- show the confirmation of authentication.

In accordance with the present invention, buili-in proprietary data encryption
scheme for biometric data and information safe keeping within the memory

 storage is also provided to the BAU 20 and the scheme is used for commanding
the EIC 30 to effectively operate in a predefined and/or described operation set
by the user.

The BAU 20 is also provided with a biometrics verification and system access
- time (prescribed enroliment-time), preferably not exceeding 50 msec or any time
suitable for the operation of the immobilizer 200. Generally, the enroliment-time



encryption schene for data and information safekeepl ng i 8 Augastaeosat ed into
the BAU 20. In accordance with the present invention, the EIC 30 is a
smcr'o-controller system which is enployed to conmuni cate closely with the
BAU 20 to conmmand and comunicate with the BAU 20 to perform bionetric
fingerprint enrollment, to command amgl communi cate with the BAU 20 to
performfingerprint verification operation, and to command and communi cat e
with the BAU 20 to perform bi o- data managenment system Referring again to
FIG 1, ashmddmnet mrmthaincmmmseq)pexttmm,l andhless tramed B8erssare pssigheidfbrt o t he

E!C 30 so that the EIC 30 an est S ecure rmunl atjon r ot ocol
bet ween ERUNSHYARFeEMIOBFO '635?@8 oqua é@‘%{?"%{c JEPG e BAUpZO for

any un- aupheineRtliifeCarniibdriy? u@é%‘ététv%n%blér;fa(ﬂam@tetﬁ'ﬁrhmrpcdiﬁﬁ@ st or age
unit 26 within the BAU 20. The EIC enerates a_secure comuni cation key

bet ween t Mediied aradiusted indhecouse, ofmq ActUFing oA belt-r proprietastgata e
it f
sub "t uncelSRefHpprlelor b6 AR hidtrdBd sBRReEEREE ebibfricdiftothd ' LY ©

ment i onedBAdr20.er, the enbedded secure communi cation protocol is a
proprietary cormuni cation structure between the BAU 20 and the EIC 30. This
communi cation structure establishes a secure data comuni cation |ink

between  fnhgccBftanéd vﬂﬂﬂhétpﬁe@n@:r%nﬁ@n afie IEIC I304Y thicAiontrdiRg systeacess to
the bio-data storage unit 26 of the BAU 20. Generally the data

communi cawhieh is emplayediia seenmusticate clasely wisithe BAld #dtecospnanfialiith a mast er
bi o-f
| o-1ing dé h@hl&@ﬁﬁt@BAU@gﬂ@r aegffet{jmug&omét}% @%ﬁgﬁnt@ PolfnhdftSfoPr 1 Nt

generat e m nu ch nger pri nt
enrol | rrerutom&ahdgmdtcoﬁ@ﬁ&mdat@eﬁﬁrhherﬂﬁlﬂ QOFtbGsrfoﬁn Sinderint werifiiabort ri c

bi | 0 of th t t I lit f
cub- 1 unctSRETATON, Ao gammmand ans| s mevarets withie: AT I pSTarth Bigs. “or ale”
SWi t ch unddta4dandgefidnt 8psté@ly unit 44, override swi tt:h unit 45,

Referring again to FIG. 1, a secure communication protocol interface 32 is
provided to the EIC 30 so that the EIC 30 can establish a secure communication
protocol between EIC 30 and BAU 20 to ensure no illegal access to the BAU 20
for any un-authorized access to the bio-data stored in the bio-data storage unit
26 within the BAU 20. The EIC 30 generates a secure communication key

 between the BAU 20 and the EIC 30, and the function of such secure
communication key is for the controlling and commanding of a plurality of sub-

~ functional operations within the access control of the EIC 30.

As mentioned earlier, the embedded secure communication protocol is a
proprietary communication structure between the BAU 20 and the EIC 30. This
communication structure establishes a secure data communication link between
- the BAU 20 and the EIC 30 so as to prevent any illegal access to the bio-data
storage unit 26 of the BAU 20. Generally the data communication link is based
on factory coded sequence spread with a master bio-fingerprint generated
random number. The master bio-fingerprint generated random number is

generated by a master bio-fingerprint enroliment.




siren unit 46, driver door and other doors unit 47, LED 8ipsglsty085buzzer
unit 48, |oop antenna unit 49, power supply unit 50, cutoff valve unit 51,
+fuel’ punp unit 52, ignition coil unit 53. These sub-functions units 80 are
controlled by the EIC .30, but the BAU 20 issues a "Authority Key or Access
Rights to access to the sub-functionai units 80, and such authority access
command is a coded sequence and stored within the sub-functional units 80
with encryption for authentication. In the present invention, the starter
nmotor control unit 42 enables the operation of the engine and hence the

aut omob! | RefBBid oS, 3491 4 e oltfeR i AfkeL 200 e MbAUR I BR o5 °
whi ch in fuether ammbnﬁesz@gildmw besibAfingfondluits 801 inchuinepsthrteombtopl unit 53
activates the_ ignition of ne of the autonpbi]e. Such OEeratlon S

“only init$AMRHUDRAR. P@Eﬁlsvﬁtﬁ'@j uﬁ't%ﬁt iRitiopexpit 44 gueride switshuk&tor c 30,
which in gy u:ﬂé"&é‘%ivé?ﬁo&yaﬁdrﬁh%cﬁ@-un-m‘? [Egldlﬁﬂgﬁ&o&&tzépumtj%t 52

prow des fu purrp to the engi ne operation, operation i's onl y
acti vat edogp@ntemammh%g pawensepply onitbAdcyet| valveanitf o fuetip@rgounitvhi ch i n

term aut o di sable
or shut Wﬁ%’px%' @'gt %Uﬁ%?e %ﬁﬂffﬁ&ﬁ“ Pﬁzé éﬁﬁ%@t?i&%& ﬁggé Ivity is
\%I yhact |3(aﬁ3adthmBAUr2m85%9m“hmmatl wﬂmwh SS Wuétmmdelssmtﬂm[ El C 30,
ichint Z e BAU 20. The power s ontrol unit 50
const ant I%”%p'mﬁ(i‘i’ G%\gp %/"IS}Q'H@ "-f"#hWHVIaPE%?S copmag ﬁ&oé‘?’%sent i nventi on.
Such aCt'ééqh%nééaﬁ@!stbr@d’@e’ithﬁQhé sBb- fﬁﬁétloﬁéi@tﬂts%ﬂ)ﬂitﬁeﬁlé%ﬁén 7805 8 receiving
a match conmand sequence fromthe C 30, which in termauthorized by the

BAU 20. Hmuherdisptiamt enna unit 49 ener gizes a renote receiver (not.shown) of
a keyless system for door access operation. Such operation wll be
disabled if a non-match sequence fromthe EIC 30 is given, and the
oper at i orinitise preisent investidry tHehstaRéimotor control unit 42 enables the operation of

the engine and hence the automobile motor starts to run. The operation of the
automobile motor is only initiated upon receiving a match command sequence
from the EIC 30, which in term authorized by the BAU 20.

The ignition coil control unit 53 activates the ignition of the engine of the
automobile. Such operation is only initiated upon receiving a match command
sequence from the EIC 30, which in term authorized by the BAU 20.

The fuel pump control unit 52 provides fuel pump to the engine operation, and
such operation is only activated upon receiving a match command sequence
from EIC 30, which in term authorized by the BAU 20.

The cutoff valve unit 51 is used to disable or shut down the valve operation within
the automobile. Such activity is only activated upon receiving a match command
- sequence from the EIC 30, which in term authorized by the BAU 20.

The power supply control unit 50 constantly provides power to the immobilizer
200 of the present invention. Such activity is only available or activated upon




20. The LED display and buzzer control unit 48 provides §aggbstcokosn arned
and unarned system and such activity will not be functioned if there is
tnon-match comuand sequence fromthe EIC, which in termauthorized by the
BAU 20. The driver door and other doors control unit 47 is used to sense

t he door opening status, and hence a@ivates the subsequent action in the
i mobi li zer 200, such as automatic arnmed or unarned. Such activity wll
not be functioned if there is no match conmmand sequence form EI C 30, which
in term achbingzanhabsh ¢coromaad sequedecframrtbe ECQ B0y whidhninttem aaiborizad es t he
siren uniéy{h%r '@2& unaut hori zed access or inperfect operation of

aut onobi | €. i% gctivity wll be activated if there is no match conmand
sequence fromthe EIC 30, which in termauthorized by the BAU 20. The

override _FWI tch unit 45 _@Fovi des overriding function for non-bionetric
access. The)lopR apleNRs Witd9 ererdizes Aremate rreedes (nafhow 9EBikeHIeRF 1 1 only be

activate e i WA i heh-Athn t erm
aut hori Zgﬁdgﬁﬂ&?dﬁg‘gﬁ%(} iTﬁgﬁ?rgnig?%ﬁ%{ég unll{%gisgP%\%iltjge\@b[ﬁ@Féetegnt | ogi c
control -aseduencefrem thgtilICt3P isagivany and theyapenation kegutberizart byathe BAd sensor

W | onlyd)e activated only if there is a 3 August 2005 9 match comand
sequence %Ormthe ElIC 30, which in termauthorized by the BAU 20. The
brake switch unit 43 is responsible to deactivate the brake switch for any

unaut hori_ze cess or |nperfect operation of autognobile. Such activity
wll be ﬁﬁ%@'ﬁﬂ&ﬁawa%e\@q@wmw WBH*ﬁ'ﬁﬁge Kipamegianthe EI C 30,

whi ch i n Jrahfed @ygtaﬁ{,) laRBGUBH atityRoN nef be FifetioAed ¥ thefd i9WoRGhAtcRhOW ng

functional flows™ of Dbio-fi ngerErl nt authentication process and secure
command $emmyaiksequense fismtent i eviituinderm agthdiizeg|bg the BAU 20.

The driver door and other doors control unit 47 is used to sense the door opening
status, and hence activates the subsequent action in the immobilizer 200, such
as automatic armed or unarmed. Such activity will not be functioned if there is no
match command sequence form EIC 30, which in term authorized by the BAU
20.

The siren control unit 46 activates the siren unit for any unauthorized access or
imperfect operation of automobile. Siren activity will be activated if there is no
match command sequence from the EIC 30, which in term authorized by the
BAU 20.

The override switch unit 45 provides overriding function for non-biometric access.
(give example of non-biometric access) Such function will only be activated upon
a match command sequence from the EIC 30, which in term authorized by the
BAU 20.

The ignition key unit 44 provides relevant logic control and access right to
activate ignition key sensor and the sensor will only be activated only if there is a




30. In order to armthe imobilizer system of the presenBAugust®006n from
the drive state, the ignition key is turned to "OFF" position before
calidght the autonobile. The user places his fingerprint on the fingerprint
sensor 24, and awaits confirmation LED indicator 28 to appear. The LED

i ndicator 28 indicates by a color for9instance green and blinking. Before
the exi-t delay tine elapses, for instance, the delay tine is set at 30
sec, and the timng is programmble or fixed during production, alighting
f rom t he Batadmednmandsaqdennedonnithe FdC @owhichrioperm guthomied butheer unit 48
beeps forBﬂgp&pxi mately 10-15 sec before the time out, and simlarly this
timng i s programmable or fixed. In this case, when the tine out, the
systemis arned. The LED indicator 28 should now blink slowy w th other

di fferent_cojor such as.red to indicate the systemis now arned. If the
doors of T?%gr%t%Biq@ I8 rﬁ%ﬂmﬁft@w%af&va e brgke %W%‘E"b{ﬁfﬂml chirp for
a pl ural i §ya@horidddRec¥BRInHRTRY SHEMISH LP hitohibila! SRdh Schiify will tines of
chirp can be set. As shown in FIG 3, in order to disarmthe systemwth

t he bi oreddtivated ifithergis me mateh commandisequensaifiremdbe E1G30e whith inftemme door s

I S opene il,nstart  fingerprint identification 310 sequence
for abou?g%ﬁgﬁﬁigééﬁﬁﬂxMﬁ&Plng this time franme, the autonobile can be
started but cannot be driven as the brake control wunit 43 is now
deactivated, ,At 320, the bio-data of the user |s verified. On| when

aut hent | a0 e fr visbiarshowtn Bodrctal ghs S Bia- W ORI RGN boen | ssue
Lo vari oysosedy dn64duP8 BbmMHNIdSs R Yeribitibh beBleert e BAL QIRAHd tReWICI Operate

3 August 2005 10 nornmumlly. However, if the authentication process is failed
at 330, aift Inender toj aveihedmowbilizes systenheldhe peesestinventionifromehgut omobi | e

I gni tion yLl f: & o oW Loping. In this
case, thedrllvlé’Le isstglg’ R\/\%r'ﬂﬁ]ﬂgn gégfso@%%a?p&o;ﬁoﬁ@to Qﬁ{‘?ﬁ%g%%éhg@%onds before the
si ren uniduterobite. athe usdrgulacetis fimgerphias on she fingarprint semaot 24rand ne to put a

O e A Bt h S | B GoR b I bRt T e ReAbE g, P2 00
goes to "Hy'd Boldt Ri¥nstandt drebh ahbibinkingd Befbleane et A_IaY tivhd Blapses, for
~ instance, the delay time is set at 30 sec, and the timing is programmable or fixed
- during production, alighting from the automobile and close all the doors properly.
The buzzer unit 48 beeps for approximately 10-15 sec hefore the time out, and
similarty this timing is programmable or fixed. In this case, when the time out, the
system is armed. The LED indicator 28 should now blink slowly with other
different color such as red to indicate the system is now armed. If the doors of
the automobile are not properly closed, the system will chirp for a plurality of
times when the system enters the armed state. The times of chirp can be set.

As shown in FIG. 3, in order to disarm the system with the biometric fingerprint
unit, in the armed state, once any of the doors is opened, the system will start
fingerprint identification 310 sequence for about 40-60 second. During this time
frame, the automobile can be started but cannot be driven as the brake control
unit 43 is how deactivated. At 320, the bio-data of the user is verified. Only

. when authentication process is successful, and valid command set has been
issue to various sub-functional units 80 via EIC 30, the automobile will operate




autonobile will be cut off, the buzzer beeps rapidly and3hh?mgﬁﬁnglinks
rapidly, and the siren will be whirling. In this case he systemis to
tresét, the user nust renove the key sensor unit, and place the correct
fingerprint onto the fingerprint sensor and press the brake pedal of the
autonobile. At this instance, the systtgm will get back to the

I dentification stages and restart the cycle again. Wien the authentication
process is successful at 330, encryption pointers 340 have to be

gener at ednormallyc dtoveevee af thietduthérdicptiarn praceds enfaded abdl0, ankddgmoent ers has an

"indirect, address rretho to,store .an tion.ke and..t he Lpters are
cl osel y PRREH Gammipiat s beeEeent oud A ARPribis Brudiiy P8 voti on
key i s notheauftorebile Wﬁl&’ncft@uno%:bhm@ndn‘tﬂﬂgcﬁ@@rtb(@ffel 9 Waniingspatiodedf rel ated to
a fingerprint per se, and the sane fi ng46 print can read the

parti cul aRRPrexigately 3529 ﬁ%@ﬁldﬁ@ﬁiﬂf? thespiren upE46 nastivgiadont ROVSRrdI2E 340, the
system i fiegh eAefior!{it® tb Be: #EREBArlgRYS & bdriber SRhenficarbRl 11 eve the

encryption roma bionmefric nenory, hence t encryption key is
not stor eWhenttbeWmnldgmnbd@ﬁmSﬁQraacpndsHtsrmﬁ fdae@:renfumtm&wllllmh menory is

renoved for hi ne, readi ng,..there js

unaut horlﬁ%wa%ﬁrﬂ?q eqyﬁteg&ggcl-‘;%gzné ﬁ"e‘gﬁ tlﬁﬂﬂ mge, %’Eéﬁ%gp{f’ﬁe factory
code 360 automoblid il Betuldff, thepuiwr btebps wpmﬂuh@LEDOblmetramuryt he
production, and _the factory ke e only protection k% to the, system

s :
when t he mhless”’ﬁﬂr"ﬁ'{l r"UHUI'B@d)(ﬂ VW@% 'fftﬁﬁtséﬁt?m igfa resetdhguser MUt need to
register ﬁé’nmettﬁé ké?( §éﬁ§6r"ﬁi‘l‘|"cnaﬁ&‘ﬁla%§¥hé éorfrééﬁhgéﬁ)gﬂt bAtothE fi ngél‘ﬁnﬁ? and is

added in t user onetric key. 3 August security generation
( pr onom regnsapaadth piasg)the btakepesiabobipeiastemobitest Alibis matuane@rﬁbaévﬁgrmot h the

bi onetri g, factory. ke kLnal. ke d t he
encrypt i aHget Bk e aGkAiafEtabes R it PGt dadiR gy Ptne
engr ypti cuﬁt{t)hl@ﬂrc)aﬂbm Emma@a&cawlui at 33% eﬂ@gpum 'pomte;krs 34o3mve to gepe da’;] a,
and a conbination ke noni a ner at ed nmaster key) is used for the
encr ypt i GENeEGEr iN A or&%@ce%/ B e W@%’QE?@WQ@E the pPifteSGEARUr e f or
readi ng afidirdet Addiess ARkIRoPRIStoreh AGTHJHBIEY, ¥nd the pointers are closely

related to the fingerprint authentication. Hence the encryption key is not a fixed

key for all and the encryption key is a key related to a fingerprint per se, and only

the same fingerprint can read the particulars store in a flash memory. With the

encryption pointers 340, the system in accordance with the present invention is

able to retrieve the encryption key from a biometric memory, and hence the

encryption key is not stored into the data flash memory. Hence even if the flash

memory is removed for hard machine reading, there is nothing to read by any

unauthorized parties.

In accordance with the present invention, the factory code 360 is another set of
key for the manufacturer to control the production, and the factory key is the only
protection key to the system when the key is first produced from the factory, and
the user will need to register with the system when the key is first used in the

device and is added in the user biometric key.




Wien the autonobile need servicing or maintenance, the sya{gnteppsbe set
into "Service Mde" where in this node, the bionetric fingéerprint:

raut Hentication process is bypassed. To enter the "Service Mde", fromthe
armed node, the systemis disarned, and following by turn on the ignition
key Ntime (Nis preferably 3) in suggession within 15 seconds. The status
LED will turn to a solid indicative color, such as solid orange color, and
now the systemis at "Service WMde". In accordance with the present

I nvent i onThe becuritp key gemeratioro{pronaainahappendirag) 378\is arpropeetafeneihod Mode”

when_the batt th | dall th
b1 o- 1 nf or PEEMARAFCGHALE et Plameti GAT e B RNERHS BB AT KEY Fofob | | zer

system Wegkhd &fcrgptidnedfdata Sloréd'8nPritieveirdfdRe systerisBataTust pl ace the
correct fingerprint onto the fingerprint reader 24, and turn on the

i gni ti on, engraion{desnttignrogrssaidok the anarpptie presessfor thedat@pard at us shoul d
now turn . | 9] ' Bl nki N | ki ng. arange for
10 secondé&gﬁlﬁgﬁ%deﬁévs(‘%y,n\émﬁi@(9{9 Fgr%&gqa}%g%rq{el%ﬁggsétd :@{ |mr(1e ér}*(;dvr\yrtgg?ﬁt fromthe
Servi ce MigerithemdThéflash mefmory reerd/witefis theepirocbgiure foorepdireppndswritiay f r om t he
buzzer. 1f the u | led from Factory Code, the user places the

t ; t'Z_|erﬂ i'ﬁ enr o
fi nger pri 9At2 0Ata 1€ fasPMRIPBD% nt sensor 24 and turns on the ignition key for

‘a prescribed time (for instance 5 tinme). The status LED turns to solid
i ndi cative color, for instance green color, and the BAU 20 will now
process tWaenithg avlomabile nged sendcipa eamaintraanges the ayitermpamheseetinie fut ure

aut hent i cag.l | £yl I 141 -ﬁp?‘?{ #8n12 indicated
by a bli nge%%gédgoﬁgg%@qglswgﬁ%E?E%né%ﬂe'ééﬂﬁg%@n 0 g%vrl‘ ng 9 a long beep
from t he groeessris bppasselde T ocentet theeiBervicé Mode”,ifroohh tred auindxd medepthed LED
color, e.qg,, ted and shart hee uzzer, On .failurg.enrgolnent, and to

oy oceed fbtem [ dinditosh abaalawing Ry MIBET medhitidt ke RABRINET 1 o

enr ol | mergrefeysBig 3) i UBcESian WRAINTSISecdnde. Thelstatas AEIEwWilPtuaNtocA bolrildi ti onal
users to get access to the autonobile. In this case, the master user needs

to place ipqi,igaﬁ\qe@fgwp BHeh ag folid orange color, and now the system is at “Service
Mode”. In accordance with the present invention, the biometric immobilizer will
be stay in the “Service Mode” even when the battery of the immobilizer is |
removed and all the bic-information is secured and protected within the biometric

immobilizer system.

When the system is at the Service Mode, the user must place the correct
fingerprint onto the fingerprint reader 24, and turn on the ignition, press the brake
pedal within 10-15 second. The LED status should now turn to some indicative
“Blinking Color” such as blinking orange for 10 seconds and then stop, indicating
that the system in now exit from the Service Mode, and this is further confirmed

by a long beep sound from the buzzer.

If the user is enrolled from Factory Code, the user places the fingerprint on the
fingerprint sensor 24 and turns on the ignition key for a prescribed time (for
instance 5 time). The status LED turns fo solid indicative color, for instance

- green color, and the BAU 20 will now process the fingerprint data and create the
relevant database for future authentication. A successful enroliment will be




the fingerprint sensor and turns on the ignition key for3gugﬁgggo$bed time
(for instance 5 tine), and at the sane tinme, press on the brake pedal
:WitHin 10 to 15 seconds. Now status LED gives indicative solid color, for

i nstance, solid green, and indicating that now new user is ready to place
the finger on the fingerprint sensorqaUpon successful processing and

dat abase generation, status LEDwill indicate a blinking LED color, e.g.,
bl inking green and following by a |ong beep fromthe buzzer. A failed

enr ol | menindigiated inea ibtinking LED dnloraesp) blthkirigyreoh and féllowingbyarlesg red and a

short bee buzzer failu nr ol nent the u 0 ed for
further e T fﬂ'@ﬁhegﬁﬁ%efus%fﬁﬁ&&f"qﬂw%}fﬂ H@‘@rﬁ?‘i%léaé‘higll-l%% fR%ycle. In
accor dancg gwirt ahli & sHoPEIRSEp BuUBYERt OAMail i enfIRENL, %%Wtb‘%a%ce%@rfﬁr | ment, the
master user fingerprint authentication I's required. The total nunber of

aut hor i zel§rtheyeriiobnent; therusebimiisb re-siart thesoitird emrolleest eyale.s |inmted to 8

users. However, this Ilimtation is programmable and is set in production.
I n anot her preferred enbodi ment, during the driving node, when the driver
is for cela'ormdisaaned Meauteqmelols! able to enrolisidalitiohal Lders Y@ hetheress thi | acked,

the syste i NV ntlo iS activa e driver door is
penen’i e utomogieh R afiaicase. (R araalet e NeEHS Bapians (e MOSBIBLAD ausl t | ng

an ‘aut horthamgérmaeéerédﬂtanmum dﬁqhqurﬁﬁbn Mw forr 8 ﬁeso&%anmse (fop ot her
words, in this preferred enbodi nent, the driver is forced to | eave the

vehi cl e, iastane® 8 timg)i ard ptthersame WDﬁnDW@S oarthe brakereda) within Hbes15 not
detect a I d starts
the 3 AugLepStoNERthBIEETENRE ndcifivBXBig g, for REEEEL, Hah{teER" 5
seconds famd indieating thad nowfnewt tser iar&daiqrtopﬁbefthe@egeromthe fingersyrdt em wi | |
start warning short beeps and hazard lights flashing to provide warning to
driver tc'r:' Fgcess aut hori zed fingerprint on the fingerprint sensor 24. For
t he next 30 seconds, if an authorized fingerprint is still not identified
the LED indicator 28 flashes and then followi ng by a | ong beep buzzer. In
t he next Ywpnsitcsaesful processing and database gepemaien tajus LED will ingicatei@nt i fi ed,

blinking LED color, e.g., blinking green and following by a long beep from the
buzzer. A failed enrollment will be indicated by a solid LED color, for instance,
red and a short beep buzzer. On failure enrolment, if the user is to proceed for
further enrollment, the user must re-start the entire enroliment cycle.

In accordance with the present invention, for every new user enroliment, the
master user fingerprint authentication is required. The total number of authorized
users for the biometric immobilizer system is limited to 8 users. However, this

limitation is programmable and is set in production.

. In another preferred embodiment, during the driving mode, when the driver is
forced to leave the automobile, for instance, the vehicle is hijecked, the system of
the present invention is activated. If the driver door is opened in the driving state,
the system will be initialized and awaiting an authorized fingerprint to be detected
within 30 seconds. In other words, in this preferred embodiment, if the driver is
forced to leave the vehicle, and the engine is still running, and if the system does

~hot detect an authorized fingerprint, the system wilf be activated and starts the




siren starts to whirl, and in the next 30 seconds, the eggjg&stwobs cut off.
During the anti-hijacking procedure, as long as an authorized fingerprint
ris ’'identified, the anti-hijacking procedure will be restored and return to
the normal driving node. However, when the engine is cut off as a result

of the conpleting of the anti-hijackiipg procedure, authorized driver can
reset the vehicle to normal driving node by first off the ignition key and
then turn on the ignition key again and press the brake pedal and provide
an aut hor pmddnﬂriercﬁeanﬁirhijabkiog Wﬁbrthe@efm satondsdaiune td&ldaﬂliﬂr thee BAU 20

i mul t ly. This t t.at Il b
bt ot o ghpyzest idartifing e Stam W S4R A ol K aritiiid tdnhna or
nodi f i cat figgind Ryproeidevsmning tb RIfiveNMoaitbteds éiﬁhéﬂ’@&‘ﬂrtgérﬁri‘rﬁ oPRei fic

enbodi nents w t hout dé)artl n%pfromthe spirit or scope of the invention as
broadl y diRgsprpiSenspeld, Eqethe nexbd@saeends. fan aqth@ﬁl?@ﬂoﬁr@ernrwtb%st&bnsuder ed

in all rﬁétﬁgéﬁtr‘ﬂeasthé'Lﬁbsnhgﬁ:%&df% Pﬂh@@%n&?ﬁéﬂ fi biv}f%@éﬂﬂfé%e 005 14

CLAI M5 1 Fonetric 1 nMD I zer an autom) onprirsin -
bi o- f i ngebyzzent Inethemenxt BA secandsyifian auﬁhdmnﬂdrfgamremslmmbtﬂdefgéefjn nt
bi onetricgs

fi ngerpriﬂf&r{ﬁ’c S ingiri; gé'l"ﬂ"e'%rﬁgg g’%‘% STQ%P@%EBY' CF P 'ltJ(r)nrag bi onetric,

data andDumi@thesdrticijacking Rboedue, éﬁ!@ngla@%rmﬁthﬂﬁzmﬁg@nbmrﬁaél on unit is
capabl e of bionetrics_verification; - an enbedded imobilizer controller

communi ca@?ﬂ@f'% the anfhipdking H’rﬁﬁ‘é‘i’lﬁﬁ vl bﬁﬁ?ﬁ@l’ﬂq and TQSW“JH ithe permaly form
bi onetri Cdrf\hﬁ%ﬁrbﬁé' ’Pnté)\n?éVe?l\hﬁE’d%e eriifBidut bfffd sr‘eg?ersﬂft ;ved@g fig ! on

oper ations at a nanagenent, vvher elnt zer
cont r ol | eof the mntithijatidseg armduree authorined dovern can qaset ﬂmeonehhm tocrormahe

enbedded j nobi | ntr @l l.er..an he.bio-fin j | cation
unit to p rﬁﬂfgg%npd%ﬁg/ﬁgtlo @u@éggltl?%ﬂ?%énﬁﬂben ubh 94 €& fdnﬂ}on%gl%%%d
and press the brake pedal and provide an authorized fingerprint on the fingerprint
sensor 24 and the BAU 20 simultaneously. This will reset the system to a normal

state.

it will be appreciated by persons skilled in the art that numerous variations and/or

- modifications may be made to the invention as shown in the specific
embodiments without departing from the spirit or scope of the invention as
broadly described. The present embodiments are, therefore, to be considered in
all respects as illustrative and not restrictive




fingerprint authentication unit, and generates a secure [ ion key
bet ween the bio-fingerprint authentication unit and the g%@gﬁg&@ﬁé
~inmmobilizer «controller; and a driver door unit for sensing a door opening
status of a driver door of the autonobile; wherein the enbedded .

i mmobi i zer controller changes froma driving node into a hijacking node
in response to detection of the driver door open status during the driving
mode, and instructs the bio-fingerprint authentication unit to detect for
an authorized fingerprint within a detF tion period. 2. The bionetric

i mobilizer as claimed in Caim1l, wherein the enbedded inmobilizer
controller, in response to failure to detect the authorized fingerprint
within the detection period, activates a first warning 3 August 2005 15
mechani sm and instructs the bio-fingerprint authentication unit to detect
for an authorized fingerprint within a further detection period. 3. The

bi onetric i moAM&r as clained in O aim2, wherein the enbedded

i mmobi | i zer controller, in response to failure to detect the authorized
fingerprint w fhin Aheblametier temebiizem feri @n fitowabiés acempHHNg:

war ni ng mechani sm i . bi-o-f .l i jcation unit to

det ect gfor an aut ﬁ%{ﬂg@gaﬁpﬁ&%@%ﬁiﬁt}\ﬁ H"ﬁg‘gﬁ@ﬁﬁn %@nggéidon period. 4.

The bionetri c fimgevprinti biemetiss precessingi unitClaasensdr capableiofi capiering frvetared

i mobilizer coptroller, inr esaonse t%cﬁ?a' lure to e&ec@_tge ut hori zed

fingerprint w WESPENGOMEREATR: Sod Adasherenan e e Sore BOmaia ot 1 t he

engine of the i pRgHRidisn, wherdind bRipigehint BUMBhfidstiGhas clai med in any one
er

of the preceding clains, fur: conprising a proprietary data encryption

schenme for safénitissaprble @bianeiries verficatiens and i nformation within the
menory storage for _ ,n embedded immobilizer controller communicating with the bio-

fingerprint authentication unit to perform biometric fingerprint enroliment,
biometric fingerprint verification operations, and bio-data management,

wherein the embedded immobilizer controller establishes a secure
communication protocol between the embedded immobilizer controller and
the bio-fingerprint authentication unit to prohibit illegal access to the bio-
fingerprint authentication unit, and generates a secure communication key
between the bio-fingerprint authentication unit and the embedded immobilizer
controller; and |

a driver door unit for sensing a door opening status of a driver door of
the automobile;

wherein the embedded immobilizer controller changes from a driving
mode into a hijacking mode in response to detection of the driver door open
status during the driving mode, and instructs the - bio-fingerprint
authentication unit to detect for an authorized fingerprint within a detection

period.

2. The biometric immobilizer as claimed in Claim 1, wherein the
embedded immobilizer controller, in response to failure fo detect the
authorized fingerprint within the detection period, activates a first waming




commandi ng t he enbedded i nmobilizer controller to operatgAugustPoesbi onetric
I mmobi | i zeras clained in any one of the preceding clains, wherein the

“bioretric fingerprint authentication unit has a bionetrics enrollnent-tine

and is not nore than 100 nsec per user, and not nore than .5 users are
assigned for authority access right. 7. The bionetric inmobilizeras clained
I n any one of the preceding clains, wherein the enbedded i mobili zer
controller unit further includes a mcro-controller system which

comuni cates with the bionetric fingerpgint authentication unit. 3 August
2005 16 8. The bionetric imobilizeras clainmed in any one of the preceding

clains, wher etriechBfisAEa5® instrbisaths dso-fihgérprnt gthbhticatibn AMitabi dbtect for
authentication unit |ncludes capacitive or electric-field sensing devices,
or optical sendBAuheriged fingerpdatuinia afyriberdetedionnatiads i nger print bi onetric
pattern. 9. The bionmetric immobilizer as clainmed in any one of the
preceding clains, further conprising sub-functional units controlled by
enbedded aut h@nt i cabeohiometic imobilizer bas rmbairied iimrdlainhi 2ewhereinl fered i n

W h enorypt1 oRMESROSS, R ERMERLE pRrciR! FrqSetsne i TTaltR o oty e 7
c![ ai {red i nt cl aiaﬂmtcﬁziﬁ:f fidgbrpmhtewiehin td urtheb defadtioh iperiad, activates askoske
starter notor control uni

t, ignition coi ontrol 3 August, 2005 17 ABSTRACT
OF THE DI SCLCSBREVE GRRERRNSn PREEINBFAER P oinasipant BanRNisadg: i (o
| mobi | i zer  f ogeif BFBRIGRrE-Ed HhgShRRithil ARothep BBidctién pbfdbi | i zer
conprises a bio-fingerprint authentication unit including an
4. The biometric immobilizer as claimed in Claim 3, wherein the
embedded immobilizer controller, in response to failure to detect the
authorized fingerprint within the another detection period, instructs cutting off

the engine of the automobile.

5.  The biometric immobilizeras claimed in any one of the preceding
claims, further comprising a proprietary data encryption scheme for safe
keeping of biometric data and information within the memory storage for

commanding the embedded immobilizer controller to operate.

6. The biometric immobilizeras claimed in any one of the preceding
claims, wherein the biometric fingerprint authentication unit has a biometrics
enrollment-time and is not more than 100 msec per user, and not more than
5 users are assigned for authority access right.

7. The biometric immobilizeras claimed in any one of the preceding
claims, wherein the embedded immobilizer controller unit further includes a
micro-controfler system which communicates with the biometric fingerprint
authentication unit.




enbedded fingerprint bionmetrics processing unit and a sensor capabl e of
capturing human fingerprint biometric pattern, and a fl ashAogrpegomble to
‘'store bionetric data and information, wherein the bio-fingerprint

aut hentication unit having a typical biometrics verification; and an
enbedded i mobi |l i zer controller conmmunicate closely with the bio-
fingerprint authentication unit to performbionetric fingerprint
enrol Il nment, bionmetric fingerprint verlidication operation, and bio-data
managenent, wherein the enbedded i nmobilizer controller establishes a
secure conmuni cation protocol between the enbedded i mobilizer controller
and the bio-fg ngeTRé bitimetid PRAbHIRAITES BlakAEd irf nyPslbihk grééé?ﬁiﬂ clafegss to
the bio- fingerprint authentication unit, and generates a secure _
conmmuni cat i on Wigreinpthensensarheoriaised i wighin phe nbiodingamiint eathentication usitd t he
enbedded i Iyl At .0 : L (ol j L Vi

anti i acki ngrudes el BEotigtRicLaEhg EioBER, bokal sBAGN HARh  aci
whi | e in driviarg capalle ¢o cagtiiteGiurian fingerprint biometric pattern. .

8. The biometric immobilizer as claimed in any one of the precedi'"hg
claims, further comprising sub-functional units controlled by embedded
authentication unit.

,) 10.  The biometric immobilizer as claimed in claim 9, where a coded
sequence is stored within the sub-functional units with encryption for
authentication.

11.  The biometric immobilizeras claimed in claims 9 or 10, wherein the sub-
functional units include starter motor control unit, ignition coil control





