LOSS PROTECTI ON SYSTEM FOR PORTABLE MEDI A Field of the Invention This
invention relates to portable nedia for storing electronic data. More 5
particularly, this invention relates to a systemfor protecting the |oss of
the medi a and/or data stored by the rredia StiII rmre particularly, this
invention relates to a%p ication stor ia_and | oaded into

execut abl e nenory okO2 spﬁ‘t)'éﬁp'trtp’&§G’§JEM15°§3PS‘PBMPBE%§PHN a triggering

event and performa security function when the triggering event Qccurs. 10
Summary of the Prior Art Since the first use of conputers, one of
the easiest ways to store and transfer data i s by using portable nedia such
as di sks, conpact disks, nenory Field pfthedpventipn | i ke. However, security of
the data has al ways been an issue for portabl e nedia. One sp ecific 15
probl emis thdfisainyggiorprelaigss ior pertableomedifp i Fﬁ‘?@”%o"’r'?‘ém”@ et a VPt a
conputer systemafter use and | eaves the _portable nmedia with the corrput er
syst etn aPedFuigde. thrtn@veaa?rart'%teﬁ feR gvstem {5 Aretectingdie doRs of themedtia et olser

of the systemnmay fin the portabl e nedia and have access to the data 20To
protect HA@ fareq 'PYHFﬁ Reding Sfilimens earticHiaty, daig JBYRNTIRR dPRSST 1 ARPIGAHSMbI e
medi a, those skilled in the art began to protect the data with a assword
However , SPoFgAsOR HedBediBANY [Aadry info &é?%’rt?*é‘ﬁtm%"%%? spseiBcqusH %‘Qlé{)

al gorlthms are known and can be used to overcaqone t he password prot ectl on.
Thus, palsHSpte? Htgé@f'ﬂ%ﬁv%e%“%%”%ﬁbé|SG§UF§HéEf‘L%'PB t ettr'%sﬁprmarevent
sensitive data that a user may Wi sh to protect. 25 Encryption of the
stored da8f&%™has been used in the past. The encryption of the data is a
bettgg met hod for ensuring the data is not accessible by another user that
find

Summary of the Prior Art
Since the first use of computers, one of the easiest ways to store and transfer
data is by using portable media such as disks, compact disks, memory sticks and the like.
However, security of the data has always been an issue for portable media. One specific
15  problem is that a user often forgets to remove the portable media from a computer
system after use and leaves the portable media with the computer system after use. The
data is then lost to the user and a subsequent user of the system may find the portable

media and have access to the data.

20 To protect the data from being available to subsequent users of the portable
media, those skilled in the art began to protect the data with a password. However, this is
commonly only a deterrent as many password breaking algorithms are known and can be
used to overcome the password protection. Thus, password protection does not provide
adequate protection for sensitive data that a user may wish to protect.

25

Encryption of the stored data has been used in the past. The encryption of the

data is a better method for ensuring the data is not accessible by another user that finds



the portable nedia. However, encryption is only as good as the encryption
key used to encrypt the data. Furthernore, data encryption does not address
the issue of the user retrieving the data stored on the nmedia. 5In the
past, the size of the portable nedia has made it problematic to provide any

features for |oss protection. As technol ogy has advanced, it has becone
possi bl e theoPerirblemedian sHOWPST cRNGERIoN da P 38 9Q9d dmibeRIGNRIONKSY Upes &0

protection features previously provided included sone circuitry in addition
to the p&PERBY BerfatR a FURBerMAse. Haie SECH RO of S nplza e (e dr SR diser o
Some of these features use a transceiver system connected to the nedia that
conmuni c#REQVIRG teatn SomdUIBRMEYRF) or other types of signals with a
transcei ver systemin a portable device carried by the user. The signals
are used to determ ne when the portable nedia is outside of a predeterm ned
range. Wen the portable nedia is 15 outside the _;t)red term ned range from
the portabl e delieRashithe gige gsHie Pofiably medipdiassrads | tGrt0 Drevids A t he
user is activated in the device carried by the user_and/or the portable
medi a. THRAEes daft [958 Prefagions efé rtashnploginlas advanced, it h@ﬁebe'gP@‘ﬁaFP‘gsSW&%/t%e

bl ocked by the physical features of the connected conputer systemor the
room i n WIFUWE lesePtraian deaturpsifanihesmadias dostdoss RigeclPR éeqtwss mreYigusin
second di sadvantage is that, 20 the user nust carry the portabl e device at
al | ti me8raviiedppritded someqeiteuity insadpition E%medpafif%%%mﬂ'%é'@ti RNt ui try
can either increase the size of the portable nedia nmaking the nedia nore
cunber soMedfahagheenrelt Rehigdr cuitry takes up val uabl e space in the nedia
that reduces the anmount of nmenory for storing data in the device. 25Q her
secuffty features for portable media include circuitry connected to the
portable nedia that detects whether the nedia is connected to a conputer
system Some FEMEap| bege deaures\isey? H1R08eRIVRE 3YSIeRY cPRRGClRIE IS W@P%Pt timer
that performs a security function such as erasing the nedja or encryPti ng
dat a st oF@AMspicates Yféaﬁt%f?'(%ﬁ%quea%r(eﬁ)apém%éup%gﬁﬁtgnelts Vithy@, trasiseeive
security features include circuitry that detects power being supplied from
t he conn&¥ie iR pfoaAbigAeviEe Frrisddyethe useihc TR signde arfred tP %ﬁ@'%ownis
detected for nore than a predeterm ned anount of time. This nonitoring
system Heapatabie mindiacls avtaide of i Predeterminedyrapgsn VheR the PPRPIGEREHR Whi ch

may reduce the anmount of nedia that can be provided to store data.
15  outside the predetermined range from the portable device of the user, an alarm or other

method of alerting the user is activated in the device carried by the user and/or the
portable media. These features have several drawbacks. First, the signals may be
blocked by the physical features of the connected computer system or the room in which
the computer system is housed causing false reporting. A second disadvantage is that
20 the user must carry the portable device at all times the portable media is used. A third
disadvantage is the circuitry can either increase the size of the portable media making the
media more cumbersome to use or the circuitry takes up valuable space in the media that

reduces the amount of memory for storing data in the device.

25 Other security features for portable media include circuitry connected to the
portable media that detects whether the media is connected to a computer system.

Some portable media having these features include an internal timer that performs a



Thus, those skilled in the art are constantly striving to nake inproved

| oss protection systens for portable nedia device. 10 Summary of the

| nventi on The above and ot her problens are sol ved and an advance in
the art is made by a | oss protection systemfor a portable nedia in
accordance with this invention. A first advantage of a systemin accordance
wi t h t hi se¢utinefunciion $ushtasaarasing theysediaonagcrpetingidata piored Pyetheimedia gftererli a

W thout additional circuitry. This allows a systemin accordance with this
i nvent i opredetdrminedsanaguntdf hne cRihet seayritidfepteiess inelode pissrdnsiiat deipethPowefor y
space. Further, no additional manufacturing steps are needed to assenble

t he devi being suppliec framatheasanagetedf syatesy andwill rerasec oF afyB! et Megisi & the
invention is that, since no additional circuitry is needed, the size and
por t abi | ippyeois detestad fabmerelthan @epredetamnined ameueicpf timep TigmonkorEgravaisne

medi a device including a | oss protection systemin accordance with this

i nvendi omisogeagresadditional cirstitrs sepnecied irtheg maskia whish aaypiedyee tetarpentt 8bl e
medi a devices. A third advantage of a |oss protection systemin accordance
Wi t h t hi snadia/fbat ¢asmbe providad te pleresgaidem may protect bot h agai nst physi cal

| oss of the device and | oss of data stored by the nedia when the nedia is
physically lost by a user. 25 In accordance with this invention, a

| oss protection systemis instructions stored as software, hardware, or
firmware in aTpost tigse sidigdaindthgi ad amaconsintlit HEvipg tph@akwn@wme log@nner .
The instructions for the systemare |oaded fromthe nedia into a menory of
a pr oces ratectiopsystematienpartablenvadia deviceonnect ed to the processing systens.
The system then nonitors the processing systemfor a first triggering
evenfl0 When the first triggering event is detected, the processing system
then executes a security function. For purposes 5 of this discussion a
portabl e nedia device is any dasunwary ebthefayemiorconnected to a processing
systemto interact with the system and a processing systemis a conputer or
any ot her deviTbe abhue and ethes pEobiems alecspined andaraaqdvaacerhibe art ig magetynd bus,
and interface connected to the bus to allow device to connect to the
system I@srpretestione siiemniontasportaile medis in agepidarnicagVvigy Eng invention. adk fitst
input froma connected device for a specified amount of tine. In particular
enbodi nmeat¥antagee of @nsysteradn cregpsianaywitiethis kwepiin & that e systesr mayhee t ype
of 1/0O device. In other enbodinents, the first triggering event nmay be a

| ack19f é#nstalledtiy apy enedih avithput addiianal aireyitesi Thisdallemsumsysiemt inpgecordance

with this invention to be installed on existing devices that have sufficient memory space.
Further, no additional manufacturing steps are needed to assemble the devices. A
second advantage of a system in accordance with this invention is that, since no
additional circuitry is needed, the size and portability of a portable device is not effected.
20 Thus, a portable media device including a loss protection system in accordance with this
invention is as portable and easy to carry and use as prior art portable media devices. A
third advantage of a loss protection system in accordance with this invention is that the
system may protect both against physical loss of the device and loss of data stored by the
media when the media is physically lost by a user.
25
In accordance with this invention, a loss protection system is instructions stored as

software, hardware, or firmware in a portable media device that operates in the following



151 n accordance with sone enbodi nents of this invention, the security
function performed may be the transm ssion of a nessage to the user

i ndicating that the portable nedia device is still connected to the
processi ng system A nessage nay be sent in the follow ng manner. First,
the processing system generates the nmessage. The processing systemthen
reads an mahdees$hé instruationsifor thei system hesr loptied fiowctbe sneria §ye enement dfea 20
portabl e nedia device and transnmts the nessage to the read address.

Dependi ngrapessing systbodihesrthe metia isssosageedrio/theepragessingelybtemsholhte systesage
service (SM5) nessage to a nobile tel ephone, and/or a dial og box displayed
on a vi déendwohitass tenprecessina systeme foyreolrestsigaeringyerenin Péen the §ist timgedngu t h
ot her enbodi nents of the invention, the security function nay be encryption
of the daventds detectedythetlprogessingisysiemdgtiemexkoutasea savetycfiaoetippt ifeg PHIRESES On
begi ns by the processing systemreading the data stored by the nedia of the
por t abl e of tslidiscdesion @. parteblel atedlia deviereis eny dgpredhddymeyn depeasnesiedny a
system The encrypted data is then stored by the processing systemin the
medi a of prdvesging spdiem todnteeactvith dhe systera@odradpincessitia $ystanh ¢ a epmpdienent s of
the invention, the security function may 5 include the transm ssion of the
dat a st ooy other diréice that dislusiesedpracesser, velatilet memery, @ systagpebis.i andnsteneek
address. I n accordance with these enbodi nents, the processing systemreads
t he dat acenractedilp thérbupteralial devinedd gonrmvt tpthesysisimg system then reads a
network address fromeither the portable nedia device or the nmenory of
processi ng system and transmts the data over a connected network, such as
the Internet to the read address. 10 I n accordance with still other
embodd ment s ofin sérhe embediments thenfirstisiggeringevenhistd lapk abipputftany aeonhected
processing systemerasing the data stored by the portable nedia. In

accor dandevigg for & specifiachanipwirfdings. o pagiculey embiodmenth €he ponrenteghglevice

may be a keyboard, a mouse, or other type of /O device. In other embodiments, the first

triggering event may be a lack of activity over the system for a specified amount of time.

15 In accordance with some embodiments of this invention, the security function
performed may be the transmission of a message to the user indicating that the portable
media device is still connected to the processing system. A message may be sent in the
following manner. First, the processing system generates the message. The processing
system then reads an address from a memory in either the processing system or the

20 portable media device and transmits the message to the read address. Depending on the
embodiment, the message may be an e-mail, short message service (SMS) message to a
mobile telephone, and/or a dialog box displayed on a video device connected to the

processing system

25 In accordance with other embodiments of the invention, the security function may
be encryption of the data stored by the portable media device. The encrypting function

begins by the processing system reading the data stored by the media of the portable



15 determ ne whether the portable nedia device is currently connected to
the processing systemin response to a detection of the first triggering
event. In these enbodi nents, the systemonly executes the security function
in response to a determnation that the portable nedia device is connected
to the systemwhen the first triggering event occurs. 20l n accordance with
sone enbowdieedevicenf Thehdata intban eoerypteddyhe pessssing systeramlhagnayatedstata or
the occurrence of nultiple triggering events. A security function in then
execut ed i then stosethbethedrecashingfsystem intheygediarnj they/eortablei@edigtdeyicel n
accordance wth some of these enbodi nents, different security functions are
executed for each one of the triggering events detected. Wen one of the
triggering events is detected, the processing 25system determ nes and
execut es the drecgdrdgncewitit otber embedimeniseaf fominyentton; e srougty: faactionimaeri ng
event. I n accordance with other enbodinents of this invention,

mul ti Pl e insusier theytrangmissiaonef trgydate stored by dbe priable pedia ©yst agredyeke @ n
response to the detection of a single triggering event. 5In accordance with
some enbeégesiEhneiwork adsdress; fvaerordance avilhstaese embedimests, HedroeRFSHIGTYAIR cal
user interface, may be provided by the processing systemto allow a user to
ent er i nfreadsdhe datat forety thg Podablamaeditamgarroerssingryiiemethendeadsa Newsht i on.
The received inputs are then stored by the nedia in the device for use in
provi di ngdeiess &t either the pertablalmedia d@vice Wdhe mamaYiohPrcessing eYsteMoARdit i on
may include device information 10 that may include data, such as a device
name, andreosmits thewdataowsscranpected netwerls siveh epthdiniasagtdo theead ggdtess.
information may include host |ocation information. The host |ocation

i nfoffati on may include informati on such as a host system nane, a host
system net wor k address, and/or indication of a |ocation tracking process
for the host dysceardarpeewity siilepthpaeamhediments efcibisviaventiiag thespeidity funstion
triggering events to nonitor, the timng 150f the triggering event, and/or
a sel ect imay ingludetharorecessing systemserasing def datastored g therpogtable medigger events.
Brief Description of the Draw ngs

In accordance with some embodiments of this invention, the system may

15  determine whether the portable media device is currently connected to the processing
system in response to a detection of the first triggering event. In these embodiments, the
system only executes the security function in response to a determination that the

portable media device is connected to the system when the first triggering event occurs.

20 In accordance with some embodiments of the invention, the processing system
may monitor for the occurrence of multiple triggering events. A security function in then
executed in response to each of the triggering events detected. In accordance with some
of these embodiments, different security functions are executed for each one of the
triggering events detected. When one of the triggering events is detected, the processing

25 system determines and executes the security function that corresponds to the detected

triggering event.



The above and ot her advantages and features of a | oss protection systemin
20accordance with this invention are described in the follow ng detail ed

description and are shown in the follow ng draw ngs: Figure 1
illustrating a processing system and connectabl e portabl e madi a devices in
accordance wth enbodi nents of this invention; gure 2

illustrating 40 BP%%armea’@WaQW%ﬁe“ab%ﬁﬁ@ﬁ@ﬁih'Q)'F‘V%!”'tb’lnoﬁ'é@@lerﬁf%Sifé!tfkéfﬂﬁtpﬁ%lt
25connects to portable nedia devices and executes instructions to provide a
| oss prote@t Perexeguted Y thearroeessiiec 8YSiEMhineigbeRNseeiot heofietesfion phaesitdlon;
Figure 3 illustrating a flow diagram of processes performed by a |oss

prot ecti (WQQW@Q@M‘FW n accordance with enbodi nents of this invention;

Figure 4 illustrating a flow diagram of nonitoring processes in accor dance
wi th sone enbodinments of this invention; 5Figure 5 illustrating a flow
diagramfor a security function that generates and transm ts a nessage in
accor 8ance wi t'hagsRidRIGPeMinssne empedimants efi thig;invention, a psey interfacy, ISF?J%W ating
a flow diagramfor a security function that encrypts data stored by a

por t abl e anFa@PRICRPRE BteriRcaCBIGY PErRIeVidRd RY i BIPCARETIRG SYterHP §"?‘M\Pelr’ﬁqrc§9|

enter information to the system and change the parameters of the invention. The
received inputs are then stored by the media in the device for use in providing the system.
In accordance with some embodiments, the information may include device information
10  that may include data, such as a device name, and/or a device description. In some
embodiments, the input information may include host location information. The host
location information may include information such as a host system name, a host system
network address, and/or indication of a location tracking process for the host system.
The system parameters received may include the triggering events to monitor, the timing
156 of the triggering event, and/or a selection of security functions to perform in response to

trigger events.

Brief Description of the Drawings
The above and other advantages and features of a loss protection system in
20 accordance with this invention are described in the following detailed description and are
shown in the following drawings:
Figure 1 illustrating a processing system and connectable portable media devices
in accordance with embodiments of this invention;
Figure 2 illustrating a block diagram of a component of a processing system that
25  connects to portable media devices and executes instructions to provide a loss protection

system in accordance with embodiments of this invention;



Figure 7 illustrating a flow diagramfor a security function that transmts
data 10stored by a portable nedia device in accordance with enbodi nents of

this invention; Figure 8 illustrating a flow diagram for a security
function that erases data stored by a portable nedia device in accordance
wi th enbodi nents of_ this invention; Fi gure illustrating a flow

; 9 )
di agram of a pro¥eskilpgirating cflow slpgraip il Precasies Padeimesk by, a| lggssPiotestignt i on
systemin accordance with enbodi nents of this invention; and 15Fi gure 10
i | | ust r atSYR§MINAsPerapte Withypmpedicgnts pf dhis inyeeidace for receiving inputs
froma user of_a |loss protection systemin accordance with this invention.
Det ai | ed Descrﬁ‘%’l@%"'ﬂ’ﬁ@'ngrﬁ/@ﬂ‘ﬂ’i%‘I‘QF?@I oft BEN{YINGRrPERHSES iR GCEOrAnCes WHR | ng
el ectronic data. More 20particularly, this invention relates to a systemfor
pr ot ect i FEMerRMpesirgenss of His inyenti®Nand/ or data stored by the media. Still
nore particularly, this invention relates to applications stored on the
medi a®and | oadd@®m Jlughaing: adlow disstay for aasacyEefunelipn: that @epgeates ahdm t o
nonitor a triggering event and performa security function when the
triggeri ﬁ@”é@?gg? "efégas% in aagordance witiregipodiments Pfdélsr"&‘feé@o'é} processi ng system
100 and various portable nedia device that may include a | oss protection
systemin acccfﬂgi'gﬁ@é"%”?ﬂn& aiflewidiresamifeng seqyirpy fynptionithat encrypts data stored

by a portable media device in accordance with embodiments of this invention;
Figure 7 illustrating a flow diagram for a security function that transmits data
10  stored by a portable media device in accordance with embodiments of this invention;
Figure 8 illustrating a flow diagram for a security function that erases data stored
by a portable media device in accordance with embodiments of this invention;
Figure 9 illustrating a flow diagram of a process for receiving inputs from a user of
a loss protection system in accordance with embodiments of this invention; and
15 Figure 10 illustrating display of a graphical user interface for receiving inputs from

a user of a loss protection system in accordance with this invention.

Detailed Description
This invention relates to portable media for storing electronic data. More
20 particularly, this invention relates to a system for protecting the loss of the media and/or
data stored by the media. Still more particularly, this invention relates to applications
stored on the media and loaded into executable memory of a system to cause the system
to monitor a triggering event and perform a security function when the triggering event
occurs.
25
Figure 1 illustrates a processing system 100 and various portable media device

that may include a loss protection system in accordance with this invention. In Figure 1,



processi ng system 100 is shown as a convention desktop personal conputer.
However, for purposes of this invention processing system 100 may be a
deskt op personal conputer, a | aptop personal conputer, a conputer termnal,
server, router, or any system having a processor, nenory, and interfaces
for connecting to a device for reading from5and witing to a nmenory nedi a.
In the sHYRFFSSIEYSIEhT 00 j5 Shadsahg copyention tegkicndieirpeal eprapitay, Haysver,
keyboard 130, and nouse 140 that are connected to the system as descri bed
in Figur dop puEPoses v thiseinvieRtiant RERGesRINg: gystas otQds §1ayg beya tdesktpporerseradssi ng
system 100 al so includes 10 optical disk drive 115 and nagnetic disk drive
120. Opt i CAIPURsR 1aptep perspnal sppHter.rit ePrepiterctarminals Reer, yeutern or pay aystesn
processing system 100 to read data fromand wite data to ofpti cal disk 155.
Magneti c RfvElg a4 BIPCPESr nHEMPBH anftreragpsder eontesting rtp Bedeving fop reading,from
processing system 100 to read data fromand wite data to magnetic disk
150. fSFl?r’ldHéﬁ‘tWSrt‘é? PRBeNIREHY system 100 i ncl udes Universal Serial Bus
(USB) ports 125 that allow a USB conpliant device to connect to and
interface with processing system 100 via an UBS connector. Exanples of USB
conpliant devices include nenory stick 160, digital canera 165, nusi cal

pl ayback devi dB thezghovahembedimenl Placgssing sxspmctv0ingudes@ispigy (P deyboarde art
will recognize many other USB conpliant digital devices ma}é 20connect to

pr ocessi nﬁ"os?@‘i' a1avee d 40ithat asg coppected testhe system asdessibgel im Figugmddeialay i s
not shown, processing system 100 may include a RF or other type of signal
transcei HSET tHERCHPN Wi BROGRRSIRY SysternABRt Rrocasiing syEemadel \also insfusiegssi ng
system 100 via signalling using a known protocol such as Bluetooth. Thus,
in 258ccaPdsd cliskrtive {1AP andnyagpetisndisly dive 11281 cORtical digke V9T dés inseded infevi ce
that connects to a processing systemto allow data to be read from and
witten tligalgigkdrivedli2de afiediPsocessing syeameta0de raad fata. fromangmirije data to

requi renent. being that the device_ has sufficient menory to store the

i nst r uct iBHERIFHFK 4590 Magneyie «isk $0 & inseried inta rpgnelip cisknfiive 127 do allow
invention. Figure 2 illustrates a bl ock di agram of the processing
conponentP§OgESIAY Syetem; }QQ to read data from and write data to magnetic disk 150.

15 Furthermore, processing system 100 includes Universal Serial Bus (USB) ports
125 that allow a USB compliant device to connect to and interface with processing
system 100 via an UBS connector. Examples of USB compliant devices include memory
stick 160, digital camera 165, musical playback device 170, and digital video recorder 175.
One skilled in the art will recognize many other USB compliant digital devices may

20  connect to processing system 100 via USB ports 125.

Although a transceiver is not shown, processing system 100 may include a RF or
other type of signal transceiver that allows devices to connect to and interface with
processing system 100 via signalling using a known protocol such as Bluetooth. Thus, in

25  accordance with this invention, a portable media device is any device that connects to a

processing system to allow data to be read from and written to a data storage media in a



5 system 200 that executes instructions to provide applications for use of
processi ng system 100. Processing system 100 i ncludes Central Processing
Unit (CPU 205. CPU 205 is a processor, mcroprocessor, or any conbi nation
of processors and m croprocessors that execute instructions to performthe
processes in accordance with the present invention. CPU 205 connects to
menory busnaddledioelidelplihé Gully patuifdniedt being thet theSlevive massufiigient Iemuniect s
CPU 205 to nenories 220 and 225 to transmt data and instructions between
t he nmenortes trandstitio?Ofor allé<d roecldrbsystamn écacsokiRidc @htthys pwentidier al
devices to transmt data between CPU 205 and the peripheral devices. One
skilled in the art will recognize that 1/0 bus 215 and nmenory bus 210 may
be conbined into one bus or subdivided into many other buses and the exact
conf i gurat i on Figure &f ifludteatesSa btk didgrameaf the prdoessing components Af pesesgnat i | e
menory 220, such as a Read Only Menory (ROM), is connected to nmenory bus
210. Blon=systeat 2be thatnexecuBR0irstractemsi tos provictei aprlicatiansdior auseeel @bcessioger at e
vari ous sub-systens of processing system 200 and to boot the system at
st art - up.sy2emMe0G Hirbteadingrsysteen 400 indiudes IGantrghProsessing Uait(CRUNXZEP. &#PWypes
of menory may be used to performthis function. A volatile nenory 225, such
as Randorposcdess Meoamsyor( RANropicsesdos,o or  anyc@ombitadidnt of merasegsaseis apdo.
Vol atile nmenory 225 stores the instructions and data 25needed by CPU 205 to
per f or m swittopedcessors tthatodxeouts ihstrugions: & peorgutiie procedses jn eeewdance with
providing a systemin accordance with this invention. One skilled in the
art  wi | lthe peegni ingerttibat G 205 obenects totrggreerydiusradi®oang Inpyt/Qepuls@/e) toys
provi de volatile nmenory and the exact type used is |left as a design choice
to those 2316 IM@doryrbus 24 0ahnedts ORIE0T® ASDeriée2bandi223 B, trafisspl ¢gia 200,
menory 245, network device 250 and

instructions between the memories and CPU 205. 1/0O bus 215 connects CPU 205 to

peripheral devices to transmit data between CPU 205 and the peripheral devices. One
skilled in the art will recognize that I/O bus 215 and memory bus 210 may be combined
into one bus or subdivided into many other buses and the exact configuration is left to

15  those skilled in the art.

A non-volatile memory 220, such as a Read Only Memory (ROM), is connected to
memory bus 210. Non-volatile memory 220 stores instructions and data needed to
operate various sub-systems of processing system 200 and to boot the system at start-up.

20 One skilled in the art will recognize that any number of types of memory may be used to

perform this function.

A volatile memory 225, such as Random Access Memory (RAM), is also
connected to memory bus 210. Volatile memory 225 stores the instructions and data
25 needed by CPU 205 to perform software instructions for processes such as the

processes for providing a system in accordance with this invention. One skilled in the art



5 any nunber of other peripheral devices connect to I/O bus 215 to exchange
data with CPU 205 for use in applications being executed by CPU 205. 1/0
device 230 is any device that transmts and/or receives data from CPU 205.
Keyboard 235 is a specific type of I1/0O device that receives user input and
transmts the input to CPU 205. O her exanples of 1/0O devices include a
nouse, PeYilkderagnzegitehrmaduimbearn§ typesapf senasy Haay beousggdptos Bigyideaylatile
devices. Display 240 receives display data from CPU 205 and di spl ay i nages
on a scrdeemenyrang theexact bypeiused isVefgey designicoigedethase skied inthg &t t s and
receives data to and from CPU 205 for storing data to a nedia. One skilled
inthe art will recogni ze that nore than one nenory 245 may be connected to
system 100. Exanpl es of nmenory devices include optical disk drive 115 and
magneti c di sk R Ag\dce 230, dpyhpard #351dispipy df@ memaryR4ve RBINPTS fpVike 2afand he

|l i ke that connect to processing system 100 via USB Ports. Network device
250  cBnneey SIUMGT ZB 5185 RErRBRTADARVIFRST CATNERIA KR 15 WapXeheBda At Wil

ot her processing systens. |In accordance with enbodi nents of this invention,
a | oss prQRlé@Pﬁg‘ﬁr 4$ss ineapRlisationsobeing exesutech Sy (el i20Rs 16 dayigs 2eats GAY%
stored by a portable nedia device. The instructions may be stored in_the
medi a as de¥ice ihatdransartgvandior rgeeives Aiar feom KU 298t r Kedioars 237 & aepgcifit om

t he portabl e nedia device by a processing systemwhen the portable nmedia
devi ce i dYReANERtdayicedhatiechives ¥88i igulyd Bansnitiethecaaut tﬁs‘E?Uc%Q%n@”l%‘e
then | oaded into an executable nmenory and perforned by the I:processi ng

syst em t Gxpmptescal Q@ geviges infludespdpeuns: Eepadrh Digitat Asgisteat (PLdhARE B t o

t he processi ng system when the user |eaves.. Figure 3 illustrates an
enmbodP ne MSB complign dsyises o Pigrlay & nsaceaivesi ‘i’i%'?héﬂaofﬁ%m?%‘?u 29PAd disglg¥ct i on
systemin accordance with this invention. Process 300 begins by |oading the
appl i cat iIT9Ages ABtE §EERBIAr Aryser taigysr tNMINRYNtR ISy a HaYicsetheh tral¥pit apf e
menory of a processing systemwhen the portable processing device is .
connect edegaivestiata torrkEom SPW 285 aresioning data fp anwediapnge skilledintthe peaviby t he
processing systemreading the instructions fromthe portable nmedia device
and writ iregpanize thalsheigdhamree Memngy 24e Ak eonrasiad fosyetenhiOd Renples
connected to a processing unit. One skilled in the art will recognize that
thi s may ohanasmesyidgeigenincluse onticaldisihdriva 415 and magnetio fisk siive 28 5EPYRiifg
system that allow device to be connected to a processing system and read

wi t hdbt Figuradeand gemany pligksiaadithe likethat gannegt tomrpeessingorvetemy A0Q MiadRR i ¢
execut abl e application may be stored in the nedia to cause the application
to be | o&Pss iNﬁtWOEM@eMA{@ﬁ CoteEtss SP Ry tor 2 Retwri & transruissian @ﬁdéﬁﬁ tohe
applications by the processi ntg system when the portable nedia device is
connect e@nd fHphothereprogassina systeitocessi ng syst em begi ns performng a
triggering event nonitoring application. The nonitoring application
nonitors for one or nore triggering events to occur. A triggering event can
be any action and/or inaction of an application perforned by or a device
connected to tlReagspisiaase with esyeadimentsaitdhiseivepties lfoss prejgetionryystane it 3
include a lack of input received froman |I/0O device, such as keyboard or

20 mBbse set of ingtragiions ffereapnieationg seredibyea podaklednediafigvignd/ e inpirgddions
operations to a device connected to processing systenm |ack of response for
a sof t wamaydpstpisatin te madia agaoBweren hawivage, s dirmwaigyi Ty iBstrudtipes giegeadsi ng
system One skilled in the art will recognize that any other detectable
event majropetheseitale media dgsiea myi sprocessing Rystem mwhant the portable media device

is connected to the processing system. The read instructions are then loaded into an
executable memory and performed by the processing system to protect loss of the

25  portable media that is left connected to the processing system when the user leaves.

10



251 n step 315, the nonitoring application determ nes whet her one of the
triggering events occurred. If a trigger event occurred, the processing
system executes the applications that provide a security function in step
325. Sonme exanples of security functions that nay be perforned include
transmtting a_nessage to a stored address as shown in Fiqure 5 and

descri bed bel dr:v!ﬁ’ur@rﬁ:ﬂ%ﬁt‘?ﬁgaﬁ REbadiment P BEPCESS B PREIMEdAY igsiHNEioNy fati gur e
6 and described below, transmtting the data stored by the nedia to a

st ored nét 1°' R”%&%R.*J'PB%S*%@ g ﬁevmd@mpepv'gmh@ 'vv%'and:é@eﬁsg%qp BRAIRSPY l9Ading
erasing E ta. 5 stored b%( the media as shown in Figure 8 and descri bed
bel ow. Of egreprqa@anq istryglions frogy the ppae'eiaﬁ?%ww'caﬁvemﬁ%@le BIEMQAY 6f At y
functions erforped in addition tg the functions previously recited
wi t hout cFEB I"ﬁ ypleghvhRR dhe H%ﬁ‘ﬁ"‘r‘ BFPCRPFEIRY deWee deeRnneciedtaribe inseressing
performed, process 389 ﬁg : |f the event is not detected, process 300
may dét er ¥R Riiiem B ds P% %{m?d.Wffaﬁﬁﬁ?qeaﬁnséwst?wereﬁe@g the BEkEetonn
system t hat nust updated in step 335. In sone enbodi nents, the

det er ni ngfq%ﬁhqrggﬁg@e rfﬁ‘?fh WVG@thWHﬁ'WQQt%@ﬁH%Qt'OQS@e?ﬁh?é%ﬂ“iel%%mqmﬂ%r face
(QU) has receiv an i nput of information froma user. An exanple of the

i nf or mat 96" AR& &gw%@e&@géq foGessigg Rt (On8 Hilled 19 t%ﬁ“d@éfﬂcpﬁ@ae Hatow.
However, .one ¥r§ (‘I?gg in the art wll recognl ze that other detection and
i nput meti§dea 9%@" BY Wiq (RIe 2pe PiaY iTRRIUTS BnFRMMeN; aRpEHINgctystem that ¢
there is no infor ontoudate ocess 300 repeats fromstep 315 to
moni t or tHBWsGRM @g?q‘ b? GoRaest ?’d@e"h E‘@feé@@ﬂt%ﬁtem apnf diead j withopt H?Wﬁ%ﬁot o be
updat ed, t.p date gé_J Lormatl on is received in step 340 and stored to
ei thdP t it %@8 Be systemmbivg 9”"9{9{%aﬁPHI%E??‘%‘t%R}%?EPanHO%F@M bgsgforsddR ess
300 then re ts from315 to nonitor the systemfar trlggerlng events.
Figure 41 Frlf@ﬂar 19 erusg té? GPrlcatigndo PSr'oﬁ‘é?‘gl i thegRANKP BPPeRF NG, Sysiem to
processi % 25 systemto detect occurrences of triggering events and
execut i ngCIECTIECHIOT BhEE; FRECFIONa Y Jha RieeesRingrsYStsie WhsB JBf meriekle grediai s
invention. Process 400 begins in step 405 by initializing any tiners that
are needd8VIEBIS SRAIEEISH] ng for specific triggering events. In step

15 In step 310, the processing system begins performing a ftriggering event
monitoring application. The monitoring application monitors for one or more triggering
events to occur. A triggering event can be any action and/or inaction of an application
performed by or a device connected to the processing system. Some examples of
triggering events include a lack of input received from an 1/O device, such as keyboard or

20 mouse, for a specified period of time; lack of read and/or write operations to a device
connected to processing system; lack of response for a software application; and
detection of a user logging off the processing system. One skilled in the art will recognize

that any other detectable event may be used without departing from this invention.

25 In step 315, the monitoring application determines whether one of the triggering
events occurred. If a trigger event occurred, the processing system executes the

applications that provide a security function in step 325. Some examples of security
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410, the tinmers begin timng. The systemthen nonitors the processing
system for the occurrence of one or nore trigger events in step 415. As
descri bed above, a triggering event can be any action and/or inaction of an
application performed by or a device connected to the processing system
Sonme exanples of triggering events include a lack 5 of input received from
an |/ O ddundiens sha rm%»sbmyg@rmew ipelude trepsmitting & maseagq fed speed addigss @pne;

| ack of read and/or wite operations to a device connected to processing
system |shewnon Figeeohandfdgscabebbelawi enapypting the gata stateddey ére madiamsa
user |ogging off the processing system One skilled in the art wll

r ecogni zeshpwatin drigure thand descsibed Pelove Jrensmiting e daje gtaipd hydbe masia 19 Ag
fromthis invention. 10 In step 420, process 400 determ nes whet her
a tri ggerstergd @etwark gddress @arshewn in Fighre 7 jagg seperipesdasiaw; gl eiasing theudatad,
process 400 increnments the timers in step 435 and repeats fromstep 415. If
a tri §gerstergd by dg media aschominddl Figiwre 8 and degoriheshbalovsc Oag shilled it the ariovit ep
440 or nonitor the portable nmedia device to determ ne whether the device

15 i s corfAeean&s that engpunier qf rsechidty fanetioas jngay) dedherionsgd idtaddiiopdo the
connected to the processing systemin step 427, process 400 ends. . | f

t he devi dangtiongdrevigyshe decitedswithqut iepadingeltenadthisninyeatipru 2 Afler the seediifynse
to the detection of an occurrence of a triggering event in step 420,
process JonrtigeieperfaimedoprecessBorendsr e security functions to be performed
in step 440. The one or security functions to perform may be determ ned by
the specific triggering event that was detected. For exanple, if keyboard
inactivity for 600 seconds is detected, a nmessage generating security
functon may Hethsepyeat dgdot detastasy predess \390emay igtarmine yhelber 1here is @&dYnds
is detected a data encryption security function and a second type of
message defaepationnfgr theslose queteetjons systam dhatraystoee pedated r*mat.epﬂ&g nifhBepe of
triggering events nonitored and specific security functions to be perforned
bei ng | efemhpsinaentp.dhe getpsmingtion MAydee wRde hysletesriningwhether g&SraphicgrUses a
user of the system ~ The security functions deternmined in step 440
are t hen leigdaer éaU))rast @geua@.anpngete@fsmf/%@ﬁtmtfr@mmn@@r-wr@t R¥aMple Qfdﬁ?i nue
monitoring for triggering events in step 450. |If process 400 is to continue
moni t or i AformatisndBat maybe eogived is shoyt B 19Ws %and deserieerbbrlaw. Bloweuer, oper s
Process 400 then repeats fromstep 415. Alternatively, process 400 may
procdéd tskillee dedhe farowillstesponias thadtt ethersdelgctinpsand inpud qeetbodpmaysbe aisadni t or
the processing systemfor the occurrence of the sane event. If process 400
i's not tovithoutdepagingdran tiis inyentipnocess 400 ends. 10Figure 5 illustrates a
process 500 that is a nmessage generating security function in

If there is no information to update, process 300 repeats from step 315 to monitor

the system for the triggering events. If there is information to be updated, the update

20 information is received in step 340 and stored to either the media or a memory in the
processing system in step 345. Process 300 then repeats from 315 to monitor the

system for triggering events.

Figure 4 illustrates a process 400 for performing monitoring by the processing
25 system to detect occurrences of triggering events and executing security functions in
accordance with some embodiments of this invention. Process 400 begins in step 405 by

initializing any timers that are needed for monitoring for specific triggering events. In step

12



accordance with some enbodi nents of this invention. Process 500 may be used
to generate many different types of nessages including, but not limted to,
Short Message Service (SM5) nessages, e-nmils, and dial og boxes. Process
500 begins in step 505 by generating a nessage in the proper format. An
address to receive the nessage_is then 15 read fromeither the portable
medi a devi'@e ths timges hegidtipping. The systetethenfaoriipss the prepessingssgdrmifer theen
transmtted to the read address by the processing systemin a conventional
manner i rPSSHERNEISf QiRiopMeteckigggnevestid. step diipe A8 dasciiked abeve. 8 tpeerRivgs 600
that is a nedia data encryption security function 20 provided in _

accor danc®eff can kemanemstien FBeMos ivActioniaf 3maeplicalion perfermagd Py el @ rfevise art
will recognize that the steps of this process nmay be perforned iteratively
on porti diengsted e theapracessiiostystm.« Remgopeaiples ofdtgeerine Bveatsinclidrea damkunt
of data stored is too great. Process 600 begins by reading the data from

t he nédi Lfiinpusfegeiveddrom an ¥Pdevisepsughmas kpybgandortriisecior ayppeeitiedpenrd ofusi ng
an encryption techni que provided by the processing system 25 or an
encrypt i dingrda¢tonf wﬁm HIerite copRratioas fo @t dayice srntieaieddoiRFecespingcwsens00
then ends by storing the encrypted data onto the nedia in the portable

nedi a deVagke of resoape desa software appjigation; and| Jaieationt @fsa aUssr deqging pifothenat
is a security function for transmtting data stored by the portable nmedia
devi ce t PracepsingoryRten dPes skilled cherathwilereapanzes sk a@mﬁlﬁrrﬁém‘?&a%ﬁf eyvents
invention. One skilled in the art will recognize that the steps of this 5
process a9y bR uprd wishant departingfrpmdhis ivenBion-ti ons of the data stored by the
portabl e nedia device if the amount of data stored is too great. Process
700 H&gins in step 705 by reading data fromthe portable nedia device. In
step 710, a network address, such as an IP Internet address is read from
ei ther the porlh&RPA3G groseaedP@ detgrminge whethsr ¢ tigoering eyeidas cay™ed sl am
The data is then transmitted over a network to the read address in 10
convent i dHggerirgrivent hgs Sokgequrreda REPGEES 48Jngremestsdibe,fieersdn|stes 46ha@ndat a
is transmtted. Figure 8 illustrates process 800 that provides a
dat a er agepeaie fiion ptepuhtd i ¢fna digaeniag Ryebtbae opeTes, PERgess 408 May Freresde
with sone enbodi nents of this invention. Process 15 800 is perfornmed in a
convent i srgrthierderA4Q er Monitaritas P@'ﬁalﬂﬁ@%@%"q%topiﬁwﬁm%wh@‘g%thééiﬁv@é to
erase all of the data stored by the nedia that is either stored in the
procd§si iy copreded dn eRvi8adédther deNigends getermined mridicabelespnpected tatteg 805.
Preferably, the erase function wites over the nedia nultiple tines to
ensur e t HPAPCESRIBY GHStEMCIAFIRM 4406 Prasesy 4P@EnNdsAf t er the data stored by the
media is erased, process 800 ends. 20 Figure 9 illustrates a process
that receives user inputs to update a configuration of the |oss protection
systemto user preferences in accordance with sone enbodinents of this

i nvention Prodee drymenegetesmingdde shll bosongedied by sitpidAg or in tRSPPose to the
information is received. In sone enbodi nents, the device information

i ncl udes detestion ebamapeureange &f adriggering event in step 420, process 400 determines one

20  or more security functions to be performed in step 440. The one or security functions to
perform may be determined by the specific triggering event that was detected. For
example, if keyboard inactivity for 600 seconds is detected, a message generating
security function may be performed. However, if system inactivity for 1200 seconds is
detected a data encryption security function and a second type of message generating

25  security function may be performed. The number of triggering events monitored and
specific security functions to be performed being left as either a design choice of those

skilled in the art or to a user of the system.
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25devi ce description that allows a user to identify a portable nedia device
and data stored by the device. If device information is received in step
905, the data is stored into a proper space in a configuration file or

ot her data structure either in the device and/or in the processing system
in step 910. After any device information is stored, process 900 determ nes
if location 5 information is received. In sone enbodinents, |ocation
informati on may include a host system nane, a host system network address,
and/ or a | ocatlihensefetityr finatonsedeiaamined in stalx F4Q arhdheibsxeaiag snpteps445.

| ocation information is received in step 915, the |location information is
stored i ritrecessphepedetespaeswhathar ootentigus Boniniing; fpetriggersigRuentsdn stept 43kt ur e
stored by the device and/or the processing systemin step 920. 10

Af ter anyf proeeas 409 is i@ epmtUEdRONIQrisg.crraeessAlEdeBENDcsteR a9 AN &Erements| gger
information is received. In some enbodi nents, trigger information may

i ncl ufe dhejimessm PEoaasRI408r thes repeata o steRrd 18y ehlteTaativel, tareresartbOomay
duration of the event. For exanple, the event ngX be inactivity of the
keyboar d Ripreedtie reppahfrporsterdObaftesstensttioharocess 4G is gg aronitarthe pregessing on | s
received in step 925, the trigger information is stored into a proper space
in a confﬁygfﬁﬂhfqroﬁhef¢Qcérf@ﬁCQ)t°gg*Fe gamg 8ayenlict urle PERCEFR A0Byist M Qe GerHBUGNd/ Or
the processing systemin step 930. After any trigger information is stored,
process J0QNIQENSMIP¢RSS 40P endsi fication 20 information is received. In some
enbodi nents, notification information may include a selection of a type of
nmessage to sent, and/or a recipient address to receive the nessage. If
notification information is received in step 935, the notification

i nf or'frat i on i FigureSdivstratas apiecesse?00sthakie ajmessage geneyating semvriy fluaction igt her
data structure stored by the device and/or the processing systemin step
940. 25 accordangg with spme gawiorimeants oh thisfirmention.orPrPeesst 6‘?%6}6)@?%@@@ 900
determines if protection information is received. In sone enbodinents,

pr ot ect | @eNEAte Maay idifererytypercofiimessages including, but not limited to, Short Message

Service (SMS) messages, e-mails, and dialog boxes. Process 500 begins in step 505 by
generating a message in the proper format. An address to receive the message is then
15  read from either the portable media device or the memory of the processing system. The
message is then transmitted to the read address by the processing system in a

conventional manner in step 515 and process 500 ends.

Figure 6 illustrates a process 600 that is a media data encryption security function

20 provided in accordance with some embodiments of this invention. One skilled in the art
will recognize that the steps of this process may be performed iteratively on portions of

the data stored by the portable media device if the amount of data stored is too great.
Process 600 begins by reading the data from the media in step 605. In step 610, the data

is then encrypted either using an encryption technique provided by the processing system

25 or an encryption method downloaded from the portable media device. Process 600 then
ends by storing the encrypted data onto the media in the portable media device in step

615.
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indication of a type of security function to performin response to a
particular triggering event. |If protection information is received in step
945, the protection information is stored into a proper space in a
configuration file or other data structure stored by the device and/or the
processi ng systemin step 950 and process 900 ends. 5 Figure 10
illustrates a G aphical User Interface (GJ) 1000 provided in accordance
wi th some enbodi ments of this invention to allow a user to provide
i nformati on t cFigurkaslugiratésatprosess Yd0ehat iaradseduatygienctivs foo fringaittingi data
and/ or paraneters of the system GU 1000 is a conventional GU that is
provi ded stdre@ t3otheepdriabiealmetien devicd Qo asetvanipaddtdse iopancatdange switht somesed
and ot her systemrequirenents. One skilled in the art will recogni ze that
ot her GUignidimeithef tHiy pesnth. | Ohe skitexbim theartbell usegnize tdattpe stepard thiecei ve
information froma user. QU 1000 has four display sections: device
i dent isf i qrbdes nsaclhe parfat®0 jtetaticely ioarpottons wé el deja soced bntheqRotablermedjar i ng
met hod section 1030, notification nmethod section 1040 and data protection
secti on IhRe iEdehambunthefsdats etdredris tab gpdahy PropessomB0 bagins an stapr 70mPyuse
to provide information to a | oss protection system Device identification
secti on 183ding defalfckes theapoetabieanedialuiexicé 0 IrPstep d 1603 oetiwork address, duath agabox
1015 Nane di al og box 1012 allows a user to input a title for the portable
medi a devPdeterfdtaaddidskéds iread fnem either 8@ portadlec orelliagdevitel anthei hemory oftther
data structure by the portable nmedia device and/or processing system The
title is groesssingeysiem. nEhs agta isdhéerd dahsrhijted logepa mebixre tortitl readeaddegsstio t he
user. Description dialog box 1015 allows a user to input a description of
t he port ajoheentebia ndeviec dyasidp of 15 antleptocess da0aerxdsomdenbgll tofidh@ Sdatavisce.
The description is then stored in a configuration file or other data
st ruct ur ardngmittel. port abl e nedi a devi ce and/ or processing system The
description nmay then be used in nessage to further identify the device to
t he user. Location tracking section 1020 includes host nane dial og
box 1022, host address dial og box 1024, d obal Positioning System (GPS)
check box 1026rigéreditsstiatasprotassaBigLthatlt providedhe diatabeyasd S&cuyitycfahétionan the
triangul ati on check box 1028 and base station 5 triangulation check box
1029. Hogjortadleeméiiialdegick irx add?daradel withss@me smbotlimentpot this ineemdionddhoéesgi ng
the processing systemto which the portable nedia device is connected. The
host 1amesgosistpeeidrraédired donaventionall datarerdseofunttivre obtheomkdia idgtostablermediar e by
t he portabl e nedia device and/ or processing system The host nane is then
used i n nrsRagE drasehsl ¢f thd @ata $tyrednyy thecaddiathadis either gturédibi thepediessidgvi ce
and processing systemto the user.

system or downloaded from the portable media device in step 805. Preferably, the erase

function writes over the media multiple times to ensure that the data cannot be recovered.
After the data stored by the media is erased, process 800 ends.
20
Figure 9 illustrates a process that receives user inputs to update a configuration of
the loss protection system to user preferences in accordance with some embodiments of
this invention. Process 900 begins in step 905 by determining if device information is
received. In some embodiments, the device information includes a device name and/or a
25  device description that allows a user to identify a portable media device and data stored

by the device. If device information is received in step 905, the data is stored into a
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10 Host address dialog box 1024 allows a user to input an |P or other
networ k address identifying the processing systemto which the portable
nmedi a device is connected. The host address is then stored in a
configuration file or other data structure by the portable nedia device
and/ or processing system One skilled in the will recognize sone
enbodi memrsperespacadl adentigurationofile cadthes siata etndctfinegithene herdaviperand/amin
information of 15 the processing systemin this display automatically for
t he user .th@heockhesing syktieradgsstep 9Ben used in message to help identify the
| ocation of the portable nedia device and the processing systemto the
user. GPS check box 1026, Access Point triangul ati on check box 1027,
cellular 20 triangulation check box 1028 and base station triangul ation
check box 102%ftaroamyalebioreimfarhation iasstoradnypracessa SRBudetenninek it dogatibect a
particular locating security functions that may be provided by the | oss
pr ot e6t i dnfogpaticanis r@teivese| ncsame obadimentss danation ynfermation onay nckide leehost
enabled in a configuration file or other data structure stored on the nedia
devi ce arsysiem pamees diostysysfemnaratwarkeadsikessc pad/or aclacatiog daterming ynethestfarons
are 25then used to |locate the processing systemwhen a trigger event occurs
and pr ovildeatingghe doat systemo If hecatise rinformatiogeis eieaeived rire steng@15, dhe ladédtioned i n
the art will recognize that these are conventional |ocation nethods and a
descr i pt iinhrrodticsais rstored dntiot 3 edorer sivacd én apyinfigeration fileoer dthew data, structujger i ng
met hod section 1030 provides device /nmedia inactivity check box 1031, 5
keyboar d storad bl e gevidecarid/drdie paBessing systemiimatepi®dPt y check box 1033, nouse
inactivity check box 1034, and inactivity duration dialog box 1036. Device
/[ medi1@ inactivity check box 1031, keyboard inactivity check box 1032,
systeminactivity check box 1033, and nouse inactivity check box 1034 all ow
a user to use Aftaroane leddtior inforeatiatis t teresipaupeess OPY gdrieintiges vk itigoer or
the |l oss protection systemto nonitor. One skilled in the art will 10
r ecogni zénfotraaticariy reneniedr Infkomeédinbasiménteisager infymationama incldergositstem
departing fromthis invention. The selected triggering events are then
enabl ed ite monitonfor gwadiculan eféntandma timeand/dadurata efdhe eeenit foeexampleHbe nedi a
devi ce and/ or processing system The |oss protection systemthen nonitors
pr ocessi reyeslymag ke fimactivihesfdhe keytaard and thruduratien mayttie/dQ0ysaetands.i Birigtieal og
box 1036 allows a user to input a specific anobunt of tinme for inactivity to
occunsi n infoenatjppds feceivetin gigprd2bgthevdgges infineationrie siosed intona srapeespdae in
configuration file or other data structure stored by the portable nedia
devi ce aradtonfigprationdié og ofhestdata atrdctueses stosadl by thikedevine madior the Proaggeing ng
event occurs.

system in step 930.

After any trigger information is stored, process 900 determines if notification
20 information is received. In some embodiments, notification information may include a
selection of a type of message to sent, and/or a recipient address to receive the message.
If notification information is received in step 935, the notification information is stored into
a proper space in a configuration file or other data structure stored by the device and/or
the processing system in step 940.
25
After any notification information is stored, process 900 determines if protection

information is received. In some embodiments, protection information may include an
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20Noti fication method section 1040 includes nessage box check box 1041,
phone nmessage check box 1042, SMS check box 1043, e-nmail check box 1044,
t el ephone nunber di al og box 1045, nobile tel ephone nunber dial og box 1046,
e-mai | address dial og box 1047, and nessage di al og box 1048. Message box
check box 1041, phone nmessage check box 1042, SM5 check box 1043, and
e-mai | cHedigatignxof 1 ypemnf Serddy Janctipnte Petfpun imraspansartp a paeichlandigaeriapi ck
to select a particular type of nmessage that a nessage security function
provi ded ﬁb’?n{-)héf Pietestipn diferpation isyreceiMedriry stpinB8fat e pratectioh yipimation is
response to a triggering event. The sel ected nessage types functions are
t hen enabfitergdiiptosa EEIEr §aReR inoA qonfigurationyfilgedr efheradatarsicictire stared &y A t he
medi a devi ce and/or processing system The nessage types are then used by
t he procd&gyica@ndips thenproeessingesyates lrider P2hhand progesss dsh the sel ected
format when a triggering event occurs. One skilled in the art wl|
recogfi ze that other messaging formats may be added and any 5 of these
formats may be renoved froma | oss protection system w thout departing from
this inventiorfigure 10 illustsatephanErariigsbr Ugerallolgiaesc (E34b HA0owsovidessdp t o
i nput a tel ephone nunber of a particul ar tel ephone nunber to receive a
voi ce t elaspPIdABCE e §eMeh embadimantp b nidis1 vieetiahde alpve 3 sis8keltechreMdeThe
i nput tel_efphon_e nunber is then stored in a configuration file or other data
st r uct ur énfefrpation teya lope PERatiap Isystertliaad ¢eangetherndnisurgtieon 88d/Phgaraysterm and
is used to transmt a generated tel ephone nessage when a triggering event
occurs. MBHIE S/SIRIM.o B0 isbEpneniipisy bl hatoe Broxide s agonNaiond MAA a
nobi |l e 15 tel ephone number of a particular nobile tel ephone to receive a
SVs Bssdgeediean shespeerating syremyysed; andsetharc system TRUITeAItS. nHhel illed| iBphone
nunber is then stored in a configuration file or other data structure
st ored byhe Ad Wibiecagnize thatiphereldizandiplieblyrps etistesiopgs gy besgd e fisPlg¥ed to
transmt a generated SVM5 message when a triggering event occurs. 20
E-mai | adiifdeceiv infasmatikframanisgr] ows a user to input an e-nmail address to
receive an e-mail nessage when an e-mail nessage type is selected. The
input e-mail address is then stored in a configuration file or other data
structure stored by the portable nmedia device and/or processing system and
is used to tr&rdini@00xhage it iskinye serdions 2drmicss ilgatifigation éeﬁtfqngﬂg%&l HeFakigant
occurs.

15  tracking section 1020, triggering method section 1030, notification method section 1040

and data protection section 1050. Each of these sections displays options that a user may

use to provide information to a loss protection system.

Device identification section 1010 includes name dialog box 1012 and description

20 dialog box 1015. Name dialog box 1012 allows a user to input a title for the portable
media device. The title is then stored in a configuration file or other data structure by the
portable media device and/or processing system. The title is then used in message to
identify the portable media device to the user. Description dialog box 1015 allows a user

to input a description of the portable media device and/or content of data stored by the

25 device. The description is then stored in a configuration file or other data structure by the
portable media device and/or processing system. The description may then be used in

message to further identify the device to the user.
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Message di al og box 1048 allows a user to input a nessage to receive in the
sel ected format (s) when a nessage type is selected. The input nessage is
then stored in a configuration file or other data structure stored by the
portabl e nedi a device and/ or processing systemand is used to generate the
content of a nessage in the selected 5type(s) when a triggering event
occurs. Data protection section 1050 includes data encryption check
box 1051, data recovery check box 1052, data erase check box 1053, data
encryption ti rocatien beckingksertion 102aingludes bostrame dialogiboxd@28 okost @gdresad
data erase tinme dialog box 158. Data 10 encryption check box 1051, data
recovery %@@:kbozoi021405§lobah&09@9@n@r%)seéerah&?&b@&eckogex 01086 dscees&ointhat a
user may use a nouse click to select a particular type of data security
functi on tpanguialien #eck Rox| Y, wedylat tiapgulsijen @hﬁ@bb@&é@aﬁe’aﬂ%b?%ﬁtﬂﬁ@@ to a
triggering event. Data encryption tine dialog box 1056, data recovery tine
di al 0§ bdHangyiRtion she ek bex éQ%IPEeH‘t’Str?@”tﬁ dinleg beyx 022 allews Bwsar fosiBputtmnamput  a
time that acts as a trigger 15 event for the corresponding data security
function.i el"ﬁ'év"ngwﬁ\?tPf??@ﬁéﬁ‘ga?yéteph%wﬁlpbrﬂéﬁjwrﬁﬁ%e eefa deMics issenpedted.odhet her
data structure stored the portabl e nedia device and/ or processing system
and are U$9sHngpetindhan Pégﬂ inngy cevligitratianofilaiatieer date stiHetsee pydhe portable
correspondi ng data security functions to be executed when the input tines
expi re. 20R9idewceard/enpocassingsysierisEie hest mameds eancysedrn masspeta belbause
an update function to be executed to update the configuration file or other
dat a st r identifiethe: 9eatiprpgf tmepwweameéhar@qwgﬁ dadirracassiootysianb de dke iger.
system Mnimze box 1070 allows a user to mninmze the screen display of
GU 1800 Hast wddigssidiripg doxpl0z¢ Alemwsemdiseislg inpehas KPLhIxothes petwosp addsest ut i on
of GUJ 1000. 25 The above descri be particul ar enbodi nents of _a | oss
prot ect i &ﬁ@lwgeﬁl?ﬁfnieceesswer&yau@netwalpa throperéable mesliacdrvirenis connedied.hilse

i nvention. is foreseen that those skilled in the art can and w ||

desi gn a|hp§tr ?Féﬁrﬁséﬁe'séh%étoﬁ%msa eanfigurationifigyer ethet Hala strugbiie byihegodaltlef ort h

inthe followng clains for the description of these enbodi nents.
media device and/or processing system. One skilled in the will recognize some

embodiments may include a network address read from the configuration information of
15  the processing system in this display automatically for the user. The host address is then
used in message to help identify the location of the portable media device and the

processing system to the user.

GPS check box 1026, Access Point triangulation check box 1027, cellular

20 triangulation check box 1028 and base station triangulation check box 1029 provide
boxes that a user may use a mouse click to select a particular locating security functions

that may be provided by the loss protection system. The selected locating security
functions are then enabled in a configuration file or other data structure stored on the
media device and/or processing system. The selected locating security functions are

25 then used to locate the processing system when a trigger event occurs and provide the

location to the user in a generated message. One skilled in the art will recognize that
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What is claimed is: 1. Aloss protection systemfor a portable nedia device
connectable to a processing systemconprising: a menory in said portable
medi a device; and 5instructions stored in said menory for directing a
processing unit in said processing systemto: load said instructions into a
nmenory of said processing systemin response to said portable media device
bei ng coringset @ canvertiomaplosaiéas methosiy sansing deserintip ¢f egah ds prdtassEePhgheyst em
by said processing systemfor a first triggering event, determ ne whether
sai d por tapblicatioe ferdreldtyi ce is connected to said processing systemin
response to detection of said first triggering event, and 15execute a
security function by said processing systemin response to said detection
of said first triggering event and a deternination that said portable nedia
devi ce is conrtggetng methaddeption t830 prgviggs deviee frogdia ingetiviy Lhepk Beededon
systemof claim 1 wherein said first triggering event is_lack of input from
a conhectkeybenrdiinastivitt checkpwi 1432 systeuininagivity icheck box 1033, mouse inactivity

check box 1034, and inactivity duration dialog box 1036. Device /media inactivity check

box 1031, keyboard inactivity check box 1032, system inactivity check box 1033, and

mouse inactivity check box 1034 allow a user to use a mouse click to select the specific

triggering events for the loss protection system to monitor. One skilled in the art will

10  recognize that any number of additional events may be added without departing from this
invention. The selected triggering events are then enabled in a configuration file or other
data structure stored on the media device and/or processing system. The loss protection

system then monitors processing system for these events to occur.

15 Inactivity duration dialog box 1036 allows a user to input a specific amount of time
for inactivity to occur in the specified triggering events. The time is then stored in a
configuration file or other data structure stored by the portable media device and/or

processing system and is used to determine if a triggering event occurs.

20 Notification method section 1040 includes message box check box 1041, phone
message check box 1042, SMS check box 1043, e-mail check box 1044, telephone
number dialog box 1045, mobile telephone number dialog box 1046, e-mail address
dialog box 1047, and message dialog box 1048. Message box check box 1041, phone
message check box 1042, SMS check box 1043, and e-mail check box 1044 provide

25  boxes that a user may use a mouse click to select a particular type of message that a
message security function provided by the loss protection system may generate and

transmit in response to a triggering event. The selected message types functions are
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3. The loss protection systemof claim2 wherein said connected device is a
keyboard. 25 4. The | oss protection systemof claim2 wherein said
connected device is a nouse. 5. The loss protection systemof claiml
wherein said first triggering event is a |lack of systemactivity in said
pr ocessi n% system for a specified amount of tine. 6. The | oss
prot ect i dReR waaRIAd ¢t aceanfigyretion Elecpmothar dateituctire istied iondhe Jeediadgvice
5security function conprising: instructions for directing a rocessiqg uni t
to: gener3dlr Progessing SysteadThiMegsRassPeHatedhen vaed By w%@gg%ﬁy)g SRe
transmt said nessage to said address. 10 7. The | oss protection system of
cl ai m 6 VAGFBPRISILIrFRSEUHP.sSSAgeH tbe sglectedgormgiavhen & ”SQ“Eﬂr@cﬁi"leBho &t em of
claim6 wherein said nessage is a _short nessage service ssa%e to nmobile
t el ephoneo.”e skilled in the art will recognize that other messaging formats may be added and any

5 of these formats may be removed from a loss protection system without departing from

this invention.

Telephone number dialog box 1045 allows a user to input a telephone number of

a particular telephone number to receive a voice telephone message when a telephone

10  message type is selected. The input telephone number is then stored in a configuration
file or other data structure stored by the portable media device and/or processing system

and is used to transmit a generated telephone message when a triggering event occurs.

Mobile telephone number dialog box 1046 allows a user to input a mobile
15  telephone number of a particular mobile telephone to receive a SMS message when a
SMS message type is selected. The input mobile telephone number is then stored in a
configuration file or other data structure stored by the portable media device and/or
processing system and is used to transmit a generated SMS message when a triggering
event occurs.
20
E-mail address dialog box 1047 allows a user to input an e-mail address to
receive an e-mail message when an e-mail message type is selected. The input e-mail
address is then stored in a configuration file or other data structure stored by the portable
media device and/or processing system and is used to transmit a generated e-mail

25 message when a triggering event occurs.
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15 9. The loss protection systemof claim6 wherein said nessage is a
di al og box on a display devi ce. 10. The | oss protection system of
claiml1l wherein said instructions include said 20security function
conprising: instructions for directing said processing unit to: read data
stored in said nenory of said portable nedia device, encrypt said data, and
store sai d endisssege dizlog bon WABdllemsoa Wwser toas Hipyt gomessAde ivetdicaivesadbece.
11. The |l oss protection systemof claim1l wherein said instructions include
sai d secselectedfameat(sd wheomonessagg typei inseleaieti dns Nt mespags s dersgpeed in
processing unit to: read data fromsaid nenory of said portable nedia
devi ce, reeaehfaratiddrfis or fothemdata dtrueswier stoesd Baihe pertakieineedie dpYcel@nd©es, and
Stransmt said data to said address. 12. The | oss protection system of
claim 1 wiesassingsyysten asd risicsedite genelatrltheseprierieefur iMepspgm ét thisnselected
conpri si ng:

i 5 t)g/]pe(s) when a triggering event occurs.

Data protection section 1050 includes data encryption check box 1051, data
recovery check box 1052, data erase check box 1053, data encryption time dialog box
1056, data recovery time dialog box 1057 and data erase time dialog box 158. Data

10  encryption check box 1051, data recovery check box 1052, and data erase check box
1053 provide boxes that a user may use a mouse click to select a particular type of data
security function provided by the loss protection system to execute in response to a
triggering event. Data encryption time dialog box 1056, data recovery time dialog box
1057 and data erase time dialog box 158 allow a user to input a time that acts as a trigger

15  event for the corresponding data security function. The input times are then stored in a
configuration file or other data structure stored by the portable media device and/or
processing system and are used by the triggering events to monitor and cause the

corresponding data security functions to be executed when the input times expire.

20 Update box 1060 allows a user to mouse click on the box to cause an update
function to be executed to update the configuration file or other data structure stored by
the portable media device and/or processing system. Minimize box 1070 allows a user to
minimize the screen display of GUI 1000 to view other display screens. Exit check box
1080 stops execution of GUI 1000.

25

The above describe particular embodiments of a loss protection system for a

portable media device in accordance with this invention. It is foreseen that those skilled
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instructions for directing said processing unit to: 10erase data stored in
said nenory of said portable nedia device. 13. The | oss protection system
of claim1l wherein said instructions further conprise: instructions for
directing said processing unit to: noni tor said
processing systemfor a plurality of trigger events 15including said first
triggeri g the amtcanand will desige ateenative ietT}POglﬁ'Pﬁftt$ tatiinfringss g ARie invenHeR As
detection of an occurrence of one of said plurality of trigger events.

14. The Isst®rihrinthedelioning glatnemiopthecdescrption aithasgiamogimentsst r uct i ons
further conprise: 20instructions for directing said processing unit to:
execute a different security function in response to detection of each of
said plurality of trigger events. 15. The | oss protection system of claim
13 wherein said instructions further conprise: 25 instructions for
directing said processing unit to determ ne one of plurality of security
functions to execute fromsaid one of said plurality of trigger events
detected. 16. The | oss protection systemof claim1l wherein said
instructions further conprise: instructions for directing said processing
unit to:
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execute a plurality of security functions including said security function
in response to detection of said first triggering event. 5 17. The | oss
protection systemof claiml wherein said instructions further conprise:
instructions for directing said processing unit to: receive an input of
device information, and store said i nput of device
i nf or mat i\WRatis claines ifenory of said portable 10nedi a device. 18. The |oss
protection systemof claim17 erein id device infor i on_includes a
v ce. nanel” 75 655 ProtEcRORYSEr R erroabey Bedf dstice CATAOIEb G on BldFSeg
device information includes a device description. 20. The |oss protection
syst em of cl ai WP EWHUPRIS Y% ai d i nstructions furt her conprise: instructions

for direction said aoﬁwgﬁ%yih@%ia‘;&%ﬂr{abﬁ%e&grd%iﬁgvﬁdan i nput host | ocation
| 0 oca

information, and store s ron irnrornmation in said nmenory of

sai d device. 21. TheshREShPEBHRCH QA SMETH difdcthdNa2OtolbsRf tnilRSaid
| ocation information I ncludes name for said processing system 25
processing system to:
load said instructions into a memory of said processing system in
response to said portable media device being connected to said
processing system,
10 monitor said processing system by said processing system for a
first triggering event,
determine whether said portable media device is connected to said
processing system in response to detection of said first triggering
event, and
15 execute a security function by said processing system in response
to said detection of said first triggering event and a determination

that said portable media device is connected to said processing

system.

20 2. The loss protection system of claim 1 wherein said first triggering event is lack of

input from a connected device for a specified amount of time.

3. The loss protection system of claim 2 wherein said connected device is a
keyboard.
25

4. The loss protection system of claim 2 wherein said connected device is a mouse.
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22. The loss protection systemof claim20 wherein said host |ocation
information includes a network address for said processing system 23. The
| oss protection systemof claim 20 where said host |ocation information

i ncludes an indication of a |ocation tracking process to determ ne said

| ocation of said processing system 524. The | oss protection system of

cl ai m 1 whePei Theslgpgipioteatipn gystemof £lgin devheseimsaiddisst trigaaring @vealis aflagk of
directing said processing unit to: receive. an inpyt of a trjggering event

i nformati on, aﬁ}ét%‘? aft "%gﬁf“q P'ioga%?mge%mmF?{f%?ﬂ?ﬁ?'FSﬁm%"L%ﬂ*@’g%my of
said portable nedia device. 10 25. The | oss protection systemof claim?24
wherein said triggering event information includes an indication of a

oy e 0B ST oloRAREA Khkibm of claim, 1, widlein B0 ASRIRBAL SHIRD gHS!

of claim 24 wherein's ering event in mat | ncl udes an anount

of tinge of i ”aé‘etchm'fytféfn tidf corh ﬁsihgss protection systemof claim1l wherein
sai d instructions urtcher conprise: instructions for directing said

processing unit: reaehRoRdfdr APELtinG Y pro6€SRInNg UMt ta: sel ection of a security
function to

generate a message,

read an address to receive said message, and

transmit said message to said address.

10

7. The loss protection system of claim 6 wherein said message is an e-mail.

8. The loss protection system of claim 6 wherein said message is a short message
service message to mobile telephone.

15

9. The loss protection system of claim 6 wherein said message is a dialog box on a

display device.

10. The loss protection system of claim 1 wherein said instructions include said
20 security function comprising:
instructions for directing said processing unit to:
read data stored in said memory of said portable media device,
encrypt said data, and

store said encrypted data in said memory of said portable media

25 device.

11. The loss protection system of claim 1 wherein said instructions include said

security function comprising:
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20performin response to detection of said triggering event, and store an
i ndi cation of said security function to performin said nenory of said
portabl e nedi a devi ce. 28. The |l oss protection systemof claiml
wherein said instructions further conprise: 25instructions for directing
said processing unit to: receive an input of a notification address, and
store sai d notifi cdP$tBistiaRfiior SirertingssaidiPIPERRING WAt 19aj d portabl e nedi a
device. 29. The loss protectjaon systemof claiml erein said

ot ruct i ons furt hercorfget dete o bt crarasmy of S raE s dWosr ocessi ng
unit to: provide a graphical usgr | rface to regue nd.receive .
information froma user .reégﬁﬂ.a"ﬁ“?%{}@a s%nﬁ rB%nc}P gc‘%i %?S‘} P%@%‘%&eglapg?\f'%eol e
nedi a devi ce connectabl g, {0 a processing system conprising:

| oadi ng instructions stored in a nenory of said portable nedia device into

sai d grocessing system iy, chHRAEEth b £98386%LH9 said portable nedia
10device to said processing systenm nonitoring of said processing system by

sai d processing systemfor a first triggering event;

12. The loss protection system of claim 1 wherein said instructions include said
security function comprising:
instructions for directing said processing unit to:

10 erase data stored in said memory of said portable media device.

13. The loss protection system of claim 1 wherein said instructions further comprise:
instructions for directing said processing unit to:
monitor said processing system for a plurality of trigger events
15 including said first triggering event, and
execute a security function in response to each detection of an

occurrence of one of said plurality of trigger events.

14. The loss protection system of claim 13 wherein said instructions further comprise:
20 instructions for directing said processing unit to:
execute a different security function in response to detection of

each of said plurality of trigger events.

15. The loss protection system of claim 13 wherein said instructions further comprise:
25 instructions for directing said processing unit to determine one of plurality
of security functions to execute from said one of said plurality of trigger

events detected.
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determ ni ng whether said portable nedia device is connected to said
processi ng systemin response to a detection of said first trigger event;
and 15 executing a security function by said processing systemin response
to said detection of said first triggering event and a determ nation that
said portable nedia device is connected to said processing system 31.
The nethod 6. Thedesscrrictegtivmsystern ohclgin fl atflescirsaidandeiglions furthen conarise:
wherein said 20first triggering event is lack of input froma connected
device to said prodeHBIcHNSs diEgRting said EpesssiNPaitddrount of tinme. 32. The
met hod of protecting | oss of a port evice aof c wherein

| di [ l.ai m 3 .
sai d connected device i §X§CR@ygqu@?}82§f gg?‘l‘r%%g”’h‘g'f’ﬂ%dng'f'd'ﬁb (r;';taé%tﬁeﬁtj”tp’oss
f t abl di a devi f .claim31 j i.d.. . i i
mouse 5. The et hod digPBIBEPTRe 5ol o Sl i IREENFGLHRY co of °

cl ai m530 wherein said first triggering event is a lack of systemactivity
in said processing systemfor a specified anount of time. 535. The nethod

of protectipg 1*?{%35350&0?&9&{ %ﬁ?érﬁ_oﬁ@@in%%}éir&ﬁ sSill icdtRICHOROUNREY Qniprizal d step
of executing said security function conprises: generating a nessage in said
processing system jnstructions for directing said processing unit to:

receive an input of device information, and

store said input of device information in said memory of said portable

10 media device.

18. The loss protection system of claim 17 wherein said device information includes a

device name.

15 19. The loss protection system of claim 17 wherein said device information includes a

device description.

20. The loss protection system of claim 1 wherein said instructions further comprise:
instructions for direction said processing unit to:
20 receive an input host location information, and

store said host location information in said memory of said device.

21. The loss protection system of claim 20 wherein host location information includes
name for said processing system.
25
22. The loss protection system of claim 20 wherein said host location information

includes a network address for said processing system.
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readi ng an address to receive said nessage by said processing system and
10transmtting said nessage to said address from said processing system

36. The nethod of protecting | oss of a portable nmedia device of claim35
wherein said nessage is an e-mail. 1537. The nethod of protecting |oss of a
portabl e nedi a device of claim35 wherein said nessage is a short nessage
servi ce mesdagde R8s pratectien isyeienf opclgirecaq N@er@%'%go%i Ieeatioab indormatipa
device of claim35 wherein said nessage is a dialog box on a di sgl a
devi ce. 20 39.inciydesmt ingigation pf dIsetiom faskiRg pracess g’oﬁj‘ftﬁ%‘?'ﬁe saldila *H'Q&Qfe of
claim 30 wherein said step of executing said security function conprises:
readi ng data SPYRIACESS ISV Rnory of said portable nedia device by said
processi ng system 25encrypting said data in said processing system and
storing said encrypted data fromsaid processing systemto said nmenory of

sai d portabbg fRALA &8 |66 s Qent BE BB B ofePdin BARGSG URShd 0RRerYonthriRer t abl e
{)al m t:% Wne¥ ern s?

nmedi a "devi cé of € ep of executing sald security function

conpri ses: reading gk bRk RRLFeREREM Rbcsi8ing UARté:abl e media device by
sai d processing system
receive an input of a triggering event information, and
store said trigger event information in said memory of said portable
media device.
10

25. The loss protection system of claim 24 wherein said triggering event information

includes an indication of a device to monitor for inactivity.

26. The loss protection system of claim 24 wherein said triggering event information

15 includes an amount of time of inactivity.

27. The loss protection system of claim 1 wherein said instructions further comprise:
instructions for directing said processing unit:
receive an input for receiving a selection of a security function to
20 perform in response to detection of said triggering event, and
store an indication of said security function to perform in said

memory of said portable media device.

28. The loss protection system of claim 1 wherein said instructions further comprise:
25 instructions for directing said processing unit to:
receive an input of a notification address, and
store said notification address in said memory of said portable

media device.
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5readi ng an address from said nenory of said portable nedia device by said
processi ng system and transmtting said data to said address fromsaid
processi ng system 41. The nethod of protecting | oss of a

portabl e nedia device of claim30 wherein said 10step of executing security
function conprises: erasing data stored in said nenory of said portable
nmedi a devi cédbhedassprptastessysign of slai! wherein said instruclionsduperiromnsise:
protecting | oss of a For,tabg e media device of claim 30 further

15conpri si ng: moni tBHYTHOM 08 diePlipe SRIEEPTRFSEIUE Rt or a plurality of

_ oni {BFIHEORY 06 A TR SBESLP iRt or a ty o
securi ty functi on by saitiOBroc8s STl Steh iiie T4 s asShat dSEEREI on

of an occurrence of one. ' Lty of triggering events. 20 43. The
met hod of protecting Iogg%gﬁ&ggﬂg#ﬁégkéﬁnedia device of claim42 further

conprigsing: executing a different security function by said processing
systemin response to detection of each of said plurality of triggering

events. 30. A method of protecting loss of a portable media device connectable to a
processing system comprising:
loading instructions stored in a memory of said portable media device into
said processing system in response to connecting said portable media
10 device to said processing system;
monitoring of said processing system by said processing system for a first
triggering event;
determining whether said portable media device is connected to said
processing system in response to a detection of said first trigger event; and
15 executing a security function by said processing system in response to
said detection of said first triggering event and a determination that said

portable media device is connected to said processing system.

31. The method of protecting loss of a portable media device of claim 30 wherein said
20 first triggering event is lack of input from a connected device to said processing

system for a specified amount of time.

32. The method of protecting loss of a portable media device of claim 31 wherein said
connected device is a keyboard.
25
33. The method of protecting loss of a portable media device of claim 31 wherein said

connected device is a mouse.
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25 44. The method of protecting |oss of a portable nedia device of claim42
further conprising: determning one of plurality of security functions to
execute fromsaid one of said plurality of triggering events detected.

45. The nethod of protecting |loss of a portable nedia device of claim 30
further 5conprising: executing a plurality of security functions including
sai d secur i 84 Tihermaethoe obgrotesting [nse ©f 8 Piortgbls yrediapeyice espaiRs0 whergst &id i on
of said first trigger event.. 46. The nethod of protecting |oss of
a portabl e nmedrs tegarios e¥entisad fackeffSYFieAL ACtMIYE diSRIdsRTREESSINGeRSISN Y An

I nput of device information in said processing system and storing said

i nput of devi SBEFHELAMAYMAN iffom sai d processing systeminto said memory of
sai d portabl e nedia device. 1547. The nethod of protecting |loss of a
portabl e nedia device of claim46 wherein said device information includes

a device nagg. . r | £ ; | &:4evi ce
oS Ao ng es R bS8 1R7 e PRt gl e
step of executing said security function comprises:
generating a message in said processing system;
reading an address to receive said message by said processing system;

and

10 transmitting said message to said address from said processing system.

36. The method of protecting loss of a portable media device of claim 35 wherein said

message is an e-mail.

15 37. The method of protecting loss of a portable media device of claim 35 wherein said

message is a short message service message.

38. The method of protecting loss of a portable media device of claim 35 wherein said

message is a dialog box on a display device.

20
39. The method of protecting loss of a portable media device of claim 30 wherein said
step of executing said security function comprises:
reading data stored in said memory of said portable media device by said
processing system;
25 encrypting said data in said processing system; and

storing said encrypted data from said processing system to said memory of

said portable media device.
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20 49. The method of protecting |loss of a portable nedia device of claim30
further conprising: recei ving an input host |ocation information
in said processing system and storing said host location information from
sai d processing systeminto said 25nmenory of said device. 50. The method of
protecting | oss of a portable nedia device of claim49 wherein said host

| ocat i on i nf@rThetmethod ntprathstingtose of apogable Medin devdenef dgigt Ehwhemsin stepe

met hod of protecting |loss of a portable nedia device of claim49 wherein
sai d host | oc&f e¥eFUling SRIFSEFHY FUNCHioRE_MBNSest wor k address for said

processi ng system 52. The nethod of protecting |oss of ortabl e nedi a
devi ce of clai m 49 "GRlpe daig dnmtm?’ﬁE'é(?Pgﬁaﬁdnf’B’?ﬂﬁ? i’Bﬁg? n@‘f‘}?ﬁ?e Y a5pid |

i ndication of a location tracking process to determne said | ocation of
sai d processi ng sy &RS8Y SYSRIY et hod of protecting | oss of a portable

medi a.devi ce of claLm.4 u Lsi.ng: R ' :
tri gggri ng event i ﬁ‘#e%arm tah)#a?%é’ssgl p?r'%(}:r%gnsolr%%? gg@t%nﬁf% }aeﬁgq euRPlvied by
said processing system; and

transmitting said data to said address from said processing system.

41. The method of protecting loss of a portable media device of claim 30 wherein said

10 step of executing security function comprises:

erasing data stored in said memory of said portable media device by said

processing system.

42. The method of protecting loss of a portable media device of claim 30 further
15 comprising:
monitoring by said processing system for a plurality of trigger events
including said first triggering event; and
executing a security function by said processing system in response to

each detection of an occurrence of one of said plurality of triggering events.

20
43. The method of protecting loss of a portable media device of claim 42 further
comprising:
executing a different security function by said processing system in
response to detection of each of said plurality of triggering events.
25

44. The method of protecting loss of a portable media device of claim 42 further

comprising:
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storing said triggering event information in said nenory of said device.

54. The nethod of protecting |oss of a portable nedia device of claimb53
wherein said 15triggering event information includes an indication of a
device to nmonitor for inactivity. 55. The method of protecting | oss of a
portabl e nedia device of claim53 wherein said triggering event information
i ncl udes an anount dgterpinieg ene johabralify efsecpgtysignctiphe tenexeeide Frnpsaid ©8¢i ng

| oss of a portable nedia device of claim 30 further conprising:

recei ving an i nput ¥ @&RidRialityiof jiggedrg ayantyAetssted: security function to
performin response to detection of a triggering event in said processing
system 25and storing an indication of said security function to perform

57" The. et Abdl B MRSERGL PR Ba<ont Of S BRtah? insil el o i 3 i3

furthgr corrpric%inﬂgi'sin ) receiving an input of a notification address
I n said processing sg'stem and storing said notification request fromsaid

processing system i 0@y fplurality of security functions including said security function by

said processing system in response to detection of said first trigger event.

46. The method of protecting loss of a portable media device of claim 30 further
10 comprising:
receiving an input of device information in said processing system; and
storing said input of device information from said processing system into

said memory of said portable media device.

15 47. The method of protecting loss of a portable media device of claim 46 wherein said

device information includes a device name.

48. The method of protecting loss of a portable media device of claim 46 wherein said

device information includes a device description.

20
49. The method of protecting loss of a portable media device of claim 30 further
comprising:
receiving an input host location information in said processing system; and
storing said host location information from said processing system into said
25 memory of said device.

50. The method of protecting loss of a portable media device of claim 49 wherein said

host location information includes name for said processing system.
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5menory of said portable nedia device. 58. The nethod of protecting |oss of
a portable media device of claim30 further conprising:
provi ding a graphical user interface to request and receive information
10f rom a user by said processing system
51. The method of protecting loss of a portable media device of claim 49 wherein said

host location information includes a network address for said processing system.

52. The method of protecting loss of a portable media device of claim 49 where said
5 host location information includes an indication of a location tracking process to

determine said location of said processing system.

53. The method of protecting loss of a portable media device of claim 49 further
comprising:

10 receiving an input of triggering event information in said processing system;
and

storing said triggering event information in said memory of said device.

54. The method of protecting loss of a portable media device of claim 53 wherein said
15 triggering event information includes an indication of a device to monitor for

inactivity.

55. The method of protecting loss of a portable media device of claim 53 wherein said

triggering event information includes an amount of time of inactivity.

20
56. The method of protecting loss of a portable media device of claim 30 further
comprising:
receiving an input for receiving a selection of a security function to perform
in response to detection of a triggering event in said processing system,
25 and

storing an indication of said security function to perform from said

processing system into said memory of said portable media device.
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57. The method of protecting loss of a portable media device of claim 30 further
comprising:
receiving an input of a notification address in said processing system; and
storing said notification request from said processing system into said

5 memory of said portable media device.

58. The method of protecting loss of a portable media device of claim 30 further
comprising:
providing a graphical user interface to request and receive information

10 from a user by said processing system.
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