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WHAT IS CLAIMED IS: 

 

1. A requestor device for digital signing of a message, comprising: 

at least one hardware processor executing a code for: 

transmitting the message for signing thereof, in a single request session over the 

network to each one of a plurality of validator devices; 

receiving over the network a signature-data value computed and signed by a beacon 

device; 

receiving in a single response session from each one of the plurality of validator 

devices, a respective partial-open decrypted value computed for the signature-data value 

and the message using a private key of one of the plurality of validator devices; and 

aggregating the partial-openopen decrypted values received from the plurality of 

validator devices to compute the digital signature of the message; 

computing an unencrypted signature of the message from the partial open decrypted 

values. 

 

2. A requestor device for digital signing of a message, comprising: 

at least one hardware processor executing a code for: 

transmitting the message for signing thereof, in a single request session over the 

network to each one of a plurality of validator devices; 

wherein a beacon device computes and transmits over a network to each one of a 

plurality of validator devices a signature-data value computed and signed by the beacon 

device; 

receiving in a single response session from each one of the plurality of validator 

devices, a respective partial-open decrypted value computed for the signature-data value 

and the message; and 

aggregating the partial-open decrypted values received from the plurality of validator devices to 

compute the digital signature of the message; 

  identifying which of the plurality of validator devices is malicious when the digital 

signature is not validated, by comparing, for each respective validator device of the plurality of 

validator device, a first value computed using unique values for the respective validator device 

provided by the beacon device and using the message, with a second value computed using an 

indication of proof provided by the respective validator device based on the unique values and the 

message. 
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3. The requestor device of claim 1, wherein the at least one hardware processor executing a 

code for validating that the digital signature computed by aggregating the partial-open decrypted 

values received from the plurality of validator devices is a valid signature of the message. 

 

4. The requestor device of claim 1, wherein the requestor device is one of the plurality of 

validator devices. 

 

5. A system for digital signing of a message, comprising: 

a requestor device; 

a plurality of validator devices, each including at least one hardware processor 

executing a code for: 

receiving from a beacon device over a network a signature-data value 

computed and signed by the beacon device using a private key of one of the 

plurality of validator devices; 

receiving the message for signing thereof from the requestor device over 

the network in a single request session; 

computing a respective partial-open decrypted value of the signature-data 

value and the message using a private key of one of the plurality of validator 

devices; and transmitting the respective partial-open decrypted value to the 

requestor device in a single response session,  

computing an unencrypted signature of the message from the partial open 

decrypted values 

wherein the requestor device aggregates the partial-open decrypted values 

received from the plurality of validator devices to compute the digital signature of 

the message. 

 

6. The system of claim 5, wherein the at least one hardware processor executes a code for 

checking whether the message qualifies for signing by each respective validator device of the 

plurality of validator devices according to a respective set-of-rules. 

 

7. The system of claim 5, wherein the at least one hardware processor executes a code for 

validating that the beacon device signed the signature-data value and that the signature-data value 

has not been previously used. 
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8.  A system for digital signing of a message, comprising: 

(A) a beacon device having at least one hardware processor executing a code for: 

computing, signing and transmitting over a network to each one of a plurality of 

validator devices: a signature-data value; 

(B) a plurality of validator devices, each including at least one hardware processor 

executing a code for: 

receiving the message for signing thereof from a requestor device over the network 

in a single request session; 

computing a respective partial-open decrypted value for the signature-data value 

and the message using a private key of one of the plurality of validator devices;  

transmitting the respective partial-open decrypted value to the requestor device in 

a single response session, wherein the requestor device aggregates the partial-open 

decrypted values to compute the digital signature of the message; and 

computing an unencrypted signature of the message from the partial open decrypted 

values. 

 

9. The system of claim 8, the at least one hardware processor of the beacon device executes 

a code for computing and transmitting over the network to each one of the plurality of validator 

devices, a public key, and a respective split-private key of a plurality of split-private keys, wherein 

the signature-data value includes a DSA-private key computed by the beacon device using a digital 

signature algorithm (DSA) process, wherein the DSA-private key is at least one of: encrypted with 

the public key corresponding to the private key that is split into the plurality of split-private keys 

computed based on an encryption process that is additive homomorphic and includes a threshold 

decryption process; and 

the at least one hardware processor of each one of the plurality of validator devices further 

executes a code for computing the respective partial-open decrypted value using the respective 

split-private key applied to the signature-data value and the message. 

 

10. The system of claim 8, wherein the signature-data value and the respective private key are 

split and shared with each one of the plurality of validator devices using a secret sharing process 

satisfying the property of level-1 homomorphic sum secret sharing by enabling a multiplication 

operation of encrypted values. 
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11. The system of claim 10, wherein the signature-data value that is split and shared is selected 

from a plurality of signature-data values and the private key that is split and shared is selected 

from a plurality of private keys used to compute the respective partial-open decrypted values, 

without the plurality of validator devices knowing the certain signature data value and the certain 

private key that is selected. 

 

12. The system of claim 8, wherein the signature-data value is shared with each one of the 

plurality of validator devices using a secret sharing process that is homomorphic to addition; and 

the at least one hardware processor of each one of the plurality of validator devices further 

executes a code for computing the respective partial-open decrypted value based on the secret 

sharing process. 

 

13. The system of claim 9, wherein a number of the plurality of split-private keys corresponds 

to a number of validator devices, and the digital signature of the message is computed only when 

all of the number of the plurality of validator devices provide respective partial-open decrypted 

values. 

 

14. The system of claim 9, further comprising defining a minimum security level of a number 

of validator device out of a total number of validator devices required to provide respective partial-

open decrypted values for computing of the digital signature of the message, increasing the 

minimum security level to a minimum threshold according to a set of rules, wherein a number of 

the plurality of split-private keys corresponds to the total number of validator devices, and the 

digital signature of the message is computed when the number of the plurality of validator devices 

provide respective partial-open decrypted values is above the minimum threshold. 

 

15. The system of claim 10, further comprising dividing a total number of validator devices 

into at least two groups, providing by the beacon device a unique signature-data value for each of 

the at least two groups, wherein the digital signature of the message is computed only when all of 

the validator devices of each group provide respective partial-open decrypted values computed 

using respective unique signature-data values for each of the at least two groups. 

 

16. A system for digital signing of a message, comprising: 

(A) at least one hardware processor of a beacon device executing a code for: 
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computing and transmitting over a network to each one of a plurality of validator 

devices: a signature-data value computed and signed by the beacon device; 

(B) a plurality of validator devices, each including at least one hardware processor 

executing a code for: 

receiving the message for signing thereof from a requestor device over the network 

in a single request session; 

computing a respective partial-open decrypted value for the signature-data value 

and the message using a private key of one of the plurality of validator devices;  

transmitting the respective partial-open decrypted value to the requestor device in a single response 

session, wherein the requestor device aggregates the partial-open decrypted values to compute the 

digital signature of the message; 

wherein the message for signing thereof is transmitted by the requestor device, in 

a single request session over the network to each one of the plurality of validator devices; 

wherein the respective partial-open decrypted value of the signature-data value and 

the message is received by the requestor device in a single response session from each one 

of the plurality of validator devices;  

wherein the partial-open decrypted values received from the plurality of validator 

devices are aggregated by the requestor device to compute the digital signature of the 

message. 

 

17. The system of claim 9, wherein the DSA process comprises an Elliptic Curve DSA 

(ECDSA). 

 

18. The system of claim 9, wherein the DSA process comprises an Edwards-curve DSA 

(EdDSA) process. 

 

19. The system of claim 9, wherein the signature-data value includes the following 

components: (i) an inverse of a random value encrypted with the public key corresponding to the 

private key that is split into the plurality of split-private keys computed based on an encryption 

process that is additive homomorphic and includes a threshold decryption process; and (ii) an 

encryption of the following with the public key corresponding to the private key that is split into 

the plurality of split-private keys computed based on an encryption process that is additive 

homomorphic and includes a threshold decryption process: a product of the inverse of the random 
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value and a hash of a known constant point raised to the power of the random value and a DSA-

private key computed by the beacon device using a DSA process.  

 

20. The system of claim 9, wherein the signature-data value includes the following 

components: (i) an inverse of a random value split into a plurality of first components using a 

secret sharing process that is homomorphic to addition; and (ii) splitting the following into a 

plurality of second components using the secret sharing process: a product of the inverse of the 

random value and the hash of the known constant point raised to the power of the random value 

and an EdDSA-private key computed by the beacon device using EdDSA, wherein each of the 

plurality of validator devices is provided with a respective first and second component.  

 

21. The system of claim 20, wherein the signature-data value further includes: (iii) the hash of 

the known constant point raised to the power of the random value. 

 

22. The system of claim 9, wherein the DSA-private key of the signature-data value is 

generated using an hd-tree enabling deriving DSA-private keys from a base DSA-private key using 

a derivation index value, and wherein the derivation index value is provided to the plurality of 

validator devices for locally computing the signature-data value. 

 

23. The system of claim 22, wherein the DSA-private key comprises an EdDSA-private key, 

and the hd-enabling deriving DSA-private keys from the base DSA-private key comprises deriving 

EdDSA-private keys from the base EdDSA-private key. 

 

24. The system of claim 22, wherein the DSA-private key comprises an ECDSA-private key, 

and the hd-enabling deriving DSA-private keys from the base DSA-private key comprises deriving 

ECDSA-private keys from the base ECDSA-private key. 

 

25. The system of claim 9, wherein the public key and the private key that is split into the 

plurality of split-private keys are computed based on a threshold decryption process; and 

the at least one hardware processor of the beacon device executes a code for: 

 computing a plurality of DSA key pairs; 

encrypting each private key of the plurality of DSA key pairs to create a plurality 

of encrypted private keys; 
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providing the plurality of encrypted private keys to the plurality of validator 

devices; 

selecting one of the plurality of encrypted private keys, wherein the signature-data 

value does not include the selected private key; 

providing an indication of the selected encrypted private key to the plurality of 

validator devices, wherein the partial open decrypted value is computed using the selected 

encrypted private key and the signature-data value which does not include the selected 

private key. 

 

26. The system of claim 9, wherein the DSA process comprises EdDSA, and  

the at least one hardware processor executing a code for: 

 computing a plurality of EdDSA key pairs; 

encrypting each private key of the plurality of EdDSA key pairs to create a plurality 

of encrypted private keys; 

providing the plurality of encrypted private keys to the plurality of validator 

devices; 

selecting one of the plurality of encrypted private keys, wherein the signature-data 

value does not include the selected private key; 

providing an indication of the selected encrypted private key to the plurality of 

validator devices, wherein the partial open decrypted value is computed using the selected 

encrypted private key and the signature-data value which does not include the selected 

private key. 

 

27. The system of claim 9, wherein the DSA process comprises ECDSA, and  

the at least one hardware processor executing a code for: 

 computing a plurality of ECDSA key pairs; 

encrypting each private key of the plurality of ECDSA key pairs to create a plurality 

of encrypted private keys; 

providing the plurality of encrypted private keys to the plurality of validator 

devices; 

selecting one of the plurality of encrypted private keys, wherein the signature-data 

value does not include the selected private key; 

providing an indication of the selected encrypted private key to the plurality of 

validator devices, wherein the partial open decrypted value is computed using the selected 
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encrypted private key and the signature-data value which does not include the selected 

private key. 

 

28. The system of claim 27, wherein the at least one hardware processor of the beacon device 

is executing a code for: 

 splitting a plurality of encrypted private keys; 

 selecting any one of the split plurality of encrypted private keys; 

 splitting a plurality of signature-data values; 

 selecting any one of the split signature-data values; and 

 providing the selected split encrypted key and the selected split signature-data value to 

plurality of validator devices using a secret sharing process satisfying the property of level-1 

homomorphic secret sharing by enabling a multiplication operation of encrypted values. 

 

29. The system of claim 28, wherein the level-1 homomorphic secret sharing comprises level-

1 homomorphic sum secret sharing. 

 

30. The system of claim 8, wherein the beacon device computes and transmits a plurality of 

instances of the signature-data value, without triggering by the message. 

 

31. The system of claim 8, wherein the beacon device is connected to the network in a 

unidirectional manner such that traffic is transmitted from the beacon to the network but not in a 

direction from the network to the beacon. 

 

32. The system of claim 8, wherein the beacon device is implemented as a cold offline wallet 

that is connected to a hot wallet implemented as the requestor device. 

 

33. The system of claim 8, wherein the message includes a transaction of cryptocurrency for 

storage as a record in a blockchain. 

 

34. The system of claim 8, wherein the beacon repeatedly computes and transmits the 

signature-value. 

 

35. The system of claim 9, wherein after an initialization process, the beacon device computes 

and transmits a defined number of instances of different public keys, corresponding private keys, 
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and signature-data values, wherein the plurality of validator devices sign up to the predefined 

number of messages. 


