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(57) Abstract: A method, apparatus and a wireless communica­
tion system to derive security key(s) over an air link in a secure 
manner by sending by a mobile station over the air a single direc­
tion permutation of a mobile station ID, establishing keys with the 
base station and sending the mobile station real ID in a secure 
manner. 
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