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Methods and Systems for Managing Robotic Process Automation

Field of the Disclosure

The present disclosure relates to methods and systems for managing Robotics Process
Automation (RPA) robot.

Background

Robotics Process Automation (RPA) is an emerging form of business process automation
technology utilising software robots or artificial intelligence (Al) workers. In conventional
workflow automation tools, a software developer produces a list of actions to automate a
task using internal application program interfaces. In contrast, RPA systems develop an
action list by watching a user perform a task in the application’s graphical user interface, and
then perform the automation by repeating those tasks directly on the graphical user
interface. RPA robots can then generate the appropriate input commands for the GUI to
cause a given process to be carried out by the computer system. This enables the
automation of processes, turning attended processes into unattended processes. The
advantages of such an approach are multitude — these include greater scalability allowing
multiple RPA robots to perform the same task across multiple computer systems, along with
a greater repeatability as the possibility for human error in a given process is reduced or

even eliminated.

Organisations that use RPA software such as software robots (also known as digital
workers) have to ensure that the software is performing correctly during runtime. Errors that
occur during execution have to be diagnosed and fixed as soon as possible. To achieve this,
organisations typically employ staff to monitor performance and to detect and fix issues
when they occur, which can add significant operating costs for running digital workers. By
some industry-wide statistics, for every 20 digital workers a company needs to hire on

average one full time employee to perform maintenance tasks.

Not only is the cost of manual maintenance high, the availably of the RPA-powered business
processes can be significantly degraded if maintenance is not performed in a timely manner.
Even if it is simple to diagnose and fix certain problems, it can take a lot of time to manually
detect these problems, or to allocate a human worker to identify and fix them. For example,
a 5-minute fix may happen only hours later when a human worker becomes available to

assess and resolve the issue.
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Summary

As mentioned above, there are a number of problems associated with currently available
techniques for the maintenance of RPA-powered business processes, such as high
operating costs and potential significant disruptions. This can mean that companies will get
significantly diminished returns on investment from RPA or Intelligent Automation solutions
due to the cost of maintenance required. This can also mean that companies may limit using
business automation via software robots to only their less important business processes,
which can substantially decrease the number of automatable processes and savings for
customer organizations. Thus, it is a desired objective to reduce the RPA maintenance effort
required by customer organisations and to increase reliability and availability of RPA-

powered software robots.

Embodiments described herein are directed towards methods and systems for managing a
Robotics Process Automation (RPA) robot. More specifically, embodiments described
herein relate to techniques that can perform “self-healing” and reduce maintenance effort
required for RPA robot(s), particularly by customer organisations and that can increase the
reliability and/or availability of RPA robot(s).

According to an aspect of the present disclosure, there is provided a computer-implemented
method for managing an RPA robot. The method comprises: acquiring data associated with
an operation metric of the RPA robot during execution of an automation workflow; and
determining an optimising action based on a policy and the acquired data associated with

the operation metric of the RPA robot.

According to another aspect of the present disclosure, there is provided a system for
managing performance of an RPA robot. The system comprises: an acquiring unit
configured to acquire data associated with an operation metric of the RPA robot during
execution of an automation workflow; and a determining unit configured to determine an
optimising action based on the policy and the acquired data associated with the operation
metric of the RPA robot.

According to another aspect of the present disclosure, there is provided a computer-
readable storage medium comprising instructions which, when executed by a computer,

cause the computer to carry out the steps of the method of as described herein.
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Optional features are set out in the appended dependent claims.

These, and other aspects of the present disclosure will be better appreciated and understood
when considered in conjunction with the following description and the accompanying
drawings. The following description, while indicating various embodiments of the disclosure
and numerous specific details thereof, is given by way of illustration and not of limitation.
Many substitutions, modifications, additions, or rearrangements may be made within the
scope of the disclosure, and the disclosure includes all such substitutions, modifications,

additions or rearrangements.

Brief Description of the Drawings

Embodiments of the present disclosure will now be described, by way of example only, with

reference to the accompanying drawings, in which:

Figure 1 is a flowchart of a computer-implemented method for managing a Robotics Process
Automation (RPA) robot, according to an embodiment of the present disclosure;

Figure 2 is a block diagram of a system for managing performance of an RPA robot,
according to an embodiment of the present disclosure; and

Figure 3 is a diagram illustrating a topology for RPA robot management, according to an

embodiment of the present disclosure.

Detailed Description

In the following description, numerous specific details are set forth in order to provide a
thorough understanding of the embodiments. It will be apparent, however, to one having
ordinary skill in the art the specific details need not be employed to practice the
embodiments. In other examples, well-known materials or methods have not been described

in detail in order to avoid obscuring the present disclosure.

Figure 1 is a flowchart of a computer-implemented method for managing a Robotics Process
Automation (RPA) robot, according to an embodiment of the present disclosure. The method
described herein may be implemented by a system, such as the system 200 as described
with reference to Figure 2. This system may be referred to as a Process Manager in some
implementations. Furthermore, in some implementations, the method may be performed by
a client computing device, a network, a server, or a combination thereof, such as the client

computing device 305, the network 310, and the server 320 as illustrated in Figure 3.
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The method 100 begins at step S110 at which data associated with an operation metric of
the RPA robot during execution of an automation workflow is acquired. In some
embodiments, the acquisition may be performed starting from the launch of a relevant
session during which the automation workflow is executed, and it may be triggered by such
session being launched. In these embodiments, the triggering of the acquisition may not
require any prior knowledge of the specific automation workflow that is to be executed. In
other words, the acquisition of the data may be triggered by the launch of any session

regardless of which automation workflow is to be executed during the session.

Alternatively or in addition, the acquisition may be performed during a specific session, for

example one that is indicated by a user.

In some embodiments, acquiring data associated with an operation metric of the RPA robot
at step S110 may be based on a definition of the automation workflow. For example, an
automation workflow may reference a specific external web service or application with which
it interacts — in this case, the acquiring of data (e.g. response times) may be based on this
specific external web service or application. As another example, a policy associated with
the workflow may reference a specific metric within the rules, such as central processing
unit (CPU) or memory consumption. In this case, the acquiring of data may be based on the

specific metric reference by the policy.

The data associated with an operation metric of the RPA robot may comprise, for example,
at least one of: data related to an environment in which the RPA robot executes the
automation workflow, data corresponding to a time-stamped sequence of internal stages in
the automation workflow, and data associated with a status of a current session executed
by the RPA robot. The data related to the environment may comprise at least one of: a metric
associated with central processing unit (CPU) usage by the RPA robot, a metric associated
with graphics processing unit (GPU) usage by the RPA robot, a metric associated with
memory usage by the RPA robot, a metric associated with a number of applications started
by the RPA robot during runtime, a metric associated with the connectivity of the RPA robot
to an application (e.g. an external web service such as a web page or web mail), and a
metric associated with another runtime process on the same runtime resource as the RPA

robot. These metrics may be historical values and/or current (real-time) values.

In some embodiments, acquiring data associated with an operation metric of the RPA robot

at step S110 may comprise at least one of: detecting the operation metric using a sensor,
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querying a database (directly or indirectly, e.g. via a data gateway), querying an operating
system, querying an external data source (e.g. an external service that aggregates
information about an operation system and/or an environment associated with the RPA
robot), and receiving events associated with the operation metric that are triggered upon a
corresponding condition being met. The queried database may be one that resides on a
machine separate from the RPA robot. The querying operation(s) may be performed at

respective predetermined time intervals.

Returning to Figure 1, at step $120, an optimising action is determined based on a policy
and the acquired data associated with the operation metric of the RPA robot. In the context
of the present disclosure, an optimising action refers to action which can optimise the
execution of the automation workflow without necessarily affecting or modifying the
definition(s) of the automation workflow. For example, as will be explained in more detail
below, an optimising action may comprise a message corresponding to the results of the
analysis, or more specifically the provision of such message to a user (e.g. through a
display). As another example, an optimising action may comprise a management action,
such as stopping the execution of the automation workflow by the RPA robot or changing
an element of the environment in which the RPA robot operates. As explained in more detail
below, these actions may be performed automatically as part of the “optimising action”. It
will also be appreciated that in some embodiments an optimising action may change the
definition of the automation workflow, e.g. by updating, adding, or removing stages in the

workflow definition.

Through the use of one or more policies, an end user can be in control of the management
of the RPA robot and more specifically the execution of an automation workflow by the RPA
robot. The policy may be a rule-based policy that dictates a corresponding condition for
comparison with the operation metric and an action to be carried out based on results of the
comparison between the condition and the operation metric. The corresponding condition
may be in the form of a threshold (e.g. percentage of CPU usage), or a binary decision (e.g.

whether a workflow is executing in an infinite loop).

Alternatively or in addition, the policy may dictate an optimisation goal for the RPA robot
during execution of the automation workflow. Examples of optimisation goals include
“complete workload within 1 hour”, “keep CPU/memory usage within 40% of the total

available usage”, “ensure there are no blocked workflow executions (i.e. hanging sessions)”,

“complete process within service level agreement-based time limit of one hour”, etc.
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Furthermore, in some embodiments a policy may involve more than one type of metric
and/or data (e.g. the condition being “memory consumption over 60% and speed of stages
executed is 3 times above a baseline”), where this data may be historical sensor data (e.g.
the condition being “CPU consumption is > 40% over the last three monitoring periods, or
“automation entered into infinite loop — traverses the same subset of stages repeatedly”). In
some embodiments, the policy may also be used at step S110, such that acquiring data
associated with an operation metric of the RPA robot may be based on the policy. For

example, the policy may dictate a sensor for detecting the operation metric of the RPA robot.

In some embodiments, determining the optimising action at step S120 may comprise
analysing the acquired data associated with the operation of the RPA robot during execution
of the automation workflow based on the policy to predict or determine an error, and
determining the optimising action based on the policy and the results of the analysis. In these
embodiments, the optimising action may comprise at least one of. a message corresponding
to the results of the analysis (e.g. an alert indicating that a “hanging-bot” is detected, an alert
that a spike in exception errors is detected, or an alert that the execution is falling behind
schedule, etc.), an action recommendation corresponding to the results of the analysis, and
an automatic action to be carried out by the RPA robot corresponding to the results of the
analysis. Analysing the acquired data may be performed using a deterministic algorithm
and/or a first machine learning model. The deterministic algorithm may be associated with
combinatorial reasoning and/or planning and scheduling. In the context of the present
disclosure, a “hanging-bot” refers to a digital worker that is unable to proceed with execution

of the next step in the workflow.

Furthermore, in these embodiments, analysing the acquired data associated with the
operation of the RPA robot during execution of the automation workflow to predict or
determine an error may comprise predicting or determining at least one of an error in the
execution of the automation workflow by the RPA robot and an operation parameter to be
optimised in the execution of the automation workflow by the RPA robot. In other words, in
some embodiments the analysis may involve only the prediction or detection of an error in
execution of the automation workflow, in some embodiments the analysis may involve only
the prediction or detection of an operation parameter to be optimised in the execution of the
automation workflow, and in some embodiments the analysis may involve both. The
predicted or detected operation parameter to be optimised may relate to improving the
execution performance of the RPA robot. For example, it may be predicted or detected that

execution of the automation workflow is ahead of schedule — in this case the corresponding
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operation parameter (to be optimised) may be the amount of workload allocated to the RPA

robot within a certain time period.

The predicted or determined error in the execution of the automation workflow by the RPA
robot may correspond to an abnormal behaviour in the execution of the automation workflow.
For example, the abnormal behaviour may comprise at least one of: an unexpected pause
or termination of the automation workflow execution (e.g. the automation process being
blocked), an operation metric of the RPA robot breaching a corresponding threshold (e.g.
the CPU usage being above 60% of the total available capacity for the last 2 minutes, or that
at the current rate of memory usage increase, the automation process will reach critical
threshold in 30 minutes), an execution error of the automation workflow, and an unexpected

output produced by the automation workflow.

As mentioned above, in some embodiments the optimising action may comprise an
automation action to be carried out by the RPA robot, the automation action being one that
corresponds to the results of the analysis. In these embodiments, the automatic action may
comprise at least one of: restarting execution of the automation workflow by the RPA robot,
postponing or stopping the execution of the automation workflow by the RPA robot, changing
an element of the environment in which the RPA robot operates, changing an operation
parameter of the RPA robot (e.g. a session variable specifying maximum waiting time for an
application to respond, or an environment variable specifying a location of an input file etc.),
changing a defining parameter (e.g. a subset of element attributes used during an object
identification process) of and/or a stage in the automation workflow (where the automation
workflow has been designed in terms of its internal logic, stages, etc. to allow such
change(s)), skipping an optional stage in the automation workflow during execution (where
the optional stage(s) have been designed and pre-labelled in the automation workflow as
such, and may include any activity that is deemed (e.g. by a process owner) relevant but not
essential, e.g. activities such as optionally sending emails to clients after an execution of a
task, or generating a PDF version of a report etc.), requesting different allocation of central
processing unit (CPU) resources, requesting different allocation of memory resources,
requesting extra workload to be performed by the RPA robot, and storing information
associated with the results of the analysis. For example, as mentioned above, analysis of
the acquired data may involve predicting or detecting that an amount of workload allocated
to the RPA robot can be optimised, and in this example the optimising action may comprise
requesting extra workload to be performed by the RPA robot. As another example, changing
a defining parameter of the automation workflow may comprise externally controlling an

element of decision logic or a wait time in the automation workflow.
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As mentioned above, in some embodiments analysing the acquired data may be performed
using a first machine learning model. The first machine learning model may be trained with
at least one of: operation metrics of an RPA robot, possible errors in executing an
automation workflow by an RPA robot, and possible modifications to operation parameters
for executing an automation workflow by an RPA robot. The first machine learning model
may comprise at least one of: a classical ML model (e.g. a model based on linear/logistic
regression, a kernel-based model, a model based on decision trees and random forests,
etc.) and a Deep Learning model (e.g. a Recurrent Neural Network, a Long short-term
memory model, a Convolution Neural Network, a model adopting Transformer Architecture,

etc.).

Although not shown in Figure 1, in some embodiments the method 100 may further comprise
storing information comprising at least one of: the acquired data associated with the
operation metric of the RPA robot, the predicted or determined error in the execution of the
automation workflow, the predicted or determined operation parameter to be optimised in
the execution of the automation workflow, and the determined optimising action. Subsequent
to storing this information, the method may further comprise training the first machine

learning model based on the stored information.

Alternatively or additionally, although not shown in Figure 1, in some embodiments the
method 100 may further comprise detecting execution of the automation workflow by the
RPA robot. In these embodiments, the step of acquiring data associated with an operation
metric of the RPA robot during execution of the automation workflow at S110 may be
performed subsequent to the detection of the execution of the automation workflow, or
performed upon the detection of the execution of the automation workflow. Furthermore, in
these embodiments, the method may further comprise acquiring the policy subsequent to
detecting execution of the automation workflow by the RPA robot, where the policy

corresponds to the RPA robot and/or the automation workflow.

Alternatively or additionally, although not shown in Figure 1, in some embodiments the
method 100 may further comprise receiving at least one of: a user input to enable or disable
automatic execution of the determined optimising action, a user input to confirm or reject the
determined optimising action, a user input to agree or disagree with the predicted or
determined error and/or the operation parameter to be optimised, a user input to provide an
alternative to the predicted or determined error and/or the operation parameter to be

optimised, a user input to agree or disagree with the determined optimising action, a user
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input to provide an alternative to the determined optimising action, and a user input indicating
user feedback subsequent to execution of the optimising action (e.g. a reply to “was the
issue diagnosed accurately?” and/or “was the issue resolved satisfactorily?”). The method
100 may also comprise executing the optimising action, and in some embodiments this may
be performed only if a user input enabling automatic execution of the determined optimising
action, and/or a user input confirming the determined optimising action is received, and/or a
user input agreeing with the predicted or determined error and/or the operation parameter
to be optimised is received, and/or a user input agreeing with the determined optimising

action is received.

The method 100 may further comprise storing the user input to confirm or reject the
determined optimising action, and/or the user input to agree or disagree with the predicted
or determined error and/or operation parameter to be optimised, and/or the user input to
provide an alternative to the predicted or determined error and/or the operation parameter
to be optimised, and/or the user input to agree or disagree with the determined optimising
action, and/or the user input to provide an alternative to the determined optimising action,
and/or the user feedback subsequent to execution of the optimising action, and training the

first machine learning model based on the stored user input and/or user feedback.

In some embodiments, the method 100 may further comprise determining an effectiveness
score of the determined optimising action using the first machine learning model. The
effectiveness score may be determined based on at least one of. a binary outcome (i.e.
whether the optimising action addresses or solves the predicted or determined error, for
example whether the software robot is able to resume execution), a numerical performance
metric (e.g. a metric that indicates an extent to which the predetermined or determined error
has been addressed, such as a difference between the current CPU usage to a target level
after the optimising action has been executed, or a difference between the new expected
completion time to a target service level agreement (SLA) completion time ), or a subjective
user evaluation (e.g. the user indicating how satisfied they are with the optimising action, for

example on a scale of 1 to 10).

As mentioned above, in some embodiments the policy (which is used in step S120 for
determining an optimising action) may dictate an optimisation goal for the RPA robot during
execution of the automation workflow. In these embodiments, determining an optimising
action at step S120 may be further based on at least one of a deterministic algorithm and a
second trained machine learning model. The second trained machine learning model may

be trained with at least one of: operation metrics of an RPA robot, operation parameters in
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the execution of an automation workflow by an RPA robot, and a deterministic algorithm
associated with at least one of. rule execution, combinatorial optimisation, and artificial
intelligence (Al) planning and scheduling. In more detail, in some embodiments the second
trained machine learning model may be trained based on data associated with a quality of
an outcome of previously executed optimising actions, e.g. whether or not the executed
optimising action resolved a detected error. The second machine learning model may
comprise at least one of:. a classical Machine Learning (ML) model (e.g. a model based on
linear/logistic regression, a kernel-based model, a model based on decision trees and
random forests, etc.) and a Deep Learning model (e.g. a Recurrent Neural Network, a Long
short-term memory (LSTM) model, a Convolutional Neural Network, a model adopting

Transformer Architecture, etc.).

In some embodiments, the step of acquiring data associated with an operation metric of the
RPA robot during execution of an automation workflow at step S110 may comprise acquiring
first data associated with a first session at a runtime resource corresponding to the
automation workflow. In these embodiments, the method 100 may further comprise
acquiring second data associated with an operation metric of the RPA robot during execution
of the second automation workflow, the second data being associated with a second session
at the runtime resource, and determining an optimising action based on a second policy
and the acquired second data. Furthermore, in these embodiments, acquiring the second
data may be triggered by the second session being launched. The first and second policies
may be the same policy or they may be different policies. It will be appreciated that the
triggering of the acquisition of the second data may not require any prior knowledge of the

specific automation workflow that is to be executed during the second session.

Figure 2 is a block diagram of a system for managing performance of an RPA robot,
according to an embodiment of the present disclosure. In some embodiments, the system
200 illustrated in Figure 2 may be implemented as a Process Manager, for example one that
is implemented in a server (e.g. the server 320 as described below with reference to Figure
3). As shown in Figure 2, there is provided a system 200 comprising an acquiring unit 210

and a determining unit 220.

The acquiring unit 210 is configured to acquire data associated with an operation metric of
the RPA robot during execution of an automation workflow. The acquiring unit 210 may be
configured to acquire the data upon a (new) session being launched during which the
automation workflow is executed. The acquiring unit 210 may be configured to acquire the

data during a specific session (e.g. as indicated by a user). In some embodiments, the
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acquiring unit 210 may be configured to acquire data associated with an operation metric of
the RPA robot based on a definition of the automation workflow. For example, an automation
workflow may reference a specific external web service or application with which it interacts.
In this case, the acquiring of data (e.g. response times) may be based on this specific
external web service or application. As another example, a policy associated with the
workflow may reference a specific metric within the rules, such as CPU or memory
consumption. In this case, the acquiring of data may be based on this specific metric

referenced by the policy.

The data associated with an operation metric of the RPA robot may comprise, for example,
at least one of: data related to an environment in which the RPA robot executes the
automation workflow, data corresponding to a time-stamped sequence of internal stages in
the automation workflow, and data associated with a status of a current session executed
by the RPA robot. The data related to the environment may comprise at least one of: a metric
associated with CPU usage by the RPA robot, a metric associated with GPU usage by the
RPA robot, a metric associated with memory usage by the RPA robot, a metric associated
with a number of applications started by the RPA robot during runtime, a metric associated
with the connectivity of the RPA robot to an application (e.g. an external web service such
as a web page or web mail), and a metric associated with another runtime process on the
same runtime resource as the RPA robot. These metrics may be historical values and/or

current (real-time) values.

In some embodiments, the acquiring unit 210 may be configured to acquire data associated
with an operation metric of the RPA robot by performing at least one of. detecting the
operation metric using a sensor, querying a database (directly or indirectly, e.g. via a data
gateway), querying an operating system, querying an external data source (e.g. an external
service that aggregates information about an operation system and/or an environment
associated with the RPA robot), and receiving events associated with the operation metric
that are triggered upon a corresponding condition being met. The queried database may be
one that resides on a machine separate from the RPA robot. The query operation(s) may be

performed at respective predetermined time intervals.

The determining unit 220 is configured to determine an optimising action based on the policy
and the acquired data associated with the operation metric of the RPA robot. As mentioned
above with reference to Figure 1, in the context of the present disclosure an optimising action
refers to action which can optimise the execution of the automation workflow without

necessarily affecting or modifying the definition(s) of the automation workflow. Nevertheless,
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in some embodiments, an optimising action may change the definition of the automation

workflow, e.g. by updating, adding, or removing stages in the workflow definition.

Through the use of one or more policies, an end user can be in control of the management
of the RPA robot and more specifically the execution of an automation workflow by the RPA
robot. The policy may be a rule-based policy that dictates a corresponding condition for
comparison with the operation metric and an action to be carried out based on results of the
comparison between the condition and the operation metric. Alternatively or in addition, the
policy may dictate an optimisation goal for the RPA robot during execution of the automation
workflow. The corresponding condition may be in the form of a threshold (e.g. percentage
of CPU usage of the total available usage) or a binary decision (e.g. whether the workflow
is executing in an infinite loop). Furthermore, in some embodiments a policy may involve
more than one type of metric and/or data, where this data may be historical sensor data. In
some embodiments, the policy may also be used by the acquiring unit 210, such that the
acquiring unit 210 is configured to acquire data associated with an operation metric of the
RPA robot based on the policy. For example, the policy may dictate a sensor for detecting

the operation metric of the RPA robot.

In some embodiments, the determining unit 220 may be configured to determine the
optimising action by analysing the acquired data associated with the operation of the RPA
robot during execution of the automation workflow based on the policy to predict or
determine an error, and determining the optimising action based on the policy and the results
of the analysis. In these embodiments, the optimising action may comprise at least one of:
a message corresponding to the results of the analysis (e.g. an alert indicating that a
“hanging-bot” is detected, an alert that a spike in exception errors is detected, or an alert
that the execution is falling behind schedule, etc.), an action recommendation corresponding
to the results of the analysis, and an automatic action to be carried out by the RPA robot
corresponding to the results of the analysis. The determining unit 220 may be configured to
analyse the acquired data using a deterministic algorithm and/or a first machine learning
model. The deterministic algorithm may involve combinatorial reasoning and/or planning and

scheduling.

In these embodiments, the determining unit 220 may be configured to analyse the acquired
data associated with the operation of the RPA robot during execution of the automation
workflow to predict or determine at least one of: an error in the execution of the automation
workflow by the RPA robot and an operation parameter to be optimised in the execution of

the automation workflow by the RPA robot. In other words, in some embodiments the
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analysis may involve only the prediction or detection of an error in execution of the
automation workflow, in some embodiments the analysis may involve only the prediction or
detection of an operation parameter to be optimised in the execution of the automation
workflow, and in some embodiments the analysis may involve both. The predicted or
detected operation parameter to be optimised may relate to improving the execution
performance of the RPA robot. For example, it may be predicted or detected that execution
of the automation workflow is ahead of schedule — in this case the corresponding operation
parameter (to be optimised) may be the amount of workload allocated to the RPA robot

within a certain time period.

The predicted or determined error in the execution of the automation workflow by the RPA
robot may correspond to an abnormal behaviour in the execution of the automation workflow.
For example, the abnormal behaviour may comprise at least one of. an unexpected pause
or termination of the automation workflow execution, an operation metric of the RPA robot
breaching a corresponding threshold, an execution error of the automation workflow, and an

unexpected output produced by the automation workflow.

As mentioned above, the optimising action may comprise an automation action to be carried
out by the RPA robot in some embodiments, the automation action being one that
corresponds to the results of the analysis. In these embodiments, the automatic action may
comprise at least one of: restarting execution of the automation workflow by the RPA robot,
postponing or stopping the execution of the automation workflow by the RPA robot, changing
an element of the environment in which the RPA robot operates, changing an operation
parameter of the RPA robot, changing a defining parameter of and/or a stage in the
automation workflow (where the automation workflow has been designed in terms of its
internal logic, stages, etc. to allow such change(s)), skipping an optional stage in the
automation workflow during execution (where the optional stage(s) have been designed and
pre-labelled as such in the automation workflow), requesting different allocation of CPU
resources, requesting different allocation of memory resources, requesting extra workload
to be performed by the RPA robot, and storing information associated with the results of the
analysis. For example, as mentioned above, analysis of the acquired data by the determining
unit 220 may involve predicting or detecting that an amount of workload allocated to the RPA
robot can be optimised, and in this example the optimising action may comprise requesting
extra workload to be performed by the RPA robot. As another example, changing a defining
parameter of the automation workflow may comprise externally controlling an element of

decision logic or a wait time in the automation workflow.
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As mentioned above, the determining unit 220 may be configured to analyse the acquired
data using a first machine learning model. The first machine learning model may be trained
with at least one of: operation metrics of an RPA robot, possible errors in executing an
automation workflow by an RPA robot, and possible modifications to operation parameters
for executing an automation workflow by an RPA robot. The first machine learning model
may be comprise at least one of: a classical ML model (e.g. a model based on linear/logistic
regression, a kernel-based model, a model based on decision trees and random forests,
etc.) and a Deep Learning model (e.g. a Recurrent Neural Network, a Long short-term

memory model, a model adopting Transformer Architecture, etc.).

In some embodiments, the system 200 may further comprise a storing unit configured to
store information comprising at least one of: the acquired data associated with the operation
metric of the RPA robot, the predicted or determined error in the execution of the automation
workflow, the predicted or determined operation parameter to be optimised in the execution
of the automation workflow, and the determined optimising action. Furthermore, in these
embodiments, the system 200 may further comprise a training unit configured to train the
first machine learning model based on the stored information (subsequent to the storing unit

storing the information).

In some embodiments, the system 200 may further comprise a detecting unit configured to
detect execution of the automation workflow by the RPA robot. In these embodiments, the
acquiring unit 210 may be configured to acquire data associated with an operation metric of
the RPA robot during execution of the automation workflow only after or upon the detection
of the execution of the automation workflow by the detecting unit. Furthermore, in these
embodiments, the acquiring unit 210 may be configured to acquire the policy after the
detecting unit detects execution of the automation workflow by the RPA robot, where the

policy corresponds to the RPA robot and/or the automation workflow.

Alternatively or additionally, although not shown in Figure 2, in some embodiments the
system 200 may further comprise a receiving unit configured to receive at least one of: a
user input to enable or disable automatic execution of the determined optimising action, a
user input to confirm or reject the determined optimising action, a user input to agree or
disagree with the predicted or determined error and/or the operation parameter to be
optimised, a user input to provide an alternative to the predicted or determined error and/or
the operation parameter to be optimised, a user input to agree or disagree with the
determined optimising action, a user input to provide an alternative to the determined

optimising action, and a user input indicating user feedback subsequent to execution of the
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optimising action. The system 200 may further comprise an executing unit configured to
execute the optimising action, and in some embodiments the execution may only be
performed by the executing unit if a user input enabling automatic execution of the
determined optimising action, and/or a user input confirming the determined optimising
action is received, and/or a user input agreeing with the predicted or determined error and/or
the operation parameter to be optimised is received, and/or a user input agreeing with the

determined optimising action is received.

In some embodiments, the system 200 may further comprise a storing unit configured to
store the user input to confirm or reject the determined optimising action, and/or the user
input to agree or disagree with the predicted or determined error and/or operation parameter
to be optimised, and/or the user input to provide an alternative to the predicted or determined
error and/or the operation parameter to be optimised, and/or the user input to agree or
disagree with the determined optimising action, and/or the user input to provide an
alternative to the determined optimising action, and/or the user feedback subsequent to
execution of the optimising action. In these embodiments, the system 200 may further
comprise a training unit configured to train the first machine learning model based on the
stored user input and/or user feedback. The storing unit and/or the training unit in these
embodiments may be the same storing unit and/or training unit as mentioned in

embodiments above.

In some embodiments, the determining unit 220 may be further configured to determine an
effectiveness score of the determined optimising action using the first machine learning
model. The effectiveness score may be determined based on at least one of: a binary
outcome (i.e. whether the optimising action addresses or solves the predicted or determined
error, for example whether the software robot is able to resume execution), a numerical
performance metric (e.g. a metric that indicates an extent to which the predetermined or
determined error has been addressed, such as a difference between the current CPU usage
to a target level after the optimising action has been executed, or a difference between the
new expected completion time to a target service level agreement (SLA) completion time ),
or a subjective user evaluation (e.g. the user indicating how satisfied they are with the

optimising action, for example on a scale of 1 to 10).

As mentioned above, in some embodiments the policy (which is used in by the determining
unit 220 for determining an optimising action) may dictate an optimisation goal for the RPA
robot during execution of the automation workflow. In these embodiments, the determining

unit 220 may be configured to determine the optimising action further based on at least one
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of a deterministic algorithm and a second trained machine learning model. The second
trained machine learning model may be trained with at least one of. operation metrics of an
RPA robot, operation parameters in the execution of an automation workflow by an RPA
robot, and a deterministic algorithm associated with at least one of: rule execution,
combinatorial optimisation, Al planning and scheduling. In more detail, in some
embodiments the second trained machine learning model may be trained based on data
associated with a quality of an outcome of previously executed optimising actions, e.g.
whether or not the executed optimising action resolved a detected error. The second
machine learning model may comprise at least one of: a classical Machine Learning model
(e.g. a model based on linear/logistic regression, a kernel-based model, a model based on
decision trees and decision trees and random forests, etc.) and a Deep Learning model (e.g.
a Recurrent Neural Network, a Long short-term memory (LSTM) model, a Convolutional

Neural Network, a model adopting Transformer Architecture, etc.).

In some embodiments, the acquiring unit 210 may be configured to acquire data associated
with an operation metric of the RPA robot during execution of an automation workflow by
acquiring first data associated with a first session at a runtime resource corresponding to
the automation workflow. In these embodiments, the acquiring unit 210 may be further
configured to acquire second data associated with an operation metric of the RPA robot
during execution of the second automation workflow, the second data being associated with
a second session at the runtime resource. Furthermore, in these embodiments, the
determining unit 220 may be configured to determine a new optimising action based on a
second policy and the acquired second data. The acquiring unit 210 may be configured to
acquire the second data upon being triggered by the second session being launched. The

first and second policies may be the same policy or they may be different policies.

In some embodiments, the system 200 may be providable as an external component to the
automation workflow. Thus, at least in these embodiments the system 200 is not intrusive
and does not require internal changes to the RPA robot and/or the automation workflow in
order to monitor and/or control them. The system 200 can make use of interfaces (e.g.
sensors and/or actuators) that are already available to acquire the relevant data (i.e. the
data associated with an operation metric of the RPA robot during execution of an automation
workflow) and/or to impact the execution of the automation (i.e. through executing optimising
action(s)). Furthermore, in this way, the system 200 can be configured to allow an
organisation that runs a plurality of processes (e.g. business-related automation workflows)
with different RPA robots across different runtime resources to dictate whether or not to

apply the functionalities of the system 200 on a given runtime resource.
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Figure 3 is a diagram illustrating a topology for RPA robot management, according to an
embodiment of the present disclosure. Topology 300 may include client computing devices

305 and a server 320 that is configured to be communicatively coupled over network 310.

The network 310 may be wired or wireless network such as the Internet, an intranet, a Local
Area Network (LAN), a Wide Area Network (WAN), a Near-field Communication (NFC)
network, Bluetooth, infrared, radio frequency, a cellular network or another type of network.
It will be understood that the network 310 may be a combination of multiple different kinds

of wired or wireless networks.

Each client computing device 305 may be a smart phone, tablet computer, laptop computer,
a computer, personal data assistant, or any other type of mobile device with a hardware
processor that are configured to process instructions and connected to one or more portions
of the network 310. Each client computing device 305 may have a graphical user interface
that is configured to allow a user to interact with a processor of the client computing device
305.

The server 320 may include physical computing devices residing at a particular location or
may be deployed in a cloud computing network environment. In the present disclosure,
“cloud computing” may be defined as a model for enabling ubiquitous, convenient, on-
demand network access to a shared pool of configurable computing resources (e.g.
networks, servers, storage, applications, and services) that can be rapidly provisioned via
virtualisation and released with minimal management effort or service provider interaction,
and then scaled accordingly. A cloud model can be composed of various characteristics
(e.g. on-demand self-service, broad network access, resource pooling, rapid elasticity,
measured service, etc.), service models (e.g. Software as a Service (SaaS), Platform as a
Service (PaaS), Infrastructure as a Service (laaS), and deployment models (e.g. private
cloud, community cloud, public cloud, hybrid cloud, etc.). The server 320 may include any
combination of one or more computer-usable or computer-readable media. In some
embodiments, the server 320 may be configured to manage an RPA robot. For example,
the server 320 may perform at least part of the method 100 as described above with

reference to Figure 1.

It will be appreciated that this description is by way of example only; alterations and
modifications may be made to the described embodiment without departing from the scope

of the disclosure as defined in the claims.
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Although the present technology has been described in detail for the purpose of illustration
based on what is currently considered to be the most practical and preferred
implementations, it is to be understood that such detail is solely for that purpose and that
the technology is not limited to the disclosed implementations, but, on the contrary, is
intended to cover modifications and equivalent arrangements that are within the scope of
the appended claims. For example, it is to be understood that the present technology
contemplates that, to the extent possible, one or more features of any implementation can

be combined with one or more features of any other implementation.

Reference throughout this specification to "one embodiment”, "an embodiment", "one
example" or "an example" means that a particular feature, structure or characteristic
described in connection with the embodiment or example is included in at least one
embodiment of the present disclosure. Thus, appearances of the phrases "in one
embodiment”, "in an embodiment”, "one example" or "an example" in various places
throughout this specification are not necessarily all referring to the same embodiment or
example. Furthermore, the particular features, structures or characteristics may be
combined in any suitable combinations and/or sub-combinations in one or more
embodiments or examples. In addition, it is appreciated that the figures provided herewith
are for explanation purposes to persons ordinarily skilled in the art and that the drawings are

not necessarily drawn to scale.

Embodiments in accordance with the present disclosure may be embodied as an apparatus,
method, or computer program product. For example, in some embodiments there may be
provided a computer program product comprising instructions which, when the program is
executed by a processor, cause the processor to carry out the method described with
respect to Figure 1. As another example, in some embodiments there may be provided a
computer-readable storage medium comprising instructions which, when executed by a
computer, cause the computer to carry out the steps of the method as described in Figure
1. Accordingly, the present embodiments may take the form of an entirely hardware
embodiment, an entirely software embodiment (including firmware, resident software, micro-
code, etc.), or an embodiment combining software and hardware aspects that may all
generally be referred to herein as a “module” or “system”. Furthermore, embodiments of the
present disclosure may take the form of a computer program product embodied in any
tangible medium of expression having computer-usable program code embodied in the

medium.
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Although described in connection with an exemplary computing system environment,
embodiments of the present disclosure are operative with numerous other general purpose
or special purpose computing system environments or configurations. Examples of well-
known computing systems, environments, and/or configurations that may be suitable for use
with aspects of the disclosure include, but are not limited to, mobile computing devices,
personal computers (e.g. desktop computers), server computers, hand-held or laptop
devices, multiprocessor systems, gaming consoles, microprocessor-based systems, set top
boxes, programmable consumer electronics, mobile telephones, network PCs,
minicomputers, mainframe computers, distributed computing environments that include any

of the above systems or devices, and the like.

Any combination of one or more computer-usable or computer-readable media may be
utilised. For example, a computer-readable medium may include one or more of a portable
computer diskette, a hard disk, a random access memory (RAM) device, a read-only
memory (ROM) device, an erasable programmable read-only memory (EPROM or Flash
memory) device, a portable compact disc read-only memory (CDROM), an optical storage
device, and a magnetic storage device. Computer program code for carrying out operations
of embodiments of the present disclosure may be written in any combination of one or more

programming languages.

The flowcharts and block diagrams illustrate the architecture, functionality, and operation of
possible implementations of systems, methods, and computer program products according
to various embodiments of the present disclosure. In this regard, each block in the flowcharts
or block diagrams may represent a module, segment, or portion of code, which comprises
one or more executable instructions for implementing the specified logical function(s). It will
also be noted that each block of the block diagrams and/or flowchart illustrations, and
combinations of blocks in the block diagrams and/or flowchart illustrations, may be
implemented by special purpose hardware-based systems that perform the specified
functions or acts, or combinations of special purpose hardware and computer instructions.
These computer program instructions may also be stored in a computer-readable medium
that can direct a computer or other programmable data processing apparatus to function in
a particular manner, such that the instructions stored in the computer-readable medium
produce an article of manufacture including instruction means which implement the

function/act specified in the flowcharts and/or block diagrams.

The following is a list of embodiments of the present disclosure:
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1. A computer-implemented method for managing a Robotics Process Automation,
RPA, robot, the method comprising:

acquiring data associated with an operation metric of the RPA robot during execution
of an automation workflow; and

determining an optimising action based on a policy and the acquired data associated

with the operation metric of the RPA robot.

2. The method according to embodiment 1, wherein determining the optimising action
comprises:

analysing the acquired data associated with the operation of the RPA robot during
execution of the automation workflow based on the policy to predict or determine an error;
and

determining the optimising action based on the policy and the results of the analysis.

3. The method according to embodiment 2, wherein analysing the acquired data
associated with the operation of the RPA robot during execution of the automation workflow
to predict or determine an error comprises predicting or determining at least one of an error
in the execution of the automation workflow by the RPA robot and an operation parameter

to be optimised in the execution of the automation workflow by the RPA robot.

4, The method according to embodiment 3, wherein the predicted or determined error
in the execution of the automation workflow by the RPA robot corresponds to an abnormal

behaviour in the execution of the automation workflow.

5. The method according to embodiment 4, wherein the abnormal behaviour comprises
at least one of:

- an unexpected pause or termination of the automation workflow execution,

- an operation metric of the RPA robot breaching a corresponding threshold,

- an execution error of the automation workflow, and

- an unexpected output produced by the automation workflow.

6. The method according to any one of embodiments 2 to 5, wherein the optimising
action comprises at least one of: a message corresponding to the results of the analysis, an
action recommendation corresponding to the results of the analysis, and an automatic action

to be carried out by the RPA robot corresponding to the results of the analysis.
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7. The method according to embodiment 6, wherein the automatic action comprises at
least one of: restarting execution of the automation workflow by the RPA robot, postponing
or stopping the execution of the automation workflow by the RPA robot, changing an element
of the environment in which the RPA robot operates, changing an operation parameter of
the RPA robot, changing a defining parameter of and/or a stage in the automation workflow,
skipping an optional stage in the automation workflow during execution, requesting different
allocation of central processing unit, CPU, resources, requesting different allocation of
memory resources, requesting extra workload to be performed by the RPA robot, and storing

information associated with the results of the analysis.

8. The method according to any one of embodiments 2 to 7, wherein analysing the
acquired data comprises analysing the acquired data using at least one of a deterministic

algorithm and a first machine learning model.

9. The method according to embodiment 8, wherein the first machine learning model is
pre-trained with at least one of. operation metrics of an RPA robot , possible errors in
executing an automation workflow by an RPA robot, and possible modifications to operation

parameters for executing an automation workflow by an RPA robot.

10. The method according to embodiment 8 or embodiment 9, further comprising storing
information comprising at least one of:

the acquired data associated with the operation metric of the RPA robot,

the predicted or determined error in the execution of the automation workflow,

the predicted or determined operation parameter to be optimised in the execution of
the automation workflow, and

the determined optimising action; and

training the first machine learning model based on the stored information.

11. The method according to any one of the preceding embodiments, further comprising
detecting execution of the automation workflow by the RPA robot, wherein the step of
acquiring data associated with an operation metric of the RPA robot during execution of the
automation workflow is performed subsequent to the detection of the execution of the

automation workflow.

12. The method according to embodiment 11, further comprising, subsequent to
detecting execution of the automation workflow by the RPA robot, acquiring the policy,

wherein the policy corresponds to the RPA robot and/or the automation workflow,
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13. The method according to any one of the preceding embodiments, wherein acquiring

data associated with an operation metric of the RPA robot is based on the policy.

14. The method according to any one of the preceding embodiments, further comprising
receiving at least one of. a user input to enable or disable automatic execution of the
determined optimising action, a user input to confirm or reject the determined optimising
action, a user input to agree or disagree with the predicted or determined error and/or the
operation parameter to be optimised, a user input to provide an alternative to the predicted
or determined error and/or the operation parameter to be optimised, a user input to agree or
disagree with the determined optimising action, a user input to provide an alternative to the
determined optimising action, and a user input indicating user feedback subsequent to

execution of the optimising action.

15. The method according to any one of the preceding embodiments, wherein the

method further comprises executing the optimising action.

16. The method according to embodiment 15 when dependent on embodiment 14,
wherein executing the optimising action is performed only if a user input enabling automatic
execution of the determined optimising action, and/or a user input confirming the determined
optimising action is received, and/or a user input agreeing with the predicted or determined
error and/or the operation parameter to be optimised is received, and/or a user input

agreeing with the determined optimising action is received.

17. The method of any one of embodiments 14 to 16 when dependent on any one of
embodiments 8 to 10, further comprising:

storing the user input to confirm or reject the determined optimising action, and/or
the user input to agree or disagree with the predicted or determined error and/or operation
parameter to be optimised, and/or the user input to provide an alternative to the predicted
or determined error and/or the operation parameter to be optimised, and/or the user input to
agree or disagree with the determined optimising action, and/or the user input to provide an
alternative to the determined optimising action, and/or the user feedback subsequent to
execution of the optimising action; and

training the first machine learning based on the stored user input and/or user
feedback.
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18. The method according to any one of embodiments 8 to 10 or any one of
embodiments 14 to 17 when dependent on any one of embodiments 8 to 10, further
comprising determining an effectiveness score of the determined optimising action using the

first machine learning model.

19. The method according to any one of the preceding embodiments, wherein the policy
is a rule-based policy that dictates a corresponding condition for comparison with the
operation metric and an action to be carried out based on results of the comparison between

the condition and the operation metric.

20. The method according to any one of the preceding embodiments, wherein the policy
dictates an optimisation goal for the RPA robot during execution of the automation workflow,
and wherein determining an optimising action is further based on at least one of a

deterministic algorithm and a second trained machine learning model.

21. The method according to embodiment 20, wherein the second trained machine
learning model is trained with at least one of: operation metrics of an RPA robot, operation
parameters in the execution of an automation workflow by an RPA robot, and a deterministic
algorithm associated with at least one of: rule execution, combinatorial optimisation, artificial

intelligence, planning and scheduling.

22. The method according to any one of the preceding embodiments, wherein acquiring
data associated with an operation metric of the RPA robot comprises at least one of:
detecting the operation metric using a sensor,
querying a database,
querying an operating system,
querying an external data source, and
receiving events associated with the operation metric that are triggered upon a

corresponding condition being met.

23. The method according to embodiment 22, wherein the policy dictates the sensor for
detecting the operation metric of the RPA robot, and wherein acquiring the data associated

with an operation metric is based on the policy.

24, The method according to any one of the preceding embodiments, wherein acquiring
data associated with an operation metric of the RPA robot is based on a definition of the

automation workflow.
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25. The method according to any one of the preceding embodiments, wherein the data
associated with an operation metric of the RPA robot comprises at least one of: data related
to an environment in which the RPA robot executes the automation workflow, data
corresponding to a time-stamped sequence of internal stages in the automation workflow,

and data associated with a status of a current session executed by the RPA robot.

26. The method according to embodiment 25, wherein the data related to the
environment comprises at least one of:

a metric associated with central processing unit, CPU, usage by the RPA robot,

a metric associated with graphics processing unit, GPU, usage by the RPA robot,

a metric associated with memory usage by the RPA robot,

a metric associated with a number of applications started by the RPA robot during
runtime,

a metric associated with the connectivity of the RPA robot to an application, and

a metric associated with another runtime process on the same runtime resource as
the RPA robot.

27. The method according to any one of the preceding embodiments, wherein acquiring
data associated with an operation metric of the RPA robot during execution of an automation
workflow comprises acquiring first data associated with a first session at a runtime resource
corresponding to the automation workflow, and wherein the method further comprises:

acquiring second data associated with an operation metric of the RPA robot during
execution of the second automation workflow, wherein the second data are associated with
a second session at the runtime resource; and

determining an optimising action based on a second policy and the acquired second

data.

28. The method according to embodiment 27, wherein acquiring the second data is

triggered by the second session being launched.

29. A system for managing performance of a Robotics Process Automation, RPA robot,
the system comprising:

an acquiring unit configured to acquire data associated with an operation metric of
the RPA robot during execution of an automation workflow; and

a determining unit configured to determine an optimising action based on the policy

and the acquired data associated with the operation metric of the RPA robot.
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30. The system according to embodiment 29, wherein the system is providable as an

external component to the automation workflow.

5 31. A computer-readable storage medium comprising instructions which, when executed
by a computer, cause the computer to carry out the steps of the method of any one of

embodiments 1 to 28.
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Claims

1. A computer-implemented method (100) for managing a Robotics Process
Automation, RPA, robot, the method comprising:

acquiring (S110) data associated with an operation metric of the RPA robot during
execution of an automation workflow; and

determining (S120) an optimising action based on a policy and the acquired data

associated with the operation metric of the RPA robot.

2. The method according to claim 1, wherein determining (S120) the optimising action
comprises:

analysing the acquired data associated with the operation of the RPA robot during
execution of the automation workflow based on the policy to predict or determine an error;
and

determining the optimising action based on the policy and the results of the analysis.

3. The method according to claim 2, wherein analysing the acquired data associated
with the operation of the RPA robot during execution of the automation workflow to predict
or determine an error comprises predicting or determining at least one of an error in the
execution of the automation workflow by the RPA robot and an operation parameter to be

optimised in the execution of the automation workflow by the RPA robot.

4. The method according to claim 3, wherein the predicted or determined error in the
execution of the automation workflow by the RPA robot corresponds to an abnormal

behaviour in the execution of the automation workflow.

5. The method according to any one of claims 2 to 4, wherein the optimising action
comprises at least one of: a message corresponding to the results of the analysis, an action
recommendation corresponding to the results of the analysis, and an automatic action to be

carried out by the RPA robot corresponding to the results of the analysis.

6. The method according to claim 5, wherein the automatic action comprises at least
one of. restarting execution of the automation workflow by the RPA robot, postponing or
stopping the execution of the automation workflow by the RPA robot, changing an element
of the environment in which the RPA robot operates, changing an operation parameter of
the RPA robot, changing a defining parameter of and/or a stage in the automation workflow,

skipping an optional stage in the automation workflow during execution, requesting different
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allocation of central processing unit, CPU, resources, requesting different allocation of
memory resources, requesting extra workload to be performed by the RPA robot, and storing

information associated with the results of the analysis.

7. The method according to any one of claims 2 to 6, wherein analysing the acquired
data comprises analysing the acquired data using at least one of a deterministic algorithm

and a first machine learning model.

8. The method according to any one of the preceding claims, further comprising
receiving at least one of. a user input to enable or disable automatic execution of the
determined optimising action, a user input to confirm or reject the determined optimising
action, a user input to agree or disagree with the predicted or determined error and/or the
operation parameter to be optimised, a user input to provide an alternative to the predicted
or determined error and/or the operation parameter to be optimised, a user input to agree or
disagree with the determined optimising action, a user input to provide an alternative to the
determined optimising action, and a user input indicating user feedback subsequent to

execution of the optimising action.

9. The method according to any one of the preceding claims, wherein the method

further comprises executing the optimising action.

10. The method according to any one of the preceding claims, wherein the policy is a
rule-based policy that dictates a corresponding condition for comparison with the operation
metric and an action to be carried out based on results of the comparison between the

condition and the operation metric.

11. The method according to any one of the preceding claims, wherein the policy dictates
an optimisation goal for the RPA robot during execution of the automation workflow, and
wherein determining an optimising action is further based on at least one of a deterministic

algorithm and a second trained machine learning model.

12. The method according to any one of the preceding claims, wherein acquiring (S110)
data associated with an operation metric of the RPA robot during execution of an automation
workflow comprises acquiring first data associated with a first session at a runtime resource

corresponding to the automation workflow, and wherein the method further comprises:
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acquiring second data associated with an operation metric of the RPA robot during
execution of the second automation workflow, wherein the second data are associated with
a second session at the runtime resource; and

determining an optimising action based on a second policy and the acquired second
data.

13. A system (200) for managing performance of a Robotics Process Automation, RPA
robot, the system comprising:

an acquiring unit (210) configured to acquire data associated with an operation metric
of the RPA robot during execution of an automation workflow; and

a determining unit (220) configured to determine an optimising action based on the

policy and the acquired data associated with the operation metric of the RPA robot.

14. The system according to claim 13, wherein the system (200) is providable as an

external component to the automation workflow.

15. A computer-readable storage medium comprising instructions which, when executed
by a computer, cause the computer to carry out the steps of the method of any one of claims
1to 12.



