COMVUNI CATI ONS NETWORK The invention is directed to
comruni cati ons networks in general and to managi ng

walad0a/08336 i n such networks. The i nventi on hasPCT/GB2009/000256
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application in but is not limted to inproving the

di stribution of critical data, such as is used in
financial services, security or energency services. In
today's financial nmarkets, lobtaining tinely and
accurate information is essential to perfornmance.
Financial institutio

high-reliability netggﬁ s'¥8ggFﬂﬁ?QE hem wi t h
up-to-date news and price data on which trading

dﬂ?l@é veritdn @er%&@%m&%ﬁ&{s Gk ééﬁ%FaY ang 'ty hafsging data
ve. adopt ed gﬁv |et%{gof di fferent ag pr oaches

T B? Caiuf ”e@’ﬂ PR fas 99%@"?@!‘6’& utHg et ligited to improving the
i dqsthbmtlentcﬂd:rmml dgtapsddneds i§ WSed®in fiain€iasderyibd; s&difity or emergency
eEmvvlth such inplenmentations is limted
rity. Using TCP requires a separate socket (or
end point) and sliding window (or buffer) on the

SfﬁrﬁSﬁéyJ AharRRF iR, pdbg?ﬁl?qa%m@@l {Jnggccﬁra?ee B rmag s, gssential to

network stream for each uni cas re
seSsieFaIncecbipgndiat inshistiensrrelyenfhigh-spgedh highsreliatality oetworks to provide

St&Mmewth EQldﬂdélé nleWs Rd B8 R Sﬁ'ﬁ/h%wt%kn\é &b%?sldﬁg may be based.
tr%g of the servers %nd(ti e network to the point
WFIRRE SRR PRy Sreices (2B @ePRIPd Bonehis! difetant aprioscnes. Typicaly,

. coushidder eehvenyaaec\maiah/e be&w iameHenéd VsindBithe? ViRt bPumcast UDP.

t h
o, i 1, QR PRARE B i Pl rabuf Ui TEP ' Rauires o
wiealale segket (rerend-peint) aed oliding wiamdow dors baffet) bmrtheisedat for each
dekibiéRt ¥e wE'PE@‘éeJeparlaFé H%]NNBIJK%LFH fgloéacme&h 88 dop Upicast requires a

connecti on-ori ent ed abl € "an
SPRIRIfe PRt O niBR (YRR ok eachd@étmailgn \mtﬁmd Boippefcthese methods can

rmmik@tL&e u'Bhb§odiiﬂ=.5é dﬁ@ﬁe &ﬁvél\s Bh® He&BMdIk Yd ﬁlfécboﬂ'ft V\ﬁ\HF@ &ta can be
déas ution strlbutln%crltlca
nec

anl snP?'%Od?eng'} gr& f?ﬂs'dgfefjl \NagRAt 'erm?%ﬁﬁwnﬂbt‘éDP over IP

| rndticastTas eeu @doptet bpmany stesk éxcharfgeh Itcabrloedcast market information to
C&Jmﬂér‘éaﬁr{(ﬁ@swn\ﬁ@lk c‘gngﬁé}& dsNe ! C??l@/' ng\} an%ﬂle market data delivery.

particul ar f Opose
thoyevere 17 miylicastt et being a OBPfDﬁC&M Pfjﬁntﬁ‘d rnManleﬂnstsmmreuable and has

Wlﬂﬁ&rgntfrﬁévﬁbﬁsﬁlférsdean@ﬁltﬂ BroBp&FiReks nﬁﬁ? malyrhoWﬁé Eﬁxroblem in

the data co es a Iuralt of parts; In

AR B BRPEER £ ot CaleRl Fass. 3 mecan<et isctsndred for
ciffremty mahdgingweidtdnleds.i ncl udi ng: sending the data to the:
second node via the unreliable channel; sending the

data to the second node via the reliable channel ;

i identnvention gprgvidess fast refiable deomanuriicationsy whiteo rprévitingl advalatency. In

rp%ﬁ@hl‘é:eg n@éth&d“i? pﬁ)%ﬁ@é?:dof '?é?igsly‘t’ l?sa{érﬁrg%bglg @ilai 3:?&?}% of channels in a

channel alnlng a

s’@E’Yﬂﬁ'&"ﬂ’Boeef'R?F ROdeh 4 é?qoafélned%Hamh thedatapzompsises a plurality of

parts; in which the channels comprise an unreliable channel and a reliable channel; the
method including: sending the data to the second node via the unreliable channel:
sending the data to the second node via the reliable channel : identifying parts of the data
missing from the data received at the second node via the unreliable channel; obtaining
from the data received at the second node via the reliable channel data parts

corresponding to the data parts missing from the data received at the second node via the
unreliable channel.



corresponding to the data parts mssing fromthe data
recei ved at the second node via the unreliable

w@ba@nfgd43dThe i nvention preferably conbi nes thePCDEB2009/000256
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| atency of RTP transport with the reliability of TCP

and preferably provides a nethod in which an

unreliable channel carries the data in a plurality of
packets according to RTP operating over UDP; and a

reliable channel carries the data in a plurality of

packet s accordi |

6 TP air erBi seieines v idaendio e et b ine sgpeviiey o

O\T €P amd Iptaferalsly ptowidas pimattaid ib whish ap eoctiablecibese! canigs thecdata in a
t T

Iu'ré?ip) g%&?e@&lrcofmﬁgg tg ﬁl%og‘fe‘?ﬂrghdgghgtﬁg %E’rér &g%ﬁ% @hamcnel carries

énmdatezpn rﬁa@kleql'typpfeﬂ@frkaﬁl qu@wé% TCRe Asgosdiagdo RTFP variant, the

h%ﬁ@%hl&@ﬁédn@ﬂop&a@s CPWF‘ %E&Qﬂgj BGerOIDQP Qvet h@m@&é? to a plurality of
packets. Particul ar benefits derive fromvariou

dé?%ﬂ"p agdess pachifereirb's s Prrjales greprding o T i tos?@E'b Aithe plurality
NOf§stond ASRRI Tiha @ath @ardied by ehé T@B packet plefdritly matches the data and

1 B oadianlief kY 255isrShping 0oy ors FFERRLER, 5 o

plurality N of second nodes; and the reliable channel

?’géﬂg@gﬁ lqul &egg%ﬁ/et Qg\rﬁ \?‘iﬁggﬁtdel\%iur 2 raﬁWE#E@ghﬁ% éleluraIity of

n@a@@d pmde$ cRERAFEng 0 & fyker- qss’eﬁe@!rthﬁewmvcw then upygliable channel

Ferﬁfé@%@@or%é’fto R opefafRy! oﬂé?d.ﬂﬁ’ B\ﬁé?%d(tﬁzaé{ﬂ 18 at ﬂ]lﬂahty N of second
| e channel fromthe first node t

e TS PIaRle CHATEP CBERIEPatoy TP (he SUieb M dhe plualty N o
Cféééﬁhﬁ! riod@s)dn i whishhinehpliagty re Wlsﬁdﬁfd hodbk @hrticipete in a peer-to-peer
g:ng !ékl E‘ﬁ%@l%r?{hm%gﬁge{t] gﬂegfqg% S%Céan e rfte%ec?\yn d g%] §1e reha*%‘e c%annel from
mitresfirstgnofie thendataeparta tnaissirecieiny the dalaerecemedum b uaﬂeh@le channel; and
chaphel me%rﬁﬁﬁdgﬁw M%If the R#d?ﬁlt)“ﬂro? LR ﬁo&g%ﬁ'éﬁ)e from one or other of

operates accor operating_ over over
uthecgbpetth ohthg| q@p%nq @%ﬂeéﬁh%@%té Rarts BEPég‘géE?H‘ tha dafs repeived via the: -
t hereliagiséhanpsle and each second node participates in a
peer-to-peer network used to receive fromthe first

node the data parts mssing fromthe data received via -

t bMiemauw:Iyl thie| uaratiblble mbanneomsoatds accardingatof RIFR baratiigmyet UDP over

t i \Aﬁﬁ\fcﬁ Qtap'lu%] rf&%\%ﬁrﬁg %?Q laHg "i’rl Ivhi¥n w\eoffrstsh%ﬁé’ B Qé’%e&cond node

annel operati ng accord
Rvme»p@tres WDP pegrstopeen neiwerkfused é(acqvew frofeth Ifigat Apde hengata parts
Ofmléﬁgq% REUSE r8dtiled victhb aRlcfatid'@anRél, operating
or

acc ing to TCP, is provided for each second node of

a subset M<N of the plurality N of second nodes; in

WhicEdtdihg @o @l furtisdri dspedy e ineandon provities apaurbingzimat €edond aodes in
and i

rsrygvlé\gc:q%%fyh dzgélﬁéj ghagg?ek/opgra}tlﬁg gccq‘i‘cﬁlg%tg)sq?ﬁgévgh/ﬁHrgifs gtrcnl?ded for each of
r évepplociity NNofVsesiond inedesearshd reladiteschahagl, epesatingtaccording to TCP, is
! A or dhch R8sttt dYecie MRGR Y BIEGRY WPE: ¥oBna nodes; in
which the plurality N of second nodes pammpate in a multicast group and in which the
subset M<N of the second nodes relay via the multicast group to a remainder N-M of the
second nodes that are not included in the subset M<N the packets received via the

reliable channels. The multicast group may use reliable multicast.

According to a further aspect, the invention includes merging the data received at the
second node via the unreliable channel and the data recsived at the second node via the

¥



reliabl e channels. The nulticast group may use
reliable multicast. According to a further aspect, the
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second node via the unreliable channel and the data

recei ved at the second node via thereliable channe

into a single stream identifying fromthe single
streamthe parts of the datda mi ssing fromthe data

recei ved at the second node via the unreliable

channel ; and obtaining fromthe s e streamthe data
paliable phasepligte aa?'”@'ﬁé%%@o'ﬁamﬁlﬁ%}’vﬂdh‘i RI0Ip GiTeayR e arts of the
Ctﬂkié‘ﬁﬁésnr@%drﬁﬂw% R@eived bivde dGatendpaide vianhe sinradjaile channel; and

t he dat ive a t he_second po
e " B hdh 2o R SR P eV et BB oo e v o
creliatln bmtnlebcmasmndmglqoﬂm dbtavpalriatrmnwg tramathe rda\asrpmlved at the

LRt e ONE, FRRARGRH: Gelhabi Lity, in particular, a
i cat ons “ne I's provided conprising a first
node and a second node; in which the first node is
a HeA I |0F| (?ur?‘%P drARks atdbn{n'ﬂﬁlc‘éﬁ&@%tw&ﬂ Qor\/lbﬁ—lét&\ﬁby data transport

anne rst unreliable channel for. sendin

dehevieys gehanced rgfiahtiye im PRGPYRMG PYMRHNERIPE? ."&ngék 's provided
Cé&ﬁﬁ#@ln & firleNBoder £Wd0f Sdcon@ndde} i anndhd eist abdeciscvangel to send

e T B e S P PR o
cmnmelssemdanqdew’cabrdhg tofan pmrethablewnnwhnn@!anqmgargtgmr@d a second
nnoe?gblg OC'F{QF,,H& ef8|]; %e%ﬁgﬁ Q6o by ségﬁgt hdde! ﬁ&oftﬁﬂga to a reliable

rom-t ve

m Ssi n e data recel rom-t fi1rst
ncmmvmeatrphse pmtncel, iawyhieh dheasaia |comarniepstPIUEHY=0fMapg in which the

%*ﬁsd&' BbApARS &l ¥Rsl chdcRER foh Riehiiffifg dBRTRE | nﬁiséuﬁbefrom the data
| e channel the data part

n
: @@@V% {ofi R 5 Nk U ik PO AP R T R [ PB T h R ot
e?@l@bi%d from3eg] fireNaRieitnbe réliaglebhena tHeadatd pavs wissieg fromrthe data

dat ar n particular, in a
cﬁﬁﬁhﬁfggg?o §eﬁ@ CB%we!n which the data sent via the

unrel i abl e channel conprises a first series of packets

' '?h v&vlﬂloﬁarﬁ% ﬂﬁq séH‘ueF\&emjd\tSe?ﬁ\g %@I’ién@egtd ﬁlo@séé?é‘dtlaﬁ el missing

a sequence nunber desi gnating b
sé@fﬂd?%’é I PArUgHE M SORMEERIPRaIEIT. 1 bich by SBR,pery, via the

I BhrefiZdRC EndnBelt &lﬁwp‘i@éw& g s@h@ﬁr;&ckétﬁ i Maich each packet of the first
conmuni cati on

t t
CRETRRch SRt BT B hersR o BRED A e 8 bl ) Bafonces in
i whichitbé nasstig patalqetndemhfletdmltlseefewocsecr ittees sgquence numbers. In the

aggrﬂﬁ\hr?ﬂ:aet%antenvoﬂ k& Hgﬁcgenp ngﬁé l?a%legg}gct\hélgméy a|so comprise a

uence et of
se@c@nd seies @ packeis sy sachcpasivl chfne %O%W@F & %?POQ"H%O' with a

f sbflens@hlPBer @é%@bnhfhg“@'db?ntu&ﬁﬁha%@ﬁ@fceofn Whieh s8€pakket of the .

series is associated with e nunbe

© R0 P e SATRORG B 08 01 PRKFIE L AL UPY SRBSEn qiich each

UBMSb&Wi&B BgcaPtl $efies Ils’l\aesfdciamu withvitoelisamat sequende monber as the
corresponémg pac?gt o\f\% flrst series.

To aid understanding of the invention, embadiments will now be described by way of

example, with reference to the drawings in which:

Figure 1 is a schematic of a typical financial information system;



exanple, with reference to the draw ngs in which:
Figure 1 is a schematic of a typical financial

WO ndoosgsBé on system Figure 2 is a schematic of PET/dB2@9/000256
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packet for use in the financial information system of
Figure 1; Figure 3 is a schematic of a header
structure of the data packet of Figure 2; Figure 4 is
a schematic of a server fortinplenenting the
invention. Figure 1 shows a schematic of a financial
informati on systemto which the invention is a

LEWeCH fig? SEhInaE (o P A BB Y s He e REEaI BTN system of

negkets; data 10 is normal ly the financial exchanges

5 e e P e IPBBL Al M1 OB PRL 0B 2 ™

| Aigliiet4Us a Gohesnktib ch s senier fmkemrmmermng tnmmennamur ately,

tradi ng application 20 used by that trader. Market

data delivery can be considered as conprising two main
pﬁugsresl shawst & schidnatic qbraafg@ncmlhefomﬂan|S§8t9mdeg1‘wcha%‘eanvent'0" is

r@eé%&%?d?ﬁgf fo?‘ﬁr&tr@ntfddﬁﬁé?\@'ﬁle S8 BNEE mankdt abta 10 |s normally the

rates into fi nancj al InStltoﬁ]
ngmqm@kecheg Ahele sychelatpp geagrpiednihegestination; Hleéaafé?‘ data is
3ﬁfeVﬁddeSQvom'hg’ﬂlrﬁatfﬁtaﬁ@élt|ﬁ@,tutmhls®h\ ABYa b&)kbragatoedmona accurately,

the f |

| Rt Bl AR PLYRE el PN B 2 bired o

d%mrstmmmmwes 40therirs ehaser thg @ata\»mtmohgtnags a data stream from
WFr‘\Iahcﬁaei bﬁ& Qt Fhich ggr?eﬁ%tlemh% c%taC firfinBBt indRstion’s network.

't to n arra icatlon servers
2c5ym¢aélv th@ NamMreamacﬁrmer@mrqd@étS%ﬁr 3EHcH Ja cRBHrenglich may be

h@Reeg of e FRScif finsliRkian' §§3Fe¢rﬂ§@i; orl\&tlk&ﬁtediai fhel &xchdhge. The data
nature highly tinme-sensitive, 1% del a

S
dg{r%\anbﬁthens@roc%eggy \g@@nstrgirgﬂ'gxﬁ gr oréﬁ%(v%/ %dd mbcﬂ may normalise
apel dgabkiredim o AUGIMien formatnarsiettien kepubiishdiom ah @rray of application

%?&?r% %& tplgtp I’HJQ glh,? g]adln al?élkéggpg&n }a?ljg %%nrv Pm@xggﬁdlgbsﬁgndéo r of data

f stoeantshe financial institution server to the trading
application, the data streamls retransmtted using a
m)re reliable TCP session. nature, this se

Si
| Miteb gty B oY Fe esisiey b ahugBRY: Ruhe daia path 50, 60
f bBfeEh @lkcHangé |1f0U&rhdJ&aéﬁﬁg \a@phcamh Edna'ldst #di migimised. In London, for

Kk
R aaa S Ged Pk EL [P RS B SAPRTSPH 8 8 harce ca
f franmese LsErmdwmveadr«bnntgetfnoartcradamlsuutmmcsprveﬂmthe éraumg iapglication, the
gﬁss?rggrh |J)Je%|%9r%ec{ uFéTr? tn%rear@héﬁg ﬁﬁ Qégsﬁm By naturg this session is

on-synchronous rovi des end-to-en
dd!l‘nltvieby tigaerlow(é;t;@ lptepcy betwesi {hq finangialtipgtigution server and the trading

chapRatdr sifdd fop reﬂ&ﬁ@s Q&nbﬁl@@deﬁféntsVﬁd&Wﬂte@qu@é’l feting@Bsion of any
or sinulation data, mul t1 cast or unicast network

sést e uptad famss: Ifﬂé’H‘eﬂé‘Fcf"Pﬂ tPl“Eﬁw'a@f’cyRTP can be found in
the I nternet Engi neering Task Force

The real-time transport protocol (RTP) is an unreliable,_non-synchrbnous protocol that
provides end-to-end delivery services for data with real-time characteristics, such as
interactivé audio and video or simulation data, over multicast or unicast network services.
A detailed definition of RTP can be found in the Internet Engineefing Task Force
publication RFC 3550 of July 2003.

~ Applications typically run RTP on top of UDP. RTP can support data transfer to muitiple
destinations using multicast distribution if provided by the underlying network. RTP itself



publication RFC 3550 of July 2003. Applications
typically run RTP on top of UDP. RTP can support data
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distribution if provided by the underlying network.

RTP itsel fdoes not provide any nechanismto ensure

tinmely delivery or provide other quality-ofservice

(QS) guarantees. Instead, St provides information

about packet loss, jitter and other |ink properties to

the application, to which is left the task of

cOoRsehl Arovily Ay MEEANSTY toPnsyes Uimely dofYSHY ghETovidgther quality-of

| §s0kd ( %%&%t&ﬁafn@@beert @Rivides litodratip @@nNtpacket loss, jitter and
out - of - or del

oes, it h

LRYEY Ineeperies Joo g apEicaten g LA R Ghodnding for qualty
i BpkenRatm@ibians RER etséltiniots moalguamntee galicary de drewent out-of-order

uence delive he
BT ) B 15 R OB B sone
i trepérfiertiations dtave geedionalityyHo r erbvideitpi inysegaenced gplivery ythis is not
R ! Bba not ¥Ad itself to high-speed,
TR bt R o e e
ph@hﬁ@@PmWRW@QP VeMhe real -time transport protocol
(RTP), is desrgned to carry data that has real-tine
properties

c6 Lﬁ"ﬁ?'?tér? 8‘!’0 ‘E'H%e'\f F’H‘ﬁd @?Bgr tg? |r%%w?ﬁ@nﬁ°nn%% to&n%RTP and the
f @Tetdoatiol @FotéTBOMTICP) { Thearehletimeatrgeport piofsealt (RITR), dnderighed to carry

o%%‘g\rﬁ@%‘?\ S:Sé)arll trmE?Jﬁég@F% @s%eh%rs tﬂﬁﬁg} g&% %QF%II&W@MB coputation of
| deslinkestatistitsa  Abeliptimery, fUinthQE‘a?f ECR 4 ip @'&P\Asaprﬁarctpagforrea" RTP

ap nb&r@éﬂoﬂ’n ];oc Rf&ﬁr%thér%rcﬁﬁdﬁ%"h&ut s BB Ervations Q)NSthél Irnk quality —

emati c of an packet and its associ ated q ol
i ﬁlplgy nitter-dess. e Ir,'r @ggrtrqq e carge 41sed, 19 spgpo&eeq%e app ication contro

t rapRb@ened forns the RTP Payl oad' . The RTP header
contains information related to the payl oad e.g. the
source, size, encoding type etc. However, the RTP
p&ijoed 2 slaowsct sdhembticaef sindR TRepacketsandgts agsasiatadieageripjorpation. The:

S Qo ! m\i%ﬁe%é&aﬂ%%%[ pﬁ'éﬂs%rr%ld forhd @t daer P%a’iﬂr'ﬂ@ RTP header

Pr ot ocol shown 1 n ure 2, use of the %F

r equiping gnigrmgtien Helalgd rtottge l?é‘Y'S & t18° SAWCRTEZHaKeding type ete.
afl-tolwsvérh theH TP BE@(@?EanniEh Be Waksteaddagiasn dver tHeen;]engdarkem we use a
an W a

A PP BRRicPIAS sk PERREAR BT PRI a s 1 iz, use of e
pamfeteqairdsed UDRehedBEt themctided o ther RTF3 packebaftee ten@ TR deader. The

qg# Qggéfgff‘ﬁﬂrg BF’ Q%Fr II§ Wr%gxltePrA% éthHW ﬁg%@tza'ujse ofl tRe IP wrapper

er si on.
| deqiire pe lneagemrbe\aérded forihe BTE pmaafrﬁg thefiihheader. t he
packet contains one or nore additional padding octets

at the end which are not part of the ey,I oad. . ,
Figure 3 is a schematic showing the RTP header structure in more detail. In Figure 3, the

following labels are used:
V - Version. Identifies the RTP version.
P - Padding. When set, the packet contains one or more additional padding
octets at the end which are not part of the payload.
X - Extension bit. When set, the fixed header is followed by exactly one header
extension, with a defined format.
CSRC count - Contains the number of CSRC identifiers that follow the fixed
header (see CSRC, below).
M - Marker. The interpretation of the marker is defined by a profile. It is intended



X - Extension bit. Wen set, the fixed header is
foll owed by exactly one header extension, with a

waoledootesd3d or mat . CSRC count - Contai ns the nunbP&r/GB2009/000256
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CSRC identifiers that follow the fixed header (see
CSRC, below). M- Marker. The interpretation of the
marker is defined by a profile. It is intendedto all ow
significant events such as %rane boundaries to be

mﬁr k]?d in th]? packet stream Payl oad type - ldentifies
the formagt o he RTP | oa
i nt er pPA'QY SR 'WtFY?é‘tg%%ﬁ‘ pE ?m‘é o aﬁ?%tf’lrg’l%znaé%eéjc?meeo?ket

a dlef asﬁe]ftanﬁt ati c mappi ng of payl oad type codes to

payl o or

def i n ga fi?nqp%snthg POé atﬁog#e&%& h,é}?oeadcagg%éte%}‘e?l?s
nunmber mternraiahmwths appylication. A profiesphcifErra defauwlt q@ﬁ@mppmg of
sent,

oss dRed Yhetbats e ?%éaé@ﬁ"é‘éﬁ?ﬁ*g*é@“a"%%ﬂ%@@ cREG Y be
Ref | ectedingthdynaaneslly RgoushaearTPakeanie first octet in

the RTgedlrhée ﬂﬂﬁ%@t IhErBmEREBY bAdfor BSIHMIEP wéba&k@t sent, and may
derived Troma clock that incre

| i nearP§u§aq byithrerecgiveyt SWQ)FﬂWn@ﬁ? Q%C{T%dﬁSt?;\rﬁ &aﬁfef %leecwence

Cc 3I c ;JI ?ztﬂe@ﬁﬁwp Sﬁmects Swsahfpmwg insthintar tredinst oetet MhihesRTP data
identifi chosen , ' ,

t WO Sy’ﬁ%"ﬁF ?1-692 sqmRling m%fépg rglést%é Ewela f{?nle Elgéﬁg%ﬁa%erﬂg
sessi omomdtbhicdiisaad titearly mineSSRIDW singhronization angjter-calculations.
Contri gghbng §%ﬁ%ﬂlzh€&r§ob9‘cbeﬁﬁs |ﬁén°‘ltfler i @ﬁ&tehfrérﬁﬁmﬁpﬁmh the

contributing sources payl contai ned inthi
packet intepbihping tWwopynghrenization SOULGSS ,\Aﬁtbn,nd%wﬁ R'Blﬁ S?Sﬁ@n wnl have

unr el i gBlsemedgrciashtfibs, ansm ssi on where the; -

receiv can _request | ost t h n
st o SRRGT - GPrbas shitrmgpntpRdst I8BlsA e itBlyng sources for
det er mheedylbéd cangdinedintiés pacgetal | frames-with a
sequence number. Due to the |ack of w ndow ng and
sel ective acknow edgenents, recovery from packet |o0ss
f Geliabdd malbcast s jrepievemest an Bweynrelighl miglicagt trapsmission where the:

StERRBs BRIk qRbCodalles Aok th@sé‘ldlb? @shﬂgﬁarf é\!’t of-6&ncBéhafnel. The loss

rel1able transport (protoc oI D
USRS ‘ST BURRPEID BT 1 SRTIER i -y umber. Due to
hitlghrek pf Qbﬂbwlngtahd@eld&&@(@dkanISSQenMﬂts, ire@wery foom ipacket loss for

;E%%P‘gat%ﬁ%? %?Hopvgrt \tj%? 1or g'gg ’tr%Qmohlalﬁa? ?I{Fa%pl@%lme for use as

- TGPrelialtie dranabdwb\mrofoovl) lire tpfage sofi };@i’.ohowvem §6Pngperforms better in
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g%mﬁleo%ﬁenérvﬁthrh?dhe@ﬂ%émw FlBckeBRes.C Milticast is ainmed

appl 1 cations such as stream ng audi o and

Multicast, by its very nature, is not a connection-oriented mechanism, and is inherently,
unreliable, so protocols such as TCP; which allows for retransmission of missing packets,
are not appropriate. Basic Multicast is aimed at applications such as streaming audio and
video, where the occasional dropped packet is not a problem. But for distribution of critical

data, a mechanism is required for requesting retransmission.

PGM, which is documented in IETF RFC 3208 has been proposed as a suitable
mechanism for requesting retransmission in muiticast. According.to PGM, multicast
packets are allocated sequence numbers so that, when a packet, is missed a recipient
can request that the packet, identified by its sequence number, be re-multicast.
However, the lack of a widely adopted system that is secure, reliable and scalable has
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PGV which is docunented in | ETF RFC 3208 has been
proposed as a suitable nechanismfor requesting
retransmssion in nulticast. According to PGV
mul ti cast packets are allocdated sequence nunbers so
that, when a packet, is mssed a recipient can request
that the packet, identified by its sequence number, be
r EVRIed WeesPread ARSRIAN. the | ack of a wi del y adopt ed
systemthat is secure, reliable and scal abl e
hasprevent ed w despfead ad i ndj
WA pEpay aiRve Vi Blegeee 1 Ruireh ot ot BELEEh 0% gl gpre sorver

C@rliti the ts:elrnwgappﬁmiom lee tybicaltyi trepsparedi maTCBwhich prppidesinksequence

traps pLOV

& fgzi?o gglve &Ea)c@g Clkh( a?a ‘sfﬂ%%s%&ttegeoggle?r? grﬁgﬁ%tlhseg network,
otygicalyrwarkinpat- umﬂeﬂ § parcent et wnaclwmdcaswpe meﬁmgera& percent).
under 5 percent of its capacity (and in sone cases

under 1 percent). Accordi ‘r;ag to the invention,

f Aenordinglo tiginertient the financiphdata GeRtTeREYEG 1% ?ﬂmq:%aqh%mn link 50 is
rﬁern@ﬂéony aphﬁmaﬁlediawgad&numcal asaiph e paaidad Dy rte&IRTR protocol

h t hat b RT t K
> bicked i b afalar PR SHALTGHTHE PRGPORAE, PudGPhffedtp iing nere
V\ébdtt évd Bhlcainghaheeie tminmay drvmeyl o isbare tbé aamelmysltﬂitmedlum The

n@é‘c cihg@%e n'ﬁé §paa}5 ?‘net %@néﬂ{{}ﬁncﬁ’lh%ﬁbp ﬁul S'JI?% g%’ﬁ%ratghﬁks if available.
nilhe ualieble elptar stream pwkasably cayvies thebsame qan@gra@ﬁ.aéuh% ugepfigple data

St E; gf\ﬁif@m Yea%f"rsbln‘ésoft he SRORbEAGAS réii'é'émaﬁeédée mformatlon
unrelia ta stream al OH\thh at | east sone

uRrefgrakipleachi AR Paeked BRoReS HE dala AapIeRRY 2R e?ﬂ”é‘f’@ﬂ 287 §?Ft“e RTP
ep&dketsCP packet natches the data carried by a

correspondl ng one of the RTP packets. The sane

approach can be used to accelerate the flow of orders

f Thensaine dppasichcaaphy iused itaactaierataethe ifiownel atdegrmfram the trading
Sgééfggtlon’%? grfﬁl\hﬂtg ﬁasew ?ffd'cBr‘ag\ﬁQ@JQ%géfm emlfirAerlt Sdata is sent

unre ata channel in preferenc

t Mie theapnreligble deda @a@nglﬂﬁgreferqrpﬁg tﬁlﬂ@f r@p%gatﬁﬁparwgl ei‘he preference

| ARy %ﬁﬁbl@ﬁﬁeh‘t&b ﬁhgmﬁ rplrlﬁrl' ty Tqutﬂrhgi léIaBQ basﬁdaﬁﬁmhgibe dny other technique
queui ng

néﬁ‘PICB qurﬁl \B%é}oﬂ% af 186\%[n rﬁ#J ongFr r)prwngﬁgr{ Srg& F is ?ransmltted on a

t hatwer infedfdceor ia tmehemobk asnd evhblacEsiog aidaty fwnatedasgmbed in a well

e gffanﬁéﬂ(}%ﬁ%)tl g?: IFQ?S fs%;g?rﬁle '%g&og IPP'S‘?”%‘E) (set\éﬁngsn encryption

ofanghauthentinativte st ati sti cs encryption and
aut hentication. According to a further enbodi nent, the
exchange 10 to financial data centre 30 data |ink

‘i éceqrdig ist a Biriher erabqdime. haskeieanr A4 iulinagPia) 971 et deta fnk

RN driaembively. implemented according to the present invention.
We shall now look at how the above solution can be put into practice.

According to a preferred embodiment, é UDP listener optimised for low latency is chosen
for the trading applications 20, for example a listener based on event oriented API. The
poll family of functions on Unix-like platforms and the “epoili()” I/0 event notification facility
on Linux is suitable. An RTP codebase is modified to receive the incoming exchange data
from data centre server 30 at trading applications 20 and to use the chosen listener.
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the trading applications 20, for exanple a |listener
based on event oriented API. The poll famly of
functions on Unix-like platforns and the "epol 1 Q 1/0
event notification facilityyon Linux is suitable. An
RTP codebase is nodified to receive the incom ng
exchange data fromdata centre server 30 at trading
applications 20 and to use the chosen |istener. Server

SCBmmOI fﬁﬁm@eﬁ' PTPrfaﬂiWr tﬁftfgenG@tﬂéérttﬂé @ﬁ'Ptf%egTrPakmg up the data
E}mé:rg a{rﬁ\ pa%meapp }cg: atl'ﬁ? h eagorﬁ-?tbg B?gﬁ@pebgr transmltted in both

t rFaTFS and TER streabnst hltfﬁTBnaradco'FﬁERorslmleaan dﬁ;btsbehkiomoaordmg to a

COBRL By O BERA 5Eo TETILEE By i

arﬁﬂ‘Q‘P@* egtrhefare baﬂ@fmrg@titm the tnadlngsanwgd:@om ream bef ore
bei ng f orwarded to the trading application. Merging
m?%be achi eved nmeans of a buffer for data received
Vi

"9IR "ﬁrrbesaph'é‘éﬁﬂ byfaeapssb glwerdocdniataseiveshyia the RTP stream and

fal éeqm&de%uﬁt@ﬂWﬁ&CfblldSWiﬂ@ fs%q@cncé Rembart af PRGKAL p°ackets received. If
recel ve et ected tgéﬁe sequence,

e.
ar gea)?p%g?tg%teg &fﬂ% E%cﬁ’eﬂfﬁfb% e eg‘pﬁ? lo e il "i'%?é's missing from the
r eecsived (hapietk dessystetmemenyitotsciie tiatai faokets tepeivethiia tHeakdresteeam and

‘ ?rgsr%hgﬂ‘@ Q#&@et%ﬁ] HhrCht rggrﬂqmﬁtﬂqhé &?s%{né %eéuengep a-%lﬁ}f% into the buffer

stream w t e m ssing sequen

i 7t Betappropiiate égcatign. t he appropriate | ocati on. Accordi ng

to a preferred enmbodinent the nerge function is

o%ﬁrat ed accordlcpg to the foll ow ngf sequence: 1. Check

CQrEinmyIo Znrefpeed embrdiment Kie HerosTuRRIPMp erarated acgarding to the

dédllawpyassquence:r ead and parse RTP header 3. Conpare RTP.
header sequence nunber with | ast seen RTP header

sequence nunber i. |If sequence nunber equals to |ast
seenl-seherkideP (RTP) ang AEB sbekedgifpt dwstandimg ddtong wit h any

buf f2r Rda@@héschf Rdiank barsk RT Plt'feaﬁﬁquence nunber |ess
than | ast seen_sequence nu scard iii. If

sequenEBMAYRHRTP @P%%ﬂ' SPAYNER nuEber Wil lashseem BRBeeaderisequence
buf f er ngtabed. 4. Go to step 1. Data which is absent due
to packe RTP streamis obtai ned

tlf I 0ss or d tt
fpom s he trasAtgaRiiaber ol o Baansecaane; v fope Hupgplication
S bufferalyzngw#tlsaay beftrdd datd (sadiiipg appl i cation 20 sees

an uni (Ffrsreggén%g ngrgf:)é} léésqmr{ lgﬁlyéje& Qéquglqcet A?J%b%rn € g dlscard

woul d
. lii. If sequence number greater than last sequence number +1, buffer data.

4. Gotostep .

Data which is abéent due to packet loss or delay in the RTP stream ‘is obtained from the
TCP stream. In the meantime arriving RTP data is buffered. As a result, trading
application 20 sees an uninterrupted data flow identical to the one it would have obtained
via TCP alone, but with lower latency. At the same time the recovery time after packet
loss is as good as for data transmitted using a normal TCP connection.

Statistical data (e.g. information concerning round-trip delay, jitter, etc) from RTP can be
proVided directly to the trading application via a separate API. The statistical data from
RTP can be collated with other data and used to monitor system performance.
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Statistical data (e.g. information concerning
round-trip delay, jitter, etc) from RTP can be
provided directly to the trading application via a
separate API. The statistidal data from RTP can be
collated with other data and used to nonitor system
rovided to

tively, h S
PRI SR H 0 G T Ea RS 7 e vaan
amﬂpllqaa@m perfques ftier mergingeof mamm&d)ﬁarﬁmmgimcwdoss As indicated in

g ted in Eigur
éulrlrz] gt Itrgﬁ; dtgéggﬁ%tn Jré)d?rg‘ r@ﬁ %:étlgﬁ %fogwgﬁfﬁq S;gurgﬁty % trading
pI%ﬁ’P%ﬂaF'?'}S é@ChMeﬁ"am #aja vipph |UOfatlalImeTPelatarstneame| vi ng
data via an unreliable RTP data stream According to
further enbodinents, the reliable delivery is not

adMreiog tQ Birtbes crpRpdimantss therreligble detivery jsrmek Ashieved splglydy means of

ahmeopé&m desibbPalsuve. /Sdzb@hjurfgttbfohe %u&f@ﬁﬁér%dﬁeﬁ/ﬁ the reliable
to a subse

TCP r
o QFRareB ey R PR BrS iehEses M o s a1 e appicatons and
plﬂl'LH’ plurality b ftratiing cipplgratigms| 20qairticpase iAth ﬁ@érttopeéraie@/vdrﬂ (rdt shown).

pem Wg%%—tB?) rﬁa‘?\kmr;ﬁ%\é%gt rﬁgé?wgq%r da}raereg c[jw% ﬁ\g rttalﬁléle TCP stream
r @Vlt%ﬁﬁ@sw 0§ thedadlingyappivatiensiodto chmfnntdnEateldad thregremaining N-M

a@p{hbffr%ﬁihg Bﬁpl%@tldﬂ@ ZBeTrféor@FﬁHHngN I@Iqrahqﬁﬁtagﬁllc%%m'z'a' Qc%_vlelfrom one

% t tradin E lcati o emal ni
t Paa RGP a}BE splset Ng?fé © taqing apnligatiops thegdpta that @tewéentérrom the data

t hecetab vzt thiyl TP fi€arh. rmbﬁngéb@Blkll it bAPSdih&® cﬁlfyl RqliRAtthe data
stream

f t t
PRI ew e g
c ehpadket lossaistowar coniaxedNCR revinusiy des arived tenbbbliments with a dedicated
p%b E&n@&%’h Hﬁ'tt%fng aepgmaltﬁn the 5%8«?&1 rﬁé @fov@& d protlectlon agamst

loss I's sl ower co pr evi ous
eﬁB’Bai'fﬁefﬁﬂtge%mtaﬁd'aoru@mr%&t@m agripst eeﬂw@@% on
per-trading application, this enbodi ment prOV|des

roteg ti n a alns fs§g§‘lbnk failures in additio _
GEELRY & Hahek & pment, e celiablentR Btfeéﬁb?rﬁ\é‘i‘es the data
st,mhnli araubeet M{N)@d thmmmrallty bEtracﬂhg applieatidol amtirte@ Blurality of trading

p%@%b% bB?a é’%‘e it a%‘ull?/ ast rg%on?aglﬁ 8Nhﬁ M &’F@P%F‘PQ"{]“E‘%‘PS which

t F%ﬁ ﬁ@F’ a}@pw%'wm tﬂw@emt@aemtrec fqtayt @a ithe anultidabi grash data packets
OFeRbiNed B3iRG tAd rdiBBleMdr 3¢H WA 'lH:eaFe'c ﬁh&aﬂs% is slower

TCP con(g{o ivity to the data centrerea Vi

nEPTRAed {o Breyiapshy descripedt Rmbadiments wite agqneagect REP connection per-
r&hdlrajalappl"c'ﬂi'(’)nsttm@fbmbommehﬁpiobﬂleé @dﬁﬁyﬁibﬁb@glngﬁmﬁﬁé I|J1l9$aﬁlures in
[ are vi ously described enbodi nents .
g?ﬁtl V@é&f %b%%ﬁtﬁ%s&l on pertrading

application, thls enbodi nment prOV|des protection

agah§eiRE® létr@ﬁmﬁﬂlh&ﬁ'@ﬁ Ha@@dgjra Ay n%mﬁ%qoémeﬁchtplfggnt benefits

agal nst packet stre

TESMRFRAIQY Gft donad desa bﬁ'ﬂﬁﬁﬁe‘ﬂd'aﬂlng; |I<ymrfen¢maendoleteeéy dwing normal

operation (i.e. with no packet loss); a built-in mechanism that provides both endpoints with
detailed link performance statistics; retransmission of data and reliable in-sequence
delivery, comparable to pure TCP, for links with a low probability of data loss.

Additionally, in the aiternative embodiment where the RTP and TCP streams are supplied
to the application “as is”, the trading logic can be modified so it can operate
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both endpoints with detailed |ink performance
statistics; retransm ssion of data and reliable

i n-sequence delivery, conparable to pure TCP, for
links with a | ow probabiliflyY of data | oss.
Additionally, in the alternative enbodi mrent where the

o onc gt <ERrpesugh b Ra i EARkbEF b

operat easypchronously and, advantageously, continue

f_data h '
%lg‘?l nlgsevcveggﬂ %t}ovg bg n,paﬁsof Q%f{mé S@#’n é?@ﬁhp&tqufﬁﬁéghb *Prrz&et data
amllvemrsbertcesl,aha paekntymMeptiangs applisable tchanypgosyaytications network with
ﬂif‘ﬁ%r{to adaRinf PR IWH eac‘:ﬁ’ra@ynyargﬂnﬁ@%;%%ﬁ' Q@SM&HK\QV Ksuch as

suffticl ent capacity 1 n whi accuracy and
heaghmepeatians Betvers® memeggmw SeVisoIRRM A ghigrial contro, etc.

networ ks for the energency services, telenetry,

i ndustrial control, etc. An comTunl cation syst

AR, BIMAYRicatiga sygiem g ,nﬁfaﬁ q\g losa o Cf?éfr\lpto‘?ﬂ_{.a %/getﬁg ? et factors

t ihat arelertetidl Ginddeydraitte bentonof thé eystamtar ddheadnt tnhtbe system, i.e., by
te nher Vi

t %%u%g?olp%ergilocgle e eg{eg dPherQrgbasoYl?}Lf%E]oFé ?rec'o]gru&}q duEttéjﬁhQrfent factors

cisraniptrinsio cblarecterstic whea@mysm twhioh dag b&rﬁviahlﬁ'ieidn@ ﬁévance or from
Cnﬂgﬂﬁérﬁéﬂt% sg?t rﬁ%ﬂﬁﬁna?’%ec‘tﬁ@ wiiDinGhhiges c@rﬁnﬁHr@ﬁﬁbﬁt@Qtem (or a

vance or nmeasur enent of erf or manc
TrRMTEYICAtian ietedr! LPEIGHRE AV RUCH R wéﬂarﬁee@ wif losses ads to the

C Q&IMidh SRink %Ost&'h Qb %ﬂg el r@iable®r ONreliabtd) WithareRysice 19 the present
deal s with | 0ss otedeflnltelonof

SW?@Wa@ ﬂgﬂeﬂ @'M"thmF JEFognise %rrelmt? PP HY caﬁ@v t;?]rotocol as a
r ehispenc eaganlet he passEting i datenbvana deledomnhadtation keystem  while

I ;
¢ Forﬁpgengr n%%gll aq% @etér?ﬁmts%g Io%sgsom}agzaéﬂggaegbgéw thé'htréhsic loss

ransmttin over
t etoeeblrmlmihe apartvgwast)e@p@nwnp@t@n@mﬁg@néa%'!ahﬁ gogmunication protocol

NeRsHERR rbﬁ‘e%e?:téd% be %§@a‘ble3<§f cbl'HSerfsaﬁrﬁ; fSW&hﬁﬂstb@@rds e human
the intrinsic osngrob

L E¥erva i A teiel e o) b dafrooycRs) wsteiriolPig Het siiled worker

pmmambog#whd oéliabe eomaomleﬂloh mrblecmjaqmbhe tbét is not able to
1 t t h

RO BRBAE o ey R et e e ot on

system It follows that a skill ed worker woul d

ﬁg QeI bS %n?&agpa ‘B}/ IRl Sk mecé}{ IQNinRERIbR 7Ry 56 mﬂﬂ@nented in

'S NO 0. conpensat e for non-determnjsti
| safbease. Ay arcales pevehemay he éontg@ewon|va5@dsu%mseaoa“6§?f storage .

t hRsR %h'ése&jﬂdﬂbytdib% gDtrROMNer rlnﬁglr%ﬂt In(ddlanm/thb!‘:‘the program can be
i npl.enented in so

SRS RE B PP e FOesS caPua oy b pE gt  Eaieg over @
sempader setivbrapyg Gi suitablChafDhibsiar madign eT heccampliter psegram product

: 2‘%‘2& %ﬂh%&f el ) %Ht'cﬁ" mbyPRd gng{’%ﬁgﬁ’ Q@/Oaﬁ afig Cf%rrler readable by a

Fhose - comput ers’ of —cou over
asmtahimt@npum inputideyise ngpich asuChLHIN, ?W‘ﬁﬁ'ynﬁeég@% marks, magnetic

MR bunthEd EHERKEEE, J'oR%h %mc%rﬁé’éiﬁilc or optical signal.

As will be understood by those skilled in the art, the or each data source 10, data centre
server 30 and trading application 20 may be implemented on one or more commercially
available server or similar processing means. Figure 4 shows a typical architecture for a

processing means suitable for implementing the communications system according to a.



used to inplenent the invention may be enbodi ed on any
suitable carrier readable by a suitable conputer input

waelewboeg43cuch as CD-ROM optical |y readabl e naP&EGB2009/000256

magneti ¢ nedia, punched card or tape, or on an

el ectromagnetic or optical signal. As will be
understood by those skilled in the art, the or each
data source 10, data centrélserver 30 and trading
application 20 may be inplenented on one or nore

EARE! Spegnert 47 bn SUEN, Y Bateess CHTPEA! B e 41 ypicaly be
PregoiRas i T praessirguimeais eomhpriselsniloentealt progpssing unit (CPU) 40 for
Cg)?e?:ﬁ r{ Ca ‘éw rg §|¥>3Fag1@ a6& o&\QI’\a t%n&”&)‘h rg\ﬁ{gs?ﬁ%%gemm of the

I'n "practi ce
vvpllobestsypu mearisy The GRiHAD iseehnng¢ted pmoe@t@rn:g deviegssvia a bus 41, the
Cegwge'sﬁﬁcﬁu% § Ridide MARECSSINS Hrﬂblle a(ﬁ%D&J)d:sﬂan/é)for storing system

executl ng twar € prog r ams an nmana

- conrd .aewucam ﬁqﬁ@vacﬁaéwatmqywrmdevw wﬁiagi gﬁ% Heaids RAVKAS. The
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CE’&’n&Qer' t‘értﬁé}nﬁ&@d&%ét\ﬁorﬁ intendes 4f fofl g\‘(érfaelﬁg Zd) @xt%nhu&etwork 49.
e device

t he devi ces Inﬁi” t?toraa d kevboard
o TherbeaPonan s, s 4sErpuT R B v Sy BT 2 meySh and keyboar
apiok slkoRin) @onrofeduatie Busdt 1nearan inpdeautme port nelasdmeﬂgasmplay 48.

4 h ; :
e Ao B B 4 B D B 84

Tmmtlog)rmmnsa mepaiyn aaleg@npla oif uymca,l @mceﬁsmmp@mq @rghitecture. 1t will be

d ﬁl\threﬁwo%%&dE\ﬁatQBémé’sccﬁb@d" Brok SasRRah&hns Hak aff %chssag/ operating

connect via an I nput/output port
agndanniication goigvase tagnalalg it tp fulfiljits pusgesqnder st ood by t he
skilled person that the above described archltecture

t ;
o B G e ac aneohetey BSroPr: S TacH apt HEPOR for retabt
udatarteinefed frofad fitsh@odke and iabsedompt oadesea mgo whanmsish Adfirgt] ynreliable

t hl? r‘iﬁglct??é%@/ ?aqg ?Ecﬁ)‘i’é &gtoaanpurﬁggueﬁmnm%icﬁmn%vﬁﬁﬂ@coq Such as RTP.

ena ur pose
aBsecenstreliable ghapng) yregiers tmwat%laf@@rﬁ*ngﬁp @deliaglggommunications

NBEHRLK st ag ?bpahl ﬁledsﬁzénd F\@dlﬁfdﬁfa 5arrt§rﬁn§snﬁg fré&rh tﬁ@d@la received
and a second node v first unre

i a
c HariaR st ARG B dhe s e, GPITALS 1gtesied AP ol aepding data parts
C esvaived Gatn thesiirgtr mddecdd tieuadiiatds chaiihel Asesk dbaRTREharpekemay be
channgel ers c j

; BPaR o E  d pHEBA Eale B £ el e, gunplemented by
s ecw/ittastaiayp @ atpeepterfesr mtwgnkng fromthe data received
fromthe first node via the unreliable channel is

detected and correspondi ng data parts received from

the first node via the reliable channel used. The RTP
channel may be operated over UDP over multicast or

uni cast. The TCP channel may be suppl enented by a

mul ti cast group or a peer-to-peer network. CLAIMS 1. A
comuni cations network conprising a first node and a

second node; in which the first node is arranged to

send data to the second node via two channels; a first



unreliable channel for sending the data to the second
node according to an unreliable conmunications
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the data to the second node according to a reliable
comuni cations protocol; in which the data conprises a
plurality of parts; in which the second node conprises
a data checker for identify¥ng data parts m ssing from
the data received fromthe first node via the

'Iigble channel ; and for obtaining fromthe data

IM&d fromthe first node via the reliable channe
the data parts missing fromthe data received via t he

unre bl e channel . 2. ommuni cati ons network

cl ai rre% °°H‘"&‘f"é°aﬁ‘?'f ’?eﬁw%ﬁcewp?%ﬂ%g 3dsh "Q%?"Q/Pa?ew@ node; in which
unreli awlfestmbaensarran@srmblssmmaa td the secomtiinege O t\n@eﬂﬂa@héls a first
in whi r eries is.as

't b RSB RAREElor Nenbifls ohd (Bl B oo SacbRe 3878 SR 0 an
sequenle'@';ﬁe"aibl'i3 wmmlmlqah@&nrebcm,gar@ai secpsd fefiahi¢ Chianed foi dending the
ref erepms ﬁe%@@or@%h{@ EG&r&] ﬁﬁ“'ﬁm‘?ﬁ{'d}‘&@é{ﬁ?&s‘“ which

network as clainmed in claim

vi a th@erdéﬁcgﬂlpés‘?ﬁ?aﬂk‘l@l'ty@bmﬁrses a second series of

packets; in which each packet of the second series is

associ %twq vyhéh a ie ence nurrbﬁar desi gnat i ngi

posi t i OISR e Seegnd AR Comprises 2 t%&'&‘??"%’ Hekidenthing data parts

secondmﬁemgégnnbedaapnndedﬁanmnﬂwahoaheapmﬁﬁﬁmﬁb@%hhM%land

first =t C e s

seri esﬁféﬁtgﬁg‘ %&ttg%d{yvmm{%g Egﬁggﬁeé gﬁ&'@%ﬁﬁﬁ%ﬁ %?”"e' the

t he cofdtepatsaissing fser ke datd rechived via ﬂte weglinkble chahnelA

connunlcatlons network as clainmed in claim3 arranged
gfe to send each series of packets in sequence as

det

n{\ﬁga\nwlc?tﬁ)@sg@mmg% cﬁmﬂyelpsclaug 1 j§ which the data sent via the
ComMmunirealtablerchamed) 6orhifrisas atirfliseist dfibabkedd M which &R Qﬁ@lket of the

in use ch.series of packets out-of seque

and | S RRC U el dooel i LR dr3ioping < postion in a
seque n%?@ﬂe'ﬂ?@r ingwhictie mojssing datq Uﬁardemlfpdwktbtrefer@ce to/ the sequence
from thgnddd St node. 6. A Conmuni cations network as

claimed in any of clainms 1 to 5 arranged in use to

send data via the unreliable channel in preference to

t Ihe 3 eﬁa Icarlahﬁnleémﬁﬁ @\btwo?k aé\c@ﬁf@dﬂﬁlc% |2°|H§Nrﬁ<§{ W datzPSent via the
Cl al ne |

Crel | Siole SRt o R B syl ores o Packal: mphigh gagd packet of the
dat a isecendpseieslis agsocititep avitk et seqaenaer elinftir Wesigfdtng a position in a
oper atdy ggenqger UDP; and the reliable channel is
arranged I n use

m which each packet of the second series corresponds to one of the packets of the

first series; and

in which each packet of the second series is associated with the same sequence
number as the corresponding packet of the first series.

- 4. A communications network as claimed in claim 3 arranged in use to send each

_ series of packets in sequence as determined by the sequence numbers.

5. A communications network as claimed in claim 3 arranged in use to send each
series of packets out-of sequence and in which the second node comprises a

packet sequencer for arranging in sequence packets received from the first node.



to carry the data in a plurality of packets according

to TCP. 8. A Communications network as clained in any
wohooelogd4ss 1 to 6 in which the unreliabl e chanpel/GB2009/000256

arranged in use to operate according to RTP operating

over UDP over nulticast to a plurality of second

nodes; and the reliable channel is arranged in use to

operate according to TCP td#each of the plurality of

second nodes. 9. A Communi cations network as cl ai nmed

in any of clains 1 to 6 in which the unreliable

chan‘?relA FanMayTcRtgRSINgtNOTl B8 daimemhiray ! slaires Hitn§ arengerbn use to

oper at isef qutgvia thaRurevable BHbdrietAherbrande By Rliddiy cnfbl,

second nodes; and the reliable channel is arranged in

use to operate over TCP to a subset MN of the

pl ural it yorknodication® metwodd @s ; cldimedvin Ghy tdiecigaheriakd BYinNvhich the

5 of Secﬁﬂ%ll&?&%ﬁanﬁ Ielsaﬁjaﬁgn {%hés%ht%fﬁég %?rt Ilﬁ/:ag[?luiahtg of packets

a peer-to-p

second amm@eg tOSR'ER opanafind dver WiBk; and theemliahie chdarmek ibarranged in use

rel i ablfefrard\@la InfLUAMRG of pdc ét\s;gg&t A ¢ @ parts

m ssing fromthe data recelve unreli abl e
channel ; and in which the remai nder N-M of the

pl ural it Uonwnﬁlcﬁeﬁ@ﬂgtv@ﬂdﬁ§ Hlied i RY A c'laﬂnélsletc; 8 in which the
10 recei VS fl;]ag)eqw %r ot her of the subset M of
second"NEERRE ¢Maangds aranged N y3sslo;opgrafs asrerding ‘Baﬁ”é? operating over

recei vobPvouer indticastrtel a ahkatyCdsfas’U&ehd nddbs; And the reliable channel is

Commnhﬁ%eﬁﬁr‘? U gw\gﬁé t%s c or%fnﬁaﬂ r‘]lJ Sﬁ f‘ é/agﬁfoéﬁ@ee BP%J{%' of second

e untef
use :t oNefeSr at e accordi ng to RTP operating over UDP
over unicast to a plurality of second nodes and in
which the first node and each second node is arranged

15 0 ukeAtPmRTGatipRsa PRIWPH as slaisped i peieof i iktouged which the

t 0 recenrémabfer Mhﬁé’lﬁis éri‘afr@bd HoGR thtpeded chBirgSto 'ﬁTffsépfégatlng over
from tUﬁ data r e.unrel.iabl e channel
|

PSP pHECRLIGE Al Dot il e, e Felle chane s
t 0 6 carqnged imgpedo pbemtel avey NCBfto 8 aoleset MG the pluratity ®hof.second
an unr gldeabl e channel, arranged in use to operate
accordjn to RTP over. UDP, is provided for each of the
20 p| yr al PWHish e Rlualbn A elcweeandipeties areRiragded iohise e participate in a

arr ang@ér.ltdlpé&aemr@per ate according to TCP, is
provi ded f%r each isﬁcjotntg edof a subset MN of the

pl ural I 1819 sglé%a @&geon nodes is arranged in use to receive via the

reliable channel from the first node the data parts missing from the data received

via the unreliable channel; and

25 in which the remainder N-M of the plurality N of second nodes are arranged in use

to receive from one or other of the subset M of the second nodes the data parts

missing from the data received via the unreliable channel.

10. A communications network as claimed in any of claims 1 to 6 in which the

30 unreliable channel is arranged in use to operate according to RTP operating over

UDP over unicast to a plurality of second nodes and in which the first node and

each second node is arranged in use to participate in a peer-to-peer network used

to receive from the first node the data parts missing from the data received via the

unreliable channel. |
35 I

11. A communications network as claimed in any of claims 1 to 6 comprising a plurality



in which the plurality N of second nodes are arranged
in use to participate in a nulticast group and in

wohioelgsbe subset McN of the second nodes are BCT/GBA®U/000256
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in use to relay via the nulticast group to a renai nder

N-M of the second nodes that are not included in the

subset M<N t he packets received via the reliable

channels. 12. A nethod of d¢liably transferring data

via a plurality of channels in a network froma first

node to a second node; in which the data conprises a

pl ur al iN ¢f 8¢copd modes jmwhiph @n unrrliable sharses asenged meusento operate

unrel i aktardiagasraip and BDP ek iRk -
I ncl udi ng: sg di n 4 ﬁ he dat agtpg%%gqgggghﬁdmn%ggpl%gy?ﬂgf sacond
fes 3R ERR

unrel i &8 S ENIN g aEAged b 4S8 & PRYatecrssARing to TCP, s
node vipzovided foekactbbecond antelof ;a subget MENi G1Ghe® PlUrSinPN of second
t he datngd‘%q;‘ssi ng fromthe data received at the second

node vi a e unreliable channel; obtaining fromthe

dat a r étwhighdheaplutdiity Neof secbndodees/are drtapgecin adel © participate in a
channel : ' t [ts .

i a1 e FEaR PRI i VHER BRTGLSE M b e s BBlsSyp grangeain
t he unMg? foafslay vinthameyticastaroun ieea tegwingder NiMiohibd second nodes that

cl ai m &2 hdt iﬁbﬁh@@intth@s%éﬂhiﬂm%aﬁm%%ivé@\ﬁ% iln‘ésreltata% channels.

data in a plurality of packets according to
operating over UDP; and the reliable channel carries

h ' I [ f k ' TCP.
1. S ArhBaT SRR (APinabE e 25NN Sanigrein @ hetvork from
unreli akﬁt&%nm!nraaeporwcmees according to RTP operating
over URPwrQMﬁﬁe Gytlatdog@ﬁéeest |@raﬂ* Bf pn’sI y of second

nodes; ~and the rell channel dperates according to
TCP t oineM¥eh the chanselsicamarise an wireligble shahnebalska refidhle ghannel;
met hodthasnméthéd ifBiddihg? any of clainms 12 to 14 in which

the unreliah] € chanpnel operates according to RTP
oper at F‘?{Hj'r@%er daipee 196 spcapdinpre a theyyraliablp ghainet y N of
secondsergitgdhe datd td the se&ind abdevia frneRibleapanid es over

TCP to; 5ol ur.al | f des: ,

o i SETHES B thePlard BRI B ¥ il SeceREf af fhe paran node via
in a peunteialieehamel wor k; in which the subset M of

the segaifing¥SRSthE A5 réEeividaat tesdetid ﬁéueq/ié:{ﬂ%g&?g{e;c{h%mel data

the first node the data parts mssing from
r ecei VRAYIS\AOHCERPAANG (RINe dBlaagts Aissing;frogyhe data received at the second

node via the unreliable channel.

13. A method as claimed in claim 12 in which the unreliable channel carries the data in
a plurality of packets according to RTP operating over UDP; and the reliable
channel carries the data in a plurality of packets according to TCP.,

14. A method as claimed in claim 12 in which the unreliable channel operates
according to RTP operating over UDP over multicast to a plurality of second
nodes; and the reliable channel operates according to TCP to each of the plurality
of second nodes.

15. A method as claimed in any of claims 12 to 14 in which the unreliable channel
operates according to RTP operating over UDP over multicast to a plurality N of -
second nodes; and the reliable channel operates over TCP to a subset M<N of the



in which the remainder N-M of the plurality N of
second nodes receive fromone or other of the subset M

w@boowlogs4second nodes the data parts m ssing frpoT/GBe009/000256
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data received via the unreliable channel. 16. A nethod
as clainmed in any of clains 12 to 14 in which the
unrel i abl e channel operates according to RTP operating
over UDP over unicast to alplurality of second nodes
and in which the first node and each second node
participates in a peer-to-peer network used to receive
f r om t plerafity Noaf seesudd neeRs; dat a parts nmissing fromthe

data rigGRickack Mudiity Neof dBESki Bt Lpdrit@iaieih a pbér-tofp BB h&tasrk;

as clainmed in any of clains 12 to 14 conpri sing

pl ur al PR 1B suRseb Mot B &8Cane NRART FRcgiMe YR tRe relhlg channel from
channethe Gip@ rrastik Nige Ae@0OpAtisNgissing ROM eadatd JRieives via the unreliable
pr ovi dq,gf\f%r each of the plurality N of second nodes

and a TEMEHAY channel, operating according to TCP, is

provi diedvhichrthee seoiairsiec Brid ohthe @lundlityaN stidrsend nddell redeivietfeom one or

plural by & s&%gpnl%fﬂﬁéjtgééonjj Moty {I‘ﬂtg.ota&epﬂs%@éihé Yrgm the data

of second nodes participate In a nulticast group an
i n whi Gheivadvizihpseteliapackinehe second nodes rel ay via
the nmulticast group to a remai nder N-M of the second

nodes that are not included jn the subset I\/ﬁlﬂ%et he

packé: & meled 3egained ip Ray chclaipy &2 é‘hi‘hr‘fé]”g'.c fie unieliable channel
met tho;ﬁs‘Balxqtéé 3&&&@1@ o &P Oberﬁﬂir? oer LDR @vdrdunicest uelianplurality of
nergi ng t ta recejyv n S n . .
inr o1 1 Saspn® noi Aap FERHYS the it 1B ARG B0Eh AP 1R fdiigtes in
node vpeertdipear elehvaok esechtnreetivé fro the dirshgbee drer dadanparts missing
dent i fyi 4 Ja;aoghéigsﬁdeﬁ%m'u%re‘ﬁamsa@nw@ parts of the

data mssing from ata recelved at the second node
via the unreliable channel; and obtaining fromthe

si N2 AT diRAN S diEmedirParyadt chirh€ $2tov OcoMprising aSBgramy N of second
or r espo

e Y Ve b e B o AT F5idd RPP over o, s
secondproaided Yoraedcheof uhe ellurailty & ohaenved .nodes and a reliable ghannel,
operating according to TCP, is provided for each second node of a subset M<N of
the plurality N of second nodes;
in which the plurality N of second nodes participate in a multicast group and in
which the subset M<N of the second nodes relay via the multicast group to a
remainder N-M of the second nodes that are not included in the subset M<N the

packets received via the reliable channels.

18. A meth(od as claimed in any of claims 12 to 14 including merging the data received
at the second node via the unreliable channel and the data received at the second
node via the reliable channel into a single stream, ' _
identifying from the single stream the parts of the déta missing from the data
received at the second node via the unreliable channel; and '
obtaining from the single stream the data parts received at the second node via
the reliable channel correSponding to the data parts missing from the data

received at the second node via the unreliable channel.



