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5 for content-based b||||ng in I P networks, where an
| P node uses an Internet serVice provider (ISP) to

acces h e-jncurring conte ts fromope o
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node, upon a request, tranem'vbskan I MSI stored on a
SIMcard from 10 the I P node to a control gateway

modul e, and the IMSI fromthe IP node is stored in a
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transition from fixed nodes in netvvorks to nor e
flexible requirenents as a result of eased

mob'Fi (32 ofity JURTHelguHSeFn bl ‘”él &dpgd hence the
t ekmphony, bdr eﬁmﬁﬁmattmjrs trﬁnd ipro‘aid?@s bei ngs risen

fogQ oh ng§§?§§aQ%aﬁg§ %%P Jéth SE??%ret%®w§Eternet

order to un ers nce
bepﬁééhd@ng§ﬁ14W¥ﬁqt@C%%@Sth@ ipfegmaddionon lopieoes, the

of ythe el &0 REPRALLSOMWRI Gh-dBys beodiawnisi it e has
devel opment of telep hon)i in the direction of mobilit
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need Ihef oif Mbte Awh de tihrdepsandtent a\trehesslraamﬂyo or at
pubPREss WLt BFERLpg. (UL Phortie CAte e, SPBEAzfees,
i spemenséarly mobile appliances, such as PDAS, mobile
radio telephones and laptops, is beginning to alter our
conception of the Internet. A similar transition from
fixed nodes in networks to more flexible requirements
as a result of increased mobility has only just begun.
In mobile radio telephony, for example, this trend is
also being found in new standards such as WAP, GPRS or
UMTS, inter alia. In order to understand the difference
between current reality and the IP connection options
of the future, a comparison which may be drawn is the
development of telephony in the direction of mobility
in front of our eyes in the last twenty years. The need
for worldwide independent wireless access to LANs with
laptops, PDAs etc. in the private and business sectors
(e.qg. in airports, towns etc., etc.) is immense.

However, the WLANs, based on IP, for example, do not
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However, the WLANs, based on IP, for exanple, do not
~LELEHCEEETE e e JrM111aH 1~ ~ *@0002* 2

provide the service in the way it is produced with

GSM GPRS, for exanpl e, mhich_aguld permt free roam ng
by the users. These services uld need to conprlse
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forQErOV|ders whi ch | ow "Cross-standard roam ng

betEen HY?F%?EnteV@AN sEYi dde prldviedess aﬁdgﬁet&ééﬁl of

W.abbsenvi £e pficvier sradith 22 1GPUSRRS ey C&hat it is
provi ders | ocal area networks

k
PR SR ARy e ensPr L iha: Chraerabin sBoRsdse Only by

mhccmbanengonhhetedwobywueads oflophysstapleedaad ssehmless
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hese ar e SO ca ed Wi
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hayge ak sQ shegpiE: YEE ﬁHEeruﬂQPUféf %oglg%QfO%&hfﬂ1 allow
develognents such as the AirPort Sstem from

Cofptit r§tapﬂérr¥nE93mlW?rEF§§§eEA %%@%?%te§6€%ﬁaF?§Vlce
suptedidierki nkinng nobidesmni ¥sAfNOd@S),icesUhr@siders and

'a@éQPéPREOEgPQQE% P?Q@% CPgrsonal Digital

Assi stants e ra I'0S, particularly nobile
radi o telephones with an appropriate interface into

a tefphtedr gatHBARYL & NRIMAr krHhe, R 1 ies NedeRs PayBua1ly
an adapter 35 which conprises a transmtter/receiver
andCBEPEHS S what are known as nodes, which are connected

by means of physical media, such as coaxial cable,
twisted pairs or optical fiber cables. These LANs are
also called wired LANs (wired landline networks). In
recent years, wireless LANs have also become ever more
popular (e.g. through developments such as the AirPort
system from Apple Computers, Inc. etc.). Wireless LANs
are especially suited to linking mobile units (nodes),
such as laptops, notebooks, PDAs (Personal Digital
Assistants) or mobile radios, particularly mobile radio
telephones, with an appropriate interface into a local
area computer network. The mobile nodes have an adapter
which comprises a transmitter/receiver and also a
control card (such as an infrared (IR) adapter or low-
frequency radio wave adapters). The advantage of such
mobile nodes 1is that they can be moved freely within

the range of the wireless LAN. The mobile nodes either
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control card (such as an infrared (IR} adapter or |ow
frequency radi o wave adapters). The advantage of such
nobi |l e nodes is that they can be noved freely within

the range of the wireless LAN., The nobil e nodes either

3 communicate directly with one another (peer-to-peer
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st e t.. T
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25 is intend dforanodev\,hlchlsvmth n the wred
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f uncti ons he II— F St an Std
8OQYRD63©1199@V€|VE@I| &lg@@ésssi&‘ﬂnqid’h Bfi dyg'wegeg1- Y40 mwatt
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Y,
r eb‘?‘@t er-éd iish HWEoEnY FfeE eFPﬁgABattz?bé%eé)eriWrt%é"}}l@iher a
I npwheseulangenddeaqwdeinformation frame) on the network

is intended for a node which is within the wired LAN or

within the wireless LAN, in order to forward this
information, if required, to the appropriate node. For
this purpose, APs have what are known as Dbridge
functions, e.g. based on the IEEE standard Std 802.1D-
1990 "Media Access Control Bridge" (31-74 ff). In the
case of such bridge functions, a new mobile node in the
wireless LAN is typically registered in an FDB
(Filtering Database) in the AP in whose range the node
is situated. For each information frame on the LAN, the
AP compares the destination addresses (MAC addresses
(Media Access Control addresses)) which it has stored
in the FDB and sends, rejects or transmits the frame to
the wired LAN or to the wireless LAN.
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IS situated. For each information frame on the LAN,
the 35 AP conpares the destination -addresses (MAC
addresses (Media Access Control addresses)) which it

has stored in the FDB and seqps rejects or transmts
the frame to the wired LAN or' to the mnreless LAN. -
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access by applications on de Ssho of
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interface 5 changes, . in the 'event of a change in
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nmohbke mady o dechnoiogy, wesddongd attathe odlcselss | o the

vari ou ys, however. The end points in nobjile radio
2 0" CEBaF Ty Hrurfie, LI t na"CAsECar foBiARe moteseoesible €0
howeverfr@@ﬁpUtﬁnjap@depamdemelyanflmmbenﬂnﬂ<20The demands
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I nternet access ether _wth other applications,

su@ﬁeasuFHa%%ycoﬁﬁm BFi onTHi t hPBosFEFBn- PFnalRglle nodes,
appbivanees, sucbmpatetrhe sappllittheibased GPSn(G obaplement

Po ste ma hus ropriate., One of
§ tte?%i:@90§¥, t%e@vdebe gt}tﬁ E %%ac(%gsssoubssicn b%lbstﬁlthout
| n@eynépmpnota@ctmon( o) Jarsi:qthnttm | FP’Iqmotm@hpla\hu ¢h this
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addresses (I'P: Internet ProtocCol) for routing the data

paBREFSCELBHY t hdPdiurTe agPeEsNEo WHENdestHiREI®h access

together with other applicaticns, such as in
combination with position-finding appliances, such as
the satellite-based GPS (Global Positioning System),

may thus be appropriate.

One of the problems with mobile network access using
the Internet protocol (IP} 1is that the IP protocol
which is used in this regard uses what are known as IP
addresses (IP: Internet Protocol) for routing the data
packets from the source address to the destination
address in a network. These addresses are associated
with a fixed location in the network, in a similar
manner to the way in which the landline network's
telephone numbers are associated with a physical
socket. If the destination address for the data packets

is a mobile node, this means that for every change of
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address in a network. These addresses are associ at ed
35 with a fixed location in the network, in a simlar
manner to the way in which the |andline network's

t el ephone nunbers are associated with a physical
socket. |f the destination addr éss for the data

pack e node, _this neans that for evel
ChaRGeSer So%TINR vor ot odgt T e How FEEREF nPRCS to be
addi essahedds il ahdloeat etiramhpelemakes mobile access
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i nddgatesethe bﬁeatb@n GﬁeséhelhonﬁhéetM@EMal%hlbﬁatb@ IP
sec d |s dvnam 0 car of ss whic .
dengfq 3hcurren d ess i L Gh ﬁg hr?olc}leocf%tlon £
th’ehﬁetfvmmk. n‘él’h;@loa:ésocwhtlﬂen M\/\/@emontdhelsv\m dynamic IP
addeesses ald s d henl Bhdakadpackels. tgubeendi vldad on of

e correct, current address of
15t tReMeP it Re NRESt 1y ddiferta v AUded ProtdeaPeidbion between
aut hentd st |a|&lgir%slé%%r hn1aww relessplAbLts thwecioPed to be
sogrce Q gt ocol .| EEE 802. 1x %I n the current version
802113 F ot Hd'S nSRFE Rt of UEFBRET PESIFESRd o the mobile
El ecieoni cs Engi neers Standards Associ ation. | EEE
802.1x authentication allows authenticated access to
| EEE 802 nedia, such as Ethernet, Token Ri ng and/or
802n¢1 wirel 68s LANsThe f8@Ruehtpyot oeovdd pr gdydescdsl for
ora@tﬁ@ﬁ%1&5@9§5‘%§'QQFEn f&ea essf%? ?énQAﬁorls the open

W reless 25 ocal
nefABFKS, RESTNICORi thFEE Fﬁl@% (LF—*r eﬁh%nct;}‘e}—bﬁb‘lrﬁﬁn;é»pr‘é%tﬂswn
Speonrmm) or fbGRS (Berectinbeqguenee Spreadebpectiga) . and

hentlcatl n 802. 1 x su rts EAP (Extensible
PR ESn EROiBEOrS A TG r o ESC HARIGRor ¢ TEEE
La9é2 Sscuamtlyéntis@asﬁ)@nlla]lld@m se thgppardes RADROSess  to
AlﬁﬁgggrbdéuamBéQ%gs such as Ethernet, Token Ring and/or
802.11 wireless LAN. The 802.11 protocol produces a 1

or 2 Mbps transmission in the 2.4 GHz band for wireless

—

o]

o

LAN, i.e. for wireless, local area networks, using
either FHSS (Frequency Hopping Spread Spectrum) or DSSS
(Direct Sequence Spread Spectrum). For authentication,
802.1x supports EAP (Extensible Authentication
Protocol) and TLS (Wireless Transport Layer Security).
802.11 likewise supports RADIUS. Although the RADIUS
support in 802.1x 1is optional, it 1is to be expected
that most 802.1x authenticators will support RADIUS.
The IEEE 802.1x protocol is what is known as a port-
based authentication protocol. It can be used in any
environment 1in which a port, i.e. an appliance
interface, can be determined. In the case of
authentication based on 802.1x, it 1s possible to
distinguish between three units: the appliance of the

user (supplicant/client), the authenticator and the
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support in 802.1x is optional, it is to be expected
that nost 802.1x authenticators will support RADI US.
The | EEE 802. 1x protocol is what is known as a port-

based authentication protocol.. It can be used in any
35 environnment in which a port, 1.e. an appliance
n . r_m |
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data supplied by the supplicant in terns
cl aVRRYIFaRAt LPyLerAgt Réntheatil8AMSEr $8FE ALY -usual | y
based on RADIUS (Renote Authentication D al-In User

% tcez fro .the 15 | ETF (I nternet Eﬂglneerl g Task
gehe CYRECH8E of SEHETSRABFES HoRAGHYi CAEFBA  ©F  RADIUS
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un rLOut er. e rver hes. etc
ot TE JEET el B ied PRI TEELY ERPeeRl qHRC TS Gt che
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server checks his information and aut hori zes th
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RAB: LS &8, plnaiverdeadsa I$hat . t WReAetawoiker uauhss up an ISP
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Byunits generally cannot handle a very large number of
network users which each have different authentication
information, since this would exceed the storage
capacity of the individual network units, for example.
RADIUS allows central management of a large number of
network users (addition and deletion of users etc.). By
way of example, ISPs (Internet Service Providers) have
this as a necessary prerequisite for their service,
since their number of users frequently comprises
several thousand to several ten thousand users. RADIUS
also produces a particular permanent protection against

hackers. The remote authentication of RADIUS based on

TACACS+ (Terminal Access Controller Access Control
System+) and LDAP (Lightweight Directory  Access
Protocol) 1is relatively secure against hackers. By

contrast, many other remocte authentication protocols
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30 way of exanple, ISPs (Internet Service Providers)
have this as a necessary prerequisite for their
service, since their nunber of users frequently
conprises several thousand tq several ten thousand
users. RADIUS also produces a particul ar pernmanent
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auahehEncapaomoandngmdszar dscobr ama'lfoaee Kirowks .asK@bberos
'”E?Qﬁat@%éﬁé&ﬁﬂéeéﬁgdSI&éEE@&te'EE@ 8Q%Aaha¥%¢yes MIT)

the specitications for how EAP needs to be Integrate
i NE6TRRENLARLS r aSS ST dshe ca ot kﬁﬂﬁﬁﬁncal?%%l%ﬁ keY

W pekBsstAebWEbkS HBHNYsEAP cardSerotSema r &lRSSknown as
integrated circuit cards (ICCs). IEEE 802.1x defines
the specifications for how EAP needs to be integrated
into the LAN frames. In the case of communication in
wireless networks using EAP, a wuser uses wireless
communication to request access to the wireless LAN
from an access point (AP), i.e. a connection HUP for
the remote access client or supplicant for the WLAN.
The AP then asks the supplicant for the  user's
identification and transmits the identification to the
aforementioned authentication server, which is based on
RADIUS, for example. The authentication server allows
the access point to verify the user's identification.
The AP fetches these authentication data from the
supplicant and transmits them to the authentication

server, which terminates authentication.
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comuni cation to request access to the wirel ess LAN 30
froman access point (AP), i.e. a connection HUP for

the renote access client or supplicant for the W.AN.

The AP then asks the supplicant for the user's
identification and transmts the identification to the

af orenenti oned aut henticati on server, which is based

on 35 RADIUS, for exanple. The authentication server

al Towshet k@ sgccefssEDI nent erpéirhy vt laltysart issation method

| depdgfloatign. réHB%éMD£@%§Q§S Egﬁﬁ@c%HBhenufﬁg"%&ec1se

data fromthe upplicant and transmts themto t
au%%%%?|%%$¢Bhonser%%?emQM|chster?ﬁ$ﬁﬂ%ﬁﬂvely Stlpulated

aus&end g atdrn. sup 1lb@ttlaa C@IS@ theEAEuta@n@&ebttbary (i.e.
aut henti cati on net hod pro uce ? genote acce
C

conhect T8 EeThRC pr&8i SET Y&k he 85n§5héﬁ%t?%ntlcatl°n
resspne'zictevel VIZA3 ) pueatved Solmet ween tHre sigyd | odt | WDARND the

th e or (i r a & th
el BRHIEhET 2%, rEntiblRd ST B SPE R AT s 4 Farge
threurela@e ocpf\l\mi\ffeh@ntac@‘e‘stselpblmi}lom\s welm«t:m@ﬂedin this

aboyge, EAP, SHPPQLt S [@nlatige Tawmber ofrfi ffl@[‘S?ntChallenge,
aut hentication schefes in thi's 10 case, such as

gehernePTbkerb e, SROSTERAI | ERGe) TRTanspartceads) S/Key

Segnid | typdshli)e f aru sy t @artel@nt%&eyonanaleaﬂﬁsnblg@es EAP
fut e authggggcatlon t echnol ogi es. EAP .al

ch% %‘ﬁ@e F h8Eecombnieat i ﬁ%&ﬁ%’e k2:etwee“ the
suppbp tandnandndhet laeit henhecatortwhi cthich ndos Iniod t Btnited

;3?ﬁéﬁbge QMHHSJ gﬂ§ g EHSH%&SQ£8£ gr‘%% authentication

|cat|on 'server enan I Ng SpeCIf _
autdevne F caldnndinfor m@eicoric aﬁdthhetsgppllpoan;tnfmreation,

thenfenie aaasssi ddent i J espardi PanoBY VWa¥c8ks (pClient,

exanpl e, in the case of "security  token cards” ,
aut AERtR A onBEel 8 Ofaf *SFPRdi VilddAl9 y:ar%eqdé%t security
fitskem useyanumte andthbBen alRHént(iRexrsiomnal | dertietty can

nd |naII 2 to en card value fron1th
suppgl%hn %l% Fﬁg authe ﬁ%%tor SSron ac%nd ZThen a PIN

chéP¢engea t eslpaTsEl pas Humpefrir t Aed a@lm@hQYcationken card
|e¥§iuésf&%HJqg99t§Qpbn1E@h§ GASE- tM@e%dﬁﬂeﬁévéé%%r Upon

aut hentication | evel s have been answered successfullly,
C:?%%hsﬁbﬁﬂﬁééﬁ@|§§%ﬂﬂﬂﬁﬁn9%§ﬁeda AQﬁR&ﬁ?l%ﬁ?ﬁ@ntlcatlon

level 1is implemented in this case. When all the
authentication levels have been answered successfully,
the supplicant 1s authenticated. A specific EAP
authentication scheme is denoted as an EAP type. Both
parties, i.e. the supplicant and the authenticator,
must support the same EAP type SO that the
authentication can be performed. As mentioned, this is
stipulated at the beginning between the supplicant and
the authenticator. Authentication servers based on
RADIUS normally support EAP, which provides the option

of sending EAP messages to a RADIUS server.

In the prior art, EAP-based methods are likewise known
for authenticating a user and for allocating session
keys to the wuser wusing the GSM subscriber identity

module (SIM) . GSM authentication is based on a
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aut henti cation schenme is denoted as an EAP type. Both
parties, i.e. the supplicant and the authenticator,
nmust support the same EAP type so that the 30

aut henti cati on can be perfornmed. As nentioned, this is
stipul ated at the begi nni ng between the supplicant and
the authenticator. Authentication seryers ba on .
RAEF %%?%HFFﬁpQBBSOrt é%ﬁ?h%%ich pgﬁvﬁdes ?ﬁg opti%ﬁrd s
of agehdnhgc&EhPonessagesitbma RADI WSveer vaer. 138-batt heandom
PriQrnart . (FARDRSed JBthods rakey | i kewise ngyn. | f
autﬁ%nt?caglndna %ger angggor_a Ropatin session EE?E.S?M
t oCehe e usSkaguEhe @SMeubseenbenli nithmypdapecific

(StY) thESMeapthentiCaldean dox ,Pagad PN Sives as input the
chal | enge-response nethod. The SIMcard's

auf PBAPT c & 51T fal BT Pt AR & gPFERea 128- it P&Rd6M on the
nusber cerar nedd ygeakkede RAND)3 Ao chalktepgfse THSRBISY and a
card then executes a confideptial algorith specific .

5 %g_?ﬁg Fggpgg i%%sﬁﬁg?% br?C Fcﬁj}é%éfﬁgéf% FRpGYPTLNg
t heher amtiom nurdremsRAND andaa secretekey Kintstrdreedson (GSM

th rd - t - bj sp ( SRE) .
angeg§%g%%%itSﬁgguﬁgngﬁgfgﬁrgﬁgchb?ééﬁntgﬁggh for 234)

encPypirag aheldaa teasspamupigafirel esgstemerhess 2);
(CSM:d0i tochni £al o Spgci fiatink CSMEQ3c290bETS 300guropean
534%' "Di gltal cellular tel ecomuni cati on system

(ph %%093“,“ NEEAGMPRY et AR ST Pt work Fiutd i ofigrgust 1997).

EurppganM TelwedomintcatéonsuSeandar dspluskitdie, of RAND
August , 1997). -EAP/ SIM aut henti catj.on _uses a ural it

o Ak o P ot e DR S S e A y oot e
64kbit . K hdesy sKc Theses Kerkeygsmarieedonty nedotocpr adutenger
a S iongkey. W §%§W t I M
ex%gﬁgggnau?%_ﬁtigg?%bn%#g?%o.s ﬁ?k%ip?aggéyatﬁgﬁRAﬁﬁFends
chéPFEﬁ@EécaédSPtﬂﬁﬁQpr ﬁé@f%kf§¥Qné§%a©&@ RAND challenges
aubkhentieakilop GeEengMAOmed:sdny PIakict Neh t £6h peoeal (MAC)
au%henticg{kgn. To inEIene t tFe ng authentgpation .
t heCAuttHE 1T ok SSEPVEF 2 s AU A Rae™ BhoT nt ert akBPt gmen
t heh&SMast woa kt hdheicauibent i caei ormssrareri¢deref or eerver
WOLKS, Ry andgkevay Hﬁ"t}é'l%%\%c%heté”t BhBelGsM network. The

authentication service L, th
authentication server therefore works as a gateway

between the Internet authentication service (IAS), the
server network and the GSM authentication
infrastructure. At the same of EAP/SIM authentication,
the authentication server uses a first EAP request by
the authenticator to ask the supplicant for the user's
International Mobile Subscriber Identity (IMSI), inter
alia. With the IMSI, the authentication server obtains
n GSM triplets upon request from the authentication
center (AuC) for the relevant mobile radio network
service provider, normally <called a Home Location
Register (HLR) or Visitor Location Register (VLR) 1in
the GSM network. From the triplets, the authentication
server obtains a message authentication code for n*RAND
and a service life for the key (together MAC RAND) and
also a session key. The authentication server can use

these to implement the GSM authentication on the
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25 server network and the GSM aut hentication C
infrastructure. At the sane of EAP/ SI M aut henticati on,
the authentication server uses a first EAP request by
the authenticator to ask the pplicant for the user's
I nternati onal Mobile Subscriber Identity (I I\/SI) ,

lg%%glllta \évrth %F? .EN%II t!’:‘SréUt Ige_Ll’Hé M&B %ogether

ser er talns tri p et S upon request rom:t
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Honme Locati on e&;l ster or Visitor Location

Ré’ﬂﬂ%’%}é?r(\g’t’ﬁ) R taﬁé GSM nebdorRVerrpeR hgenerated by
tripd etSy Adewadkbhenticati on server obtains a nessage
aut henti cation code for n*RAND and a service life for
the key (together MAC RAND) and al so a session key.
Thgcaubhehingatpontbser verviar used tlyesekid d rrp1iemenitn GSM

t @M{ th atjon he .10 pp a
ugrger cg‘“r’rﬁdég\% nsge ﬁ%& tggjset ﬁgg JFAE n]%:fwét ssa AP
Au"-flfﬁﬁﬁf@aﬁ?@n EpdeuMAC R der phssieromt othee Transferred

suRptbeRnt .pdihe %@@Irlc@@wgebe@%&ﬁ apteni® CheGh the GsM
whet her the RANDs are new and have been generated by

5 e ERM hetiRor K2OHyr 1Bi 1P FHPT t ﬁétser%%elﬁsé’@sl%d on

mobhé econtépti BfCobamiagWokiks chwhall dws knawemsot e mobile
TAP rotocol (TAP: . Tr an%&grred ccount Procedure

fr% tPe TFant¥er FEd 1RIISunt2Bafa Hht e?%ﬁan@%u%}{ﬁﬁp and
(AL rkr orfiitche b@l\]dln@gr éementhé s deromicd nusleel pisornever

af§r16¥%dish8@é onTgBPS Cﬁ% %th%f [QRM %ggﬁgkks are

al T ows a user o to use his
r kit 0OPRT Ay CPoUrRThAvariE ném/orfl@r THeeds | LEng Sf ofstheated

sefyi€e usete | Ssnevelokd thiaw abo b@mevgﬁdl\msi@yl m%aﬁmg
than 400 GSM networks are in operation worl dw

f oTITHERE FE | REE¥ETHat EYS t%%‘fw‘i’ﬁ]ér CRT e ot B th%% 251‘)llow
008i i nthyj duahereaniing wyeeefiend s beat weert redre et wostkp L e x

o f@é@%g To llogéfgrhE%Q%n the£§CE§dEH§reforfﬁ%ﬁkmatlon

renely corrp ex process of informati h recor
[ rﬂmhmb@hlom sepdbutiinge rand Lionf oevatlivert ienal th-thlmﬁ the

belppg-Lhe1yappangnt! yi gbapl gt dﬁ@ar@f.m{j oamiy. Thensferred
Transferred Account Procedure pr ot oc (TAP s a
mAReUWhi chrocedure protocol method which

mobile radio network service providers use to
interchange roaming billing information. On 4 June
2000, TAP2 and TAP2+ were finally followed by the
launch of TAP3. TAP3 can be referred to as the standard
today, even though TAP 1is a protocol which 1is being

developed further.

Most wvoice or data traffic in GSM networks comes or
ends in a different network than the one the mobile
user 1is currently in. The operator of a local area
network levies charges for each call which ends at one
of its users, regardless of whether it 1is a landline
network or a mobile radio network. The local fixed
network operators therefore make reciprocal
arrangements with the local mobile radio network

operators to simplify the levying of the charges. This
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nobil e radi o network service providers use to 25

i nterchange roamng billing information. On 4 June

2000, TAP2 and TAP2+ were finally foll owed by the

| aunch of TAP3. TAPS can be referred to as the

standard today, even though TAP is a protocol which

i s _being,,devel oped rther. 30 st _voice_or data
trafiic FHaESMHua3m%ﬁ§nc€%§§(ﬂg@e%%ge? Y 4i fflerditer t°
neaswrgnt hanathe fope chéwisls mebilserradsli cureemtly wser to
The epgraian Al RulORAIn &GS k NPLUP! K ebeVitR G SPSnobile
for each call which ends at one of Its users,

r bR HP eSS YO LkhePRREATL L | $0a Nakell iaNe agedBeRt owigh the

nopih&dLadi 0anal WREK nethR lkogalofiidead NEIWOIKy, the Swiss
opﬁéﬁéggs therefore nmake reciprocal arrangenents wth
th

P nBBFIFRT FaBi 8 VAdthorie s SR 0F NG siPpR@F§ement
t heegevying abstbhamehar ggpe TBhids chakesreainsh ttieé Cénadian
i s;then.al so not necessar in_order, to. assidgn.a-ca
fr%%?§?§§?s§e§ﬁ%?ﬂ% %%Y%X%Etmﬁp Sgg? §+°3 9%iﬁ%u1
| anefvapekneprorkousassiftos tiie SWiesSwindd | kandhih® network

ne erator ; e | t 5
R

SWeEMa | kK dRiSTe INECWoF R PREVIERST hasthpFeaty afdde ahretail

agh ENeRY) begandi RY ASSHBYRHoH R akhshasges ¥Alhing) .
the Capadi an_ | andline network provider, and the Sw ss J

mobPfeC¥RAI 8T ASCRINRES et FrANY R tA £1 heokgp skraffic
| apdt waen net Moff ke i prmoviider whdhoameywr gy | aPRIN: Public

agreepent . The st.s are . nar.nal l.y assigned to the :
&obﬁ or?cgt ll).? (nraéjteaHSln& |1'1 IengT)sA%er{/ci)%ocoP. Roaming

| ,
radio

user el?hg?t 're a

secglte peovirder @wieol dsaliecadillyl | myeatethe ¢ypeenf as TAP
assj t roam ta ' t ' . het

i FrapERR OF |48 GoaeR &%%kﬁeﬁm e Car gt "8 ing
MoBX FRAREEWTFIINFS) mEFE Usishg CREERAP PFoEdRolare used by
RoasbNle Ceddid ee@@®rad eob¥phtalkky i £ah edii t AePsasbased

T ecords or as BER [ r,.Jnt arrier
o Er eSS R e s P St orte 134 S (ks (ks 390 cova.
useaPbyis nobede peadiiculetmlor kbpp&iSt omgbwhe chragsieo AMPBwWork

Fg§ggv%§ﬁhfim%vf&ﬂé§’ sHgh as AMBR. | 32136 EQM&&%H& for

assignments in GSM dominated regions.

Details of a call by a user who is in a foreign network
(VPMN: Visited Public Mobile Network) are registered in
a mobile switching center (MSC) for the network. Each
call thus produces one or more call records. The GSM
standard for these records is defined in GSM 12.05,
although many providers use their own formats. The call
records from the MSC are transmitted to a billing
system for the VPMN for assignment. These call records
are then converted to TAP format and associated with
the relevant user. No later than within 36 hours, the
TAP records are sent to the relevant mobile radio
network service provider. The TAP files additionally
contain information regarding the provider service
tariff (IOT: Inter Operator Tariff) and all other

bilateral agreements and privilege schemes. The TAP
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TAP is used particularly by GSM nobile radi o network
service providers and is the main protocol for
assignments in GSM dom nated regions. 25 Details of a
call by a user who is in a foyeign network (VPMN.
Visited Public Mbile Netvvorkj; are registered in

Wt n nt f t et
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the provider service tariff (10Ol: Inter Operator
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a Jéb,fa{fgorgo rgmi&l{]]f?beNF % |s 5 converted into an

appropriate intérna '8 assi gned toget her
wth the nornmal call records fromthe user, which it

pr@g#§e§uonEE§ QOW%ﬂEgVWﬁﬁbefnogh%erQQ %SOfTAP3 is used

whol esal e g where a service rovi daer assl| gns
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bill1ng between GSM servi ce providers an M servi ce
provd deV8at GSRIESer WO Tpr A deT PRSI CSM S8BT 162  are

providess tupbekrstiandander qa\mlng)B;ar&rQSJ\AstserMh@eblllmg

vi ders d satellite service praoviders etc.
P hPee FhRaRERtal Teatags: ot e B ite Noi KeSS Fad vial on

account of the use of short message service centers
(SMS-C) from third parties. Billing for SMS is more
difficult for the following reasons: 1. a roaming user
is able to receive an SMS while rocaming (MT-SMS), 2. a
roaming user is able to send an SMS (MO-SMS) while
roaming by using his home network's SMS-C, and 3. a
roaming user is able to send an SMS (MO-SMS) while
roaming by using a foreign network's SMS-C. Billing for
SMS services is therefore fully supported only from
TAP2+ onward. From TAP3 onward, billing for single
circuit switched data, HSCSD (High Speed Circuit
Switched Data) and GPRS (General Packet Radio Service),
is also supported. TAP3 1likewise supports all value
added services (VAS), such as what is known as Billing
for Content. The assignment of Value Added Services is

frequently difficult, however, since it 1is assumed that
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and what are known as Suppl enentary Services are
al ready supported, since TAPl. By contrast, the
billing for the short nessage service (SMS) is |ess
trivial on account of the USf of short nessage
service centers ( 25 (SM5-O) Fomthird parties.
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behavior, which provides important information for
adjusting and optimizing the services offered to the
users' needs. In particular, it can be used to provide
special location based services, such as sporting or
concert events etc. Finally, it allows TAP3
differentiated exror handling with the Returned
Accounts Procedure (RAP) protocol. Thus, RAP can be
used by the HPMN to check incoming TAP files, inter
alia, for their wvalidity and conformity to the TAP
standard and, 1f necessary, to reject them without
thereby losing assignments for services. The current
TAP version 3 can be referenced by document TD.57, for

example.

The prior art has a wide variety of drawbacks, however.

It is admittedly possible, for example with an EAP-SIM,
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the event of interimprivileges by a VPMN. From TAP3
onward, the TAP protocol |ikew se conprises detailed
20 information regarding from precisely where a cal
has been nade or a service_has been used etc. and to
where it was directed. This rnformation assists in
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error dI| ith the Returned 30 Accoupts P cedyre
( R;g pr 2} ocggFWT ntW%aﬁngéneﬁ§é8gb;ﬁ Lf
ch@lskmpheom ne TAPLVétes, (irouse) aldai;afosttlaems to the

Vaébﬁk& r?QgeCﬁBEQﬁg]E%HEQe Fhégép fﬁé?ﬂﬂ? ? gfgteréd with

necessary, to reject them wi thout
as3R gARERES fSE1TVEar W kesan TRECERPr BRE NS5 WG\M@(ISl omBs is

cal @@n@eﬁﬁﬁeﬂﬁﬁgnbyoﬂ@EH@EQElTBrgﬁleﬁgroﬁ”ﬁﬁﬁ&f% J8€work

prior ar ge vari ety of drawbacks, however.
Itqu adf l\Mp SBPBMEL RSN Uhbehy ef WFE hrgAMing by the
EAPs &M o—ne14oft aheseptbplaus hant | Cldt onhret hpdsidtvaBk no

th ne rk in wreless .LAN technal o in order
fOlg;?%/knt b%%t e% Supplicat’s > Irﬂtersem)rtequalcrc s i eﬁ?%, GSM

pr@vm@drdhatltﬂhere@sed ftas %m:url\isly,vm bhlaiGSMaset vieevice

ProviAstizhPisnpPrifgipl &0t | PQESiaRlG t

use m)gillé I,%’ . omtﬁe SEF'I; {)t:rr%tnest}%\(gtl ng?’%zié"‘?. ﬁlg Po the

Ta@ReForaéé)hltede?r‘lreex@ﬁplt@et dPvetpcPlouti®)atdaia to say

StEEé‘HBatQaEB% aBRRN@PIJrati ke Iy g ALLERS in the IP
client | stere Wlth an access, server via an access

pof h @ ?IB vere T hitEEPEMEG 181 Iy Wy 2PPEM SV nge aF Fsary
prﬁbtemn@fatrmbmlaynewmhkthleses,swmnehwmmlglsd per nedldition,

gen 'QSEngrggrQQQWEQQSQy HP%Uk Ionger ?é§T%T]dellvers

probl ems is net wo
prer eguisie edataqus Feelamn tTﬁ@SGSWHQP‘énd%ﬁQﬁWI hbe mapped

regatd t@eSerurdildlentidd | B ANdt 885N e% the csM standard.
authorjzation. This is intrinsically related to th

opRROBRERI FECHBRE 0P % 6% BBt Gl .1 THAtS§ Svbe bags LANS

are today based on individual hotspots (i.e. the basic
service area of the access points of an access server)
which are provided by different software and hardware
developers throughout the world. This makes it
difficult to combine the two worlds, since such gateway
functions each need to be matched to the specific
solution. The technical specifications relating to the
GSM authentication interface <can be found in MAP
(Mobile Application Part) GSM 09.02 Phase 1 Version
3.10.0.

It is an object of this invention to propose a novel
method for IP nodes, particularly for mobile IP nodes
in heterogeneous WLANs. In particular, the aim is to
allow a user to move easily between various hotspots

(roaming) without needing to c¢oncern himself with
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that a large anmobunt of information is mssing in the
IP standard, said information being absolutely
necessary for conpatibility with the GSM networks. In
addition, 20 an access server ?aged on RADI US, for
exanple, delivers a single dhta stream This cannot

readi ped . th eIe nt data stream .

of§?%£¥E§§$g?§hdg?&QQRghot%%r d%% ac °of “the pri‘or Wwith
arth¢ svehapuwi Ma|Ads sseNsce apeovbdays based.ome enjoys the
| nglivé dudnRolispRts 65 &e the hasiE 23 S@MM%O% 182 Ofadio

the access points of an access server) are
protFireel 9V di Frefenf S8¥tware and hardmare
devel opers throughout the world. This nakes it

dlfflcult t o _conbi neéLC mg morld S|nce suc

gt By " P GAC | R TRacH! needl £ 5°be LRESEN G TD pREticularly
spegi fviic t3@ sof utthen. e Téreeh s hnifc at hs pacidepealdeons claims.
re g n | [ t.er f

fonrt P nehReh CRBhE e AP LbsEin P &) Sasirog g dCin the
Phdskendsfet stbaimg, a0d0in3shet dpscanpdbpact of this

i nvention to propose a novel nmethod for |IP nodes,

particularly for nmobile I P nodes in heterogeneous _
W BNs Pant gt td loul &N t ABVENHLPE t3ChigTow dhpse eéms in

nDYiga €asidry behweanm- waee@uswmﬁ@?tsm (fpamdWiorks an IP
MAthggt needlngpto concern hins with 15
ra

r elg? tron |1 TRGEISENVI && At TFor iR dHf et ctO wi #fcess

t hehyageouscWtANngeruboeeptovi lees, bne. be enpoys tbetent

tsgg’ﬁ%\g?@é(?@' aheraShe %@ﬁr “_Sr%q Gl OEMD% néé&" Oupon a

0gy, such a e present invention
ache@vestt hdg@nsimiy spazi @MSAr | stobgd viont ke 6EMt lmmrd from

el ements ofdhe dmdependent %hé' ‘E&ansgﬂﬁ% d IMSI from the
advant ageous enbodlnents can al so be found t he

depeneAt ¢FafmETafd 'n & 116 T F&&ES pth oh. SE% R%DIUS module,
pammetela&hetr&£M+m&ﬂﬁu$nranhﬂeyeasthesedalﬁsrlnpefh@fmlng

forugﬁ ﬁ? % p?é a%ﬁ/k&n egbfg)ngt@ﬁrklzaglon fornqgl
er ne servi ce provi 0O accC
ch@@@e pncmhﬂ|h§aﬁﬁnqﬁnEh¢rbM$bneno¢hﬁoﬁéMxnﬂnﬁnfr@ﬁ the

Prayh 8L SnbRe 1RETMPIHGR | Dn&Pat PR EBNQd&sHAP ®rk and
for transmitting it to the control gateway module,
where access by the IP node to contents from a content
provider in the network is routed via a control gateway
module, and the control gateway module is used to check
whether it incurs a charge on the Dbasis of the
destination address of the access, where a core engine
module, during access to the control gateway module,
records call detail records on the basis of the service
obtained by the IP node, the <call detail records
recording at least identity of the IP node and/or time
period and/or provider of the service used and
forwarding it to a billing module, and where the call
detail records and/or clearing data and/or TAP files
based on the call detail records are assigned using a
billing system from a service provider or a bank. The
billing module can produce TAP files on the basis of

the service used, i.e. on the basis of the data from
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request, transmts an IMSI stored on a SIMcard from

the P node, and in that the transmtted IMSI fromthe

IP node is stored in a database in a SI M RADI US

nodul e, where the SI Mradius godul e is used for

perform ng 20 authentication Bhd7 or service

aut,horization f.or the, |IP node on the basi. f the

| NEI 0RCEFe SaPMTEart 44 o (HeY MBI 16 2ASHA G g Higgether
andion VbRofioring GSMhetairdnantdo feorcieansnyt trionigpliet, the
tocig§rf19&07tﬁ18[ju9§t ey ;;'FH‘% &he gf@ié‘gcﬁﬁédb% hte]c%e! IDuser

node to contents froma comtent 25 provider In
net9wo? kPFSViBare@Tvida landdrteoinefatcatayr nohistiul tes amgrai t ting
t hen&OoPA b Ok | gateway amed %ér&zilé%e%ﬂd%i@@rckandm hefternet

it incurs a charge on_the basis of the destination

ad¥t BS5Cof PERY 148 ess Shihelf8Ta W6t ePeRBPH® Ofodif elgnment.
durh@giaceessnyo it edircls gad evwaympbdeteat3Qeast user-
records call detail records on the basis of .the .

sethT eef Tobt MHEG by SHe TP WG dSe PGt It aj §SSignment
re¢ords foecexdmpgdecat TheastP |medd | tyedf mbhebkeP anodeile IP
a ti ri or i d f rvi

ooeand T DeRE TR R VERRY o) aReIe B e, che
t Heckhl¢ BB deflai Mspecar ds redd/ser iditegrfiang duittdhiandd dpasic

TAF:tv1es abasedon tRgarakl delalds r@cosdeedtepoint in a
assi gned u?llegg a_ billing systemfroma service

prioAiier BREASbakkl® THASIS | | FREYHoRul 8T8an proddde  WLAN
TAPofip + £Se onohbe drasisrof actbes sppvhee usedciiated afith an
thgcbgssisssofr‘}erke dg%g frhome- %B the core en%i ne .
modur e and can ‘t r ansni't" tnem Sgeat%cee?'sswlsfeﬁ Fﬁvo?%rp%rglses
i nshe uconbonslt gadewslgamony lepduldy,ont Herarcdneiars ngppropriate
no si.gni seryi S th senr .t
oron 8 FEOFAR b L B o SRy ROaMe "Bons e, ihyfhose o
t hedIAP: f1 F251 P08 a 3CSM ¥ ePifEe Jotavicder d/ 8r SIM gateway

| nhednee, $OEViet@mpleyi dedn (hSPhséar tbhexpenposeoflogical

assignnent. . _The. inyoicing. instructions may conprise. .
atf%egg augg?pngéegifF ea%gﬁ.ron a user-s ec1fg% basis to
seforgeappovpdéenteped idatassignnentnadatad fdgta channels

ex e h e usS - ile P 1 o)
i ngﬂgéepggeﬁgﬁs&s{'A@, gg%?aégg% e,qg\%ﬁér%e C{Daﬁe%éproglp?aéted’
| PPyiod@Yuses £xdmelossaitntldddceoni ttHiemn Rapasi cof the IP

SefN§£8sar e Ofc e VAN H843CCASS 3ReAGEGESTaRAIdMs | Ro? the
( g%ﬁ@%cghgggvgggrga%%%szeg%&%?c%r%%;l%égyaégggdby the IP
node. A Dbilling management database may comprise 1IP
addresses and/or GSM identification for the |users
and/or service providers, for example. This has the
advantage, inter alia, that seamless roaming between
different and heterogeneous WLANs becomes possible. By
combining WLAN technology, particularly in IP networks,
with GSM technology, roaming becomes possible for the
user without his needing to concern himself with
registration, billing, service authorization etc. with
the wvarious WLAN service providers, 1.e. the user
enjoys the same convenience as he 1is used to from
mobile radio technology, such as GSM. At the same time,
it is possible in an entirely new way to combine the

advantages of the open IP world (access to the
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conprises one or nore access points associated with an
15 access server, and where the access server
conprises the control gateway nodul e and/or transnits
appropriate data to the cont{pl gat eway nodul e. For

t he purpose of |dent|f|cat|on a Sl M user database

an@oﬁ&ﬂ%@ga&ﬁ\e@#egg 5 daqur e@f@ﬁ%&ﬁ#&ﬁﬁ&&&ty,

extend t | ogi ca ta channe
uskekl5pegi f i e HEsFS t@utm@rma‘pp@@prm@ e) GSM ikt aifegntion

S'QP@% ARdedatia ghaynglise ©f BrOMBetwWHkh A CAld roaming

detail record can be created, by way of exanple, at
| o5t Wi he G0 tof SERB | P8RRI BT tthe NP e to be
angli t dedt iWiicpatdronsppebpthetds meeliMiece @ O¥hderst HdoSigand,

serv ce een used node billin
manAge s ?Faa E&S&E&enagﬁgﬁﬂg%fg P! Qadfgggﬁfagnﬂ?%?anged
GCShhroeph i f ithat | orsd or of he RASGUS . amly or wagr vicce example,

prgyépgﬁ en{or 4§pple SJP5§%Qa3kcﬂg.fﬁg%gngﬁgﬁgngndg§stem

alia at seamnl ess roam ng ditferen
he@@mog@ﬁeoa§fﬂEAN§ béyones assi sife. e dokhblimag system

Vw{%#éﬁ&@ﬂ@@°9ﬁd/@§rb&%@ﬁ@ﬁhﬁ Eﬁlkplggﬁ¥gfﬁin%y@$§% which

echnol ogy, roam ng becones possible or t user
wi T houtSHi's dF&&atrén@onespﬁeﬁm%#f tig h ISP or mobile
reghstaabt pnfobi bkiang,l esekvidye rawyhariirzald o efige &\iéﬁrlng

o6yt B SRRt BanG RPN CeRad e ¢ b 1% HL B Cvstem,

nobot eexampbet echnol ogy, such as GSM At the sane
time, it is possible in an entirely new way to
conbi ne the advantages of the open IP world (access
t ol ® heanofrerywovpdiiedé | srbosdmeatte. ) thig h T4 files are

ad&@@é@@@sa£8@@agtt Yo thid Idagds %efrvllrp@ela%i@ﬂ@@f | P8riffs
etqa% Tge |nve |on al so nmakes it possible. t
ce

prd ﬂetﬁS FSr Fehtitg 15T HRG %ﬁ%hoﬁ?e%ﬁiﬁlcatlon

accesss ser Ver ' sohlavnagivo beibhfithes woth am a separate

t On it t
SEPLEONL B 00 By n L1, O SELCORE o8y apiey by vy
tf@%ugﬁX@MEl@se éPrRADIU@lh%ﬁnﬁn/mﬁnigémﬁﬂ% database to

asshEPABOL USERY BpSehVicge t@rﬂ\ﬁf@erar@ bildd nGuISYst e twork
can be effected by virtue of the billing system 10

géﬁ%?aﬂdﬁ@t&ﬁéfﬁﬁiﬁFvaB?ﬁﬁ file$ cORFAFRF ngrERdment  has

whtied adeaseatel o chear ngldent erthaaf tiree | SRmd network
nDQéL&ice provider (HPMN) can simply verify the IOT of
the foreign network service provider (VPMN) currently
covering the user (roaming). This means that the VPMN
can provide privileges, for example, for specific
connections and the HPMN can check that these have been
applied correctly. Regardless of any privilege programs
or call levels of the VPMN, the HPMN can therefore also
simply recalculate each connection and/or each call on
the basis of his own tariffs, etc. The option of
determining the prices for services regardless of what
foreign network and/or home network is currently
covering the user may be a valuable means for assigning
services for an HPMN which can be used to avoid losing
particular charge reductions from a VPMN, for example.

Similarly, this first allows particular assignment
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operator, for exanple, and/or by virtue of the
clearing centers fetching these COR files froma
billing system for exanple. 15 In another vari ant
embodi ment, the TAP files are  created at |east on the
basi s of inter oper at or tariff& ~and al so public

n%lna §t%8r% T%W#fgﬂgl é&a%lonan Egﬁgo SuChlﬁS special

Poni with tHI'S OF as a Separa varia
en@bd¢ﬂ%nforlquﬁdQU«QMSmt@oh@@lhahbenequmﬂ/amﬁ/or home

exaopheryf ebra did 1} Qgrnﬁﬂﬂgﬁggntapa&?ga§? ample, calls

conprlse inter operator tari o public

netwWok k' TAPYHBALLESCafiNERTOEE6S NIThiCO WHTift, such  as
enbegbpenétBas the advantage, inter alia, that the

home network 25 service provider (HPMN) can sinply

verify the 10T of the foreign network service

provi det s( VRN uawr,r ent | ghocbvebéngthheduseiat the present

(ro ns. t.hat the yP can pr.avi de
o BT ehen R eT B A St P e L i GIRChay Put
t hal +PM\b cansgheek fhatpehésemhaVetbéenme@happl|ed
correctly. Regardless of any privilege prograns or

call levels of the VPMN, the HPMN can therefore al so

si ipfy2RecarBiradiecddch hnekt? onPERELBIE eddivardiioron are
t hge Hasise af %ﬁo»@\/\ﬂﬂlstlalrgi fEganpl6s. Thﬁi@pté@?nﬁlfes of the

determ nin or services reg |.ess of what
SSRTEIGRTRS! i AhOTEACHS ht b Lo i Ghdt | Jobended
cofegungst he user may be a val uabl e neans for

assigning services for an HPWN which can be used to

avoid losing particular charge reductions froma
VPM\yJufer ekanpbeowsSi ndl arbyockhi sdiagsamal | ppsematically

pa{iiggtéét§§a'gaﬁeninveaglvéchﬁgﬁﬁoéo Qﬁd'np'egygﬁsﬂ for

for an VN, such as Sp ecl al prices for connec ons
toc?%Ee%BnBaﬁ%?mﬁPQ%%WWo+“h6ﬁe NN TSy f BPeCRe Mddle IP
andbaes by way ebnexampletocal |SSM Wddd oM & €sntact -

enco SSI untrle such _as Eur o c.., At this
Junc$%$e %% ﬁdaBe §f§?e8t?€qn? %féheg ntto access a
i ngentfoh getawey|mnduﬁﬂyam@VQheacneeﬁtmmemmatﬁﬂVZQM The

alé@nﬁ?o? %ﬁ%@%@f‘%o&ﬁiéogﬂhvgrtmH%'E%g@gs %grver 23 of
the WLAN authenticates the IP node 20 on the basis of
an IMSI stored on the SIM card 201 in an HLR 37 and/or
VLR 37 for a GSM mobile radio network. Step 1102 shows
one possible authentication, where, by way of example,
a JAVA applet 1is loaded using a browser, the IMSI is
read from the SIM card and appropriate authentication
data are interchanged. Step 1103 shows the conversion
process, where the IP from the IP node 20 is converted
to SS7 and validation of the IMSI is requested from the
HLR. In step 1104, the relevant billing and/or clearing

data are finally generated and assigned.

Figures 2 and 3 show a Dblock diagram schematically
illustrating an inventive method and a system for
content-based billing in IP networks, where an IP node
20 uses an Internet service provider to access charge-

incurring contents from one or more content providers
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Vari ant enbodi nents of the present invention are
descri bed bel ow usi ng exanpl es. The exanpl es of the

enbodi ments are illustrated by the foll ow ng appended
figures: 15 Figure 1 shows a EBOCk di agram
schematically illustrating an”inventive nethod and a

Syfﬁeg]%%two %g nt baﬁgd bkkll?g h%dgp eth%%%P%%ﬁu upon

wher e nobil e are connected
204 veauastonaacﬂMSG sasedd mrersf & arekdisa0l from the IP

coppget xen 48 Lo AGLESsS) a%aegﬂg_(,o'mo%ﬁ%myz ”DQHhe the IMSI

and/ or access points 21/2 control ‘gatewa

noftPB &RE/ dif tHeAcéRsd SsEthpreP3infa ﬁﬁéaV\EAﬁ in a SIM-
authentscpbesithegl P node 20 on the basis of an | M
stored on the SIMcard 201 in an HLR 37 and/or 25 VLR

37 for a GSM nobile radio network. Step 1102 shows
ONEipossi bl am&mdmtémnarmhﬁectbyemyu@h @aamxb@ used

a JAVA pI et oaded usi.ng a bro er

rea%l flrgjq TRe's R/%‘%arléwéen %pr opf gﬁ% gﬁ?PCat iigHree 1
dasocwse 3 nbéochamﬂg@rgraSt ephi1db3 sﬁmuﬂwld@nvel sughrates
3OaHrof§§§mtf@§rQné{¥%xhPéﬁgg?:th%g%%eﬁpd?ﬁéo &gntent based

converted to SS7 and vall
regtesied firond PheeRkyn shepelrmm, IPhélqd@I e%ntuses an

bi thtagnand/ osre¢l gar i vdada ale hipakky Qﬁgﬁﬁéu-?ﬁicurrlng
and a55|gned 35 Figures 2 and 3 show a bl ock di agram

SCHOWBEPEAI | 5FOT |91 r 851 NHORR | IR e HRAMISE Snd 14 the
systenoth| aoht ehtrbasede billpl i mgdé n 2I0P peimenkss, upon a

wh | P_no 0 e anlnt t _serv ovi der
1OPE8,80: ! Al Ts ZOSkES 2B I SEOEpREEVERS MM dEle o
conp@at 29 ove der ssont®l i gagenaywordduland? heradt hzehel PIMSI

nog?oﬁothéa@?nﬁéﬁeu@@nlsaéﬁg%§§tlnag hy§5b§%grgﬁlqp SIM-

a SIMcard 201 fromthe cont

gafRRAY= nBadre =220 -and® t kg ¢ MsF L1fr Smat“ﬁ‘e 3p Wb%ler%@erence

|Ss§mbbed 2({1 acdattaldaseoi e SV n5d8AD|§éEr’dﬁQﬂi-[LaerBﬁ to a
ure 1 strates.an_architecture whi

o P REL it T he Pt Por ot REREFEAE ons S FFgar Eagture,

shomsladbhgck Haagwamewhi ehdscheoftweatly cohpsbeates  to

1Oiﬂﬁléﬂgﬁgt'%ﬁuneﬁgg%nQQ%ea S%éEHHBfOQn%9ﬂ5P”t39@%%$ as

described. The IP node may be a permanently installed
or a mobile IP node, for example. Thus, the IP node 20
may be a PC or otherwise a permanently installed 1IP
compatible network appliance, for example. If it is a
mobile ncocde 20, it is to be understood to mean, inter
alia, all possible "customer premises equipment" (CPE)
which 1s provided for use on various network sites
and/or various networks. By way of example, these
comprise all IP compatible appliances, such as PDAs,
mobile radio telephones and laptops. The mobile CPEs or
nodes 20 have one or more different physical network
interfaces which <can also support a plurality of
different network standards. The physical network
interfaces of the mobile node may comprise, by way of
example, interfaces for WLAN (Wireless Local Area
Network), Bluetooth, GSM (Global System for Mobile

Communication), GPRS (Generalized Packet Radio
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billing in IP networks, where an |IP node 20 uses an

I nternet service provider to access charge-incurring
contents fromone or nore content providers in the
networ k, and where the IP node 20 transmts, upon a 15
request, an IMSI stored on a NTcard 201 fromthe IP

20t I t l e, 22 d the |
frB8f [hSET P s 20 {3 PArorad T & HATMHISE THrn STfFvices
RAE&U@ nDduUETSO (Bniivguses 1,M@ahe 3,T¢hecomhenengeions
Syg‘?gke%) r & @ &s tEﬁaS tr\Ih ”896 a@thd £ulanlyy t u"fx‘l 200cal

node, which e necessary infrastruc

i nFedi Ngthardhar € tend 86t taedier woiponether 4% accordingly

| npt eABBt Rk Hﬂ%£n$é¥§o@§th@@e@@@éﬁéoﬁ%s%%mwﬁ%ks, such as
descrlbed The | P noq? be a pernanently i nst al

or 2 a BE6Itee tp HFdk T f ror e%anﬁPé el latd ans MdHeCQEered
25laylbeiasPC ar odhera SlﬁaoHcherrﬂmmﬂH y wiitt abbrd &fd/or

bI t k I f
OBl e naae 205 v EAREs BE ndarst OO G HeaRER nhbfeless
al 8872 . akl posgﬁbbea"@uskmhéﬂﬂbrenmsesaeQM$QMeréa(Iﬁﬁﬂllne
MNCB,b2xPr oVl Aed Lot tise oqn\e%ugugxneéwkp%'ﬁﬁs Public

ari ous net wor e, th

coﬁﬁ%F§€eﬁlFeﬂpﬂﬁﬂﬁﬁnNQﬂ%P%kkﬂ|%h%eslnsﬁﬁﬁf§§HﬁW6 it can
rmbél etdAdp tehephonesiapdnt aptopetnte SRAVLEe RESem is

nodes %O have one or nore different physica
nePRBrk 10t e7 F ac¥ wiRafr ap§6w§&§poFFa§dﬁF9raIFFy
oflaﬁedtﬁﬁereﬁbanetmerkaséanﬁaédsntThebahysraaher can be

netmo terf S e .nob may rlse
cLYB) EnphRLSL LS50 -l LIS TR Lgynode, T, EOTRILSE 202 of
Lothé APeaodmeman%a Eﬁtﬁﬂﬁﬁnfpadﬁﬁnfi@xﬂm%e@WSDEHrfaces,

f og s MaRiele o Grmun C@;‘r Ug%%) ﬁE’Rffr(a@%E%ﬁg' 'éﬁ:q\ Packelpernet

Radi o - 20 Servi ructure ementary
Se?€|CE§keﬁﬁfay UNW@ (ﬁh?Qer%hFC%bblF@ltChed interfaces,

Tews@emmmabeon&eﬁysyemaem/ of Hirkaioiedl Or saspt ey ppp
wired. L Lacal e tc,.The referenc
nuﬁgg%nﬁé é028r8|n8$§p §?% ﬁs%P&? t he® 5%?10&@' Faternet
hePepbgentdusmeERBEKs(Gegiectn ldgech BhakebotRadiet weekyice),

for, al;:lat. in % aljti
nn% Te radi n%{nép%%f%%%es g Nﬁgﬁg/hggguﬁ%sn%%WOQk address

wi +ekes@n AMBC 5. DB&s AR diE S GEEL W r ei@gple. As nentioned

to some extent, the communication can be effected using
the LAN, for example using special short messages, e.q.
SMS (Short Message Services), EMS (Enhanced Message
Services), using a signaling channel, such as USSD
(Unstructured Supplementary Services Data), or other
techniques, like MExXE (Mobile Execution Environment),
GPRS (Generalized Packet Radio Service), WAP (Wireless
Application Protocol) or UMTS (Universal Mobile
Telecommunications System) or using IEEE wireless
802.1x or another useful channel. The mobile IP node 20
may comprise a mobile IP module and/or an IPsec module.
The primary task of the mobile IP 1is to authenticate
the mobile IP node 20 in the IP network and to divert
the IP packets which have the mobile node 20 as
destination address as appropriate. For the other

mobile IP specifications, see also IEFT (Internet
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802.1x, or else a wired LAN, i.e. a local area

I andl i ne 10 network, particularly including the PSTN
(Public Switched Tel ephone Network), etc. In
principle, it can be stated ££a{ the i nventive net hod
and/or systemis not tied to one specific network

ndard if t enti ar. esent,
PRGN Gl g 18 s THEPELY® Rl U062, 2HEeR oS, e 2
inN@rféceé92@26©ﬁ NW@iﬂP Adde mwwkﬁxamnlqnﬂqme supported

pagket 1yt ched i nigrfaces, asrusedidirecidn by, IP

networ k protocol s such as Eth grnet or Tokenri ng, ?&le
al SaPeP} EiF 188w CaRed RTRTERTARISS, Pohi ERTPARSSe usdd the

bys@@@f‘§t9f mREALAGE BhS Sd-Eha@SIPE@c-ZQ I16PQj g0 Opflétocol)

Pr ot oc SLIP (Serial Line Internet Protocm
PP Eeher Al 1 7 Packe? FAURERSEFY | caFCUt o ML data

| mh&mé@@m@ndo unott}ln@veualﬁlet Vit the rackdr eSSPsécke( Ian M@Jrlty

or ess 8% npl e. nentloned
o BRro BB S ommi o Cat e R P i
LAmBCh@mlemanpbéwasnn@e§w@ckam0§h@ntVﬁBSSHQEStheu@p IPsec,

SVB, ( SheLt MRS 8308 A SgI Y %%)soc@%@@ﬂm%dc SAJE One of

Servi ces) u5|ng a signaling channel’, such as USSD
(Uh&%rééﬁmléé}ls 5@%@%%?%@3&%. pastbataprlyr tdaterit can

t eghabques cdrtkeyuviedE {dbbihei Exesati aBckavisr Qﬂﬂe@tﬁ)acket—
30, GPRS éGEneraIlzed Packet Radi o Service),

(WYePRSESt pppPFEaft on PPBEBEOL) of PTRAS (%JﬁPB%FEal IPvx,
Nbbakelciehemgnnnmw@atnmhsISystenﬁoprnusxngdbEEEled IPsec

ML£§£§S§§6§910£§ or %Qgther efuIFchgnneI Eﬂe Qecurlty

éonprlse a nn B Hodal e and/ or
| Péechnbdgterezs MPhyey apr | K §maraskPobl i heenpbi Ilel/llr-99|9s or A

toT@HBH?EBlC%HﬁdJr@o”ﬁ@sé@IF%&H@§ goéﬁ]ghe I%R%}press,

net wor k and divert the I'P packets which have
nobkf é ﬁ%ééo% 5& ¢ -deddn aﬁw%dfé@%%pﬁ?%‘h%ﬁ been
Fotletbeibthetn Wﬂhsl%ﬂd%pﬂmﬁy1émﬁﬁdHM§htfﬁﬁééﬁS@xéﬁﬁTé of

(Igﬁer@oF %SS%n%&Q.%;%p I@S OrC%%,ﬁrC %pozaliEg§531ble
exahpee, a$@uSUpporpé@to©gl$Pv&ram@CMBm4smaw or even the
paghicukar. Uﬁe %%*2! re_LtgP HARARId I | %Sré?a”c&é%%é‘@ié( in

be conbi ned with ecurity nmechani sns an | Psec
(1 PCSREURTES H#éboéb?)lnﬁﬁﬂﬁpénln order to guarantee
secure nobil e data

In addition, the IP node 20 is connected to a SIM card
201 (SIM: Subscriber Identity Module), storing an IMSI
(International Mobile Subscriber Identifier) for a user
of GSM networks, via a contact-based interface. In the
case of IP nodes 20 in a landline network, the IP node
20 is provided with access, for example, by means of
xDSL, dialup using the ©public switched telephone
network using PPP or routed local area network etc.
etc., for example access to the worldwide backbone
network Internet or another network connected to the
content providers. The SIM-RADIUS module 30 is used to
perform authentication and/or service authorization for
the IP node 20 on the basis of the IMSI on the SIM card
201 from the node 20 in an HLR 37 and/or VLR 37 for a

GSM network and transmit 1t to the control gateway
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managenent in the public Internet. IPsec (IP security

prot ocol ) produces authentication/confidentiality

mechani snms bet ween networ k nodes, which both use

| Psec, 10 on a packet-by-pac f% or socket - by- socket
s

basis One of the flexibilit | Psec is
rtlc | a can o | Qnfigure f
|n V|Pua¥£%ockePskéﬁ a Se ﬁ% lﬁ cketoépI qgo for the

hmmamwselpgéc Qupbent$CBwan paetld@IaMQﬂdlmﬁﬁzﬂubes a
lwlrefgésnpﬁgegﬁgéy 9@2' B§%ﬁﬁi‘15 aSReGITd f‘saetfv%% D58 of a

Pete Loshin: I P Securit tecture; Morgan
KN ik OPL  sREr s2CQ939 999 151t Azlfr%%hrﬁpéma@%% te the

| Rgery . Ja@s S lad) - deCREiMRSS, thklGra2264900wEARs, from
for Al t hough | Psec has been described in

thci“s%e?re ‘famtew&oﬁ nEAR £ TSGnprESoPISHcPHE (RREWork
of ssecduidy famat opeobsoablkP |evel , aal | WpASSidH wed ObherIEEE

securi r col s ch ni sis_ or eye t he OﬁlSS
of " sé%%%? ygggo oéo&g'gﬁé 3bnce|va ﬁ %aségco ce area

wieh the iWvéhttomprises bneadﬁqtm@me aheeBB.mmdsﬂzﬂ 21/22
'Sa§$€€§§ @ ?Qtﬂ §hNBE@%gs %g%v%§| 3 S%@ﬁgr $ﬁ¥ e IP node

, storing nternatlona
Nb%@l@r§ﬂ§§épﬁbepppaeﬁtFﬁﬂ@@ﬁtféﬁQQIﬁﬁﬁ agfreBMerver 23,

NeiMOEKST \td RL WK aghebased dateri@cesrbn tthe mwasele 1P
of IP n%gss 20 in a landline netvvogTI%sp the IP node 30
20°7<€ prfdVi B8d §iS h25EESSs, STHY S bxdnpl e Hyhs fgem  the

x Db i té alfep resdeng2 0 hésplﬁ):ldﬂbdsvmicﬂﬂ@dat eileplmjmz[us module
NELYOT KLU0 G O QEOULR0 LACA! BLERNELYBLK SLbed in a
etc.; wor

& Accéss to packbone
ne$ Wor ksem @irat@tbaﬂre ahbt her ur$@td/vdrck @Bhﬂedt adhet olthhletal IP

35d§19£‘t %‘Rtanl% QV' ger $he e NBBAQ' U§sQPdH£38c§91bS pied o

perform aut hentication and/ or service
au?ﬁ?)(fhll%eat i BRPFBPT1RRE | PSNodE25G of the D&t of2tthe data

| Mhaomel e Sl Macars  2@% wloreim t hre naxiM 26 yisfi edn dﬂbﬂﬁvrises

37 and/o VLR 37 for a GSM network a d transmit jt to
the %ont%gpngatémaknﬁﬁn ngdﬂra%%%ﬁ ?ﬁg CaseCi control
nopigeal P nbdese2d, f dnowine agurpu&maﬁlngntmhﬁmmﬂﬁ$on The

th@réf’ffé’de 39aH§§§sa %Vél eSSTtWEéfaCGT@Q?HWth"f‘c@/m

basic service area an access poin

2160%-86¢ - 4cesss ?%Cd%%as/zv\m\ﬁt%s aPEBad?S§ey@d ekt user
theavari Qus 1M ANse f 5@Bhaling channels (e.g. CCCH: Common

Control Channels, RACH: Random Access Channels, DCCH:
Dedicated Control Channels, CBCH: Cell Broadcast
Channel etc.) are used for network management, control
functions etc. The logical channels cannot all be used
simultaneously by the interface, but rather only 1in
particular combinations using the GSM specifications.
Using a SIM gateway module 32, the necessary SS7/MAP
functions are generated in order to perform the
authentication of the IP node based on the GSM data,
the SIM-RADIUS module 30 using SIM user database 34 and
SIM gateway module 32 to perform the authentication for
the mobile IP node on the basis of the IMSI on the SIM
card 201 from the mobile node 20 in an HLR 37 (Home
Location Register) and/or VLR 37 (Visitor Location

Register) for a GSM network.
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di fferent hotspots can conprise heterogeneous network
standards and protocols, such as WLAN based on | EEE

wi rel ess 802.1x, Bluetooth etc. The basis service area

of the WLAN conpri ses one or re access points 21/22

10 associated with an access ggrver 23. The nobile IP
node 20 transmts, upon a request fromthe access

server 23, an IMSI stored on the SIMcard 201 from

t hehepobillPe Ide nodé 2CGano thhe aBUEBSnSéCHEEd23u§ﬂng the

SR FA TR o T B At PR E Bt O B ot gBLe . pox
i ntloe nhfPoRastest etk irrdh BpM avehedbiabhspeg3d4 ivsarserhd for

t o extendihhe é@gu@ﬁ ey dat chapnel,s@f the: ANtRQ GSM
a user-specific_basis to rq&oduce approprl ate M dat a

fo?u%?ﬁﬁhli’eénd %%Ef%ltl%}ﬁan Qs a (ESM net woPR. Thellowing
GSblﬂméySéﬁ@éeﬁﬁppbﬁsé aetdaaac@harbréehmedsnm 3§xample The

fic_c annel channel s
R s L e e TR L P 2 T i LI
TC]_—IZFSQ:L’EFCHBHSme@thEQ,r (GAHDS/ 254 cAred JECHeH4. BIQ. IM card
et ar V. or ign g
oG SR PGt At B, Mo G DR P
Raﬁ@%ﬁi%@eé@@ Cennes S0 TOCHE  oPedRtarednContirigth receives
ChasnelnputCBEhe Galdadal oadeBst rREM@NNShdetc. %eéfgtU%%q/ Ki

for netvvork nmanagenent, control functions etc.
| o9FREFD cRANIEISS NSt LAl FNBe IGEEHA EEPMA t3a?néb]d'sl E/e%)@/o“se
t heskpg er haece, a bet -bathete onky ithe3@ fpamnd.i cm’;arls used for

conbi natj ons usi ng e i fications.

S TR AT RRED S ot o G2 ( d BcessaPy SSrTRARSE Enferfaces
f ub€t¥ orie cirel gelnefated fiipadider GIM peBf.@OmM {EES 300 534)
aud ] ti e - t é%ﬂw , .
theﬁg§k$ fﬁ%§$ t%gegggﬁapgﬁaﬁﬁggr %gia"as %§%Se 2) i
anti® 35~ SFK/ gat%%a%/t%dul &Y XK per FBRAFLRBS "/ European
auréws@&@mhh@aawbnst hetmws | Rrade @ ,t haugasks 0§97)

| MSI E LM card romtE i%&%ﬂ_e 20 £
3h AR "? Mrocht? ‘hr b %t 8 / ngFs tor
(\Kgsmeoati_mgataorphﬂ@ghm}er))ff064abGSMHret\)myie 23e used.

T e L e t 1.Ag t
D2%LEr 1 20,2 e LTI 8100 4 ey pession
t hiee EAP Bsas edholpétlieod I Pornads h@hti chie ngsﬁﬁj@er b&ﬁdeﬁ@r the

access point 21 and the access server 23 may comprise,
as mentioned, an IEEE 802.1x port-based authentication
method, the mobile IP node 20 (Remote Access
Client/Supplicant) being authenticated with the access
server 23 [(authentication server) by means of the
access point 21 (authenticator). 1In this exemplary
embodiment, the WLAN 1is based on IEEE 802.11. In the
case of IP nodes 20 in a landline network, the same
method can be carried out using the control gateway
module 22. In order to perform the GSM authentication,
the SIM gateway module 32 works as a gateway between
the Internet Authentication Service (IAS) server
network and the GSM authentication infrastructure, i.e.
the control gateway module 22 or the access point 22
{(access server 23) and the HLR 37 or the VLR 37. At the
start of the EAP/SIM authentication, the control
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5 al l ocating session keys to the user using the GSM
Subscri ber ldentity Module (SIM, the follow ng
chal | enge-response net hod can be used, for exanple.
The SIMcard s authenticati og algorithmis provided
with a 128-bit random nunber ZtF@\ND) as chal |l enge. The

SIMcard 10th cutesac orjthm
whith™1sY Isnpecl(i o"th& res ég?lv@%}ge{:%@ Sgng through
whi led ¢<erc‘emésgaaswampmbduﬁle randomaskmiidre RANDi@dwl 20 for
S t e h I

secie lllfge\ér%'atlgﬁ(gﬁ ﬁtogmte &uB %ﬁ% 4 %%»?g‘efﬂ reﬁ?s for

bit response
Kcthe Ws&d f ol nESTengt Yt i nTgntﬁe %M,trﬂatnsfl@r byie access

Wi s&tess PNt enhfiages:s<CSM E@ﬁb@l@ﬂb %ea%étthtlmcﬁ%vl the
03.20 (ETS 300 534) "Digital cell

t ef SCONTURPEAL of st ém Fflw%\e‘sem?l?ueSérc?urri“?‘§/e réPatfe@F the
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St and]grds knstltute ust 1

97) . 20, For
authent | 3t Ton 2140 | Tl%él i tY° o r?z‘?&f\iﬁylgﬁ%19| &hgBs gy 1P node
gedher asing &AH uraspoyseof 264:—Cbith¢<CCIzzeysoar garsadhy module

These Kc kgys é&&go?gm&d 39 pyoduce a | ppger chlses'gé‘cess

key. For nobi ,_the syst em bet weeh
acteB%ehoi vt 21eantivehe Aaccedd serirFeD3 nEyoronprikeiplet

25r agudBht HeRededan |EEE 802 chunponirrbasedr VLR 37. Based
aut henti cati on 0 the nmobile IP nog 20 (Renot e

met
Ac¥esdneq FERPFSEPpI i t FCBEPAg Hif Hent Feat €t wirfre1ve a
t hec aczgss aus:erevmlcz&l(oaut beati cadr on*a,awera)ncby anmegdsvice

of. t ACCERS 0i nt uth thls

exlelrr€ at§* gg odi r% tge \?/@EN ase S &gk session
80Rey1. Tihn @ h8rdcdsP ofstbp nbdeshQO alom;@assl apelvvae 23 then
ne h a h C ejgarn t

CorTraY 2hl1Eago R QiR SO0 B0 STRT B o Bl 1p
GV STt A ntalnﬁatliecﬁ?lvet%et@ I\/F@éfé\?\ﬁ?“%aal &A% Rfprn@nse 4.

asEmpP ga&@u\ay bet vees 35fth€yﬂ>d§1t esnet A henshg£aL 0Mhave a
Servi ce

t t
St LLeRbr R e S Bt "B Yegesgy/sTH 15 of
gat ewaypeodul és2aron thbhm:c:@sask;@m ntoRRaifacodss list of

zfigﬁQS%g%yﬁagoEB§ @E?s%gnOEu%ﬂ%rgL%hﬁ klegrérghpﬁgfﬁéd by

SI'M aut henti cati on
gat RNy CeSER eSoDVeEed 3a TSt EARP lf%m@s%e/lsmr degrrt) 4

thergent tpk gavevaydepduloe 22 iask the | Rrddeo 0 number
(gelected by the IP node 20. The IP node 20 needs to
select one of the version numbers indicated in the EAP
request. The EAP response/SIM (start) from the IP node
20 likewise contains a service life proposal for the
key and a random number NONCE MT which has been
generated by the IP node. All subsequent EAP requests
all contain the same version as the EAP response/SIM
(start) data packet from the IP node 20. As mentioned,
this wvariant embodiment has a SIM gateway module 32,
which acts as a gateway between the access server 23
and the HLR 27 or the VLR 37, in order to perform the
GSM authentication. When the EAP response/SIM has been
received, the access server 23 receives an n GSM
triplet from the HLR/VLR 37 for the GSM network. From
the triplets, the access server 23 calculates MAC_ RAND
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the international nodul e subscriber identity (1Msl)
for the user, inter alia. In a WAN, it is the access
5 server 23 which uses a first EAP request 1 through
the access point 22 to ask tb£§ nobile I P node 20 for
the international nobile su riber identity (IMNMSl)

of the ser, |nter aI i.s trans fromt e
I F’anodetH§O 0 Hy B %gpo% Zﬂ{ © tﬁ%TE‘dﬁw?E%) the
gateweyogoaieh ec 1@a22eer off hé hac S6¢6 geoiemta t2H A4 drhekey K

I '\Qlld totfe & &e‘?‘mces ep gﬁeﬁ@%@%¥§§ﬂe cf%}\éé rMBkeﬁéN\I&)? and

upon a triplet request denote evant
orMAL FE RS Bﬁ@eobe ohakﬁ@ tEriop éﬂse theungrbss HBCrerkeyed-

231 £3N; hgCebye %s%mMMﬁMw ogycade Kfr%rwcz
n*RAND and a service 15 life for the key (togeth er I\%AC

RARD) L ahd &% oRa {ERGoL kd§fic ?ﬁoé 3riFEAR 5 ep 93 for
t hexanebss SREVelkx23 BARNre GO3WIS 8N fEAR ﬁE@MQﬁdcéﬁs server

t 18 (Sl Lo t bi | de 20 and
t%g corr((aspgcﬁlotl (rjlg Eﬁrﬁmé‘?ﬁ%ngSbﬁggem@ag??éggﬁ@fé f The
t ypeq&tdt addi tcomahiys haviee a RANBpechal lsudpe ype thel dkey's
Th t-art

§e£Hé%< EAP.T eguest/ %G;Jvlﬂlrz? O?céggp¥%?vgé (SArt) . pessage

Thi s packet contains th M prot dco
ver gt opn hladei 8N WAPER P& $hspetdd sppe s hdcdesslifetime

se[met RBNDIheyEAR response/ stMést 2ty 4cnb rlqr@nbl%e} lsP has
node 20 contalns t he version nunber 25 sel ected

by 't .
| Fb%%fae reFe iRt PLRABd DD ABEAENEHCagAPBCtA R bEhT hé is
ves séont ddmhet s dhdi camMedchpdt hendEAR a refuasts EhecEA§> of

r n I M tart from | P nod 201 i eW|s
e@}?@f%‘g&g se?& ce™ fle prggosgl oFor %tohe }keéb( Snd @t the
r apdbou hanber NXONCE I\/ﬂvathé\I@ _RayDbeers 3(11”@nesraanteed &y the
th e b u EAR o equ

theesanorafty SH R N LSRR (st ST Y, for
pa‘é*l?(%t Yironfdheet P fbGe BRI IRS ntri‘%?r?edzo ttl"'ﬂr§‘l“‘5‘teS the
vag i efén e1bedi sRNtmditisod Sind gabe\e/aynavdtdeﬁchZ,anwmb@h the

acts,as eway_ between _the.acces rver
TR By gt UL v B A BEER B BT Gl 5 € Gt
aubéendrkat BonceWier wheuEAIRAN@spmsfycfélMdmstdzmtmer with
re % 3 ei

”?ﬁ% B P FEFT VLR 57 o oPRe L el or kE e gmode
th% t ERpl @t@unqwetka@%egéNQerl@ern% 2aflcDRAt VA RIR ted
25by the GSM network. TIf all the checks have been

correct, the IP node 20 sends an EAP response/SIM
(challenge) 7 containing, as response, MAC SRES for the
IP node 20. The access server 23 checks that MAC RES 1is
correct and finally sends an EAP Success data packet 8
which indicates to the Ip node 20 that the
authentication was successful. The access server 23 can
additionally send the received session key with the
authentication message (EAP Success) to the access
point 22 or the control gateway module 22. In the event
of successful authentication, a location update 1is
performed in the HLR 37 and/or VLR 37 and the IP node
20 receives an appropriate entry in a customer database
for the access server. In the case of IP nodes 20 in
landline networks and in the case of mobile IP nodes 20

in WLANs, an appropriate entry 1is made in a memory
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and the session key K  The cal culation of the

crypt ographi c val ues of the SI M generated session key
K and of the message authenticati on codes MAC- RAND
and MAC SRES can be taken fromthe docunent "HVAC.
Keyed 5 Hashi ng for Message Af®hentication” by H.

Kr a Bel lar a

d R Canettti_ (REC2104,
FOBTTALS ABoH) FOR L ek aRprE S THEOTIkE 4P request 5
fromthe access server 23 is of the SIMand Subtype

Sng%liyﬁﬁdeTeﬁl rﬁq%%%t Efpntaln e%%e RAPk?$F1cated

chanI enges 0 service | |?e choden b
actless Br verde3, 2Qa Egs agpe aaehentpcareqnesbdeatoesS to

t he,ehal{ enges ndlﬁh%h' alrf Ulrﬁ%ur(r gERé\i\Pés \égﬁn %&?tent

EAP request/ SI'M'(chal | enge n receive
GIM A BeRs i cEPFoﬁhﬁl g&r ﬂor»ﬂm @ | sto SEEAReF YH eHes Singn a

Cak 6 edgh Calrewliales Bn COpY Qlfetla%rMAC_@Pé\lDachgsmka | Bouted
| P node, 20 checks.that the calc Iat “Ed V@ﬂ ue of

RANER | $1EheCQRhEChs FHE Y Ve cBPIREC v&IFU ?l%Ctlﬁﬁl\ltfontrOl
| fga@oeway chodalpr @ycethd Odesthﬁatmrlvahdes,sst hs taken as

T sy 988 20k e RLAG! e8n e, Laulhent incurs  a

hod® and does nG |ca i on
vathiesgeal dilleat e@nbyntthepmwl@@rd rtecfetrm_ed népvvorfk the one

Si pgect he %%hk&%eBANDcHé r€8§t¥§95t°9?&i‘7%r FEMbllterees and
nessage aut henti cati on code RAND, the | P node

cahderdbfe EhaR RARD F@ene%ﬁ‘aﬁanﬁtas bEed gepeiabkd 1py not
t her &S0 oetvar keol ftakl the cheeksrhanerbeedm@dbns in  the

correct, .the e 20 sends an response/ SI M oy
(cﬁ‘éﬂl%ﬁbw 73{ ﬁ?‘& nfAGEeas rpersop‘g?g@e‘,- ENERES fBJFéVlderS
t hear k&t nede EellThaeaGanidmﬂveﬁxﬂﬁeﬂhfdksll@ﬁtf&@(hsing
rrgct and finally s cess d
E"Sﬁ Slcn v‘\ehrlec | ndlsggtggs to %e%d‘%l%nn %3%te%at tﬁé?mally
3Ota@|1tlﬁléhtil ddtd oAoWaS NSHC cleryt ultheThf“eOfa‘é%fé’Ss P¥eraigierp3 via

Caphe addiddopstky wend Heheykeegi Ve essi oM &key M tBer to
the authenti cat| on nessage (EAP Success) to the

acteses s poPHEN22 Com bR contrhkﬂ gty du?%51'2%m | gnd/ox
t hee eNedit caaf ruccessfiy astrhenti pabivabera [tacaisOign such

updtels ecforned in the HLR37 nd/ or. VLR
theﬁ?ﬁgno géugﬁmgcesl%%\él%% appr opr| a? % %ttenlt 8 gers’
custoardldasabdsehefrer tthie fegessesaryeget lurptche @a@@ided

Oft!ﬁgg?l%gfpgﬁ%ggmegémy A€ gt WRBKS, Ak dd) hh§ LARt and
clearing serv1§e A core engine module records call

detail records when accessing the control gateway
module 22 on the basis of the service obtained by the
IP node 20, the call detail records comprising at least
identity of the IP node 20 and/or time period and/or
provider of the service used and forwarding them to a
billing module. The call detail records and/or clearing
data and/or TAP files based on the call detail records
are assigned using a billing system 55 for a service
provider or a bank. Besides the means for
authenticating a user which have been described above,
the inventive system's infrastructure essentially
comprises two further components which are of
significance for installation and integration. The two

components are the core engine module 59 and the
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in WLANs, an appropriate entry is made in a nenory -
26 nodule in the control gateway nodule 22. If an IP
node 20 or the I MSlI has been authenticated, the IP
node 20 can be used to requesé7access to 5 contents,
e.g. in charge-incurring filTeS ' fromcontent providers.

Fogfépgméﬁkggﬁgdﬁgt%gpgggﬁss c%ntents fro lﬁdaconifnt

provi der he JECES8Y s F5i; t he The
cohtteragatenaymbdihe 2Paskisi g t heecdma oconganenday are
nogdyl e, 224t Be1dgstination address is taken as 10 a

basi's for checking whether the access incurs a

charge. The content provider referred to is the one

whied poadueas ddteweagntesdis1 angs ok qpublirsBes a0 access by
markets themon the Internet, The content is not
t randB&ET elCt &I Uspe it enht het(j’artenh? n<d nS¢He ¥ 5charge-

aut hourtynof seheicentfardm px ovbdeent Contoentdepr.ovitger sontrol
na{gggéw ﬂd rﬁgé&l%h%fe(v\é %GS‘S kgh 2 g;r IIed ]:)%r checking

nventi ve sys er'V| ce OVI
noeln*aity ferapsgesst e ct@mmesmfmromqr‘rteerdom@d]trejects or

pr8¥é§§§sa¥b@sstQ%'&h%eE%QﬁﬁxkﬁsQﬁ?1ﬁ§§réo@@gﬁ9rp§$b9&érs

a user to 20 access such contents i nventive
sysPehl4RdEBR FBEhFGPc AT BE Sised 1Y SeriAe PF o¥i dEF snode

t 02@sskgn rehaled Char gee i BEHEFbNY gS@EWa§eIdd M8 tIE instead
content rOV|der6 rggardlﬁss o? where this service

i s°5et SEPYOPIpr 6UFBed T EG tHei FOcusEBmer e aRAtt hRECY der -
pantdmiagpawquﬁsfmdaZE(ﬁmﬁnké@ ®Qr vilce. chntaiod gateway
engj I C ords

e e R e (B erad et iBh, PESSEYS, i lpakp scheck
ofWhﬁéhservt@@yobfanned?byathehar@eﬁodeaaiondmaaﬁﬁéss is
deﬁékﬂnlE%@ef dstf?@”@o'rﬁ:'r@ﬂ a al:?@%/ rﬁéjcﬁﬁtétyéff?ggﬁblfshes

node 20 and/or time perio or 30 provider o

seFQ?céd§§§dtéhd°?oFaﬁr&Fﬁd'ﬁﬁ%n??%célbﬁﬁlﬁQ%X%HERHQQ the
Themsal Landietmmwsacmﬂ@eﬁ@d/mheclceartlr@g gadeavaandhedule 22
25T GHES S RaG alb 1T hg BySrGress™ f o SEPS) e enaine
provfidée 079 a usamk. Bbssdesnﬂhemnxﬁﬁndmrl®50rmatlon The

aUEQﬁEEhEatéf@vﬁdé@@r i chn baye begyy, dgggr '@Pd e%%‘fh‘fﬁ’e, a

the inventive systems infrastructure essénti al
COH§F¢§§§6FRBS?Gr@W@/Oéoﬁﬁﬁﬁ%ﬁﬂg?ﬂﬂﬁqﬂ¢ ard g3/ for example

using a JAVA applet etc., 1in their web page, which
diverts the access by a user to the appropriate control
gateway module 22. By way of example, a script code can
be used to request the correct route for the wuser
request from a network module, as a result of which the
request about the structure of the HTML page are
diverted onto this path by HTTP Redirects, or similar
methods. Using the control gateway module 22, the user
can now access the premium content or the services of
the content provider. The control gateway module 22
requires the connection to the core engine module 59 in
order to present the information relating to the
transaction to the user and to control and document the
access operations to the premium content. The control
gateway module 22 may be installed or integrated in the

service provider's network, for example, in a similar
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significance for installation and integration. The two
conponents are the core engi ne nodule 59 and the 27

af orenenti oned control gateway nodul e 22. The
interaction and the tasks of the two conponents are
expl ai ned below. 5 The contFo?8gétemay nodul e 22

identifie 520y access 2X7 er to {% m umcontentd 1
t HAE PR t 6°s8y PA “fNargd- Scur ¥ i ¥ B 1% drodule 22
conmbkds prooviaerexThe nfommathi ongatrehayanodilesr X neor Ksmply

58, 8-081 SHY R Ehe Al Mo LA TN LG AGEEPLAARALE, such

prem um content and rejects or rant s  access
sepyi B8 BebinectoNeenbwpiedirders. To this end, the
web requests froma user or an I P node 20 are f out ed

to the control gateway nodule 22 instead of sending
t he® dF PEET Fpgtlaetﬁ@ it et PIERHTHER ey itk ngpe Control

I egliiesh Sy armedetlecked Byt r@%rfecrrattre@ Gat EWaY r1 & HodYt B1ing.
22_using the destination, ddre%§ L) .to check
LFge . et

wheY REY t "iPnclr€a ch Lajpcesharge-incurring
pesartvieds tkeacordr ol Ipat evdy mﬁdul etzbk estahissdeson  is

: . ; by,
| NEhEEAERAY Pl iSRGl dp SPOERLDREBOUE ModlEe 22.
20A1 E§GOSCs Thempdet el tht:hu@tsledn wamw}‘e wbieh URL at

enghie pradul & ©9%HaENG it SRVt BSAEL 6ALI @Re payment. For
|nforna ion. The content prOV|ders can install,” b

y
T iIB%ant ePTACehat tilar BahaseRl §fdAged Dy the "content
SO{)f&\ﬁI@ebaseﬂof oga@mﬁlcg exaap! §toidétlnglra FAVAczRp! 8hgine
etg.t in their m§% whi ch 25 diverts heIaccesa
by A 3287t 0P he %grob Ti &t c &t r 8rCCGaE ay IRodAFaer
22peBijoway af exanphefianscanpt gedersha be bsetlihg data
regggg dthgh%oQ£ﬁ§§ éﬁéiﬁﬁfﬂé?ﬁgﬁ g%e%ee%%qq?Stlééﬁgqu or

net wor as ar
abdutheRBISRFACElfe WX hESETMELRESS/ aﬁ§d3Ga&@véﬁeﬁFm the

onp@lwl SLrﬂfaiﬂinélyld'IﬁrTEoBedﬁH@Ctréqu@rs teldM $@Fvi B8t Fad®m the
t he cont gﬁtemay nodul e % t he user_, can .now
co

actesabife s PRSI & he s AT eSoBE L FfRe 100, to
copremidproyrdeﬁlodhe(nnm§5$ltgﬁt&h@y seduliee2?2 Whether a

Feﬂglgﬁé Lhg CO”TS“'?Q%&%EQG CQLS engine {18?18!1 eQ{:’
in or der resen nformati on"relatinmg to the
t redsheedbart oonhelh@sterllaﬂdSt dagentrssin agrk dog ubledt service

thﬁrovider and by the user himself, filter settings from
the user and other profile settings and general
guidelines. The core engine module 59 may be in the
form of a JAVA application, for example, i.e. may be
implemented with cross-platform capability, and may
thus be used on a large number of application server
platforms. The database used for the core engine module
59 may be a relational database corresponding to the
JDBC standard, for example. The core engine module 59
requires an interface for the authentication method
described above in order to identify the individual
users. In addition, the core engine module 59 can
comprise an interface for the billing system of the
service provider in order to safeguard the necessary
data for the billing with the users (for example as a

monthly total bill). The price list can be presented
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access operations to the premiumcontent. The contro
gateway nodule 22 may be installed or integrated in

the service provider's network, for exanple, in a

simlar - 28 manner to a pr % server. The control
gatemay nodul e 22 hol ds no cont ext infornation and

refo ly _be _used and | ed |n Ioad

ba an€$n§ eég?égggen:r %gﬁgﬁc (ﬁ%bln V@Bntalns a
Swiighest 5eTWeC@@reﬂehgnme nedgteasedcgmnuﬂscakes premium
Wi g £ &g conif ol - gat eway rRdyke g2 BPngSHer@$§§eg@ta'the

for the billin Every tinme a user wshes to tain
chEr gent hedir m%@oogeia@pce%saua apimplapddernalipgy as is

t e SACEben whsatlolmnhbahe@sarwléi@}eumeste%abﬁég@ﬂer&or €That

nodul e_22. re made of h use
r ejgiegf’s SRR c%h%REngter“\ﬁ?Tata%% \Wé@ i 7€ Ca n‘%ivaluated
coms imgrsthhe cpagmentgirformodile i b, aadpibIrC@;dritSioll’T&yateway

b ed, by e t ent d r, f xanpl.e nd
CRRFELLE oD e SOE o BLPALE oo L8] pEE MRS e w0
aceebbeel fﬂrop@ertltc@larxerlfétﬂrlm%t@%nba@t Wel anide, prlces

gener &t e r@%i&éngagéé§s r€80r§he her SRIEn NG D€ents. The
nodul e 59 needs to i1dentify or authenticate the user

(skRl hpovRy , ex#apLtat eheWs hi nfeNePOpFiee| RF bFARENBRLES:
for the requested service fromthe 20 database and, on

e basis of user confirnmation, tO provide or DI_OCk ,
ccess to the servi cBRUWet her a transact|iffgtpetion/ | Price
rovi ded may be dependent, in particular, on sshat

imts have been set by the service rovilder and by
HE 85 er™ i ﬁ%“eﬂnfw‘c"frovf%?r §8‘F STRGESFrBM25 |t he user and !
thep : profi beneset fimgsdandogenerad rehguitdel i nes. s The 3
qre. en/gdne nodul e 59. may be |nth/14£é)rmof a JAVA :

OO""_'OQJ""

somenewsprovi com/archlve 40
ap‘p‘tl“IECﬁ't_l_Oﬁ_n%_Oﬁep)\aupl €, e —fray be—t+npltenented
wi th cross-pl atform capabi I|ty, and may thus be used
onr@ l@afige Ruaen <of appéweém@n p&efv\&efeﬁo alsalfefsorers sell
The dat abase used for the cor E ?qu e rmd ma@y
b A F et at ORI a4tEbas et Cor FBEpoFiStd t o ‘?ﬁe 1JI5§ O
stasdatelyal or Fexanphe. rﬂ'&nek@mreeemghnelmdiﬂee @9chive, he

Ny ac 0 h thenti Gatd o
deﬂ%éﬁﬁfeg ggﬁ?% S 5 EP% %Eg%t%fQBthg r#% dgp archive
is intended to be p0551ble for 24 hours 1440 minutes)

and to cost 5 EUROS. In line with this example, the

per

content provider can merely structure the content on
his web server such that it sets up the relevant price
model. In addition, the content provider can define the
access rules, for example, such that the users of the
service provider <can access the premium content
directly without further registration on the web site.
Public contents can continue to be transported by the
public route even when the inventive method and/or
system 1s used. Only access operations intended for
premium content are to be routed via the system -
specifically this 1is the control gateway module 22
which authorizes and controls the data transfer. By way
of example, a flexible element may also be an

additional authentication agent which communicates with
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35 users. In addition, the core engi ne nodul e 59 can

conprise an interface for the billing system of the

service provider in order to safeguard the necessary

data for the billing with the_users (for exanple as a

nmonthly total bill). The prlc% |Tst can be presented

29 u5|n roduct .qr service catal og which contains
ERY s 5Y serv?é@glgﬁa Phe BT At ed priteyr £ &P reduest

pre@@mhlfnoatenh oifn tdredexctauntden¢hfyd paenilbmaddress. By

Capenbe Lhemph BYeREYS FRLAA] 630 MS@ AN MRl set up a

tec ogy as for what
| i B¢P nepRgeAEAen TRatthe; §Uttclsle§etyqaﬁeqrm1e¢trﬁenface in order

adgs esses (URLs)cafesevalpatssk - Usipg Ehea995e;ﬁ§§§ﬂBie to

nmodul e 59 and/ or ,control %atema nmodul e 22.
comten®RPr 8V N8Er 10SEL VORE EﬂvcéWQQna%(PrQRﬁQWkPUfQﬁ means

pasti GH18r negi ons @btﬁb%SWquﬁetﬁesprMHﬁﬁl1OOWBC9h native
provi de_access .to the greg:unlcontents é@e foll ow
525i

%%%ﬁ%f%%%aseﬁx?éw p P SorP CEPREE 1 i &% a%ﬁ@?ntlégkion

FW@ge@tloﬁ/tPnunekim@eis no longer required on the basis

NELP:/ fapan. SQABRSNSPT vl el GRILSLRCKSAT BEAL O derformed,

p: //MMMISOHEHGMBDTOV er. conf'stockarc
htkﬁ@www borer@tdmrodaterbeonpadciove/fdth e 4nGreasing

|ntkﬁé“§e§%§ﬂ9{/e®fatﬁen525¢:eﬂr omeéxmn%mgs to sell 15
mar ket information to the users for URO per

retrieval. For the market search in the archive, he
r et se$pd1EYBOG, inand il sear ehe natheag@n@falthe control

archlve is I,n d t.Q be possi r 24 h (1440
S gﬁguﬁ ?§St1%’ ?ﬁbf?n CWEH t e S daitier of

enan®$ebl¢hes2@u¢©anenuSpcommeemloaB ﬁemeiyasndum&nwmb the

tf@bﬁ@f&fn aQ%w%? m&@@l?e@Per.§ e&gﬁb %t §$§S uQ:ule of

he rel eva ri node tron, e conte .
pr oviHRr é&nqﬁﬁlﬁ% Fﬁéumﬁece§§lﬁﬁ%SOffSﬁa@?éﬁpléhat 10%

sush that ushe suseis etet h@gg%@lr\dlrﬁeorprQMétht‘é&ﬁlet at the
access ghe pren1un1]§£ ent 2 éect Y mnth&g furt her .
r i 8t r at"6n %Gt tHe" ?)%ﬁ?%? BF i E285ht &t & caprnection
comt i nue tonbeoflr gaspertyethdoy leh@ 2 .pullld cundidre e emetwork
wh t d.g

S04 ona )V SN I IR RN 0T 0 BV SECTlSe Yehat

access ope m um-content’ are
bethoutcad arla g ysbem of 51multaneous connections on

the control gateway module 22 can be processed. As a
guideline, it may be that a 100-Mbit NIC can process
approximately 1400 HTTP calls per second, for example.
The control gateway module 22 may have similar
characteristics to a proxy server, for example: (1) the
control gateway module 22 works like a proxy server: a
new outgoing connection (to the web server) is set up
(http or https) for an incoming connection (from the
browser); (2) an outgoing connection to the core engine
module 59 is set up {(https) for an incoming connection,
if it incurs a <charge. To rule out the influencing
factors among the connections as far as possible, it
may be appropriate to provide a separate network
interface for each direction of the communication. The
following calculations may be used as a basis for

ascertaining the necessary hardware, for example:



30 specifically this is the control gateway nodul e 22
whi ch aut hori zes and controls the data transfer. By
way of exanple, a flexible element may al so be an
addi ti onal authentication agegi whi ch conmuni cat es
with 30 the service provider®s Tnterface in order to
request identification of the account behind an I P
dr-ess—By—way—of —exanple—theauthentication-agent —
oul d set upDascfliqsIPi&onnecti on to tiewvastiwnt/i cat iReQult
erface r 51t0 s the [request. However
E Ig%cp055|%h ?IC UBS%JE goother i nt er wor Ki d40%6%ﬁp/sec
smpmoteumson;hy sseansg caof b&SL, Use of dat abdse
ST 8fed-lRBC, CDBC, native interfaces ?tFL)’ fprJ_
TS pur pose. Anauthentication jagent—of —thirs—kind—+s
o"Heongeimar BELAS eabromxtireebasi/s 10 of 4@dvd RADI US0 https/sec
ushenth catbohRkready. peifiorded,  however, hut rather
an be used for further Tncreasing the security of
hEresysaeast Pepk éReatpPé. To sti pul at®0inensijons t 750

heirhardvwane Qfqutbes geptdLbnq)l5 dateway nodulie 22.1tdneous
S possi ble to use the nunber of | possi bl e,

i hUIPPRITEOHa Tonnttdtohs® FFbHISa rlouter to the PEBRRYoPSers
aﬁﬁﬂﬁy nodul e 22, for exanple. As a rule of | thunb,
be assuned f exanpl th 10% o

scheer seg 55 &9 6845 |ﬁeayk 9 agc I rtelr%ﬁ t glttootre 2017sa2§
|m@samenghamhiaﬁeousbyu¢hen@ause of a conneqgt i gimulodneous

a};hgﬂg rtqlanggét%\é@y quyé %%ng The nunber of n?r‘iﬁ‘f}&k%t users

|nenS|oned by way |of exanpl e, |[suc

H“?ﬁF?UPaPﬁﬁ?ﬁﬁﬁﬁpr of similtaneous connectli ons._on

the control gateway nodul e 22 can be processed. As a

25 guideline, it may be that a 100-Mit N C can

pr bid@s O x?ﬁﬁ?éfﬂy TR USTTR cAAYs pertatRomP foptext

exanprmatIhe cabdagwl gateway cmdue: 2hsay Havwe example.
5 S'ﬂ%&?£dl%§?§a0t§Elsﬁlcs 6%535ﬁr0X%1§en¥§ £€gnda d load

exanpl e control” ‘gateway nodule TTk

a prakyiketyen: macaennéwswtog@iwrcl@ﬁ@ctﬁftm I(Q@UWﬂéS over

Web Senysi) tlySoget maRnibhis P HerhldPDvdOrmed RdS‘l&Prm 88d/or
connecti aon romthe _hrowser) (2) .an outgo

cofiRBc ot & %heSEBPédeﬁblﬁéghndﬁﬂF@-5@f Wﬁﬁlﬁﬂillty be
(htigpsrefipr ian ndigopen@ppedpedtiten, by fway ofcusaple, to

10 ©N8L98n1 10" he Qs ddie T ugpeh

Hoﬁ*c-@mmﬁﬁomsﬁnm-om

gst twice the hardware.
The hardware may be equipped with a suitable operating
system, for example, such as Sun Solaris and/or
Linux/Intel and/or FreeBSC/Intel etc. The control
gateway module 22 may correspond in function to a
15 reverse HTTP server, which, like a proxy server, 1is
positioned as a gateway between the customer and the
content server. The software may be developed on the
basis of the HTTP/1.1 standard, for example, and meets
the demands on a gateway based on RFC 2068. The control
20 gateway module 22 can operate as a server process, for
example, which can be installed and started under user
authorizations. The privileged port 80 (http standard
port) may be used, for example, but it may be

appropriate to set up access as port redirect.
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35 factors anong the connections as far as possible,

it may be appropriate to provide a separate network
interface for each direction of the communication. The
foll owi ng cal cul ati ons may be_used as a basis for
ascertaining the necessary ha}%mére, for exanple: - 31
Description Calculation Result For each 100-Mit N C

up to 1400 1400 http/sec http requests per second can

bel § npkenwpoed antherp usd gt HITPSE happrodvel niatwdnt ilvel system

14 5 : S TR th ut :

AP s The Tactiogt “eak (peak oF 390 woEffdte from tne
si PR EQNBOBS OVEGRESt s A TS, yo&i wipranébds dervice is
apps OXiLpRbel Y r2lMLfq t hes aghéve PAYPBRE YSENRY USEISis way
We estimate the paynent peak épeak 1750 * 100 175 000

of Ei mPHCAESus 63eﬂ§“@§%Ubst'ﬁ& si M3 ahedus SSFAYFENt  In
t rmﬁ*gt&hbmﬁ) tﬁeb@rlé%eﬁfc |sr‘ytsQrelﬁ§taldlfﬁier\ﬁés thenogh | ¥€curity
user se . The contro t eway nodul e 22 may contajin, no
contBXE2 TR nf 8P tig%raggh u%%?vi%%ne%f?%h ?rfogﬁép)’ the

examptent bSrAvddedi rgldy,the usepowbebl @itld imse for charge-
StPx@gﬁfgi}lga@o%'t%tnrt'sk)mTEIQP U‘B%'Ea%esﬂ? Fgoggﬁgﬁbbl&selng the
t he requests over a pluraflty of naéﬁl es, such as
OVEPN YRSt Rebfh anarer Pepdsaint EResPrSAsuRdta hi gh

| evel of availability be desired, it may be

appropriate, by way of exanple, to 10 calculate the
systemwi th at |east twice the hardware. The hardware
may be equi pped with a suitable operating system for
exanpl e, such as Sun Solaris and/or Linux/Intel

and/ or FreeBSC/Intel etc. The control gateway nodul e

22 may correspond in function to a 15 reverse HITP

server, which, like a proxy server, is positioned as

a gateway between the custonmer and the content

server. The software nmay be devel oped on the basis of

the HITP/ 1.1 standard, for exanple, and neets the
demands on a gateway based on RFC 2068. The control 20
gateway nodul e 22 can operate as a server process, for
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exanpl e, which can be installed and started under user
aut hori zations. The privileged port 80 (http standard
port) may be used, for exanple, but it may be

aps OPIOSY E1Y943€t Up access as port redip@ElEP203£/050777
It is inportant to point out that the inventive system

all ows service providers to a%%ign services fromthe

content providers, regardl ess of where this service is

5 set up or provided, to tHel?i®¥istonmers and in this
to provide a paynment and clearing service. In

way - ! !

Cel b CorkhiaPSaoeh MU Shrer e Brivieea bilving
(1SP), ime IRcontenbrpseviweeranct hePusesdahe®i | bsrg an
for Chafrgt,eeg'rg)eﬁ nc%rerr'vqg:econé§8¥f?de£hl S‘ccpot aggleg% charge-

possi bl'e using the conventional system bas on the
prior a¥CUID RYO5LLnT8A2 SPCHERRO0AEO50PF7 mor3d3 content

G ai ms doy AYEPEPULET 5 ainded TRt hoghd 0L ¢oRt end - hased (20,
billing in |IP netwrks, where an I P node (20) uses an

5 | nt erHRR" s@r ¥eEeFtovitden s tic cds sI¥RAr §6ored on a SIM
i ncurrig@rgonpenys fr&m ene orp NBEGeCAMENt aRHOWHERS the

in a network, . where I P node (2Q), upon equest
transmt—tgaré?fhjr‘f\)é?dstlggid g‘ho“é E‘P%/I %Darrbo 6201?0$ rgtnﬁ t pgered
| P nodeirf 203 , dandbatzer e tthe 40 SIMRBADIUSI InMslulfe om30),

the I P .is.stored in a database in a
D‘%}ffg‘eaégg% it é(;%

SI M RAl nodu 0), characterized in that the
SI M r aditus tigdul €he305INsragieds f oroduger f 680 ngis used for

aut hentjcagdh on; g9d/ or SEMERS cakd APt hor Lzalken forsery;ce
the I P node (20) on the basis of the IMSI on the SIM

card (201" e¥bATEhen| PORogBE EBONOPRR df WLRN e basis of
and/ or MR (B8 fo aneSMIMmetawsk (@and)f ofrom the IP node

transmtting.t to nt r.ol at eway dul 22 20
in thatE%%%eéglb?ntﬁgﬁ?P(ﬁg&e %@%fofo\gg%téggg %?%nﬁa GSM
cont entngtwyiderand ther net workmi st inut edt via tée control

control galgxaynoedube £22), and the

in that access by the IP node (20) to contents
from a content provider in the network is routed
via the <control gateway module (22), and the
control gateway module (22) 1is used to check
whether it incurs a charge on the basis of the
destination address of the access,

in that a core engine module (59), during access
to the control gateway module (22), records call
detail records on the basis of the service
obtained by the IP node (20), the call detail
records recording at least identity of the IP node
(20) and/or time period and/or provider of the
service used and forwarding it to a billing
module, and

in that the call detail records and/or clearing
data and/or TAP files based on the call detail
records (CDR) are assigned using a billing system

(55) from a service provider or a bank.
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control gateway nodule (22) is used to check whether
it incurs a charge on the basis of the 25 destination
address of the access, in that a core engine nodul e
(59) , during access to the ntrol gateway nodul e

(22), records call det aiI Te r'ds on the basis of the
servic obt ai ne IP n (20), the c det.a
30£recg¥%l% FeCsr %I r% Ieané?t %den?ﬁtfl&lq HE’ r?c}cfelm L

(20) andieracieelpedi adl arrdftor tipe obiidléingf mdwmle produces
ser vicecuppdadnd ;ROMAIAING |dpdP n8)4LI1 Bap rﬂdfése (1014)

and in that the cal et al Fecords and/or cleari
35 dat aand/er PAPiBI | @ Bdseddanat hereml Itheet aprre engine

recor dsp &R} @ﬁelﬂﬁé'gﬁ%@ %%%n%é%dyéé'dgbdﬂgﬁ@n%ransmlts
(55) froma servi ce provider, or a bank. -

he
conput eF PSP d&PIFHNTId WS ERI aiTHERE GiP &l éPFﬁtIuCtlons (1013)
charactesi zeccidnt had wbBaubil | (1M 40dut Be Prra@iG8sg module

[ d .CDR / AP fil 1014
fﬁe baslgbggﬁ1 ?Cﬁgsrs&%ré\lq‘grz)ﬁ?ﬁﬂé?go 3 eﬁlﬁir%ic% rfb%%ﬂie i?’n the
i ne witbet hel 1SHY8)i céoused pard itdeansii©688)t hefm a landline
toget heg WPF' n}ggg 4ngn'd%trr %Cfta'n%it@ Llf)thé detail

cl earing nodu he cl earing §
assi gni hgceude) (GHY séfl(ﬁl/@é uBRRy ﬁytlteﬁe (Lger) (m@sp GSM

to a provogdeyr (4098)cef grbaﬂ&iétne 100 ot work/ 61007 ternet

and/or transmttin Ig t he call etall records (CDR)

and/ or TAPV$Ffes RAD1HCE 0 41E8M (fl‘éF)S) e vi egrpose  of
provi desis§19@6¢nand/ or Internet service provider

(I'SP) for the purpose of assignnment. 15 3. The

conmput er-ai ded method as clained in claim 2,

char act Bn¢ zedmpm tiehata itdeal | meioh@d ng si nstaivedd ons claim 2,

(1013) 8}99P£&§8r§£e!jea;fsr¥ HR&E" Stﬁ?é:”lhgg%%gr instructions

servi ce- pr oV der-specific assi gnnent
comput ef L @t ded ﬁ@f“ﬁéélsés &tai rﬁ?diﬁtn o ofsPeGiaf s 1and/or
to 3, characterpzredibsrtBpetctihec! PspogdBment data.

4. The computer-aided method as claimed in one of
claims 1 to 3, characterized in that the IP node
used 1s a mobile IP node in heterogeneous WLANs,
where the mobile IP node (20) uses a wireless
interface within a basic service area of a WLAN to
access an access point in a WLAN, where the basic
service area in the WLAN comprises one or more
access polints associated with an access server,
and where the access server comprises the control
gateway module and/or transmits appropriate data

to the control gateway module.

5. The computer-aided method as claimed in claim 4,
characterized in that a SIM user database (34) and
a SIM gateway module (32) are used to extend the
logical IP data channel of the IP node (20) on a
user-specific basis to form appropriate GSM data

for signal and data channels of a GSM network.
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used is a nmobile I P node in heterogeneous W.ANSs,

where the nobile I P node (20) uses a wireless 25
interface within a basic service area of a WAAN to
access an access point in a V% N, where the basic
service area in the WLAN conprrses one or nbre access

points ocj at e t access_seryer and
thé accggg §%$Eé?t%% Q??%%s”F%é ggn?rolcgﬁlga?ejjl one of
modul e ahdins ﬂransdil30@@p1©p¢raa@ddanathaa tehefirst call

control I ompu i ded -
SOl SO Ry ERa Srs Rl AP ULER SR, RE R Dfsis of

user database R 34pdaAgss35 af S| Mhgat ehBy rieiee ((@9) and

are useddqténtextendibhe |ﬂ@tcaﬂmiPs@%ﬁ@cﬁhap@%blaﬁr%hewhose
| P node %%gl on, a ser S § E ga3|s to form

appropr? %%Npaat €€fol RdL8af29%nhannel s of
a GSM network. - 35 6 The conputer ai ded nethod as

cl ai med o) $ 1t characteriz i n
chf a #?stég@ﬁ tede a dréb%#& IS crea%edma Hééspne of

on the dagissof trhé,| Rhadddsy igled e Itthaiodend 20)P files
and 5 i depi Icgzeonérégﬁeahe %erygggtprew d‘éﬂé WhOSes of

servi ce has_been used ,
conput eFOaréad n@?ﬁb@rastébeﬁﬁd ?ﬁdonéléP Epaihﬁ jmobile

to 6, chatastercprdThp thahtihecdAPohi b88esl0 (1014)
are created at |east on the basis of roam ng broker

tariffs and al so public nobile network CDR/ TAP
i denti f Teat | compoides- afﬁedhamﬁﬁnmﬂtes-a&ﬂ&ﬂmﬁ@thnd a%e of

cl ai med_i e of 15 cl haract.e |zed i n
that a %%?fﬁ%g PnﬁﬁageheQ#ﬂ§§1 aéé%%gngﬁlsegé?P billing
addr essegnagenent GCSValdat i ¢éeptionsf P tdwdngsswess and/or

and/ or gemViCnPf PVEderSy 29,9 tﬂ@elﬁﬁgﬂyt% Hdedservice
method as clained in one of <clains 1t

char actBfP¥edeffi-that the billing nanagenent dat abase
conprises roam ng broker tariffs and also public

HDQIIe Fﬁé“‘%&h§3¥er'§¥ﬁ%éf"€% ek COdeclagged in one of
claims 1 to 8, characterized in that the billing
management database comprises roaming broker
tariffs and also public mobile network TAP

identification codes.

10. A system for content-based billing in IP networks,
which system comprises at least one IP node (20)
with an interface to an Internet service provider
and one or more content providers, where the
content providers comprise databases which can be
accessed via a network and which contain charge-
incurring contents, and which IP node comprises a
SIM card (201) for storing an IMSI, characterized
in that the SIM-radius module (30) comprises means
for authentication and/or service authorization
for the IP node (20), on the basis of the IMSI on
the SIM card (201) from the mobile node (20), in
an HLR (37) and/or VLR (37) for a GSM network,
in that access by the IP node (20) to contents
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10. A systemfor content-based billing in I P networks,
whi ch system conprises at | east one |IP node (20) wth
an interface to an Internet service provider and one
or nore content providers, where the 30 content
providers conprise databases ich can be accessed

via a n?ﬁﬁgrgia%%nW% hn%985§5 Charg%h'lg%%%&ég% can be

content’s de’ comprises a
(201) fCé)er@tmqingﬂah BVStonthat actasrdweand modutlleat &hd the

SI M r adi st fodule 639), %Qﬁﬁﬁx§e§2§PaQ%n3§xioﬁ?%? Fﬁ% check

authenti cation and/or “servi ce authorization ,
| P node"{9B)er dit t HeCBESI & ofheRee| W81 6he thrsist Mof the

card (Q&Hétfrﬁél)m&ﬂﬂeacﬂf@béé§ @@dﬁhéw&ceéﬂ an HLR (37)

and/ or .\/LREI(l for a GSM netvvorg ﬁgﬁt access by
the | P HOdE"E20F @ Cont s 38° lfl} (&Oé‘lﬂrlses means
provi defoit nréberachyorkcean he t@hleverotn&ddm St rmddule

gat eway duI nd, t.he , cqontral gat eway, m)dule 22
can be gs?(;d tcgaljﬁe Ci<etavfihet %er |tdS| ncurs a chg g gf the

t he basisrofce hebtsideslt imat toa d@drmeste of thhe caddes@etall

in that dule | r
L cor i T e oI Y1y g ode

cal | deiEi10F ek bPEs PoF iofe LI QE o@r@‘hédegepﬁ. dhie service
obt ai negsdy dhe f&k@@ﬂ@ln@hﬁtcﬁb|adﬁlﬁliné0m6§§9édsand

recordi n | east 1dent.i he | P node

tinme peJr‘? ?}‘&ﬁd/w‘e rco{}1 BFlihet%ﬁéJr]iﬂ%eanE}Q@E anraring

f or war diatga | bateda dm I t]hdélg candulastaind racbhat thwel/or TAP

call de cor d/ cl ea data based on the
{Blqs | SRR B0 DT D% PR® 2ERRTGR" KA e

cal |l detal records and/ or < TAP
cal |l deﬁ%ﬁigm@@or@sﬁc}anabebagélg@eosmemg droir | angservice

systemd{rom g sesyige, pEovider or a bank. 11. The
systemas clained in c?al m 10, characterized 20 in

that the billing nodul e conprises nmeans for producing
TAPLfi |Bse (3@%4pmomad helbaska afn tdeEalISerl‘@i Cechtﬁﬁﬁcterlzed

using the data fremthe core engine dul e, where t
TAP files gt}n%b Fansm tt8d ' urh Tl eé)?nlpﬁd °frod W%ans tor
t oget hevradudingvdirdl ngiles (1014) on the basis of the

service used using the data from the core engine
module, where the TAP files can be transmitted to
a clearing module together with invoicing
instructions and where the clearing module (1004)
can be used to assign (1016) the service used by
the user (1008) for the provider (1008) of a
landline network (1007) and/or the TAP files
(1017) can be transmitted to a GSM (1005) service
provider (1006) and/or Internet service provider

(ISP) for the purpose of assignment.

12. The system as claimed in claim 11, characterized
in that the 1invoicing instructions comprise at
least user-specific and/or service-provider-

specific assignment data.

13. The system as claimed in one of claims 1 to 12,

characterized in that the IP node is a mobile IP
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25 instructions and where the clearing nodul e (1004)

can be used to assign (1016) the service used by the

user (1008) for the provider (1008) of a |I|andline
network (1007) and/or the TAP %lles (1017) can be
transmtted to a GSM (1005) “sefvice 30 provi der (1006)
and/ or I’Il(_l;](?eer r:]Let hservjrli'ce rOVI dﬁEAN%| SFX)A)hefror %ﬂe moblle IP
pur pose of ~assi gnien The systém as S arned
clain11aod@haﬂa@tercp@@rlsﬁ5that Whaehﬁﬂﬁ(nxmﬁerface for
'nstru0£&@@§sfggpr'se 2 @lesSOpheAst SAIIPPECGC sarvice
and/ or service-provider- spe I c assi gnnent ata. 13

The systEf? asiclai HEANin Wik ©f tePailtAs i t 8egpice area in

charactefié zegiLAn tBahptheebP Hode b5 andPdi |§cc|:gs§7 points
node in heterogeneous WLANs, where the nobil e

ode
(20) cofpPPSeatadwitediesani &St eSOV Lac S| W&e&ﬁ the
access @@&@tsmséhweracba$mdsserwm@ecdﬁﬁﬁbﬂrgatéﬂd?dmodule
wher e the baﬁlc ser yllceC rea J; ikn 5 theéylAN %%_glsgfz) is
one or frore access p0|nts aSSOC|§t &d W t A"En acce
server, iaptdembetedt he aacoess isar vwerstconprpsesichbarly for
cont r ol g@%?@@359093£s550& eOERE: ! RB4EOBLLeLygat evay
nodul e (22) 1s 1 npl enentea superi of system
particularly for 10 a wireless access Internet node
systemTid. s Qe%VS$§”bQ§1ﬁb@iﬂﬁﬂ Emaﬁhakm313characterized
characterlze éhat a Sﬁ%%ﬁfr datqgase 34) an
SI' M gat £hay” armam Masrre Afged 10 SAEMY THE gateway
| ogi calmb@ulsd dava odwnnet okedheedNANendathe logical IP
user-sp t i_at r
si gnal 8&%2 pB%ﬁ Eanﬁgléﬁéngggsﬁﬁnéﬁ §%%?SM%%§£$% @'oasis
system &g dloamerbprory b e 14SMcivatact e¥ zedgna2d iand data
that a SMusec database hathoand a SIM gat eway
nodul e (32) can be used to create call detail records
at least on the basis of the IP address of the IP
note. (20heang sitdentaéi catiiaes fior thelmsemNiCEharacterlzed

providers $ﬁo e_s ce has, heen useﬂ3 th
node. 16" e%sysﬁe##as claéﬁ% 9% o of ¢ alnglqlg?teway
15, module (32) can be used to create call detail

records at least on the basis of the IP address of
the IP node (20) and identifications <for the
service providers whose service has been used by
the IP node.

16. The system as claimed in one of claims 11 to 15,
characterized in that the TAP files (1014)
comprise at least information regarding roaming
broker tariffs and also public mobile network TAP

identification codes.

17. The system as claimed in one of claims 10 to 16,
characterized in that a pilling management
database (1032) comprises IP addresses and/or GSM
identification for the users and/or service

providers.

18. The system as claimed in one of claims 10 to 17,



T

characterized in that the TAP files (1014) conprise
at least information regardi ng roam ng 30 broker
tariffs and al so public nobile network TAP
identification codes. 17. The_systemas clained in one
of clainms 10 to 16, characfe??z'ed inthat a billing

managenent _ 35 dat abase (1032) copprises.l.P addresses

and/ or %?%%enﬁ%?%at ion ?%rgtt hegg%erg)l&r}&/n@r SBVFgErent
provi dedstaliBse The (sypst enpasr thas medbami ranebabkelrai tdriffs
10 to ]gnd'agéo 1g13a¢! %g%t?f‘\ o ! HeEQQEkt hI%P.b'i(ji(%)rpig'fication
managemnent atabase (1 conpri ses roam ng f oker

tariffsCO@¥- al so public nmobile network TAP
identification codes.



