Block body

Version number

Input information
feature value

Timestamp

Difficulty value

101

Block
header

FIG. 1A

Block body

Block header feature
value of a parent block

Version number

Input information
feature value

Timestamp

Difficulty value

FIG. 1B

1/17

. Block
header

Block body

Block header feature
value of a parent block

Version number

Input information
feature value

Timestamp

Difficulty value




A process of
generating a new block

1. A node obtains input information from an entire network

2. Verify the input information, store the input information in an
internal memory pool, and update a hash tree

3. Update a timestamp

4. Try different random numbers

5. Calculate a feature value

Transaction

6. Repeat operations 2 to 5 above until find a reasonable feature
value

7. Pack a block

8. Broadcast a new block externally

9. Upload to a blockchain after other nodes perform verification

FIG. 1C
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Transaction

S302

Client

Filtering component
processing procedure

Obtain a
transaction object

Y

Obtain a TxID in a
transaction (a
transaction unique
key)

Y

Call a filtering
component to perform
transaction
deduplication
judgment

Filter judgment
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Obtain a first block to be uploaded to a blockchain

S402

!

When it is determined that the first block meets a first capacity expansion
condition, determine, from nodes of the blockchain and based on the first
capacity expansion condition, a first node for performing filter expansion

S404

Y

Obtain a first capacity-expanded filter from the first node

!

S406

Load a transaction in the first block to the first capacity-expanded filter, and use
the first capacity-expanded filter as a second in-process filter, to perform,
through the second in-process filter, deduplication filtering on transactions to be
uploaded to the blockchain

| s408

FIG. 4
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Obtain a first block to be uploaded to a

S502
blockchain

'

When it is determined that the first block
meets a first capacity expansion
condition, determine, from nodes of the
blockchain and based on the first capacity
expansion condition, a first node for

performing filter expansion

S504

Obtain a first capacity-expanded filter
from the first node

'

Load a transaction in the first block to the
first capacity-expanded filter, and use the
first capacity-expanded filter as a second
in-process filter, to perform, through the
second in-process filter, deduplication
filtering on transactions to be uploaded to
the blockchain

S514
e

FIG. 5

S506

l S508
S
Obtain a first in-process filter from an
internal memory of an execution node
when it is determined that the first block
meets the first capacity expansion
condition

'

Perform consensus on the first in-process
filter

S510

S512

Store the first in-process filter in the first
block after the consensus is reached
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Filtering component

0™ block-current block

In-process filter

Ledger database

- -
Block Block Block Block Block
header header header header header
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Obtain a first block to be uploaded to a blockchain

l

When it is determined that the first block meets a first capacity
expansion condition, determine, from nodes of the blockchain and
based on the first capacity expansion condition, a first node for
performing filter expansion

l

Obtain a first capacity-expanded filter from the first node

:

Load a transaction in the first block to the first capacity-expanded
filter, and use the first capacity-expanded filter as a second in-
process filter, to perform, through the second in-process filter,

deduplication filtering on transactions to be uploaded to the
blockchain

Obtain a first in-process filter from an internal memory of an
execution node when it is determined that the first block does not
meet the first capacity expansion condition

—

l

Load the transaction in the first block to the first in-process filter,
to perform, through the first in-process filter, deduplication
filtering on transactions to be uploaded to the blockchain

L —

FIG. 8
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Obtain a first target capacity-expanded filter from a first execution
node

'

Perform security detection on the first target capacity-expanded
filter

.

Use the first target capacity-expanded filter as a first capacity-
expanded filter when it is determined that the first target capacity-
expanded filter passes the security detection

Obtain a second target capacity-expanded filter from a second
execution node when it is determined that the first target capacity-
expanded filter does not pass the security detection

.

Perform security detection on the second target capacity -expanded
filter

'

Use the second target capacity-expanded filter as the first capacity-
expanded filter when it is determined that the second target
capacity-expanded filter passes the security detection

P

When it is determined that the second target capacity-expanded
filter does not pass the security detection, construct a candidate
capacity-expanded filter based on transactions having been
uploaded to a blockchain

.

Use the candidate capacity-expanded filter as the first capacity-
expanded filter

FIG. 9
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Obtain a first transaction

i

Perform deduplication filtering on a first transaction identifier
through a second in-process filter

l

Add the first transaction to a transaction pool of a blockchain when
the second in-process filter determines that the first transaction
identifier does not exist on the blockchain

Perform deduplication filtering on the first transaction identifier

through a ledger database of the blockchain when the second in-

process filter determines that the first transaction identifier exists
on the blockchain

i

Add the first transaction identifier to the transaction pool of the
blockchain when it is determined, through the ledger database that,
the first transaction identifier does not exist on the blockchain

Discard the first transaction when it is determined through the
ledger database that the first transaction identifier exists on the
blockchain

FIG. 10
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Obtain a first block to be uploaded to a blockchain

v

When it is determined that the first block meets a first capacity expansion
condition, determine, from nodes of the blockchain and based on the first
capacity expansion condition, a first node for performing filter expansion

v

Obtain a first capacity-expanded filter from the first node

Y

Load a transaction in the first block to the first capacity-expanded filter,

and use the first capacity-expanded filter as a second in-process filter, to

perform, through the second in-process filter, deduplication filtering on
transactions to be uploaded to the blockchain

Y

Obtain a second block to be uploaded

!

When it is determined that the second block meets a second capacity
expansion condition, perform consensus on the second in-process filter, and
store the second in-process filter in the second block after the consensus is
reached

Y

Determine, from the nodes of the blockchain and based on the second
capacity expansion condition, a second node for performing filter
expansion

v

Obtain a second capacity-expanded filter from the second node, a capacity
of the second capacity-expanded filter being greater than a capacity of the
first capacity-expanded filter

v

Load a transaction in the second block to the second capacity-expanded
filter, and use the second capacity-expanded filter as a third in-process
filter, to perform, through the third in-process filter, deduplication filtering
on the transactions to be uploaded to the blockchain

FIG. 11
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S1202
Obtain a third block to be uploaded

|

Load the third block to a first in-process filter when it is determined - $1204
that the third block does not meet a first capacity expansion condition

!

Load the third block to a first capacity-expanded filter, so that a first S1206
node constructs the first capacity-expanded filter while constructing |—
the first in-process filter

Filtering component

|
|
: ; t In-process filter
-curren
| Ledger database
| First capacity-
| 0-current e;;zn?e?%llt}ér
|
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Obtain a fourth block to be uploaded

S1402

!

Load the fourth block to a second in-process filter when it is S1404
determined that the fourth block meets a first capacity expansion |—

condition but does not meet a second capacity expansion condition

'

Load the fourth block to a second capacity-expanded filter, so that S1406
l—

the second capacity-expanded filter is constructed while the second

in-process filter is constructed

Filtering component

In- filt
0-current n-process iilter

Second capacity-
O-current expanded filter
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Filtering component

| In-process filter
| 0-current
| Ledger database
| ) First capacity-
| 0-current expanded filter
Second capacity-
| 0-current expanded filter

Obtain an actual error rate of a first in-process filter

!

Determine that the actual error rate of the first in-process filter is less than a
target error rate

v

Generate a second transaction based on the actual error rate

!

Submit the second transaction to a blockchain, so that the blockchain performs
consensus on the second transaction

v

Modify a first capacity expansion condition based on content in the second
transaction after the consensus is reached

FIG. 17
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Transaction Obtain a transaction

object

Y

unique key)

L]

Call a filtering
component to perform
transaction deduplication
judgment

Obtain an in-process
Bloom filter

v

Lock the in-process
Bloom filter

v

Perform transaction
deduplication verification|
through the Bloom filter

Unlock the Bloom
filter

Transaction filtering

- - S1804
Obtaina TxID in a /
transaction (a transaction

Y

Not exist

Judge
through a ledger
database

process of a filtering
component

|
|
|
|
|
| L]
|
|
|
|
|

Add the transaction
object to a transaction
pool

FIG. 18
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. Block
Transaction

Obtain a first
pool

block

/— S1902

S1904

Determine
whether the first block

meets a target capacity
expansion
condition

Obtain an in-process filter from
an internal memory, and perform $1910
consensus on the first block and | /
store the first block in the
in-process filter

/

Determine, from a target S1912
blockchain, a capacity-expanded |/
node that performs filter capacity
expansion based on the target
capacity expansion condition

A

S1914
Obtain a capacity-expanded filter |/
from the capacity-expanded node

Y

S1916
Use the capacity expanded filter |/
as an in-process filter

Load the first block to the
in-process filter

/—S1918

FIG. 19
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/7 S1906
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Obtain a LatestBlock of a
target blockchain, and
load a filter stored in the
LatestBlock and set the
filter as an LBF

—— 52002

52004

52010

Null

The LBF is null

Not null

Obtain a filter from LatestBlock and
use the filter as an in-process filter
NBF

Y

Add the in-process filter to a filtering
component in an internal memory, to
perform, through the filtering
component, deduplication filtering
on transactions to be uploaded

Create a null Bloom filter
(NBF)

v

52012

—— 52006

Set BC = LatestBlock

v

52014

—— 52008

Traverse transactions in
the BC, and load the
transactions in the BC to

-t

the NBF after calculation

v

52016

Set BC=BC-1

The BC is the 0" block

Yes

Traverse the transactions
in the BC, and load the
transactions in the BC to
the NBF after calculation

Y

Add the NBF to a filtering
component in an internal
memory, to perform,
through the filtering
component, deduplication
filtering on transactions to
be uploaded

FIG. 20
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100

2101

First block obtaining module

2102

First node determining module

2103

First capacity-expanded filter
determining module

2104

First block loading module

5 2203

5 2205

2210

52211
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