18
Y 12 24 ~ ~
[ /
Processor Memory
147 ) Con- . \1 6
Input devices trol- Output devices
1 ler
20 . hub Network \
Storage devices 22
adapter(s)
Host system W
10
FIG. 1
32a 32b
Guest virtual machine Guest virtual machine
36a 422 306b 42b
Appli- ( 34a Appli- ( 34b
cation cation
Event Event
Guest tilter Guest tilter
OS OS
30
Hypervisor 44/ Notification handler | Introspection engine 40
10 Host system hardware

1/8

FIG. 2




2/8

32

| Guest VM -:
| 218 !
/ [
34 : Guest OS :
| 50a I
| [
: Application :
[ || virtual memory I
| [
' :
: 118 >2 I
L |
: Guest VM virtualized :
|| physical memory |
R

50d 50b

i N A
\ 20t Host system

/1\ Hypervisor
I

| || Introspection engine
: virtual memory
I

Physical memory

0 50c



42

3/8

51\‘

FIG. 4

46

Eligibility checker

Emulator

Notification generator

48

Event Filter

47

FIG. 5




4/8

Launch Hypervisor 402
1
Launch introspection
engine 404
1 /\
Launch guest VM 406
Install event filter 407
Enumerate software /\
entities executing 408
within guest VM
1 /\
Locate memory sections
targeted for protection 410
Set access permissions to
protected memory sections 412
Contigure Proce.sso.r to 414
generate virtualization
exception in response
to violation of memory
access permission
Register event filter and 416
notification handler
with processor

FIG. 6



5/8

LT~ 432

Listen for trigger events

434

Event
detected?

Identity type of trigger event 436

1

Determine event parameters | 438

440

Event

. ) . NO
is eligible for notification

446

Resume execution of
guest software

to introspection
enginer

442

Notity introspection
engine

FIG. 7

Emulate event

444




Identity target memory page
that generated the exception

452

NO

6/8

END
—

Event is not eligible for

mem. section?

Attempt to NO

notification

460

access protected
section ?

Event is eligible for

notification

458

FIG. 8




7/8

Identify target memory page | 440
that generated the exception

464

Target NO

END
—

page hosts page
table?

Event

overwrites page NO

Event is not eligible for
notiticaiton

472

table entry
?

Event
overwrites

control bits
2

470

Event
overwrites

NO

physical address
?

4T4—

FIG. 9

Event is eligible for

notification




8/8

LT~ 482

Listen for notifications from

event filter

484
Notification
received?

492
Analyze notified event 480 Resume exceution of
guest VM
f
488
. Eve.ﬂt NO
1nd1§auVe of Emulate event
security threat
490
494
< Perform threat

mitigation procedures

FIG. 10



