1 Sessions in a comunication system The present invention relates to
communi cation systens, and in particular, to policy control in association
Wi th sessions provided by neans of a communication 5 system A

comuni cati on system can be seen as a facility that enabl es conmmuni cation
sessions between two or nore entities such as user equi pnent and/ or ot her
nodes associated with the conmunication gystem The conmunication may
conprise, for 10 exanple, comrunication of voice, data, nultinedia and so
on. A user equipnment may, for exanple, be provided with a two-way

tel ephone call or nmulti-way conference call. A user equipnment may al so be
provi ded w Sksaicomnimez coommuaicatiomppstamt i on server (AS), for exanple a
service provider server, thus enabling use of services provided by the
application server. 15 A conmunication systemtypically operates in
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IS provide "a circuit swtched service and/or a packet sw tched
servi ce. Communi cation protocols and/or paraneters which shall be used for
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provi ng wi reless conmuni cati on r "user equi pne
associated with the communication system. The communication may comprise, for

10 example, communication of voice, data, multimedia and so on. A user equipment
may, for example, be provided with a two-way telephone cail or multi-way
conference call. A user equipment may also be provided with a connection to an
application server (AS), for example a service provider server, thus enabiing use of
services provided by the application server.

15
A communication system typically operates in accordance with a given standard or
specification which sets out what the various entities associated with the
communication system are permitted to do and how that should be achieved. For
example, the standard or specification may define if the user, or more precisely,

20 user equipment is provided with a circuit switched service and/or a packet switched
service. Communication protocols and/or parameters which shall be used for the
connection may also be defined. In other words, a specific set of “rules” on which
the communication can be based on needs to be defined to enable communication
by means of the system.

25
Communication systems proving wireless communication for user equipment are
known. An example of the wireless systems is the public land mobile network
(PLMN). The PLMNSs are typically based on cellular technology. In cellular systems,
a base transceiver station (BTS) or similar access entity serves wireless user

30 equipment (UE) known also as mobile stations (MS) via a wireless interface
hetween these entities. The communication on the wireless interface between the

user equipment and the elements of the communication network can be based on



known. An exanple of the wireless systens is the public |and nobile network
(PLMN). The PLMNs are typically based on cellular technology. In cellular
systens, a base transceiver station (BTS) or simlar access entity serves
wi rel ess user 30 equi pnent (UE) known al so as nobile stations (M5) via a
wireless interface between these entities. The conmmunication on the
wireless interface between the user equiprent and the el ements of the
comuni cati on network can be based on 2 an appropriate conmuni cation
protocol. The operation of the base station apparatus and ot her apparatus
required for the communi cation can be controlled by one or several control
entities. Thenwpprapiiate oathalnicationt pretocuhyT Heeopénation ob tmebhed stdlicone or
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network, the service request is routed via the nobile network to the other
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10 provided by a service provider located in other network, the service request is

routed via the mobile network to the other network and then to the service provider.

An example of the services that may be offered for users such-as the subscribers
to a communication system is the so called multimedia services. An example of the
15  communication systems enabled to offer multimedia services is the Internet
Protocol (1P) Multimedia network. IP Multimedia (IM) functionalities can be provided
| by means of a IP Muitimedia Core Network (CN) subsystem, or briefly IP
Multimedia subsystem (IMS). The IMS includes various network entities for the
provision of the multimedia services.
20
The third generation partnership project (3GPP) has defined use of the general
packet radio service (GPRS) as a backbone communication system for the
provision of the IMS services. Therefore the GPRS will be used in this specification
as an example of a possible backbone communication system enabling the
25  multimedia services. The Third Generation Partnership Project (3GPP) has also
defined a reference architecture for the third generation (3G) core network which
will provide the users of user equipment with access to the multimedia services,
This core network is divided into three principal domains. These are the Circuit
Switched (CS) domain, the Packet Switched (PS) domain and the Internet Protoco!
30 Multimedia (IM) domain.

The latter of these, the IM domain, is for ensuring that multimedia services are



20 The third generation partnership project (3GPP) has defined use of the
general packet radio service (GPRS) as a backbone conmmuni cation system for
the provision of the I MS services. Therefore the GPRS will be used in this
specification as an exanple of a possible backbone conmunication system
enabling the 25 multinmedi a services. The Third Generation Partnership
Project (3GPP) has also defined a referegce architecture for the third
generation (3G core network which wll provide the users of user

equi pnment with access to the multinedia services. This core network is
divided into three principal domains. These are the Crcuit Swtched (CS)
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term natj ng sessions with one or nore participants (endpoints). 5 The SIP
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10 (SDP) format. A mechanism called offer/answer model has been defined, this
enabling two entities to make use of the SDP to arrive at a common view of a
multimedia session between them. In the model, one participant offers the other
party a description of the desired session from their perspective, and the other
participant answers with the desired session from their perspective. The other
15 participant may e.g. reduce the offer. 3GPP allows operators of IP Multimedia
Subsystems to define allowed media parameters for sessions in their network;
these are either generic local policies or media policies, or subscription based
restrictions. In these networks only the allowed media can be established. SDPs
violating the policies are rejected by the network.
20
Although handling of SIP requests containing SDP has been described for the
3GPP, handling of SIP responses, such as responses with payload, is not yet dealt
with. The SIP alflows sending of SDP in SIP responses. However, it is not possible
to reject such responses if the SDP breaches media policy, such as policy set by

25 an operator but not known to the user.

Embodiments of the present invention aim to address one or several of the above

problems.

30 According to one embodiment of the present invention, there is provided a method
in a communication system for handling responses to messages. The method
comprises the steps of sending a message from a first party to a second party,



party a description of the desired session fromtheir perspective, and the
other participant answers with the desired session fromtheir perspective.
The other 15 participant may e.g. reduce the offer. 3GPP all ows operators
of IP Multimedia Subsystens to define allowed nedia paraneters for
sessions in their network; these are either generic | ocal policies or
nedi a policies, or subscription based reaﬁrlctlons In these networks only
the all owed nedia can be established. SDPs violating the policies are
rejected by the network. 20 Although handling of SIP requests containing
SDP has been described for the 3GPP, handling of SIP responses, such as
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10 - in breach of a policy for the communication between the parties, and modify the at

feast one parameter to be in line with the policy.

According to yet another embodiment there is provided a communication system
for providing communication sessions between parties connected thereto, the

15 communication system comprising a controller configured to handle responses
and requests between parties of communication sessions, forward a message from
a first party to a second party, check if a response to the message includes at least
one parameter in breach of a policy for the communication between the pariies,
and modify the at least one parameter to be in line with the policy.

20
In a more specific embodiment at least one parameter is modified by the controller.
In another embodiment the at least one parameter is modified by the first party.
The response may passed unmodified from the second party to the first party. A
check may be made by the controller if a further message from the first party

25 responding the response includes at least one parameter in breach of the policy.

Embodiments may provide advantage in handling of sessions with non-allowable |
parameters. The handling may be consistent. The system may better foresee
various possible situations caused by conflicting policies.

30
For better understanding of the present invention, reference will now be made by

way of example to the accompanying drawings in which:



communi cation system configured to handl e responses and requests between
parties of conmunication sessions, forward a nessage froma first party to
a second party, check if a response to the nessage includes at |east one
paranmeter 10 in breach of a policy for the comruni cati on between the
parties, and nodify the at |east one paraneter to be in line with the
policy. According to yet another embodimeng there is provided a

comuni cation system for providing conmunicati on sessions between parties
connected thereto, the 15 comunication system conprising a controller
configured to handl e responses and requests between parties of
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further nessage fromthe first party 25 responding the response includes at
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Reference is made to Figure 1 which shows an example of a network architecture
wherein the invention may be embodied. In Figure 1 an IP Multimedia Network 45
is provided for offering IP multimedia services for IP Multimedia Network

subscribers.

As described above, IP Multimedia (IM) functionalities can be provided by means
of a mobile communication system. A mobile communication system is typically
arranged to serve a plurality of mobile user equipment usually via a wireless
interface between the user equipment and at least one base station of the
communication system. The mobile communication system may logically be
divided between a radio access network (RAN) and a core network (CN).

In the system base stations 31 and 40 are arranged to transmit signals to and
receive signals from mobile user equipment 30, 41 of mobile users i.e. subscribers
via a wireless interface between the user equipment and the radio access network.
Correspondingly, a mobile user equipment is able to transmit signals to and receive
signhals from the radio access network via the wireless interface.

In the shown arrangement the user equipment 30, 41 may access the IMS network
45 via the access network associated with base station 31, 40, respectively. It shall
be appreciated that, although, for clarity reasons Figure 1 shows two base stations



Figure 1 shows one enbodi ment of the invention; Figures 2 is a signalling
flowcharts illustrating operation of an aspect of the invention; and
Figure 3 is a signalling flowharts illustrating operation of another
aspect of 5 the invention. Certain enbodi ments of the present invention
will be described in the followng by way of exanple, with reference to
the exenplifying architecture of a third generation (3G nobile
comuni cati ons system However, it shall be appreciated that the

enbodi ments nay be applied to any suitabl e conmunication system Reference
Is made to Figure 1 which shows an exanple of a network architecture
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Corr espondi ng e user equipnent is able to transmt signals to and
receive signals fromthe radio access network via the wireless interface.
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station. Thus, it is sufficient to note that the user may use a mobile station for tasks
such as for making and receiving phone calls, for receiving and sending data from

10  and to the network and for experiencing muitimedia content or otherwise using
multimedia services. A mobile station may include an antenna for wirelessly
receiving and transmitting signals from and {o base stations of the mobile
communication network. A mobile station may also be provided with a display for
displaying images and other graphical information for the user of the mobile user

15 equipment. Camera means may be provided for capturing still or video images.
Speaker means are also typically provided. The operation of a mobile station may
be controlled by means of an appropriate user interface such as control buttons,
voice commands and so on. Furthermore, a mobile station is provided with a
processor entity and a memory means.

20
It shall be appreciated that although only two mobile stations are shown in Figure 1
for clarity, a number of mobile stations may be in simultaneous communication with

base stations of a mobile communication system.

25  The core network (CN) entities typically include various switching and other controi
entities and gateways for enabling the communication via a number of radio access
networks and also for interfacing a single communication system with one or more
communication system such as with other cellular systems and/or fixed line
communication systems. In the 3GPP systems the radio access network controlier



45 via the access network associated with base station 31, 40,
respectively. It shall be appreciated that, although, for clarity reasons
Figure 1 shows two base stations 6 only, a typical comunication network
system usual Iy includes a nunber of base stations. A nobile user equipnent
may conprise any appropriate nobile user equi pnent adapted for Internet
Prot ocol (IP) comrunication to connect the7netm0rk. For exanple, the
nobi |l e user may access the cellular network by nmeans of a Personal

conmputer (PC), Personal Data Assistant (PDA), nobile station (M5) and so
on. The 5 follomﬁng exanpl es are described in the context of nobile
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20 It shall be appreciated that although onl Ile stations a
in Figurld 1

In a 3GPP network, a packet data session is established to carry traffic flows over
the network. Such a packet data session is often referred as a packet data protocol
(PDP) context. A PDP context may include a radio bearer provided between the
user equipment and the radio network controlier, a radio access bearer provided

15 between the user equipment, the radio network controller and the SGSN, and
switched packet data channels provided between the serving GPRS service node
and the gateway GPRS service node. Each PDP context usually provides a
communication pathway between a particular user equipment and the gateway
GPRS support node and, once established, can typically carry multiple flows. Each

20  flow normally represents, for example, a particular service and/or a media
component of a particular service. The PDP context therefore ofteﬁ represents a
logical communication pathway for one or more flow across the network. To
implement the PDP context between user equipment and the serving GPRS
support node, radio access bearers (RAB) need to be established which commonly

25  allow for data transfer for the user equipment. The implementation of these logical
and physical channels is known to those skilled in the art and is therefore not

discussed further herein.

The communication systems have developed in the direction wherein services are
30  provided for the user equipment by means of various functions of the data network

that are handled by controller entities, such as servers. For example, in the current

third generation (3G) wireless multimedia network architectures it is assumed that



for clarity, a nunber of nobile stations may be in sinultaneous

comuni cation with base stations of a nobile comunication system 25 The
core network (CN) entities typically include various switching and ot her
control entities and gateways for enabling the comrunication via a nunber
of radio access networks and also for interfacing a single conmunication
systemw th one or nore communication sysgemsuch as with other cellular
systens and/or fixed |ine comrunication systens. In the 3GPP systens the
radi o access network controller 7 is typically connected to an appropriate
core network entity or entities such as, but not limted to, a serving
gener al packsgveradiiffes@titweeers pppyidingnatieus SG6ND| fupetons and usdd forth@3earick
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data session is established to carry traffic flows over the network. Such
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provi ded 15 between the user equipment, the radio network controller and
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usual Iy provigsePwith a serving controller, such as the serving call session control function
(S-CSCF) 36. As shown in Figure 1, communication between the S-CSCF 36 and
the user equipment may be routed via at least one proxy call session control
function (P-CSCF) 35. The proxy CSCF 35 is thus for proxying messages from the

15 GGSN 34 to a serving call session control function 36. The serving controller, i.e.

CSCF 36 in Figure 1, in turn, provides the control entity the user equipment 30
needs to be registered with. The registration is required to enable the user

equipment to request for a service from the communication system.

20 A policy control entity 37 may also be provided. The policy control entity 37 may be
configured to store required policy information in a database 38 thereof. The
network entities may query the policy control entity for various purposes, such as
for obtaining information regarding the media policy of a particular user. The policy
control entity may be provided by means of a policy decision function (PDF), which

25 is connected to P-CSCF and GGSN.

Figure 1 shows also an application server 50. The user equipment may connect,

via the GPRS network, to the application server that is connected to one or more

data networks such as, but not limited to, the exemplifying Internet Protocol (IP)
30 network. It shall be appreciated that a great number of application servers may be

connected to each data network.



communi cati on pat hway between a particul ar user equipnment and the gateway
GPRS support node and, once established, can typically carry nultiple
flows. Each 20 flow nornmally represents, for exanple, a particular service
and/or a media conponent of a particular service. The PDP cont ext
therefore often represents a |ogical comunication pathway for one or nore
fl ow across the network. To inplenent thePDP context between user

equi pnent and the serving GPRS support node, radi o access bearers (RAB)
need to be established which commonly 25 allow for data transfer for the
user equi prent. The inplenentation of these |ogical and physical channels
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entities, such as servers. For exanple, In the curre gener ati on
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Lhe servife TBdvTiapol g serviade The SPing pomieles aves thincaminicaiion
state controlgybpgtions (CSCrs). The call state control functions nmay be
divided into various categories such as a proxy call state control
function (P-CSCF), interrogating call state control 5 function (I-CSCF),
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a serving controller, such as the serving call session control function
The more detailed exemplifying embodiments described below deal with
messages, such as S|P responses, containing a session parameter such as an
offer that is not in accordance with the operator's media policy stored in the PDF
15 37, and therefore actions may need to be performed in order to bring the at least

one breaching parameter in line with the policy.

As shown in Figure 2, an appropriate CSCF may modify the parameters before
forwarding them. The 200 OK sent from the second user equipment 41 in response

20 to anINVITE’ from the first user equipment 30 contains an SDP offer that
breaches media policy. The CSCF modifies the offer such that the SDP offer is in
line with the media policy before it is sent further to the first user equipment 30 as
an SDP offer. The answer in the ACK will be acceptable by media policy.

25  if the reduced media is not satisfactory for the parties {(in worst case it may occur
that in the intersection all media are annulled), they can initiate a new reINVITE,

This is possible since the multimedia session is not released by the network.

In accordance with an alternative shown in Figure 3 an appropriate CSCF may

30 ignore the problem and forward the unmodified SIP message containing the SDP
offer. The provisional response from the second user equipment for an INVITE
from the first user equipment may contain an SDP offer that breaches media policy.



(S-CSCF) 36. As shown in Figure 1, communi cation between the S-CSCF 36 and
the user equi pnent may be routed via at | east one proxy call session
control function (P-CSCF) 35. The proxy CSCF 35 is thus for proxying
nmessages fromthe 15 GGSN 34 to a serving call session control function 36.
The serving controller, i.e. CSCF 36 in Figure 1, in turn, provides the
control entity the user equipnment 30 needgpto be registered with. The
registration is required to enable the user equipnent to request for a
service fromthe comunication system 20 A policy control entity 37 may

al so be provided. The policy control entity 37 may be configured to store
requi red pol iieptierfvmrdpthicoBDProfterdaspbadervd8det essebiverd beceptetd wbhé Gl t i es

may query th ol i control entjty faqr vari.ous purposes, such as. _fQr
obtaini ng i nfaTRETSPTERARa APd A waRle S55URT B Al Tion T e e
policy CO“thE%Hye%étsoFﬁfﬁMs\hér RIAMb &I RbEdTRANP RAIC K rd@hd st WIS isStheR
function (PDF), "which 25 is connected to P-CSCF and N. Figure 1 shows
al so an appl icbackeshagaingethegoedipoligyelf itdg nopaecaptable, SnRBAGK request e

GPRS network, .to the a ' ' erver, ' Ols;

data netvir kEeistieH 2oBRETCF ooy Thoirteldit et eC T Fhalhd A gty Bresion
Protocol (I Piheg3fhoaiet polidy- 1t shall be appreciated that a great number of
application servers may be connected to each data network. 9 Although

this is not always necessary, the systemof Figure 1 may further be

arranged suc Who | %e‘sio t ' rb%% kcation
resour ces by%hggfoeggﬂﬁﬁﬁég het wor eg‘ﬁg)we?'?égl steir d{?p(f)ser?ﬁg ser@?fr?g@dr‘h
control | er 36accdrdante withi thedtigute®. use of services offered by the

applicatjon server 50 by sending a 5 request for the desired service to the

serving thntrol ler over the communication system
A more detailed example for operation of the P-CSCF 35 in accordance with an

embodiment will be described next. When the P-CSCF 35 receives an SIP request
containing an SDP offer, the P-CSCF may examine the media parameters in the
received SDP. If the P-CSCF 35 finds any media parameters which are not allowed
15 on the network, for example because of a local policy, the P-CSCF may return a
‘Not Acceptable Here’ response containing SDP payload. The SDP payload may
contain either all the media types, codecs and other SDP parameters which are
allowed according to the local policy, or, based on configuration by the operator of
the P-CSCF, a subset of these allowed parameters. This subset may depend on

20 the content of the received SIP request.

When the P-CSCF receives a reliable provisional SIP response, such as the SIP
183 message of Figure 3, containing SDP offer, the P-CSCF may be configured
not to examine the media parameters in the received SDP offer. Thus, even if the
25  offer contaings media parameters which are not allowed on the network by a local
policy the SDP may be allowed to pass transparently the P-CSCF 35. This may be
advantageous since it may not be possible for the P-CSCF to reject a SIP
response. Instead, the P-CSCF may take action based on the succeeding PRACK
request containing the SDP answer for this offer and therefore this is checked. If
30 necessary, i.e. the SDP answer reduced by the user equipment (UE) still breaches
local policy, the P-CSCF may return a ‘Not Acceptable Here’ response containing

the local policy that is allowed SDP payload.



The enbodi nents are based on the realisation that it m ght be advant ageous
If an predefined action can be taken after detection of a breach of nedia
policy. The 10 action is preferably perfornmed in a proxy network el enment,
such as the P-CSCF 35. The nore detail ed exenplifying enbodi ments

descri bed bel ow deal with nessages, such as SIP responses, containing a
session paraneter such as an offer that igqnot in accordance with the
operator's media policy stored in the PDF 15 37, and therefore actions nmay
need to be performed in order to bring the at |east one breaching
paraneter in line with the policy. As shown in Figure 2, an appropriate
CSCF may nndify the paraneters before forwarding them The 200 OK sent

fromthe sec | B.J BS e Q. to.an E fromth
Flrot ueer oqunpiEfE PIRSCRITRENSS 4 2a BB s Rln H 1 o b TE o b8 e
The CSCF nodicbhfiemédn €idbd bire. SHCa ré N TENhabEBnRfii € &niSDP Bffet,ithe PMISTH heay
medi a policy before it is_sent further to the first user equi pnent 30 as

an SDP of f er &xafdnaitswdiediaparanaiers i the reeeiyed §RRfer. Hi/th@efaﬁﬁ@l?l findg. 25
f th
It ther egucﬁ%dﬁghf%hﬁté}?%o?g é@é&%tn(}fxg rfeg\&gﬁ«h?orp@)fé uﬁ? b((}))lec%fﬁcﬁ C&/Ca’%ePl t

may occur ersection al are ann
initiate a n@8CENA rFEerseEﬂWhe $BPpsifes athethei local gdfiey nad isi stevrairsEigsire. i s

not rel eased t he. . net work. corda W|th an alternative shown in
Fgur e 3 an Al U8 itiney Bsansiigd T the S SnHepPeRl BirariC koS ishe
unmodi fied Shiwegpyatelo8d ngid]bganm%%%ng%ﬁ@verﬁh 3 BY S EHgih&RPONSE
fromthe second user equi pnent Tor an fromt |rst user equi pnent
may contai n egcednrRl of P SChas welkaches nmedia policy. 10 In other word, the

SDP offe{ may be forwarded as it were accepted. The CSCF then waits for
nmodi fi ed 0and al | owabl e sessi on paraneter answer fromthe other party. The

SDP answer naymbR: deeelied kahipl@ wWHRASK the Bpesatiomy inhadcerddiRi with an
embodiment are performed in the S-CSCF 36 will be described next. When the S-
CSCF 36 receives an SIP request containing SDP, the S-CSCF may examine the
media parameters in the received SDP. If the S-CSCF finds any media parameters

15 which are not allowed based on either local policy or the subscription, the S-CSCF
may return a ‘Not Acceptable Here' response containing SDP payload. As above,
the SDP payload may contain either all the media types, codecs and other SDP
parameters which are allowed according to the local policy and users subscription
of, based on configuration by the operator of the 8-CSCF, a subset of these

20  allowed parameters. This subset may depend on the content of the received SIP
request.

When the S-CSCF receives a reliable provisional SIP response containing an SDP

offer, the S-CSCF may be configured not to examine the media parameters in the
25  received SDP offer. Thus even media parameters which are not allowed on the

network by local or other policy may be allowed, as it may not be possible to reject

a SIP response. The P-CSCF may then check the subsequent PRACK request

containing the SDP answer for this offer, and if necessary, i.e. the SDP answer

reduced by the UE, still breaches local policy, it proceeds as described above for
30  SIP requests.



checked against the nmedia policy. If it is not acceptable, the PRACK
request is 5 rejected. The CSCF may thus reject offer/answer if the final
paramnmeters still breach the nedia policy The rejection may contain the
al l owed nedia policy. This nmay be provided in accordance with the Figure
2. 10 A nore detailed exanple for operation of the P-CSCF 35 in accordance
with an enbodinent will be described next.i2\Wen the P-CSCF 35 receives an
SI P request containing an SDP offer, the P-CSCF nay exam ne the nedia
paraneters in the received SDP. If the P-CSCF 35 finds any nedia
paranmeters which are not allowed 15 on the network, for exanpl e because of
a local poli dfhettiee B-CSOF reppivestai2xx Binal N&re&@@ép@*é@@ HeYE'E rastisshibea

Conea "eodectoniet i od i AnRRY eRESDE N ercfE SIS S eRamii el R bR,
I ocal policy,ppameasad tion raifd 09D dfedt. HXhé@C@EﬁFﬁh@ﬁ anpmédieplaf@s@térsa
subset of these al | owed paranmeters. Thi s subset

Sontent of |t NeeaEs otaled 6f des NeWRk b1 IReaHD DRYF S SaE talinteasncd
oot hint el SThE S BABP RitnIHE R pblie Tt walih FERSMG Hanfea it fhe SDP

medi a par anetagissvar genhi meofECKe'deﬁE@eaéfﬁowemmgstheelmeal pdlictyrdeiBEsm fretid
contains nmedi a pa h are ot alll o l.oca
ol oy the SBShEy Mg SR ol e CruSR b ace STimas Belchpt el #if Bohay
be advant agg,q,gg,b% RERejbdt émxckqh e Regsdopl e for the P-CSCF to reject a

SIP respons I nstead, the P-CSCF nay take action based on the succeedi ng
PRACK request containing the SDP answer for this offer and therefore this

i heck

gau?pﬁgnﬁ 8 ( Ul’é'? agwrﬁ%ﬁ%éﬁ&ﬁgyosmbdﬁy fhe com% |cat|orne§13}é?§rﬂ fE%OFIPSur%a duch that
the SIP 200 OK for an initial INVITE cannot contain an SDP offer. In this case
either the initial INVITE request may contain the offer or there may be a provisional

reliable response with SDP offer.

15 The following deals briefly with inappropriate SDP models the network may need to
be able to handle. In accordance with a scenario an SDP offer is not answered
according to the SDP offerfanswer model. In this case the SDP offer may be
dropped. In another scenario there is no SDP payload in the SIP message,
although the SDP offer/fanswer model mandates it. The intermediate server may

20 then behave transparently. The SIP message may also contain an invalid SDP
offer, for example syntactical, semantic error or SDP offer/answer model is broken.
This may be considered as an annulled offer. The SIP message may also contains
an invalid SDP answer. The corresponding offer is dropped, and P-CSCF sends no

policy setup information to policy decision function.

25
It should be appreciated that whilst embodiments of the present invention have
been described in relation to user equipment such as mobile siations,
embodiments of the present invention are applicable to any other type of
equipment.

30

The examples of the invention have been described in the context of an IMS
system and GPRS networks. This invention is also applicable to any other access



| ocal policy, the P-CSCF may return a 'Not Acceptable Here' response
containing the local policy that is allowed SDP payl oad. 11 Wen the

P- CSCF receives a 2xx final SIP response for an INVITE request in a
confirned dialog, i.e. for a relNVITE, that contains an SDP offer, the
P-CSCF may exam ne the nedia paraneters in the received SDP offer. If the
P-CSCF finds 5 nedia paraneters not all oweds;on the network, for exanple by
| ocal policy, the P- CSCF nay intersect the SDP offer with the | ocal
policy, as is showmn in Figure 2. This way it nmay be ensured that the SDP
answer sent in the 'ACK request is allowed by the local policy and it is
a val i d answeschHniqudimchbidihopedds divisigi malttiple aceess fashiuench-diaébnasulipld . 10
A nore detail ed exan&l e erein the ogerati ons in accordance with an

enbodi nent aPECHR POIRESR Y RIopHRUD 38 a5 Well ge avdbridsdhasel. when the

S- CSCF 36 r ' WeRRIesh WRi e’%ﬁP ﬁ%@? '
the nedia pggg}&éﬁg??itﬁégﬁ%ﬁr ecei%lgg%%%g.géeﬂ?)t en tgte@ﬁe in s@gﬁﬁe&g]l qu
par anet ers 15etwbrsh vatrealhtdt ealitiesndthisbiasedtianisadisbeppliocahle tpanyother t he
subscription, the SCSCE may return a 'Not Accept abl re' response
contai ni iy SERPRRFIGEO IR SVstels oMesairRse by Eolioa WO aRdal |
the nedia typemdasdslasg pratdcokhEkambRs GadtBEEH8ESbIMESAMUNREatbh)8tms
according to the local policy and users subscription or, based on

confi gur at i ofiN@Rlinchwirglessstada commumicaionservicgss withett Binitingdedhess antloded

paraneters. Jhi .de : f .t I
et e oSt TR SREA Aol PR3l s E FASHERRLE
cont ai ni ng afiel@oBmmibihieation B9sBnCRIATSYI-Hleoreoof CDMAL000antaheamdderidihe
medi a par amslrer?( in.the ,
10 runked Radio (TETRA) system, the Enhanced Data rate for GSM Evolution
(EDGE) mobile data network. Examples of fixed line systems include the diverse
broadband techniques providing Internet access for users in different locations,
such as at home and offices. Regardless the standards and protocols used for the
communication network, the invention can be applied in-all communication

15 networks wherein policy control is required in association with sessions.

The embodiment of the invention have been discussed in the context of a proxy
and servicing call state control functions. Embodiments of the invention can be
applicable to other network elements where applicable.

20
It is also noted herein that while the above describes exemplifying embodiments of

the invention, there are several variations and modifications which may be made to
the disclosed solution without departing from the scope of the invention as defined
in the appended claims.



25 received SDP offer. . Thus even nedia paraneters which are not allowed on
the network by local or other policy may be allowed, as it nay not be
possible to reject a SIP response. The P-CSCF may then check the
subsequent PRACK request containing the SDP answer for this offer, and if
necessary, i.e. the SDP answer reduced by the UE, still breaches | ocal
policy, it proceeds as described above for 30 SIP requests. 12 Wen the
S-CSCF receives a 2xx final SIP response for an INVITE request in a
confirned dialog that contains an SDP offer, the S-CSCF nmay exam ne the
media paranmeters in the received SDRLffer. If the S-CSCF finds any nedia
paraneters which are not allowed on the network by |ocal policy, the
S-CSCF shall intersect 5 the SDP offer with the | ocal policy. This way it
may be guaranteed that the SDP answer sent in the ACK nessage is allowed
by the Iocalcb%nﬁ%y and it is a valid answer for the SDP offer originally
received in S CSCF as well. Note that it is not possible to reject an ACK
in SIP protocol. 10 In accordance with a possibility the comunication
system i s lconfA gethed. suiatisitkat the SIP 200 OK for an initial | NVITE cannot
contain an SDP offer. In this case either the initial |INVITE request may
contai n the offiasgingra nisesagenisyn wefint prdwileoraPnd PaTY AbPeCHEBYHHEEN wi t h SDP
offer. 15 The following deals briefly with inappropriate SDP nodel s the

net wor k nﬁyﬂﬁébd to be able to handle. In accordance with a scenario an
SDP offer is not answered according to the SDP of fer/answer h. In this
case the SDP ofdseing Refpsdase &y bp peassagniramdbs epcosd @RRY ifbthfﬂrflé%té’af% ® SppP
payl oad in the SIP nessa al t hough the SDP of fer/answer nodel nandates

i t. The i mspenasdingtding @t %@ﬁt m@pazemﬁwém beeral &f 8 PHSHF éntmmunigilion p

hessage may al so contain an invalid SDP
between the first party and the second party;

detecting in a network controller that the response includes at least-one

parameter breaching the palicy: and

madifying, by the network controller, the at least one parameter to be conslistent

with the policy.

2. The method as claimed in claim 1, further comprising modifying the at least one

parameter by the first paity.

3. The method as claimed in one of claims 1 and 2, wherein the delecting
comprises detecting in the network controller that provides a call session control

function,



of fer, for exanple syntactical, semantic error or SDP offer/answer nodel is
broken. This may be considered as an annulled offer. The SIP nessage nay
al so contains an invalid SDP answer. The corresponding offer is dropped,
and P-CSCF sends no policy setup information to policy decision function.
25 It should be appreciated that whil st enbodi ments of the present

i nvention have been described in relation to user equipnment such as nobile
stations, enbodinments of the present invention are applicable to any ot her
type of equipnment. 30 The exanples of the invention have been described in
the context of an IM5 system and GPRS ﬁgtmorks. This invention is al so
applicable to any other access 13 techniques including code division
mul ti pl e access, frequency division nmultiple access or tinme division
mul ti ple access as well as any hybrids thereof. Furthernore, the given
exanpl es qée descri eg in the context of the so called all IP networks
with all 1% enfi% gdod pr;cimed Blgig. wWegin Begsicling perarisgs Satpckiniar 5
appropriate co ni catjon systens, either wireless or fixed |ine systens
and stand% 6@%&%?’@@68@# éfOVEﬁ%HﬁI% sepsign trafroplyadiopicempastiuiAl €atti on
systens enabling wreless data conmunication services, wWithout limting to
t hese, in@G4 ap?fm ﬂ%‘éﬁ‘@?&?ﬁ“%?%%ﬂ”l% ASSRIRIAL AETHAD LPEPIHRLIaRh as the
Uni versal Mobile Tel econmuni cati on System (UMIS), i-phone or CDVA2000 and
the Terrestrial 10 Trunked Radi o (TETRA) system the Enhanced Data rate for

GSM Evol uti on _(EDGE) nobil e data network. Ex | es of fixed |line systens
Cho! ude t Hedi VETEETO DB PREMIR S eSS P RS Hesrhdie detEdod” T or
users in different | cathi ons, ) : "
, comprises detecting that the response includes the at least one parameter comprising a

{
i

parameter of a session description protocol.

8. The method as claimed in any one of the preceding claims, wherein the sending

comprises sending the response in accordance with a sessfon initiation protocol.

7. A controlier, configured to:
operate in a communication system;
handmlesponsesandrequesmtxﬁweenpaﬁﬁscﬁconﬂﬁunhaﬁonseswon&
forward a message from a firs{ party to a second party;
check whether a response to the message from the second party o the first party
includes at least one parameter in breach of a paolicy for the communication between the
parties; and

modify the at [east one parameter to be consistent with the policy.



such as at hone and offices. Regardl ess the standards and protocols used
for the conmunication network, the invention can be applied in al

comuni cation 15 networks wherein policy control is required in association
wi th sessions. The enbodi rent of the invention have been discussed in the
context of a proxy and servicing call state control functions. Enbodi nents
of the invention can be applicable to other network el enents where
applicable. 20 It is also noted herein that while the above descri bes
exenplifying enbodi nents of the invention, there are several variations
and nodifications which may be nmade to the disclosed solution wthout
departing fromthe scope of the invention as defined in the appended
claims. 14 CLAIMS: 1. A nethod, conprising: passing a nmessage froma first
party to a second party in a connuniqgiion systen passing a response to
the nessage fromthe second party to e first party, the response

i ncluding at | east one paraneter in breach of a policy for a comunication
bet ween t he f'r%% arty and the second party; detecting in a network
control | & th%ﬂ"ﬁ@'?géﬁﬁwge i ncludes at | east one paraneter breaching the
policy; and nodifyin by t net.wor roll.es, t :

paraneter to %S‘Egr?s?@t?’%%(ﬁe P??u"t%h%ﬁglé%g??%ygécgﬁé ‘Fﬁgvﬁ%%h?)%rﬁg@ﬁtgﬁgﬁned in
claim1l1, fyrther conprising nodifying the at | east one paraneter by the
first paﬁygem'

receiving é response fo the message from the second party, the response

including at least one parameter in breach of a policy for a communication between the

first party and the second party;
passing the response unmadified from the second party to the first party; and

determining in a network controlier that one or more of said at least one

parameter breaches the policy.

9. The method according to claim 8, further comprising:
gending a further message from the first patty to the network controlier, sald

determining comprising detecting at teast one parameter in breach of the policy in the

further message.
10.  The method according to ctaim 8, further comprising:

regponsive to said detecting, sending to the first party by the network controller

anather message containing the policy allowed payload.

11. A controller, configured to:



3. The method as clainmed in one of clains 1 and 2, wherein the detecting
conprises detecting in the network controller that provides a call session
control function. 15 4, The method as claimed in claim3, wherein the
detecting conprises detecting in the network controller that provides the
call session control function conprising at |east one of a proxy cal
session control function or a serving call session control function. 5. The
met hod as clainmed in any one of the preceding clains, wherein the detecting
conprises detecting that the response includes the at | east one paraneter
conprising a paranmeter of a session description protocol. 6. The nethod as
claimed in any one of the preceding clains, wherein the sending conprises
sendi ng the response in accordance wi’h a session initiation protocol. 7. A
controller, configured to: operate in a communication system handle
responses and requests between parties of communication sessions; forward
a nessage fronPBVEY Esiepmoeirary @ fishpamd tpar $8Eond etk IvfettramuzcaieB ponse to
the nessage fromthe second party to the first party includes at |east one
par aret er S¥HeBr each of a policy for the communication between the parties;
and nodify the at | east one paraneter to be consistent with the policy. 16
8. A nethod, RAHE EERRISE dadls Agssrorasewgdic fom Hersacenrd party P ¥8 lsecond
party in a comruni cation system receiving a response to the nessage from
t he secon@a‘fﬁért@?,reﬁl?@s? égnﬁ@ﬁ/\% at least one parameter in breach of a policy for a

communication hetween the first party and the second party; and
determine in a network controller that one or more of said at least one parameter

breaches the policy.

12, The controller according to claim 11, configured to detect at least one parameter

in breach of the policy in a further message from the first par{y.

13.  The controlier according to claim 12, configured to send to the fitst party another
message containing the policy allowed payload in response to detection of said at least

one parameter in breach of the policy.

14, A method comprising:

passing a message from a first party to a second party in a communication
system;

receiving a response from the second party to the first party, the response
including at least one parameter in breach of a policy for communication between the

paries;



including at | east one paraneter in breach of a policy for a conmunication
between the first party and the second party; passing the response

unnodi fied fromthe second party to the first party; and determning in a
network controller that one or nore of said at | east one paraneter
breaches the policy. 9. The nethod according to claim8, further

conprising: sending a further nessage fromthe first party to the network
controller, said determ ning conprising detecting at |east one paraneter
in breach of the policy in the further nessage. 10. The net hod according
to claim9, further conprising: responsive to said detecting, sending to
the first party by the network controliger another nessage containing the
policy allowed payload. 11. A controller, configured to: 17 forward a
nmessage froma first party to a second party in a comunication system
pass a respons to,the_nessaﬁﬁ unnmodi fied fromthe segond ga[tg to the
first party, mink¥h dh Qe NeREIKUAPHG e b 0E InBoFachFarert 19950 PBACh of a
policy for a conmunication between the first party and the second party;
and det er RMABEE] 1SN RERARE °k T8 MR FoRiEr that one or more of said at |east one
paranmeter breaches the policy. 12. The control]|er accordi,ng tg claim 11,
configured to SGB¢BRGA f eaf‘aﬁéfévgsﬂécw}ga%%f@wmiOhthsrngéﬁyﬁok\ef&”ﬂ@aﬁm icyina
further nessage fromthe first party. 13. The controller according to claim
12, configured to send to the first party another nessage containing the

policy al !IQV\Bthgarf\%tggéj alcgor&iﬁgs c? ngi?n'ltéi?wﬂgrte?ncﬁleosgngi%g %ﬂh% f%Fthe!\rer%esstsage

comprises sending information of at least one parameter in consistency with the policy.

16. A controller for providing communication configured to.

handle responses and requesis betwe;en parties of communication sessions;

forward a message from a first party fo a second party in the communication
system;

receive a response from the second party to the first party, the message
including at least one parameter in breach of a policy for communication between the
parties;

determine that one or more of said at least one parameter is in breach of the
policy; and

send a further message including a definition of the policy fo the first party.

17.  The controller according to claim 18, wherein the controller is configured to

include in the further message infarmation of af least one parameter in consistency with

the palicy.



one paraneter in breach of the policy. 14. A nethod conprising: passing a
nmessage froma first party to a second party in a comrunication system
receiving a response fromthe second party to the first party, the response
including at | east one paraneter in breach of a policy for comunication
between the parties; 18 determning in a network controller that one or
nore of said at |east one paraneter is in breach of the policy; and
sending a further nmessage including a definition of the policy to the first
party. 15. The method according to clai m4, wherein the sending of the
further nessage conprises sending information of at |east one paraneter in
consistency with the policy. 16. A controller for providing comrunication
configured to: handl e responses and requests between parties of

conmmuni cation sessions; forward a nmessage froma first party to a second
party in the communication system regeive a response fromthe second
party to the first party, the nmessage including at |east one paraneter in
breach of a policy for comrunication between the parties; determ ne that
one or norg ofA sathddatonipdaist: one paraneter is in breach of the policy; and
send a further nessage including a definition of the policy to the first
party. 17. Thewssing roireesagadiose ai figt patclap metend RAB & A CHEWHHPSI 1 er is
configured to include in the further nessage information of at |east one
par amet er systergonsi stency with

receiving a response including at least one parameter in breach of a policy for a
communication between a first party and a second party;

passing the response unmodified from the second party to the first party;

receiving from the first party a further message including one or more of the at

least one parameter in breach of the policy; and

detecting In @ network conlroller that the further message includes the one or

more of the at least one parameter breaching the policy.

19.  The method according to claim 18, further comprising sending 4 further response

including a definition of the policy to the first party.

20. A controller for providing communication, configured to:

forward a message from a first party to a second party in a communication

system;

forward a response including at least one parameter in breach of a policy for

communication between the first party and the second party unmodified from the

second party to the first party;



the policy. 19 18, A nethod, conprising: passing a nessage froma first
party to a second party in a conmunication systeny receiving a response
including at | east one paraneter in breach of a policy for a conmunication
between a first party and a second party; passing the response unnodified
fromthe second party to the first party; receiving fromthe first party a
further nessage including one or nore of the at |east one paraneter in
breach of the policy; and detecting in a network controller that the
further nessage includes the one or nore of the at | east one paraneter
breaching the policy. 19. The nethod according to claim 18, further
conprising sending a further response20including a definition of the policy
to the first party. 20. A controller for providing communication,
configured to: forward a nessage froma first party to a second party in a

comuni Catnb & ém}zm?és%é!‘%ﬂ ik ﬁr@?&qg%‘?cb%cg%eé{%agﬂeﬁ% ﬁ)a{rrsr?iétter PfeRAr amet er

i n breach a policy comruni cat partyand the
second paQRM1HﬁﬂBF Lfged fromthe second party to the first party; 20
receive a furt nessage fromthe first party including at |east one

paranmeter in bggaghna @fe ﬂjhﬁerﬂﬁéésﬁﬁe brr@@ggﬂgg 1?5% ﬁé@?}%gﬁé&; ibiAGH oFBRSage

i ncl udes at | east one par aneter
policy.

21, The controller according to claim 20, configured to send a further response

including a definition of the policy to the first party.

22.  An apparatus, comprising:

a transmitter configured fo send a message at a first party to a second party.

a receiver configured fo receive at the first parly from the second. party a
response to the message, the response including at least one parameter in breach of a
policy; and

a processor configured to modify, at the first party, at least one parameter into
consistency with the policy,

wherein the transmitter is further configured fo send a further message to a

network controller, the further message inctuding the modification,

23.  The apparatus of claim 22, wherein the processor is further configured to further

modify at least one parameter in response fo a response to the further message.



21. The controller according to claim?20, configured to send a further
response including a definition of the policy to the first party. 22. An
apparatus, conprising: a transmtter configured to send a nessage at a
first party to a second party; a receiver configured to receive at the
first party fromthe second party a response to the nessage, the response
including at | east one paraneter in breach of a policy; and a processor
configured to nodify, at the first party, at |east one paraneter into
consistency with the policy, wherein the transmtter is further configured
to send a further nmessage to a network controller, the further nessage
including the nodification. 23. The apparatus of claim 22, wherein the
processor is further configured to further nodify at |east one paraneter
in response to a response to the furtflier nessage. 21 24. The apparatus
according to one of clainms 21 and 22, wherein the user equipnent is
configured to nodify the at | east one paraneter to be consistent with a
| ocal polizgy. ThibappArt@rasdlngSe of@NAiGE 29 and DP Sihes@R HeNBePBARSHERT
sending, at a first party, a nessage to a second user equi pnent; receiving
means for ig @dymbnh medifyand 4iNsdst DAE batamatefr BSRORSSIstent Wittt PRSISREE. from the
second party, the response including at | east one paraneter in breach of a
policy; <controller neans for nodifying, at the first party, at |east one
paranmeter into consistency with the policy; and second sendi ng nmeans for
sendi ng a2gur tAresppIEsSagempasidy: network controller, the further nmessage
i ncluding at | east one nodified paraneter;

first sending means for sending, at a first party, a message to a second user

equipment;

receiving means for receiving, at a first party, a response to the message from
the second party, the response including at least one parameter in breach of a policy;

controller means for modifying, at tﬁe first party, a't feast one parameter into
consistency with the policy; and

second sending means for sending a further message to a network controller, the
further message including at least one modified parameter;

wherein the controller means is further configured to further modify the at [east

one parameter in response 1o a response to the further message.

26. A method, comprising:
sending a message at a first user equipment to a second user equipment;
receiving a response to the message at the first user equipment from the second
user eguipment, the response including at least one parameter in hreach of a policy;

modifying at least one parameter info consistency with the policy; and



wherein the controller means is further configured to further nodify the at
| east one paraneter in response to a response to the further nessage. 26.
A nmet hod, conprising: sending a nessage at a first user equipnent to a
second user equipnment; receiving a response to the nessage at the first
user equi pnment fromthe second user equi pnent, the response including at

| east one paraneter in breach of a policy; nodifying at | east one paraneter
into consistency with the policy; and 22 sending a further nessage to a
network controller, the further nessage including the nodification. 27.
The nethod of claim 26, wherein the nodifying is responsive to a response
to the further nmessage. 28. The nethod28f one of clainms 26 and 27, wherein
the nodi fying conprises nodifying the at |east one paraneter to be
consistent with a local policy. 29. A nethod, conprising; formarding a
Session Initi aéén@ﬁ‘ngBrﬁﬁti%%es'ggééﬁgaenéﬁl&mc@nt‘?:?lf%?tthéjﬁlﬁﬁe g@ﬁ%luﬁﬂ

second user equi prent; forwarding a Session tiation rot co gponse
cont ai ni NnghaamSesSIigm Description Protocol offer froma second party to a
first party; receiving a succeedi ng request and checki ng whet her the
request contains a Session Description Protocol answer for the offer that
breaches a local policy; and if the Session Description Protocol answer

breaches the |nrahethed bf(‘dalmr?_%tHﬁé}bmgh@moﬂlﬁ/ﬁ@qg%pBMe tbléereﬂj’bﬁ‘é\@{o the not
acceptabl e, the response containing a | ocal "policy allowed Session

Descri pti anher @tk payl oad. 23

28. The method of one of claims 26 and 27, wherein the modifying comprises

modifying the at least one parameter o be consistent with a local policy.

29. A method, comprising:

forwarding a Session Initiation Protocol message from a first user equipment to a
second user equipment;

forwarding a Session Initiation Protocol response containing a Session
Description Protocol offer from a second party to a first party,

receiving a succeeding request and checking whether the request contains a
Session Deseription Protocol answer for the offer that breaches a local policy; and

if the Session Description Protocol answer breaches the local policy, returning a
response that the answer is not acceptable, the response containing a local policy

allowed Session Description Protocaol payload.



30, The nethod of claim 29, wherein the first party is a user equipnent and
the Session Description Protocol answer is .reduced at the user equipnent.
31. A network controller configured to: forward a Session Initiation
Protocol request froma first user equipnent to a second user equi pnent;
forward a Session Initiation Protocol response containing a Session
Description Protocol offer fromsaid second party to said first party;
recei ve a succeedi ng request and checki ng whether the request contains a
Sessi on Description Protocol answer for the offer that breaches a | ocal
policy; and if the Session Description.,Rrotocol answer breaches the | ocal
policy, return a response that the ansWer is not acceptable, the. response
containing a local policy allowed Session Description Protocol payl oad.

32. A network controller according to claim 31, wherein the network

control | ersol s Phe Mol Fdim SR8 SUrRRGiFAY il pEMPH bker Sehiprfom Sk

controller according to claim31l, wherein t net wor k con s a
Ser ving CadeksiSe B4 PBLdORGIRL! 4 Hx%it i PdHuced af the user equipment.

3. Anetwork controller configured to:

forward a Session Initiation Protocol request from a first user equipment to a
second user equipment;

forward a Session inifiation Protocol response containing a Session Description
Protocol offer from said second party to said first party;

receive a succeeding request and checking whether the request contains a
Session Description Protocol answer for the 6ffer that breaches a local policy; and

if the Session Description Protocol answer breaches the local policy, return a
response that the answer is not acceptable, the.response containing a local policy

allowed Session Description Protocol payload.

32. A network controller according to claim 31, wherein the network controller is a

Proxy Call Session Control Function.

33. A network controller according to claim 31, wherein the network contrelter is a

Serving Call Session Control Function.



