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- 1 METHOD AND SYSTEM FOR RECOVERI NG THE VALIDI TY OF CRYPTOGRAPHI CALLY

SI GNED DI G TAL DATA BACKGROUND OF THE | NVENTI ON The present invention
generally relates to recovering data and nore specifically to restoring
and/or validating digitally signed data. 5 The use of the Internet for both
busi ness and personal conmunications has grown dramatically over the past
few years, especially in the area of E-tdmmerce. This large increase in
nmessage traffic along with the increased conplexity of hardware and
software, has 10 increase the chance of |osing data. Many systens today

rovi de for back-up, as the nunber of conputer crashe i 1sing. Wiile
ltohere are nany con\F/)EﬁW%zf‘lNDdéffﬁTme%gF OW%%%Etﬁﬁ%Lg%ﬁ (Sadrﬁngri ses for
the user in 15 that how SRERTRIRABEIGALFY FHRNEPHPOPHERT B Pecovered has been

tanpered with? Especially when there have been several well publicized
accounts of cogguter break-in nventional technique to detect if

s.. .On
t here has been ?ﬁﬁB@PNHgOFoTEEn§§¥§§§&Cth hence to the recovered 20
nmessage, is a digital signature. The.US %vernnent h est abl i shed a
standard for digital sigﬂg?upﬁg?eﬁﬁi&WVF§ l&Pv@ﬁW%¥%§;%HEﬁ +h¥or hBti on
Processi ng Standards .Pubéi ations gFIPS PUB).18g, m@jch i S_1ncorporated by
reference in if%CEH?F%E?y.?§82§“Ei8.rf PG A &Ped Ya Corleht P oha?  di gi t al

and/or validating digitally signed data.

5 The use of the Internet for both business and
personal communications has gréwn dramatically over the
past few years, especially in the area of E-commerce.
This large increase in message traffic along with the
increased complexity of hardware and software, has

10 increase the chance of losing data. Many systems today
provide for back-up, as the number of computer crashes
is rising.

While there are many conventicnal data
recovery methods, the problem arises for the user in

15 that how does she know if the information recovered has
been tampered with? Especially when there have been
several well publicized accounts of computer break-ins.
One conventional technique to detect if there has been
tampering to a message, and hence tc the recovered

20 message, 1s a digital signature. The US government has
established a standard for digital signatures, which is
given in Federal Information Processing Standards
Publications (FIPS PUB) 18B6é, which is incorporated by
reference in its entirety.

25 Fig. 1 illustrates a conventicnal digital



2 signature technique. The sender of a Message (M 110 has a Signature
Ceneration Unit 112. The receiver of the nessage 110 has a Signature
Verification Unit 114. The Signature Generation Unit 112 takes nmessage 110
and 5 perfornms a secure hash 116 on M 110 to produce H'M 118. H(M 118 and
Private Key 120 are inputted into D gital Signature Algorithm (DSA) Sign
122 to produce a digital sigmature for 2HM 118, i.e., Sign(H M) 124. M
110 and Sign(H(M) 124 are sent from Signature 10 Generation Unit 112 at a
user sender t&iSPgHATEr &M iFi%at iGHE GRitdeanLhta MeseFo¢ ebl vEI0 M 110 at
Signature Verjfication Unit 114 is then hashed 130 tg produce H(I\/tu 132. The
secure hash 1385 & CRENEANE € fAFTETHN U Wedure drasnt e e e $ Me4.32t and
Sign(H(M) 15_124 are _inputted into DSA Verify 136 .along with Publjc Key
P39 L vl | daF Bt HESRESEage (OB ST ¢ HH 12 LS (e robbhge 110
has been tanpgred_with, while a _ "yes" resul.t..ndicates, but no

i nsure, no tghﬁe?ilﬁ&atluﬁeac??ﬁqqrc?n%t% d’cﬂjgtl t]ajli Sitat d?%s%g%gfﬁ@nﬁ%at es
the nessage, 1.e., it assures the _.recipient, t t he nessa i.s, fromthe
source tha tﬁsrf%rsn?aﬁ‘e Scelcéllrr?srhaosrbgﬁfafooﬁ I\?—Iol}vtlgé/etr? Eﬁ%&%%iﬁ% Lﬁ?) signature
relies on a wn al gqr it t hat, a trd S ry diffieu ut 25 not
i npossi bl e tol;(LgLr@éck?1 (%ﬁi sllgég]sau%t%%ﬁ%wg?eéégﬁzndg E\‘/\%%k%?%%%%\ﬁ%&%? with the

(R per eeeA TR Py SHEL 140 i 013 oSt e, ssures

digital signature for H(M) 118, i.e., Sign(H(M)) 124.
"M 110 and Sign{(H(M)) 124 are sent from Signature

10 Generation Unit 112 at a user sender to Signature
Verification Unit 114 at a user receiver. M 110 at
Signature Verification Unit 114 is then hashed 130 to
produce H{M) 132. The secure hash 130 is the same
function as secure hash 116. H{M) 132 and Sign{H(M))

15 124 are inputted into DSA Verify 136 along with Public
Key 134 to validate the message content. A "no" result
means the message 110 has been tampered with, while a
"yes" result indicates, but does not insure, no

{ tampering. In addition the digital signature

20 authenticates the message, i.e., it assures the
recipiént that the message is from the source that the
message claims to be from.

However, the digital signature relies on a

known algorithm that assumes that is wvery difficult but

25 not impossible to crack. This assumption is becoming
weaker and weaker with the rapid increase in computer

power. In addition the digital signature assumes that

the private key is secret. If the private key is



- 3 conprom sed, the security is lost in present, as well as, recovered
data. Thus there needs to be better techniques to validate recovered data.
SUMVARY OF THE | NVENTION 5 According to the present invention, techniques,
i ncluding a nethod and system for restoring and/or validating data and/or
associated signature log entries are provided. In one enbodinent the data
includes digitally signed user nessages,3and 10 the associ ated signature | og
entries are related, for exanple, |linked. Each signature |og entry, except
the first, uSEdRER IFOM B Precsoustyi yhat@fe LBgPEREEYL, FHev@dtla from a
previous signature log entry is used as one input in formng the present
si gnat ure | og %t rif<s® %F%ﬁgﬁ?%ﬁ'si%%%fu?%?r?hﬂ§egscﬁaiﬁFn&egFeﬁysteresis
signature is qnqkitedgﬂlp tbif.inbodinent, after a |ost nessage is

We 10y T8 1

restored, the SR t B CURFT Bt 8°FRe nmessage by conparing

the digital signature associated with the nessage with the correspondi ng 20
signature log entry. The security of the signature log nmay be increased by

publ i shing sel Dﬁ%%ﬁﬁ%#tfﬁ%ﬁﬁh@tNPf lic media such as a public printed

publication, f0 ewspaper, newsletter, web site, magazine, or

periodicaJ.5The nessageéggyo§§aﬁgr%%ﬁ§?%g$£%§%ﬁgsEégggtgggcking t he

consi stency of the signature Tog f ntry’'back to the

nessage’ s Sig%%éﬁﬁadﬁg%,€¥E£Yhdiné'a method and system, for

restoring and/or validating data and/or associated
signature log entries are provided. In one embodiment
the data includes digitally signed user messages, and
10 the associated signature log entries are related, for
example, linked. Each signature log entry, except the
first, uses data from a previous signature log entry.
The data from a previous signature locg entry is used as
one input 1n forming the present signature log entry's
15 digital signature. Thus a chaining or hysteresis
signature is generated. In this embodiment, after a
lost message is restored, the signature log is used to
; validate the message by comparing the digital signature
associated with the message with the corresponding
20 signature log entry. The security of the signature log
may be increased by publishing selected entries in a
public media such as a public printed publication, for
example, a newspaper, newsletter, Web site, magazine,
or periodical. The message may be further validated by
25 checking the consistency ¢f the signature log from the
published entry back to the message's signature log

entry.



Wi |l e sone enbodi nents show the use of the hysteresis signature for
nmessages, the invention is not I|limted tO nessages. For exanple, the
validity of a series of business docunents on a business conputer 5 system
after restoring the data from back-up nedium nay use the business
signature |l og and hysteresis signature associated with each docunent to
validate the data. A user may al so want4to validate restored back- up data,
for exanple, previous E-conmrerce gurcha es, on 10 the user's qwn conputer

system One enbodi nent dfPthe $7RRHEPPPHBREF BnSNBFo8e8%8 REt RBE for

val i dating a restored nessage having an entry generated in a signature |og
for a messagdy T the ¥ %§u§%c#%gé@e§?§5?%grggﬁi&“Y%nFﬁPBrﬁﬁtPBE, for
exanple, a digﬁtaLﬂgjgnatureA_ associated with the nessage,, Next, when said
message is | ot e redtoretf nessaye” i 5 gBReFat 88 E8pdHsTYeCtt 8 a
request; and the xestng% nessng? I'gaégd the si

t

is.valli sip nature |l og. 20
A second enbodiTrent o %f%ﬁ%%en O?ﬁ@é%?lon %r§9ﬁaggsﬁ g?@%@ﬁﬁfor

recover! ng.And yaldat] g HSer - Lof0r B o TheSysheMmLg! das,g user

system havi'ng ~“a si dna e Signature crprbgraphic

| nformati on assacialed i i Lhe. users 25,1 alor ki gfa A Legouery system

coupled with the user systemvia a conmunications net restoring
user i nfor matdiQfa@nd aaé@éc]gﬂé&é/d ;Nﬁtt.}@”é&@reﬂp&iséu%% theyaWs8ht8yshem via

sai d conmmuni cations network for
data. A user may also want tc validate restored back-
up data, for example, previous E-commerce purchases, on

10 the user's own computer system.

One embodiment of the present invention
provides a method for validating a restored message,
having an entry generated in a signature log for a
message, where the entry includes cryptographic

15 informaticn, for example, a digital signature,
associated with the message; Next, when said message
is lost, the restored message is generated responsive
to a request; and the restored message is validated

i using the signature log.

20 A second empbodiment of the present invention
provides a system for recovering and validating user
information. The system includes a user system having
a signature log, where the signature log has
cryptographic information associated with the user

25 information; a recovery system coupled with the user
system via a communications network for restoring user

information; and a validity system coupled with the

user system via said communications network for



val idating restored user information using the signature log. Athird
enbodi nent of the present invention provides a systemfor determning if a
user nessage is 5 valid, the systemincludes: a user conputer system having
a log, the log having a log entry related to a nessage sent by the user,
where the log entry has a digital signature having information related to a
previous log entry of the log; and a vald dation unit 10 coupled to the user
conmputer system_for validating the user nessage using the log. A fourth
enbodi ment ~ of VEka GFtddentr SRR P e Hrighd (lesr Bl @onpited Fe@dabl e data
transm ssion nedium containing a data structure for validating nessage 15
i nformation. PRENGME SthAture includes: a first portion having a hash of
a user nessage or a user nessage itself, a second portion having a hash of
b gl 1 e

a signature log entry; % IRGTHn A ur'e’® THt tREERELSE portion
and the second portion. 20 Afif

_ h epbodi ment of.#he \Present i nvention
provi des a mePhA&d? g Y T ut®r ,CF o yendtatihg & SSF JhatafES1 &9 havi ng
?i Pls't”?loi t)é ofv I (_)L% en reif _es?‘y:ﬁtegril r.stc,oluad fi;r sat | 0 en(tgé% i S ge}r)%at ed. The

g “ent ds i typtogtaphi ¢ Vil Te 2¥%0tiat et With a 25 first
user TEssagel AULIE RO 100 RIS ABEBaLP Y o JUeeoERTd 1Y,
entry, a thirg GIuptographiyg, k|l assochal ed WMd M & -efiry has a

digital signature having information related to a
previous log entry c¢f the log; and a validation unit

10 coupled to the user computer system for validating the
user message using the log.

A fourth embecdiment of the present invention
provides a computer readable data transmission medium
containing a data structure for validating message

15 information. The data structure includes: a first
portion having a hash of a user message or a user
message itself; a second portion having a hash of a
signature log entry; and a digital signature based on

i the first portion and the second portion.

20 A fifth embodiment of the present invention
provides a method, using a computer, for generating a
signature log having a plurality of log entries.
First, a first log entry is generated. The first log
entry has a first cryptographic value associated with a

25 first user message; and next a second log entry is
generated. The second log entry having a second

cryptographic value associated with the first log

entry, a third cryptcgraphic value associated with a



second user nessage, and a digital signature. A sixth enbodi nent of the
present invention provides in a conputer system a nethod for validating a
selected log entry by using a signature log having a 5 plurality of
recorded |l og entries. The method includes: conputing a cryptographic val ue
for the selected log entry; and determning if the cryptographic value is
part of another recorded log entry. I0 A seventh embodi nent of the present
invention provides a systemfor preventing repudi ation of a transaction by
one of a pl ur &FCEY-hiisideMeSHAAR erd Syt ehl taheS 5923 e ncl udes: a first

user computer system a second user conputer system performng the 15
transaction with the fi &F%;EWW?QB %a‘?%e M%g%’i“ﬁgl%'& btep
responsive to_a request, by either the first or the second user to record
the transacti BAOERES rdodr ¢TI rty S Hystorer L | gnat F o107 ¢ He
transaction. _20 A eit%?jt I;fenbo irrerg of the EFr esent,_invention gr ovides a
met hod using & C&MS & ERFor PY e S1erd it I 0Y BntvY BPVAEsBr by an

officiallye reaqaniasy ent il fpla oXAIRLE: A, 00t afe (LERLGT Wi thout

| i nki ng) . met Ro udes:” mai ntai ni ng-a ture Tog chain by the
gL‘;: ‘r?]i ?'S' %’elr :gggﬂiuoé%%: ‘?:%trriptl%’in‘g‘ea( ecdﬂfﬂééiéat;h?lgc %J‘;]]}’e offhepgignature |og
previous secon og entry of the 'signature |og chain;
receiving frogehhe W3en & W3Ry 0%nd Getermining if the
cryptegraphic value is part of another recorded log
entry.
10 A seventh embodiment of the present invention
provides a system for preventing repudiation of a
transaction by one of a plurality of user computer
syétems. The system includes: a first user computer
system; a second user computer system performing the
15 transaction with the first user; and a log chain
crossing computer respcnsive to a request by either the
first or the second user to record the transaction; the
record including a hysteresis signature of the
transaction.
20 A eighth embodiment of the present invention
provides a method using a computer system for
registering a lcg entry of a user by an officially
recognized entity, for example, a notary (with or
without linking). The method includes: maintaining a
25 signature log chain by the officially recognized
entity, where a first log entry cf the signature log

chain is related to a previocus second log entry of the

signature lcg chain; receiving from the user a user log



entry; generating a cryptographic value associated with the user |og entry;
and generating a third log entry of the signature |og chain, wherein the
third log entry includes the cryptographic value. 5 An ninth enbodi nent of
the present invention provides a nethod for validating a user data item by
a conputer systemusing a user's signature |og. The conputer system

recei ves the user's signature | og and - vialdi dates that a cryptographic val ue
associated with 10 the user data itemis in a first log entry in the wuser's
si gnature | ogeNNéNt, JERETEIHP@ & JetRrIHTRd - SebondE$oochatey Vathhe
user's signature log that is_ checkpointed and then verifies the first |og
entry by backPEh&iSHing oG GRYHE FENOF et 2 toh1he 99 sENEEYI8§ entry;
and a result is returned to . the user. A tenth er odinen% f the present

i nvention pr&Viedéd BametFod UG COHFRE é%%t%ﬁ&r ofogr%%BEEring a
data item betwee ints i&_tine .The __method includes: receiving a

t . .Th
request from &" ggﬁg%o YRS TP DetddeE two points in time, receiving

from a dat5a recovery unit ntlk}) hd%tm%d&'em ndotast%ogl at ed %Qatu e log

entry; validating the data't'fem dsing the' associeﬂ%ﬁf%?@ﬁ;.UV%n b9 entry;
and it the dah%o%&%%%} tﬁ%@ﬁd%a%%g’d%%¥a -¢§“éCE%{;'&é%%tfké$ebyS§r- 25 An
€ p e oF

el event h enbodiment” o present inventio rovi des” system val i dati ng

a user message m%)*&‘%e%y%é;%@e';xﬂ%'s ‘?ﬁia L d AUt o Erd Ofogecetylng a
si gnature |og £rém a us r, ere the signature 1og -
computer system receives the user's signature log and
validates that a cryptographic value associated with
10 the user data item i1s in a first log entry in the
user's signature log. Next, the computer determines a
secend log entry in the user's signature log that is
checkpeointed and then verifies the first log entry by
back chaining from the second log entry to the first
15 1log entry; and a result is returned to the user.

A tenth embodiment of the present invention
provides a method, using a computer system, for
recovering a data item between two points in time. The
method includes: receiving a request from a user to

20 recover data between two points in time, receiving from
a data recovery unit the data item and assoclated
signature log entry; validating the data item using the
assocliated signature log entry; and if the data item is
validated, sending the data item to the user.

25 An eleventh embodiment of the present
invention provides system for validating a user message

the system includes: an input module for receiving a

signature log from a user, where the signature log



conprising a plurality of related log entries; a cryptographic nodule for
generating a cryptographic value fromthe user nessage; and a verifying
nodul e for validating the cryptographic value is in the signature 5 log. A
twel fth enbodi ment provides a conputer program product for validating a
restored nessage, having: code for generating an entry in a signature |og
for a message, where the entry includes &ryptographic 10 information
associated with the nessage; when the nessage is |lost, code for generating
the restored GES¥age-Tesponsiidlibyactefitdtedcone £BETVESIdating the
restored nessage using the signa@ur Iog% and a conmputer usabl e nediumfor
enbodyi ng t he FHRF 1< BOAROE heP T eHBBET MR IpPotF YRS CFLERMPGt er dat a
signal enbodied.in a.carrier wave for validating a restored nessage,

havi ng: progr i FYF Geher St gEsandent 799 A He5i §uardr 8°CF54 S 6P ra
nmessage, where the, entry .includes cryptographic infor i on.associ ated 20
Wh the mossdpe Ao S a o et eanesF B B8t PR i Bt ol Rop getsRat s ng

t he restor%f ssage responsive to a request; and program code for
validatingth 9%est or ed nmessage using the signature | og. These and ot her

orbodirent s of, L he b oselt Zock MERBLOBRE ESILUST BB el I
THE DRAWNGS .9 ¢, Hf prlodbl SEEAL €51 PaSPDNENLT p08L odLgl fBksage,
having: code for generating an entry in a signature log
"for a message, where the entry includes cryptographic
10 information associated with the message; when the
message is lost, code for generating the restored
message responsive to a request; code for validating
the restored message using the signature log; and a
computer usable medium for embodying the above codes.
15 Another embodiment provides a computer data
signal embodied in a carrier wave for validating a
restored message, having: program code for generating
an entry in a signature log for a message, where the
. entry includes cryptographic information associated
20 with the message; when said message is lost, program
code fér generating the restored message responsive to
a request; and program code for validating the restored
message using the signature log.
These and cther embodiments cf the present

25 invention are described in more detail in conjunction

with the text below and attached figures.

BRIEF DESCRIPTION OF THE DRAWINGS



signature technique (Prior Art); Fig. 2 shows an enbodi nent of the Validity
Recovery System for the present invention; 5 Fig. 3 shows an exanpl e
conputer systemthat may represent one enbodi ment of the conputer systens
shown in Fig. 2; Fig. 4 shows a nessage format of one enbodinent of the
present invention; 10 Fig. 5 shows another nessage format of another
enbodi nent of the present invention; Frg? 6 shows an exanple of a user's
signature |og of an enmbodi nent of the present invention; Fig. 7 shows an
exanpl e of a user's signbt@rel 151pgs§rafreanst kervenboanaanticsf ttHe present
invention; Fig. 8 gives a flowhart showi ng the validation of log entries
in a signaturcSIMPFIFe B?CgﬂlqéﬁbéBFﬁﬁﬁtAég)fhe present invention; Fig. 9
shows an exanpl e of checgpoiniin of 20 one enbodi nent of the present
invention; Fig. 10 shows!a#- exafPPeSofnusThgdiRentogt Ch&i Haek6ddivng Server
of an enbodi nent of the_ presen invention; Fig. 11 shows an exanpl e of
regi stering aI%?%PE?ﬁﬁa§£?EeWoéoﬁnFP§ RFFﬁeatngpgﬁﬁt%PPﬁ | i nki ng of an
enbodi ment of the present.inventjon; Fig. 12 shows the flowhart for the
mss. medi & server 230 of*@n SnBBANFeAL 5F TR pFELBNESE S8t eMmFERG on.

may represent one embodiment of the computer systems
shown in Fig. 2;
Fig. 4 shows a message format cf one
embodiment of the present invention;
10 Fig. S shows another message format cof
another embodiment of the present invention;
Fig. & shows an example of a user's signature
log of an embodiment of the present invention;
Fig. 7 shows an example of a user's signature
15 1log of another embodiment of the present invention;
Fig. 8 gives a flowchart showing the
validation of log entries in a signature log file of an
embodiment of the present invention;
( Fig. % shows an example of checkpointing of
20 one embodiment of the present invention;
Fig. 10 shows an example cf using the Log
Chain Crossing Server of an embodiment of the present
invention;
Fig. 11 shows an example of registering a
25 signature log entry with a nctary with linking of an
embodiment of the present invention;
Fig. 12 shows the flowchart for the mass

media server 230 of an embodiment of the present



Fig. 13 gives a flow chart showing the wvalidity server determining if a
Signature log entry has been checkpointed in an enbodi nent of the-present
5 invention; Fig. 14 shows an enbodi nent of the Validity Recovery Server
validating a user signature log entry; Fig. 15 shows an enbodi nent of the
Validity Recovery Server validating a user nessage content; 10 Fig. 16
shows a flowchart of the Evidence Coldeédtion Server collecting data in an
enbodi ment of _the present invention; Fig. 17 shows a flowhart of the

Evi dence Col | ¥¢¥$0n Bt ver recovering data in an enbodi ment of 15 the
present invention; Fig. 18 sho a flowhart of the Validity Recovery
Server recovering a userF%‘?gn%évlsﬂévﬁﬁgaeE?Pv CPRIENSPREA TENdd nent of the
present invention, Fig. 19 shows a_flowchart of the Validity 20 Recovery
Server recoverifg & uSef CTesEagetFhmanolHer* BnBodRAENE Soft Thé Priesent
invention; Fig. 20 shows a flowhart.of the Validit ecovery Server
recovering usgr?a?reo%%%%e%h%ﬁ%%ﬂp?%mpSPn?g‘bPﬁlfnleﬁ'é 8& &%‘& Iﬁ%lrreseer%odi ment
of the pre nt.m;é:)n,éf%/gnti on; DETAI LED DESCRI PTI ON OF THE EMBODI MENTS Fig. 2
shows an enbodinent of the validity - 11 recovery system of the present

invention. The system ipcludes @, Yalidit ¥ BEGOYERY 397 VGl 244 Ang a User 1

Recovery Server validating a user signature log entry;
Fig. 15 shows an embodiment of the Validity
Recovery Server validating a user message ccntent;

10 Fig. 16 shows a flowchart of the Evidence
Collection Server collecting data in an embodiment of
the present invention;

Fig. 17 shows a flowchart of the Evidence
Collection Server reccovering data in an embodiment of
15 the present invention;
Fig. 18 shows a flowchart of the Validity
Recovery Server recovering a user signature log entry
in another embodiment of the present invention;
{ Fig. 19 shows a flowchart of the Validity

20 Recovery Server recovering a user message in another
embodiment of the present invention;

Fig. 20 shows a flowchart cof the Validity
Recovery Server recovering user messages between two
points in time of ancther embodiment of the present

25 invention;

DETAILED DESCRIPTION OF THE EMEBODIMENTS

Fig. 2 shows an embodiment of the wvalidity



214 coupl ed together via network 210. Optionally, one or nore of the
follow ng may be included and coupled 5 together via network 210: a User -2
216, an Evidence Collection Server 220, a Notary Public Ofice with no

i nking 222, a Notary Public Ofice with linking 224, a Mass Medi a Server
230 and a Log Chain Crossing Server 240. User -| 214 and User -2 216 are
only exanpl es of 10 potential users, othkr-enbodi nents include nore than
two users. Mass Media Server 230 includes a Newspaper 232 and/or a Wb site
234. The Val i BEEYVRE¥OFYFY ©BePre N2l PIESEE Y 69 VAT Yiover & nBs3eje and/ or
signature log.entry fromthe 15 Evi dence | | ectign Server 220 and

val i dat es thelﬁﬁigéﬁé Qggﬁgﬁdﬂﬁé E@éﬁﬂ?ﬁﬁb%gﬁgqéhépgha 2t FEWth the
message. A usgr ,or Evidence | ecti.on Server, request publishing
sel ect ed signgiﬁrEUPﬁ egn Pﬁgg‘CJiglfhékﬁﬁ%ﬁ}wéﬁgﬁ ggi é%éﬁ?%ﬂuf”ﬁégisters

h 20 | d_si I Nl 1 th Publ i ffl ith
Vi ki ng 222, 6F HONBCAly (PRl Ca LGS TN Pt P AR TSy storing
bl i shi ' i L he sy I t far. | at i
val [dati ng o baEF it el T Borbbe gttt S4B miry. U5 THEBhence

Col | ection Serues 220-40LLECLS 300 SI Qg Jyn Adatakase (PR), dynf.or mat i on

associated w user nmessages sent over ne ormati on

includes a signgkypg hog eat mstéstgo%%tﬁ% ¥4 caM bt r!ﬂeiﬂwg?z@n% who the
nmessage is sent to. 'In this enbodi nent the Evidence Collection Server 220

Mass Media Server 230 and a Log Chain Crossing Server
240. User_1 214 and User_2 216 are only examples of

10 potential users, other embodiments include more than
two users. Mass Media Server 230 includes a Newspaper
232 and/or a Web site 234.

The Validity Recovery Server 212 receives a

recovered message and/or signature log entry from the

15 Evidence Ccllection Server 220 and validates the
message and/or the signature log entry associated with
the message. A user or Evidence Collection Server 220
may request publishing selected signature log entries

(o via the Mass Media Server 230 and registers other

20 selected signature lcg entries with a Notary Public
office with no linking 222, or a Neotary Public office
with linking 224. This registering or publishing is
checkpointing the signature log entry for later use in
validating a particular previcus signature log entry.

25 The Evidence Collecticn Server 220 collects
and stores in a database (DB) information associated

with user messages sent over network 210. The

information includes a signature lcg entry associated



maintains in its DB a copy of all the users' signature |log entries and thus
acts as a back-up to a user's 5 signature |log. To recover a nessage the

Evi dence Col |l ection Server 220 knows who received the nessage and tries to
recover the nessage fromthe receiver. In an alternative enbodi nent, the
Evi dence Col l ection Server 220 maintains a copy of some or all the nessages
10 sent by the users and supplles the-Vaki dity Recovery Server 212 the

back-up copy on reg'est I n anot her _enbodi ment the Evidence Coll ection
Server 220 |n@PJJb %a@ﬁ%ﬁ%ﬁ?e%@gn%homﬁ?%Hmﬁﬁﬁﬁg?eaﬁe§ﬁnﬁyt9he VAlidity
Recovery Serv 212 g rches V|a a 15 _back u8%§opy of the

| ost nessage. '%nbh%e ¥Dﬂget %1%35Eﬁ8nc85§v?ﬁe i dence

Col I ection Serueri_retrleves t backup c nd_forwards,it.to

validity Recow“s*ér'{/ser*’éfz“’ T\b‘f%lr{/ Pﬁ 1’? BrE| 88§r§22°éH5‘°2§5‘=are 20
either a |licensed bl.ic or_ pr ate notary s e or._ any official
r;cognizedlen?1ﬁ§eyaﬁiéﬁlﬁf t%g%% A %lg%a ur%é Bp &P tﬁgrsﬁs:ﬁb thg

hyst e, h t book, i.e.,
o1 niki ng. > TRAS s T ¢ obp orer e PadPesPr SO R FeRBea et s i n her

si gnat ur e |°9C‘Mflrbcltt}leorpcgéfx)’ersffé(' £8oud h@ﬁs gbeckpelnt iemhybg used o

validate a particular previous signature l'og entry steresis |gnature as

used herein i gy -« dids SECWdYvIECHRRI 783 48580r dbai £AL data;ceyprighng a
first cryptographic information related to a nessage

an alternative embodiment, the Evidence Collection
Server 220 maintains a copy of some or all the messages

10 sent by the users and supplies the Validity Recovery
Server 212 the back-up copy on request. In another
embodiment the Evidence Collection Server 220 includes
a search engine, which upon request by the Validity
Recovery Server 212, searches via network 210 for a

15 back up copy of the lost message. If the search engine
finds the backup copy The Evidence Collection Server
retrieves the backup copy and forwards it to the
Validity Recovery Server 21Z.

{ The Notary Public Offices 222 and 224 are

20 either a licensed public or private notary service or
any officiaily recognized entity, which maintains a
signature log, either using the hysteresis signature,
i.e., with linking, or a conventional log bocok, i.e.,
no linking. Thus a user may register periocdically

25 selected entries in her signature log with the notary
service. These checkpoints may be used to validate a
particular previous signature log entry.

Hysteresis signature as used herein is a



and a second cryptographic information related to at |east one previous
hysteresis signature. An exanple of 5 the first cryptographic information
woul d be the result of encrypting the nessage. Another exanple of the
first cryptographic information includes a digital signature forned, in
part or wholly, fromthe nessage. An exanple of the second cryptographic
information, 10 includes the result of entrypting digital data of at |east
one previous hysteresis signature, where. ini the first hysteresis

: ially
signature may PECAT1bY UBERFATAR VAFGE. dLGiNG t%étébGﬂgﬂﬁﬁﬁHﬂQi%wn one
exanple of a hysteresis _signature includes.one | 15 entry in a chain of
|l og entries, m%b¥%tiﬁr¥ﬁiogﬁapﬁ18fln&SéméﬁﬁPPe§?qg§@ﬁ &6@ MG 2 %¥xcept for
the first log _entry, is_dependant upon the _previous |l og entyy. The Mass
Medi a Server 2307 pubfFERE ESfé%oﬁﬁfgg*5udP5H€@°§éF€bﬁégad§%?L§1dﬁature | og

entries upon io égqgﬁgtpof eithegygtgser.or t.he Evidenc%'ColIectioniferver

220. The publi ?ng a g?gﬁgPﬁre ogrgﬁ%PyFlgﬁg e 5t dﬁfﬁﬁﬁﬂﬂlﬁw§ anper

wth the | og enteycalLer o ib:basahese pbLLaNedo:LLke LeRIokerd N Rl00

entry wth a notary, Signature 1 og entr chéckpoi nt s

the entry and @Pyeﬁérgﬁﬁgﬂgftﬁé'hgékég@._pﬂﬁ%k%%&a%x%% MicOWs sirgnature |og

entry. Two exanpl es i'shers are given, a newspaper publisher 232 and
a Vb site 234¢; Lxher, oxanplepnot pHELIrRASESnMBYIc1ulds laneliyde s 1magazi ne,

book, periodical, newslTettér, or conference proceedi ng publi shers.
signature formed, in part or wholly, from the message.
An example of the second cryptographic information,
10 includes the result of encrypting digital data of at
least one previous hysteresis signature, where
initially the first hysteresis signature may be a
predetermine value. Using the above definition, one
example of a hysteresis signature includes one log
15 entry in & chain of log entries, where in the chain of
log entries, each log entry, except for the first log
entry, 1s dependant upoen the previcus log entry.
The Mass Media Server 230 publishes to a
( large audience selected user signature log entries upon
20 request of either a user or the Evidence Collection
Server 220. The publishing ¢f a signature log entry,
makes 1t difficult to tamper with the log entry after
it has been published. Like registering a log entry
with a notary, the publishing of a signature log entry
25 checkpeints the entry and may be used to validate a
particular previous signature log entry. Two examples

of publishers are given, a newspaper publisher 232 and

a Web site 234. Other examples of publishers may



Log Chain Crossing Server 240 is used by, for exanple, User -1 214 and User
-2 216, when a nutual 5 transaction, for exanple, a contact, a sale of a
good, a loan, or an E-conmerce transaction, occurs. The Log Chain Crossing
Server 240 keeps a copy of the transfer of nessages in its signature |og
using the hysteresis signatures. If a dispute latter arises on the 10
transacti on, the Log Chain Crossing Servér 240 acts as a witness to the
transaction. This prevents either. party fromrepudiating the transaction.

In an al t er natt S oBF FRALNEheP 2Bl CREFACBE68sr nge8SAFat e 24P T aci |l i ti es
the transfer of transaction or &xchange 15 nmessages between User -1 214 and
User -2 216, HRMRESCRPTARFRTLA BIROPFNEEE is up to each user to
maintain their own. copy, Fig. 3 shows an exanple uter system 310 that
may represent one enbodih%ﬁtg%Tl%a hetonptt Fqgﬁrsggggﬁﬁsﬁﬁﬁ%fﬁﬁ'Hﬁ;r 2.
These Fig. 2 conputer syste i pcl ude;. the. Validity Recover, erver 212,
the User -1 iT%g“?ﬁ%'Lg%?rfg %ag,a?ﬁeU%$Fd3n226CbV¥5Et90Wu§ er 220, the
Notary Publdic OJfic ith n i pki 22 tary Puyhbli fice,wth

[ ni g 220 e ege bt ag‘éjé_ i3 %ﬁﬁtﬁﬁgwgﬁ% 7 Cr%sgsouorﬁjg Ser ver
240. The Co”pal“f%alrzys%”éﬁlﬁ’-&&rﬁ%é@@é @rSﬁE%gﬁhoRto%%%%'r%g umile Y 312,
vol atil e storage for tenporary storage or exanple M, a

non volatile shofage2dbeifglserdor 2XgMRLERNArdofislr CRHAMaAcdd OPDY

di sk, for storing data and so?tmare, a net ace 318 to connect
of messages in its signature log using the hysteresis

" signatures. If a dispute latter arises on the
10 transaction, the Log Chain Crossing Server 240 acts as
a witness to the transaction. This prevents either
party from repudiating the transaction. 1In an
alternative embodiment the Log Chain Crossing Server
240 facilities the transfer of transaction or exchange
15 messages between User 1 214 and User 2 216, but does
not maintain a copy. It is up to each user to maintain
their own copy.
Fig. 3 shows an example computer system 310
i that may represent one embodiment of each computer
20 system shown in Fig. 2. These Fig. 2 computer systems
includé: the Vaiidity Recovery Server 212, the User 1
214, the User 2 216, the Evidence Cecllecticn Server
220, the Notary Public Office with no linking 222, the
Notary Public Cffice with linking 224, the Mass Media
25 Server 230 and the Log Chain Crossing Server 240. The
computer system 310 includes a central processing unit
(CPU) 312, volatile storage 314 for temporary storage

{for example RAM), a non-volatile storage 316, for



to network 210, an I/Ointerface 320 to connect to a display, nouse and
keyboard, and a bus 325 which 5 connects the aforenenti oned conponents
toget her. Anot her hardware enbodi nent may include for the servers a

mul ti-processor Mcrosoft NITM systemwi th RAID disk drives and for the
user a personal conputer (PC) with a Mcrosoft WndowsTM operating system
10 Fig. 4 shows a nessage format 410 of lehe enbodi nent of the present
invention. The nmessage is sent froma user, for exanple, User -1 214, to
anot her user ,®¥¥fPEsanpied ©8k: 2CD1EMover KeORBYK 2284, fivg S

format 410 ing#udes an i ndex nunber "i" 4§2h 15 the ugir address of the
source 414, fdt2ekateSOth®P e 218°YRTIEJAPERSA 2CRe SaddiEs £ oG te

destination (not shown) is.also included, for exanple, User 2 216. The
nessage conte;h? RELV T aﬁiobfa?hé’ﬁeéggég*ESﬁtéé@,“°H€ﬁﬁfeff§fcé°hash of

th di j --1) | t Pi 1 20, di,gi.t al,_ .si t f th
(e Breced 10 {5y ) R0GEL ity FR/HLELD o820 ot il ghshnature of the
422, d P i tif] h M,

22/ and o PunliccXey Gl ephendatn The pseang cobelte Y,

digital data, Af. rﬁgfdw%isel Qﬁ?@iﬁ@??dkgﬁggakﬁ%d%%‘}g%h%O%te%r(le)

i ncl udes the attachnents. n an alternate inent the attachnents are

excl uded. The digital_5ignatyee, uPLgBokH (it LystlaH My RadP2idis a
hysteresis signature in - 16 that the informatiron fromthe preceding | og
entry, Pi-1, dsivaelakledrbp the digit 8l pskrgBakYUr @omputer (PC) with a
Microsoft Windows™ operating system.
140 Fig. 4 shows a message format 410 of one
embodiment of the present invention. The message is
sent from a user, for example, User 1 214, to another
user, for example, User 2 216, over Network 210. The
message format 410 includes an index number "i" 412,
15 the user address of the source 414, for example, User 1
214, 1In addition the address of the destination (not
shown) is also included, for example, User 2 216. The
message content, M;, a hash of the message content,
{ H(M;) 418, a hash of the preceding (i - 1) log entry,
| 20 H(P;_4), 420, a digital signature of the concatenation
of H(P;_;) and H(M;), i.e., Sign;(H(P;_;) {lH(M;))422, and
a Public Key Certificate 424. The message content, M,
may include, for example, text, HTML, XML, images,
video clips, audio clips, digital data, or programs.
25 In one embodiment the Message content (M;) includes the
attachments. In an alternate embodiment the

attachments are excluded. The digital signature,

Sign; (H(P;_;) | H(M,))422, is a hysteresis signature in



Fig. 5 shows another nessage format 510 of another enbodi nent of the
present invention. The 5 format of the nessage is simlar to Fig. 4, except
with the addition of a Tinestanpi field 524. In one enbodinment the
Timestanpi field 524 is the time the nessage is sent. In other enbodi ments
the Tinestanpi field 524 may be the tine the nessage is created or the 10
time the message is received. Fig. 6 shb@s~an exanple of a user's signature
| og of an enbodi nent of the present invention. Each wuser maintains a

si gnat ure | ogtbftnEdsaded oIERt iy LBt diflePLarhirthol @i €af ror der. The
signature log_15 entries are represented by the synbol Pi, for exanple, P1
610, P2 620, PBiiirl 130 mdded 640, tihe?¥91 531 sTt thE® - 1 og entry P1 610 has

field "I'V' 612, which is _.a cqnstant set at a predetern ned val ue, The next
field HM) 614 is a hasi?-of tHEYT raélotrlfb‘%fsé“g%%qﬁ efﬁl,mﬁ\}&.gﬂ ®fhe 20

third field Si LVj j_H(ML),) 618 i digital signature of I t enat ed
W th HML . TRECRBRY SHGRGIRS S G Wit iy BEmao0 R T2y UML) 622, whi ch
i hash” of th i ignature |og entry Pl 610., Th { field
HVE) 624 Ps 5OREER B LR UBEOND ook Agar i ot N, 45 TR R tRPr d

field Signz(HQR%)gﬁﬁggﬁé%6%Qiéﬂfiﬂg%ﬁ%@ﬁﬁ gigggg§%ue of; H(PL) concatenated

with H M). The nt nature |l'og e ‘which 1 ncl udes
information f r.e i j re:l ry P - 17 inH
LML G Reced %n@%% ﬁlie%l 8nY ¥L5, Aht ik (\:ﬁ'/%) 5

(Pn_1) 642. The nth nessage content, s hashed to give H 44. And
the digital spgRabyeeiisSs&nt. In other embodiments the Timestamp;
field 524 may be the time the message is created or the
10 time the message is received.

Fig. 6 shows an example of a user's signature
log of an embodiment of the present invention. Each
user maintains a signature log of messages sent and
received in chronological order. The signature log

15 entries are represented by the symbol P;, for example,
p, 610, P, 620, P, ; 630 and P, €40. The first signature
log entry P, 610 has field "IV" 612, which is a constant
set at a predetermined value. The next field H(M;} 614

{ is a hash of the first message content, M;. And the

20 third field Sign,(IV| H(M;))618 is a digital signature
of IV concatenated with H{(M;). The next signature log
entry P, 620 has field H(P,) 622, which is a hash of the
preceding signature log entry P; 610. The next field
H{M,} 624 is a hash o©f the second message content, M,.

25 And the third field Sign,(H(P,) | B(M,))626 is a digital
signature of H(P;} concatenated with H(M,). The nth

signature log entry is P, 640, which includes

information from the preceding signature log entry P .,



hysteresis signature, Sign, (H(Pr1_1) Il H(M,)) 646. Thus P. equals [H
(Pr_1) Il H(Na) Il Sign, (H(Pn_1) Il H(Me)) ) . The (n 5 1)th signature
log entry is Pi-1 630, which includes information fromthe preceding
signature log entry PI-2 in H(Pn_2)632. The (n-1)th nmessage content, M _1,
is hashed to give H(M1_1)634. And the digital signature is again a
hysteresis signature, Signti_1(H(Pi_2) LIVH¢Mh-1)) 10 636. Thus each |og
entry, Pi, is chained backward to the previous log entry, P1 1. This

chai ni ng greaﬁ%ﬁ limdt Gasekothe dThﬁl@Eﬁtveéﬁag@rgpﬁgemﬁe i ta

signature, as one needs to know past as wel | resent information. In
anot her embodineshed s trayd H‘éﬂ)é‘%ﬁ 15 P§‘ébatr}3ﬁ sehee | oglanpdtrseei§edl og.
Fig. 7 shows an exanple of a user's signature ? of anot her enbodi nent of
t he present |ﬁWeﬁqucﬁﬁlsrh%l%W@%‘é¥%reS+%@a Ehthri-es | gﬂ@“réllrﬁ Yer t13H dn 6,
except there is an addltlon in each Iog 20 entry, for

d
exanpl e, 716, @153 (Bng) %Zfb n‘?h'i nFné%fe%rnp) #i (M )d 1 ne heankras that in
Fi 5. Fi fl t sh | i dat, f t
9 gnatur €1 g B 1S G b Sent of St ‘Srelpﬁégelni”%illr‘ﬁ%gﬁ?’l &aldge@ecern' teo |

log 25 entries cul at hashes of t hr ough

Pk-1 nust be |W{Chré“‘%s]e?n fzéci”&n‘gl{‘%r% ?%%81‘ 9e51g8?ﬁ8m,i 8% ﬁ8t§|ygﬁatz‘ure | og
has been corrpr ﬁ%e ste,Phgl ET @qug Sgﬁg cgﬁ%ley]%d W for exanpl e,
|ty %over 515! j SRO8RG &

the - 18 Vall Yy Serve enporary-1’i terati on
I ndex, "j" 'SHéHﬁé&NHQ'&f@etﬁlﬁrlﬁ%3§tepAnd the digital signature is

again a hysteresis signature, Signwd(H(PWQ)||H(MW¢))
10 636. Thus each log entry, P,, is chained backward to
the previous log entry, P;.;. This chaining greatly
increases the difficulty of forging the digital
signature, as one needs to know past as well as present
information. In another embodiment a user may have a
1% separate send log and receive log.

Fig. 7 shows an example of a user's signature

log of another embodiment of the present invention.
The signature log entries are similar to Fig. 6, except
( there is an additional timestamp field in each log
20 entry, for example, 716, 726, 736, and 746. The
timestamp field is the same as that in Fig. 5.

Fig. 8 gives a flowchart showing the
validation of log entries in a signature log file of an
embodiment of the present Iinvention. Given two log

25 entries P, and P,, where k>m, the calculated hashes of
P, through P,.; must be in the user's signature log file,

otherwise the signature log has been compromised. At

step 810 P, and P, are received by, for example, the



812 H(P3_1) is conputed by finding the hash of P, _1 or: H(Pj_1) = H[H (P
-2) I H(M -1) Il Sign,-1 (H (P _2) 5 IIH M _1))] Step 814, then checks
if the conputed H(Pj-1) is in the wuser's signature log for P. |If the answer
is no, then the signature |og has been conprom sed at step 818. If the
answer is yes, then j-1 is tested if it is greater 10 than m (step 820). If
no, then the process is conplete 822-add the signature |log entries Pm

t hrough Pk-1 have been validated (assum ng that Pk was previously

val i dat ed) . | V3leditohdie GOV Hee® EYRRt €42 by bnék(éﬂépa g?@Poéﬁéythe process
goes to step 812 to conmpute H(Pi-1), 15 For exanple, let k = 5 and n¥3. At
step 810 j—k4§e§ﬁt¥ﬁQﬂf %?'F11P4}S|§né6hﬁﬁ%édsﬁglﬁa khe 2&i §h&Pure | og
entry for qigt s indjcated frog1gn H( P4) ks checked in the user's
signature Iogf% 3-11 f18 NeCBHEhErF P¥ yé§d*PﬁeﬁhP4 RSS Béefsvaliidat ed, 20

assum ng that PS5 has be reyiou val i da . 6@3 (step 820), |
is decrenented by one (ﬁE@Paﬂ sfeg £§i§':2Aﬁ%gpbp1%&%lﬁ fHﬁgre nput ed from
the log entry for P3 and the calgq}?%der£§3) i s checked agai nst the

correspondﬁhg fieldin log entry is in the 25 signature |og,

then P3 has beg, vall fatad end 2ty 5! 2p cR20cotdtloedel o checked, s the

answer is no, t process is finished tﬁe results are that
EgeﬁnSaridQ?g§¥Q%§ dgﬁ%ve bee%c?g%gsrgnggqggiid%%gﬁgb éﬁeckp0|ﬁ?lggve
it, for example signature log has been compromised at step 818. If
the answer is yes, then j-1 is tested if it is greater
10 than m (step 820). If no, then the process is complete
822 and the signature log entries P, through P,_; have
been validated (assuming that P, was previously
vaiidated). If yes, then j is decremented by one (step
824) and the process goes to step 812 to compute H(Py,).
15 For example, let k = 5 and m=3. At step 810
j=k=5. At step 812, H(P,) 1s computed using the
signature log entry for P,. Next as indicated from Fig.
6, H(P,) is checked in the user's signature log for P..
( If the answer is yes, then P, has been validated,
20 assuming that P, has been previously validated. As (5-
1) > 3 (step 820), 3 is decremented by one (J=4 at step
824). At step 812 H({P;) is computed from the log entry
for P; and the calculated H({P;) is checked against the
corresponding field in log entry P,. If H(P;) is in the
25 signature log, then P, has been validated and at step
820, (4-1) > 3 is checked. BAs the answer is no, the
process is finished at step 822‘and the results are

that P, and P, have been validated. P, could have been



publ i shing P. using the mass nedia server 230 or registering P. with a
notary 222 and 224. Checkpointing 5 neans that P5 is difficult to tanper
with after it has been checkpointed. Fig. 9 shows an exanpl e of

checkpoi nting of one enbodi ment of the present invention. The vertical
axis 840 represents tinme and starts at a relative tine 10 t = 0 841. The
first signature log entry 842 has a forh@t-similar to P' in Fig. 6. A
subsequent 1 og entr is %Jven by 844. Log entry 846 occurs at tinme 862
(t=tl) and reptB3&nt:Ee fHir BEVEhBERPOVAL 1FATERI s Pexadpld. hFRESLABANS t hat
|l og entry 846 may have _been_15 published or registered with a notary. G ven
that 846 is PBYENdCMSi¥hdERpERAESD Pan FRERP o3 ing P /( s L¥RIEP1%hown) .
Fig. 8 may be useg,tg.validate,PS agd P4. If thereis a ggnpronise to the
log at time t BUP218BANT F:eusipadi WBBNMEPGEEdr8 PBEVERt FPls©850 and 852,

then 20 | t 852, 854, and_856 t. kpei nt i 56 at

ime 2 13 6o8°Besb R Fobs BLTR ° canbr b 264 P8 Bnfry LSeBUPApABE shed
istered. L tries 848 apd. 85 tjill valid. Lt th '

'S 10 the messAGE And Aot ot no® of Ghat LPCI b, CCBCENaN L hE CBkpRoTT s Wil

likely be dete , chaining fromlog entry 856 (Checkpoint 2) to
846 (Checkpoin%E%ﬂ.Cﬁ%ﬁgpgggggdrnportant to secure the wuser's signature

log. - 20 Fig. 10 showsF@gégﬁﬁgﬂb%so%nu%&%gwﬁgeC&o%hégygdhégfﬁgi@@ Server

of an enbodi nent of the pr
one embodiment cf the present invention. The vertical

axis 840 represents time and starts at a relative time
10 t = 0 841. The first signature log entry 842 has a
format similar to P, in Fig. 6. A subsequent log entry
is given by 844. Log entry 846 occurs at time 862
(t=t1) and represent the first checkpoint in this
example. This means that log entry 846 may have been
15 published or registered with & notary. Given that 846
is P, and is checkpointed and that 844 is P, (P, is not
shown). Fig. 8 may be used to validate P, and P,. If
there is a compromise to the log at time t = t2 864,
( i.e., between signature log entries 850 and 852, then
20 log entrees 852, 854, and 856 are suspect.
Checkpeointing 856 at time t = t3 866 does no gocd as a
compromised log entry is being publiished or registered.
Log entries 848 and 850 are still valid. If the
compromise is to the message and not the signature log,
25 then the compromise will likely be detected, when back
chaining from log entry 856 (Checkpoint 2} to 846
(Checkpoint 1). Thus it is important to secure the

user's signature log.



invention. There are two users, Alice and Bob, who w sh to conduct a
transaction, for exanple, an offer 5 and an acceptance to the sale of an
item Alice has signature |log 910, including log entries 912, 914, 916,
and 918, and Bob has signature log 930, including log entries 932, 934,
936, and 938. The | egend shows Alice's hysteresis signature flow 920 and
Bob's 10 hysteresis signature flow 9407 e transaction starts by both Bob
and Alice contacting the_Log ain Crossin Server_240 to facilitate the
transaction. Bob sends HRir§-offer ssdde eg‘@")ﬂ iV Hoy € n
Crossing Serv 922.. The.,log entry 934 associated with the 15 offer
nmessage, is en?é?éa FﬁP&SB&@-§e§W§%aFEr€Q(iT et OF o EHAT 758 bssi ng
Server 240 upon_recei.pt of the offer from Bob, J.0ogs a correspondi ng
signature | og lBP{FPslg’ﬁ‘d sg}h%et & Sf S Iredsagd oh ‘?oarbﬂ?i%‘gp’ Kfn“ upon

receipt_of the oLfet Me33age. 'ao%s.ca%s'a%gci%’%tryfogrl“exz{r%%i‘ hery 5{?@3} ure 1og

910. Alice then §ends an ~acceptancé “nmessage to 't he ain $Si ng

Server 240 oM bhadest baatlan ol Bobdl e e, & slgnatyr sl og,; entry 916

associated with the acce nce nmessage in her signature |og og Chain

Crossing Server: n 8 Gel f. 4 S
I ng ver;240.upe 1|%§ 961%t,'r§%é:‘%&ld% ACRERIANCE: dTBgHAges ] Y %f‘e Bob

correspondi ng signature g en passes the nmessage on to Bo
the upon recei ghqohikhe ;acCeRIARGE MBFAA RIS 0 S| HAI M d OogntTy 936

in his signature log 930 and - 21 the transaction is conplete.” Thus there
are three plaegsrtiBe tnansacui omzd,. &na offer aMk acceMi@nsi®ows

‘Blice's hysteresis signature flow 920 and Bob's

10 hysteresis signature flow 940. The transacticn starts
by both Bob and Alice contacting the Log Chain Crossing
Server 240 to faciliteate the transaction. Bob sends
his offer message to Alice via the Log Chain Crossing
Server 922. The log entry 934 associated with the

15 offer message, is entered into Bob's signature log 930.
The Log Chain Crossing Server 240 upon receipt of the
offer from Bob, logs a corresponding signature log
entry and sends the offer message on to Alice. Alice,

{ upon receipt of the cffer message, logs a log entry 914

20 in her signature log 910. Alice then sends an
acceptance message to the Log Chain Crossing Server 240
with destination cf Bob. Alice enters a signature log
entry 916 associated with the acceptance message in her
signature log 8210. Log Chain Crossing Server 240 upon

25 receipt of the acceptance message logs a corresponding
signature log entry and passes the message on to Bob.

Bob the upcn receipt ¢f the acceptance message enters a

signature log entry 936 in his signature log 930 and



nmessages, have log entrees: Alice's log 910, Bob's log 930 and the Log
Chain Crossing Server's 240 log. This 5 prevents Alice or Bob fromlater
repudi ating the transaction. The Log Chain Crossing Server 240 acts as an
inmpartial witness to the transaction. Fig. 11 shows an exanpl e of
registering a signature log entry with a notary with linking, i.e., 10 the
notary has a hysteresis signature or chd&ling |og 1030. The user has
hysteresi s signature Iog 10, . which includeﬁ entries 1012, 1014, and 1016.

10 .
The notary has'hyst@resrsieighat GPBPLBES10307WAi ERSFRcPEBesNTESy entri es
1032, 1034, 1036, and_1038. The potary.in 15 ?is embodi nent %eriodically
publishes its & %%r??%staPB?Cakaﬂp|é;eentP§ £632"4nd &RPFF 1638, using
mass nedi a server_230. The user nay re iséﬁrca,log en%Ré, f§n eﬁa | e,
entry 1014, by'Serii Ry (Ao Bniry T01A°TS PReCRotarss THE'nBPRIY then enters
the user’s 10,20 entry, 1014 '8h59§ EQEQEXﬁé Eégﬂékurezh§91%g3o 42,4 ve
H r's 909 entry s t he

entry 1036. Thus the use eco part o g charn of the

notary. Fi the. flowch t S La.seryver. 230 of an
enbodinentg%f%%ﬁ%n%ﬁggegfléé ?%v%é%i%ggmAFgg?gp§5ﬁg6%%?éﬁghégﬁass medi a
server 230 r ' use e S LSk o] nt.r R... The
mass nedi a se?@g%ﬂég%é? en SZ%%SE?Q ?ﬂ%QHBEEFFEEQ?,g%g&egxgﬁgléc¥ﬁeaﬁébsite

234 or the newgpangh-rt 221 #idAesthecmeae Pedhaaseiugr 230 receives fromthe
publ i sher a tinestanp, for exanple date/tine, P; is

Fig. 11 shows an example of registering a
signature log entry with a notary with linking, i.e.,
10 the notary has a hysteresis signature or chaining log
1030. The user has hysteresis signature log 1010,
which includes entries 1012, 1014, and 1016. The
notary has hysteresis signature log 1030 which includes
log entries 1032, 1034, 1036, and 1038. The notary in
15 this embodiment periodically publishes its log entries,
for example, entry 1034 and entry 1038, using mass
media server 230. The user may register a log entry,
for example, entry 1014, by sending the entry 1014 to
{ the notary. The notary then enters the user's lecg
20 entry 1014 in the nctary's signature Jlog 1030 to give
entry 1036. Thus the user's log entry becomes part of
the log chain of the nctary.
Fig. 12 shows the flowchart for the mass
media server 230 of an embodiment of the present
25 invention. At step the 1110 the mass media server 230
receives the user request to publish a user log entry
P.,. The mass media server 230 then sends to the

i

publisher, for example the Website 234 or the newspaper



publi shed. At step 1116 P. is stored along with the publisher's ID and/or
date/time of publication. At 5 step 1118 the nmass nedia server 230 notifies
the Validity Recovery Server 212 of the requesting users |[ID, the
publ i sher, and/or date/tine of publication. And at step 1120 the user is
notified of the publisher and/or the date/tinme of publication. 10 Fig. 13
gives a flow chart showing the validity2derver determining if a signature
|l og entry has_been checkpointed in an enbqdi ment of the_ present invention.

At step 1210 thélVal FaFt JeRECHRENP SEVET 212 TEiNAS T TRdust to
determne if P%“Biaégggnﬁl &gg%%k %Lm£§% éggaﬁﬁ%i it /€§%$Vﬁ%y&§erver 212
searches a lis y ot i i S "ot aries (step
the 1212). The_Vali.dity Recqver rver. 212 then _sends a request, includin
any poténtialpﬁﬁgﬂﬁbﬁér o%%n5F§?9%ﬁde thif §Png Pﬁ?gr PP@nylgg %bethe nass :
medi a server 230, 0r tary( 222, or 4., .The request. asks if P;_has been
publ i shed/ not aPPQEa.SP‘%F Sstlzb)p & éj,r <'§]2‘3§:ees/TtlfluTé'ta fnfg%euﬁgiécoantgl%‘t h ]ﬁ'ne name of

t he ubl i sher n K d/ ar_d 1] i jved fro mass nedi a
ser veP. | f hesg% V\g?%lgﬁt??%, ¥ Sesn%](i)e%{lyé %ffe%?ﬁpu%qdﬁls%le%% %}bnegwer IS

returned. Fig. V%ﬂiéﬁ?ﬁf&%’&o@@}éﬂis@ﬁerszF}Fi‘eoEJaéﬂéjiEal%%é(}e&ﬂfv{;a L ver

validating a user signature log entry, t step ; alidity
Recovery Servefp212ne 2351H8GRIY % il MSEId1QIMES e tr \ﬁ%ﬁﬁpé&%rgnature | og

entry Pi. Pi includes H(ML)T41d, H(P11) 1412 and Signi’ (H (M) Jj
And at step 1120 the user is notified of the publisher
and/or the date/time of publication.

10 Fig. 13 gives a flow chart showing the
validity server determining if a signature log entry
has been checkpointed in an embodiment of the present
invention. At step 1210 the Validity Reccvery Server
212 receives a request to determine if P, has been

15 checkpointed. The Validity Recovery Server 212
searches a list indexed by user of potential publishers
or notaries (step the 1212). The Validity Recovery
Server 212 then sends a request, including any

( potential publisher or notary identifying informaticn,

20 to the mass media server 230 or notary(s) 222 or 224.
The request asks if P, has been published/notarized. At
step 1216, a yes the answer along with the name of the
publisher or notary and/or date/time is received from
the mass media server. If the answer in no, then only

25 a "not published™ answer is returned.

Fig. 14 shows an embodiment of the Validity

Recovery Server validating a user signature log éntry,

P,. At step 1420, the Validity Recovery Server 212

1



H(Pi _1))1414. The Validity Recovery Server 212 first verifies the digital
signature (step 1422) by using, 5 for exanple, DSA verify 136 in Fig. 1. The
inputs to DSA verify 136 are H (M) 11 H(Pi_1) , Sign; (H(M) 11 H (Pi _1)
) 1414, and public key 134. If the digital signature is verified (yes
result in step 1422), then the validity Recovery Server 212 requests and
receives the user 10 signature log from3he user (step 1424). At step 1426,
H(NI)1410 and H(Pi _1) 1412 are checked against their corresponding values in
the user's si gHEEER¥SS0@. USRI (IREFE Srasly \Véll&éis?t@r Slignaterg obogt%‘qqrxat step
1428, a checkpointed Pk is |ocated, wer %reater than or 15 eq

i . The consisténcy Bf %WR§QQﬁ§I%D%Qéﬁépur@ Pbmb ?%2cﬁ€€kéagpﬁbﬁi%ﬁeCMp0|nt
Pk back to Pi using the. flowhart of Fig. 8 (step 1430). If the si gnat ure
log has not bEdRiconpfbfi sedhe Vﬁé%pﬁFVeRﬁngﬁéﬁl§ﬁrF§§u@@ idInt to the
user (step 1432) 0 F| 15, .sho an enbodi ment of t |d|t Recovery
Server validat VAg1&16Se ﬁe§§§d§“§oﬁﬂgﬁﬁtqﬁe %ﬁ?@n%é?%. Yalidity

R S 212 t li d data M. Th
mossage. i ncl oiEE RFTET6 HEOLYERS) AOSII1818- dnd S awwso 25

H(Pi _1)) 1516. @Eg ¥%fl? ty sRecov hyMS r %1é f%%ﬁqéﬁig21ykﬂ§¢§3hge hash of

M and checks ¢ thHe “Same as H( t he
Golta | S omass, (SepBtL Wyl o eidg e gt e e oo
Signi (H (M) JLlHeGRY ,Wks193L8ult in step 1422), then the Validity
Recovery Server 212 requests and receives the user
10 signature log from the user (step 1424). At step 1426,
H(M;)1410 and H(P,;)1412 are checked against their
corresponding values in the user's signature lcg. If
these hash values are in the log, then at step 1428, a
checkpointed P, is located, were k is greater than or
15 equal to i. The consistency of the user's signature
log is checked from checkpoint P, back to P, using the
flowchart of Fig. 8 (step 1430). 1If the signature log
has neot been compromised, a positive validation result
( is sent to the user (step 1432).
20 Fig. 15 shows an embodiment of the Validity
Recovery Server validating a user message content, M.
At step 1520, the Validity Recovery Server 212 receives
a user request to validate data M,. The message
includes M, 1510, H(M,)1512, H(P,,)1514, and Sign, (H(M,) ||
25 H(P,,;))1516. The Validity Recovery Server 212 first
calculates the hash of M, and checks that it is the

same as H(M;)1512 (step 1521). Second, the digital

signature (step 1522) is verified by using, for



and public key 134. If the digital signature is verified (yes result in
step 138), then the Validity 5 Recovery Server 212 requests and receives the
user signature log fromthe user (step 1524). At step 1526, H(M) 1512 and
H(Pi _,) 1514 are checked against their corresponding values in the user's
signature log. If these hash values are in the log, then at step 1528, a 10
checkpointed Pk is located, were k is gr&hter than or equal to i. The

consi stency of the user's signature_|og is checked from checkpoi nt Pk back
to Pi using theXafpbchBrt BETELY. 186 sfefits3d)-. (Hha HamitmattareSdog has
not been conprom sed,_a _positive Vﬂlidation result 15,on M is sent to the
user (step 153%§T1F%bla6128RofEMa) a1 (Rure rafd SebBV¥ry | Edie) ) 1PRE headi ngs
of each columm are the type of _information that nmay be | oss,, exanpl e causes
of the loss, afed BB?ghFigﬁyré@éver§?ﬁ§9ﬁo@§9%&Q%) BrAEEE grat ure 1 og 20
entry P. may be cause for exanple, failure of the st ge.nedia. A
potential recoVety ﬁ%ghgﬁéﬁsr?éU§§e68v§FePhé%§Sgné¥ﬁ?bTﬁﬁbqé%k%®l?¥on1a
backup file. | no backup. fil Xi_sts, then copy .of Pi, i.e , H M), H
Py ana SRR CRF T e R et Br B T (e ] ence
Col l ection Seryer! a he,Validity _.Rec Server_,212 J sked to
val i date the s%/b %%E‘rggg Ega ggf:}%ﬂy%pf ﬁjssieﬁg (tsﬁée%pﬁ\é?gﬁme‘qgtl vse@nefl} ni%iéa. 14.

Wh I f t ' [ .- 25 I
o sansSort T SRS i e dvdallusensl dhgyy 20 oo

of message cont st'orage ne or user
error, a potentialebB6AMERY values in the user's signature log. If

these hash wvalues are in the log, then at step 1528, a
10 checkpointed P, is located, were k is greater than or
equal to 1. The consistency of the user's signature
log is checked from checkpoint P, back to P, using the
flowchart of Fig. 8 (step 1530). If the signature log
has not been compromised, a positive validation result
15 on M; 1s sent to the user (step 1532).
Table 1 shows a failure and recovery table.
The headings of each column are the type of information
that may be loss, example causes of the loss, and
( potential recovery methods. A loss of a signature log
20 entry P, may be caused by, for example, failure of the
storage media. A potential recovery method is to
recover the signature log entry from a backup file. If
nc backup file exists, then a ceopy of P, , i.e., H{M;),
H(P,,), and Sign, (H(M;), H(P,,})), is retrieved from the
25 Evidence Collection Server's 220 DB and the Validity
Recovery Server 212 is asked to validate the signature
log entry P, using the procedure given in Fig. 14. When

a loss of message content M; is caused by failure cf the



procedure includes restoration froma backup file. And if no backup file
exi sts, then the Evidence Collection 5 Server 220 is asked to retrieve and
return nessage contents M, and associated signature log entry P. Then the
Validity Recovery Server 212 is asked to validate the nessage contents M
using the procedure given in Fig. 15. A data security loss in which the 10
nmessage content or signature |og entry’i%5nbt | oss but the validity of the

data M or a signature_log entry P; is upknown, may be caused by .cogprom se
of the user's ptPuat BTKEYSSGARIROITTed oot FEREFNCYr (PALEFE B ofe
nmessages. Assun%n that the user_ or authaor of the %? ssage is honest and
that the user SFORaPHrBofdg el Aad By CheUSI . For Sxarpis, User |

214, has not Been geupr ouiged. L el 3 natent Al ecqueny, . b ocedurg, g
e che

i ncl udes usi ng aser signature 1769 an ssocl ate point's to

val idate M of ;P pouping.bne 20 RAcedur o5, f YSIL gl Mdise 1 A dby, I

thereis a 10Ss o at'a sSecurity due to conprom se si'gnat'ure | og

by, for exagpl e, yser bbb 1d Baty SIDAILLoalOn A saT, g shudiald on of Lhe

nmessage, then the recovery is based on the cause. For user tanpering 25 and

repudi ati on of cbiRBRAGT l4ON SRS920ESe 1 LHEACOPYN SEurENE SIPERRYES pexchanged

during the transaction ié. recovered using t og chain crossing server
240. For thirdnpart¥emdifibgat ar Qfvdle dis8ferS Bigned WekddP%ho - 26 the

| ast published/regi stered signature log'entry before the conpromse is
used. Al log epthibesebeher @essage contents M, using the procedure
given in Fig. 15. A data security loss in which the
10 message content or signature log entry is not loss but
the validity of the data M; or a signature log entry P,
is unknown, may be caused by compromise of the user's
private key, unauthcorized modification cr insertion of
messages. Assuming that the user or author of the
15 message 1s honest and that the user signature log
maintained by the user, for example, User 1 214, has
not been compromised, then a potential recovery
procedure includes using the user signature log and
( associated checkpoints to validate M; or P;, using the
20 procedures given in Figs. 14 and 15. If there is a
loss ¢f data security due to compromise of the
signature log by, for example, user/third party
modification or user repudiation of the message, then
the recovery is based on the cause. For user tampering
25 and repudiation of transaction messages, the copy of
the messages exchanged during the transaction is

recovered using the log chain crossing server 240. For

third party modification of the user's signature log,



this publish/registered signature log entry may be

5 Table 1 Loss Exanpl e Causes Recovery Signature Log Failure of Backup
P; storage nedia If no backup file then retrieve P from

file; Entry,

Evi dence Col |l ecti on

storage nedi a,
Evi dence
signature | og
unaut hori zed

| og nmessages,
Log chain cro
repudi ati on of

a or

%%%,

tr k
aFord {RegnoNhs

Server and vali date.
I f no backup file then
Cbllectlon Server and val i dat €% Data Security Conproni se of User'

S5t ROOY# FRRRT GROOFLeqar aRByobPIEndeRt PO | ¢

user

Data, M Failure of Backup file;
error

retrieve M and P1

§rey bt Tendert iSO df  data or
- t S it dif -
3p TS0 Ra Ak SEEn e b EA T s er - o

this publish/registered signature log entry may be

recovered and validated.

Table 1

Loss

Example Causes

Recovery

Signature Log

Failure of

Backup file;

i

storage media,
user error

Entry, P storage media If no backup file
then retrieve P, from
Evidence Collection
Server and validate.
Data, M FPailure of Backup file;

If no backup file then
retrieve M, and P,
from Evidence
Collection Server
and validate.

Data Security
(data or log
entry not
loss, but
validity of
data or log
entry is
unknown) -
user honest

Compromise of
private key,
unauthorized
modification or
insertion of
messages,

User's signature log
and checkpoints

Data Security
- user
tampering

User modifica-
tion of log,
user's
repudiaticn of
message

Log chain crossing,
and checkpoints

Fig.

16 shows a flowchart of the Evidence

Collection Server collecting data in an embodiment of

the present invention.

At step 1710 the Evidence

i0 Collection Server 220 receives from a user an evidence

recovered and val i dat ed.

from




nmessage Fig. 16 shows a flowchart of the Evidence Collection Server
collecting data in an enbodi nent of the present invention. At step 1710 the
Evi dence 10 Col | ection Server 220 receives froma user an evidence - 27
nmessage. The evi dence nessage includes one or nore of the follow ng: Pi,
date/tinme of M, the index I, the address or ID of the sender of M, the
address or ID of the receiver of M, o2 ren the user sends. In an 5

al ternate enbodi nent the evidence nessage is of the format given in either
Figs. 4 or 5. Me533%p- 171bet RE1ABUFAcRBESAESsags lAeS PEesEdr 8 5% Ghe

Evi dence Collection. Server's_database(DB) ipdexed by user _address or |D.

10 Fig. 17 sho eaf#}ihﬁﬁagf bt t t%ﬁgﬁﬁ%dgp | it geriver*hecoveri ng
data in an enbodi nent of he _present invention. At st 1810 t he _Evi dence
Col | ecti on Ser¥&fir2%d PLcéPvis gg?eaﬁgg?rfP nﬁ%hegh%Qfggf?§sF@Eoggr9f8erver

212 t .content 15 N. At_step 1812 the Evid Col | ecti
Server 290 SCHIEREe Tt Lo habhntise Tor M1 Ul tente” rieidte r Batld o M. A

o1P, 1014 e B Genge. Cobl 86t LgR, ervep. 020, 0GR L spests Iy apdhe ueer

arn a cop n vidence 20

Col l ecti S | t L t th Evid l.lect
Server 220 hast &py2 o=l LB BT e TBRIE T dads Sror b TR & 108 4 uses
these copies. dp;q¥gteanothgheenbodi pentibhesFyhdenee £Gallegeld on Server

Collection Server's database (DB) indexed by user
address or 1ID.

10 Fig. 17 shows a flowchart of the Evidence
Collection Server recovering data in an embodiment of
the present invention. At step 1810 the Evidence
Collection Server 220 receives a request from the
Validity Recovery Server 212 to reccver message content

15 M,. At step 1812 the Evidence Collection Server 220
searches its database for an evidence message related
to M;. At step 1814 the Evidence Collection Server 220
then requests from the user who has received M; to

return a copy of M, and the P, to the Evidence

e

20 Ccllection Server. In an alternate embodiment the
Evidence Collection Server 220 has a copy of M, and the
P, already stored in its DB and uses these copies. In
yet another embodiment the Evidence Collection Server
has P, and does a search of the network 210 to recover

25 M,. Next P, is checked to see if the received P, is the
same has the P, in the Evidence Collection Server's

database (step 1816). If P, is in the DB then at step

1818, M, and P, are sent to the Validity Recovery Server



has P. and does a search of the network 210 to recover 25 M. Next Pi is
checked to see if the received Pi is the sanme has the Pi in the Evidence
Col l ection Server's database (step 1816). If Pi is in the DB then at step
1818, M and Pi are sent to the Validity Recovery Server - 28 Fig. 18 shows
a flowhart of the Validity Recovery Server recovering a user signature |og
entry in another enbodi nent of the pres&ht-invention. At step 1910 a user,
for exanple, User -1 214, nmakes a 5 request to the Validity Recovery Server
212 to recover a S|gnatﬁﬁé | 6§ eheip RLIlAwodreey diXhe tEnpoliary variable
"J" is set equal to i. Next at step 1914, a request is nade to the Evidence
Col | ecti on Ser#efoyegy £6ryer ARGOVETINEY P. UReE WﬂQHﬁﬁ%Fﬁ%&ﬁﬂmﬁth%rver 212
10 then verifies the digital signature of Pi usi the procedure given in
Fig. 1 with (HEPI amyypﬁewﬁm?ydpweﬁrta@é the m(rmse(r&t P PrG) . At step 1918
Pi is checked to see_if it has bheen checkpointed. If the answer is yes

then at step 19§@PtﬁgleoﬁsF§?énc§°6feﬁﬁgmﬁ§erQﬁﬁﬁuﬁlﬁ%ﬁﬁHTQKifl% checked

f heck t P, back t t P1 th d

noE e Panarertest ta Phe dadndity %%aoﬁr?eéx’&gerw%? "2 Br i om ced. |

P. is returned to the user at s e% 922. %f % Efger g ste 1918 IS no,

then P is entefed PBEREnpSFaf) 28 Sequehti aHePi q 3WBO5P og entries
t 1924 i d 92 914

(step ) Jvarlabegrege E% 5Q¥ %aﬁs%%P thg@xh bee ?%ec

t hrough 1918 are“repéate f ound p0|nted t he
list, which 'nggﬂgg§tt9§ ﬁQéb”%@ the Evidence Ceollection Server 220

to get and return P;. The Validity Recovery Server 212

10 then verifies the digital signature of P, using the
procedure given in Fig. 1 with (H(P;_,) |H(M;.)) in place
of H{M) (Step to 1916). At step 1918 P, is checked to
see 1f it has been checkpointed. If the answer is yes
then at step 1920 the consistency of the user signature

15 1log is checked from checkpoint Py back to signature log
entry P, using the procedure given in Fig. 8. And if P;
in the user's signature log has not been compromised, P,
is returned to the user at step 19222. 1If the answer of
step 1918 is no, then P, is entered to a temporary

20 sequential list or gqueue of log entries (step 1824), j
is incremented by one (step 1926) and the steps 1914
through 1918 are repeated. Once a P;is found that has
been checkpointed the list, which includes the chained
log entrees, is used in step 1920 to check the

25 consistency of log entrees from P, back to P;.

Fig. 19 shows a flowchart of the Validity

Recovery Server recovering a user message in another

embodiment of the present invention. At step 2010 a



|l og entrees, is used in step 1920 to check the 25 consistency of |og entrees
fromPjback to P1. Fig. 19 shows a flowhart of the Validity Recovery
Server recovering a user nessage in another enbodi nent of the present
invention. At step 2010 a - 29 user, for exanple, User 1 214, nmakes a
request to the Validity Recovery Server 212 to recover nessage contents
M. Next at step 2012, a request is nade2¥o- the Evidence Collection Server
220 to get and return M 5 and associ ated signature log entry P1. At step
2013 the hashusfrMm Py eeambled (oegeli w1M,. Makes ¢ EOMPE Renpitary
variable "jJ" is set equal to "i". At step 2016, a request is nmade to the
Evi dence Col | e¢&idAit8eResPvVEXY §@I§@F‘§ﬂ@ &t HEEPEY Mei%% ep i s ski pped

10 when i =j, as Pi was previous gotten in_step 2012). The Validity
Recovery ServefC2iontRel: ver$?¥%sagh%teﬁlapﬁék §|§ﬁ8?8?5 of PPd§stAg t he

d I f H S
ooty P “Bespeabifnch Yl et T Btleft L) (900
heck t | f .t th t stel 022, .th
the User st gnattfe Foger 6 othacken tw%&liqeei%ownfﬂp. BhoR 68 ePRatire | og
entry Pi usi ggeogr@cedgrgeglyled Fkg l§ 3And f RE&B {ﬁqauser S

Sl ghature Iog as no éen conprom se Ore UI’ ne e user at

step 2024. ?\éﬁ vt rla%tl%p .éQZg | sSeQ:o a0 é(%s W S ent e§eoq.]éé)i 2

t enporary sequen or queu ent tep 20

i ncrement ed by2@ﬂ@,(§t?8q%g%%)1%”%ah@et%;%%% #4ence Collection

Server 220 to get and return P; ( this step is skipped
10 when i = j, as P, was previous gotten in step 2012).
The Validity Recovery Server 212 then verifies the
digital signature of P, using the procedure given in
Fig. 1 with (H(P;_;) lB(M;}) in place of H(M) (Step to
2018). At step 2020, P, is checked to see if it has
15 been checkpointed. 1If the answer is yes then at step
2022, the consistency of the user signature log is
checked from checkpoint P, back to signature log entry
P, using the procedure given in Fig. 8. And if P, in
the user's signature log has not been compromised, M; is
20 returned to the user at step 2024. If the answer of
step 2020 is no, then P; is entered to a temporary
sequential list or queue of log entries (step 2026), j
is incremented by one (step 2028) and the steps 2016
through 2020 are repeated. Once a P;is found that has
25 Dbeen checkpointed the list, which includes the chained
log entrees, 1s used in step 2022 to check the

consistency of log entrees from P, back to P;.

Fig. 20 shows a flowchart of the Validity



t hrough 2020 are repeated. Once a Pi is found that has 25 been checkpoi nted
the list, which includes the chained |og entrees, is used in step 2022 to
check the consistency of log entrees fromPjback to Pi. Fig. 20 shows a
flowchart of the Validity - 30 consistency of |Iog entrees fromPi back to
P,. Fig. 20 shows a flowhart of the Validity Recovery Server recovering
user nessages between two points in tim of another enbodi nent of the

present 5 invention. In this znbodlnent user nessages are in the format of
Fig. 5, where FRRFESFENGYt PhedPInBNFrErd 534™ FaPaie 2050 the user sends a

request to the Validity _Reco Server 0 recqve ssages M between
time tl and time t2. Thet 93I¥§'¥90ﬁéc8v i?wgéﬁgéroflf%fg%ﬁ % aM and

associated P, fromthe §V|dence | ection Server 220 &Fte 2052 q At step
2054, the ValT@fFty*Réc 9§V§rséF98Ve§i§gvHFFHaW@?Sﬂgeﬁs 578 PtOcedure in
Fig. 15. At step g56 th g tFecove %l%hor Evi dence

Col | ecti on Ser@er §Oln1 l P hé ﬁeP Sbgﬁﬁﬁﬁ”} and t 2.

|1 there ig. 2lops: 2082 t9n29§§ts EEFHSESQB%" ek LS < AL S gy d hen,

at step 206 S are sen e user. "Tn-anot her ‘emdodi ment

may be gotten g} thékcplérog‘tnﬁe§¥'@ 598 Ggl | %Hh%@t%%b 1e1£h§%420 step

2052 woul d be a batch requést fo the Evidence ['ection Server

return all M ﬁtbgwﬁegosb gﬂ@ ubér geﬁdgt §p§eagéétara@ 2026 waul g npt be

needed. Al though the above functionality has
Recovery Server 212 to recover messages M; between time

tl and time t2. The Validity Recovery Server 212
10 requests a M; and associated P, from the Evidence
Collection Server 220 {(step 2052). At step 2054, the
Validity Recovery Server 212 validates M; using the
proéedure in Fig. 15. At step 2056 the Validity
Recovery Server 212 or Evidence Collection Server 220,
15 checks if there is another M; between tl and t2. If
there is, steps 2052 to 2056 are repeated. If the
answer is no, then, at step 2060, the Mj's are sent to
the user. 1In another embodiment the M;'s may be gotten
I in a batch from the Evidence Ccllecticn Server. Thus
20 step 2052 would be a batch request tc the Evidence
Collection Server 220 to return all My's between tl and
t2, and steps 2054 and 2056 would not be needed.
Although the above functionality has
generally been described in terms of specific hardware
25 and software, it would be recognized that the invention
has a much broader range of applicability. For
example, the software functionality can be further

combined or even separated. Similarly, the hardware



general ly been described in ternms of specific hardware 25 and software, it
woul d be recogni zed that the invention has a nmuch broader range of
applicability. For exanple, the software functionality can be further

conbi ned or even separated. Simlarly, the hardware - 31 functionality can
be further conmbi ned, or even separated._ The software functionality can be

i npl emented in terns of hardware or a cofbination of hardware and software.

Simlarly, the_hardware. 5 functionality can be_ i.nplenmented in software or a
combi nat 1 on of THATHHAPELAR 567t Gr & TARY In G TIRA: @Y FSFEht combi nat | on

q di Ui o e . q at
o the 10 pr cRGHE TFhoaNt | 0Rar B 5OSE e TR Of THb Shove  teachi ngs.
Therefore, It |goignDe understaod that Wi the Scopg 9. 4, appended
clainms, the inv ion "nmay be practiced otherw se than as specifically

described. - 3.;qWERT LSGOLAKVEDLS: LA iEbiod lishg @ sogmputer., Tor

generating a 'signature l'og conprising a plurality of es, said

method compii stife9BASIALINGLE bl %&nggl%gle%r&terdv 19f Rpidia Al Waldty of 1og

entries, said first log entry conpri a first cryptographic val ue
associated W t B ani hE8E HSEE ABS3@88e and software. Any number of

different combinations can occur depending upon the
application.
Many modifications and variations of the
10 present invention are possible in light o©of the above
teachings. Therefore, it is to be understood that
within the scope of the appended claims, the invention
may be practiced otherwise than as specifically

described.



generating a second log entry of said plurality of log entries, said second
|l og entry conprising a second cryptographic value associated with said
first log entry, a third cryptographic value associated with a second user
nmessage, and a digital signature; and transmtting said second |og entry,
for generating a checkpoint. 2. The nethod of claim1 wherein said digital
signature is formed using infornation_igglyding said second cryptographic
value and said third cryptographic valié. 3. The nethod of claim1 wherein
sai d second_cryptographic value is a hash of said first log entry. 4. The
net hod of 8?%?%&% Gﬁ%?%@% S%id second log entry further conprises a
tinmestanp. 5. A data structure stored in a conputer readable nediumfor

val i dating selecte%_Hﬁgk?ggsiggﬁﬁ(g a%mgg%g£algt9/(ghe%% ggnegsages,
asho T ;

conprising:fa first log entry, erein - g_said first log
entry conprdigRscarsetofdedtash Ohgdaf bistal Uselrmsgagg pfesai d plurality of

user nessages; a third hash of said selected user nessage of said plurality
of user nessdgesethodi ght@atissirgnat ure of said first hash conbined with said
third hash; and an index number i for specifying said digital signature.
generating a first lcg entry of said
plurality of leog entries, said first log entry
comprising a first cryptographic value associated with
a first user message;
generating a second log entyy of said
plurality of log entries, said second log entry
comprising a second cryptographic value associated with
said first log entry, a third cryptographic wvalue
asscciated with a second user message, and a digital
signature; and
transmitting said second log entry, for
generating a checkpoint.
2. The method of claim 1 wherein said digital
signature is formed using information including said
second cryptographic value and said third cryptographic
value.
3. The method of claim 1 wherein said second
cryptographic value is a hash of said first log entry.
4. The method of claim 1 wherein said second
log entry further comprises a timestamp.
5. A data structure stored in a computer readable
medium for validating a selected user message of a

plurality of user messages, comprising:

a first hash of a first log entry, wherein



6. In a conputer system a nethod for validating a elected |log entry by
using a signature log having a plurality of recorded |log entries, said

met hod conprising: conputing a cryptographic value for said selected |og
entry; determining if said cryptographic value is part of a first recorded
|l og entry of said plurality of recorded |og entries; and determ ning

whet her or not checkpointed log entriessis present in said plurality of
recorded log entries. 7. The method of claim®6 wherein said selected |og
entry corresponds to a second recorded log entry of said plurality of

recorded | oghfNtiir@s $6gUEREHRIdMprREkar at Se&HA HalshSber gcoread | og entry.
8. A nethod using a conputer systemfor registering a log entry of a user
by an of fi casdr yessegegnt zedi @ndliunal icenpf isdeng me@izntai ni ng a signature | og
chain by said - 34 officially recognized entity, wherein a first log entry
of said signature | og® dHEi%f itrste|oft é@idosglpredfouserseespadeogfentry of

S gnat ure. | SR ST A S0P SRERT ng T om sard usel & user | og
entry; generating aaCBXBHQQEaB*ﬂ&;ﬁaE@{é’eo@Sssand ated, Wih, said user log
entry; and
combined with said third hash; and
an index number 1 for specifying said digital
signature.
6. In a computer system, a method for validating
a elected log entry by using a signature log having a
plurality of recorded log entries, said method
comprising:
computing a cryptographic value for said
selected log entry;
determining if said cryptographic value is
part of a first recorded log entry of said plurality of
recorded log entries; and
determining whether or not checkpointed log
entries is present in said plurality of recorded log
entries.
7. The method of claim 6 wherein said selected
log entry corresponds to a second recorded log entry of
said plurality of recorded log entries sequentially
priocr to said first recorded log entry.
8. A method using a computer system for
registering a log entry of a user by an officially
recognized entity, comprising:

maintaining a signature log chain by said



generating a third log entry of said signature |og chain, wherein said
third log entry conprises said cryptographic value. 9. The nethod of claim
8 wherein said officially recognized entity is a notary.

- 34 -

officially recognized entity, wherein a first log entry
of said signature log chain is related to a previous
second log entry of said signature log chain, and
wherein a selected log entry of said signature log chain
is published;

receiving from said user a user log entry;

generating a cryptographic value associated
with said user log entry; and

generating a third log entry of said
signature log chain, wherein said third log entry
comprises said cryptographic value.
9. The method of claim 8 wherein said

officially recognized entity is a notary.



