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An IAB node determines a dual connectivity type based on a 
communication standard supported by a master base station, 

a communication standard supported by a secondary base 
station, and a communication standard supported by a core 

network

When the dual connectivity type is NE-DC, NR-DC, or 
NGEN-DC, the IAB node generates KIAB based on a master 

base station key

S201

S202
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S415: Determine a dual 
connectivity type

S416: When the dual connectivity 
type is NE-DC, NR-DC, or 

NGEN-DC, generate KIAB based 
on the master base station key, 

the IP address of the IAB donor, 
and the IP address of the IAB 

node

S411: Second IP 
address notification 
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(IP address of the 

IAB node)

S412: SN key request 
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S413: Generate KIAB based on a master 
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S414: SN key 
response message

(KIAB)

S417: The first device and the second access network device 
establish a secure tunnel by using KIAB
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An IAB node determines a dual connectivity type based on 
a communication standard supported by a master base 

station, a communication standard supported by a 
secondary base station, and a communication standard 

supported by a core network

When the dual connectivity type is NE-DC, NR-DC, or 
NGEN-DC, the IAB node generates KIAB based on a 

secondary base station key

S801

S802
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First device
(IAB node)

S905: SN addition/
modification request 

message

S906: SN addition/
modification request 

ACK message
S907: RRC 

reconfiguration message

S909: SN reconfiguration 
complete message

First access 
network device

Second access 
network device

(IAB donor)

S902: Determine that the first device is an 
IAB node

S901: The first device registers with a network by using the 
first access network device

S903: When a secondary base station needs to 
be selected for the first device, determine 

whether the first access network device has an 
IAB donor function

S904: When the first access network device 
does not have the IAB donor function, select 
a second access network device having the 
IAB donor function as the secondary base 

station of the first device

Second 
device

S908: RRC 
reconfiguration 

complete message

S912: Second IP address 
notification message

(IP address of the IAB 
donor)

S913: Determine a dual 
connectivity type

S915: The first device and the second access network device establish a 
secure tunnel by using KIAB

S910: Generate KIAB based on a secondary 
base station key, an IP address of the IAB 
donor, and an IP address of the IAB node

S911: First IP address 
notification message

(IP address of the IAB 
node)

S914: When the dual connectivity 
type is NE-DC, NR-DC, or 

NGEN-DC, generate KIAB based 
on the secondary base station key, 
the IP address of the IAB donor, 

and the IP address of the IAB node
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First device
(IAB node)

S1006: SN addition/
modification request 

message

S1007: SN addition/
modification request 

ACK message
S1008: RRC 

reconfiguration message

S1010: SN 
reconfiguration 

complete message

First access 
network device

Second access 
network device

(IAB donor)

S1002: Determine that the first device is an 
IAB node

S1001: The first device registers with a network 
by using the first access network device

S1003: When a secondary base station needs 
to be selected for the first device, determine 

whether the first access network device has an 
IAB donor function

S1004: When the first access network device 
does not have the IAB donor function, select 
a second access network device having the 
IAB donor function as the secondary base 

station of the first device

Second 
device

S1009: RRC 
reconfiguration 

complete message

S1005: Second IP 
address notification 

message
(IP address of the IAB 

donor and IP address of 
the IAB node)

S1013: Determine a dual 
connectivity type

S1015: The first device and the second access network device establish 
a secure tunnel by using KIAB

S1012: Generate KIAB based on a secondary 
base station key, the IP address of the IAB 
donor, and the IP address of the IAB node

S1011: Second IP 
address notification 

message
(IP address of the IAB 

node)

S1014: When the dual 
connectivity type is NE-DC, NR-
DC, or NGEN-DC, generate KIAB 

based on the secondary base 
station key, the IP address of the 
IAB donor, and the IP address of 

the IAB node
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First device
(IAB node)

S1106: SN addition/
modification request 

message

S1107: SN addition/
modification request 

ACK message

S1108: RRC 
reconfiguration message
(IP address of the IAB 

node)

S1110: SN 
reconfiguration 

complete message

First access 
network device

(IAB donor)

Third access 
network device

S1102: Determine that the first device is an 
IAB node

S1101: The first device registers with a network by 
using the first access network device

S1105: Select a third access network device 
as a secondary base station of the first device

Second 
device

S1111: Generate KIAB based on a secondary 
base station key, the IP address of the IAB 
donor, and the IP address of the IAB node

S1109: RRC 
reconfiguration 

complete message

S1112: Determine a dual 
connectivity type

S1114: The first device and the first access network device 
establish a secure tunnel by using KIAB

S1103: When the first 
access network device 

has an IAB donor 
function, send a 

notification message

S1104: IP address 
notification message

(IP address of the IAB 
donor)

S1113: When the dual 
connectivity type is NE-
DC, NR-DC, or NGEN-
DC, generate KIAB based 

on the secondary base 
station key, the IP address 
of the IAB donor, and the 

IP address of the IAB node
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First device
(IAB node)

S1206: SN addition/
modification request 

message

S1207: SN addition/
modification request 

ACK messageS1208: RRC 
reconfiguration message

S1210: SN 
reconfiguration 

complete message

First access 
network device

(IAB donor)

Third access 
network device

S1202: Determine that the first device is an 
IAB node

S1201: The first device registers with a network by 
using the first access network device

S1205: Select a third access network device 
as a secondary base station of the first device

Second 
device

S1212: Generate KIAB based on a  secondary 
base station key, the IP address of the IAB 
donor, and the IP address of the IAB node

S1209: RRC 
reconfiguration complete 

message

S1213: Determine a dual 
connectivity type

S1215: The first device and the first access network device 
establish a secure tunnel by using KIAB

S1203: When the first 
access network device 

has an IAB donor 
function, send a 

notification message

S1204: First IP address 
notification message

(IP address of the IAB 
donor and IP address of 

the IAB node)

S1211: Second IP address 
notification message

(IP address of the IAB 
node)

S1214: When the dual 
connectivity type is NE-DC, 

NR-DC, or NGEN-DC, generate 
KIAB based on the secondary 

base station key, the IP address 
of the IAB donor, and the IP 

address of the IAB node
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An IAB node learns that a master base 
station or a secondary base station is an 

IAB donor

When the master base station is an IAB 
donor, the IAB node generates KIAB based 

on a master base station key

When the secondary base station is an IAB 
donor, the IAB node generates KIAB based 

on a secondary base station key

S1301

S1302

S1303
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A first access network device 
determines that a first device that 
registers with a network by using 
the first access network device is 

an IAB node

When the first access network 
device does not have the IAB 

donor function, the first access 
network device selects a second 

access network device having the 
IAB donor function as the 

secondary base station of the first 
device

The first access network device 
sends a secondary base station 
configuration message to the 
second access network device

The second access network device 
generates KIAB1 based on a 
secondary base station key

When the first access network 
device has the IAB donor 

function, the first access network 
device selects a third access 

network device as the secondary 
base station of the first device

The first access network device 
generates KIAB2 based on a master 

base station key

No
Yes

S1401

S1402

S1403

S1406

S1404

S1405

S1407

When a 
secondary base station

needs to be selected for the first 
device, the first access network device 

determines whether the first access 
network device has an IAB 

donor function
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First device
(IAB node)

S1505: SN addition/
modification request 

message

S1506: SN addition/
modification request 

ACK message
(fifth indication 

information)

S1507: RRC 
reconfiguration message

(fifth indication 
information)

S1509: SN 
reconfiguration 

complete message

First access 
network device

Second access 
network device

(IAB donor)

S1502: Determine that the first device is an 
IAB node

S1501: The first device registers with a network 
by using the first access network device

S1503: When a secondary base station needs 
to be selected for the first device, determine 

whether the first access network device has an 
IAB donor function

S1504: When the first access network device 
does not have the IAB donor function, select 
a second access network device having the 
IAB donor function as the secondary base 

station of the first device

Second 
device

S1508: RRC 
reconfiguration 

complete message

S1512: Second IP address 
notification message

(IP address of the IAB 
donor)

S1515: The first device and the second access network device establish 
a secure tunnel by using KIAB

S1510: Generate KIAB based on a secondary 
base station key, an IP address of the IAB 
donor, and an IP address of the IAB node

S1511: First IP address 
notification message

(IP address of the IAB 
node)

S1513: Learn that the second access 
network device is an IAB donor

S1514: Generate KIAB based on the 
secondary base station key, the IP 

address of the IAB donor, and the IP 
address of the IAB node
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First device
(IAB node)

S1606: SN addition/
modification request 

message

S1607: SN addition/
modification request 

ACK message
(fifth indication 

information)

S1608: RRC 
reconfiguration 

message
(fifth indication 

information)

S1610: SN 
reconfiguration 

complete message

First access 
network 
device

Second access 
network device

(IAB donor)

S1602: Determine that the first device is an 
IAB node

S1601: The first device registers with a network by using 
the first access network device

S1603: When a secondary base station needs 
to be selected for the first device, determine 
whether the first access network device has 

an IAB donor function

S1604: When the first access network device 
does not have the IAB donor function, select 
a second access network device having the 
IAB donor function as the secondary base 

station of the first device

Second 
device

S1609: RRC 
reconfiguration 

complete message

S1605: Second IP 
address notification 

message
(IP address of the IAB 
donor and IP address 

of the IAB node)

S1613: Learn that the second access 
network device is an IAB donor

S1612: Generate KIAB based on a secondary 
base station key, the IP address of the IAB 
donor, and the IP address of the IAB node

S1611: Second IP 
address notification 

message
(IP address of the 

IAB node)

S1614: Generate KIAB based on 
the secondary base station key, the 
IP address of the IAB donor, and 
the IP address of the IAB node

S1615: The first device and the second access network device 
establish a secure tunnel by using KIAB
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First device
(IAB node)

S1706: SN addition/
modification request 

message

S1707: SN addition/
modification request 

ACK message

S1708: RRC 
reconfiguration 

message
(IP address of the IAB 

node and fourth 
indication information)

S1710: SN 
reconfiguration 

complete message

First access 
network device

(IAB donor)

Third access 
network 
device

S1702: Determine that the first device is an 
IAB node

S1701: The first device registers with a network 
by using the first access network device

S1705: Select a third access network device 
as a secondary base station of the first device

Second 
device

S1711: Generate KIAB based on a master base 
station key, the IP address of the IAB donor, 

and the IP address of the IAB node

S1709: RRC 
reconfiguration 

complete message

S1712: Learn that the first access 
network device is an IAB donor

S1713: Generate KIAB based on 
the master base station key, the 

IP address of the IAB donor, and 
the IP address of the IAB node

S1714: The first device and the first access network 
device establish a secure tunnel by using KIAB

S1703: When the first 
access network device 

has an IAB donor 
function, send a 

notification message

S1704: IP address 
notification message

(IP address of the IAB 
donor)
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First device
(IAB node)

S1806: SN addition/
modification request 

message

S1807: SN addition/
modification request 

ACK message

S1808: RRC 
reconfiguration 

message
(fourth indication 

information)

S1810: SN 
reconfiguration 

complete message

First access 
network device

(IAB donor)

Third access 
network 
device

S1802: Determine that the first device is an 
IAB node

S1801: The first device registers with a network 
by using the first access network device

S1805: Select a third access network device 
as a secondary base station of the first device

Second 
device

S1812: Generate KIAB based on a master base 
station key, the IP address of the IAB donor, 

and the IP address of the IAB node

S1809: RRC 
reconfiguration 

complete message

S1813: Learn that the first access 
network device is an IAB donor

S1814: Generate KIAB based on the 
master base station key, the IP 

address of the IAB donor, and the 
IP address of the IAB node

S1815: The first device and the first access network 
device establish a secure tunnel by using KIAB

S1803: When the first 
access network device 

has an IAB donor 
function, send a 

notification message

S1804: First IP address 
notification message

(IP address of the IAB 
donor and IP address 

of the IAB node)

S1811: Second IP 
address notification 

message
(IP address of the IAB 

node)
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