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An IAB node determines a dual connectivity type based on a
communication standard supported by a master base station, / S201
a communication standard supported by a secondary base
station, and a communication standard supported by a core
network

When the dual connectivity type is NE-DC, NR-DC, or / 5202
NGEN-DC, the IAB node generates K;,5 based on a master
base station key

FIG. 11



First device
(IAB node)

10/28

First access
network device

Second access
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S301: The first device registers with a network
by using the first access network device

S302: Determine that the first device is an

IAB node

S303: When a secondary base station
needs to be selected for the first device,
determine whether the first access network
device has an IAB donor function

S304: When the first access network
device does not have the IAB donor
function, select a second access network
device having the IAB donor function as
the secondary base station of the first
device

S305: SN addition/
modification request
message
(first indication

TO FIG. 12B

information and second
indication information)

[

)
-

S306: SN addition/
modification request
ACK message
(IP address of the IAB
donor and IP address
of the IAB node)

P

TO FIG. 12B

FIG. 12A
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TO FIG. 12B

Second
device

TO FIG. 12B
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base station key, the IP address of the IAB
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connectivity type

S313: When the dual connectivity
type is NE-DC, NR-DC, or
NGEN-DC, generate K;p based
on the master base station key,
the IP address of the IAB donor,
and the IP address of the [AB
node

S314: The first device and the second access network device
establish a secure tunnel by using Kjap
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First access
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Second access
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(IAB donor)

S401: The first device registers with a network
by using the first access network device

S402: Determine that the first device is an
IAB node

S403: When a secondary base station
needs to be selected for the first device,
determine whether the first access network
device has an IAB donor function

S404: When the first access network
device does not have the IAB donor
function, select a second access network
device having the IAB donor function as
the secondary base station of the first

Second
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S405: First IP address

device notification message
(IP address of the IAB
donor and IP address
B of the IAB node)
S406: SN addition/
modification request
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(first indication
information and second
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S407: SN addition/
S408: RRC modification request
reconfiguration ACK message
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reconfiguration S410: SN
complete message reconfiguration
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address notification
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IAB node) _
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S413: Generate K, based on a master
base station key, the IP address of the IAB
donor, and the IP address of the IAB node

S414: SN key
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Y

S415: Determine a dual
connectivity type

S416: When the dual connectivity
type is NE-DC, NR-DC, or
NGEN-DC, generate K;5p based
on the master base station key,
the IP address of the IAB donor,
and the IP address of the IAB
node

S417: The first device and the second access network device
establish a secure tunnel by using Kjp
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An IAB node determines a dual connectivity type based on
a communication standard supported by a master base
station, a communication standard supported by a
secondary base station, and a communication standard
supported by a core network

$801
/

When the dual connectivity type is NE-DC, NR-DC, or
NGEN-DC, the IAB node generates K; 5 based on a
secondary base station key

$802
/

FIG. 17
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(R oyiee First access e s
(IAB node) network device (IAB donor)

Second
device

I I
S901: The first device registers with a network by using the
first access network device

S902: Determine thai: the first device is an
IAB node

S903: When a secondary base station needs to
be selected for the first device, determine
whether the first access network device has an
IAB donor function

S904: When the first access network device
does not have the IAB donor function, select
a second access network device having the
IAB donor function as the secondary base
station of the first device

S905: SN addition/
modification request

message _
$906: SN addition/
S907: RRC modification request
reconfiguration message | o A CK message
~ S908:RRC
reconfiguration S909: SN reconfiguration

complete message complete message

|

S910: Generate K;,p based on a secondary
base station key, an IP address of the [AB
donor, and an IP address of the IAB node

S911: First IP address
notification message

node)

donor)

AA

S912: Second IP address

notification message
(IPaddress of the IAB (IP address of the IAB

S913: Determine a dual
connectivity type

S914: When the dual connectivity
type is NE-DC, NR-DC, or
NGEN-DC, generate K;,5 based
on the secondary base station key,
the IP address of the IAB donor,
and the IP address of the IAB node

S915: The first device and the second access network device establish a
secure tunnel by using Kjap
[

FIG. 18
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First device First access
(IAB node) network device

Second access
network device
(IAB donor)

Second
device

S1001: The first device registers with a network

by using the first access network

device

I
S1002: Determine that the first device is an
IAB node

S1003: When a secondary base station needs
to be selected for the first device, determine
whether the first access network device has an
IAB donor function
I

IAB donor function as

S1004: When the first access network device
does not have the IAB donor function, select

a second access network device having the message
the sec ondary base (IP address of the JAB

station of the first device donor and IP address of

the IAB node)

S1005: Second IP
address notification

A

S1006: SN addition/

modification request
message _

S1007: SN addition/
modification request

address notification

>1008: RRC ACK message
‘reconfiguration message|-
~ S1009: RRC
reconfiguration
complete message S1010: SN
S1011: Second IP reconfiguration

complete message

message
(IP address of the IAB
node)

-

[

S1013: Determine a dual
connectivity type

I
S1014: When the dual
connectivity type is NE-DC, NR-
DC, or NGEN-DC, generate K;xp
based on the secondary base
station key, the IP address of the
IAB donor, and the IP address of

the IAB node
I

S1012: Generate K25 based on a secondary
base station key, the IP address of the IAB
donor, and the IP address of the IAB node

S1015: The first device and the second access network device establish
a secure tunnel by using Kjap
T

FIG. 19
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First access
network device
(IAB donor)

Second
device

Third access
network device

S1101: The first device registers with a network by
using the first access network device

S1103: When the first
access network device

S1102: Determine that the first device is an

IAB node

has an IAB donor
function, send a
notification message

S1104: IP address
notification message
(IP address of the IAB
donor)

A

S1105: Select a third access network device
as a secondary base station of the first device

S1108: RRC
reconfiguration message
(IP address of the IAB

message

S1106: SN addition/
modification request

S1107: SN addition/
modification request

node) < ACK message
S1109: RRC )
reconfiguration S1 lfl 0: SI;I
complete message reconliguration
> complete message

|

S1111: Generate K;5p based on a secondary
base station key, the IP address of the IAB
donor, and the IP address of the IAB node

S1112: Determine a dual
connectivity type

S1113: When the dual
connectivity type is NE-
DC, NR-DC, or NGEN-
DC, generate K;5p based

on the secondary base

station key, the IP address
of the IAB donor, and the
IP address of the IAB node

S1114: The first device and the first access network device

establish a secure tunnel by using Kjp

FIG. 20
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First device
(IAB node)

First access
network device

Third access
network device

(IAB donor)
I

S1201: The first device registers with a network by
using the first access network device

I
S1202: Determine that the first device is an

IAB node

Second
device

S1203: When the first
access network device
has an IAB donor
function, send a
notification message

S1204: First IP address
notification message
(IP address of the IAB
donor and IP address of
the IAB node)

S1205: Select a third access network device
as a secondary base station of the first device

reconfiguration message [

message

S1206: SN addition/
modification request

S1207: SN addition/
modification request
81208 RRC ACK message

reconfiguration complete

S1209: RRC S1210: SN

message

S1211: Second IP addresg
notification message
(IP address of the IAB

reconfiguration
> complete message

node)

|

S1212: Generate K25 based on a secondary
base station key, the IP address of the IAB
donor, and the IP address of the IAB node

S1213: Determine a dual

connectivity type
I

S1214: When the dual
connectivity type is NE-DC,
NR-DC, or NGEN-DC, generate
Kiap based on the secondary
base station key, the IP address
of the IAB donor, and the IP
address of the IAB node

S1215: The first device and the first access network device

establish a secure tunnel by using Kjp

|
FIG. 21
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An IAB node learns that a master base
station or a secondary base station is an
IAB donor

A/

When the master base station is an IAB
donor, the IAB node generates K;,p based
on a master base station key

When the secondary base station is an [AB
donor, the IAB node generates K;,p based
on a secondary base station key

FIG. 22



A first access network device
determines that a first device that
registers with a network by using
the first access network device is

an IAB node

secondary base station
needs to be selected for the first

device, the first access network device
determines whether the first access

network device has an IAB
donor function

S1402

Yes
Y

When the first access network
device does not have the IAB
donor function, the first access
network device selects a second
access network device having the
IAB donor function as the
secondary base station of the first
device

When the first access network
device has the IAB donor
function, the first access network
device selects a third access
network device as the secondary
base station of the first device

!

Y

The first access network device
sends a secondary base station
configuration message to the
second access network device

The first access network device
generates K;,p, based on a master
base station key

Y

The second access network device
generates Kj,p; based on a
secondary base station key
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TR ovice First access s
(IAB node) network device
(IAB donor)

S1501: The first device registers with a network
by using the first access network device

S1502: Determine the;t the first device is an
IAB node

S1503: When a secondary base station needs
to be selected for the first device, determine
whether the first access network device has an
IAB donor function

S1504: When the first access network device
does not have the IAB donor function, select
a second access network device having the
IAB donor function as the secondary base
station of the first device

S1505: SN addition/
modification request
message

Second
device

S1506: SN addition/

|

S1507: RRC modification request
reconfiguration message ACK message
(fifth indication (fifth indication
information) < information)
S1508: RRC S1509: SN
reconfiguration reconfiguration
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network device is an IAB donor

S1713: Generate K 55 based on
the master base station key, the
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S1714: The first device and the first access network
device establish a secure tunnel by using K;xp
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S1815: The first device and the first access network
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FIG. 27




28/28

re

| Storage module [/

-ST -

module

module

FIG. 28

103

Processing | ~ 101

Communication| ~ 102

/ 204

/ 201

/ 202

Processor

Communication
interface

|

Y

A

Bus

Memory

\ 203

FIG. 29




