Title:

TRUSTED PERI PHERAL MECHANI SM

(12) INTERNATIONAL APPLICATION PUBLISHED UNDER THE PATENT COOPERATION TREATY (PCT)

(19) World Intellectual Property
Organization
Intemaltional Burcau

(43) International Publication Date
20 January 2005 (20.01.2005)

(10) International Publication Number

WO 2005/006159 A1l

(51) International Patent Classitication”: GOGF 1/00, 21/00

(21) International Application Nunber:

PCT/US2004/019254

(22) International Filing Date: 16 June 2004 (16.06.2004)

(25) Filing Lunguage: English

(26) Publication Language: English
(30) Priority Data:

10/609,508 30 June 2003 (30.06.2003) US

WO 2005/006159 A1

(71) Applicant (for all designated Siates except US); INTEL
CORPORATION [US/US]); 2200 Mission College Boule-
vard, Santa Clara, CA 95052 (US).

(72) Inventor: POISNER, David; 205 Penry Square, Folsom,
CA 95630 (US).

(74) Agent: VINCENT, Lester, J).; Blakely, Sokoloff, Taylor
& Zafman, 12400 Wilshire Boulevard, 7th Floor, Los An-
geles, CA 90025 (US).

Designated States (unless otherwise indicated, for every
kind of national protection available): AE, AG, AL, AM,
AT, AU, AZ, BA, BB, BG, BR, BW, BY, BZ, CA, CH, CN,
CO, CR, CU, CZ, DE, DK, DM, DZ, EC, EE, EG, ES, FI,
GB, GD, GE, GH, GM, HR, HU, D, IL, IN, IS, JP, KE,
KG, KP, KR, KZ, LC, LK, LR, LS, LT, LU, LV, MA, MD,
MG, MK, MN, MW, MX, MZ, NA, NI, NO, NZ, OM, PG,
PH, PL, PT, RO, RU, SC, SD, SE, SG, SK, SL., SY, TJ, TM,
TN, TR, TT, TZ, UA, UG, US, UZ, VC, VN, YU, ZA, ZM,
ZwW.

(81)

Designaled States (urless otherwise indicated, for every
kind of regional protection available): ARIPO (BW, GH,
GM, KE, LS, MW, MZ, NA, SD, SL, SZ, TZ, UG, ZM,
ZW), Burasian (AM, AZ, BY, KG, KZ, MD, RU, TJ, TM),
European (AT, BE, BG, CH, CY, CZ, DE, DK, EL, ES, FI,

[Continued on next page]

(84)

(54) Title: TRUSTLD PERIPHERAL MECHANISM

(57) Abstract:  According to one embodiment,

computer system is disclosed. The computer system
160 includes a central processing unit (CPU), and a
\\ cru chipset coupled to the CPU including protected
- 102 registers and a host controller. The computer system
o also includes a bus coupled to the host controller and
o a peripheral device coupled the bus. Trusted software
{1 Wemory Main accesses the prolected registers to transmit encrypled
; — c‘"'""'ﬁ’l ™ Memory data between the host controller and the peripheral
i Do s device upon startup of the computer system to verily
i h:‘:;;.] MO [ that the peripheral device is trustworthy.
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Abstract: According to one enbodi ment, conputer
systemis disclosed. The conputer system i ncl udes a
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