‘Met hod. for a cardhol der to request fulfillment of an obligation associated
with the card and for the issuer-:to acknow edge this obligation Technical
Field The invention relates to verification of information nedia of
card-type with which an issuer's obligations are associ ated, and nore
particularly to the nethods for a cardholder to request fulfillnment of an
obl i gaMashod fmor candbalderith redqueest fulfillaveait bHan bhigatimuassotiatalwithvhedged t hi s
obligation. The inventiqn can be usqu%?r el lin oods and services, in
lotteries, in bankiﬂBdSWH P ISSHEE tp ge ‘YW&%?@E§° B4R ot her areas.
Background Art 10 The net hod of selling goods and services with the help of
prepaid cards is well known in the business practice. The essence of this
method is that the issuer issuesTepgficstlFieRr ds, associates with each of
them an obligation of his and distributes the cards anong cardhol ders. At
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associated wth them and perforns actions related to verification of the
cards and acknow edgnent of the obligations. In practice, the issuer may
del egate part of his functionsBackeramddrie related to verification of
‘the cards, to other entities- Mreover, the issuer can cam out sone
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convenient for the cardholder if |lie could request the issuer to fulfil
t he acquiring the issuer's obligations via acquiring a card can be anonymous.
By a card is meant any suitable material medium with which the issuer’s obligation is
associated.
By an issuer of a card is meant an entity which issues cards, bears the responsibility for
) 20 the obligations associated with them, and performs actions related to verification of the cards
and acknowiedgment of the obligations. In practice, the issuer may delegate part of his
functions, for example, related to verification of the cards, to other entities. Moreover, the
issuer can carry out some auxiliary actions itself or entrust their execution to other entities.
Such auxiliary actions may include, for example, manufacturing the cards, distribution of cards
25 among cardholders, fulfillment of the acknowledged obligations, etc.
A bank issuing one-time cards (bills) is an example of the issuer. Associated with each

card 1s an obligation of the bank to deposit a certain sum of money in the account indicated by

the cardholder. A lottery selling game tickets to the players is another example of the issuer.



-obligation associated with the card wi thout producing the card to the
issuer or to his 5 representative. In this case the cardhol der could
interact with the issuer renotely via electronic neans of conmunicati on.
For exanple, the holder of a one-tine bank card could request, without

Vi si t i Agotiardbaitikeachhitket I8 @nobightish cfthe dotesdy tdgive aiclptige Wepbsithedeka ihhe
account indicated by the cardholder- Simlarly, the Eolder of a W nning
ti cketthe gpg9/ing watching the lottery drawing on TV, could imediately

request, wtho | eavi ng_t ont or. of .his h 10, that the, pki e

el ver ed T S4RHb b S der: 1r T kOhGaRt i oo illepyie el hyff B8,
deposighfigatidh RkscheddK vade M icard twithdulprodiedily e Ratd kOrthé N8sies Ssteho tipshave
the possibility of a renote interaction with the cardholder, since this

r edfic eepresentdtvadinethisanase therpaedhodddr epuldanterash anbethe fissuérf iepetelnnth electronic

SeCTRAL TR SRS, oo IR 0 R0 B i

of fi celitat Mg Ble Bé’rﬂ&thﬁthﬁlecﬁlrn‘ijﬁncﬂ.bﬁfzdi IoRUhE Chard He OHASTRRN 1D UK ab&at!

outlets, could serve as a channel of delivering noney in the clients’
accoumdicat@e byrtbe featdholder.nSindlarybthagboldenof & heinngguscketuwho ds kvatollingghe i t

i.e., he st .make re hat the received.request. for fulfillnent of the
obl | latiesh dripegny T Yeaetd FIMREIALY St &1'_%0@@;%&8 ithmggm s Gpme,
caﬁ@p@ﬁa@%e Pizk PURTVelel! bl t'hler%m'es@;i]mﬁ@at&?!b Ut BN S IRE it sk Wet%l'r' fe card

and for the'issuer to acknow edge this obligation, which nethod ows a
r enot deposited achis banbe¢osestn t he car dhol der and the i ssuer. The net hod

consists _i.n perform.n he f.ol | ow st eps: ..( t he cardhol der reads. the
identifief @ %ﬁ&e@aﬁﬁaﬁa 8% %ﬁﬂgfett@e gwtﬁ@&f@ IO ISR By Wh3ne
ful fiLhaRiilderf sihdie 1ab! alel %eﬁ?e%ﬁcé@eﬁ&s%éehe& R6r GRdifteniMileChr b?ﬁléé%sfuildnem

includes the identifier of the card and directions specifying fulfi
of t hecdoswyaeying iobhstgmtirenand ypante thes baserofvmtértiab sondvmerabf diie goods sink

card using the i.dentifier and directions presented by the cardhol der,

T Sty et oy ahe 1, ol o P iR Infelrel hau i G o Shianed

| ssueghrgith nédl8hnih ferkif SudGk "ML IESE 290 abhhaadd Qlivesse g dnWht Riithe card
and specitied by directions 30 different fromthe presented ones; (3) the
i ssueaccaoltsowl edges the obligation corresponding to the obligation

cesoct oL ot b i o1 RO 5SRO ST SR e T oL u auel
$ gir fgﬁpggtrggwégf;ée?@?fdrfﬂ;ﬂnln%t bhtheGMligatiBist 10¥ifiAglcand the attenpts to
20 Well-known is a conventional method for a cardholder to request fulfillment of an
obligation associated with the card and for the issuer to acknowledge this obligation, which
method allows a remote interaction between the cardholder and the issuer. The method consists
} in performing the following steps:
(1) the cardholder reads the identifier from the card and presents to the issuer a request for
25 fulfillment of the obligation associated with the card, which request includes the identifier
of the card and directions specifying fulfillment of the issuer's obligation;

(2) the issuer verifies the validity of the card using the identifier and directions presented by the
cardholder, i.e., he checks that a card with such an identifier has actually been issued and
that he has acknowledged no obligation associated with the card and specified by directions

30 different from the presented ones;

(3) the issuer acknowledges the obligation corresponding to the obligation associated with the

card and the cardholder's directions.



must 'be unfeasible to nodify (counterfeit) the identifier so that the
nodi fied identifier would coincide with the identifier of another issued
card. In practical inplenentations the card 5 identifier is often
represented as a pair consisting of the card nunber and password. In
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cardhol der a signed receipt stating 20 acknow edgnent gat1 on.
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20 acknowledgment of the obligation..
To prevent a third party from undetectably reading the identifier from the card while fhe
card is on its way from the issuer to the cardholder, the identifier is usually concealed, at least
) partly, by a masking device (the concealed part of the identifier can be called the password of
the card, and the open part of the identifier can be called the number of the card). The masking
25 device is a means to temporarily conceal certain data connected with the card such as the card
identifier. The masking device has two states: open and closed, and it must possess the
following properties:
(1) It 1s practically impossible to read or modify the data concealed by the masking device if
the masking device is in the closed state.
30 (2) It is practically impossible to switch the masking device from the open state to the closed

one.

(3) It is easy to determine in which state the masking device is: in the open or closed one.



~masking device). (5) It is easy to read the data. conceal ed by the masking
device if the masking device is in the open state 5 't'here are many
various types of nasking devices which are particularly often used for
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cardholder may choose new directions and request the issuer to fulfill the obligation associated

with the card already used earlier. In this case the issuer is unable to prove to the third party

that the card is reused. On the other hand, an unscrupulous issuer may refuse to acknowledge
and fulfill his obligation, claiming that he has already fulfilled the obligation associated with
25 the given card and specified by some other directions. In this case the cardholder will be unable
to prove to the third party that the card was not used earlier by anybody. This drawback is due
to the fact that after the completion of the session of the method neither the cardholder, nor the
issuer retains any data which they could not have formed without assistance of the opposite
party and which could serve as a proof in the dispute resolution. Furthermore, if the issuer has
30 refused to acknowledge his obligation associated with the card, then after the completion of the

session of the method the cardholder remains with the card in the same state in which it would



ddentifier if it is used to tenporarily conceal the identifier of the card.
The consequence of this drawback is that a mal function of equi pnent and
comuni cation channels, as well as just human errors, may |lead to the
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i ntercepted by cheaters. 25 The essence of the nethod according to the
present invention is as foll odklscldheeiofInemtioasues cards, each of which has
an identifier and the corresponding verifier, the latter being conceal ed,
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20 strictly within the framework of the method.
Another object of the present invention is to weaken negative consequences of
) malfunctions in the equipment and communication channels, as well as of human errors.

Yet another object of the present invention is to prevent an unauthorized use of a card in

those cases when the identifier of the card turns out to be intercepted by cheaters.
25 The essence of the method according to the present invention is as follows.

The issuer issues cards, each of which has an identifier and the corresponding verifier, the
latter being concealed, at least partially, by a masking device. Additional data corresponding to
the identifier of the card are called the verifier of the card. The rule of the correspondence
between the verifier and identifier of the card must be such that for a party other than the issuer,

30 it would be practically impossible to derive the comresponding verifier from the identifier

provided that party did not know in advance which verifier corresponds to the given identifier.



-card verifier w thout opening the masking device concealing the verifier.
Wth each card one associates an obligation of the issuer, for exanple, by
way of inform ng potential cardhol ders, by putting suitable inscriptions
on the card, and by other 5 generally accepted nethods. After that, the
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20 (4) the issuer checks that the verifier presented by the cardholder corresponds to the identifier
presented by the cardholder;
(5) the issuer acknowledges the obligation corresponding to the obligation associated with the
card and the cardholder's directions.

To avoid mutual influence between different sessions of the described procedure, the

25 1issuer must not proceed to step 2 as long as step 2 is being executed in another session of the
procedure described.

Steps 2—4 in the present method correspond to step2 in the conventional method
(verifying the validity of the card using the identifier and directions presented by the
cardholder) and replace it.

30 The issuer's reply must bind the presented identifier and directions in such a way that it is
practically tmpossible to find an identifier corresponding to an issued card and some directions

which, in the aggregate, are different from the identifier and the directions presented, but are



;al so '‘bound by this reply (under the condition that the identifier presented
al so corresponds to an issued card). For exanple, the reply nmay coi ncide
with the cardhol der's request. In another variant, the reply can be a
concatenation of the directions and that part of the identifier which
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fulti iLl&hrL?irllltg aozlispute, the cardholder must produce either a card with closed masking device of
the verifier or a card and the issuer's signature on his reply binding the identifier of that card
’ and directions specifying fulfillment of the obligation. In the first case the issuer takes the card
from the cardholder and acknowledges the obligation associated with the card and specified by
25 the directions presented by the cardholder in the dispute resolution procedure. In the second
case the issuer makes sure that the masking device of the verifier is open, and if it is closed,
then the cardholder must open it. After that, the issuer acknowledges the obligation associated
with the card and specified by the directions, which directions were bound to the identifier of
the presented card by the signed reply of the issuer.
30 In the second variant of a dispute, where a cardholder produces the card and the issuer's

signature on his reply binding the identifier of the card and directions specifying fulfillment of

the obligation, another dispute resolution procedure is also possible. This dispute resolution



the obligation, another dispute resolution procedure is also possible. This
di spute resolution procedure runs as follows. The issuer checks that he has
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request to fulfil the obligation associated with the card, the issuer will discover that he has
j 25 already issued a signed reply binding the identifier of the card and directions different from the
‘ directions presented, and he will interrupt the procedure of requesting fulfillment and
acknowledging an obligation. Such a situation can be settled in the dispute resolution
procedure. This also means that it is desirable to protect the identifier of the card.
In order to preclude the possibility of guessing the identifier of the card, the set of
30 identifiers of all issued cards must be such that any party distinct from the issuer could not
determine the identifier of an issued card otherwise than by reading it from the card (even if in
their possession are all the other cards). In this case, a malefactor is unable to “guess” the
identifier of an unused card even if he will collect a large number of used and thrown-out cards.
Practically, this means that the set of identifiers of all issued cards must constitute a negligible
35 fraction of all possible tdentifiers and the identifiers of the issued cards must look random for

the party distinct from the issuer.
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i dent ifd §hicANE a verifier. The issuer must be able to determine which data of the card are used by
} the cardholder as an identifier and which as a verifier from the cardholder's request for
fulfillment of an obligation. For example, the formats of the respective data may be different,
25 and the issuer determines which data of the card are used by the cardholder as an identifier and
which as a verifier from the format of the data presented. For such cards the cardholder's
mistake of opening the masking device of the verifier before the masking device of the
identifier is innocuous, since the verifier and the identifier play symmetric roles. Such cards can
also be used in game applications and promotional advertising campaigns, when the prize

30 depends on the cardholder's choice of the order in which the masking devices are opened.
A card may consist of several physically disconnected parts, which, nevertheless, are

united logically. For example, each part may have certain auxiliary data, which uniquely
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identification data of the entity controlling fulfillment of the obligations acknowledged by the

} issuer. In particular, one may use as such data a public key of the entity in a predetermined

digital signature system. By issuing orders bearing digital signatures verifiable with the public

25 key of the entity, the entity can, for example, control the process of the issuer's fulfilling the
acknowledged obligation.

To facilitate the issuer's checking whether the verifier of the card presented by the
cardholder corresponds to the identifier presented by the cardholder, the cardholder may
repeatedly present to the issuer the identifier or a suitable part of the identifier together with the

30 verifier.
In order to have a possibility to notify the cardholder of his mistakenly forming directions

specifying fulfillment of the obligation associated with a card, as well as to quicken the
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25 key of the entity, the entity can, for exanple, control the process of
the issuer's fulfilling the acknow edged obligation. To facilitate the
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pretferably keep the idéntifier of his card secret until he obtains a positive result of verifying the
issuer's signature on the reply binding the identifier of the card and the directions specifying
) fulfillment of the obligation, which identifier and directions he presented to the issuer in his
request.
25 To lessen the number of disputes caused by malfunction of communication channels, the
cardholder may repeatedly send the issuer the request to fulfill the obligation associated with
the card if he has received no reply to his previous request. If the issuer discovers that the
presented request contains an identifier for which a signed reply has been issued earlier, then he
must compare the received directions specifying fulfillment of the obligation with the
30 directions already bound to the given identifier by the reply signed and sent out earlier. If these

directions coincide, then the previous signed reply may be repeatedly presented to the

cardholder.
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~futfillment of the obligation, which identifier and directions he presented
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Descri 15 Fig. 1 represents a bank card mnth open
maski ng devices of the identifier and verifier. Fig. 2 represents a hank
card with cl osed maski ng deBrieEPestiption afdwawihgser and verifier. Fig. 3
represents a bank card with open masking device of the identifier and with
clgsed nBERKL Reprevitstebik dafEwitllopth Bfaskilts devides @he fRAlifertankdolekigiey. ti cket

wi th open_nasking devices of the identifier (password)
Fig. 2 represents a bank card with closed masking devices of the identifier and verifier.
Fig. 3 represents a bank card with open masking device of the identifier and with closed
masking device of the verifier.
Fig. 4 represents a lottery ticket with open masking devices of the identifier (password)
20 and venfier.

Fig. 5 represents a lottery ticket with closed masking devices of the identifier (password)

and verifier.

—

Fig. 6 represents a lottery ticket with open masking device of the identifier (password)

and with closed masking device of the verifier.

25 Best Mode for Carrying Qut the Invention

The issuer issues cards each of which has an identifier and a verifier V corresponding to
the identifier. The identifier of a card consists of the card number N and password P. The
password of the card is concealed by the masking device of the identifter, and the verifier of the
card is concealed by the masking device of the verifier. When the cards are manufactured, their

30 numbers are chosen consecutively in a certain range and the password and the verifier of a card
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20 'and verifier. Fig. 5 represents a lottery ticket with closed nmaski ng
devices of the identifier (password) and verifier. Fig. 6 represents a
lottery ticket with open masking device of the identifier (password) and
wi th cl osed masking device of the verifier 25 Best Mde for Carrying Qut
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i ssuer It IS ract ossible to determne the verifier of a card

from ehwlyi ckbaafmmn’le whethf:r ﬂﬁ@reswatadadehtvﬁdr lcorrespopdsniangn isheedwasdi Ty ddehische of
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bt PEHES oT00ch e eEier & CORBUEAdHIT iy SRSUAGEADF BReRt ol difber)
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par ti cul aiThe yastionsf of He shugmaindr &f éljtsaaedhal@m Within hlee isewenork of thsipgrseng hi s
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signing his replies (messages). However the preferable variant of the signature system is some
20 variant of the digital signature system [4—6], since in this case the signature on the data can be

transmitted via electronic communication channels.

Within the framework of a digital signature system, such as, for example, RSA [4, 5], the
) issuer chooses the first private key, which he will use to produce digital signatures on various
- data, and the first public key corresponding to the first private key, which will be used by
25 interested parties to verify the issuer's signatures. Within the framework of an asymmetric
encryption system, such as, for example, RSA [4, 5], the issuer also chooses the second private
key, which he will use to decrypt received messages, and the second public key corresponding
to the second private key, which will be used by interested parties to encrypt messages for the
issuer. The first and second public keys, as well as the choice of the digital signature system

30 and of asymmetric encryption system, are published (are brought to the notice of the interested

parties). The issuer also makes public his intention to encrypt his messages to the cardholders
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20 variant of the digital signature system[4-61, since in this case the
signature on the data can be transmtted via electronic comunication
channels. Wthin the framework of a. digital signature system such as, for
exanple, RSA [4, 5], the issuer chooses the first private key, which he
wil | usingt sepsrand keys dindi sehe salgomthor e eymmatricogscrypgaem, fandxameplef | HIEA
publ ig keg26 grrespondi ng to the first private key, which will be used by 25
i nter gt% 3 rties to verify the issuer's signatures. Wthin the Franework
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car as r I stributed._ a ngt,eca ol.aers. I‘EEIptO the card, the

cardhéf)_d'gf GArdholearoraads (he 19?1’élfﬁ’ﬁs‘{wrﬁgth&e%f€e?§lqglcé‘ﬁ@éaﬁ%?n'éS‘tq’iea FAEShdPE and

thesverifi@mimadt %fhtﬁ% gﬁig%tﬁheasé&iatt&i?“ﬁiﬂh(}ﬁ@@adﬁﬁ %f[hiﬁ}htrﬁq&%f mcﬁﬁgéecg Egﬁg%é the
|

i ssuer to fulfil gation associated w e card, an | ssuer

acknow edgpess sheongbpiltdist kon aky ipdvdesr thienigentifier fod] theviardy diraspions spycifiies

car dhol el | f .sends the issuer a
request d@(i)f}ﬁ]ﬁ%g%l‘fh%lls%"'féﬁlgah%ﬁ%a?{o{lhe oﬁﬁﬁggﬁﬁ%’%@% obciated with the card,
whi ch(2)etheastuet sleenyptsy fhicedtceiscdgequest usiag ube ' sscaslc privatp Ufelyj chéakg toad the

| men f

FRRCENUENFR K SN T T T

t hgo r ecejayifid prgesd tuSifi®olifiea SagrRAdrdply \bividink alic idbeifks priesdntédieby the
cardholder and directions different from the directions presented by the cardholder, forms a
reply to the cardholder, which reply binds the card number and the directions presented,
signs the formed reply using the first private key, encrypts the signed reply using the first
session key received, and sends the signed and encrypted reply to the cardholder;

25 (3) the cardholder decrypts the received reply using the first session key, verifies the issuer's
signature on the reply using the issuer's first public key, and checks that the signed reply
binds the card number and the directions which he has sent to the issuer, after which the
cardholder reads the verifier from the card and sends the issuer a verification message,
which is encrypted using the issuer's second public key and includes the identifier and

30 verifier of the card and the second session key;

(4) the issuer decrypts the verification message received from the cardholder using the second
private key and checks that the verifier contained in the message corresponds to the
identifier contained in the message;

(5) the issuer acknowledges the obligation corresponding to the obligation associated with the
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presented identifier coincides with the identifier of an issued card,
checks that he has not 20 earlier presented to anybody a signed reply
binding the identifier presented by the cardhol der and directions different
fromthe directions presented by the cardholder, forns a reply to the

car dhol desrd sudl e cendhgldoi'hdirettinasc domnsn amsification tdfeadkinpwitadgemsnpr ehiit ed,
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key and checks that the verifier contained in the nmessage corresponds to
the iRresardhalder asgperiermed 1p anether seademgbthe dsycribed pressdete: acknow edges t he

obkhgati o r i : i i L A .and
he o dnol B e o R e b the e b e T
i ncl udiethet hextcelregknyinldera anedativeerasaltdbiwindte ssoér stops doldowinpgthe déseribed ned
notifi i i the firs riyate key, encrypts the signed notification
usi ngpf%%&g%@gﬁgw{s}g%ss hgﬁa{@fdefggéfs\‘/ed, and sends the signed and encrypted
notification to the cardholder. 5 To avoid nutual influence between

di fferent sessions of the destndibeciabApphlcibility t he |ssuer nmust not proceed
to checking that he has not earlier presented to anybody a signed reply

bi ndi ng t Exaingpdeli fier presented by the cardhol der and directions different

from the_direction resented, b e cardhal der, as.long as the_sane
chétk ng Jﬂ& %éluaﬁa*egﬁfﬁr?ﬁgm{ o Féﬁ%ocr 3 ??édlt‘iﬁi%’f%lra‘é‘fes’éf‘%ﬁﬂmeﬂbr med
i n anef BRTobHS MO BssBtiatddewlR I6¢ cAQard REFGHESuel B héknbWMedeMBis SRRt Ne

i ssuer cannot execute his next ste@p of the described procedure or “if the

next Bhewekhyissperds g hapkapd the gasdhalder is pshentnf the bady Asseniated wiithosech garche

descrishgd obﬁ%a‘?fg)?(ngt?fp lﬁxgaﬁfﬁk%t dedpb§f 1605Gu6RE JRhIGEcRht EltliSud I BYShE (cBbnt in

Applicabilit
possession of the card.

20 Before issuing cards, the bank compiles a checking table having four columns, with
number of rows equal to the number of the cards issued. Though in practice the bank can issue
an arbitrarily large number of cards, considered is the case where 5 cards are issued. In the cells
of the column "Identifier" of the checking table, one enters pairwise-distinct random sequences
of eight digits obtained with the help of a random number generator. In the cells of the column

25 "Verifter", one enters random sequences of ten digits also obtained with the help of a random
number generator. Let after filling in the cells of these columns the checking table takes the
form shown in Table 1.

Further, the bank manufactures five cards each of which has two fields "Identifier" and
"Verifier", and as the values of these fields for every next card one uses the corresponding

30 values in the next row of Table . Figure 1 shows the card corresponding to the third row of this
table. The fields of the manufactured cards are covered with a layer of an opaque paint, which
is easy to remove but difficult to restore and which plays the role of a masking device, after

which the cards acquire the appearance shown in Fig. 2.
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15 This exanmple illustrates realization of the nethod for a cardholder to
request fulfillnment of an obligation associated with the card and for the
i ssuer to acknow edge this obligation, where the issuer is a bank and the
cardhol der is a client of the bank. Associated wth each card is an

obl i gati onrfe | BGeRRAKs HiR @tﬁﬂgﬁbﬁde%@@ bERRleRShé Relifi SC&QURL axhd[‘ @ﬂsqatel%ﬁlﬁ&y
the client in possession of the card. 20 Before issuing cards, the bank
conpi laesordinghtedhs fglaveabg eulhathle ngrifioucorcaspoandesto the identifienifahe Nénﬁavmcbﬂwal

to the nu f th i ssued. i n act| e atik n j ssue
an ar Bgiiler Pflgﬁ aff’{fgafﬁd sage r@&?ﬂ&ﬁggﬁ’s‘ic&] i ‘g‘ F’rf‘gl“&fg%’[em\%ﬂ%ﬁ%@“%m@ards
are i §hMesds e LBS&SH Sichard RE i HiD 1o ktgf;&@dnff rTheoﬂargmugh eléJ b gb' e,
one enters pairw se-distinct ran sequences ht ts obtaln

WI th tshereh Eopihefpastyrrmn gossesuimd Eablg é,nersqir%txcallyn 11hji<$sib$d iosde:nénmhe tigovetifier25

"Verifi er one enters. random sequence?l E( Igits_al so obtained with
the helfg eard from digddsntifisrowitheyd pening, the maaskigy devige; of thegvarifier thecawse theof
t hese. DS g{(ﬁﬁ formshown in Table 1. Further,
t he ba % mana'n;dhjeé @?egﬁ?%&éﬁﬁo gh eac d%l?' whi ch has two fields "lIdentifier"”

and " Ver iWitkin"the afdin@sorkhel thal digkalafigridias esybtes] RSAS P, 5§ vée Ybankxéhovaegaone
uses the correspondi ng)@ 30 values in the next row of Table 1. Figure 1

shows PrivatecdkaydDc wihids s ok ghilbusento, prodpseidicsial signatpres angparéousTiafand ds of

| o 8o P HERRIRSE B & BONAIFOIL T ud e BB Pl b ol 0"

maski rs@mayescqhe Publit ke, Cdy Wbt a8 ahelsnaleGhioic® dfhthe aREICArsdRRurs YR, s FI g.
2. 15 Table | determ nes the correspondence between the verifier of a card

and i mpdepuhlic fip bfougat:@dh@mﬁ@cet@f the intergsted RAmigs)k ul e: the verifier
correspon thili e
card are thoffes i € 3Mics Sl jurkiBfniZhid i BRodff itk dhiy s b
manuf agdssHgenNGis wellasaa falslifatten@hatingthe ofiesegeprocssing, ah¢ Baﬂ@mdﬁest publicsthe
identifier. The bank nmust keep Table | 5 secret. For. the party not
podsedamits afall mepsages whigh she partiss il “F%ﬁb@ﬁ?%ﬁég felfillment ﬁmheclmévlmmg i er
of a t R fmw t he maski ng device of the
veri fﬁggg%%%g@grﬁﬁésgg&gh#[ Vle\girlés ang”g% g’rs have been chosen at random
Wthin th&hérfomeaordf of retjhest diogifitléill sheg oblipations wssoeiatedSAvifhdt a Dhrd: t D=¥ank
chooses a Ugﬂ,lvate key D, which the bank will use to produce digital

Si gna various data, and a 10 public key F corresponding to D,

whi ch wi | Bgrpar qryerify the bank's signatures.
The publ i (F:n] o gg{s}%l}%@%ﬁ%hg{)m ebgﬁri)m ce of the digital signature

syst em i %he format of presenting the verifier: "VERIFIER=*".

In these formats, ID denotes the identifier of a card, ACCOUNT denotes the account in which
one should deposit 100 rubles, and VERIFIER denotes the verifier of a card. When sending
messages, one must replace the asterisks by the real values of the respective quantities.

The bank's obligation to deposit 100 rubles in the account indicated by the cardholder is

25 associated with each card by way of informing the potential clients and by way of putting a
suitable inscription on each card. After that, the cards are distributed among the clients.

Let a bank client purchase a card corresponding to the third row of Table L. Further,
assume that the client wishes to request the bank to fulfill the obligation associated with the
card and he decides to indicate his account 1001 with the bank as the account in which 100

30 rubles should be deposited. At first, the client opens the masking device of the identifier, 1.e.,
removes the layer of paint from the field "Identifier" of his card, leaving the field "Verifier"

intact, after which the card acquires the appearance shown in Fig. 3 and the identifier 76503306
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made public (is brought to the notice of the interested parties). In order
that the parties could uniformy and unambi guously interpret the contents
of nmessages, as well as to facilitate automati ng the nessage processing,

t he bank makes public the 15 formats of all nessages which the parties
Wil | W28ormBs ae&aﬁsrel ) réadlﬁg IhiBRE, BELIRAK PSR RentRR! d0Rk! &R anllhe
messages may have the following formats. The format of a request to fu f||
t he obim@mtmfntla:s b@mﬁ ame(dmw lnhWhIOhaﬂGO rubs* shouhiCEOUIeposited Thi® faoproterlyf
the bank's re 20 The format of presep

ver i f iPEPET  Biopreutor, ' pSE 1BRG. fos nERTRPUtEID B8R0 b TRBStoNLH 1D 3596,
card, ASEONTTIRAY D% | es,
and VERI FI ER denot €s t%{ 7 rif ‘?QFOT{N?%%P ) %lﬁ&gglr]l%?ﬁl gﬂﬁﬁ‘g%ﬂﬁlﬂg?ﬂtgﬁe
nmuss tiepdtdiativheandsends &ksadnysttthﬂldm:dk wiabw epernfonihenicatipastwyek. quant i ti es.

The bank's obligatjon to de 05|L 100 rubles in the account I ndi cated by the
car dhol deHavéng feseiyed gapguest iy PrfeBraseedira Yoyifking ther validityrafithy carbusing

pot en t t lHJ ac

PO & lPachth @A (B ioR bredlon A A e B4 AR Fed BRI WARGARE |

cl i enTapkericbase: idestified 76603 Bp@neing inotht hegdebi z[rﬂl fildy i0fn fﬁallhﬁd lrowEThkher ,
assune that the client w shes to request the bank to fulfill the obligation

assocthst léadlkvﬁh??k&‘hét the s¢'d " Aerpunt’ indke thid oy dory |ﬂéh€®t4ﬂl§ vabieodifereny §ionyi t h
the, b
173y T AR TGRS A e Rl oot SR AU D, 3 ARy AP M Bindibe

I’erTDVﬁfe id&ﬁtlﬁary EGSGBBOGé‘Elnﬂt ditdc€iongd Hﬁ'fefréﬂ florml 080Tt i Afte@T thatQ fthd) ibank amébrs [tBavi ng
the field "Verifier" intact, after which the card acquires the appearance
showntqeaived gecayns gamppel §Hdnithe cell "Aemuatioghy sh%mrféglea@@égbep fren shrwn
read'ﬂ?TIﬁ?E ther, the client inputs the identifier of the card and the
nurber” of e bank account in which 100 rubles should be deposited into a
proper |y Fprthet disvbshkcompytts rephf 'EI=163505306, eCCOUNIT-E100f 9 diEnd NewiRqHeSt

"1 D=76503306, ACCQUNT=1001", where the part ACCOUNT=1001 is the directions
sptRi bwkﬁgpnﬁatﬁuhw@nﬁndofends ‘the, sigaeel | 1gBY] I9ntheaslient ¥ifian ©pen rceguEYRicRdon he
bank yi.g. an open communi cation network. Having received a request, the
bati k proceeds to verifying the validity of the card using the identifier
and t he dHlaemtgl ensved deesibeel reply,fthe sllient herifianthe taak's imatre dhoﬂwrfﬂ:ply

"Ildentifier" of Table | for the jdentifier 76503306 contained in

requeg%m%rréefl?%ss PFblf‘h keneE 1 anidy gheck, thahdhe reply Basnkhec frrak 'IPﬁ365Q3ﬁ86ce| |
" AcCOURCOURTHI601 DiFuftne 0 MhelQRS BBLnsCRB AR ¥R dSdht LEERYE ik Whoves

20 the layer of paint from the field "Verifier" of his card, afier which the card acquires the

appearance shown in Fig. 1, and the verifier of the card 5686892445 becomes accessible for
reading. Afier that, the client, using the computer, forms the verification message

) "VERIFIER=5686892445" and sends the verification message to the bank via an open
communication network.

25 Having received the verification message, the bank searches the column "Verifier" of
Table I for the verifier 5686892445 contained in the message and finds it in the third row.
After that, the bank checks that the cell "Account” in the third row is not empty, i.e., that the
bank has earlier received a request and the verifier 5686892445 corresponds to the identifier of
that request. In our example, the correspondence is present, and therefore the bank

30 acknowledges its obligation associated with the card with identifier 76503306, which
obligation is specified by the respective directions. As a sign of acknowledgment the bank fills
in the cell "Acknowledgment" in the third row as is indicated in Table IIL
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+10 1001, which neans that the batik has not earlier presented to anybody a
signed reply binding the identifier 76503306 and directions different from
1001. After that, the bank enters the received account nunber 1001 in the
cell "Account”. The checking table takes the formshown in Table II

Fur t hqgenttt®. P&t ihk paktQrdwe tpb&.‘%ssﬁﬁ%’tﬁé sely 8 0 32 P x a REH AN 740 Qs is"}_{)rﬁgﬂ-i%fﬁr it

with the 15 bank's pfiivate key and 'sends the signed reply to Irent
vi a anmppesibledondeieinarei tha venifaarwdithe tithat ifrogn theadéntdr bhie tiskgneidhowe pipgniriehe

client,verifies, the nk's. signature on, the reply si.ng the bank's public
oy B U asioglev R of etk R Amp it G <histor o Yomopertienet Ae-hasbo 1
" Furgh&fon %ﬁﬁ-lcz}i gj\_t opens the masking device of the verifier, i.e.,
removes 20 the l'ayér of paint fromthe field "Verifier" of his card, after
whi 6h t he Rigue dashqus tiestidkee withppediead8t5580we in Fig. 1, and the verifier
of the card 5686892445 becones accessible for reading. After that, the
client, 'using the conputer, forns the verification nessage "VER FlER=

5686892445% ! i to the bank via an open
comuni Ca??%?%ﬁ%?@?@?ﬁ%’?ﬁ%@%%ﬁ%eﬁ iﬂeﬁ\)eri fication nessage, the
bank: seanybsSD4BECOCETDD2ARENERAB2B(E155480VE2HH, for the verifier

5686892445 contained in the nessage and finds it in the third row. After
that, the bank checks that the cell "Account” in the third rowis not

Sonesso i, HAE Mok BRNGA R P b A EFBUERE, ML Ao Gatnet Yo, IR Yy o

t he cos4BpOPEIEIENnCce is present, and therefore the bank 30 acknow edges its
obligation associated with the card with identifier 76503306, which
obl i gat i o hedieldsePassverdhynd Hieriieshatthe yrangfactied Heksts as caveriedwvigt a layer

L N e e

possestiskiggt deviceqiienedidh die tickeadacquir! thei ffipesranéd shSvPIATECRI Thus, the
i npossible to determine the verifier of the ticket fromthe 1dentifier of a

ti dketdepfifinned a lofer trket isrencraled bygthe svaskivg devicrenlyenartiy.er ,  whi ch
TPose! iy e SRR B hOMBEPREHAL g g B PR TGRS
H( 187 o438 kepZABAWHIOR ECyaNRRE BBYRtRE1RY digital signatures on various data, and the
27035%&385%%35%%%%5 JRE)I? ngiI?z\Ehcl%hS %EObEEESEE’ by interested parties to verify the lottery's
signatures. Within the framework of the asymmetric encryption system RSA [4, 5], the lottery
20 also chooses a private key D2, which it will use to decrypt received messages, and the
corresponding public key E2, which will be used by interested parties to encrypt their messages
for the lottery. The public keys E1 and E2, as well as the made choice of the digital signature
) system and the asymtnetric encryption system, are published (are brought to the notice of the
~ interested parties). The lottery also makes public its intention to encrypt its messages for the
25 lottery players, using session keys and IDEA algorithm of symmetric encryption [5, p. 263).
Besides, in order that the parties could uniformly and unambiguously interpret the
contents of messages, as well as to facilitate automating the message processing, the lottery
makes public the formats of all messages which the parties will use in requesting fulfillment
and acknowledging obligations. The messages have the following formats.
30 The format of a request to fulfill the obligation associated with a ticket: "N=*, P=* K=*,
A=*",
The format of the lottery's reply: "N=*, A=*".
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10 it follows that the ticket password has val ue 27035D4B8C and t he
verifier has the value 554B07E2FE. The fields "Password" and "Verifier" of
the manufactured tickets are covered with a laver of an opaque paint,
which is easy to renove but difficult to restore and which plays the role
of a maskihedorpatiadddhe wdrifeationimsssaghe N7 Kdrs, ¥etilii re t he appearance shown

in Fig. 5...T t 15.identi f.i | ot t ticket J, led by th
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publ i clehatgs Ehg sedsionhkey Whidhe theskbttetyymust sseett egkrpptr its eeply dovibe i egudshe32
lottery's, signatures. Wthin the fra rk of, th ric.encryption
sys?erh%ﬁ@/sc?a%q @q@s A dlepgies theyaasigess te & § PLizg Sﬁ?tﬁ%@%&@e@ﬁ?ﬂ%mi t
will . ' j, i

o | iREsdsSlolRE] ol BRALMEL HBSIROE en il (O Feptf B BRI BBE 88V,

t he | dek®legimalhbigip)pViie theysrifdr aibtie BE2ketasndvEl Is ths etlbsumes aldei The @odthe

digital signature systemand the asymetric . encryptiqn system .are

publ i $1ied i ap¥ backdgithe pyenm %fx E‘b%’éf"qlﬁ‘ﬁathqnt”éﬁ%‘gﬁ af theayerificagion pithe

| ott er: I | C .l ' i (R Nes e rethe 25
ot t origkd B BESF BuBRSLE ahl Ant MLAB” Blap QIRE] I8, obi e TR EdeS B 516
eneoy pbirespoitd, topvariths] errorBeTheldist of rerfr dexles Hisitaldohthadargubtis. Svhend serdifi@r M y
and unanbi guously interpret the contents of nessages, as wel] as to

faci | MeAsagCH PG MRSt Frplagsdherasdiensske by thisalsvahips of e Tespacivy quaptities. publ i c t he
formats o I - \Whi C b ' ] k- '

ol 1111 nenPe AR BRARRI o BB 18 il adarti3 Sna Bk ERYUAE My plavey g
f or matado piechkbeal thetiekit iobssaciatgueish edoh tickét byl wayt btinGlrhiig@thepotagiabitried
with a ticket: "N= The format of the lottery's reply: "N=*, A=*" 19 The

f or maPlagersiand Yk ey faputhing feuutable: insquption Wp_each\isket. 1Qther gppditiops of e

not 4 f i ' R\ 9 =% Ak f

ot SRH 8% o BRATRNIREGIER that B tigkelate Msbuic b SB AepABR. Drilidhe
denot asmbée of desticketskeke pdrt ohtht deavingt ery nust use to encrypt its reply to

the request (32 5 hexadeci ma}[f Fi gits), A denotes. the address to which the
prize shofft Hheoeowss of dravingkthe lofienorempileter seceilish rupe e Rolumws; atitter y

e B SO O Sl 1 bRl b S 2apne
The ctgdordk sho@niis Tabletl Vb bk mumbetseofphaywenningticlesd yretamtdridinvheidells af itlon
rre280s agcﬁuling '%ueml\)/eg'r',i.zudcﬁ'}ei (%?reglgo&cf?gg codes of the prizes are entered in the cells of the
column "Prize”.
Let the lottery player who ﬁurchased the winning ticket with number 18765 wish to
) request the lottery to fulfill the obligation associated with the ticket. At first, the player opens
the masking device of the identifier, i.c., removes the layer of paint from the field "Password"
25 of his ticket, leaving the field "Verifier" intact, after which the ticket acquires the appearance
shown in Fig. 6, and the password 27035D4B8C becomes accessible for reading. Further, the
player inputs the number and password of the ticket and the address to which the prize should
be delivered into a properly programmed computer. After that, the computer generates the
session key K and forms the request | "N =18765, P =27035D4B8C,
30 K =B360AB551A4A874C79F17EAC4B043125, A= Apt. 322, 39 Radishcheva St
St.-Petersburg”, where the part "A = Apt. 322, 39 Radishcheva St., St.-Petersburg” is the

directions specifying fulfillment of the obligation. Further, the computer encrypts the request
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. ti.cket has been successful and the lottery acknow edges its obligation. The
codes E = 0 10 correspond to various errors. The |ist of error codes is

al so nade public. Wen sending nessages, one mnmust replace the asterisks by
the real values of the respective quantities. The lottery's obligation to
del i veyith (iR RS peblicRe28dr AR sdnddithabadypitd trBfuekOtd Bley1dMerY §ia aMfpen
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r eadi Egrth&utﬁcnefterytdhecksm]amhe cell Pietivérhaddtendyan thaebvp &asidadads @lot thgtain gket
and the address to i.ze should be delivered into a properly

br ogr ¥ahve diEsm fran "Am t38?- %%ﬁ@dwh%‘f% Shpth-EeterbHE " af Bis mepms thatdhe tevaéy K

Aa6 0 nBTRor ARl GRS AR Apy BRADS sighed 1P iMERE e iififier 18765 27033paBsC
St . - Pefice divtbetioms, diffrene fivhe " Apt. t322A39 AddishdRRia X9 RaBewtsbomfa ARer, that, the

St.-Petersburg" is the directions specifying fulfillnment of the
K g!ﬂtﬁeahentﬁa thevseeived, %‘?‘BS?FdHtﬂé? cedh 5?%?@' sp eRfuiag fow foundyThg prige-list

| ot t ery s tHRUBI ShdieY irERat30 e sends the encrypted request to the lottery via
an open communi cati on nefwork. Having received the encrypted request, the
lottery deorthgt shd fottesy rigrmhehreplat"™N *¢§76% Aandppr 32k ets Radxshehe:\faySng t he
validjty of the tjcket using the |ﬁ ]blfler and the gl rectlons
pr eseRtd@ersiurg’ signs It ypng Iérf‘gﬁtf'c 4> PICRIPLY SRS dsiEche Trsedred
consi sikag REy tHC ARYRGHS Nhe SBEP AR JedddtRASS rﬂ> Rhe AL BEE
coi nc%els vvlgtyh t’he |dent?f|gr %‘Z an |s?su tICkeﬁ? ¢ Iﬁ )% opet

20 communication network. The formed reply binds the directions to the identifier of the ticket,

since the ticket number N uniquely determines the particular ticket and its identifier.

Having received a signed and encrypted reply, the player decrypts it with using session

key K known to him, verifies the lottery's signature on the reply using the lottery’s public key
El, and checks that the reply has the form "N = 18765, A = Apt. 322, 39 Radishcheva St.,
25 St.-Petersburg”. Further, the player opens the masking device of the verifier, i.e., removes the
layer of paint from the field "Verifier" of his ticket, after which the ticket acquires the
appearance shown in Fig. 4, and the verifier 554B0O7E2FE of the ticket becomes accessible for
reading. After that, the player, with the help of a computer, generates the session key K1, forms
the venfication message "N =18765, K1 =C3BBCFF3332169AC08DC45178A0B6514,
30 V =554BO7E2FE", encrypts it using the lottery's public key E2, and sends the encrypted

verification message to the lottery via an open communication network.
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i.e., Ncontains five decinmal digits and P coincides with the first ten
hexadeci mal digits of the value HINIIR). In our exanple this is so. After
that, the lottery searches Table IV for a row whose cell "Nunber" contains
the received nunber 18765, i.e., it _checks that the ticket with 10 nunber
18765 has Havingr¢opivgdnthg gncrypied verifgnationxmegshee, theilettery cdestypinidt weingather i ze

with code, 7. rther, ,the | ottef [ hat the cell i very address”
' TRt ey g5 Serelisd TueueTiot (PGS K g0 bt B el Roer Y 35S
Radi shEhAYAbSH 18765t recElQEE 115 Bier @rificdiiérs ntB@ps. Ihalr HRGPIQUth&EYs Dl anw.
earlier presented to anégody a signed reply binding the identifier 18765

2703504B3ctternchedks duat ither seldli"Debvermtadiirassi vAthe r@®p ZourgbisRarti erhplyeva.,She,
St.-Petersburqg”".. After that, the, 15 lottery enters th ceived address in
CheBodtiery B Fplieh refiveiich reayest AL ity SieriaferTieghs Tel fiSteead it
form shawa BO7AAH BoiYespoHid Rethe iHARIHL MR HurhBER £ [¥765EPLY it Mhetkd &RV A=
Apt. 322, 39 Radi shcheva St., St.-Petersburg”, signs it using the private

key Dtpingides ypitls thddass i tgmdubxadgpinpaludigity dftibe redes VEN|R S elois pon ekample, thad
sends the signed.and encrypted.reply, to th | ayer .via..an.open 20 .
commUAPEEPPBIETE BT PFTRsh Bl e R el oBUER i asied with
I dent itk&r 19765 h@hfighcﬁﬁﬁgdatiiotﬁ' RCEpdciifed bGKAle RUPERSHVeNaHURINE! YAt §ipl %?5

the particular ticket an s identifief. Havihg recelived a signed an
endd y ptleshwiedgment thelopenylis tetbe gell $Acknowledgmsith gf fegsivadiound.elpr kKxémpian t o

him verifies the |lottery's signature on the reply using the lottery's
publ i E‘S}?éﬁ}ém#anh}qﬁﬁﬁhgcks that the reply has the form"N = 18765, A = Apt.

322, 39 Radp Mﬁf‘f&nﬁ the néfifiehtion™ erghys o = - U}ﬂfu 33189PRANSKCHRDLRE., L he
ce o

maski ng devi the verifier, i.e., renoves the layer of paint fromthe
fi el dStARstarsbugg™ off a hingcasiivk eompddtionr oftihe Hickbie veriiéasionaamliofethet hdtery's
appear gnce, shown in Fi 4..and.the verifier 554BQ7E of the ticket
boconBaanISlEiey ot 5t Sepiguifthgisnnrt dBine 4 PEKES ey Br, SrRS e VERE of o
COMPULSificafiBh AsitoQhe FdiRivel $8dstih YK KlandfRhdPthe tshiRed Rl EAGHHic@ RoNBHRGE
"N=18765, KI = C3BBCFF3332169AC08DC45178A0B6514, 30 V = 5541307F21, E",

encr ypt beiplayesviagniopen compamycagopupiwack key E2, and sends the encrypted

verificatj0 ssa o_the lotter i n ni cation network, 21

Favi ng r 0B UERAER ST e phlPuttiedaiior e iy PRBDS TR OH AR, PRB AR 1 <
usi ngthehebligafiol aéwclatdd Wahane Iaray ¢ka dnderopthe Ziayet's Hiréctivhk ei.&/) tHeOlotieRe row
whose cell "Nunber" contains the nunber 18765 received in the verification

mess agfehve_r&ithe @rizwé&hmogp Titpdheeaddsessidpt- 422,30 Radishgbevaoit, StyPetisbrEe. t hat t he
Cou DL AR EIRERSE el Bpucel UG Bt FIRY s, DUl B
r ecei p@dedirs iof kasardholder's requesting fulfillment of an obligation associated with a card and
the issuer's acknowledging this obligation: either by the card (by the state of the masking device
) of the verifier) or by the issuer’s signature on the reply binding the identifier of the card and the
directions presented by the cardholder to the issuer.
25
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-V .= 554B07E2FE corresponds to the identifier with nunber
it checks that V coincides with the | ast ten hexadeci mal

value HHNIIR). In our exanple,

t he
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an opEd3306muni cab6e892dd4nor k. On the basi § of the
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6?2249%8 df sh %evab§§, St . - Pet ersburg|{ 20 Thus, the

interests of the parties are suarely pro

t he

associated with a card and

of the verif

ected at every stage of executing
procedure of a cardholder's requesting fulfillment of an obligation
the issuer's acknow edgi ng this oblfagRti on:

either by the card (by the state of the masking device

ier) or

by the i sSSugr—s Urer on e f.6p1y  plndl € 1 dF card
and the di rectld(?f"q%s!ﬂ%lr esent ed Yr;%lftﬁ‘ﬁe caf dhol r‘t“l 0 thar}%dglslhg]kd%%hm
REFERENCES [ [ 1]7dseugsénet [ or2opzstpgy cafds: a service|transforned igto a
comodi ty, D.MVME, St.-Petershurg, 19P7, no. 2 (40)] p. 10 [2] T$ikhilov
Al eksandr Magon&d804@h, A ut6$¢ﬁ@2&ﬁhel "Identificatlan card for acgess to
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N. Hanrick,[JT1- ed prs €D T card calling system and mgt hod,
U.S. Table [IdentifierVerifierAccount Ackhow edgnent 785646362903957097
6748040465036024880008 6859522356
Table III

Identifier Verifier Account Acknowledgment

78564636 2903857097

67480404 6503602560
) 76503306 5686892445 1001 Acknowledged

90476597 3987658782

75849008 6859522356

24



76503' 3065686892445 904765973997658782 7-58490086859522356 Table 11

| dentifierVerifierAccount Acknowl edgnent 785646362903857097
674804046503602560 765033065686891- 4451001 904765973987658782
758490086859522356 Table 111 IdentifierVerifierAccount Acknow edgnent
785646362903857097 6748040465036021560 7650330656868924451001%M&Wedged
904765973987658782) 75849008685952- 2356 2- 4 Table IV NunberPrize ivery
addr essAc khow-edgrent—005013-—13-+654+—008032—Fabl-e—VNurberPri-zeBeliyer y

addr essAcEﬁbwt@aé WiEe (005013 18788y addio 39 Radi shéiskpavisdgment
St.-Peter e 3
18765 7
90032 5

Table V

Number Prize Delivery address Acknowledgment
/ 00501 | 3

18765 7 | Apt. 322, 39 Radishcheva St., St.-Petersburg

90032 5

Table VI

Number | Prize Delivery address Acknowledgment
00501 3

[——

18765 7 Apt. 322, 39 Radishcheva St., St.-Petersburg | Acknowledged

90032 5
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900325 Tabl e VI NunberPrizeDel i very addressAcknow edgnent 005013

187657Apt. 322, 39 Radi shcheva St., St.-PetersburgAcknowl edged 900325 25
Claims 1. A nethod for a cardholder to request fulfillnment of an obligation
associated with the card and for the issuer to acknow edge this
obligation, conprising issue of cards each having an identifier and with
each an obligation of the issuer bei(ﬁgin%ssoci ated, reading the identifier 5
fromthe card by the cardhol der, the cardhol der's presenting to the issuer

he GO B oSS O L PORLARSCAAN, M W50
val i di ty,@f fdr i Gl td‘ﬁd]&gwtl&%e IRR MblibAtRn, ?&ggﬂ%ﬁﬁg%{l@ﬂ?cm@é ERFNRPYn t e

cardhol der, and the issuer’ cknow edgnen obl I gation

cor r espoidgntifjert amdt ich oldh gaobloratias od ¢thaiseukriciny dskecigtad dreadidg tthe identifier

car dhol d§r' s direction '
P b2

s, 10 characterized in that one .issues cards each
add? t i onHPmythe ggrdRy ﬁéaRS’éPWFL e %515%1 ?fgdHFW&tngPE dSSugk ilfl?@rﬁseaﬁaad

conceal e I ' i | . .
vori Tyl naoph e GRF i Bkl s UpeB RS Folfinit of the bOFEA(RA hoci 08 byt the
pr esent echry tHehBsuez'arwthidyidgrthe chéiditg dfhike dwed hamgndic eRatifier apd eligotieds t 0
anybody a signed reply binding the identifier presented by the cardhol der
and di r eRHCP it ftg‘i‘ estrdhalden t #pd dhe clspYBES aﬁ?@%?ﬁ%ﬂisogythph@bhgatwn

dhol d . . ' ' .
oo vl sl RPN B 5 ARA e A S RS gROBER, Wi,

t heo si gnéthraéetived in tHigt onedssdbotaias eachhRlditindiip baihg thavirifier coaespoediide
signed reply presented by the issuer, verifies the signature _on the reply
and checlstbengdentifiss andgeenecaledy gt Ispptdpartlhe by demapking rdexjrg. tha isseen onken

pr esent . . I t ] e .ch.-f he l,det, reads
the 20 S%rril}?f{ ling:}ﬁ*a (r:‘ga?ﬁque&gglf d&éélgﬁ bdrgzgt%aén[dse " léle\%%eﬁyfnl%gtrl&{}op %ée]ggtgsb e&l}e who,
havi ng reedhioléd, tHeeks ihat hé hes nockwelideSpredeatedt toeanyBodyf & elgngd ey bidily thdhe
cardhol der corresponds to the identifier  presented by the cardhol der, thus
~ conpl et i Hgntifiss presented Sxdhoeardholgen and;diteetions ¢iffereat from the directions presented

15 by the cardholder, forms a reply to the cardholder, which reply binds the identifier and
directions presented, signs the formed reply, and presents the signed reply to the
cardholder, the cardholder, having received the signed reply presented by the issuer,
verifies the signature on the reply and checks that the signed reply binds the identifier and
directions presented by the cardholder to the issuer, after which the cardholder reads the

20 verifier from the card and presents the verifier to the issuer, who, having received the
verifier, checks that the verifier presented by the cardholder corresponds to the identifier

) presented by the cardholder, thus completing the verification of validity of the card.
2. The method of claim 1, characterized in that when thé cards are issued, the identifiers of
the cards are chosen so that the probability that randomly chosen data coincide with the

25 identifier of an issued card 1s less than some prescribed probability.

3. The method of claim 1, characterized in that one issues cards with identifier concealed, at
least partly, by a masking device.

4. The method of claim 3, characterized in that one issues cards such that opening the
masking device of the verifier of the card leads to opening the masking device of the

30 identifier.
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»2..-The nmethod of claim 1, characterized in that when the cards are issued,
the identifiers of the cards are chosen so that the probability that
randomy chosen data coincide with the 25 identifier of an issued card is
| ess than sone prescribed probability. 3. The nethod of claim1,

char acteni ' RAC gds& | 'gﬁFg'h 8Lt BRI GRA) Bth oAl tHeeast
partlyfj' g?ég%ﬁ%ﬁpﬁg&gg?f %}}aﬁ E%ﬁgﬁ%t\ﬁ%%%? C atl fr‘1:113,n gﬁgr acteri%e ’fhr?

t hat onecardlidkier opérthsoreustntht kaitd mpskingdetibes, rems khandatd elatceeref conbenlvd oy | er
of the card | eads to opening the nmasking device of the 30 identifier. 26

5. The néieenéned maskingdevice,and uges tBes asen Hertifighen readi ng t he

I denti {i fr 0 r : c |

devi cob, a3 PRt chBpiF L IO N onCREDEs PR Eindilfe df hBRRA.
ands uses wiitherRittiapdas daRrhieiy thé cefrespondeifte beRiden dheoparkl ithe dard. _
characterized in that one issues cards consisting of several parts 5 wth

addi t i dndhe aeathodief eleim i Alpradierizedrin abgoMapanesifag wkewalidiy ofathecart using

card. 7 ,Th hod ,of claim1l racteri i n t.hat I £V t he
O i ¢yt el 37d rsfds Brfoenfel By e BRHESH. Trel i8fler GOV LSRE AT,
car dhol defe, preftddSiaeigificddinkided dithithé iRak fied dTakh issub@cadiesent ed i dentifier
coincides with the identifier of an issued card. S. The nethod of claim1l,

char ac8eThe eatthed ohelaim dthpiracigrizsid gn dhairacdigial psgnature ispepd toreert thenfegmed 0
reply. 9. The nethod of claim1l, characterized in that the identifier read
frot t he™@d and the directions specifying fulfillment of the obligation

associ gt ¢fe Whdthod ¢ GAH0 1 2ERRAEPRALIAOHLP thd [RniiBGURAA rdin &h€ ClafPRLE thBans
of comruni cation. 10. The nethod of claim1l, characterized in that the

$i gned rdipbgtions specifyéng Bidfilioentind theipbiligsitigarassorhted with|the cardrite prasemrisd 66
communi cati.on. 11. .The et hod characterized in that the

f clai
verifi er Hedsyyer i flesirops T?Félsioggﬂép%gﬁ%bg'l ectroni ¢ means of communi cati on.
12. The. 1B hrehddf ofd1fini lohafldfki26d B thaftheisiknbh adplyirepteddnedCidrtld ehidBblder

presents to the issuer the identifier read fromthe card and the
di f%ect i ovis edgréronioymegnsfafichmmumesations t he obligation 20 associated with the

clai ', o o of S I Ot PB-CRR O Beosdibe B TRP il
the i degbittdiRe nfe@asof éommbifiattar d and the directions specifying
fulfillment of the obligation
12. The method of claim I, characterized in that when the cardholder presents to the issuer the
identifier read from the card and the directions specifying fulfillment of the obligation

20 associated with the card, the identifier and the directions are encrypted.

13. The method of claim 1, characterized in that when the cardholder presents to the issuer the

identifier read from the card and the directions specifying fulfillment of the obligation

) associated with the card, the issuer is additionally presented with an encryption key, which
the issuer uses for encrypting the signed reply to the cardholder.

25 14. The method of claim 1, characterized in that the directions specifying fulfillment of the
obligation associated with the card include identification data of the entity additionally
controlling fulfillment of the acknowledged obligation.

15. The method of claim 14, characterized in that the identification data of the entity
additionally controlling fulfillment of the acknowledged obligation include a public key of

30 the entity in a predetermined digital signature system.

16. The method of claim 1, characterized in that along with the verifier of the card, the

cardholder repeatedly presents to the issuer the identifier of the card or a part of it.
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.associated with the card, the issuer is additionally presented with an
encryption key, which the issuer uses for encrypting the signed reply to

t he cardhol der. 25 14. The nethod of claim 11, characterized in that the
directions specifying fulfillment of the obligation associated with the
card include identification data of the entity additionally controlling
fulfillment of the acknow edged obligation. 15. The nethod of claim 14,
characterized in that the identificégﬂﬁhddata of the entity additionally
controlling fulfillment of the acknow edged obligation include a public key

of 30 the entjity-1n a pr ern.n hai i ; . Th

bt hod of At el REFICEIMAR AuflfehPbr S QHE L 1 SYEHAM with the [0
card, ghB€or Ganesney ﬂ%ckﬁ&f)&ﬂ%@ﬂiis’olmg%ﬁaﬁ,tﬁhkﬁ rhédiRod SIEa4Y a tigotk deRtddtioarofof
the card or a part of it. 27 Abstract A nethod for a cardhol der to request

ful fi lthevpartiepndiensives theiri swaudys Sbe dgsuer abuch cards eagh @f vdieh hay anridentifearer

to ackn edge this obli.gatipn, which netho | ows. a.repnte ipnteraction of
t neb pat e clfepbgh g derifiie: e Lt bFing Cornets Ly 3 Rr Bl G £ BERT

whi ch shaf @B ibéafte: fdrahe 3B AR ARQUITORS B wafillfabh of tHReoBlaiatioh Beihry
conceal ed by a masking device. A cardholder sends the identifier of the
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15 banking and financing activities, and in other areas.
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