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FIGURE 1

Biometric data captured on or at
local (handheld) device

Biometric data captured used to
generate N=1 arrays or sequences

Arrays used to generate 1 keypad
image and N scrambled, operable
keypads

Keypad image displayed on
screen of local device over top of
operable keypad

User selects portion of image,
encoded 1nput read into memory
on device; repeated for each
digit/value in 1identifier; new
encoded input received for each
keystroke
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FIGURE 2

local device

Encoded 1dentifier constructed on 6

Encoded 1dentifier plus arrays

system or computer

sent o server /
Identifier + arrays placed into 2
HSM; 1dentifier decoded

Decoded 1dentifier 1s verified;

this may be done on a separate 9

Identifier 1s verified 1e matches a
previously stored version

Encoded 1dentifier moved from
temp o secure storage

Identifier not verified 1e does not
match a previously stored version

Return to Figure 1; user
requested to enter 1dentifier;
authentication process 1s aborted
upon entry of eg 3 incorrect
1dentifiers
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FIGURE 3

Biometric data 1s re-captured and
arrays re-generated as per 1 and 2
of Figure 1

Captured biometric data and
arrays from 14 are sent {from local
device to server

Arrays put into HSM; copy of
previously stored, encoded
identifier sent from secure
storage to HSM

Encoded 1dentifier 1s decoded 1n
HSM using arrays generated {from
biometric data — 1e biometric data
provides key to decode identitier

Payment message 1s sent to card
issuer for processing
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FIGURE 4

Capture device eg fingerprint sensor 19
(captures user’s biometric data)

@ 100011110100110000110110....

(brometric data stored 1n secure 20
storage element)

User’s private or public key
and/or biometric data are used to
generate seed
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Seed used as input into algorithm
which generates 5 arrays for the 22

PED




