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Provision an mobile node module of a relay node with a subscriber 
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Provision the relay node with a device identifier and/or key(s). ^ 
with a subscriber identifier and/or keys(s). 
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(57) Abstract: In order to mitigate the security risk 
posed by the insertion of a relay node within a commu­
nication network, both device authentication and sub­
scriber authentication are performed on the relay node. 
Device and subscriber authentication may be bound to­
gether so that a relay node is granted access to operate 
within the network only if both device and subscriber 
authentication are successful. Additionally, a communi­
cation network (or authentication node) may further ver­
ify that a subscriber identifier (received as part of sub­
scriber authentication) is associated with the corre­
sponding device type (identified by the device identifier 
in the corresponding device authentication) as part of 
the subscriber authentication process. 

Perform device authentication for the relay node with the 
communication network via the access node, 

, wherein the device authentication is bound to the subscriber 
authentication in determining whether the relay node can obtain 

communication service over a communication network. 
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Obtain access to the communication network upon successful 
subscriber authentication and device authentication. 

FIG. 6 
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