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1. FIELD OF THE INVENTION

The present invention relates to a secret key management method for
multi-network platform. More particularly, the present invention relates to a
electric business system being configured to use web-browser, pass key data

10  transmission network, private cloud and server for secure remote dynamic entry.

2. DESCRIPTION OF THE PRIOR ART

Cloud computing technology is previously presented by Amazon, which is a
kind of software technology of cloud computing in response to internet shopping
platform.  After Amazon, Google and Microsoft also developed related

15 technologies. Now the technologies exist in our daily life and related
applications expend to make it an essential portion of our life. As rapid
development of internet technologies, hardware performance and high speed
calculation of web-browsers increase, also the broadband communication is
popular. The cloud computing is developed along the track from Modem, Web

20  Server, Web Hosting to Application Service Provider, ASP.

Computing ability is now focused in server side by development of internet,
and the server side has greater computing ability. Thus, it is able to generate
more and more requirement of WWW and related technologies, and many

companies begin to provide internet service or electric business.



20Server, Wb Hosting to Application Service Provider, ASP, Comput i ng
ability is now foe d in server side by devel opnent of internet, and the
server side has greater conputing ability. Thus, it is able to generate
nore and nore requirenment of WAVand rel ated technol ogi es, and many
conpani es begin to provide internet service or electric business. in
the present invention, electric business is defined as a business activity

partially or ful hyt&pﬂeyen@gn@ngbﬁ aéle&ll@%ﬁlh@ssqglabﬁﬁ@dﬁas Bocrusfn%eé 5&1\?9 the
busi ness activity. Usually, electric business involves "pass | ock ow

"goods flow',,andy Hpﬁﬁ%,ot ]%Iﬁgfﬁgcdlggg?lélé’ctﬂ@%ﬂﬁpﬁleﬁchﬁ’%aﬁBﬂ@%Pé 'b?lg\fn% e t;)o

conplex to becone the el ric busines

that the two |BoHES Lgafly!Q-dfebRfhiest M oRlSChidsdofititiges ow@yhgws aﬁl Fos of

not. Nowadays erettri Sl ness econe a popular busiThess act’i Vi

Refer to convepf|ongl ’b“%sﬂgll%z%?ofl p dD& ¥nd RloFS) flbf:la?ﬁ%o”c[%%?gl&?toaﬁ'vam aged in

usi ng web- br OWSGI’ OV\BVGI’ e usSi1 Nneéss s ace SO

bl Ry ]
probl ens. 10 > neck %f -Il-le elgw I\':I)TSIl{lSSS It ls & g)a EI%E T dNé 5%“&%?%% et wor k

i nvention |s 3 8°%rovid managene

| at f wh | ock © d tot
beb- br owker HILGRRBY ELGEEOR i R IR %ﬁ” A ERduegses 1 ock
fi t i f [it Anot h
obj oot of 1 haBRSCTR gupﬂl?@ﬂ{ ppdse by ot e%'cg%v&ph?ni&vsmwaagc@?f&m 4
thod f | ti-network platf whi ch onl b-
The cor r oct SR BT dDpQ/anErert e hBOFRaED " PRECVRE: SBTRC SSRFY 1 | and

use | nternet s?rV|ce transactl?n to access full or partial |oading service
of the still has to face some problems.

10

SUMMARY OF THE INVENTION

The object of the present invention is to provide a secret key management
method for multi-network platform, which applies a common pass lock for
different type of web-browser to support user activation network platform and the

15  pass lock is configured to assist in identifying the reality of user.

Another object of the present invention is to provide a secret key
management method for multi-network platform, in which only the web-browser
carrying the correct pass key is able to freely connect to the network platform, and
use internet service transaction to access full or partial loading service of the

20  network platform.

The present invention provides a secret key management method for
multi-network platform , wherein the multi-network platform is designed for
private cloud connection, and the user is able to connect to the platform via

arbitrary web-browser through any network platform, wherein the user inputs



20network platform The present invention provides a secret key
managenent nethod For nmulti-network platform, wherein the multi-network
piatformis designed (kir private cloud cornmection, and the user is able to
connect to the platformvia arbitrary web-browser through any network
platform wherein the user inputs personal paraneters for registration via
web- browser, wherein the private cloud is configured to generate a pass
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Daemon (HTTPD), and the private cloud shows a timeliness operational
parameter on the web-browser for the user inputting personal parameters, and

10 when the user inputs personal parameters within the predetermined time period,

the private cloud then generates a pass key.

The pass key generated by the private cloud is adapted to cooperate with the
pass lock which is generated by the private cloud when the user registered to
identify the user, and the identification result is transmitted to the network

15  platform, and the network platform is configured to use the pass lock and pass key

to identify the user.

BRIEF DESCRIPTION OF THE DRAWINGS
Fig. 1 shows a block diagram of the secret key management method for
20  multi-network platform of the present invention;
Fig. 2 shows a secret key registration flow chart of the multi-network
platform; and
Fig. 3 shows a comparison flow chart in the private cloud when the user logs

in any network platform by web-browser.



BRI EF DESCRI PTI ON OF THE DRAW NG Fig. 1 shows a bl ock diagram of
the secret key managenent nethod for 70nmulti-network platformof the

present invention; Fig. 2 shows a secret key registration flow chart of
the nulti-network platform and Fig. 3 shows a comparison now chart in
the private cloud when the user logs in any network platform by

web- browser. DETAI LED DESCRI PTI ON OF THE PREFERRED EMBODI MENT Fig. |

and Fig. 2 showpgihgrlfay pratageBoN it PAE PREFERREDEMBODIMRNTOr M8 3

provi ded by the present i1nvention. The user reglsters by the foll ow ng
steps: User cntersn. network platform3 by a 'eb-hrowser 1; A private

cloud 2 connect SF%@J%& iFif1es WRb¥s Rh@tk%g{rg?%a%eﬁgﬁk AlchRws of Iﬂﬁﬂﬁ'%@fw&rﬁnnem
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vi a web- brom&% erein-th ersonal paraneters conprises single
par anet er 0ri%ﬂ8®ﬂ1%khgy of paraneters, or personal data;

5 User enters an network platform 3 by a web-browser 1;

A private cloud 2 connects to multi-network platforms 3 and allows the user
connect to the private cloud 2 via any network platform 3 by different type of

web-browser 1;

The user inputs personal parameters for registration via web-browser 1,
10  wherein the personal parameters comprises a single parameter or a plurality of

parameters, or personal data;

The private cloud 2 is configured to generate a pass lock based on secret key
algorithm using personal parameters, the private cloud 2 is configured to further
use one selected encryption protocol to cooperate with the pass lock for

15  encrypting the pass lock.

Fig. 3 shows operation flow of the present invention. The pass key is
adapted for the user to link any network platform 3 by different web-browser 1,
and the private cloud 2 is able to identify the user, the management method

comprises steps as followed.

20 When the user logs in any network platform via arbitrary web-browser 1, the
network platform 3 links to the private cloud 2 by Hypertext Transfer Protocol

Daemon (HTTPD), and the private cloud 2 shows a timeliness operational



The private cloud 2 is configured to generate a pass | ock based on secret
key al gorithm using personal paraneters, the private cloud 2 is configured
to further use one selected encryption protocol to cooperate with the pass
| ock for encrypting the pass | ock. Fig. 3 shows operation flow of the
present invention. The pass key is adapted for the user to |link any network
platform 3 by different web-browser 1, and the private cloud 2 is able to
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service. The diffe englé%pe web- browsers 1 are able to apply conmuni cation
network for U&Yig 9t UYs¥rvice to transmt pass key and application
programm ng interface, AN. The web-browser | is a nobile web-browser 1

15capabl e of internet connectjon or_nobjle data connectipon The pass key is
generated in di fEBF SY ROBETak SoFRRRTEblY BR{isc o Comtmunicate With one or

10 more cooperated network platforms 3 by user’s operation via communication
interface. The web-browser 1 is able to be configured for dealing internet
service. The different type web-browsers 1 are able to apply communication
network for using internet service to transmit pass key and application
programming interface, API. The web-browser 1 is a mobile web-browser 1

15  capable of internet connection or mobile data connection.

The pass key is generated in different type according to different
web-browser 1, and when the user logs in on different web-browser 1, each
web-browser 1 would transmit its pass key to the private cloud 2, and the private
cloud 2 is configured to compare the pass key with the pass lock when logging in

20 to identify the user.

The private cloud 2 is connected to the web-browser 1 and network platform
3, which is able to be processed to execute one or more function of web-browser 1

management or service request. When the user registers, the private cloud 2



web- browser 1, and when the user logs in on different web-browser 1, each
web- browser @would transmt its pass key to the private cloud 2, and the
private cloud 2 is configured to conpare the pass key with the pass | ock
when |l ogging in 20to identify the user. The private cloud 2 is
connected to the web-browser 1 and network platform 3, which is able to be
processed to execute one or nore function of web-browser 1 managenent or
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network platform 3 links to the private cloud 2 by Hypertext Transfer Protocol

(HTTP) as internet application program protocol;

The server 4 is connected to the network platform 3. When the
web-browser 1 transmits a pass key to the private cloud 2, the private cloud 2 is

10 configured to identify and confirm whether the transmitted pass key and the pass
lock generated when the user registered in the private cloud 2 are matched. It is
applied in generating, processing, storing, and encrypting the internet service of

the web-browser 1 of the private cloud 2.

The private cloud 2 of the present invention is able to connect to different

15  type of web-browser 1. It is able to pass through different type of web-browser 1
cooperating with the private cloud 2 by the single pass key of the user. The
web-browser 1 is not allowed to activate the network platform 3 without
retrieving the pass lock of the private cloud 2. The server 4 is able to tie the
activation network platform 3 in the web-browser 1. Also, the web-browser 1 is

20 not allowed to reach the network platform 3 cooperated with the private cloud 2.
Only when the web-browser 1 tied with the user activates the pass key to the
private cloud 2, the web-browser 1 with correct pass key is able to connect to the
private cloud 2 freely and ignite the user’s contains in the private cloud 2. Thus,

the pass lock for activating any web-browser 1 is controlled by the private cloud 2



10 configured to identify and confirm whether the nansmtted pass key and
the pass | ock generated when the user registered in the private cloud 2 are
matched. It is applied in generating, processing, storing, and. encrypting
the internet service of the web-browser | of the private cloud 2. The
private cloud 2 of the present invention is able to connect to different 15
type of web-browser 1. is able to pass through different type of
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client's web- bromser | , such as tablet, nobile phone, phone, personal
conput er and personal digi.tal, 6 assistan Vi. a ni cation network, such as
ADSL, W AN, AN CRRE PR EbORR tedtbp i ﬁ&lﬂlﬁ 38%2‘9 PGB RS or et
or other comuni.cati on network, n o user (not shown
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and/ or application programinterface my be stor ed in conputer environment
of the prilvatBrecpasdey aWdreamlipaion Biosian s MaE BreHold dfsempuics a
conmuni cat i on net wor k. Veb-browser | is configured to use |nternet

servi ce transa@ireonettoldbe pgyaegloudo? apdeen he tapyaitieg to disswrepramgr |

application programof the private cloud 2. The
via communication network.

Web-browser 1 is configured to use internet service transaction to access full

or partial loading pass key and application program of the private cloud 2. The

15  application program interface is configured to transfer the internet service
transaction between the web-browser 1, private cloud 2, and computer
environment of server 4 for process and storage. The private cloud 2 is
configured to load application program interface, process, and applet for
generating, confirming, and transferring internet service, and is able to associate

20  computer environment of server 4, third-party service provider, network attached
storage, NAS, and storage area network, SAN, to realize internet service

transaction.

As aforementioned, the present invention is novel in technology and



15 application programinterface is configured to transfer the intenet

servi ce transaction between the web-browser 1, private cloud 2, and
conput er environnent of server 4 for process and storage. The private cl oud
2 is configured to |load application programinterface, process, and appict
for generating, confirmng, and transferring intenet service, an.d is able
to associate 20 conputer environnent of server 4, third-party service

provider, netyork.alst ached Séﬁéc"t’sg%atl\t!ﬁ@a%rﬂﬂdar?st -ROETRE ggtwéin-oﬁAN’ to

realize inte et service transaction. advantaged |In nman ects that the
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platform wherein the Lti.-network platformis designed for private cloud
connecti on, éﬂ@“?ﬂ%&ﬁégﬁnﬁboﬁble to connect to the platformvia arbitrary
meb-bromsgr t hrough any network plaffmm, wherein the user inputs personal
paranmeters for registration via web-browser, wherein the private cloud is
configured to generate a. pass |ock based on secret key al gorithmusing
personal paraneters, and the pass key is adapted for the user to |link any
network platformby different web-browser, and 10 the private cloud is
able to identify the user, the managenent method conpri ses steps of: when
the user logs in any network plattiirmvia arbitrary web-browser, the
network platformlinks to the private cloud by Hypertext 'Transfer Protocol



Daenmon (HTTPD), and the private cloud shows a tineliness operational 15
paraneter on the web-browser fin the user inputting personal paraneters,
and when the user inputs personal paraneters within the predeterm ned tine
period, the private cloud then. generates a pass key; and the pass key
generated by the private cloud is adapted to cooperate with the pass | ock
which is generated by the private cloud when the user registered to
identify the W?ﬁfis@zﬂﬂneﬁh& identification result is n-ansmitted to the
network platform and the network platformis configured to use the pass

| ock and pass key to identify the user. 2. The secret key nmanagenent

met hod for nmulti-network platformas clained in claiml1, wherein the pass
key i s gener at. etl seeret ey hnemapeéméent pecthod dod inndti-notvetirk fpdatéorin, 2bwedinbthewser ,
and when the user logs in on different web-browser, each web-browser would
transmt its mealsisndoeyrktdatfdren prdeshed cdroprthateacidud kenmeciivatand thé omel iss
configured to conpare the pass key with the pass | ock when logging in to

i dentify the abeto comBectTioeths edatérmkey ampitragewenibroveseh dltotgh anyinetwaerkt wor k
platformas clained in claiml, wherein the network platformis configured
to be used t @plgémminwbeatie wha hisenenmits rpsrwnelo ppenateasd ebregistregobyviaser ' s
operation via communi cation interface. 4. The secret key managenent nethod
for nmulti-netwgrkoopisert vdremiaghe Ipaivatedclowd ¢f apmhigurediie genavate hae passt lekk
platformfurther conprises a server, when the web-browser transmts a pass
key to the prhiagest enckegukey htgopitling aistecpasenal parameters, and the pass key is

adapted for the user to link any network platform by different web-browser, and
10 the private cloud is able to identify the user, the management method comprises
steps of:
when the user logs in any network platform via arbitrary web-browser, the
network platform links to the private cloud by Hypertext Transfer Protocol
Daemon (HTTPD), and the private cloud shows a timeliness operational
15  parameter on the web-browser for the user inputting personal parameters, and
when the user inputs personal parameters within the predetermined time period,
the private cloud then generates a pass key; and
the pass key generated by the private cloud is adapted to cooperate with the pass
lock which is generated by the private cloud when the user registered to identify
20  the user, and the identification result is transmitted to the network platform, and
the network platform is configured to use the pass lock and pass key to identify

the user.

2. The secret key management method for multi-network platform as claimed in
claim 1, wherein the pass key is generated in different type according to different
25  web-browser, and when the user logs in on different web-browser, each

web-browser would transmit its pass key to the private cloud, and the private



10 configured to confirm and determ ne whet her the pass key is conplied
with the pass | ock generated when the user registers in the private cloud,
and the private cloud is configured to transmt the conparing result,

mat chi ng or unmatching, to the server tar the server to determ ne the
reality of user. 5. The secret key managenent nethod for nulti-network
platformas clained in 15 claim 1, wherein the private cloud is configured
to set up consoud saphbgured thcamsrothepabs keyweith thegqwselosk whedildggmgeit tot ype,
and to use pass | ock associated with the one or nulti web-browsers for

i denti fi cati oderiHy theowski.r mat i on, and after identification and confirmation,
the one or nulti web-browsers in different type is configured. to use
different network plattbrmservice to deal with the interface 20request
from appl i cat3-orhepicert ey sfanegranané breraswee multigetwitils phastorert askdginmainimgement
method for nmulti-network platformas clainmed_ in claim1, wherein the
private clouclpis J:oWh*FrQl!ilrng nepvark pigtormyis eophgured e bt diged e egrpmunisalsr ot ocol

to cooperate with the pass | ock for encrypting the pass | ock. o
with one or more cooperated web-sites” by user’s operation via communication

interface.

4. The secret key management method for multi-network platform as claimed in
claim 1, wherein the network platform further comprises a server, when the
web-browser transmits a pass key to the private cloud, the private cloud is
10 configured to confirm and determine whether the pass key is complied with the
pass lock generated when the user registers in the private cloud, and the private
cloud is configured to transmit the comparing result, matching or unmatching, to

the server for the server to determine the reality of user.

5. The secret key management method for multi-network platform as claimed in
15  claim 1, wherein the private cloud is configured to set up communication with one
or multi web-browsers in different type, and to use pass lock associated with the
one or multi web-browsers for identification and confirmation, and after
identification and confirmation, the one or multi web-browsers in different type is
configured to use different network platform service to deal with the interface

20 request from application program of the web-browser.

6. The secret key management method for multi-network platform as claimed in
claim 1, wherein the private cloud is configured to further use one selected

encryption protocol to cooperate with the pass lock for encrypting the pass lock.



