-1- METHOD AND APPARATUS FOR NETWORK TREE MANAGEMENT RELATED APPLI CATI ON
AND CLAIM OF PRIORTY This application is related to and clains benefit of
the filing date of U.S. 5 Provisional Patent Application No. 60/885, 667
filed January 19, 2007, which is entirely incorporated by reference
herein. TECHNI CAL FI ELD OF THE | NVENTI ON The present invention is directed,
in general, to controlling data traffic in 10 conputer networks and, nore
specifically, to a nethod and systemfor tree nmnagenent in Ethernets and
simlar networks using link state principles. BACKGROUND OF THE | NVENTI ON
Conputers, broadly speaking, are electroni_c nmachines capable of 15 storing
and mani pul ating inforrmation, often called data, to useful ends.
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BACKGROUND OF THE INVENTION
Computérs, broadly speaking, are electronic machines capable of
15 storing and manipulating information, often called data, to useful ends.
Frequently, a number of computers are connected fogether in such a way that
they are able to send data to each other. A collection of computers so
connected is often called a network, and the connector between two network
nodes is referred to as a link. One type of computer network is called a LAN
20 (local area network}, and may be found, for example, in the offices of a small
business or educational institution. A number of LANs or other networks may
also be brought into communication with each other. As might be expected, a
system of rules or set procedures must be put in place so that the computers
and networks can communicate with each other effectively. Such a system of
25 " rules and procedures is often called a protocol, and several have been
developed for communications involving computer networks.

A widely accepted set of protocols for LAN communications has been
developed under the auspices of the IEEE (Institute of Electrical and
Electronics Engineers). A standard generally referred to as IEEE 802, for

30 example, covers general network architecture, IEEE 802.1 deals with bridging
and management, and IEEE 802.3 is the Ethernet protocol. An Ethernet LAN
is generally one that handles traffic, that is, the flow of data from one computer



-2 to one or nore other, using a systemof collision detection and

avoi dance. (A 'collision' occurs when two or nbre conputers attenpt to
send data over the sanme link at the sane tinme.) These standards are
regularly reviewed and updated as necessary to inprove networks operations
and account for 5 developnents in technology. In a typical Ethernet
network, data sent from one conputer to another, or fromone network to
another, is not transmtted all at once or continuously, but is instead
broken up into discrete '"franmes'. Using frames of data better allows the
network conputers to take turns sending gata. The frames may vary in 10

| ength, but each frame includes sufficient address information (in addition
to the actual data) so it may be routed to its desired destination or
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to another, for éxanple one p frombridge ridge 9 includes |inks
13, 38, and severnether. Instead, computers and networks are connected to intermediary

devices that receive data, determine its destination address, and then route it
15 accordingly. One such intermediary device is referred to as a bridge. A bridge
is a type of software switch resident on a network component. A frame of data
may be routed through many bridges on its way from source to destination.
Figure 15 is a simplified schematic diagram illustrating the bridges of an
exemplary network 10, in which embodiments of the present invention may be
20 advantageously implemented. The network 10 may have many components,
but for clarity only the bridges themselves are shown. Individual components
such as computers and sub-networks may be connected to one of the bridges.
In the embodiment of Figure 15, there are nine bridges, numbered 1 through 9,
although the present invention is also suitable for implementation in larger or
25 smaller networks. Each of these bridges 1 through @ is connected by a link to
one or more other bridges. In Figure 15 the links are numbered according .to
the bridges it connects, for example link 24 connects bridge 2 directly with
bridge 4. A path includes all of the links from one bridge to another, for
example one path from bridge 1 to bridge 9 includes links 13, 38, and 89. As
30 should be apparent, there may be more than one path between any fwo
bridges.



30 should be apparent, there may be nore than one path between any two
bridges. -3- Wien a bridge receives a data frane from for exanple, a

net wor k computer or another bridge, it exam nes the address information and
forwards the frane accordingly. Data may have to pass through several
bridges fromits source to destination. Wthout sone governing protocol,
however, it is possible 5 that frames of data m ght inadvertently' be sent
frombridge to bridge, eventually |ooping back to a previously-visited
bridge fromwhich they are re-sent back into the sane |oop. As should be
apparent, this is not a desirable phenongnon and techniques have evol ved
for.avoiding this | ooping problem One téchnique to avoid | ooping would be
to use a fixed-configuration 10 network and al ways route franes intended
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system is therefore not the best soiutlon_ In a more successful solution, a
‘spanning tree’ is calculated periodically according to a spanning tree protocol
15 (STP). The spanning tree provides path definitions for the network as it exists
at the time of the tree calculation. In the event of a failure or other event, the

tree can bhe recalculated to adjust to the new conditions.
Calculation of a spanning tree preferably involves not only desi'gnating a
- path from each source to each destination, but determining the best pathways
20 for each case so that network communications are accomplished in an efficient
manner. (EEE standards, for example, often use distance vector mechanisms
to determine arj active topology for the network, the active topology referring to
the tree of data forwarding paths that will be used to route data traffic. This
distance vector technique is well known and will not be discussed here in detail,
25 except to note that the active topology is configured in a distributed manner,
and so no bridge in the network is aware of the data distribution scheme in its
entirety. It is therefore possible, or even likely, that the topology is not optimal.
The distance vector approach is also less efficient at fault handling, that is at

' recovering from a failure occurring somewhere in the network.

30 A better solution may be to use a link state spanning tree calculation by
applying the core functionality of IP (intemet protocol} using routing protocols
such as OSPF (open shortest path first) and IS-IS (intermediate system to



The di stance vector approach is also less efficient at fault handling, that
Is at recovering froma failure occurring sonewhere in the network. 30 A
better solution nay be to use a link state spanning tree cal cul ati on by
applying the core functionality of IP (Internet protocol) using routing
protocols such as OSPF (open shortest path first) and I1S-IS (internediate
systemto -4- internediate systen). |IP protocols are typically devel oped
and dissemnated by the IETF (Internet engineering task force). In
general, the link state approach facilitates application of traffic
~engineering and allows the active topolggy to be optimzed. Directly

I npl ementing | P routing protocols, however, 5 would nean each bridge woul d
have to set up its own forwarding tables. This is not a detrinment in and

of itself, e at
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i There is therefore a need in the art for a manner in which to implement a
link state approach to spanning tree calculation that retains the advantages of
15" link state protocols, but mitigates or eliminates the problems they have,
especially those associated with an occasionally changing active topology. The

present invention provides just such a solution.

‘SUMMARY OF THE INVENTION

20 To address the above-discussed deficiencies of the prior art, it is a
primary object of the present invention to provide a method and a_rrangement
for configuring the active topology of a computer network, for example an
Ethernet LAN. It is a further object of the invention to apply an improved link
state approach to network tree management, the improved fink state approach

25 having, among other things, an advantageous architecture and an improved
recovery time as compared with conventional approaches.

In one aspect, the invention is a method for configuring a network, such
as an Ethernet LAN, for efficient forwarding of data traffic, inciuding collecting
neighbor information, generating and distributing link state advertisements,

30 populating a topology database for the network, and calculating in a root bridge
the port states for each bridge in a tree using from the topology database. The
method may further include advertising the tree by selectively distributing tree



recovery tine as conpared with conventional approaches. |In one aspect, the
I nvention is a nethod for configuring a network, such as an Ethernet LAN,
for efficient forwarding of data traffic, including collecting neighbor

i nformation, generating and distributing link state adverti senents, 30
popul ati ng a topol ogy dat abase for the network, and calculating in a root
bridge the port states for each bridge in a tree using fromthe topol ogy
dat abase. The nmethod may further include advertising the tree by
selectively distributing tree -5- advertisenent nessages, receiving tree
advertisenent nessages in bridges of theg network, and.- configuring the
ports of each bridge according to the advertisenent nessage. The net hod
may al so further include the feature of recogni zing, in a network bridge
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data base to calculate a spanning tree for the network. The root bridge is
further arran@@'éqféo‘{j'@ﬁé’lbﬁcg"%d distribute tree advertisenent 15 nessages
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dat abases nayube the tapgiegpdlaga base to calculate a spanning tree for the network. The

root bridge is further arranged to generate and distribute tree advertisement

15 messages that describe the tree for non-root bridges. Non-root bridges are
ar}anged fo receive the tree advertisement messages and process them. The

non-root bridges are also arranged to configure their ports according fo the

description in the tree advertisement message, and to selectively forward the

tree advertisement messages in the direction of leaf bridges. Non-root bridges

.20 may also be arranged to modify the tree description in the tree advertisement

message prior to forwarding them to other bridges. In this manner, problems

due to any poténtiaf inconsistency in link state databases may be mifigated or

eliminated entirely, as the time needed to synchronize databases following a

failure is eliminated. In some embodiments, the use of alternate or backup

25 ports is implemented when a failure condition is detected.

In yet another aspect, the present invention is a bridge for use in a

network, the bridge arranged to serve as a root bridge by calculating a

spanning free based on collected network information, to configure itself

according to the calculated free, and to remotely configure the other bridges in

30 the spanning free.
The foregoing has outlined rather broadly the features and technical
advantages of the present invention so that those skilled in the art may better



elimnated entirely, as the tine needed to synchroni ze databases fol |l ow ng
a failure is elimnated. In some enbodi nents, the use of alternate or
backup 25 ports is inplenented when a failure condition is detected. In
yet anot her aspect, the present invention is a bridge for use in a

network, the bridge arranged to serve as a root bridge by calculating a
spanni ng tree based on collected network information, to configure itself
according to the calculated tree, and to renotely configure the other
bridges in 30 the spanning tree. The foregoing has outlined rather broadly
the features and technical . advantages of,_the present invention so that
those skilled in the art may better -6- understand the detail ed description
of the invention that follows. Additional features and advantages of the
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meaning and/or; the phrases “assocnated with” and “associated therewith,” as
well as derivatives thereof, may mean to include,- be inciuded within,

15 interconnect with, contain, be contained within, connect to or with, couple to or
with, be communicable with, cooperate with, interleave, juxtapose, be
proximate to, be bound to or with, have, have a property of, or the like; and the
term “controller” means any device, system or part thereof that controls at least
ohe’ operation, such a device may be implemented'in hardware, firmware or

20 software, or some combination of at least two of the same. |t should be noted
that the functionality associated with any parti;:u!ar controller may be
centralized or distributed, whether locally or remotely. In particular, a controller
may comprise one or more data processors, and associated input/output
devices and memory, that execute one or more application programs andfor an

25 operating systém— program. Definitions for certain words and phrases are
provided throughout this patent document, those of ordinary skill in the art
should understand that in many, if not most instances, such definitions apply to
prior, as well as future uses of such.defined words anf:i phrases.

30 BRIEF DESCRIPTION OF THE DRAWINGS
For a more complete understanding of the present invention, and the
advantages thereof, reference is now made to the following descriptions taken



20 software, or sone conbination of at |east two of the sane. It should be
noted that the functionality associated with any particular controller may
be centralized or distributed, whether locally or renptely. In particular,
a controller nmay conprise one or nore data processors, and associ ated

| nput /out put devices and nenory, that execute one or nore application
progranms and/or an 25 operating systemprogram Definitions for certain
words and phrases are provided throughout this patent docunent, those of
ordinary skill in the art should understand that in many, if not nost

I nstances, such definitions apply to prior, as well as future uses of
such-defined words and phrases. 30 BRI EF DESCRI PTI ON OF THE DRAW NGS For a
nor e conpl et e inincatjwiciiodi mithothe haccompmeyingi draavibgson whereint llke mdulsersages

t hereof, refergnce js.now. made to the,follow ng descriptions taken -7- in
conjunction Wt ’gpﬁ{@ggéﬁﬁﬁ%?ﬁﬂd" H’F’m ngs, wherein |like nunbers designate
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met hod of perform ng nei or | scoyer ording, to an enbodi nent of the
pr esent inventq(')%’ﬁyergqg g to %"se'aﬁ?%%\ﬁ%b‘?aﬁ BFﬁSPﬂﬁ '{}g‘?"ﬁ!ﬂnr ng a method of
processingsa |ink fslgate2 igdviemdisganilludtiatAy aanedodion grdcessing ermpmdiatent  of
the present invention. ' Is a flow dj illustrating a nmethod of
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invention. Figure giguse 8 id h avwdiidgthaTlisttaiRg aahéthed df BBlciREngh dpaRfing
configuration 10 according to an enbodi nent of the present invention.
Fi gure 5 depi dtes agcerdinpopmrrinpedimenteffhe pegsgRhinMeNtAnee protocol  bri dge

protocol data unit kjReEAr @ Q%Md%@éﬁhmﬁtﬁﬁ P ndihdy Bf%%%néoéi[t)‘%gﬁ‘dﬁbhon-

Figures 6a through 6c Illustrate parameters for an LSA_
accordi ng o @epordingdaas embadisepkeidea prasandnverdien. 15 Figure 7 il l-ustrates

Coan e "ok L e Bl HAOERE o LSSTPBHBL R TBRle SPEMnaAL Bl 20
par anet er s f orbridgd pragpridata unit) according to an embodiment of the present invention.
Figures 'Ga through 6c¢ illustrate LSSTP parameters for an LSA_BDPU
according to embodiments of the present invention.
15 Figure 7 lllustrates LSSTP parameters for a TA_BDPU (tree
advertisement BDPU) according to an embodiment of the present invention.
Figure 8 illustrates simplified LSSTP parameters for a TA_BDPU
according to another embodiment of the present invention.
Figure 9 illustrates an exemplary spanning tree topology for which
20 embodiments of the present invention may be advantageously implemented
Figure 10 illustrates a tree description for the Bridge 1 shown in Figure 9
according to an embodiment of the present invention. '
Figure 11 illustrates a tree description for the Bridge 2 shown in Figure 9
according to an embodiment of the present invention. _
25 Figure 12 illustrates a tree description for the Bridge 3 shown in ‘Figure 9.
according to an embodiment of the present invention.
Figure 13 illustrates a bridge architecture according to an embodiment of
the present invention. -
Figure 14 illustrates an operation of a spanning free protocol in routing
30 protocol according to an embodiment of the present invention.



according to anot her enbodi nent of the present invention. Figure 9
Illustrates an exenplary spanning tree topology for which 20 enbodi nents
of the present invention nmay be advantageously inplenmented Figure 10
illustrates a tree description for the Bridge 1 shown in Figure 9 according
to an enbodi ment of the present invention. Figure 11 illustrates a tree
description for the Bridge 2 shown in Figure 9 according to an enbodi nent
of the present invention. 25 Figure 12 illustrates a tree description for
the Bridge 3 shown in Figure 9 according to an enbodi ment of the present

I nvention. Figure 13 illustrates a bridgg-architecture according to an
enbodi ment of the present invention. Figure 14 illustrates an operation of
a spanning tree protocol in routing 30 protocol according to an enbodi nent
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enbodi mentf dﬂ@‘ﬁ%@%‘f’“’%@é&rgh%‘?“60%’8"5"@ﬂ'%ﬂe??ﬁtff?‘t’m"m esent invention in

this patent are by way o ation only and should not be
construed in any way to limt the scope of the invention. Those ski-lled in

be. i mpl enent BB TAICED A EBTIOR QP THECHRENTEN. "7 Plor k. The present
i ?vggt ;o?r ;fsf ?Lr ecf)leﬂJiREgar?:?ugapﬁr diacﬁssted Ifemiié] zirl]rtcbmiawgrimhﬁeemmédimn&genent
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di agram i hb ushieaby Mayaf MRishator2ni9fanidastiduld adt vy coratraet imbhy evayl tovimit
according to ?hrc]a scope of the invention. Those skilled in the art will understand that the
principles of the present invention may be implemented in any suitably
arranged computer network.
The .pres'ent invention is directed to a new approach to facilitating the
15 management of data fraffic flow in a network, such és an Ethernet LAN (local
area network), usihg a spanning tree active topology. Figure 16 is a flow
diagram iflustrating a method 20 of facilitating data traffic flow according to an
embodiment of the present invention. At START it is assumed that a network
operable to communicate data via a plurality of bridges has been formed, such
20 as the one shown in Figure 15. The network is, for example, an Ethernet LAN
network operable according to the IEEE 802 family of protocols, but other
similarly arranged networks may be used as weil. The process begins when
the network is assembled and energized for operation, or at some later time as
determined by a network operator. In this embodiment, it is also presumed that
25 a root bridge for the network has been determined. This may be done in a
number of ways, although no particular way is required by the present invention
unless specifically recited in a given embodiment. Returning to the method 20
of Figure 16, in step 105 neighbor discovery is undertaken, so that each of the
network bridges may learn the other bridges to which they are connected. The
30  information discovered in the neighbor discovery step 105 is then transmitted
(step 110) to other bridges via LSAs (link state advertisements). Although the
LSAs flood the network, in a preferred embodiment they will be discarded (step



enbodi nent of the present invention. At START it is assuned that a network
operable to communicate data via a plurality of bridges has been forned,
such 20 as the one shown in Figure 15. The network is, for exanple, an

Et hernet LAN network operable according to the | EEE 802 fam |y of
protocols, but other simlarly arranged networks may be used as well. The
process begins when the network is assenbl ed and energi zed for operation,
or at sone later tine as determned by a network operator. In this
enbodiment, it is also presuned that 25 a root bridge for the network has
been determi ned. This may be done in a gunmber of ways, although no
particular way is required by the present invention unless specifically
recited in a given enbodinment. Returning to the nethod 20 of Figure 16, in
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conponents. Each then processes the TA nessages and _sets ifs ports
(step 130) acbudgs mgn ptr@cqsra@s thesTA massages awhsels He@ort (tae 13X ackREIG anni ng
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present invention an outing of data traf Step 1352 may eit her
begi n, or conbeﬁmepnfwremecwg@g rfeyan embodiment of the present invention and the

routing of data traffic (step 135) may either begin, or continue, as the case may
15 be.

One advantage of the present invention, however, is the manner in
which a network configured in this manner responds to a failure, that is, the
inability to route traffic according to the current active topology. To illustrate -
this, the method 20 of Figure 16 continues with the step 140, where a failure

20 condition is detected. Failure, or failure condition, as used herein, refer to an
event that prevents or significantly inhibits forwarding data according to a
current active topology. That is, failure may include an actual breakdown, but
may also include the addition or removal of network bridges links or other
components, of significant bottlenecks. In this embodiment, it is first

25 determined (step 145) whether an alternate (or backup) topology has been
established. if éo, the alternate topology is implemented (step 150). If not, or if
the alternate topology is not successful, the process in this embodiment returns
to step 120 and a new tree is calculated. This assumes, of course that the root
bridge topology database has been maintained through periodic neighbor

30 discovery messages, and the link state information is up to date. In other
embodiments, the process may instead retumn to the neighbor discovery step
105 or the LSArstep 110 prior to generating or updating the topology database



15 be. One advantage of the present invention, however, is the manner in
whi ch a network configured in this manner responds to a failure, that is,
the inability to route traffic according to the current active topol ogy.
To illustrate this, the method 20 of Figure 16 continues with the step
140, where a failure 20 condition is detected. Failure, or failure
condition, as used herein, refer to an event that prevents or
significantly inhibits forwarding data according to a current active
topol ogy. That is, failure may include an actual breakdown, but nmay also
i nclude the addition or renoval of network bridges, |inks or other
conponents, or significant bottlenecks. In this enbodinent, it is first 25
determ ned (step 145) whether an alternate (or backup) topol ogy has been

establ 1 shed. bha Bicull a'rfew g;ﬁérﬁxﬁqoﬁ.?é 9P¥%el %2%}”%%%%9 hédvel, s - I f

not, or if terna S not sluccess t he' process in this
embodi nent r ethﬁr nost bmdgesnea'p)talsz Be&rttle portelates ebtheganaoet bridass, there is ssumes,

of cour se thap i, LaRnsPL U68ed 980k80s HAI2BBSP AR GRED B Y BLARF

t hrough periodrc nei'g COVEry nessages
information i sasuhmgcm ddaser demmrhmme dﬁbaitjﬂ. nehettbatthh@abulahes of adpackupst ead

return to the bor cover 105 to
Gener at i ng® o LA oPRBST 55 BPUGH oyt dudh. (i%s s BB Bapd By, e
spanni ng tr eeafdr falllep. TH6. a!tbmm;opm&@,mmomwalculamdmmn theeprinnary abtivedge
renotely sets

th ort states of .t n-r ri.d e i.s no need to
wait until alf opgﬁgg d?fﬁf’ﬁ'ﬂﬁae‘y Eﬁé‘U teBB r%ﬁ?gﬁggésparg ‘typically
re; ul Ll ng in a }‘as‘l‘hﬁ vét@t@nebyerhtlm a&dwtétly ,WImoéiabbdn&tentshef tad ptdsahih oln of
a backup 5 or, aternateto S optiona casesc e
speed recoverﬁ've%f%\”' f%?"l’@%ﬁeggstﬂée%“FQF% I d‘?tﬁ'xolﬁgéigaﬁdy""ﬁ%s étl‘&’
when the pgi Wﬁfe‘éum‘ébltﬁﬁt varel e0lhel MedigRr dddtfiled Gbodé, ajdhaéﬂ_SAsrmdind
adverti sed sefar ately. The varjation g erat | Qns associ gt ed with e od| ment s

of the presentAs;aednihedompl of skedand BRDUS (PHdge protomaldata unist EﬁaF N%r this
purpose, it Whbdn %d:ﬁ%@ é?fcéﬁ:}hﬁ’@ﬂ) EH%afBre!i@fﬁtH%u@ﬁ fo@elfaespative 9seddsbed

above, such as LSAs and TAs, are in the format of standard BPDUs (brldge
prot ocol dat aThapeepf :[nﬁglﬂeﬂ BPDUs in this way is preferred but not required.

Figure 1 is a flow diagram illustrating a method 25 of performing

15 neighbor discovery according to an embodiment of the present invention.

Again, at START, the network is presumed to be physically assembled and

operable according to the method of the-present invention. In this embodiment,

neighbor information is collected via neighbor discovery messages, and

preferably ND_BPDUs (step 205). Other types of messages may be used for

20  collection of neighbor information may be used in other embodiments. In this

embadiment, ND BPDUs are sent and received according to a predetermined

time period (the “Hello Time Period”). The received ND_BPDUs are examined

and the information stored in a topology database (step not shown) for iater
reference.

25 As ND_BPDUs are received each Hello Time Period, many times they

will contain information already stored in the topology database. At other times,

a new neighbor may manifest itself, or an expected ND_BPDU is not received,

signaling a change in the configuration of the network. Therefore, each Hello

Time Period each bridge examines the ND_BPDUs received and determines

30 (step 210) if a new link has appeared or an existing one has timed out. That is,

entries in the topology database may be fimed out and erased after a

predetermined number of Hello Time Periods if no ND_BPDU confirming their



been nodified according to the present invention for their respective
purpose. The use of nodified BPDUs in this way is preferred but not
required. Figure 1 is a flowdiagramillustrating a method 25 of perform ng
15 nei ghbor discovery according to an enbodi nent of the present invention.
Again, at START, the network is presuned to be physically assenbl ed and
operabl e according to the nethod of the-present invention. In this

enbodi ment, neighbor information is collected via neighbor discovery
nmessages, and preferably ND BPDUs (step 205). O her types of nessages may
be used for 20 collection of neighbor infigrmati on nay be used in other
enbodi nents. In this enbodinment, ND BPDUs are sent and recei ved according
to a predetermned tinme period (the "Hello Tinme Period"). The received

ND BPDUs are ., i I n ' ed. | ] ase
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of processing a link state advertisement (LSA) according to an embodiment of

the present invention. When an LSD_BDPU is received (step 230) at a bridge

15 it is first examined (step 235).to determine whether it is outdated or has been
received previously. This may be done using one or more techniques. For
example, the reCeiving bridge may examine a sequénce number and sending-
bridge identifier of the LSA_BPDU. If a newer LSA_BPDU has already been
received from that bridge, the one being examined may be discarded. In

20 another embodiment, a path vector mechanism is employed and.the receiving
bridge checks to see if its own bit is set to determine whether the LSA_BDPU
has been seen before. In yet another embodiment, a time-to-live field (TTL)
may be utilized, with LSA_BPDUs being examined for age. i one or more of
these methods indicates that the LSA_BPDU is no longer useful, it is discarded

25 (step 240). This helps to prevent LSA_BPDUs from continuing to circulate
unnecessarily in the network when they are nollonger useful (although,
depending on the determining technique used, they may under certain
conditions be brocessed more than ance in the same bridge).

If the LSA BDPU has not been received before, then it is forwarded

30 (step 245) on each port of the bridge, except for the one on which it was
received, and the bridge's topology database is updated (step 250). As in
Figure 1, each bridge, having updated its topology database, then determines if



process. In accordance with the present invention, the root bridge may run
any 10 active topology algorithmto build up the tree. The LSA BPDUs
distributed in step 215 are subsequently received in the various network
bridges. Figure 2 is a flowdiagramillustrating a nethod 30 of processing
a link state advertisement (LSA) according to an embodi ment of the present
I nvention. When an LSD BDPU is received (step 230) at a bridge 15 it is
first examned (step 235). to deternmine whether it is outdated or has been
received previously. This may be done using one or nore techniques. For
exanpl e, the receiving bridge nay exam ng, a sequence nunber and sendi ng-
bridge identifier of .the LSA BPDU. |If a newer LSA BPDU has al ready been
received fromthat bridge, the one being exanined may be discarded. In 20
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was recei vedi, aRdnibdginkrit &8 theSpreQadt inedntidal ab%&ﬁeﬂh&dlﬂﬁdﬁt réﬁ@@gu?éo) As

in Figure 1, each bridge, having updated its topolo
det er mi nes i f withxeterminiag whethaid ghangeois theriresyis ege g%argggt)ep%’) ‘%o

performs ggtr %@teﬁﬂln%%ﬁma@rbe pStAMedtDredhibhintdi@als aoM QboihQﬁélhhﬁﬂetﬂﬁé ver K

information. Note again that In accordance with the present 1nvention,
only root bri @jfdggersedevest. parith.mit Adreq ?'&%’Q@dﬁdlﬂté‘ﬁp?ﬁ'?aﬂf sEesurses thghe t r ee

cal cul ation ppLaGesy dHafgiohabcheethBik F2Q! siRplyleshtueOr Hid'eé Thange is
determined to be necessary, then the method 35 prqceeds to calculate a new
tfree from the current topology database (step 270). (Note that method 35

15 describes a root bridge operation, so no step of determining root-bridge status
is shown.) The root bridge then configures discarding ports (step 275),
followed by a configuration of forwarding ports {step 280). The tree
configuration is then distributed throughout the nefwork (step 285), for example
using TA_BPDU messages.

20 When the TA_BPDU (or other tree advertisement message) is received
at a non-root bridge, it is processed and forwarded as necessary. Figure 4 is a
flow diagram illustrating a method 40 of tree configuration in a non-root bridge
according to an embodiment of the present invention. The process begins with
determining whether a TA_BPDU has been received (step 290). If not, of

25  course, the routing of data traffic, if any, may continue normally. If so, the
TA_BPDU is read (step 295), and the discarding ports, of any, are configured
(step 305). The discarding ports do not have to be configured first, but his
order is preferred and helpful to creating a loop-free topology. The forwarding
ports, if any, are then configured (step 310). Assuming at least one forwarding

30 port has been configured, the TA_BPDU is then forwarded on each of the
bridge’s forwarding ports (step 315). '



one enbodi nent of the present invention is show in Figure 3. Figure 3 is a
flow diagramillustrating a nmethod 35 of calculating a spanning tree
according to an enbodinent of the present invention. The nethod 35 of
Figure 3 begins wth determ ning whether a change in the tree is necessary
(step 265). This 10 determ nation may be perforned at regular intervals, or
upon the happening of a triggering event, or both. If a tree change is not
necessary, of course, the ordinary operation of the network nay sinply
continue. If a tree change is determned to be necessary, then the nethod
35 proceeds to calculate a new tree frqmthe current topology database
(step 270). (Note that nethod 35 15 describes a root bridge operation, so
no ?tep of geternining root-bridge status is shown.) The root bridge then
configures discar ' fiy a of
forwardi ng ports ?E@%SB )oﬁﬁﬁﬁﬁ{ﬁé%%a 8%$#mﬁ%§ge§%m@%qﬁﬁéﬁggﬁspfgghted
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(step 315). -13 ormat of BPDU nessa enper al t he MSTP
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depicts a LSS
For an ND BPDU according to the present invention, the LSSTP
Parameters 335 are empty, as the necessary corresponding-link bridge and
15 port identifiers are currently specified in the proposed IEEE 802 MSTP BPDU.
In other words, the neighbor discovery process does not require additional

LSSTP parameters for successful operation.
For LSA_BPBUs according fo the present in@/ention, there are several
options available. These options correspond generally with the different
20 embodiments, described above in the context of discarding L3As when they
are outdated or no longer useful. These options are illustrated in Figures 6a
through 6¢, which show LSSTP parameters for an LSA_BDPU according to
three embodiments of the present invention. In each of these embodiments,
the respective LSSTP parameters include a Flags field 340 and a LSSTP
25 Computation Protoco! Identifier field 345, followed by link description
information 355. In Figure 6a, an optional LSA—rem'ova! field 350a includes a
Sequence Number along with the Bridge ID of the sending bridge. In Figure
6b, optional LSA-removal field 350b includes a Path Vector. The LSA removal
options associated with each of these LSA-removal fields has been described
30 above (in reference to Figure 2). In a third embodiment, the TTL information
already part of the standard BPDU message is used instead — and therefore no
LSA-removal field is necessary - as shown in Figuré 6¢. Note that more than



state spanning tree protocol BPDU) 45, according to an enbodinent of the .5
present invention. Regarding the fields of the LSSTP_BPDU especially
related to inplenmentation of the present invention, the BPDU type field
320 will reflect that this is an LSSTP_BPDU nessage. The Hello Tine field
325 is used only in ND BPDUs, not in other types of LSSTP_BPDUs. Note that
the tree configuration identifier field 330 .is the sane as is proposed in
| EEE 802.1ap 10 Virtual Bridged Local Area Networks - Amendnent 9: Shortest
Path Bridging, Draft DO.3, dated May 9, 2006. The LSSTP Paraneters 335
vary according to the type of LSSTP_BPDY. as described in nore detail

bel ow. For an ND BPDU-according to the present invention, the LSSTP
Paraneters 335 are enpty, as the necessary correspondi ng-1ink bridge and
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Note that nore t

forwarding ports for each bridge are specified, and the remaining ports at that
bridge are assumed to be discarding ports and configured accordingly. As
15 mentioned above, these discarding ports are preferably configured first, prior to
setting the forwarding ports. The root port is also specified, in this embodiment
immediately foliowing each Bridge ID. An alternate port toward the root bridge

may also be listed (but is not shown in Figure 7).
Figure 8 illustrates simplified LSSTP parameters for a TA_BDPU
20  according to another embodiment of the present invention. Here, following the
Tree ID field 370, a Number of Links field 385 relates the number of links in the
tree rather than the number of bridges. Links fields 390 therefore foilow the
Number of Links field 385, and describe the tree in terms of the links between
bridges. This reduces the size of the TA_BPDU, but increases the processing
25 complexity as each bridge has to determine the how to set their ports based on
the received tree description. Whether this trade-off is desirable may vary from

network to network.

An even more abbreviated form may be useful in some applications.
The exemplary tree topology of Figure 9, for example may be advertiséd using
30 the TA_BPDU sequences illustrated in Figures 10-12. As can be seen in
Figure 9, Bridge 1 has two designated ports and hence two branches leading
from it, specifically to Bridges 2 and 3. Bridge 2, in turn, has three branches



one of these LSA-renoval options may be used, with appropriate changes
made to the LSSTP paraneters if needed, but using nore than one option is
not presently preferred. In an alternate enbodi nent, no LSA renoval option
is wused at all, but this is not recommended. 5 Figure 7 illustrates LSSTP
paranmeters for a TA BDPU (tree advertisenent BPDU) according to an

enbodi nent of the present invention. This type of nessage also includes a
Flags field 360 and a LSSTP Conputation Protocol Ildentifier field 365. A
Tree IDfield 370 follows, and a Nunber of Bridges field 375, which of
course specifies the nunber of bridges iy 10 the tree. The individual
Bridge fields 380 follow, one for each bridge in the identified tree. The
i ndi vidual Bridge fields each identify the port configuration for one of

the bridges ip the tr ' i r in
ports fo? eac(‘]? 8\"90‘3& 8&"{%}%&% %%Dgn '?tB"d ger?aﬁﬁﬁ?r?geg%gﬁ%h éet%d ?’I ’
bridge are assua@n Bridgesid stwangh Nargleaf bridges, and fhegefoedhavecar bfangies. As 15

ment i oned aboye, ese di scarding ports are preferably configured first,
prior to setP@HE I H§fhar di ng ports. The root port is also specified, in
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links and br:dges assoc:ated with port 2 of bridge 1. Regarding the latter, port 2
is designated to a link to Bridge 3, and port 1 of Bridge 3 is designated to link to
15 bridge 7. Port 1 of bridge 1 is also designated to link to a single bridge, Bridge
2, but since Bridge 2 has three poris, each designated to link to a respective
one of Bridgeé 4, 5, and 6, the-designations of Bridge 2's poﬁs are each
isolated in a set of interior brackets in the Tree Description field 420 of Figure

10.
20 Naturally, Bridge 1' uses the information in the Tree Description field 420
to configure its own ports 1 and 2. It then transmits one modified version of
TA BPDU message to Bridge 2 and another to Bridge 3 using the appropriate
ports. in each base, the port designations not applicable to the recipient bridge
are removed by Bridge 1 prior to sending. The TA_BPDU sent to Bridge 2 is
25 illustrated in Figure 11. In Figure 11, it can be seen that in the Tree Description
' field 420-2, all that remains are the port assignments for Bridge 2; port 1, for
example is designated to link to Bridge 4. Similarly, Figure 12 illustrates the
TA_BPDU, which is transmitted from Bridge 1 to Bridge 3. In Figure 12, it can
be seen that in the Tree Description field 420-3, all that remains is the port
30 assignment for port 1 of Bridge 3, which is designated to link to Bridge 7. For
example is designated to link to Bridge 4. Note that Bridges 4 through 7 are
. leaf bridges and as such have no forwarding ports to set. The TA _BPDUs (not



Figure 9, Bridge | has two designated ports and hence two branches | eadi ng
fromit, specifically to Bridges 2 and 3. Bridge 2, in turn, has three
branches -15- |eading out to Bridges 4, 5, and 6, and Bridge 3 had one
branch | eading to Bridge 7. Bridges 4 through 7 are |eaf bridges, and
therefore have no branches 1leading fromthem According to this

- enbodinment, a first TA BPDU nessage is received in 5 Bridge 1; this
message (or rather the relevant portion thereof) is illustrated in Figure
10. This type of nmessage also includes a Flags field 405 and a LSSTP
Conmput ation Protocol ldentifier field 41f5. A Tree ID field 415 foll ows.
After the Tree IDfield 415 is a first Tree Description field 420. The
first Tree EEscription field includes the information needed at Bridge 1,
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the message was received. Other messages are processed by the routing
15 protocol entity and only sent out on designated ports.

As mentioned above, the routing protbcols-are not applicable without
some modification. First, IP addresses are replaced by MAC addresses in the
routing protocol and each frame is them forwarded according to the MAC
address in its header. Second, a tree advertisement is inserted into routing

20 protocol messages and the processing of tree advertisements is implemented
in network bridges, as described in more detail above. Note that tree
ad\}ertisements may be carried in routing protoco! objects that are prepared for
routing-protocol extensions. For OSPF routing, for example, a new type of
Opaque LSA may be required. Opagque LSAs in OSPF provide for generalized

25 for protocol extensions, and tree advertisement may be considered a type of
extension. In a preferred embodiment, type-9 (link local) is used for tree
advertisement Opaque LSAs. Tree advertisement may also be implemented in
an 1S-IS routing protocol using similar protocot extensions applicabie there.

In accordance with the present invention, tree advertisement messages

30 (TA_BPDUs, for example) should not be flooded, to avoid accidental loops.
Rather, they are forwarded only on links that are part of the tree that they
advertise, and are sent from the root bridge toward the leaves. The iree



TA BPDU, which is transmtted fromBridge 1 to Bridge 3. In Figure 12, it
can be seen that in the Tree Description field 420-3, all that remains is
the port 30 assignnment for port 1 of Bridge 3, which is designated to link
to Bridge 7. For exanple is designated to |link to Bridge 4. Note that
Bridges 4 through 7 are |eaf bridges and as such have no forwardi ng ports
to set. The TA BPDUs (not -16- shown) sent to these |eaf bridges are
simlar to those depicted in Figures 10 through 12, but they will have a
NULL value for their Tree Description field. Figure 13 illustrates a bridge
architecture according to an enbodi nent g% the present invention. Note
that IP link state routing protocols such as OSPF or 5 IS-IS are not
suitable without nodification for application to forwarding control in
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and the processing of tree advertisenents is inplemented in network

bridges, as desdpcdiewith hepiopernglionaibove. Note that tree advertisenents
may be carried in [opid RENRERURCRIULARR] R6lotols Ay Bkeapplie@F6Ethd B6ntrol of
routing-protocol extensions. For OSPF routing, for exanple, a new type of
Opaque LSA majomserdiegdhatdsl configeration shihe;asticssiopolpayinddnerpet BIWerks: i zed
Although the present invention has been described in detail, those
15 skilied in the art should understand that they can make various changes,
substitutions and alterations herein without departing from the spirit and scope

of the invention in its broadest form.



25 for protocol extensions, and tree advertisenment nmay be considered a type
of extension. In a preferred enbodi nent, type-9 (link local) is used for
tree advertisenent Opaque LSAs. Tree advertisenment nmay al so be inplenented
in an IS 1S routing protocol using simlar protocol extensions applicable
there. I n accordance with the present invention, tree adverti senent
nmessages 30 (TA BPDUs, for exanple) should not be flooded, to avoid
accidental |oops. Rather, they are forwarded only on |links that are part
of the tree that they advertise, and are sent fromthe root bridge toward
the | eaves. The tree 17 topology is calculated in the root bridge, and al
other bridges configure their ports-lecording to the received tree
advertisenment. Note that processing of the tree adverti senent nessages
accordance wth the present invention may represent a new functionality

i npl ement egyHAT ISSCLAIMEBDII8ges' routing protocol entity. This new
functional ity ipcludes .the pr i j are part
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descri p§i omesstesydfs descri bed above may al so be inplemented in routing

protocols with the proper functi ' . IS manner, | P routing
protocol s may b%aq%%mgg?ef O@ 3q'§§{n r&%ﬁ olcf)ghé?%e::war di ng, that is,
confi guration oidveRisimyrthietee tometwark nodes gaticipating indh@deRs. Al t hough the

present invention_has been descri ' ' ft:hagskilled in the art
shoul d under staﬁ?f’ﬂpﬂ'i[fg ﬁ?&&c‘i%ot@ﬁ%tdv@??%&?dgﬁgﬁg@g *“substitutions and

al terations her formandirightbe tredeyuiveticement yong the tegs.rit and scope of the
inventign in its broadest form -18- WHAT IS CLAIMED IS: 1. A nethod for

setti nd8up and updating a tree in a conputer network having a gl urality of
net work nodes cThe rethastiof claim I whkersindthe stemakealculalingthg tegeis based

on a topology database populated with neighbor information obtained from link
state advertisement messages, the topology database béing maintained by a
link state protocol.

15
3 The method of clalm 1, wherein the tree is an active topology span over

a plurality of Ethemet bridges.

4, The method of claim 1, wherein the tree ls remotely configured by the
20  root bridge of the tree. |

5. The method of claim 1, wherein the tree Is advertised by the root bridge
through ports taking part in the tree,

25 6. The method of claim 5, wherein the tree advertisement comprises
sending a message containing all port configurations of all bridges.

7. The method of claim 5, wherein the tree advertisement comprises
sending a message containing a description of all links taking part in the tree.
30



t opol ogy database |s avail able at each network node, said method conpri sing
5 the steps of; calculating tree by only a root bridge of the tree;
advertising the tree to network nodes participating in the tree;
configuring the tree according to the tree advertisenent; and forwarding
the tree advertisenent along the tree. 10 2. The nmethod of claim 1, wherein
the step of calculating the tree is based on a topol ogy database popul at ed
wi th neighbor information obtained fromlink state advertisenent nessages,
t he topol ogy dat abase being nmaintained by a |link state protocol. 15 3. The
met hod of claim1l1, wherein the tree is an active topol ogy span over a
plurality of Ethernet bridges. 4. Thé%method of claim 1, wherein the tree
is renotely configured by the 20 root bridge of the tree. 5. The method of
claiml1l., wherein the tree is advertised by the root bridge through ports
t aki ng pat i nThaanethed. of2€aipn 1Thwhareinhibe ee @dyertisemenhprayidestare tree
adverti se e ri S; L Ml I I;

confi gur a’?iF %@g&%@ﬂaﬁfﬁc@dﬁsdggggﬂ%&qﬁ@%ﬁé?ﬁgﬁ&@?ﬂ%ﬁéx:i' %a , nmoﬁgr"téil%et he tree
advertisertwm® conprises sending a nessage containing a description of al
links taking part In the tree. 30 -19- 8. The nethod of claim1, wherein
the tree advertisenent provides an identification of nodes in the tree and
port cdnfiQur affhemeshodateiakm dewhereintbe treede impementageas@n agangdn cl al m 1,

Protocol - e THHAng TrHRERABEMGENEE O S herei n & desor ption of a
rel evant subtree is
10. The method of claim 1, wherein a description of a relevant subtree Is
forwarded towards leaf bridges on.the tree.
10 _ _
11. The method of claim 1, implemented as an extension to the Spanning

Tree Protocol family (STP, RSTP, MSTP).

12. The method of claim 11, wherein bridges not calculating the tree,
15 conflgure the tree received In the tree advertisement to avoid transient loops.

13. The methad of claim 12, wherein the bridges not calculating the tree only
configure active links taking part in the tree received in the tree advertisement
after configuring blocked tinks. |

20
14. The method of claim 11, wherein the nodes not calculating the free
forward the tree advertisement after configuring the tree,

15. The method of claim 1, whereln the tree is configured by setting a
25 comresponding port configuration.

16. The method of claim 1, wherein the tree advertisement is forwarded
specifically on links taking part in the tree.

30 17. The method of claim 1, wherein nodes not calculating the tree forward a
modified tree advertisement containing only the relevant subtree of the tree.



forwarded towards | eaf bridges on the tree. 10 11. The nethod of claim1,

i npl emented as an extension to the Spanning Tree Protocol famly (STIR
RSTP, MSTP). 12. The method of claim 11, wherein bridges not cal cul ating
the tree, 15 configure the tree received In the tree advertisenent to
avoid transient loops. 13. The nethod of claim 12, wherein the bridges not
calculating the tree only configure active links taking part in the tree
received In the tree advertisenment after configuring blocked |inks. 20 14.
The nethod of claim11l. wherein the nodes not calculating the tree forward
the tree advertisenent after configuring the tree. 15. The nethod of claim
1, wherein the tree is' configured by-2®tting a 25 correspondi ng port
configuration. 16. The nethod of claim1, wherein the tree advertisenent is

forwarded specifically on links taking part In the tree. 30 17. The net hod
of cl ai m 118uwhefha method®s cladn ¢ further sempaseastibesteps oforward a nodified tree

adverti senent (841 | Yad i5e & SNt GRe t 20- 18.
The net hod of g‘?glaiﬁth,@dit??he? C mﬁél ségp:bﬂeb%tlgpg S%Purag%a{cu E}slsti ng the
tree by thehanges: bridge if the topol ogy database changes; advertising the
new tree by the i . i tree by the non-cal cul ating
bri dges based: o%d@ﬂtglﬁ%tgggr%t i%ﬁﬁo@%i@gﬁéw tree; and distributing the
adverti Senent atipsia§ing hthendreea rie.the non-calculating bridges based on the

advertisement of the new tree; and
distributing the advertisement along the new tree.



