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SECURI TY SYSTEM TECHNI CAL FI ELD The present M%MN\M‘"“H“‘
relates to a security system which conbi nes

activity nonitoring and the field of information *eslec

t eclo@éoegruoson nobil e 5 communi cations. BACKGREIMR2688001305
Most organi sations and individuals regularly use

credit cards for obtaining goods and servi ces.

Despi te advancenents in technologi es and security

systenms in relation 10 to cash or credit

transactions, there rendi SECERIBEIYSTEMan econonic

nmeans of detecting credi.lt}_,t IfEAfLr E at the instant

it is taking place. In Australia alone, credit card

fraud anounts Tle #éstOt imventionnrelptes to anseourity aystémgvlach combines
great_deal _of .inconveni ence,t r de . .
71 narmeP Rt R R0k i pk TP 1RkERo Bhngloey in mobite
r épordoeiunivationsr edit card fraud exceeds $1 billion per
annum Most fraudul ent t i t.ake place in the
absence of the card Me?§%¢@§rﬁ| aced for goods

or services ovMbpstt érganisatiorsr angly indélidyalsoregulary exseragjrealiti tards for
of fro%?a%l ent trgnsgactions are for small amounts. 20
However', %%ﬁﬁ%i’ntl%‘ﬁi, | osses are high with costs

bei ng passed obD¢spiteaivaivemes i technolpgiee rad sebirity sgpems in relation
| eri8 st 3t R Mok hoRARKS. 368 [ 3RSAell O BALLE Alans of
aitd viP 1 58t SR I}t Eamadetonsy (KRR TS, patrt erns &8

undul detectireg@edit carddrand aithe instamttitiatakiogeldce.ne of credit

wll be cancelled. if the cardhal de oes not, c act...
them thi sty Bpetalis Pfey 8GN ol Ao SRpRg o Pig Bition per
par t i anotira rchusinigfa dréat déal afimaatveriase a6 eardholdetseand dineivid] dwstitutions
who n%i% be on holiday and not able to respond to any

bank fmuni cation. Most cardhol ders are able to

i1struct the blanksigst isorebomeadt thatt &redit varg Hrand exededd $1 billion per
their_accounts to enhance security. One exanpl e of

this at“%“% of systemis offered by -St George Bank in

30 Australia. NMhe fStud@entr gmsayiotsetikeplage $n ahes shsenceeof the card
wher e cu torrerf, C‘f,'fn ayt omat i cal leY be &se%tg ﬂic ount

i nf or HETT GACT RS PIAREtfer SO0t QaPRirs Pyt Sirdrtordid %’5‘ He.
1111111111111 17k hibjotityl 1oF1 fraddhllehfl Iiahdatfidns are for small amounts.

20 However, accumulatively, losses are high with costs being passed onto cardholders in

- general through interest rates. .

Whilst banks scan transaction patterns and will contact a cardholder
when patterns are unduly changed and warn them that the line of credit will be
cancelled if the cardholder does not contact them, this type of security can often back-

25 fire particularly if the transactions are by the cardholder who may be on holiday and
not able to respond to any bank communication.

Most cardholders are able to instruct the bank as to limits they wish to
apply to their accounts to enhance security.

One example of this type of system is offered by St George Bank in

30 Australia. The St George system offers a service whereby customers can

automatically be sent account information they have requested via Short Message

T
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(SM5), including account bal ances, deposits and

wi t hdrawal s as they occur, giving individual account

hol ders greater control to better manage their

fi vemew&0240d0e Syst em proposes to gi ve Cust OMergeT/Au2005/001305
greater flexibility and peace of mnd by providing

i nformati on on how nmuch noney they have in their

accounts when 5 they have reaéhed their credit or
spending Iimts and whether any noney has been taken

out wierAeuSMNeineluding apastinfchalagpaiedepptits ang siithdgawals as they occur,
cust : ' ' :

"t o Al BEnAPRNIRSS B AR {pe b ey fnances

bal ances for ahie sgstem@sepogRs iFgwe gesamay Erger Rrxilifiendpeace of
cr ediing 8y grovgcﬂlgqﬁﬁﬁﬂ%n%n Iﬂg&g&ﬁi gﬁ)’ngy?ﬁrm@ iPhEP H(%Bunts when

bal ances feach a predeterm ned high ow l'imt
NGt i ftheyabgve reashednthein eredii or sprading diits\and véhethep i money has been

gr eatigfen tleRintubBikir Bige0 Notification when a
W t hdrawal greater than a set anount is nmade fromthe

account 15 TheUndsr [thpnpysigmacustemeye dayst tha| cptiers taihaer the iellowing
St Gq{?foﬁﬁat@)ﬁ?ﬁt%ﬂi‘aﬁoaﬁ?%ﬁx%ﬁs $rt: o Reports the

avai | abl e bal ance o e selected account at the

begi nni mg Astounhbalanges,for gnyChlb Geerse Areehem Savirgs adaeopniogr credit card
recei vi ng ;thgnimessage fromdaily, weekly, 20

fortnightly or nonthly. o This will be sent at

appr oxi eradNetificatiogOwukanremount b4laghesBedch A predstermyined high or low limit

Reports ’

the. pr cdet o o ey VAuERE Sustind A ErL ol wab SE e
alert is dotification alse aorithdrawad grealet then atsehamoumt is medt from the
bet ween t Qg hgurs of 11. COpm and 6. 00am you will be
notified at 8.00am EST on the next business day o If

t¥e account baTkerfolovohgmarg &desiofaldarts uader dml StiGepnge system:

depostfianck AfrIESSagE W Il be sent inmediately. 30 o

This ‘alert cannot be set as a re-occurring nessage. WO -
2006/ 024 08epETheraiialt D948 Sf he selected account at the beginning of the

day.
o Choice in the frequency of receiving the message from daily, weekly,
20 fortnightly or monthly.
o This will be sent at approximately 8.00am EST.
High Balance alert:
o Reports when the balance of a selected account reaches the predetermined
value.
25 o Where the High Balance alert is sent because of a transaction that occurred
between the hours of 11.00pm and 6.00am, you will be notified at 8.00am
EST on the next business day
o If the account balance changes due to a real time deposit, the message will be
sent immediately.

30 o This alert cannot be set as a re-occurring message.
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Low Bal ance alert: o Reports when the bal ance of a

sel ected account reaches the predetermned low limt.

o Where the Low Bal ance alert is sent because of a
transaction that occurred 5 between the hours of
11.v00pews/e230806. 00am you wi Il be notified at 8.d@da02005/001305
EST on the next business day. If the account bal ance
changes due to a real tine withdrawal, the nessage

will be sent inmediately o Thid alert cannot be set as

a re-occurring nmessage. Deposit alert: 10 o Reports

when BowBaacaalers: recei ved. o For transactions that

occur bgt weashstvitn A Hafindd ofhkeROABM @Rt BaB08 He prédeiérmined low
w Il be notified at 8. 00am EST the follow ng norning o
This al ertimiype will offer the option to be set

' T €CUTT |, NGihere WelIRAY BYfRhce &S is’ sentlbecisEBP @ thaRsa¥iath occurred

wi t hdrawal occurs on your account. o For transactions

t Hat  occubetyeemiehoprseofhldi0pmomd 16100mp wew wdll e motified at 8.00am
you wll g okt hbRbushe dgfqm}gggc&ﬁﬁb&ﬂclﬁ HAdEs dye to a real
morning o This alert type will offer the option tolbe

set ' r ecutimerygthdrawgl thempassagp vbbesentimmediatelys t ype of
system s SRk ei ng al | owed

to set %hgtbgﬁ%ﬁnf/%g é%e?%rgro\se&f%%ﬁ%% they wish to
receiRepogitelerts, is |imited in the types of triggers

thpt cap %F%%gn?gﬁggsqgcemgyef the type of alert

ichis ected S mnimsing fraud on the
cust onep iFer trinsactiohthatuencamiatweendbehores ofal Indfipnt angle.00m - you

when a w gx@i %tﬁ?ﬁ 4l EXyoTvy is made
fromthe tv‘gl(ci:ic[gounﬂ.eg |'s(ﬁ%‘y%e o?@@ﬂ%er |séhel pf ul
when t he dhistatentgypenvililoffer the ogtin tabd senirécumingt he 25

anmoung . Wi y Wwsh to withdraw wi thout triggering
an alnéevrltygta&{h%@ﬁr ess hel pful when the practice of

"tki mmi ng'Repartsiveen a athdrawal dehas origduo aeountSki ning is a

practice : rau L )

based afo u%ﬁgg%'ﬁécnp}r? sg%a%?c\é@j;&e%g?ﬁgé% %gﬁie{’él lé P & ﬁndi{nrﬁ1 gss‘%OFm you

wi t hdr awalwilh b¢ padified at¥.00am ESTsthe followingimeoreiby t he

wi t hdr awal~ af ed. . ster.is not, recogni sed

as bei ng C}B‘%ﬁl@eﬁtggpﬁa%ﬁiégte{kﬁ%%hﬁgg%%eesret 6T RE" scanni ng

system i n pl ackhe ijormobiem mdthnlds typk bfsysteacio that ihe kestbmer, while
ing. a PalmPilotxsi.ze hand- hel d. deyi t hat, can r.ea .

20" S oRb o @ o B s Cho i Sy et iRy Mo, s

car d' limirdgn i typestafitfggersathatvanh [be aised has state® abdA) the type of alert

2006/ 024080..PCT/. AU2005/ 001305 numher, expity,.date

o CTREN 1 GG AT ERe mHmny, G 08 iecorsBiRt iR e customer

ont o receives a notification when a withdrawal greater than a set amount is made from the

account. This type of trigger is helpful when the customer wishes to set a limit on the

25 amount which they wish to withdraw without triggering an alert but is less helpful
when the practice of “skimming” is used against the customer. |

Skimming is a practice used by more advanced fraudsters and it is

based around the fraudsters mimicking the spending or withdrawal patterns of a

customer, thereby the withdrawal affected by the fraudster is not recognised as being

30 abnormal to the customer or the scanning system in place. Skimming is normally

accomplished using a Palm Pilot-size hand-held device that can read and store all the

- encrypted data embedded within a card's magnetic stripe, as well as the name,
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counterfeit cards that mmc the original card in

order to bypass the security screens of the financial

institutions authorising the transactions. An exanple

of "skimmng"” is illustrated in Figure 1. The figure

sho¥e 2006/02080i st of transactions taking place @rCTaAU2005/001305

custoner's account, be it a credit card account or

ot herwi se. The "ski med" transaction is displayed as

transaction "C'. As can be seén, the anount of the

skimm ng transaction is a. relatively small anmount

conpauatber, t expiryiedatst mnsk other infersmation Thes date camdhens be gepied onto

woul dcoﬂﬂt(erfﬁ?ca'r&ﬁ%ﬁ h%hﬁ:%hééﬁ-iggﬁ}ﬁl gard b@r&e‘r%’%ass%@{eﬁuﬁg screens of
as the St or ge "D

system such as the or system Trarsaction
i s nothefihdnkial ipstitetidpe authorismgdlpiransagtions. an abnor nal

transaction gi xga,the. g Y i1 A iﬁ'?&gérl?gfhg(ﬁgure shows

the relatively smal'l ampunts processed prior .
t riansalitt ob trarBactiopsetaking plagghon # aystomer’is @pcomnt, besit ggredit card account

aut hoJrioﬁ?eﬂgEc?. ﬁf&ﬁeﬁ‘g&kj}rﬁ’&deﬁ%%tﬁﬂ i?éﬁ Sﬁlgﬁri QMR safon b ?.gﬁs can be

account us.es.unaut O_I‘I .se ow anount/ hi
vol urseen, tenasmint oftbe skimmingiansaction) isf a rglativel) emall amount compared

car dhql.de A S, [ S : ey
[ den?tl8 ft?ee(lé}hg;mﬁi u nglbftfttﬂhaélia ?g e hbgglg? Flgtrbegi?%t@)g/g fens” limit-type
and tdlert efstame sucheasdbe 8hGkatge systenmofTrambkastiore YDY ds tmioee likely to be

07 A58 B E) BOR O o B Wil by e o

al r easiatitady smatl smowth prowssed peorctarhaictier Daeven itoughstrangastion D

| ate.. Current . Wely) S not

cat erlsfucl)armg qsfén&%égtl%%&%%&gﬁmkg@%%ggﬁf %ggtf raud) or

any ot her frautBkireminglisisesofmautherisedulaly ambert/highvelwee tr@Bactions
seem i lacy i f.h%%gv{dholﬁ%q l‘ﬁétar?hoﬁr{tg %%ﬁ% %x%aﬁ 9, Q‘g not identified as
appr ove eﬁy neural networ ki ng techndl og sys? ens,

wh ¢ hunatithexised by pride bt spdtevas audethérefore the cetdbolderrie goteaérted to the

belongs to. the true £,d [..by ¢ rin [ evd
spendiy i ASabla SR UGy is oG SR TRESPHR s
Thi s the frewkiss akeatip hé¢enmizsited uion tipaatiihbldgr amd itgsieedatag,

usi ng probabi | jt d . other neurally.derive N '
ochai Gues o Gt B §iiRhol Bblogy afe pl Gler for skimming, CvP
becau®ard Net Brecentdl Haid}on anh@thendiasdulnt tuse fof theecatd;thdt involve

request is, fraudulent or not, th nui ne card _owner .
28 Seminavg ke BR ateedy bioe B WheRR o Sepronine
t o quechnopy systeniswhioh attdnipd ek détérmirpewititieg therdabis feqtiesbbelongs to

i n t O r audul ent

request order to st f a ction .
F oquedt e Gt SRR, P SRR BISVIODS Rendip BRS apeipip e curent debit
ac c o ueipsest. Ghfsupro@sCRrtahtanmer to pantding | ot Gueseixp,eusirgnprelshbility and
their _pwn unysual nsactjon requests being bl ocked

s et ety fihvabfoRRaRies tocthente s ralinelacpant R, Herate the one
S¥5t epason etaUE®wg avticther theadelit @synest 3s Amelutedtdnot, the @enuine card
humans ar rone to,abnornal .de¢i si.on- maki n nd
behay i DAE AP GPgHBIEAAmers: dRRE WHigh G35 Pk gresgt 4o query and filter or
desi gsleck the paddiigt tranfactionifedadst inf ad&ac kiop Hratidullgn® Sriutsaction requests

that i s WD 2006/.024080 PCT/ALR005/ 001305 5
t r ansHEPTEE FEGHRES PIpaTUInS P dO EFE0M '%ﬂ’b‘ﬁ? &4 o3 mpr§ dhave also

pr evi épéridncad theig owarunpdial Sardactioh Séquests béing blecled  musiial being in
it "B e e neurad SONEid oyBem VOB S8R0 S0H Yk are huma,

and humans are prone to abnormal decision-making and behaviour. Unfortunately,

neural networks are designed to alert to unusual transaction requests, that is



4

decline, this stops the genuine card owner from using
their card until they contact their bank and address
the situation. 5 QGher forns of fraud are continually
devel oping. In a phishing attack, a fraudster spans
t hevo pogsaeh With email claimng to be from a per/auz00s00130s
reputable financial institution or e-comerce site.
The emai| nessage urges the recipient to click on a
link to update their personal profile or carry out
some transaction. The link takes the victimto a fake
websi FESHELR Jeauesty St arsiumupyel comparedotyl the triremious Hoaeaetion, pattem
any pEstegTAItheddccouk® If ihBakabsdls d | sQEhi i
r out e% 1iG)r ggtly to the_gécalammsrée%ﬁggmfrsgfbéﬁ%ﬁg%?,tggﬁayand
at t ackeiney s stopbthe gsnuine ¢a5d oxPerelior psiag (esin cagd until they contact
conputhéf banagd addids the 8ftuakigglSs | Nt o hi s bank's website,
tr? att acker 8' gg%(backs" on that session via the
Trdj an to makeOdRtompyeifiaud sre qontipnaly devetoping. \iaatphishing attack,
TWo- I frhudktonaliBfihd G WildAind IS o/lrhh! 0 FbAGAIRS financial
to overcome 15 these new forns, as Hlas using t
di f f SPEIHUOR O PrAorEnsrqecfs. Fhet awail mesagsampessbatisipéent to click on a
chal l1pRAE updutd ' | ' Gl

s i pESiuaPp e o BT Yo BN, BERK dhs

a reply via SM5. ] _I's ‘assurned t

cust o torpfake website {rnigprdkto dqpkdike Hiegeal Gung. Howievergany personal or

t1490- f ikl infOridRBH biit6rd 1sObued &fe ' ng,u{nﬁ xtra

har dwar e; and even bettgr t he g%%tg\rgﬁdé au [gnti cation

pi ece goes ovef a Tepjans Attack ar attaskeni getst tho TSoja dnstadled on a user's

t han cofgutbr. Ween tROudERld ORB re; " o
Pltx ¢ en tROuITRIdgh $ht& B ALE ﬂggﬁdsgg,ntg? g@ﬁg\%esggybacks on

difficu Two conmuni cat i ons pat

sol v&bat FrssipR ¥ thehTpien tafeakeisny freudylentioadeaction Bewentawhi | st

the user has nBjo-fac@FRLtRLHE [ 1.0n_Of. qr

of  transacti ons,0 [élart i cul ar?tron\?\[/lm% r?g‘ghzg%?&g?‘é‘ ditetip? toPovercome
191 gdiFBeRay fgms.e5 heswesingrtea diffesent pomtnitdtions prthsh One bank sends a
syst emdlleAdsdtoCARB wS&E Jeﬂ%hGﬁBjeia% anPE tcﬁga b%gf}/’lg%%‘s If it is

then attach fraudul ent transactions t

val i & thatall thebagks gusesperyadva gelbphones then thiseesultsiol agwo-factor
at t a@ithérficRRRP Yrdcbss N@¥Boudt N Bx kS al i th. the, S

portion of t he¥,,l ogin. st nce he%grgﬁvg%f adl\gd ite?e !?’?i%eeril\/%w second
and UBFHYcation Rieqeagoed ovefor differant communioativasisharne! than the first;
26! Y infABing Nealrbl@r thévh! fre BieRYAYy, %}gﬁ i

fraudul e%t trandggiggi on has been bF 0CEs S B‘)g/c%mns paths do not
f i nafeyeyer solye the: problem if ithe ehallemget ewdh Ay @ertt hvehilst the user has not

tr angafpibted the\@hsesbn bl %E(Iél N& & deogglt é%ﬁ%ula?f} I\?Vlatg regard to

30 dispute resol ution prdocedures.
r esol RIBSYErCkNEG s dhg andstan is still¢tirs theaslysten anll ofn see the code come

appr gack il ARG ' .0 reverse, .
i ncl udi ng ag\ggun‘tﬂelfgggl? t rrgeﬁgﬁaggac%?%séggltei“ﬁﬁ SoRRlf gode.

i s ampunt i &\njatackdrivsingomanmintthe middbelsttacia isthappy 4 Ha@Sthe user
to th&s 0 01305 6 .fjnanci al _
ot o, b, SRS RN ORI 0B S o B ol e s Troden
cost attagker Heesfnoheane bedauseihe ds rielyirtgi onrthé wset todog in anyway.

di ssati sfacti re in.the mnd of the custoper. .
The cust oner i@)gcec r?o?éﬁlq}ebg AR g% g M BRoETsesd by a financial
opi ningfitutish, fherder naheveathe tremgdction reversed)ethé dinktsal fihddfion has

&nd dispute resolution procedures. The dispute resolution procedures have a cost attached
of approximately $70 per transaction to reverse, including account fees, time and

processing charges. This amount is in addition to the amount actually lost to the
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is nore likely to advise others of this adverse

opinion. 5 It is an object of the present invention to
provide a security system which will reducg f i or
transaction fraud whether card not presenL_e frau
ovewoaossemwgee medi a such as internet ban |ng,p(ﬁr1d| 1 12?05/001305
al so which may at |east partially overcone at .gasth

one of the abovenenti oned di Sﬁ‘%an_t ages or provide e
consuner with a useful or co 1[C|t ﬁl chl cei 10

Furt heharRfll afstiftniad dud VAL RAYES 19 L0G cost to the financial
invention wll be.colrl_re%. appar ent 4 a{sﬁea éﬁgﬂl‘i‘?ﬁt 0 the anc‘.
descr tstiuBen Wﬁh%ﬁsﬁahsfgzt}l;vm _r:reiztyr(:1 ?Htl% mintdﬁ:ei ﬂmpir r iuetom;:révli"hg g&sm"r is
Accor gjopg; Ry entd. €S P d and
a net %iggélg% Y t%rohﬁﬁwﬁ%%?ﬁg Cat c-g%noonflfﬂ?erqﬂaﬂﬂ é’&%&%ﬁg EFstalélg’ fraud an
t he nﬁtmﬂfelh’é@hpradslsmqbﬁheftth?ﬁmfoggo&) 02 pPoCiCIdg? o
engering into an.agr Wi . ) [

155 pr ov_igde T ea?&?l i i%Ema0 %Eg{égfh%lf P 5e<§‘?rﬁ\ﬂ“f°§}t‘?fbm F’B?"fiﬁﬁ security system
ser vi Which ilbredige transactiqurfraud iwhathercaard o posdn® £20d bh6ver a remote

servi RGN A&ks j criteria upon which the

pri ncﬁg(zlallg s?ésﬁ %g tgﬁge a%’er ed.’ Y%ﬁcﬁ gr}?gagiqa% Ragtally overcome at

pr ovi &t orrefi theostiongmentionedmisadiniagéstoy pttﬁ'id&gtaeﬂéonhﬁ@& twith a useful

one ¢ : 0 (c) the service provider _

pr ovi%iraﬁg%gforlaelg@%efzne message to the principal via a

rthot e conmuni Buthien plyjede sidc adviuRam) dﬂﬂ?prﬁﬁut 1hQEtDA Wil Decome

for NSRGT ¢ [ S not. .match, t he

pri ngﬁp%gl‘l@' s ﬁigggrggﬂgggscgﬁ |Qtnev‘r'q}l‘3§1 i ?VF%@WQ %ftf?‘arf‘ﬂe-an

al ternative foAerordigeta theeprbsentninventione tefbeisi ﬁoﬁdé&f%hﬂéﬂhod of

of ' i nd aut hori si account usage, e

et o ToAng 814 Bl Bpulblisge M S e ihe stepsof

entering into (@ agpeecipdentedidging aﬁ&gﬁé_bxﬁ@ltmm\élsgﬁ[cf%{ébviderm
vide real -tine ng,activity nmonitoring service, ]

\F/)\lﬁgr ein the pri nc?%g'f&c%al i%ﬁ?’%&a‘?‘a‘ti’ H’é’ng%l?‘rlgi gwice, wherein

provi der transacti the principslesomumtia Q.Eléd the s&f\dcte(ﬁ)k(ﬁ@der trénsaction

to nmonitor, 30 (b) the servic rovi der, nmonitorin

account activity uSh %%algionlwélé@ttﬁ)ewp FrpRitiepe alﬁi‘ﬂ%, (c)

the service prbyi dée serviveedvideg nonftéiiiasckbid sctivity Asif &t least

WO 2006/ 024080 PCT/ AU2005/ 001 05 7 aut horl_satl on

procedure which i ntUGBE EbAari son with the

BPi nci pal 's cre)t er tha. seAtil%d']gfolvﬁiai Ipﬁ{i,ri]({iﬁg‘ al {}ﬁl?rg% message to the

transaction may be dependant upon the satisfacti¢

contravention of tﬁréncﬁ’ra'{]m?i HaFme copmupications i demicei(RED) when

typically be requi sutltbrisation for a transaction which does not match the

=

principal’s transaction criteria is requested.
In an alternative form, the invention may reside in a method of
25 monitoring and authorising account usage, the method cdmprising the steps of:

(a) a principal entering into an agreement with a service provider to
provide real-time account activity monitoring service, wherein
the principal communicates to the service provider transaction
criteria which the principal is to monitor,

30 (b)  the service provider monitoring account activity using at least

one computer, and

(c) the service provider subjecting transactions to a pre-



5 before authorisation for the transaction is given.

If the principal sets a pre authorisation condition

then the transaction will preferably be bl ocked before

aut horisation if the condition is not satisfied. In

ot hwo 200e0zie80 t he transaction will be decl i nedpciR€2005/001305
-service provider will typically nonitor the

pre-aut horisation data 10 packets between a fi nanci al
institution and a point of salé/ terminal. An alert may

be sent to the principal notifying the principal of a
contravention of t hatherisationmapcedure el irichhdss qerdpagison with the
refused or bl ocked i request. According to a
preferred enbodi nel{&%?ﬁ{ﬁt%ﬁéspect of the invention,

the principal dAathogsationnforathe tramspetioncmayebé adeppotant upon the
whi ch it ari ' . . he,. i ce. .
pr ovi aputc o BhlpFortin bW prl P b\ B bl gy be repired
us? ngbedere Hauthorisaficar faacthe trimsaction rie| givdn. fhythe mwipcipals sare a pre-
a Consdtl{cﬁ[gﬁtioﬂn c&ﬂﬂﬁmf fen nd SFRQLAN lvéill bérg%ba% be blocked before
transaction and request that the user retur rhe” ¥ode

t o aututrisationtifithetcondiiencis notsatisfieds Imathenwonds, thé bagadihe will be
same @ljinddl fferent communi cation paths to the same or
multiple RCD s. Cenerally, one or both conmunications
paths will be ¥heeardde prodidemwyiliptypisallysmbuiton thef pre-atithadsation data
such e Number. | dentification/ Cal li

¥ PP R ot BE i Vg, M st may be
pr esesent tontherprinsipabhétifying tthe pyimdipat iofal coptravedtial dethe principal’s
set I thei r_authagri sed

debi ¢ SAPRAEL o riBled i AT oA, ity lskSiFfzg to @ prefemed
per s oemheodondnh ofishisvasgtebieof thh dnyeatieh, nige piédvigal heu@aimuniate their

theirg, of. This 25 therefo allo he bank, the .
ner chczzjr%%aa@ %t 1enj'ycl: ;;{F‘Hﬁté’?%% ¢ Eoo gag? o°|5a°8|v¥$ th?] SEITE RILAgPr using a
‘ati es®nipotet hetwork ami {ypically astgoat HYMIWisifase. CTHe Qirinciparday also
IS us t r.d i ner al | ped through a

r ead el‘rg o cg’f;ﬁimilﬁ'ggn ﬁé% ’hé t?/r\filptoxmiym%rg E‘T‘Fﬂrﬁ%&%%ﬂd request that the
connewsti Biwmathe cotiketodetimiikes the frramsactiona ATk Beof Blohd) 8 same or
ent er The transactiagn.is then proces N rin

or oce ity AR il 0 e TR R s Sty on o bt
C onnemirnomidationsepatles twilh tHeh secingdit dn@ nmby @akdesse ideh®Eliation such as
cayd agency or.bank. Authorisation is,generally.give
d%‘@p)en‘g'ﬁﬁ?a Do "t“ﬂ) saﬁf‘é&%ﬁﬁt{(’f‘mm& 3%er ‘mﬂé ARt CL)
such athehtivatibs ansacti on anount not exceedi ng the

credit limt 2006/ 024080, PCT/ AU2005/ 001305 A 8
and/ or the car ' bd¥FE VPRIoAN4IeHe thy rrmerpRle (cydholder) to set

of t hardleesembt dlloweily @élr ARboris@PEbRS & RBurdebdtsd M8 brincipal is the
part of this authori sagltgn roc&fﬁé&.j The system may be _
assocTPEtRSFOR W 1H R fastacrs Be de dehit reqgest fig theirs or not. This
a8 hahdrefote AdwSMRCBa%, e GndréAntSAdithé s&lkdMer @ stop all unauthorised
cont raventiﬂc])n of . t&{}eﬂgrl ncipal's criteria comuni cated -

to t HEceslo RSBV HEP Wy be 5 a further paraneter

whi ch nmay be rwiieh besedieled & dMelLhEi Al isQRn&iBlly ted through a

transaction js ) ) S .
reader or similar machine with a communications connection and the details of a

transaction are then entered. The transaction is then processed. During processing,
30 the reader uses the communication connection to request authorisation from the credit
card agency or bank. Authorisation is generally given dependant upon the satisfaction

of general parameters such as the transaction amount not exceeding the credit limit



given. If the principal's criteria is satisfied then

the alert or notification will not be sent. The

system of the present invention nmay differ fromthe

prior art systens in that the principal has a nuch

br omdedossnogpe of criteria which will trigger gdd/Adi6oseo130s
alerts. Instead of requesting that alerts be sent in
particul ar situations, the principal nmay comuni cate

their anticipated transactions 8o the service provider

and the service provider alerts the principal at

ever y a¢/emibg cerddeinghvabith add ¢ lilot Tho sysempoﬁtﬂxetmestaxliteinvennon may

pri-nc of t he rese

T T T L TR S —
syst emitfthe flatsi feed abddyduringutbe taettioddation pravessseidathatsedisfaction or
t her efs 8. c#xtr?n Iy tBE ?ﬂlluj n‘y ’s tmtft%nf gc{mr a? ng d S mtgae%f)r&cﬁar may be

a netvvork mor e one conput et
acPi vpdiyrthempasamesenwlri¢th may be eipdted baﬁpe dmﬁmh@nm dorathe transachon is

i one B e BlagaLs B R honta ORI A5 ofuSiiFatontil ot be
[ nv_enfe‘ﬁnbn wi Il be used to nonitor credit card

rccount” part| BT BT o S plelenl Bbehiin, BAY et v o pior art

t ypelsS}GmeS émtiabthe @nhmp@ hsuig muals bxloadeﬁ SR olﬂaﬂééhm &htAGvill trigger

N TN e T —

When may enmtnmgcatasthdx artticipatied fraxisaaioh oo theeidePdovider biitPthe service

SRR 4 ORI ok R, ok ey 0

g 2 ?2 prmcgtabs aiferid. rfruersgstm oRthe ?g@m mﬁﬁtﬁwﬁﬁgd in combmauon

25 aoaie ol RN P B ri by BoS et Spegtetvdbgetion.

fted. The r enoTwictipnthe seaice prsiddeias Qs€ aMeAPbE $Bre than one

bor s caiputh Ao e Sl STReiiek i ol apebieferopd & cental

the daterstvet ahdnsually komprisehiemaniieni &ose @RguRtsner s whi ch |

communi cat § o TS Be S Euniriet pysentipuctios ol e peed fo monitor

co n'ﬁcqnelutt cardBﬁ):hThﬁlagt}’;llt gﬁz |bg &ﬁe&@%@lﬁﬁﬂﬁfi‘}: gy?lta E)f falébgbﬁ}e particularly

gicdc ur 511%? the, aey?ng tﬂ”@'o{’% % ‘géﬁ’fmte %‘P@‘}ﬁaﬁ“ﬁ %iﬂn%ﬂey banking and the

- pr ef dikeddformatvadelatiip to e dsb e? & ng&eﬁmatmv% chgﬁ%/ o aé'thf a data

b A0 RG0S Beed iy loreciQf e e dhesrpaneion i astied to

wi | | alventred peintpusmallya sredit ﬁgeﬁ@' RQbagkel . THENEfoRRAHh 36y then be stored
provi.d rchant codes and al e

t he nito
the pri nc:l@é?“ix&dj £¢ Ié‘i)’tsi‘f{ﬂ‘fai’ Hgﬁ sYstenyof the peesent mynntlon may be
@5t h mcmmmahmmeamtagmgaath&eaequest ed. O her
i nformation or, crlte{lama be used by the principal
to trigger then§ EPpteseaurmunications devias eamecqmmprise ghe gardholder’s

par t ifixed armobileelephond) dipsiseieal aorﬂ;ﬁﬁﬂﬁ aCta t{a&ﬁﬁié &rbagé% of the
parti cg%oe}%ly narr ow set of formati on may
pr oviTHSPIH APt these devises and-otherywhigh are n%fls'f%'@lt are included as a

remote communication device can generally have a software component.

30 The cardholder can communicate to the principal the criteria upon
- which monitoring is to occur or alerts are to be sent. One particularly preferred

‘embodiment of the criteria may be a user or principal providing a list of Merchant



H

principal's proposed spending including dates and/or

| ocations, on the card in a set tinme period. In this

way, the service provider nay alert the principal when

aut horisation for a transaction not matching the
spewohecsotwsmnsactions |isted by the 10 principahad280s001305
requested. The cardhol der's RCD software conponent can

be used to send input commands to a software

envi ronnent that is running ongthe network of conputer
systens of the service provider. In response to the

| nputcodasmatawitich tHeecredif tandmell &d\ised bR seb @itdSpeRiod.1 SThe service

| ocal__input comand tg a _software enviro nt L
conpdheAte + R %b%wgg‘gsqeh@“\g%@%ﬂﬁﬁs Wé::%ﬁt thes pepriRal when
'byf [ saatlnbﬂ@ltian bﬁ@@ﬂan;ﬁtbﬁdﬁu\?itlﬁ Q{Iﬁﬁiﬁﬁld dud nﬁrdh@rtﬁtV&ﬂe %s re%uested. Other
i nfrastructure i.ch i ur, ends .a renpte outpu
ool nE A Bitsod Dydis PrnciPel4a FLASEt R avies use of
0t puthe eatrandpartibdre B@am@;ar@u@ﬂesﬂeg@%r(%hﬁmt locAtéh DAL pdrcularly
be issued 0{ Fh‘? Iaé/.ed on . or tqg t{n‘gy . .20 A, i

ol ur JPTEY 8 of IHUFAPELRaY e pravidecohy S preipeh incluging sll of the
pr oviptiacipil®s prégolédsRnding Gichwing Wateh aad)S BEationd) dnIHS ELA® a set
and relatio shlrhgs for information transfer can

be as
fol | GWe PEHO- IR riiisn " i 187 F8EVICg oRTPYidsTe mayygtert Kb peepipal when
phoneuthbrisatibn lfe 4 Bshctiod ol atdhtrg e 8peeAcRALARbnsSBASY the

-ggrressaaﬁ Oor co nd froma renpte communi cati ons

vi PERGRRlArequestad. octed to the central data server

but nust genermiel girdhflaérs RODGUGRare Cotdforierd &h H8 RE&o R¥nd input
a scanni ng, system and/ or a swi tching box. The
ow t CREMETIS 365 FAVIARBCT (04" H R OB (bl Bebyogle PG gemputer

net weystems3¥ theervideps@gdr.may contai n data i ncl udi ng
i nformati on alout how t& set up the cardholder's
wat ches, the t3pesPeRse e theyippyf op » i ofigfagsgenyisorgaqnt sends a

ds WdcdD phd 240 8@AndEd / AAbbdHAeé QEViRiAmetO corhptnehit b BRc&Bes the
regul ar pa teh%ﬁ of use of the card, requests for
spec PPl TP respAnds WynithiRg: 3 decal (quut Tepemangdnie @g server

syst eifras@ycngewhichlid tir RE® Atemate butpBSHAGRASd BARE cardHoRI%’s RCD.
any comput er cié devi ce connected or connectltglg to the

5 system The BCHERAAY WRALAVRHE fammends, fherREP an gquse an alert

| easbutpiicto belisspdpe displhpeddnSeio thORcpecurity tests on
uested or subnitted to the central

ége inforrmti?{;_ reg‘1 e )
ta server. Apbighty afiigtegrated andorelatqdy systemsegpn be provided to
SeCUk¢Hidve RifoinRgioh Eanskdr. t he i nformati on requested or

The systems and relationships for information transfer can be as
follows;

@) From an Internet software, WAP enabled phone or mobile input

25 device.

The cardholder sends a message or command from a remote
communications device which is directed to the central data server but must generally
pass through or be intercepted by a scanning system and/or a switching box. The
switching box may form part of the central data server network.

30 The message may contain data including information about how to set

up the cardholder’s watches, the type of activity to be monitored as well as



submtted is within the anmbit of the security

protocols, the scanning systemmy grant 10 access to

a secure level (Authorisation level 2) which prevents
unaut hori sed mani pul ation of the data held or
acoeeamaofaysot he central data server. Once accesS/At005/001305
aut hori sation |l evel 2 has been granted, the

information may be directed to a switch box to be
processed. The function of theloswitch box can be to:

15 (1) find the | east busy drone conputer within a

net widférniatorp 6 egslar patemis @f bfel of theocund) meljuests fum tspavific dja or login
route alerts to an SM5 (short nessage service) server

to b&FBREONt 5 cardhol ders’ conputers or nobil e

handsets; (3) (¥endThestaeshg dysieni oayrgedecallylreteivecdll mesapges sent
conputers. 20 The switch box {ray ftf]eevictehe cent.re o;metc € to the
system It general FYMoFWSPIPRET Of HEVIR PRAEIY FF Somasgt

o6 the drone conpuswtema.wi thin the central data server

and is genergjhlﬁ al.so responsible for ttt]e {el q&ge of11 a set
al ert nessages "SATTRRE PEHTEEBIaY RY O rh, & Y Reehea™y

el emefiesuritly téstbeonsie irfoomafion tejjudsted oe submiied torthsyeatraindata server.
as part of the network e eagh 5.C ected vji.a a

T oc A iege st BF AP0 IS G P PP i rormatich Rauested or
(1 nt enbigittedis ofithincthe ambihef thy eoeity proecolis)the€ §dayningsysent gy grant

t h th t h L Kk lor. th dj t .
B 53602, e LGB hR aF R et Jr R i
dr oneénaéipalatibresfihddya hefd erfaeeadel py Hr\centtaliatdBerver.

pur poses; they are as

follows: 3 to accept . .
process and r PGP ACHE'Y ab\ﬁhf’%siarh%l“ lgcyaﬁ(l f?zhi*ﬁ g%?n ﬂﬁged’ the information
r eﬁuaflﬁwddfrémw lbgwﬁafbbke@bem&g(ea.) t ohr Spet itivel %
cal cul ate cardhol ders' reques " wat ata" (an
2006/ 024080 P F&&B@ﬁfgbﬁq%'ﬁ%{‘ﬁ‘i“w\a%?ﬂ: set by(the
agr dhol der to (1y i gg6d thaneasd bak§ diohé Edinputer Sthin 4 Retwbiketo process
cardhol der's nobile or, RCD). (jvV) muni cati on server
sof tware receives %\W‘F@@ﬁ%‘émfédo%vﬂtc trone conputer
routed t-hrough2) herocuw d&R tHAXSMS (DdetandskiEe service) server to be sent
Communi cation server software receives_the ssage,

the Conmuni cat i ontossafdpgldess; Gomputerseor MobHeangsfis: ng

cardhol der’'s ¢gf a GindgequbfbEiRfbARRionHeReA drofd E8mpuidié]
passes the nessage as well as the correct phone nunber

28 send the rdgSHHeh baxguarpedhscearntithe sutsenk eqrsjallyeallocates

]gv) /&t[ehmos@ REPUALIE B tHe Mo QY hipBtefsOFiBliY B QniRSHAIRver and is
rom e
generally also responsible for the release of alert messages and exchange of

information between elements of the system.
(i) Drone computer systems as part of the network are each
25 connected via a local area network using the TCP/IP protocol
(internet protocol). The drones are directly connected to each
other to form the network and/or the credit card agency data
server and the bank data server. The drone computers may
preferably have two main purposes; they are as follows:
30 (1)  to accept, process and return data which a cardholder has
requested from the service, and

(2)  torepetitively calculate cardholders’ requested “watch data” (an



10 Conmuni cation server and broadcasts it to the

renmote communi cations device. In an alternative

enbodi mrent of the present invention, one or nore

"hi story servers" can be added, the purpose of which

IS W®oan4de data to any of the conputers copgR&gtRgsoo1z0s
to the network. 15 The history server is in place so

that it can act as a gateway to the data feed. The

hi story server scoops all of thé data out of the data

feed as it cones along so that the data never needs

to be requested frcmerﬂrsetm;tmédadlmmmemmeant&lanwhjchis sent to
once. Once the datag,.| ect d he data feed or
fromthe bank or c?lédcaf ncyet?lf gt ase, the

hi story server (inay demmwduen dadver softwates reaives]atiaddage from a
to prevent the need, to re guest Q{; S af oy mat i on
nunerous tinmes. Al ICh'%neerc\(/“é1 serc:rgﬁtﬁé %u&ﬁﬁ Sf"ﬂtgh Bt wor k
réquest their Oateatht rGommiiicatios savey sofiwiréatceive@he message, the

dron no, | rectl onnect e o the, . dat
feed ??%anga?l g erevgrd %ﬁg%/%b c%e Oéxgllng of8F o&lﬁ é’\ﬁat df te?ephone
box amthbers qame) antilpasses thatsesfapons WhE aghw cofidcs bln¥ number to send

serv t hr ou central data storage
nmay gtéecr%sggeggﬁ”%ffggnwcég%‘gﬂﬁ%es created by the
h| story server(v)EacAn BMSt @imseatics deBbe ¢ 4 RedsBE from the
tem can then use%0 these .30 dat abases (Il ocated on
S

anot her conputer) SOTRHEC2HANENER 38 F"ﬁgcaﬁtﬁr b‘ué‘ho‘l}? remote
the network. WO 2%5@2&&%&@@%005/ 001305 12 One

I nportant aspe of the t|on ma also be
Do i P AL ol redbonob o e
unant"histopypeegerd"road saeddeo ruae pmgosawwh%htlm SEVidd s&a to any of the
provi der so as aler ed to the transaction or

have PHEY Wﬁﬂ%’gﬁtﬁafﬁ’ﬁgf) In this aspect, the

sisst em may be Hibdxt@d sérOerélJJ inqm&h@ﬂﬁf it b&d &ahs 4 Bat&Pdyith Yhe data
the service provider 5 that authorisation for an

unantiP& pated transaction is about to be requested and

that an al er tTHea@tor} Sdrvdd 8ccoBill of-EHé &tef‘&ﬁ lof ﬂh@@&th?&d%lt comes
an unantici atedtransactlon will typically

subj &anesp that therdatanexesepds to b rﬁﬂ#ﬂ@%‘iﬁor@em p@gﬂp ewr@sarmore than
unautones. | Gred tRCAaeSS callttied FRATRE ddMDfedl bfrdrh Sheusi ﬁxnarélﬁt agency
ﬁr(}ls rr% ’B_Eowfraud to be visited upon the principa

er dalabgse e sterysgeer mavstare e datadn its pyn database Essprmtﬂhe need
have 6 feqtiet e kWb Rkt dihiay. @ principal to
advi se the service provider of the unanticipated
transaction arftll S5 coppested|te the nghweriorequsstgbeir date from the history
~trangg&td on including, but not limted to, the
princi pal

The drones may be no longér directly connected to the data feed but
25 instead may be connected to the switch box and request their data from the new
history server through the switch box.
A central data storage may be created to house the databases created by
the history server.
Each history server connected to the system can then use these
30  databases (located on another computer) so that cohesion remains throughout the
network.



conmuni cating an access code to verify their identity.

The access code or authorisation code may be

generated by the service provider or the bank or a

third party and transmitted to the principal. The
codwomobdo2s0gpi cal |y be transmtted on a first peT/aAU2005/001305
comruni cations path and the returned authorisation
typically requires the transnitted code to be

returned. This return step can Ike perfornmed al ong the.
first comrunications path but for further security,

will generall yOneuuporahmgecaosmepmbnt Bﬂeﬁﬂmlxﬁ@tdl@rb“e the method

path the first |cat ons

Pt n Y R B GET g s Stiied, EPRHpscand Sotly tho servie

co mnmpudtn soasnatde |a]:eetcd toathg tiranisatg orfosf Haauﬂixa heﬁs aEtthﬂdéﬁed In this
an .one, of the principal'’

20 ac 0, re t

par Pt syRblindy RSt @ suiod ' Peomlpet Py esergios provider

t H?'ed pﬂlatra(uﬂpakdtmtl de@E)&nmyxphth: gfhi@ctian :15 ag)butctf) th B?%;uested and that an
endi [ ction era i ncl ydi ng, at l'ea

|tO hose %hae f‘é A sg"%‘og‘gﬁ@tﬂmé’ E’&)P‘Eﬁnﬂﬁp‘ﬁgﬂ frapsaction will typically

par arket the sutgéct bh &g&l’ou.ﬂ el toaﬁi'éve‘ﬁh EéthiptifBYr Ruthorised access and

aut hq £d usgln ¥s e e present i.nvention.

25 The LG E %? ?Pé h’é@/‘“’? VY:gﬁ‘Eda@tbet‘ﬂﬁteﬁ UpPRE fhe rincipal.

on t HBliere mh;obemnolue vtIe of SYRk o SlepPWBIcKH B eAS bE BSHIwed in order

(,mq Cthr X‘h £ % sag_Tee as,. t he sed to conduct

t an<gr.a principal to advise the sprxice p ¢idhe prepti¢ipgtest transaction and stop

aut hahe slertt due/or rlﬂmﬂtathblﬂﬁs?acnoxﬁﬂicluﬁﬁky bt lnmted to the rincipal
conmuni cati on process may, be acconmpli shed via ane

syst e RISBTRE HhnfERSt Frsleafoe veriys thews lﬁéBﬁWGérﬂi!ér %ﬂCPsy code or
the mathofisatiad cede wbamﬁbﬁdf’@y 80 sBhich %hﬂ'ﬁier or el ﬂaﬁlE |off"a third

for cki or. al er Thi s anmendnent occur
tenp&ﬁ“gtf d ‘8‘1”5‘?1% Iy ﬁPtﬂtﬂlﬂ dThﬁégii%W@Irtmaa}lytbamnmttm a first

U5t | lcomhmniostions pamlanas ntarmtuse&adtwds%ﬁ E@ £h€ transmitted
the cr tetrl 806/ 24080 PCT/ AU2005/ 00130 s
syst & rﬁ?@? R rftePh &3t fogr eerﬁrtmed delgna‘ dhe . first

t he w&ﬁnmfncﬁtfbns Phthesud ForefudRsh Jebudity, OFiCHANGRY of an'ﬁE a second
verification. and authentifjcati on of transactl ons

The SYTRBFCHIoD? dathy|sgparaig dtony dke SiFst.anEashcenmemutications path will

for 'tmcausabe {ol Csaparatd réfiote SonBRRAGbLRANR VLD
292duc on a fFrst channel , in the pr e{&{hﬂgedﬁaudsmrmhave

o8f morasthan, pne: of thepigcipalis RFD’she PSTN t el ephone

and/ or nobile A 9&& |ofﬁﬁ| A6 B BEHBRLYSsent 108 w& the principal’s
syst appears sui.t ed for the su pfl of &

alte ay inFlyde ac‘t?&ﬁﬁ the pegdipg, &BP%C@% m;s’@rablyt including at least

Ver i thsd Which bfeQb be bra;t:ﬁrdrheéor&ﬁ # 186 phiafeBR OF 1 ct},ﬂeand which
ent e t he bank, that tﬁey assume t

rprise,
been “’(%3 hﬁ %‘tﬁ‘%g‘t psingthe gysieny of thepresspt ioventiomnsact i on 10
pequi renent s, ThV%éﬂv{clé ;ﬁmﬁjdea %Méﬂs @orftt[cf1 ﬁ%aﬁg{lﬂ ﬁ)‘ﬂls or? ﬁleg chosen

i ndi vi dual or "batch' basis;: ~ Verif

t r anSROfS eRvEnwHcatinns dexice RGP) Gvhieh ID@Y bp thezpame s ﬂlesle(tJD used to
by t &ghdedttransactions or a different RCD) to confirm or authorise the transactions.

Suitably the communication process may be accomplished via the same system
through which the alert is issued. Generally, the notification may amend the
30  principal’s criteria for blocking or alerts. This amendment may occur on a temporary

or time-controlled basis or may take effect until the principal submits a further
amendment to the criteria.



user in conjunction with their transaction server,

e.g. the bank; Trust in the channel used to perform

aut hori sation as that channel will only be 15 known

by the server systemand the client, e.g. a pre-stored

| ansMa 20es/02%0800bi | e/ cel | phone number and wil | PC’ﬁ/XGio\iﬁooms
a Night trust network, i.e. the PSTN or nobil e/ cel

phone network subject to extensive |egislative

security requi.rements; Trust im the content of the-
transactions as the content is nade known to the

end-user, e.g Thé)yys&msqmmmweﬁ:t iN@nfich tgee@faaﬁr@ﬁdésff&t the use of an

v L?P??l@e%r??eo%n%ﬁ%ﬁ R o0 e VR R i ateictiomef tanssctions
" hand3h¢ '5}’3’3”5 yedfaebly Qﬂﬂéés hige tolf an€tdonidS Eiannd® - Br thd REdification of
own rrg Jce?_{%i hone. not r fornl the i nvention

resi dés: |a°n ) gc?ﬁe S?Hd}ﬁf PR i Y charnel 4 thfopresmieg embodiment,

acgoutitough dgasebfithe PSTN ieldpBetio@nd/aithbtaRY el ad1e hone ﬁéﬂﬁorks

met hod conpris 5 steps of a) .a princip
entering into Zﬁ"ggé?s&%é %ﬁé@%gg &Hpb'e?f%noaltemate
pr ovi thest cleahel td¢rﬁh?le&ﬂd>ﬁ$¢fbttoa0t i Vi ty noni t ori ng
servi ce, ere rincipal rforns at |east one
transact i on #hﬁtgt}‘ %S?g?ﬁkﬂ%?’ﬁﬁ’t‘?"g’rﬁhﬁ)ﬂtm% e.githe bank,
t he strttheyassun\haleiavebeeh conedte @F6AHEforBa on ¥ trinsH&ioRY

| east. one conmputer, 30 and (c) the service

pﬁ oVi 58‘%“5’[?85 ecting the at | east one transaction to a
pre- «Virifo andaitofise @mmdw@ afiddividual 67 ‘BHRR” basis;

conmmu nci 2006/024080

PCT/ Angﬁﬁb‘gi‘ﬁ%’oi %’ﬁ’f’f P‘hﬁ‘ﬁ B¥is Phr#r 5F pRarasRetern et by dhe end-
pri ncusesih cerqmﬂmmgwttbﬂfeirlhﬁﬂs‘abm seifvert Bg thé B@E’sact i ons

usi ng, eco ni I ons pat BRI

DESCR ‘%ﬁ @ﬂg%ﬁ&@v‘ Fehut °§ls jony ascthal, hapael will only be

i th/e nltnown by thé sencew sheterti @AE e bﬁiént\/\b Eha pRfs@fr@NGRdline o %o:llnle/cell
ure

the acco cdravmn i n_which; Fi
is a ng%n%r 8%‘1 Iwclgt“fvﬁb'evﬁ Rght dpps Yﬁ?ﬂkel ©ftheyPSTN or mobile/cell
" sKi r;mo etw&ksﬁwmt toexPnsiG€legiblaGy Bority r%gﬁ:e%féﬁﬁ”at i c

the system

illustratio ferred, enmbodi nent” o

accor o:f R tg‘ f?{’ée"ﬁ Bé@% Frenspotions asithecontent ismade knowr tg the end-user,

schemag ity & Islymiﬁétfca{rmwl géerator AR 6o ced "B ARALHA audibly for
| ntern server infrastructure used according

t
t'o the sfgf"é?rﬁn sed in Figure 2. Wth respect to Figure
2 of «tViifitatios i gerfoiednBig al“HENYS Rsi8R8 L byiteatlift:, o,

to the.centr allgjlefiaﬁahser ver but the nessage i's
i nt er ¢epTERY Y EhR Y anni ng
In another form, the invention resides in a method of monitoring and
authorising account usage with multi-factor authentication, the method compnsmg the
25  steps of:

(@)  a principal entering into an agreement with a service provider to provide real-
time account activity monitoring service, wherein the principal performs at
least one transaction using a first communication pathway,

(b)  the service provider monitoring account activity using at least one computer,

30 and
(c) the service provider subjecting the at least one transaction to a pre-

authorisation procedure which includes communication to principal of



system 2 and/or switch box. The nessage relates to the
kind of data to view or what 15 kind of indicators to
add to a cardhol der's usage patterns. Elenent 2, the
scanni ng system receives the nessage fromthe

| nt wonads/02480MAP- enabl ed phone or nobil e input #EeVAES805/001305
It then applies security protocols to the nessage to
ascertain whether the information transmtted or
requested is authorised informgtion. If the security
protocols are satisfied, the nmessage passes to 20 -

aut hor | satcbnﬁmiaﬁmelmfamiaﬁdnl @daﬁbomphp sﬁfdﬁ@ee&xﬁnﬁ&%n of the
nmessage proceeds ta the swtch box, sho inthe

schemat i ¢ TPTAFH%S P5ipg 3 FfEonfscommunications Pathwask c anni ng
system The swi tcBRmpmmm@wspt'mmbmm@ssy
dr one conput er vvitthigg the central, data server network

and sends the ﬂte(?r?sﬁrgtmveeg(??p W be described with reference
prioc e dtechcedipatiyiag sohe:_hﬁﬂb amﬁgsnﬁms es | ogin and

| ogoffs of the_Co nic rver, drone conputers

and renote accglggr?‘ﬁgfseﬁzrﬁ'?saﬁ tiqueliiting otithsen gxampls, of 4| “skimming”
dat a systerién plakd. ch i s a series of conputers connect ed

via a network (LAN), wh H aJ,lSO connected to th

credit card agBMEy ! laétséi ?’éaf"’\‘i ustration ?fe?nk‘efigﬁ‘ée@b?%?nt of the
and mtemhcaythnmnhep%&effmﬁveﬂﬁ@ne pr ocesses nessages

f4om t he car dhgl de sent via, the. itch). These,
n%ogsages are [‘@&Jg@gsg a §gemte istrat é trredrembodigent of the an

i rr egutemal sﬁemsmfré"dmecmfénﬁétfac%&ﬂmg‘&&me bysemh @edins Elﬁ'e bhe

data avai l abl nd_a es. the car dhoI der
2006/ 024080 Pg’?’;‘ﬁ ﬁ%f%@‘fg’%si ofythe Hhement 1 sends a message
pat t eliragted botHe d@aidl cﬁﬁdseﬁfeﬁ%ﬁﬂﬂne rﬁ&sig@ 8s ﬁﬁér@eptédf byt hl% scanning

data el icits sponse (e.g. the curreént

usagd & ran/aﬁg“é}E}‘%ol‘ hgh%l aseBatss) f‘bthe kisd @ dafa to view or what

ﬂéss&gﬁdfmdldahﬁsts\wdféfhdaﬂﬂ&owgﬂsﬁ%a% dYahengnds it to the

comruni cati on v ta fromelenent 4 is fed from
ﬁgr?cy 8

the credit car aicapning. gysteny  recejvesathik wegsage from the

ser v @terhet, tahWAd’t‘-éhﬁlﬁccﬁ PhRGHet & ﬁnol‘llmﬂlﬁutr &AHRST R ndOa Spg)ﬂess Security

by thetdrggﬁ nggter El emrent receives a ne
£ 1 omPERPBE e dhes rei Thethen e informatipwtragiemitted or Frequested

SW t mutnmmedﬁh@nﬁmﬁ agahd @kﬁxﬁy bR 619 AFLRE 5Rd 'ﬂ‘i’e”:nés@{gé%sses to

out, ne_or renot e communi’cati on

ngd
ggw &¥ ?%Sag%q\qg eizﬁ’é‘ss)’§éﬂ%“’?dd° Pm§eede onmruni cat i on server
then cont acts "Ithban@@@réomée%&se to SRTERARA Ciitixl %E,Pdﬁvh,t%es hematic
andt IS|t to se the appropriate alert 6
recefl M@%Fmﬁﬁt%nﬁkﬁﬁ“@@h bemthem findsithedpait busy
br Oadﬁ)ﬂé Tc&npdtertvﬂtlﬁrhﬂle cBAtRA Batl 95%1%%&1& il 6! K€ message to that

identification nunber sent to.
computer to be processed.

25 - The switch also processes logins and logoffs of the Commum'cation
server, drone computers and remote access.

Element 3 represents the central data server which is a series of
computers connected via a network (LAN) which is also connected to the credit card
agency data server, the bank data server and switch systems.

30 The drone processes messages from the cardholder (sent via the
switch). These messages are requests to monitor usage patterns for irregularities. The

drone computer then analyses the data available to it and applies the cardholder’s



15 fromthe comruni cation server. Wth respect to

Figure 2 of the drawi ngs, an internal server

i nfrastructure can conprise the conponents illustrated

and descri bed bel ow, Gateway: The gateway is one of

t WoWSR0002408¢ ect | y connected to the I nternet. ptt/Au2005/001305
al | ows car dhol ders and network appliances to connect

to their correct 20 server. Quardi an: The guardi an

keeps track of all major serverl§ on the network;

maj or servers being single within the given locality.

The gthasedivsegeplatioms; bsth pastend piebdnt, yo the datan dtthe dataklicits a positive

ta. T .
aini re e, @3 fe o BB  BUAETIEE dbRPk gl seds 2 message o
r out i theswitelh box sbishdhengendd & td\thercomivinisgn serfére al ert
hanager stor eSD%':r:} q'roq'l a&ﬁérh) ?’é‘? f«:%I oy Eh%%:reed% caraé aeg%%l &a?a Server or

the | east busy one conpu m nistration

THe ahink rdatat seater o theodrone compwers (Whinr cqueatetl yto do so by the drone
adm néo?ﬁ ghor to connect to the systemand edit,

renove or a?dd cardhol ders without interrupting the

fl ow of data aFlemaunt 3 feeeives atmashage fonsy dtoaacordputérNGiich is routed
The | res..al,l of the cardhol ders' details,

I ncl utglll%ﬁgﬁ&gg‘?lé%oqoéér names, passwords and financi al

data. The | NS. Tl messaguebtthocdnymasdatiet sef¥er 2066d 67 4hdOphone or
P /Afg%gt%%OO%%OS%O ?6 f rom t(pe service provider side

of t HemRECABIRUSHIPO SRS PREIGLTITE 4N only be changed
fromthe adm niist r @bmmuhiogtion Sseriet h:thehe comhdte h the  appropriate
server(s) is.a routin vj.ce i ch routes

i nfo rcr%gﬂ’%“gh‘:%% g8YIEe ?‘1%6%{%6”8 S?gg’(‘fe‘?’ppf%“?tﬁ 8lett her . Any
switch's mai n Elehents6 keeipesnifie niesdabe fiogt the rckminuiRationOsgtver and
traffic bouncing between nman rrqneous, servers before .
get t ilﬁ%ad%gysl # do gléesfeﬂvﬁ\’get Fod?fpuré%gf’% ﬂﬁﬂ?@eéde%\ti%a‘é‘?ns B“‘ﬁeté.“‘é ent to.it
tt6 apfpdny thelcomhubightincerey. t o conponents of the

networ k which are connected.to it. H story. Cient: Th
history cl i ent (45 ESRELIN Lise Joofdheiiekings. & dgfemal server

car d ihfsagectai@ican vdmpifie ths cotpdrRets BMStdted dnd@estribed below;

transaction i s r¥ade_ the credit card. 10.The

history cli ent OfEWaY &g’ﬁlﬁég’f"%i‘ﬁ Onecot; R Pafif dirpctlycoguected to the

dat a Ihtefiigtr. ilt aBdvs tQdHdMders MRIOL@FbikNppRaickyto BRinkdt t8Mheir correct

internal server or external device. Alert dient: The
ert’©fient (s) do all of the mathemati cal

cal cul ations Gedrdiah:er i gudrdig ickaps teHdR| ¢TJalD PaafdiCservers on the
system The alert client(s) requests data _fromthe

hi st d¥EPVrKs TRHPT Sy versReing SHhesswithin the-giveg docalityh 1hg gHargian also has

seri afe Qbiliey €6 tfinnell Rfhal! BhdunG! b€ Bhth Srom 48ad $nanagement tools and
responsi bl e for generating the final alert whi c% IS

sent aFmanistrior ipplystirectiployhesevitolypx for rowing And procqssise.
8 put servi Cealest MigagBetiMer dert QDAL isRResSQHdt ¥EiBute all created

alerts to the least busy drone computer.

Administration Tool: The administration tool allows a third party
administrator to connect to the system and edit, remove or add cardholders without
interrupting the flow of data around the rest of the system.

30 INS: The INS stores all of the cardholders’ details, including

cardholder names, passwords and financial data. The INS .is a request-only server



and hardware whi ch connects the network of conputers

to an output device. An outline of the steps occurring

to prevent fraudulent activity occurring in an online
banki ng envi ronnment according to a preferred

enbwdinmntsioed 20 the present invention, are agcr/au2005/001305
follows: 1/ User logs in generally using their account

no. and password. This step is open to attack by
fraudsters who either piggybacki®n the wuser's entry

to gain access or who have set up a fake internet site

t o gaifrom the serwice ummden aldelz afiile pawEkQInd datd %Sﬁde ﬂ.%ﬁronly be changed
O gani s. Once a Trojan has been

used, f?o‘ﬁ:g ? rﬁﬁg{étx ?rtg "see" all activity that the

use(r]I engages i riwitch: a‘heram'tch f]elﬁﬁr(@)' ddle r&gﬁlécke\h& fwhwh routes
use ter. can use t count details o

t he mﬁ%tplgnr?fg?g? oiﬁt(serﬁfo 5 e SFY RSl (epﬂei ?)tﬁir Ay spteh’s Sproiob is keeping
payne rﬂ!e etiekl feefromitriaffic h@exmafgaiea&e@nﬁmpe&dneals REY/ER Blfore getting
code an e§t9naE \/\% ‘%‘B&):ode }ag a fi rst

cormunl s desetis P lo e fancjpg"40 Somponents
17  Thf the aetderkaclicingt cadnesed toax. outcorres narrel y

i ndicating to Systen at the custoner ha
conpl et ed t hei :}Pfet?‘gy@%?&'r' ﬁS‘Stoﬂh?l@Ht(ﬁrcéWéﬁtasla&eﬂﬂ@P@n of credit
type catltusage dataovldtlyisatdrédeldst i@he & @Bnsastdnlis ﬁﬁ&@ﬁﬁ 'ttférk?edlt card.
tq Othgﬁ%egg) rforned, by the custoner _and _have th

| i nke 9% digpteisnd RSt d@henél’f@“‘él ?@dwatseﬁm riggelf to the
it toraghetingparty, bhearﬁmw&ﬁ!s@\ﬁ:ﬂoﬂ&&rﬁamﬁe\&&de al Ong a

second comruni gatj qp h. (stops backi ng"
fraudul ent deb ?‘??'s 8&911?'%@1%1‘5‘?4{5% fe P%the maﬂ@n@am caculations
syst efor fateetschrfetly $@inirg JnaH®§yRteRO nmérﬁlé}taélieﬁﬂ &Néé 8§a from the

via Iptera Voi ce Response system or

Ser vi glgt ‘gﬁ@&[ﬂi ‘ggreﬁ‘i'“?ﬁ?s st gt thequgh @ series of hVCntS The aleft Cllent(s)
T¥Pi cizlrésponsibefot SélRratifig he FinA GLRARIES iy

from10 a pre- ﬁut ho |zg hone nunbe‘r tnﬁzltﬁﬂ%ﬁ’ﬁﬁg%%%es

to the user's SR PRLREL seryice dethe oetwark evmagdtion software
Nu b eand|hel@wiaief wig et maécﬁahé AdMork bP&ont f

(AN /L) numger of coe, Sl The a/s&g?n%s‘,‘hga‘g?%‘é’f%d

by spoofi ng, thy, SiepimoseUBERE; talprevent fraudulent activity

u n r ecm:gﬁmﬁ@d: ad 6riling %Qﬁl@%v%ﬁn?elﬁt o grﬂr%gngfgnbodlment of

th r' s transactlon paraneters -an
BRISF g’%?’é‘gnlfﬁ‘i’@cf%fmszed transactions which. the

iﬁra}ut hori ze usng_&]ét he paynent code sent froma
pre aut ) ?%Séagiﬂ? & VA FW%‘%‘F“@O@F‘@%WQ@S to the

user's renot n| cat.i on vice with a particular
AN/ CLI nunb ereT P?ncto Rﬁfﬂ‘ﬁ;ggy fraudsters who either piggyback on the
| dentusér scemtry d‘médﬁakdcésls 9r whoBave 6& np la frAke aktbA R sith Ma&rﬁh& dccount
aut h%nt ation js the authentication of a connection

atterrptmgié’gsea' Bh the

25 2/ User Organizes payment of bills.

Once a Trojan has been used, the fraudster can “see” all activity that
the user engages in. If a man-in-the-middle attack is used, the fraudster can use the

account details of the customer to perform transactions.

3/ User saves payment schedule, which generates a one time payment code and
30  forwards code to user along a first communication path.



20 phone nunber of the caller. The ANI/CLI technol ogy
al l ows tel econmuni cati ons service providers to

identify which tel ephone line (each is assigned a

uni que nunber) is making the call in order to
corweabdspz240kvar ge consuners for the call servi Cer/A6B6001305

are two mgj or advantages of the present invention; (1)
~Usage analysis indicators can be applied to a

cardhol der's past or 25 preseni7usage data and boasts
progranmm ng whi ch can informa cardhol der of an

'('ji ndi Cat@l (;El" 'Si[z,f,&[.éﬂm codza@omplﬁmml y routc?ﬁesi, nﬁay?ﬂzcﬁtmg the system
esi gped o r .der of, w u e ,

car dhol der cdhsaw ngnﬂ a% og%@gtgggg%rv%?‘sﬁ%n%g’fhéc PEHEE §dsojan type
(2) Ustiask vereeeby si %auidstdj @gtadd gaﬂsarftiobs tcs@f)sdetpzrfbfnlsaae@t &‘ﬁ customer
over . iod and can pbe told to alert the
cardh g?cg%rrvg 3’)(? glnlm%ﬁd %géeesr?{nc Paﬂﬁﬂg&?fg’ 3pd 2lsqiby sending itte the user, the
noA- wiuses lcgs Bsetthe bmio latvyy awhbene eemmihieatVl paf0 &34&?Q;rbacldng” of

PCT/ A20fpd084305 18 cardhol der may be. The featlres
of the systemwich result in the advantages nenti oned

above oS, The systemis accessible and
acti vglalz?ltgdeslﬁ re%%g%dl 1)}(/iﬁ)a F]D%‘?kn{l%ys%’\ fmaa‘b? USEE's SGRRPLS (PQIRmunications

((j 2% f TA¥iesyse dnteragtivenBpige Mm{nbeysyampi ?r Smum%@e aﬁcrvice along a
iffe aranet.ers and/.or specifie

ot t oy ol Bmminfafibilbefl® IIREYE fie 308 g erptedymiess nfesd from
T o gt it bias ofantd @ oGBS | fimuication
"set" di\n A E’rﬁn‘a fe&é@%rhgd%n%@latﬂ’z(?aggﬁ‘g ié‘fesl tifipation (ANI/CLI)
i ndi ceinghesorgede.can be alerted of themuntil it is

told to be stopped). A particular enbodi nent of the
i nvent/TenSystemissweifestad Hyrspoéfing] bectusedlid §8temiodks ALY ahrecognised

and syak ol ' .AS, ANNEX 1 and. form n

part of i&ﬁg&egg%% P%oi lgdglt ":ogt‘r%pld?(ﬁq’t@ethﬁ ruggresn%ansacmn parameters and
Sﬁci furthes; by pasis anrecomized ransiatioptivhicks the dberihss AiSiRgized dsing the
s i €850 : the card jtself qr of

i dentl?l i gg??%%%ﬁeansg@?ﬂ%ﬁg?@&o?e HERI0 1At FORRrROgYs to the user’s
r enotEMY§ €ogmupigationalevice With Apptiaile ANVCILIeupbas ent

i nvention have been described by way of exanple only

and it will beAupwaiéci ANvaber hddentifidationtCatlingns Law dIdentification

addi tAE LN AL ACABY is the authentication of a connection attempt based on the
20 phone number of the caller. The ANV/CLI technology allows telecommunications
service providers to identify which telephone line (each is assigned a unique number)

is making the call in order to correctly charge consumers for the call service.

There are two major advantages of the present invention;

(1) Usage analysis indicators can be applied to a cardholder’s past or
25 present usage data and boasts programming which can inform a
cardholder of an “indicated” signal to do whatever the indicator
was designed to inform the cardholder of, without the cardholder

having to ponder over the data themselves.
(2) Usage analysis indicators can be set to “repeat” over a certain
30 period and can be told to alert the cardholder when an “event”

happens via wireless or non-wireless technology wherever the



be made w thout departing fromthe scope thereof WO
2006/ 024080 PCT/ AU2005/ 001305 19 ANNEX 1 WO
2006/ 024080 PCT/ AU2005/001305 20 L v Np~CC VO a

adEQVGdd>00 NC,aAoE'", d~~eacl
VO WO men2408N d 1 - C'Oy COOC10 rv N pCT/AT2005/001305
c ~-aviiv~c”™"=c3Er+NNOcac f, , C
r..wOO~N C‘VNNC)—V VQvas4w ccc
'OO0Ovyl rnE"'- - 0, ca -18Tya of03"‘o

Y~p NC S rna.cm cowcSme d v (Ocoov A

cardholder may be.

The features of the system which result in the advantages mentioned
above are as follows:

(1) The system is accessible and active at virtually all times, all day,

5 everyday. |

(2) The system can more quickly apply thousands of different or
related parameters and/or specified patterns to credit card usage
data.

(3) The system is more accurate and mathematical in its interpretation

10 of results.

(4) The system can be designed to be “set” and “run” (e.g. the
cardholder sets up their indicators and can be alerted of them until
it is told to be stopped).

A particular embodiment of the invention is described in the instruction

15 manual and system description included as ANNEX 1 and forming part of the
specification. _

In the present specification, when the term “credit card” is used, it is
intended to encompass use of the card itself or of identification means of the credit
card allowing remote use of the card.

20 Aspects of the present invention have been described by way of
example only and it will be appreciated that modifications and additions thereto may

be made without departing from the scope thereof.
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CNrrv'VRVx Y L WLLOYDWSE 32 CLAIMS: 1.

A nethod of nonitoring and confirm ng account usage,| | oyp wISE
the nethod conprising the steps of: a. a principal '
entering into an agreenent with a service provider to

5 provide real -tinme account activity nonitoring

service, wherein the principal communicates to the

service provider, transaction criteria upon which the
principal is not to be alertegh b. the service

provi der nonitoring account activity using at |east
oneCLAMM®uUt er, and 10 c. the service provider

prviding a real -tinme message to the principal via a

r e??'ot e conmufti BERPOAS 9B Trcopifnmg ascrnbd uiagat the method
forcoﬁpﬁgiﬁgamggt@}t,sj&n whi ch does not natch the

principal’s transaction criteria, is requested d..

wher ei n atd | 2 RTECIPHoCESIAGUIRC a1 | agresmpat Msthas eenvive chrovder to
sfirst 15 colgzm,;' i {gnf . e_transaction and a
second conmuni cg% ?girll hg%atpﬁg grgctcaﬁ}gpi%%nd@n% Spice, Wherem the
confi r mat i orPrinsthel- cewhniciies ton ther senvisd @rovider, tr@Gattibe Griteria

to have acc . nicati,on. paths in order to
conmmi t fraug.ﬁj%ﬁ. A&%ﬁ%ggéglé&gdl r?ﬁa{‘%e laim1 wherein
t he trans&ctthenservice frodé@dnatitoridg dcemst ab@viROnsd htyieast one

when authorigation for a transacti on which does not
mat ch t he pcﬁjlﬁ’l Hé%fiszlgs transaction criteria is

10r equest edc. 3he fernie¢ hodidacgrovidingg: ﬂeﬂ-tﬁh@fn@%slgé/\fﬁ%e;ﬂz%xcﬁ)al via
first RCD anad a .Ztecond RCD. arg used, the first RCD i's
used by t he PFIHET FAFP B ALMGuLR sy hNs when grtharigtiom dor a

second RCD itﬂlnu&ﬁdnbvﬁichelﬁ@iﬁb@niat&tﬁ@wrs@r%sﬂcﬁoﬁ iteria, i
met hod accordin éo_clain13 wher ei n the nessage crtens, 18
contains a f mat i on code which the principal can

send to tlde wiarehCa PEOVitHS! cbBmERRLddn, '
transaction. 5. A nethod according to cl Elmr% 4aI?/\hue§?déi A first

St he confir mefO B pah _f‘é'etﬁ% ERsagtiophand & prsomst ¢anuiprdation
perforns an pagt fd Rhevdkedof ﬂﬁg'c%ﬁ‘ﬁ%?aﬂt)ﬂ abdd, NGen at o fraudster is

transaction is. 30 conplete. 6. nmet hod 'as ¢
clai m 1 wher&fuiref He havpoacesse denhetli camimynsaticlepitiein order to
conpri ses t h@mpfit gidpal 's fixed or nobile tel ephone, a

personal conputi ng , _
2. A method according to claim 1 wherein the transaction is blocked at

20  least temporarily when authorisation for a transaction which does not match the
principal’s transaction criteria is requested. _
3. A method according to ;:laim 1 wherein a first RCD and a second RCD
- are used, the first RCD is used by the principal to conduct a transaction and the
second RCD is used to receive the message. |
25 4 A method according to claim 3 wherein the message contains a
confirmation code which the principal can send to the service provider to confirm the
transaction.
5. _ A method according to claim 4 wherein the confirmation code is
generated when the principal performs an action which indicates that the transaction is
30 . complete.
6. A method as claimed in claim 1 wherein the remote communications

device comprises the principal’s fixed or mobile telephone, a personal computing
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Amended Sheet |PEA/AU r LLOYD WSE 33 device or a
facsimle or pager of the principal. 7. A nethod as
claimed in any one of the preceding clains wherein th‘ELOYDWlSE
service provider uses a network of computers or

conmputer systens to nonitor the account activity..5

8. A nethod of nonitoring and authorising account

usage, the nethod conprising the steps of a principal
entering into an agreenment w th a service provider to
provide real -time account activity nonitoring service,
wheedtdlod el O 61 Rk of 4RI PAMRIpaRt €S to the service
provider transaction criteria which the principal is

t o7 noni t or , Ataethedasglamed ingnyiere efpthe preceding claiosuwtterein the
aC skrVick Hrov3ddd diséd a 8RRtk B8P Bofi L rcbm#gterflgﬂte}nlgeco monitor the
service provider subjecting transactions a

pr éceyntashvidat i on procedure which includes conparison

wi th the priggj ' riteria 9. net hod according to
5ant3§' one of t‘shle%gﬁéedcéfdﬁlﬁgﬁog{ngi aLrIrI!% au%woélrslélﬁ [{Cgdyat usage, tHe method
r egbmpiisieg the stepgef 4 primvirrhentsrrgvintoenppevinete withidealictSpravider

cot gBial Nl SLA: G0 WRREE DS, LEANSECHl O

Sheemmuhiekiéd Allthe service provider transaction criteria which the principal is to

monitor, the service provider monitoring account activity using at least one computer,

10 and the service provider subjecting transactions to a pre-authorisation procedure
which includes comparison with the principél’s criteria

9. A method according to any one of the preceding claims wherein the

real-time message from the service provider contains a code and the principal can

authorise the transaction by returning the code to the service provider.
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