; e3eV<d, 6TW wo 03~ao3zsa PcT~scazr4oo~s A Portable Device Having.

Bl onetri ce- Based Aut hentication Capahihtidles The present invention rel ates
to a portable device, and in “NS@“&\\\E portabl e data storage and access
control device having bionetr m\\ aut henti cation capabilities.

Port abl e data storage devices havendt®one a cl ass of indispensable

peri pher N&0¥0§3283are widely utilized in business, educath@rsi028Hds hone

conputing. These devices are generally not permanently fitted to a
particul ar host platform such as a peérsona! conputer (PC). Rather, they

can be conpeureibleDdVEEE Rk BionetriidBassd AitHehtic@ivn Capabilitleshavi ng the
appropriate connection port (e.g., a serial bus port Itke a USB port, an

| EEE 9394 ("Flrewire") port). Thus, these portable data storage devices
enabl e a user | ; t: re not

ot herw se conaiég?tég.%ﬂifngggﬁ?{a?eI%g%itgggbg%rsﬁa é@?@?é’ggéﬁr&g?‘@e@uu lizes a
non- vol apoitable datadstotageeamnd accass(cantol, deviashaviegrblopetaes-bagedl5 st or age

medi um, andhsot.daﬁ.gs not blrl.l(?l%ui re nmoving parts or a mechanical drive nmechani sm
for acCefdy ﬁﬂ'? RNFAPEPRe absence of a drive nmechani smenabl es these

portabl e sol i Pordlsié eate srygaldeiicashdve oy & ckespididisimiabler f ace st orage
devi ces such as netic

; . dJSki %Ed CD- ROVs.  As Eortarglne storg‘%e devi ces
becone nBERPRAE| Ed”'ijﬁy\h'i I7 Q%‘W%&"t?‘wﬁqﬂ Aala 'a‘:_”ﬁﬁrcg &F‘“&o_nputi ng
envi r onmMrRse déViCYS R HéhtalphEI0 pbifthehBf fitted 1O BN REGARIS it mecfem;at ion
stored on a portable or designated stor:&e media is one of the nost

g A
si gnificéﬂ@ﬁ: %mmgécpmputﬁr_;ﬂ’%t Rather bRy 6p0 bp mapwnﬁbtreram:( e, to
secur gaC | 1 ¢ nmedi ca
a1 1105 REr AR e8P Dricl gl R the AFrOAML oRHBH il .06, TVC! 0
25 rel i aberal bas ywoirt likeree BISE port,hat IEEE $39%("Eiréwirel$ @ortl.oles)itesde and provi des
a |level of ,protection appropriate . for th of Jjnfornmation to be
secur ed. P%gﬂaﬂé?a ﬁ@_ﬁg%g?‘('gﬁ 8”&'6 PHFET g‘b{%@‘g@' ﬂ%ﬁ?@%@%?"{f@@"ﬁ 0 user
-passwor dgomputrs gl akd YolBheHkite icBhndited eAldopuiR AR 6 poHidis BRraged data
access. Wile the use of passwords as an authentication nechani sm provi des

some | evépvige ublizesdpeeosiieselidEatemamenois etiael Ews0rY) 38 108 of ten
“regar dad sRyadiS flediia gﬁg%mt%ifﬁeﬂﬁﬁ;ﬂaﬁ@%r%e&ﬁaﬁigﬁ drged to

remenber the passwor o key It 1 n ever I me the user requests access.
I n many sysshenisin toraceessing tiesdata. Tiw @bsencneLa griremestianisooerables

these portable solid-state memory devices to be more compact than surface

storage devices such as magnetic disks and CD-ROMs.
As portable storage devices become more widely used In various
20 institutional and personal computing environments, preventing unauthorized users
from accessing information stored on a poriable or designated storage media is
one of the most significant challenges In information technology today. For
example, to secure confidential business information, personal information like
medical and financial or other types of sensitive data, it Is essential to have a
25 reliable security measure that is simple to use, convenlent and provides a level of
protection appropriate for the type of information to be secured.
To date, most portable storage devices have resorted to user passwords as
a security measure for protecting against unauthorized data access. While the
use of passwords as an authentication mechanism provides some level of
30 protection against unauthorized access, it is often regarded by users as
cumbersome and inconventent due to the need to remember the password and to

key it in every time the user requests access. |n many systems, a useris also
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2 required to periodically change his/her password as an added | evel of
security. This further adds to the Inconveni ence, Mreover, since a typical
user generally needs access to several conputer systens and/or networks
requiring access control, the user nmay have to nenorize nunerous different
passwords because 5 they are not necessarily identical on the different
syst ens. WEht#g03283 woul d be advant ageous to provide a relFCIHGE2/00048

aut henti cati on mechani sm for preventing unauthorized access to information
stored on a portable or designated st®rage nedia that is not cunbersone or
i nconveniequired & péfisicdychahge Atdhdr pr3swas s¥ahERIdaE Revasd of ﬁé&xﬁﬁf. anmong
different ua’g{s and are also 10 sllu(giect to hacking by many skilled hackers,
once a pHYS{Etheraddsie e heppresiencsy)Marsovek sinse 9 alrabHs@igenaraly osure by
a bona fg Iadbtnmf' i ',ﬁ,tpﬁg @5&5 ng,

confi den?ﬁsﬁ?gsfbhgﬁléi*g suppct)gi%i_‘i’tto gﬁggﬁé’\%}'%ﬂ ect eg are no | arger
guar ded. caniigbdbe uganmay dieve & maree S nuneipyR difffrentrassverdslegausennot i ced
for e j it : i : LhLrysiQn u i ns

ndet of 1) are Fipt Bl ol P IR LatBinR” TS, ol 685,13 s
been accabhmetbgeudisdo piedde ayelkbble authentitatidmemestsdrdsm doinpreventimf or detects a
pattern of suspicjous actjyities. Therefore, it would al so be advant ageous
to proviWéa"gh %‘ﬁ’eaﬁg% OTE'@EPF'&IOFHQ&%%PQWWBPTHF%BBEESQWO%Q nst

unaut hor inagid tAGERSfot Ormbatsbntd 8F dohverightifabihe wepr age nedi a and various 20
conputer systenms which is not easily conprom sed by hacking and preferably
provi des a urlh@esitions passwadg arg ppt gnigue prwing diferentusers angase@lseyl y, t he
prese i i J "[’Eé“h j i s a highly
relia eéﬁ%&&%@?ggpg‘gxgﬁén%tl enﬁ%c%%oﬁxﬁr%%wgr%ggrsnaﬁgggﬁenti ng

unaut hor ¢reprogused svhethembwinadvertent sisclastira by a lpat fidsl usesrto dasi gnat ed 25

ot ov de. TalitBerispelealf P malBEE hERENG, BonlReR AR o R R e g nst
“unaut hor be passweregsrotarted areath Idager gudded Mndet, URSGRHOALSI 5casBltb as

guar di ng agai nst unaut hori zed entry tq prem ses. Aspects of tire present
i nvent i oft P@ﬁ“\#l’f‘i"'}%\ég%uﬁ?ﬁtwg 3} %ﬁ???%@eﬁ%ﬁ%&fﬁﬁ%& Ongaings for identity

“aut hend i ptisRRs %ag?mﬁre?ﬁaiH@ﬁﬁ@e%érrﬁ@uhpyfhef\mfunﬁafdﬂuééergin\eéﬁgg%nz% hat are

described in detail "herein. Specitically, a preferr ment of the
present thewdataihen beeodcgessey grslerndssirayedi ercunth thensystern igisanistrator

m cr opro r - j 283 PCTI SC02100048
3 theret% gfr%da gg%%nm@g;égx%@%foggggg\ﬁg% 'hﬁe;ﬁ%'{glcfzoggl l(t)‘rql\égodoujf‘g%%ont rolled by the
m cr opr oatetagedisctheravitly a seleardd asoeks icoptrdlanbeiEnigy farsmdtdctiofi nger pri nt

aut henti cat,ion technol ogy, and fl.ash ry.is, used as the ngn-volatile
ey e oo S fodq@ RN BR T RbreeRleiiand TR aN3 varus

aut omad i ecrhpiftep PSR Whith & nEefastip comBrahised bly Habkihg fandgserirapy W th the
portabl e dey nits first use. In a,currently preferred enbodi nent, a

@cﬁ?e u 'O L] U] H

conpact BFy! @ryg‘ﬂﬂﬁ 95985 $RY'Jor eAeh MdhdeyalusRt: 1s stored in the portabl e
device's fl ashcdBAR : Lob-T i r j Upon a
subsequent us)g, theb¥9i'%’r@rg%lgﬁt]hgﬂttﬁigﬁ%igta?%nrﬂén@gﬁldgars@g@t e user's

f i nger pr d@livers s highiy seliablenduserdriendly suthanticatiorgamephaniem)fed stored in the

flash | abl t i t h t .h i tch b th
twos 11 By RY poSihaRedd AES B MR b & notalle ettty i
succeasf sioyagemhetiie Rurtiisriores Ainfisbdisents of 1B¢ présefit RVERTGH BRotPeviaest ri ct ed
resource,. bre access to whi cp i's, bei ngf saf eguar ded, usi ng %@ea‘gr esent access
control QPBVARCUER 2EFRSSAMEP! MARENIFT Tar Rrgfeqion agminst HRArhRHEEY et ween t he

user's lhcddsaesRiredidabbnd BSmp et véRrsed A ARN REidMardiRg eBamst 0 t he
restricted resource is dnied. As such, this enbodinent of 'the present

0
i nvent i oHN@ENPIEReRInhIGPIeYNIERS AFREstS Of theduestnt dnventien, which usljzasen f or

user aut igRlb SAIrhERica MLrRGFE"S bS8 ke N, et BURSH h0d abUnPassuty d- based
aut henti cat'i on approaches in prior art. € present | nventi on appreciates

t hat B0 nigey'dot eacthimdividuah usere ars desariboddn d&tdildrerain. i ndi vi dual , brave been

| egal |y and upiversally accepted for verifying idepntity for er a century,
that they canﬁB?aﬁ(éa 0 Qé?f?gﬁdﬁwbé’dﬂ?%m,c’fégeBME@?"&%PEW P furt her
that t heyoRélsle delRetwhieR Hiidds S inferoproBEssdiUR hbAdbfitlidmetidty oliylehacki ng.

As such, fingerprints and other biometrics-based techniques are well-suited
for use as an authentication and/or access control solution, as enbodied in
the 25 present invention. Advantages of the invention will be set forth, fn

part In the description that follows and) in part, will be understood by
those skilled in the art fromthe



description herein, The acconpanyi ng draw ngs, which are incorporated in
and constitute a 3i3 part of this specification, illustrate several

enbodi ments of the invention and, together with the description, serves to
explain the principles of the invention. WO 031 003283 PCTI S@G2100048 4
Figure 1A is a block diagramillustrating functional blacks of one

enbodi meW0C Bf00328% portabl e devi ce of the present invent PERSGHAHOLH
illustrative operational configuration thereof. Figure 113 is a bl ock
diagramillustrating functional blocks of another 5 enbodi nent of the

por t abl eheretd, @aadaf bibhetiicebasdd authentication Modyle eotrolledabyf thent per specti ve

view of a portable device w th I ntegrated fingerprint nmodule in
accordarf@'g‘p%r?“f?sﬁ% E?ﬁjﬁﬁb\ﬁeh‘?e @BW@%F@ POy Hg%%#me’wgure 3is a rear
per spectduitenticatiorniochRBIcR9! AddtasttiRehiofy W ddadads t’h@trftm-@étame_fnhélﬁsppr i nt
nmodul e as shown in Figure 2, 10 Fi %}'Jre 4 is a bottomplan view of the

por t abl &n iy eebogdimentathe fingajpdntayireantigation medulpantematisalyrampts Fi gure 2.
2 . 10 TS ; ! : " J
| QUr & Jpd Bedy téﬁ?g@&é?%%@%‘ﬁﬁeré{ﬂg lﬁ@rtbétﬂﬁﬁggﬁvaéﬁc%ﬁ% g%'{rﬂsglhsgr g-f e

fingerprint no as s ure Bis a evation
vi ew of a tigrgndly traelesredesmbedimienh aaconpadt and gnetyaded versérpofithe nodul e as

shown in Figure 2. Figure 7 1, L ght side elevation,view.Qf the portable
devi ce \r}dn‘gﬁﬂ)girqﬂsnﬁtgqugpéﬁePpﬁaglf%pc{qv&fas 3%'83'5‘8%}0{ ﬁﬂ"i‘%r‘?ﬂ'sg[ﬂ"é’”z. Figure 8
i s a frqnbcadsdy abimpleted cUpoh 4 Sshsequéntise, deafigerpiintaAnentihign at Ied _

a rear el evation

fingerprint nodule as sho in Figure 2. 2(1 Figure 9 is_ ,
U oo P RIS ERHUSING UBBD S CBORIPIIR: SAMPRIaR, |t MEADS regeiersd ROSTOHN ¢ o shown

in Fi gairdordd in tHe SadEmbhdry afd bt aefrifes WH&ﬁi@gégs%ﬁa&hof a user

regi stration/authentication process using a porta vice I n accordance
wi t h onebesweenitheetito. df atrmatchiisidentified agthentinatirtofthguises's dentity)isand 11 (b)

are rearg peLSRAChhY the’ hiEnfEatBa TEEAE YraRbS 2BESss to the restricted
; resource, the access to which is being safeguarded using the present access
control system. On the other hand, if a match cannot be found between the user's
15 fingerprint and the registered fingerprint, access to the restricted resource is
denied. As such, this embodiment of the present invention delivers a highly
convenient, secured and reliable system for user authentication and access
control which is superior to password-based authentication approaches in prior
art. The present invention appreciates that fingerprints, being unigue signatures
20 for an individual, have been legally and universally accepted for verifying identity
for over a century, that they cannot be forgotten by a user, as passwords could,
and further that they are almost impossible to alter, duplicate, or crack by hacking.
As such, fingemrints and other biometrics-based techniques are well-suited for
use as an authentication and/or access control solution, as embodied in the
25 present invention.

Advantages of the invention will be get forth, in part, In the description that
follows and, in part, will be understood by those skilled in the art from the
description herein,

The accompanying drawings, which are incorporated in and constitute a

30 part of this specification, illustrate several embodiments of the invention and,
together with the description, serves to explain the principlies of the Invention.



devi ce according to an enbodi nent of the invention; Figure 1 Zis a fop

pl an view of the second portable device with an integrated fingerprint
nodul e as shown in Figures 11 (a) and 11 (b); Figure 13 is a bottom plan
view of the second portable device with an 30 integrated fingerprint nodule
as shown in Figures 11 (a) and 11 (b); Figure 14 is a left side view of the
second pWQ BWOR8Yevice with an integrated fingerprint nPEISE0HE00dhown i n
Figures '19 (a) and 11 (b); WO 031 003283 PCTI S(2100048 5 Figure 15 is a
right side view of the second portabl 4 device with an Integrated
fingerprint nBiguteiAs sbek diagrangillosteatihgy fomitionatblbiks b ond-i gure 16 is a

front el evati,on vi of second portabl e device with i nt egrated
fingerprf Oﬂmﬂ\{é’$§/’$% eFﬁv‘ﬁpéﬁﬁ&pmﬁw&w%{ﬂﬁmﬂw{ﬁ? ﬂ@‘“ﬁf‘%‘[ﬁe 77 is a
rear el eypéra8ndc®Mi@iralios tisseend portabl e device with an Integrated
fingerprint nodul e as shown in Figures 11(a) and 11(b). The present

i nventi on nowigire 1Bds ablacki disgrapbillustrating,fudgtional bicske ptanether he

acconpanyj i i ineD: R Lents of the invention are
10 Sho&n%ﬁh@%g%@ggzﬂ? |i)é?lrj\ilhen :dgﬂlcrg}acg?&%'\%gsﬁoﬂg@hbodi ed in many different
farns and shobigdredts &&oobperspeetiveadewaif agpdriablet deliceowithandniegdatednt s set
forth heflei n; rﬁ:[nhﬁr t hese Snbodi ents are rov{]‘gés so that thi.s disclosure
will be DRSFBIGHMSAWEoARFYRANGS WIine aihodimen S PIRSTTHILIRIBH to those
skilled in theigafd 3 id & deftherbpéestivBisW bPihel foriablecdelack (vithGPViffegrated
alternatives, nodifications and_15 equival ents of these enbodi nents, which

will be fipgerpaamedyiaas shewnsipdigure spirit of the invention as defined by
t he apgended 1B - i j )7 il riptlon of
t he p?gsqnt iﬁ{?ghﬁésng%ﬁﬁtﬁn@{%ﬁﬁé%ge&gfl%??o&r%??ﬂi\}%\gﬁﬁgr 'ﬁ%?tpﬂélgn order to
provi de fingerpriotmhdulacsrshawrdindggare 2.he present invention. However, it will

Chvent 1 on may " oare, Kok R U of tnd Rortati Bevies Wab,en eeUriReC et
‘I nst ancefingspliht looaue asestondsin Fgoeezlur es, conponents, and circuits have

not been descypjbed_ in detail as not to upnecessarily obscure aspects of the
_present i nven[:lgHFﬁBF?f 3?&%5@?\9?%"35'0&"6’6%0 ﬁh&@%ﬁsh ‘F%@’E? With# f unct i onal

bl ockgsointegreteiisrpfitimadule 8 sMWnaRIFgWel ce of the present invention
and an illustrative 25 operational configuration thereof. Figure 1A shows a
portabl e devi Elgum'fd%a;ﬁlgas'ﬂa alevadion vigva of hemotable devies witb@odi ment ) host

pl at f or i d:ﬁ)'ﬁ,tﬁil t Sﬁhxﬂ I plhcuit 80 | ocated in portable
devi ce g}aﬁgggaeer ;%@?%E%g%rg erV\F}s{gl%%v%'er from host platform 90 and
serves as a pbigere 8daiadmnt elevetion gigsy efdhe podable deviqeowitfabhdntdgrate 70. 30
Referri ng still tode'Bgaurq_flA. rtabl e device 70 further includes an

i nt egrat goagiPrptnpdy A58 9"% @5ty 20, a volatile menory 30 and a
fingenprint nPiure059a rét Sigvaticeoview o? thd pdréatia Bebite GaINVAR intsdrhted

i npl enented as an Wwo 03~0a32s~ pcT~sca2~000;s 6 application-specific

i nt egr at élager.w'ahmdemsahowmmaFiaﬁfer%nt ly preferred enbodiment, flash
menory 20 cang : i nd 512 MB) a portion
of which can gteb%ﬁggglf%%gﬁggﬁgﬁ‘g%%%ﬁ%gﬂgﬁyg%@generat ed fn accordance
wi t h t he reglaisation/auibenticabian psoakssdisingal podakledenisedo aecoicange Withrameer r ed
enbodi ne .ored in a reserved area of flash nmenory 20
whi ch isggnpb&#ﬂﬁ?é@mbgég%?egggﬁgg{'?%r this purpose and which is not

ot her @5se acc&gnirdd ¢1) ahtd Wiskare réadpérspestive wievas ofle secotbportableet ai |

further below, a tenp] ate i ncrypted pefore it is stored in flash nmenory
20 In a 93?’1°§rﬁcp9rdﬁ;£@e§'}§ﬁ’%8 'trﬂt'-fﬁ'ﬁﬁ)‘f’ﬁ%y provi di ng added security

agai nst hacki Figyré 12998 té%)pfﬁmﬂé\iv@%e secndlpdrbEEddVide #ithiah external to

integrated circuit 1 D and can conprise either a dynam c random access

nenory ( Itagsates fingerpant roodulsdsrshanreciodigwas Ay (8) @RAM 1(bXnong ot her uses,
vol atile nmeno ' Al Ok B ' area for a
fingerprint i ﬁ?guggggg?ﬁr%(;%g\éﬁ‘naigg%%gt%g%ﬁcéhgkﬁggg@e%en ea‘lglr%@gﬂti on. 15

| nt egr3dt éntegratedifingerpriniampduless showrcindjigures44() aht! Wbkh, in one

enbodi ment, is,a RI1§C Ero €35 e Igta curr ntlﬁ% %r ferre herrbodi ment, an
aut hent i cat i oh EGitAdS FI9L SR Nien F thessoend podeRly devics Yiith 7§

Aut hent i @tk Rite®MIhdIBriAEmbiuleU EhaWTRIFigees 4 11 ENdd Rbggenerator 12a and a
verification nodule 12b. Tenpl ate generator 12a is used to generate an
encoded version of an Inmage of a 20 fingerprint. Wthin the scope of the
present invention, such an encoded fingerprint



image is referred to as a tenplate. It should be appreciated that according
to current bionetrics technology, a fingerprint can be uniquely ldentified
usi ng between 8 and 13 distinct points in the raw i nage of the fingerprint.
1=fingerprint informati on can thus be conveniently stored in a condensed
fashion as data 25 pertaining to the 8 to 13 relevant data points. A

pr ef er r eWoemdtboEBhent of the present |nvention advant age8G3iSE0E¥84%es a
fingerprint in a conpact fornmat as a tenplate referred to above. In this
enbodi ment, a tenplate has a size of %12 bytes. O her enbodi nents can use

tenpl ates of Fadrberseita sdm 8ile VIER oftisecomidistitble @évigeivitRRinl cati on engi ne
12, verification nodule 12b, is used to 30 conpare a new y generated

t errpl at é“@gﬁﬁtﬁgﬂ“ﬂe@ﬂ"@? Ewduieas shawn i E/‘EP"e&a"t"éa)c‘Fféd hibhenticity of a
fingerprint g Moﬁc%@nwweﬂh'e%&ﬁd %%Hﬁ?em\hlﬂ?gnuser Thus,

aut henti cati on anlna 12 S in conjunction wt I nger print nodul o WO
03I 00328&69@9@@9&@@0&&05096 am@mmwlgnregr‘blé@bandju(ml bel ow, to

ol erent us o PRt £t bRohidh IRGRSARARSEANNA Rohdife BERBIN Yot on- 11

shoul d” be app 'on~engin apted to

numer ouSnﬁe@pdtedﬁngetprmmmodutdmmhdm tmElgeresth(b)earm eH®Nt | nvent ion, In one
5 enbodi nent, authentication engine 12 is inplenented as firmare stored I n
a non-volatile menory within portable device 70. In another enbodinent,

aut henti cat i ofheP@kBAt ihvention T RITEHE Géscﬁ%eﬂﬁﬁére%llﬂvﬁﬁ pfeRGREI8thd 1. I N
still another enbodi ment, authentication engine 127is |nplenented as a

pr ocess GICCOBIRANYING drawings ik peefeted gmquﬂn%ﬁs of R IventiomaE nent

aut hn ves the sane
functF%ﬁ%{dgg{]dﬁ&?%egﬁérggﬂfﬂ’chggeﬁ Q{EOCB%TEB-% Qﬁw@fwo’ﬁﬁgn r at her
than in fpnnsahdeshdald ot BeCconistrued herbewldmted/\totmerembneilmentsaed)fortrhe pr esent
I nventi aut catl 12 is.n S| | n portable
devi ce %&re\"né{s &Fré]”zi’d'ﬁﬂ@ﬁﬂf%a{?" iﬁ%ﬁ%gl“iﬁglsg%ﬂi?%gq&eaced is a
‘desi gn cheidigh artwsorafaret& Shd iy eonvdy thi @iehitibh ty tHose Skilled i tHeer ent
applications in which t present invention can be utjilized, Referring

still t oAt flesdsihe 'Pﬁe%f'(’fﬁ‘r‘éf'é?'ﬂ%?ﬂ ongnysr alternatives, aapdiff ‘é\!l'o{i'? Aedit 10 al so
conpr g %ﬂv&é&s'&&%&%@boé Hénw hiHicH @i 6% iheluBsd WG t&ﬁfoge%n*aet ween

i nt egr at circuit er conponents) such as vo menory 3a. 20
i nt egr at spiritcefrtbeinvention astdeined by thelappendedagaimso iturthermore, 4n the

controll C

successt Y ERGRIS oI RloTRTREreent s iBar AEgHeLE Fherth Berige
control | gre é&fmmﬂnmideatofe?mwﬁbm mermlg%w?cdmﬁaneihgroprmeat ipventidre newl y
enerate ash menory. . uyse | uent user

gut hent i HWPQ% Pb \Fi?a" ﬁ""éec‘gt%Fé'H?Wf@ '@HQ‘? FQ&“%@R@ B¥Ment) portable
devi cep 7favkSticPmBe Hedh @ ctidddwitiit @DbHQﬂSé@lﬂc 88taiis! IdstBef HeRIncat angmr d and

i ncl udes a USB connector (not shown his embodi nent, integrat ed

circuit Keow B@thq’ﬂ,ﬂ @mddrmeom@oneet%am elyitsrhays, noABER deger
cont ol - §ERUGATANRD AL A0l WBER.RUBRICIdR bR ePrBfifest Pl at form 8o

such as conpat 1 bl e persona avin B host
controller 93F130r6t heisa blockidiagraat dusiratingfundtionabblbeigruoforier, i nt egr at ed

clreult ARl Rar 1T Sk BhAED of WIEBRIEnt Ry BHich ST MES AN © memory
25 operational configuration thereof. Figure 1A shows a portable device 70 coupled
to a host platform 90. In thls embodiment, host platform 90 is coupled to a power
supply circuit 80 located in portable device 70, Paower supply circuit 80 draws
power from host platform 90 and serves as a power source for various
components of portable device 70.
30 Referring still to Figure 1A, portable device 70 further includes an
integrated circuit 10, a flash memory 20, a volatile memory 30 and a fingerprint
module §0. Integrated circuit 10 can be conveniently implemented as an



wo oai 00328a rcT~scoiioooa8 a nmenory 16 is a random access nenory (RAM
that serves as a working nmenory for m croprocessor 91 during its operation.
Non-vol atile nenory 17 is a read-only nmenory (ROM in this enbodi nent and
can be used to store firmvare that performvarious functions of portable
device 7U. Additionally, integrated circuit 10 5 includes an optional error
checki ngWoBS@Y328hgi ne 19 for perform ng various error cRETH/LAYIWHsks during
the operation of portable device 70. It should be appreciated that ECC

engi ne 19, |ike authentication engine 12, |s well-suited to nunerous
| pl enendpplitAidH- S‘Meldﬂcrln{dgeat%%i}eulp{ASib? me&aﬁbnﬂwy%ﬁré@emﬁeamﬁémrml e, ECC
tware (e. firmvare stored 10 in a

engi ne 19 can be inplenented by s
non- vol (ﬂaﬁhé"mrﬁc%hﬁ%ﬁ fi siarage E?Eﬂﬁ't&%‘gﬁ?“ BIMB@nd 12 MBr 8cessor unit

separ at memm&eeaﬁ%%d t@%ﬁ%@dﬂnﬁ&ﬁg@mtgggt&ﬁre ﬁfﬁA fingerprint

nodul e 5a conprises a senso IS use e fingerprint
i mage ofac&OIfdang%wvlﬂndhq@rmemwwhem esdesﬁlbtgldquowntl\/lorﬂomﬂi n&D al so

t , ' t d fi i nt
‘mage 1 iieardaredinedf par PR el et P18 Fhaled A P cne 1y ©
pr ef er r ederaolya0 wamh)nsapébmgalyméslynawd ﬂm‘thiﬁpgfpds@ A which @haetnt o 84 KB of
data by converter 54 sent to volatile nenory 30 of gortabl e device 70

for t enﬁBP%ﬁWes?"tﬁeéﬁ@% ’TonthSt'-ﬁ‘?F SAditienatynpe deg indetaflifugher belBWuce i mage

data of gichiRaens eﬁbﬂyﬁﬁsd befBELH i dthled TR HHER nitnd)d08!a blﬂ?éﬂfl es an opti onal
control unit ZO 56 h, in a currently preferred enbodi nmen

cont r ol | sefegied qwiaqdmeat;éb@r@by Providing adeed secydy pgainsbhagkdng. slnumj for

e or A0 SorhB AL, Volat B ey a8t Blich AP Auc R Gk RAG DD 1

det erm ne s acce escribed in nore
detai |l bmingwiseidithiat aidyndaﬁerandmeda&dbas nﬁdrmomL(E)IRAM) of a atatiapandcerd | nage i s

eSSy ety RAM. 1AmGal DR bEs YIS R GERIser Ao aPmds Lo
‘Figure lingh $biagl difl fabingGred iraiaH érbﬂ.msﬁ]agélcaatdry@ﬁa&w&arme%hﬁ of

a
anot her enbodi nent of tﬁe portabl e device of "the present invention. In this
_enmbodi methe prosent Hyeetigidyi ce 170 is conpatible with the USB standard and

ol uges @ USReBlaida Hrkdi 101 oriass Enftichradasbior® wrich, fippRed Lo a 30, USB

host controlle y, por I'e device 'f70
furt her émbdditiest,anaRIGC prosassddSh pa‘utreawzptdmm embodpnhmu am USB plug 11

S. USB p 2, b dt
coupl o citaentanb {21588 RTREIE &AL Mo AWRERRITIHES) 1o (ne
USB vi a fpinttainseconeises d @mplate gémﬁat@ntzaiaﬁ@at\berm@aﬁ@bdn@dd@wzae 170 al so

i ncl udes_a USB device controller 115 for controlling the conmuni cati on

bet ween PIPPIEIR LNfIBIk d2a iy ysad ip generalean preadeg vargirg QJSB Iage okantrol | er
193. bH GHRnSTHONitRAthe ec&gé $3he \%ﬁsteW?fn%eﬁtwn eh a0 deggghb& ﬁﬁg&*& rint

programm ng i nterface (API) ch irnturn inclu nonitoring software
199, reslﬂw@ellﬁmfﬁé’edé@sﬂs[a faﬂmfm drsdhouishivuapereciated that eseordimgttocont r ol | er

L7 he, BB bR SR RRRLRE OB oibo it e SRR BRI LS oy o 17O
vol ati | ebetewsn B kD13 Histingh pdiktd i tivecraint inlabe ofdhe fiagerprint. Fingerprint
information can thus be conveniently stored in a condensed fashion as data
25 pertaining fo the 8 to 13 relevant data points. A preferred embodiment of the
present Invention advantageously stores a fingerprint in a compact format as a
template referred to above. In this embodiment, a template has a size of 512
bytes. Other embodiments can use templates of different sizes. The other
component of authentication engine 12, verification module 12b, is used to
30 compare a newly generated template against a stored template to validate the
authenticlty of a fingerprint provided by someone purporting to be an authorized
user. Thus, authentication engine 12 works in conjunction with fingerprint module



10 conveniently inplenented as an ASIC. In a preferred enbodi nent, a
reserved area 122 of flash nenory 120 is used to store one or nore

tenpl ates generated in accordance with the present invention. Furthernore,
in this enbodi ment, reserved flash nenory arcs 122 includes a status flag
121 which indicates whether or not portable device 170 has been previously
regi st er @@ 034088t or dance 15 with the present invention. PETAGHENPIEag 121

t hus enabl es portabl e device 17D to automatically invoke a registration
process upon its initial use, as described in detail further below. 1In one

enmbodi meye dewrtﬁwl.h@réaepaytail%@dwrwrmﬁl%e«ﬁt Lber ath&itMdtien i SRAM  whi ch
serves as an initial storage area for fingerprint image captured in

accor darRéEoiange vl the psesant inyestienon. 2Q Ref erri ng still to I=figure 1B,

i ntegrated ci ,@(?g erably is a
Rl SC processot;wu‘rﬁ %%rgg§e ééﬁ?@ﬁat?ﬂu'ﬁlﬂé&fﬂ?ﬁtﬁd?ﬁ ﬁé\g udes aﬁgp (ﬁ[rocont rol | er
114 for roomgreus implgmgotationstvithin ﬁﬁﬁqwnmfyhelmsanﬂinaemn}n @entrol ler 133

| nct udobodef Bk e Rk 2T IBR oAt sLhBMA ol g ¢ 110 815
Pr eferabiqrwolalilaimdmnyﬁmﬁﬂrypéﬁﬁblemtdesm la dﬁéN‘\ér(BmMnmta wor ki ng nmenory

far [@Proc ssor 171 durln its eration, while non- vg [ll;? menory 117

conpri s IoR eNEIDg 12§ P % RAMGE PHEPRIQLSSSON b ons of

por t abl earﬂﬁa{érc&na&ﬁmeﬁp%mérﬁ.aéﬂdn ehg}naﬁg i€ NEeRtg afMrdedsgopt ores the
followng firmvare code: firmnare a for reading fingerprint sensor 152,
30 firmeeparate fiem avicrppiocessardd . f inrigs apether embadiments avtsatieation7c f or
gener I mages

and ot A€ TGRS b SBHRY CoridforkEnG BELERINE SpinkHERERS | TRACS, o1 1y,
Never t he:lmsbed hesding ud |sblecatedon tiesbplademn D@ Tatheoitrando portableaghpriaci at ed

t hat rnative ment of.the sent |nve io such firmmard
can be sﬁ; @ LR \g{orﬁlanwggﬁgﬂ? SECRR WRXF??H?M%&"%% ﬁ?q‘t'BPm rat her than
in portaéﬂgemi&zus:@oﬂré@uuéww lelsRIeAh| portablét Redce 70 isteud, twﬁbl@ i ncludes an
optional error checking 5 (ECC) engine 119 for perform ng various error
checki ngatﬂagmceaen engineri2 ige batplasedis adpsighthoier thee afioling desigaul d be

"appre e (e.g.,
m/vgére aﬁ%f@ﬁt%pﬁ%@g@%@g%dﬂ% ssorw“%§I '8§c\%\nwl?3h In the scope
of t he plutdaedt | nvention. Referring still to Figure 1 B, fingerprint nodule

150 conpri se sens a. co I ' |l controller
120 ComPr L o A4 R 1§ B T S Bl
i mage o&al}gofcbn@aeemiuw irmlea‘eeel18h|ﬁ|1|elmacllmlues'eommun16a4ioadmtweemo C(r)]nv_ert a
captured fingerprin e jnto electrica n r ting the inmage,
and opt i 'OFE" Tt‘?@rﬁ“frf’ﬂ'l‘g |1éiang5c§ll1§=r CQraReNgrs, @HEEI?SQ’ %ﬂﬁ:ﬁ B? gb fingerprint
| magesp CinpddtaRd diéul 90FaRhdBAcILfas alfiRERicBAtraIR ATEr Sordttolfiy hEREs ths 15
acceptable or not. It should be appreciated that such image processing

capabl | i lasksmerenna0; lm@mmb@dlmgntngp@bthemc@ewulggenqraﬁa oek@} or hardware

(e.g.
(o 0ot SRR RRRESE N, Phublshel DEco0R kel APREERRE, o, 10
m cr opr og@ssrator 124 te ettlre thes ngaly garmratedpamnpiatesintd flaer insbhary @6\Vfocasel 70,
I ncl udi n.gl 20 fl ash contr ?‘I I ?r 114, USB device conﬁ roll er &15’ RAM 116, ROM
117 (andM s sequent user authentication. '"Moreover, In a currently preferre
25 embodiment, portable device 70 is compatible with the universal serlal hus (USB)
standard and includes a USB connector (not shown). In this embodiment,
integrated circuit 10 also includes a USB device controller 15, which serves to
control the communication between portable device 70 and host platform 90, such
as a USB-compatible personal computer (PC) having a USB host controller 03
30 therein.
With reference still to Figure 1A, Integrated clrcuit 10 also includes a volatile

memory 16 and a non-volatile memory 17. In a preferred embodiment, volatile



execution of firmvare code stored therein), ECC engine 119, nenory
controller 133, and controller '156 of fingerprint nodule 150. In this
enbodi ment, portable device 170 also includes a wite-protection switch
1A. 0 which) when activated, triggers mcroprocessor 111 to disable
wite-access to flash nenory 120. 25 Wth reference next to Figure 2, a
front pewspeneizse view of a first farmof a portabl e dePfTECHAPI8aN

i ntegrated fingerprint nodule in accordance with one enbodi nent of the
present invention is shown. In Figures2, portable device 70 is shown with

USB conngemery 18 s Phidéith Becdssthbimbey (RANS thabServEs BES! WbiKitg Mg 50 1S

shown as being structurally integrated with portable device 70 in a unitary
30 constfeumidreprocessar Klediging iropnratien eoaryotatile meposy dé ivp readoal e devi ce

70. A li hed i J: J i i ar the edge of
the top rgl 8@&%@%@1@9@3@@5@%&icﬁngdrg&gﬁrg [ n@gﬁﬁ“ﬁ%t% fl ashes when
dat a i n geofarmblagious Wih@idhe 63 p8Rakle Teyimartin oAdditidnallyy intayg ratedoziicnly 1@ccossed,
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_tot Fi gu;mga:gng tagwgnm?@uhgcdlpiemionawm;ab:jm\pgmbltegda}dbcﬁ 5 w tA h an

I ntegrate Ingerprint _nodul e as, deplicted I.n Fl gure I S own al n,

por t gbl @Rﬁwiéfgdﬁﬁat ECW%"?H"‘Q t'a%mW@E'%Fﬂ%@éﬂ%ﬁ‘dﬁﬁﬁ@"?# B’mgi ts front
end, a”%d@@gﬁ%@hpﬁméﬁ%rﬁ @%ih%hé%&% GShE Pr&Bnt invepfish 2kby 1 nt egrat ed

with porta vice 70 1n a unitary construction, wth sensor 52 di sposed
an the temmpldcECReengine 188N b8 implengentad byeafiwars (eg.efirmware stoceddge of

the t Side of TQ porkabl.e deyi . L i [ switch 40
o al 08 Bieor e e R PR e el BF midop b A 1Y SR SRR AR, 70,

Ref er encsapasatadwrimsierdpeodasgor 1.4, whi ch shows a bottom plan view of the
ortable device with an integrated._fingerprint dule as illustrated in

Igi gure 2. A siﬁ%fﬂr ?%EI“FPE@?H%" cm%ﬁrg{"?ﬁﬂﬂg'g?irg@rpomns?ﬁ %ﬁ’ﬁ%%& feature

whi ch al fRieR iSlusseto dapthd thé'fi'ng@ﬂfrﬁ@t?ﬁ@gé’@ﬁ’é ﬂﬁ?e?rQ)é‘mggglatthéréoﬁpum ing or
decoupling portable device 70 to/from host platform (Figure 1A), is
shown onFinpermsiot masue 8@ alsp gemnriges@ epverer 74 whiclrpgiyes ta comart 8onnect or

18 | I s . : th
port aby coapfiea et inaGe s tleckeal 4R Bpreohfit Q*ezigfﬁ%‘i& Fi gure 2
I s depi ctwadent feinleel etabodimen) s2iihgespriditqaint imade lKsBnue itto B4

Ip?ot (raglj?n fr‘r%ﬁts frog&meﬁg i nd gfels? erpri n%’ nqdul e 50,18 s? as being
structur%?qi%;ai N OgVEHRY V\Aapﬁssgt?tpavalay%aﬁn&cgy G 9t RoLaRic dewse @\r@truction,
ith se ' . hiée 54 dahlprédutes indtid datahown

\éIV: spo:emgéaﬁgémqgﬂéﬁﬁwge g?ﬂsg%?agl e ervi Léd'(:aéﬁﬁmRef_erence S

now nade°t diffesepl pizes, Ripaeeprintmedyle AP furthrr iatiuges AR APUPRAL coptrebuRihe

port abhe i Ge i t I ' ri ; | i gure 2.
(o5 conned M nbiclri2fuy BIASASE ByoRARar, loton PRy o Nic R IR 40, o 70,
and the inepartaiie devte J8ranoris Bised forgthenking Ithe huakty ohfiegerpfinbimadges t op si de

o POt RS MRILE Sod by 38 aetdihE Ginbule? oldrPihagt HacBbB4Bld Gt eV of the

As described in more detail below, if it is determined that the quality of a captured
image is unacceptable, the user will be prompted to place his/her finger on sensor

25 52 again so that a new image can be captured.

Reference is now made to Figure 1B, which is a block diagram illustrating

functional blocks of another embodiment of the portable device of the present
invention. In this embodiment, portable device 170 is compatible with the USB
standard and includes a USB plug 118 which, as Figure 1B shows, is coupled to a

30 USB host controller 193 of a host platform. Optionally, portable device 170 further
includes an addltional USB port 162 that is coupled to USB plug 118. USB port

162 is provided as a convenient feature that can be used to couple other USB-



30 Integrated fingerprint nodule as shown in Figure 2. Once again, USB
connector 18 is shown protruding fromthe front of portable device 713, and
t he periphery of sensor 52 is shown slightly raised fromthe top side of
portabl e device 70. W O 031003283 PCTI SG02100048 12 Referring next to
Figure 8, a front elevation view of the portable device with an integrated
finger prvan/piseRH e as shown in Figure 2 is depicted. ThECTH=BAM48n end of
USB connector 18 is centrally depicted, and the periphery of sensor 52 is
shown slightly raised fromthe top si®de of portable device 70. Reference is
now madeompatihlguteyic@fsithith USS da pedablel dawitts 0. vinghisambbdiment,t abl e devi ce

o ; vy : o - Vined o ° h
of - senaBPRagSi@VER 10 8Rb Bt e BB lies PR ED LTS RcBpfroBTaR ¢ Govi e
70) andcorpiriupietionrtweat ponablé devicehty (oand the st platformaia BSEehelgvi ce 70 is

also visible. .optional wite protectjon switch 40 is al so,shown as being
| ocat edcﬁ’i‘tr‘ﬁﬁé"%é 3@9%&%%'}3% ?éiﬂ"@" gefware 179 ang am aplicatioNce next to

Fi gur 5 éﬂodrahmiﬁgmtéﬁ%cé gas1) RET SWREh wﬁrmrﬁmws Ao katNHrahlbg device

370 w an integrated fingerprint nodul e in accordance with one enbodi ment
of the peside=inttherhashplagiorm andreommunipateavitcUbbmast contsollarci9idda of t he

device 37Q..1.S . LGcal it device 70 (and hence 15 many of
the ref garc 'rtl%:% th%%&ﬁeﬁtg)nusggpﬁah@%v?éeﬁﬁa) are simlar to those used in

Fi gure 2 but Pbrigblerddwce30A) furthet comprisds am integratedi difomiteito, exlaghnal shape,
It has two additional f ures. First there | cover 300 which

sl i dabl V’Wrgoaaré‘gﬁé’a%%&@em?ﬂé1@@}/&&@@?@4%"’%‘ oﬁvp Cf%‘et?‘?ie cl osed position
i n Fiigucenshidmtly iniBlembh@dr=R dnlAEIS. irPa Prafehed eniRAImEY, aneséivig Vi ew of

t he portabl e device 370 shown in ~0 Figure 11 {a), but with the cover 300

in an opésp tHhef Gestamesery $86 dnused torsterasenasoF merptemplatesgansratedin i ng t he

oper ati GaoGhaREISINIg ohdBPIRERARA. FanASidieTikfis dniifld gy contact with

t he finger. € secon orm o secCo portabl e "device 0 is described
i n nor e resxread flash frednharysred m2Firgludes d sthtusdflagat2il whichbidicates port abl e

device 370.is sho | SB 2 onnector 318 protrudi fromlts front
end CFi s el Bafiebi® devicect el B Beat heavieBl Babtipd e soriE e cd i t n
por t a3l quithare preseil Inveniol NIStARLY ALY fHGE émﬁlew'gmaa@ 'eRice3PR) foshown in
Figure 11 (b)) disposed on the top side of pqrtable device 370. A |ight

em t t | nGuiRTRRISAlY ERjOks Zuraaistiafien PERRoRA UOs tedaitialyise, e desaibad e of

Por t abl G T O ol o {9 e Gt or

| n anot RRAMdFEISRAM, whigiDserves las g ipitiapstoaderaties forea fihgerpsnt imadeent i cat i on

Process ciagtulﬂgcgﬁ‘-r brdance with the present invention.

20 Referring still to Figure 1B, integrated circuit 110 comprises a
microprocessor 111 which preferably is a RISC processor. Integrated circuit 110
further includes a flash controller 114 for controlling access to flash memory 120
and a memory controller 133 for controlling access to volatile memory 130.
Integrated clircuit 110 also includes a volatile memory 116 and a non-volatile

25 memory 117. Preferably, volatile memory 116 comprises a RAM for use as a
working memory for microprocessor 111 during its operation, while non-volatile
memory 117 comprises & ROM for storing firmware that perform various functions
of portable device 170. Specifically, in one embodiment, ROM 117 stores the
following firmware code: firmware 117a for reading fingerprint sensor 152,

30 firmware 117b for processing fingerprint Images, firmware 117¢ for generating
templates, firmware 117d for encrypting fingerprint images and/or templates, and

firmware 117e for verifying fingerprint authenticity, Nevertheless, it should be



wo oai oa3zsa PcT~scazi aao~s 93 The cover 300 Is provided as a plate
supported for sliding in the plane of the top surface of the portable
device 372 by L-shaped gui des 400 protecting fromthe upper surface of the
portabl e device 370. The cover 300 is provided with finger engagenent neans
(e.g. grooves) 454 so that a user can slide it between a first 5 position
(Figure 1‘Yf’z§)’%’°“"|2?f' whi ch the cover 300 covers and prot ectBCt/beozeengor 352,
and a Second position (Figure 11(b)) In which It does not. Optional wite
protection switch 340 is al so shown a8 being |located at the rear end of

por t abl expgeatiated & In Bef Blemdtdetiodifehi SUHE préserit ify@Rtih duchi ew of the
portable device with an 10 integrated fingerprint nodule as shown in

Fi gur es filmpare gap be steypdiin adwprialetile mesnenwithinthe khast platfarm rathesn with USB
connect Qﬁ%ﬁﬂwﬁ)ﬂéﬂléﬁgw&g ifmomits front end, and fingerprint nodule 350 Is
S bel

shown a g structurally integrated with portable device 370 in a
uni tary consé¥ddilonally, infegratee akouit 510 thickpiesen aptiocnhberramcteEcitimgt her eof . The

' I gur at f Fi .11(h). 15 Ref 1
made. o (LS e00De PRI RRLRAHEBY =P80 bl it ectPks otns s odftoriont co
Wi t h an of poegblatdevida TTEr hshotld becagreciated thasECSteging 119 edree 11 ()
andl | (b%%ﬁ A s%bq?tantl alal{é sem circular indentation 377) an optional
f eat ur e RIS BSROTWAR (894 BITRYAE) 96 hEEdYYES d@.gi, (ECSERFOIPIIReSSOh t e

coupl i Ngn&duISBCBNRIthE o9 bARL S r88HL SR edfibht ol from host | al atform 90
(Figure 1A),8>ie‘§ shown o?‘%gthe 5ttom 20 sdlalréle of portable device 3701n

Figure 13, USefewsinosiilito Figrs 1Bsfiagarpristroatule 186femprises lssserser rEi2e t o

Fi gur 4 | | I [ ' iew of. the rtabl e vice with
ani et Sortighel 158 sl & SnEhleSHBBL S 1K SupbdeRRsarabt e (5) " Lse
connect ased 18 chptusd tvenfipgeaprintdinage fof arfinigee béingplacd therdorb kengaidrce 370,
andthe_[ ver 300 and quides 4 are shown s%i hgfl .raised 25 fromtire top
side of POrIRBTRIOLRIVEE BEHUR ”,ﬂeﬂ?fg'ﬁl'f@a@_% qtcge %ﬂcﬁﬁﬁ'%ﬁ@e el evation vi ew

of the pepieabhinglty inrags, Bhd aptibMkiRBHROIS 156N9 BEEd i@&hé&qﬂb‘ﬁsﬁﬁwave” in
Figures 11 (a) and 11 (b). Once again, USB connector 318 Is sho

.pr ot r udifiRgefrTbkirnages senttirastbyrermean B2 de detesmarrowhether a wiverdmage3nQ and
gui de i i i .30 portable
dovi ob $ePRBELITNER, S| il e BpREiwed O S k8o bER8EREL: B of 1 he
port abl eagabiliies 8310 baiimpleamerited aging tseftwhra(eey pfitnwvams) du hardareiey in
Fi gures 11%%)3 nd 11gb i V%.O§L003283 BgTI SGU2100048 14 depicted. The
i nserti RO GP USE go'ﬁ‘ﬂé'd‘ﬂ)}”' 'PANG SCoR, O e RISSRITIMEEYONand t he cover 300
and gui des 400adifreptlp\wefairbd dibodiraémess Mliustiatéd t tigaresige of portable
device 370. Refer enfﬁél s now made to Figure 17, which is a rear elevation
I

vi ew of TDIRFEPRECTRFSERAITE CORYPIS ¥alipys cCamponeniy chpedakle dgxice 190 indbiding as

shownzg iakh@4hesiidrlt 1@ USE devide Eontrolibhe 1508AM P18 G o 40D are shown
slightly raised fromthe top side of portable device 370, tional wite

pr ot ect iexgcslign ehiirpuaresode stored dthereing, BECranding 1@ dnemotyheontmdler end of

port abl eyi i si.ghificant. difference between
Phe. f1r o2 andEonfBter oo B3R RO 180 “ible RSl R5BRSr « he

por t abl eletioe 170 886 indlGddshavrithpraiestnarevifeh 160 wiieh seisemdctivaitea of t he
portabl e .device 370 is proyi dAd as a cylinder having tts axis tying

paral | el ng%engtuﬁrotpﬁ%%%Br gﬁ g“a&'éaélﬁdwit%@cf:@%%tosf%shdg@“efy ‘1'%%. device 374, in
ot hergswr ds, With fefdidriceexeifiSighiy 2UghohtSordisedtss v of §ﬁmi%m§ g Det ween
its bottomand top surfaces, fromleft to right. 15 The sensor 352 is

desi gnePXEPlsdedeqwithas integratad fingemxint medileHnactordance siithtansl e, or
t at abl i d:hi f i ar AL L 3Q0 i
bpen. o Sntibdiniof o 8 Jrisch Haiah SR (igbld 3080 BT K 04 5

exposed shionsuyith BiSBpeniectprms: fretrudingifiogn i frohtembr Finberprint victile330, but
thi's POTE LABY 35 Keing Sl e TRGEratSifuk pothElh fbvioll i D g COT®S 10
30 construction, with sensor 52 disposed on the top side of portable device 70. A
light emitting diode (LED) 73 is also shown disposed near the edge of the top side

of portable device 70. In one embodiment, LED 73 flashes when data in portable



24 device, he first opens the CQVBr 300 (thereby exposincd a portion of the
cylindrical surface of the sensor 352) and then rolls his finger for thunb)
on the cylindrical surface of the sonsor 352, causing it to rotate and to
bring successively new portions of the cylindrical surface into the exposed
region. Inthis way the user is able to contact the sensor 352 with a

| arger awv@#3@932%% s finger in total than the area 25 of PRESEYR0PHSr i cai
surface which is exposed at any one nonent. An advantage of ti~is feature
is that, even though the proportion & the top surtace of the portable

devi ce ¥elicatis bhingsacnessaul, dadishserving escarsactivitp Indieatel. e eamherxi mately as in
the device 70 of, Figure. th ensqr 352 is capabl.e (in a single sensing
oper at | GAPOGImER LERL 7§ ighs uB e TEICER gL fuhBRERuBn ordedhss 25" 30 The
present uynggRvdyrs have found that this is a useful feature, meaning that a
singl e device can be operated by individuals whose fingerprints are of
greatly diff Befergngingxsto kRiggre 3,rfirepr getapective wepiaf thp porablegdevice,o

03~0a32 r ol Pt F% i LAY @ di agram 204
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Figure 1A usin sane.reference nuperals. In s 10,. ,uppn bei ng
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pl at f or necated abthenear eng of hertaljedepicatibrm i s aware that portabl e device
70, 370 has LRSS : h j 370

det erm nes V\h@%ree(rh%g%ggvrv regeiettsoﬂf 'Pgﬁ %Wgﬁ%@%vgggabtro ?B hﬁ%l%ﬂ\é)}(é;}‘ﬁngf&e if

‘por t abl ecleblecdevibs WRE@ni ivtegeatad fingenbrinomatitile ds itigstratedin BigarenB. tfenpl at e

has yet bee tpored in flash nory .20 rtahl e device 7 15 370 will

gu de- 1 rogeRaf, StipliaE TeRElRL 7anh shippddesur UnER e S iRl 545 and
255 aps develd petateldevice Vioirmiahlle bohsingas decbudling Rtk dewies 0e Wi ndows]
t hrough the host platform Thus, upon the first use of portable device 70,

P . (
37p (e. do/frophhiash platiern 80 (Rigus tAnissehowmon the beticr siderefdiariable
aut omat | A [ t i tql O8fwh. t 0 generate the first
(" mast erd@%e\e/?n%[ﬂaflgmﬁﬁi Eﬁﬁgs&g{r% g?ggﬂga 0] acconpl i shed by checking a
status flag (Refgrringfnead) td PiguranSf 4 toxhplanview ofithe peftablegdedcd with. anSubsequent

istratj . i bed bel . ' d i.ndi vi.d
Ve sof f OB e AR RBE M s B voaneh 1B RCR BinniEhE. Forb i T T
370 smpnglshle\;vmlvim U_BBmmlne_c:MfGB.prd:f;llcﬁxﬁg)frb&fitsem‘mt(ﬁn:ﬂiﬁahd ﬁh?erpsiane uste[1 may
register i ple fingerprints as epar ates, In anot her
e_ngodi néﬁga‘"?ﬁg)'§éﬁ?@"-"?]‘s%"lrob@'i‘%‘g"&“ﬂwaﬁy?ﬁﬁgrﬁwh‘?g’éﬂgé"@r@i"%ﬁﬂwe ti mes as
di f f er enfnifeRBbmdtRRtion With s&if¥dr 3B! sgiRedh the to §ledREdRCLEDIPS B T he
registration of additional users) andlor additional tenplates) either by
peri odi c’gaiyshewy dishpsed neay s ofdhe tomgjdetné pherble devigeiZbr | ter npl at e
needs to be aedieruil WABY hilfe U 6 SPHER'e & P48 ofAltich idNopddi ti onal

30 userltenplate 1S t0 be registere e registratron process wll be
i nvok2dl.thefportablesdeldteewith medntebedted Gngenprinegodtiess siowisinfégeesair y, process

240 proc s . wth an.authentication proges t eps 0,, 240_and 260 as
descri beﬁsgéﬁog\wl)agtor qw %ﬁ%ﬁ?%ﬁ@@ég?%ﬁ%ﬁg@éﬁe gﬁ\f)‘ﬁ?aﬁbﬁn ppr eci at ed
that wi tihbiperipReRCHERNBbr §2 R sSHoMESlightlp YAi8éd RBm theftbpaide dfpditabler sof tware
driver} may need to be Installed on the host platformprior to the first
use of pPRAMEHI® device 7Q 374 to enable its utilization of the host
platforms u [ N ' ; | i also be S
appreci at ed '?ﬁéé){t' ?P%E%Z%o%ggg?%@s%tlgnmwg ?ﬂgs %E*tg BI’SI C!ié[\?%]\&ﬂﬁgg built-.in
suppoB@ ihtegratedHingerprint ortule gs showaddFiguenal wktagaire UBEB dsnnectoe

installe reon. Referring,still, t.0o Fi qur 0 he istration process
is now d SE’JSI’I &g prloﬁrug{n&fr ghe trﬁgt ?fg’&r@grea&?"i‘f? B@’o%g@%i er{p ™ ?;r:ft ed. In
one enbostémenb? id Bhowh Rlightyasised faniitotobiiaIsBsortdkié devicegiost rat i on

process will comence and pronpting the 10 user to place hislher finger on
sensor 52.




In step 235, sensor 52 is read to capture an imge of the fingerprint of
the user's finger that has been placed thereon. In a currently preferred
enbodi ment, step 235 al 90 includes verifying that the captured i mage is of
sufficient quality far further processing (e.g., tenplate generation}. This
is preferably perfornmed by 15 control unit 56 as directed by m croprocessor
11. In oW@ WHKe38H nent, step 235 will be repeated if thePEUAGPYOPOE] t he
captured fingerprint image i s unacceptable. Under such circunstances, the
user wilt be pronpted to place hislhd2 finger'on sensor 52 again so that a
new i mage caRefsrTiagMent RoFighiecd, af fbhieleddtidnriie ofF thef pdridbley dedice with
user-confi, urablg.,zo Cncgggn accept abl e_fi ngerprint in%%% has been
capt ur ednjitegraigd Singerqsing modlegspshnuwy nhigure? & dqpletad. dpgerion t enpl at e
i S gener, ; [ Bh i rg-bed above,
eﬁygﬁ% gﬁ?ng’%béﬁhﬂe [sentrafy dEpIBRRY, BhY Me bERSHRary OF sQﬁszﬁ 5208

in a pre ) rent, the captured inage 1s converted into 54 KB of
dat a, wishownistightheraisgsbliomshe tqruside of peripblatdevipeni). at or 72a for generating

a 51Z-byte t ! he.. t ed | tep 245 is
encr yr?t ed. | ?%%%hg%%g?%%e h%é'gl)ﬁcér’yp u}lﬁﬁpall g"‘"‘%&@éﬁ%ﬁ&%ﬁﬁ mvar e
(Sdgd, | ¢:mba| bh}demcé with mndnfegiated }m:in'_f;?(xfﬁ'rigulmedme@s srtzcg&SreimeFEguwvablé ng an

adde evel o ecurity_agai nst ing. .lLn ste ., the encrypte

o at NSRSt 52 A ot ey e fimoe ok Bt TR BRI c cosst ul
gener at izgn aﬁ@@pﬂﬁﬁéMﬁ&érﬂﬂtI&f 72 oheR®bakém é?dl@éfbé’lfhﬂt@ﬂéﬁl@é I7@ris &fhol S pronpt ed
by tenpl ate generator 12a to store the newy generated and encrypted

t enpl at &isibieo Qntigsal weteprptention switgk 40iis alsgisbeninean beisg locatedatthecat i on.

Nbreo]?grgalaéﬁdjgﬁgé&mgdgp@.%qo_ in a preferred enboolinment, the wo

03~o0a rcl~scazi aao~s tenplate is stored in a reserved area of flash
menory 20 whi ch i Witipsafedencalnbyt tod<igumeat dd), dirstsiear pergpbeting dews)f aand whi ch

is not qotherws ccessi b to the wuser. Lry step 2 .a _signal or nessage
| i cat drgoR boGaRBES T Ry af eidHes derPEbmadvlef sroaRaness | <
gener at gflth brife @MbRARASHIT? e PRAEA IRVEHTRIN 18 sHOWNC Théfdiectiofici s used as a
secure storage device, step 280 can also entail enabli t abl e devi ce,

e greansirvigion el the weyiceety s identicalouith fek b hedevipe 70 (sl kRAGE ¢ hor ef r om
d wdt ey Lagpor t abl

ovi o TfafiRbOne Telibite himBAIS BRENI, Fal e SitaAEtnERBRSEFITD | 20! ©

r ef er enddgweid but higherjoy @0Q)0buty, Apad firvhean differéntrexterogksiyapgs ithgisttve port abl e

devi ce 70, i ' t 352 | d t

Capt ur e DHRRLteBRRE, ERRH, LS )e 8 BoldrRaodvibicn SRARRY coders derishe (0L ©

pl af:e(cji 136 é’bel.qokler a?]ms{(smfwrit?]\tpeefo?w@gsmmm@me(aetam Eiytnrglfsso e

I NCl udes ual | cnhnec 0 C ur | CcO ol uni, , SO a

the i rragg?é)g'ﬁﬁﬁ%‘%\ﬁdl rpabgerfgeqtgr e‘gg‘@(?fﬁfe ?mgfg\nﬁ ggb s%‘ﬁ@’”dapt ur ed

fi ngesPreigirel g HL&W&H&HG@Q@&HG@ ih@ih dpEPEGHIGUARIRA! 8EEGHHIY Ithod T epeat

capture i s needed, the user w 3~e so pronpted. Preferably, the nunmber of
retry | senser38dis iofatablel during the oparationtdf gepsing erfingemsirtosn astn makeep 230

also in i t i 2rprint i mage
and st or [TE AFREG b Ve B ot Torsy B FreSeRRa ORERE B8R (1. 226)
t he st or3 is deptdbeadin mow detaillaé fallowsl ash menory 2D for use as the basis of
aut henti cati he identit f the user whose fjingerprint j has been
captured In gggﬂﬂ%?@qqﬁ? aﬁéc uP)eEr[‘? 9°€?}§P&BP’58 3g%%&ﬁﬁ’?ﬁ’ﬂt"‘,"hﬂ"’ﬁg’ﬁoprocessor
11 di pecdomnbbes 3168@rbiradihg froffitd Fohdnd. eFifgéleint rRUGlessTistadmneaes} from
flash nmengr n step 250, the regi stgred tenpl ates) read fromflash

20. 25 |
memory NG ArestuEaly iategraiad ih peEEbln daVige,s 1 A NN PECSbodi ment |
are decny; s ol i id e nmenory 16
T one. Bl Sheol W62 BRENATFEIGURIPI®) eptict arPiealp shicforiRritle 0 ™
f i nger prdevicec3f.ba light amitting dicde (bER) 323 is also sbgwatdispasetiongibepeant

late. I Ly 30 pref i ificati
roaul o 1550 hREREdle dlic 4, B ebelern g SoE R A8 Pesheiodhen o' =1 "
regi st@rsuHdiapibate i beinh arcostedhthia piiRg L8 G ddiRityPRicaksr. dHtdnemmdreat ed;

ot herwi se, aythentication fails. In one enbodi nent, the user is
embodiment, LED 373 lights up to indicate that an authentication process is

underway.



W D 031 003283 PCTI SC02100048 18 allowed to reattenpt the authentication
process if an initial attenpt fails (e.g.) steps 230, 240 and 25D are
repeated) Preferably, the nunber of repeated attenpts is user~configurable
and can be set once an autnorlzed user has been authenticated and granted
access. In one enbodi ment, when a user has failed to authenticated hisl her
| dent i t yW@349828t hori zed user) access to flash nmenmory POTARGI00BB bl ocked
(e.g., in an enbodi ment where a software driver resides in host platform
90, the sof tware driver can forbid s&&h access). In another enbodi nent,

m cr opr ocessiﬁhe]:bven?zm)tstra’bVldedama:platH)sumﬁdrteslrfut sldiingnindhe qildrenafl se di sabl e

flash c u ntjcation f ctions
serve agn {JO pﬁéﬁglﬁldégm % 5’@?8%‘? 24 eﬁ%@&g{gﬁ'&gﬁl@p ﬁpﬁbr forns
of unauttiliwup;zadstﬁme&ﬁ tﬁ@rbﬂﬁold@balcémﬂe!ihé%ofrémd is/prOviEgd Aith fgdr ar e
trigger ed authenti cat lon att | n one enbodi nent,

ed by repeated fai
opti onalengﬁé?fnﬁgbm?"ﬁr(%gr grogves)tatsat rlﬁ?’ﬁcﬂ&ﬁ@‘rﬁ’rﬁ'E' 5"‘1"‘5“ Srbwgan 9dirstf i cati on
modul & ia%emaﬁl(#rg@% n%)ﬁmwmaﬁ tiefedver 38bReVEIsCHH DRt H e giﬂ gBer whose

fingerprint has been previously registered, the user Is provi Wi th an
opti on ta@dlﬂ/mldtwltqr‘n@égl{ﬁe|1ﬁ(b)hl!’tw@ﬁh|fmeisdmtand provide a password to

gai 1 2ccess LsRaISRTBOUIER 348 QA3 LR dgliod ISRl b by L0 void

a hel pl ess situa ere access to con ents cannot be
?0 had uwehrc=sl aﬁnbrtaulehleweemt)catlon nmodul e 12b is axed. If the bypass

Coocessiul . bR RERSH, thatloder S &fhe RortaBleeiraid ancnoul o

al so e iegratsd ﬂh@&pﬁhﬁhohﬁle%ﬂ:\ﬁﬁﬁ%g&r}éslﬁ(&*ﬁéﬁd £{b) A desear d
reqwrerrent can he E’?B emented in addition to the fingerprint
S

aut hent iFeAtabisdees slopwrwith MURB renneateeditd E@ET‘MGWCW amilts fiamé scope 25
of the S cating the
cuccessPiE B et Abdulelsdt ERnEGH ahehg SRRl IIRERIRL NS | 201 &
devi ce Pyrtablrtiaycai8ed irns uaitsycwnetrattomagithdensoes2 dibpps@Bon das ol so

ent ai | bI|n pastable device, |, e. ranting, t.he n regi stered user
~access % ther%éaﬁﬁ%&{)\ée Hé??%ﬂ?%&b yrat %aﬁ@w?rﬁ%i to 30 porfab(e
devi cg 70, 3Hbf@@dcmﬁbwgnmlb&hgeredﬁ3/lvﬂﬁcﬂ%oﬁﬁ Hottofh Mahivibwilbf ve |etter
on host é‘?l atform 90 WO 031003283 PCTI SG421 44048 19 It shoul d be

appr eci dieROERRIP dayicawith g intagiatcdirgaspdnkmedyle eadiusiraiad)indaures s | ocat ed
o onoss SUELARIENON SIRSRARIY B e Al oFr DA RGRL| O,
f i nger prwhieh dlinwR alvuser kebold giortablecdbvice 3ilbﬁrnﬂ§smh|lemUpmer deccuplisg
portable device 370 to/from host platform 80 (Figure 1A), is shown on the bottom
20 side of portable device 370 In Figure 13. USB connector 318 is aiso shown.
Reference Is now made to Figure 14, which is a left side elevation
view of the portable device with an integrated fingerprint module as shown in
Figures 11(a) and11(b). USB connector 318 is shown protruding from the front of
portable device 370, and the cover 300 and guides 400 are shown slightly raised
25 from the top side of portable device 370,
Next, Figure 15 is a right side elevation view of the portable device with an
integrated fingerprint module as shown in Figures 11(a) and 11(b). Once again,
USB connector 318 is shown protruding from the front of portable device 370, and
the cover 300 and guldes 400 are shown slightly raised from the top side of
30 portable device 370.
Referring next to Figure 16, a front elevation view of the portable device
370 with an integrated fingerprint module as shown in Figures 11(a) and 11(b) is



5 first encrypted and than transmtted to host platform 90, wherein the
steps to be perforned by authentication engine 12 will be carried out.
Thus, depending on the particular inplenentation or application, the
information being transmtted from portable device 70, 370 to host platform
90 can either be a sinple notification of success upon successful

aut hent i weto3oB28%r i nage data representing a user 10 fi PGESEPIAP48t hat i s
pendi ng authentication. In a currently preferred enbodi ment, perfornmance of
vari ous steps of process 200 are contfol |l ed by m croprocessor 11 executing
fi rnwglr elegmthtl Thé izeritorpecd erlasBycomheetedahsm@eftgwgy@teblwedrwmrtgelz of ]
portable devjce 7 70. Si I can u reci ated that the
present cPM@'eélch 6“8%' rﬁ@ Bwpéﬁ@%%)f b%‘f%%ﬂ% °g€9|1€'é'e70) 370 as
a secur gedmba7et or age devi ce but also as an access control device. In

particular, within the scope of the present invention, portable device 7D,
370 can act nggrﬁnca&eg\ynmqptmlﬁglw@st7 wrhiglt isranteso eleyatipn viewpefthabl e devi ce

70, 37, r er to
accesssogr?gtagfe%sour ce on @8?#&# ﬁﬁ{;rr)bgﬁi 1?188{]% ﬂc}ﬁ@mﬁ 'gu'IEQZﬂ application
pr ogr arrsandpleir(bp h'Emabe\)elaBOﬂ amd qungles ee(garaehmﬂm slighely rhised dtom (r;aa op, network
access r k ters tora evi ce ct i, C i a user is
equi r edaStRorEbie egEe P IGPanearERraies oy Sriigh SFRu pRpshhufiar

aut hori Mw@@étédsatﬁﬁe@@éﬂ@idﬁm&b@dé@ce 870 with integrated fingerprint
nmodul e 50. I n accordance wth this enbodi ment, such fingerprint

aut hent i cat i &% mentionad akpys, arsignifigapt pifference Bstwesn the first form ofdhe i n
addi tjpn, &-@blé@é\ﬁ@?‘?b%'th@%éé&fﬁ%{ st esk aaﬁ&naetde%te'm is'fhethef N user

i nconveni ence and | ess stri ngent security t is Inherént In the pr| or art
passwor depasedsZof thersdaoadiform apihequriablesderdeadt @ saosidedets arcylmded i n
accor dang

I
comput el w8 Ml BAEEL RO e o eEh o e P SR et R eouet y
utili zeouevﬁnemmnﬁm@tmas 2Rl x@pbkiends tH”wanhgl’f mm:es@mlrsahylmdrear ance,
such as entr &)g’ prtvacjie h%gT;a offl?es gﬂ}t roons, bank vaults and
securi t gomsand fap sustags. fior t?s i nvention can WD 031003283
PCTI 8@2100061%@&@& 85D% asggﬁédsto%é bbtﬁtﬁBlel &ABuhQ it %&Fs.r(b&ﬁemﬁy operation of

machi nery, such as factor hi nes and vehicles, to these who have been
pr oper | yotatablaeer. rqtatabwefv@hmodiafﬂaﬁd anaubéwga)rﬁfrmeﬁwlzenéhagovmo can be

used as in place
o - conventd B sbBny & ot for of 9kt eAlFurles! SRELK B et SbRL AFBT

regi ?]t eLa(ﬁmsed kiﬁbugh rul@leasp:mng m\:the:houhiaglr?ifﬂr?pmritadﬂe Ufe\_sieel 370ckut this nsth al : ﬁd
at the ho in the latter g : tel guest firs re |sters i sl her
f i nger prRQTHOR ¥RMES AR the ??Psﬁggggé?tegﬂ@e@ pgél,ser - o HE ®e house or
hot el 76 ouides h@errrw@déhsrtﬁétcbv&ﬁm {tRedebg e&ﬁéﬂﬁ&hl ﬁéﬁtldﬂ?bﬁ thald;ﬁﬁd.{dwne owner
or hotel guest). These and other w de-rang |n2@]a lications of the x0

bi onetr.%@fa@aﬁah%ée@%@ %@ma@tm%mﬂamﬁgﬂnw yer@) rerthe gyindsical | i nt ended

to be w t hough
enbodi mérlﬁd&gfd?méegg’?%?rﬁé aﬁk’/ge"?l {tg(fr)l cﬁave een scrl Esﬂpﬁgrﬁeélwn as using

finger pr partionsohiiet dylindricel sudatmintathe axposed mmmnln tlasemthemuer o, it
Shoul 3 b5BRRESRER! B SR HE2 A SRy SR B kB s M B gy ot o
t echnigugfkhe Gp¥ndrical surface which is exposed at any one moment.
An advantage of this feature is that, even though the proportion of the top
surface of the portable device 370 which is occupied by the sensor 352 remains
approximately as in the device 70 of Figure 2, the sensor 352 is capable (in a
single sensing operation) of sansing larger areas on fingers than the sensor 52,
30 The present inventors have found that this is a useful feature, meaning that a
single device can be operated by individuals whose fingerprints are of greatly
differing sizes, e.g. individuals of different races.



such technique is iris scan technol ogy. Wil e such other bionetrics-based
techni ques are not expressly described herein) their applicability to
access control inplenmentations using a portable device is within the scope
and spirit of the present invention disclosed. 20 Mdreover, while preferred
enbodi nents of the present invention have been described herein as using

fl ash newonyomsssa storage ndia, it shoul d be appreci at eBCYbE2/0884er t ypes
of non-volatile nenory, such as ferroelectric random access nenory (FRAM
or magnetic random access nenory {MRMM), can al so be used within the scope
of the preseRbférﬂnglnbkbm anmaamnbtflmdnammeoemuﬁtraﬁn@&@‘perdfadxswbodi ment s

have been cri b i n as bein CQ at i th USB st andard, the
por t abl éeq}%(ﬂstpgl PE?&?HQSFW ra Wlﬁev%%?fethﬁgﬁst t8rMer restri ct ed
t her et odefiaé meo,oftm@seé@rﬁmhnlvmrﬁéﬁ rméy"rate'a firndfePHiiiR thddule HEad0RGdROT t abl e
devi ces t hat upBort ot her commruni cati on protocol s andl or bus standards,

such asWithonemmbadiomnt of therrrapent inventian dapkiowno Inhel @"QW'@Qer red
erhodismagkeriion! P&ids3ABALIEL BHE X eats%%é}féa W%ave FadsdfipedP] ement i ng

access cont usi ng |onetr|cs ba techno een escrlbed) it
is undeabowdrithhaferemnzs@ Eguﬂel#kiuslngttmesame,remmnmwmem instepe WO

a310a32 rcTi scoz~aaa~ 1 filutu ma e variaus.Laprqovenents and
enhance%gﬂt lép% %'Hgfcglupfé\?ﬁzt?m fhos{t Hk%@%péo%? H?V'E?P?bné]7€pﬁgaefg(ﬂelscﬂﬂ These
cl ai ms  ghiplizetioe pesvetiure:) ﬁpbbmrél’ﬁlyrﬁrafe'ﬂre*dl‘@nmmﬁ%ht AR@iriGdlizBflod or the
I nvention first disclosed herein. wo 0310032s3 as CLAf M5 1 A portable

devi ce PHFSHNE inyolvesasiablishing corppunigatiprywiin thechast attorm 9&"
bi omefyr iepSaAPHG ot pfdtidreab b%r&ﬁﬂ\‘t‘kﬁd&@lﬁ&‘e@ﬁéﬂ) 279 h%\@. «ﬁ@[é&/ the

m croprocessor, wherein access tv a festricted resource, tricted
resour céhgigto.ng a conmuni cation port ct~nmunicatively coupl ed to the

portabl e dev based
Dot hant  cat 1 U8R 2t PBAER deicl, ME SyReferies MBher Aes PR, 2o cess
to thgI nﬁzmessaa‘,d Hot evathaple GEportale deeide 7Q, Bhe |thbahg ax‘sb@lfw the t;f)ma dThe
porta evi to cC ereln the |arret ase

Dot S onfimeand o ISmmete hds St Baniitbrac it 1868 RAOT-A). SANABIARACS B3, The
por t apy %7@65\\4" ga:mgr@bw Gl mé’gxstvm;yn%racéé@(siéﬁwzao mat 245

aut henti cati on nodul conpri ses a fi'nger pri nt sensor el enent The

por t abl @ngefiScas @m&b@ﬂr@lw i3 aiusesinterfang @0t n@p-yem@sageefwemwﬂs
rot at ablygdyh HWh8sSHSRLME PREY, BbbAThe Fikt BEb BIpSHESGE HRLKE RPBYHONS of a

(e.g., iImmediately after purchase), a preferred embodiment automatically initiate
the registration process to generate the first ("master”) template. This is preferably
20 accomplished by checking a status flag (e.g., flag 121 in flash memory 120 of
Figure 1B). Subsequent registration(s), as described below, can be activated by
individual users via software on the host platform.
In ohe embodiment, portable device 70, 370 supporis more than one user.
In another embadiment, the same user may register multiple fingerprints as
25 separate tempiates. In yet another embodiment, the same user fingerprint may be
_registered multiple times as different templates. Thus, portable device 70, 370
can faclilitate the registration of additional user(s) and/or additional template(s)
either by periodically (e.g., upon startup) inquiring whether a new user/template
needs {0 be added or upon the user's request in step 220. If an additional
30 user/template is to be registered, the registration process will be invoked. Ifitis
determined that no new registration is necessary, process 200 proceeds with an
authentication process (steps 230, 240 and 260 as described below).



20 user's finger into rolling contact with the sensor, and thereby sense
successive portions of a user's fingerprint. 5. The portable device
according to claim3 or claim4, wherein the fingerprint authentication
nodul e conprises a cover nmounted for notion between 25 a first position
covering the sensor el enent and a second position revealing the sensor

el ement . W®.03¥¥38%ort abl e devi ce according tv claim~ or PETAGHRBRI8\hi ch is
comuni catively coupled to the communi cation part of the restricted
resource via 30 a universal serial bd& (USg). wo 03i oa32s~ rcTi scaz~aoo~g
23 7. The poittshblukl beuppecitedthat adthindhamtops of the preeesidnventiInai ns, wherein

t he bionefrics: based aut hentication nodule conpri ses, a, biometri cs sensor
It o GPEVBIR(E PoBmerS RS tayMaes 100w BRmTE h InnBOHARIMIS. dovi oo

accor di naof & MBYIred use! & gBiabld Gevice 7O/ 31Tt SRIBM it§ LkalioA VP tEOhGYt | € menory
capabl e or storing bionmetrics information usable for authentication. 9. The

por t abl ®latfoymEeusgrdotediag te sommunisiate with the ysery Igshaifed plBiobe he 10

mcro | ' : i 1

Ut hent REted InGAD oI At Co RN o e h BRI inont

bi onret r iferssushSedctianaiin nocaiditonahsaftware neBds Thbe nstalidd thetson. ce accor di ng
| estricte

host Lonput el erariin il i EIES T b Paatal Gt lachy? By Qb et R 1°Co 10)

host conputer:

wher ei n stdre225,thé irégietiatiors process isanitiafede In dane@mbotivaht, diis Mefovsk. ~. 0 12.
The port&bl e devi ce at}cordl ng to anly of clains 1 to 11, wherein the
rest ri ct¥@TPEGIE tiger haf aTegitralanprocsewilkecammBREe ARY FEBPURG Hes

restriftisaPfo plhde hidifeHgerBh@esyisxe according to any of claims 1 to 12,
wherein the restricted resource I's an operable machinery, the safe

operation of InAiep2I% genses52is repd imtanure an image of the fingerprint of the
user's finger that has been placed thereon. In a currently preferred embodiment,
step 235 also includes verifying that the captured image is of sufficlent quality for
further processing (e.g., template generation). This is preferably performed by

15 control unit 56 as directed by microprocessor 11. In one embodiment, step 235
will be repeated if the quality of the captured fingerprint image is unacceptable.
Under such circumstances, the user will be prompted to place his/her fingeron
sensor 52 again so that a new image ¢an be captured. Preferably, the number of
retry is user-configurable.

20 Once an acceptable fingerprint image has been captured in step 235,
process 200 proceeds to step 245, wherein a template is generated based on the
captured fingorprint image. As described above, in a preferred embodiment, the
captured image is converted into 64 KB of data, which is than used as input to
template generator 12a for generating a 512-byte template.

25 In step 248, the template generated in step 245 is encrypted. [n one
embodiment, the encryption is performed by firmware (e.g., encryption firmware
117d of Figure 1B), thereby providing an added level of security against hacking.

In step 255, the encrypted femplate is stored into flash memory 20. In one
embodiment, upon successful generation and encryption of a template, flash

30 controller 14 is prompted by template generator 12a to store the newly generated
and encrypted template into flash memory 20 for use in subsequent user
authentication. Moreover, as described above, in a preferred embodiment, the



14, A bionetrics-based access control systemfar controlling access to a
restricted resource, conprising: a portable device which includes a

non-vol atile nenory and a bionetrics 30 based aut hentication nodul e coupl ed
thereto, wherein the bionetrics-based authentication nodule is configured
to (1) capture a fitrst hiometrlcs marker; (2) store the first bionetrics
mar ker i WQB&0#8h-vol atile nenory; (3) capture a secondPCTI®GOR/QBIN03283
rcTl scazl aao~s 24 bionetrics marker; and (4) determ ne whether the second
bi onetrics marker can be authenticatatl against the first bionetrics marker,

and me"c@hﬁla@&%%%&ebl@n bheséealdréh aﬂf[éé?ﬁnﬂblfrféey pe vﬂﬁﬁms%bdéﬂﬁallyﬂ
determ nat] on of successful authentication and whrein access to the

rest ri ctlegignatesfpe etoriag dempiade ) Aad whick is got gtherwige osattiblieda Mised access
control sysfiemas recited in Caim14 wherein the bionetrics-teased

aut hentication nodule is a fingerprint authentication nodule. 10 1~, The
bi onet ri cs- biisslep2EOeassignan or olessaye indicatiog thie ayceesstll somplstionrof theai m 15,

wherein the portable devj 1S .C icativel o] 0.4 . ni cation
port o eRS R FBeBat S deBrpa” I AN By SO a8 ER A ™ 0% (o
bi onet r i379-ib ased a8 e are SOTATE devied, temRe®ean asotantaihgnathl ortadtes 14 to
16, wherein the gl ometrlrcs bag;ded aut hen’fl cation nodul e corrlﬁnrb?)ses a

bi omet r i4e¥1C8e R o8raANHNE the Bewly rggistprar UFe] RICESE 4880 "RAt WatathesffaMbl e devi ce
I'n a uniddiyiteQatd fﬁéﬁéﬂo?’ib péﬁ‘@ol@'d@%&r?'oc%?é%ﬂ&?ﬁaﬁtﬁh@ﬁoﬂhﬁl@%ﬁbeo” one

surface of the portabl e’ devi ce, The portable device according to
cl ai m 170, 3704 aivalithdrive fafter qn&@tﬁlat\fgﬁn@m nt sensor and incl~rdes a

el emeqt whi i i HeAba s el 18, B ARAABRRLPbRes bilihgy successive

pvrtior~s of |ng con I'né sensor, and
t her eby raetable mzmaﬂm isoTaw desscrxbbdalmstep 2305 lsagmrpﬁﬂ 352 i@Fedtbto The

table d t 7 t h
D7 ot 1| BTSSP TRGRIA Y BderBHAR TG SRR I AREnaR 5 RGN e far ot on

bet ween tAefdonstin ﬁQﬁirrTehﬂgpﬁéféﬁ‘éd %nsdaﬂnemeaﬁﬁtzawls@ irfecica Baality i on

reveal i ng the sensor . The bionetrics, based access control system
accor di ngiepboéma etptrediimege by eontro] uniha8.sathahtherimagegaptueavikbaory of the

port abd & AExH8 (RRTRGIIEST the captured fingerptint image is unacceptable for
template generation. If a repeat capture is needed, the user will be so prompted.
Preferably, the number of retry Is user-configurable. In a currently preferred
embodiment, step 230 also includes generating a template based on the captured
fingerprint image and storing the resuiting template into volatile memory 16.

20 In etep 240, the stored template(s) are read from flash mermory 20 for use
as the basis of authenticating the identity of the user whose fingerprint image has
been captured In step 230. In a currently preferred embodiment, microprocessor
11 directs flash controller 14 to retrieve the registered template(s) from flash
memory 20.

25 In step 250, the registered template(s) read from flash memory 20, which
are stored in encrypted form in a prefaerred embodiment, are decrypted. The
decrypted template(s) are loaded into volatile memory 16 in one embodiment.

In step 260, it is determined whether the user’s fingerprint can be
authenticated against the registered fingerprint template on record. |n a currently

30 preferred embodiment, verification module 12b compares the template pending
verification against the registered tempiate(s). If a match is detected, the user Is

authenticated; otherwise, authentication fails. In one embodiment, the user is



flash nmenory. wo aai oa3~sa 25 PcT~sco2~aoaas 21. The bionetrics-based
access control systemaccording to any of clainms 1.4 to 19, wherein a
bypass nechani sm for authentication is provided upon a dotorm nation of

aut hentication failure by the bionetrics-based authentication 5 nodule. 22.
A bionetrics-based access control method for controlling access to a

restri ctwé 036838 ce and i npl enented using a portabl e de¥CTEGI2/(H848et hod
conprising the steps of; 10 (a) obtaining a first biometrics marker froma
user with a biometrics sensor Instal keed on the portable device; (b)

retrievianeveéd f&wa&bﬁfpeﬂqé%@ﬁshﬂ&amnrmﬁws if &P Wit BRBRIGY fAfs! e{dr?]e portabl e

device, the registered bionetrics marker having been stare erein during
a regi sBleRsi23. pAL apd 260 mre repgatedhpRrefergblyhibefnursbennfsrpeateds nar ker

agai nst a&QﬁPfse@il%b%Sﬁh IrQETEtarnid'?%é'{jﬁeE %%{dnc@%téﬁho@i@ﬁ%}ﬁafib}eﬁser access

to the restficted resource provi a ch s 1den I'n said step
(c). 2Uagthentitatediapolegranted-duaes®! access control nethod as recited in Claim

22 wherein the ' red bi rics,macker i fi.ngerpr.iat.. 24.. The

b1 omegr | cs- biCel Aol VRS o e ot e AR R Bst Entai m 23)
wher ei natla@ autigorides esr,ioeess to Nlashmekiriry 26 will Be &tbdkedde.ceniaranpt ed 25
formt. 2%0 The bionetrics-based access .cont r[ﬁlat nmet hod according to any ofi

cl ai ms S50OFIMANt WRATE RFOTNAHE riPhEpsides ia hep' Ristferan P rigesrlivaser access to
LTy oL SHh PRI PSR s APk RSBt 11 a1 o
portable device 70 will shut down or otherwise disable flash controller 14 upon

10 such authentication failure. These actions serve as added security measures
against potential hacking and other forms of unauthorized accesse to the data
stored In flash memory 20 and are triggered by repeated failsd authentication
attempts.

In one embodiment, optional step 270 is provided. In this embodiment,

15 should verification module 12b malfunction and refuse to authenticate an
authorized user whose fingerprint has been previously registered, the user is
provided with an option to bypass the fingerprint authentication and provide a
password to gain access instead. This embodiment affords the user the ability to
avoid a helpless situation where access to contents of flash memary 20 cannot be

20 had unless and until verification module 12b is fixed. If the bypass password is
correctly entered, user authentication is deemad to be successful; otherwise, user
authentication remains a failure. It should also be appreciated that If added
security is desired, a password requirement can be implemented in addition to the
fingerprint authentication even for normal routine authentication within the scope

25 of the present invention.

In step 280, a signal or message indicating the successful authentication is
generated. In an embodiment where portable device 70, 370 is used as a secure
storage device, step 280 can also entail enabling portable device, I,e., granting the
newly registered user access (e.g., read data therefrom and write data thereto) to

30 portable device 70, 370 and mapping portable device 70, 370 to a valid drive leiter
on host platform 90.



~6 26. The bionetrics-based access control rnetnod according to any of
clainms 22 to 25, further conprising the step of providing the user with a
bypass aut hentication procedure provided that a match is not identifiied in
said step (c).
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Beyond access control to various computer resources, the present

30 invention can also be advantageously utilized in numerous other applications that
require security clearance, such as entry into private homes, offices, hotel rooms,
bank vaults and security deposit boxes, and so on. The present invention can
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herein as using fingerprint authentication technology to implement access control,
it should be appreciated that the present invention is not limited thereto but rather

15 encompasses the use of other biometrics-based authentication technigues. One
such technique is iris scan technology. While such other biometrics-based
techniques are not expressly described herein, their applicability to access control
implementations using a portable device is within the scope and spirit of the
present invention disclosed.

20 Moreover, while preferred embodiments of the present invention have been
described herein as using flash memory as a storage media, it should be
appreciated that other types of non-volatile memory, such as ferroelectric random
access memory (FRAM) or magnetic random access memory (MRAM), can also
be used within the scope of the present invention. In addition, while such

25 preferred embodiments have been described herein as being compatible with the
USB standard, the portable device of the present invantion is not intended to be
restricted thereto. Rather, the present invention is intended to encompass
portable devices that support other communication protocols and/or bus
standards, such as the |EEE 1394 (*Firewire") standard.

30 While preferred embodiments of the present invention, a method and
system for implementing access control using biometrics-hased technology, have
been described, it is understood that those skilled in the art, both now and in the
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resource having a communication port cornmunicatively coupled to the portable

device, is granted to a user provided that the biometrice-based authentication

module authenticates the user’s identity and wherein access to the restricted

10 resource is denied to the user otherwise.

2. The portable device according to claim 1, wherein the biometrics-
based authentication module is a fingerprint authentication module.

15 3. The portable device according to claim 2, wherein the fingerprint
authentication module comprises a fingerprint sensor element.

4. The portable device according to claim 3 in which the sensor
element is rotatable during a sensing operation, to bring successive portions of a
20 user's finger into rolling contact with the sensor, and thereby sense successive

portions of a user's fingerprint.

5. The portable device according to claim 3 or claim 4, wherein the
fingerprint authentication module comprises a cover mounted for motion between
25 a first position covering the sensor element and a second position revealing the
sensor element,

8. The portable device according to claim 1 or claim 2, which s
communicatively coupled to the communication port of the restricted resource via
30 a universal serial bus (USB).
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5 8. The portable device according to any of claims 1 to 7, further
comprising a hon-volatile memory capable or storing biometrics information usable
for authentication.

9, The portable device according to any of claims 1 to 8, wherein the
10 microprocessor is configured to provide a bypass mechanism for authentication
upon a determination of authentication failure by the biometrics-based

authentication module.

10.  The portable device according to any of claims 1 to 8, wherein the
15 restricted resource comprises a host computer.

11.  The portable device according to any of claims 1 to 10, wherein the

restricted resource comprises a communication network.

20 12.  The portable device according to any of claims 1 to 11, wherein the
restricted resource is a real estate premises that imposes access restrictions.

13. The portable device according to any of claims 1 to 12, wherein the
restricted resource is an operable machinery, the safe operation of which requires
25 training.

14. A biometrics-based access control system for controlling access to a
restricted resource, comprising:
a portable device which includes a non-volatile memory and a biometrics-
30 based authentication module coupled thereto, wherein the biometrics-based
authentication module is configured to (1) capture a first biometrics marker; (2)

store the first biometrics marker in the non-volatile memory; (3) capture a second
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15.  The biometrics-based access control system as recited in Claim 14
wherein the biometrics-based authentication module is a fingerprint authentication

module.

10 16.  The biometrics-based access control system according to claim 14
or claim 15, wherain the portable device is communicatively coupled to a
communication port of the restricted resource via a universal serial bus (USB).

17.  The biometrics-based access control system according to any of
15 claims 14 {0 16, wherein the biometrics-based authentication module comprises a
biometrics sensor which is structurally integrated with the portable device In a
unitary construction, the biometrics sensor being disposed on one surface of the
portable device,

20 18.  The portable device according to claim 17 in which the sensoris a
fingerprint sensor and includes a element which is rotatable during a sensing
operation, to bring successive porlions of a user's finger into rolling contact with

the sensor, and thereby sense successive portions of a user's fingerprint.

25 19.  The portable device according to claim 17 or claim 18, wherein the
biometrics-based authentication module comprises a cover mounted for motion

between a first position covering the element and a second position revealing the
sensor.

30 20.  The biometrics-based access control system according to any of
claims 14 to 19, wherein the non-volatile memory of the portable device comprises
flash memory.
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22. A blometrics-based access control method for controlling access to a
restricted resource and implemented using a portable device, the method
comprising the steps of:

10 (a) obtaining a first blometrics marker from a user with a biometrics
sensor Installed on the portable device;

(b) retrieving a registered biometrics marker from a memory of the
portable device, the registered biometrics marker having been stored therein
during a registration process;

13 (c) comparing the first biometrics marker against the registered
biometrics marker; and

(d) granting the user access to the restricted resource provided that a
match is identified in said step (c).

20 23.  The biometrics-hased access control method as recited in Claim 22
wherein the registered biometrics marker is a fingerprint.

24. The biometrics-based access control method according to claim 22
or claim 23, whersin the registered biometrics marker is stored in an encrypted
25 format.

25.  The biometiics-based access control method according to any of
claims 22 to 24, further comprising the step of denying the user access to the
restricted resource provided that a match is not identified in said step (c).

30
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claims 22 to 25, further comprising the step of providing the user with a bypass
authentication procedure provided that a match Is not identified in said step (c).



