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2 (584) Title: CRITICAL EVENT LOG FOR A DISC DRIVE

(57) Abstract: An apparatus, modules, means, and computer readable media for and a method of logging critical events to a critical
event log storage area on a disc in a disc drive are disclosed. The disc drive having a data storage disc is operably connected to a
host computer. The data communication between the host computer and the disc drive is established via a disc drive interface. The
disc drive interface may be an ATA disc drive interface. A power-on operational status of the disc drive with the host computer is

S~ determined. Then a critical event is determined without a host computer intervention. A set of critical events predefined and stored
in the firmware of the disc drive. The critical event can be monitored and logged either during an on-line data collection mode or an
off-line data collection mode. During the off-line data collection mode, the firmware performs off line scan of the disc drive in the
background. The determined critical event is logged to the critical event log by reading the critical event log from the critical event
log storage area on the disc; appending the determined critical event to the critical event log; and storing the appended critical event
log to the critical event log storage area on the disc.
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accessd Iggnstapthiglyspepde Heelngmsface of a disc is divided into several thousand tracks that are
tightly-packed concentric circles similar in layout to the annual growth rings of a tree. The tracks

are typically numbered starting from zero at the track located outermost the disc and increasing
for tracks located closer to the center of the disc. Each track is further broken down into sectors
and servo bursts. A sector is normally the smallest individually addressable unit of information
20 stored in a disc drive and typically holds 512 bytes of information plus a few additional bytes for
internal drive control and error detection and correction. This organization of data allows for
easy access to any part of the discs. A servo burst is a particular magnetic signature on a‘track,

which facilitates positioning of heads over tracks.

Generally, each of the multiple discs in a disc drive has associated with it two heads (one
25  adjacent the top surface of the disc, and another adjacent the bottom) for reading and writing data
to a sector. A typical disc drive has two or three discs. This usually means there are four or six
heads in a disc drive carried by a set of actuator arms. Data is accessed by moving the heads

from the inner to outer part of the disc (and vice-versa) driven by an actuator assembly. The
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anal yzes various operating netrics rve ature
resi de¥) i rhedoidhicogilydni tme tonswmiag.e. | n order to access data collected by
SMART, the host executes command data set defined by the disc drive

interface stan@gkdriféiGthyds1 suddenly and unpredictably during a normal operation or may fail
due to gradual decay of disc drive components after a long period of normal operations. To this
end, the industry recognized Self Monitoring Analysis & Reporting Technology (SMART)
feature was developed. SMART is an effective tool for predicting the disc drive failure due to
25  gradual decay of the disc drive components. SMART is essentially a self-contained disc drive

monitoring system that measures, records, and analyzes various operating metrics of a disc drive.
Most of SMART feature resides in a disc drive firmware. In order to access data collected by
' SMART, the host executes command data set defined by the disc drive interface standard such as
Advanced Technology Attachment (ATA) interface standard, which is also known as Integrated
30  Device Electronics (IDE) interface.
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Summary of the Invention

20 Against this backdrop an embodiment of the present invention has been developed. An
embodiment of the invention described monitors and logs critical events to a critical event log
stored in a critical event log storage area on a disc in a disc drive. The disc drive having a data
storage disc is operably connectable to a host computer. The data communication between the
host computer and the disc drive is established via a disc drive interface. The disc drive interface

25 maybe an ATA disc drive interface. A portion of the data storage disc is a critical event log
storage area. A power-on operational status of the disc drive with the host computer is
determined. Then a critical event is determined without a host computer intervention. The
critical event is predefined information related to disc drive operation. The list of the critical
events and the programming for the critical event logging are stored in the firmware of the disc

30  drive. The determined critical event occurrence is stored on the critical event log storage area on

the disc. The critical event can be monitored and logged either during an on-line data collection
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di scs 108 thd presestdmventiont hi gh speed. Information is witten to and read
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A disc drive 100 constructed in accordance with a preferred embodiment of the present
invention is shown in FIG. 1. The disc drive 100 includes a base 102 to which various
components of the disc drive 100 are mounted. A top cover 104, shown partially cut away,

20  cooperates with the base 102 to form an internal, sealed environment for the disc drivein a
conventional manner. The components include a spindle motor 106, which rotates one or more
discs 108 at a constant high speed. Information is written to and read from tracks on the discs
108 through the use of an actuator asserqbly 110, which rotates during a seek operation about a
bearing shaft assembly 112 positioned adjacent the discs 108. The actuator assembly 110

25  includes a plurality of actuator arms 114 which extend towards the discs 108, with one or more
flexures 116 extending from each of the actuator arms 114. Mounted at the distal end of each of
the flexures 116 is a head 118, which includes an air bearing slider enabling the head 118 to fly in

close proximity above the corresponding surface of the associated disc 108.
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100. Referring nQw.,to. F] G, 2, shown therei is a functional block diagram
of the di §¥rey iap@wd to the Leads 1218 dugng awrtite operatlrcl)n and a preamplifier for amplifying read g

20  signals generated by the heads 118 during a read operation. The flex assembly terminates at a flex

bracket 134 for communication through the base deck 102 to a disc drive printed circuit board
(not shown) mounted to the bottom side of the disc drive 100.

Referring now to FIG. 2, shown therein is a functional block diagram of the disc drive
100 of FIG. 1, generally showing the main functional circuits that are resident on the disc drive
25  printed circuit board and used to control the operation of the disc drive 100. The disc drive 100 is
shown in FIG. 2 to be operably connected to a host computer 140 in which the disc drive 100 is
mounted in a conventional manner, Control comxﬁuﬂcaﬁon paths are provided between the host
computer 140 and a disc drive controller 142. The controller 142 generally provides top level
communication and control for the disc drive 100 in conjunction with programming for the
30  controller 142 stored in a controller memory (MEM) 143 and/or a firmware 145,

fdMAR 2005
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are thus passed from the host computer to the disc drive interface 144 and then to a read/write

. channel 146, which encodes and serializes the data and provides the requisite write current
signals to the heads 118. To retrieve data that has been previously stored by the disc drive 100,
read signals are generated by the heads 118 and provided to the read/write channel 146, which

25  performs decoding and error detection and correction operations and outputs the retrieved data to

the interface 144 for subsequent transfer to the host computer 140.

Generally, the disc drive interface 144 is hardware and/or software that regulates
transmission of data and manages the exchange of data between the disc drive 100 and the host
computer 140. This disc drive interface 144 is contained in the electronics of the disc drive 100.

30 A standard committee such as American National Standard Institute (ANSI) oversees the

adoption of an interface protocol by which any peripheral device following the common standard
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20 however could be predictable or unpredictable. An unpredictable disc drive failure is a sudden,

unforeseen failure often due to uncontrollable external circumstances such as a power surge. A
predictable disc drive failure is due to normal wear and tear of the electrical and mechanical disc
drive components during normal disc drive operations. This meané that some attributes of
electronic or mechanical components can be monitored and that a predictive failure analysis is

25  thus possible. Generally, mechanical component failures are predictable and account for sixty
percent of all types of drive failures although certain electronic component show signs of
degradation before failing. For example, monitoring the degradation of head flying height may
detect a potential head crash.

In order to prevent such loss of time or data due to a disc drive failure, a new reliability
30 prediction technology known as SMART was developed. SMART is a reliability prediction
" technology for predicting or anticipating a failure for disc drives generally operating under both
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failure, bhietissdriveonputer sends an alarmto the end user or the system
adm nistrator. This allows scheduling of a downtinme for backup of data and

repl acenent Most of the programming for the SMART technology resides in the disc drive firmware
20  145. In order to access the data in the firmware 145 collected by SMART, an engineer uses a set
of the ATA commands since the disc drive and the host computer are operably connected by the
ATA disc drive interface. The disc drive firmware 145 and/or controller 142 perform most

R

operations for collection and processing of SMART data and post the result to the host computer
140 indicating whether a disc drive failure is imminent.

25 SMART--a technology developed primarily for predicting disc drive failures--has
undergone vast improvements since the inception. For example, SMART Error Logging is an
extension of SMART for reporting a record of the most recent errors reported by the disc drive
100 to the host computer 140. An error arises when the disc drive 100 fails to perform a
command (e.g., a read or write command) issued by the host computer 140. Such an error is then

30 recorded by SMART Error Logging technology.
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20 SMART was so focused on predicting a disc drive failure, the data collected by SMART did not
contain other related useful information that may be useful for analyzing the disc drive failure.

More specifically, the data related to the attributes collected by SMART did not contain enough
details needed for conducting a successful failure analysis, although the collected data may be

adequate for failure prediction. Further, some attributes important for a failure analysis were not
25  recorded by SMART if those attributes were not useful for failure prediction.

For example, SMART for predicting a disc drive failure may typically record the
frequency and severity of the following attributes as indicators for disc drive reliability (although
the attributes are disc drive specific): head flying height, data throughput performance, spin-up
time, reallocated sector count, seek error rate, seek time performance, spin retry count, drive

30  calibration retry count, etc. The frequency and severity of occurrences of these attributes are

important criteria for determining a disc drive failure. However, for analyzing a root cause of a
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event has no bearing on determining the reliability of a disc drive or predicting a disc drive
failure. An event is a disc drive operational occurrence that falls short of being an error (e.g., a
successful sector reallocation). An error on the other hand arises when the disc drive could not
successfully carry out a command issued by a host computer (e.g., a failure to write to a sector

25  due to a failed sector reallocation).

Furthermore, the DST would not provide a complete pathology of the failed disc drive
although it provides information as to whether the disc drive is a good or failed drive. Running
the Enhanced DST takes a long period of time since the entire disc drive media was tested since
no information was logged while the disc drive was in operation. Running the Quick DST may

30 require less time, but the test result provides high number of false negatives (i.e., good drives
indicated as bad drives).
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operation._Ruynping the %i k.DST .may 30 require less time, but the test
result pr 6(’1%1%501’ ﬁ‘?fﬁmﬁff %‘ﬁ“’?ﬂg digcdave, ailure pradysis(and avithow dhsCritical xent

i ndi cat ed Lag 1pBgfodhitieasthe e&i&eﬂ%ﬂ]@ﬁ@%e%@gfdyﬁagwﬁ%@ Oe&%%i%sc -1

Therefore, since know ng the history of the disc drive re the failure

i s i npor t &5e Vayin befgisdhecpilre Thereagingsr eanaerassyhg GriticalEventeng 12 by bsige e DST
on a fai | efoedl comunfihdsMBat et B3 AT OB RYARP Sk RSA L1 ci ent
information, a Critiscal E.Stent Lg{;@tfg%&raﬁnd ogg{r tloo?lls to ?gaécjflgel?ﬁr%t%e t he
Critickl oByemung thecguse of failiremsetrequire ot efigyeesmgevark. oFhetQrisicgl Eyene fibg altowent i on.
The 5 O thLRAbink¥ER, Wal-RA s\ | ' ' of di sc
drive. Al .evgﬁt ss.,etgelr)t'ra%%sr,é&aﬁg? %?%isgny&d?}sl%re %%ﬂlg%@%%n Penle%H}E?mt I on
that are @isefitiye grigr tofthg feilwre anal ysis of a disc drive are stored

in the

Critical Event Log 121. The Critical Event Log 121 is stored in the
dedi cated sectors on the disc 108 inside the disc drive 100. The Criti cal
Event Log—l21 is updated in real tine, and the |ogging operation is
i ndependgnt of the control of the host computer. The Critical Event
Loggi ng TABLE 1
Hours Time Stamp | LBA R-Theta-Z Error Code | Type
23 3340f9ad 5dbff6 1ce4-36d8-0 | Rd-UnRec Scan
23 33490856 12a53bf 5d7d- €97-0 | Rd-UnRec Scan
24 3e2524a8 | 12a53bf 5d7d-697-0 | Rd-UnRec | Verify
20  Shown in Table 1 is an example of the information stored in the Critical Event Log. Each row
represents an entry to the Critical Event Log. For example, the first entry indicates that a read
operation to the sector having an LBA of 5dbff6 (HEX) and located at the R-Theta-Z of
1ced4(HEX)-36d8(HEX)-0(HEX) was not successful at the 23™ hour and 33409ad HEX)
microseconds. .
25 Further shown in Table 2 below is the organization of a sector that holds Critical Event

Log information. Each sector of the Critical Event Log 121 can hold up to fifteen entries as
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10 operations are transparent to a user. The information stored in the
Critical Event Log 121 is mainly for an engi neer conducting a di ?c ﬂ%ﬁ/ﬁ
failure analysis, and without the Critical Event Log 121 infornm i% 305
engi neer woWMOPM2BERE very little idea as to what environrenusdihessi sc

drive was in before the failure. The eng.neer can access the Critical

Event Log 1.,.by usi t 0 nds that, neets the ATA interface
pr ot ocol . é‘ﬁ‘/% eﬁoﬁvsg%l&Rgﬁﬁgtwéqaﬁs %‘?’F Wi@%&%@ﬂﬁé@%@%@@w df ailure
nay requi rtke dmé aimpdf s xstsntigo e Kifteed BRridsl Thé & @&u.%‘#f’ﬁkﬂe@&ht pRbis Lhe

e report wou show

engi neers ,#@) ft ain %nreglgﬁq? of each disc drive

what happeHRlF % Fe gqgrallyy WP\?%”}S‘fW‘é?fSt?QS‘bb’ﬁ@S?ﬁqlﬂeéﬂ@theMBLE 1 HoursTi ne
St anpLBAR- Thet a- ZError CodeType 233340f 9ad5dbf f 61 ce4- 36d8- ORd- UnRecScan
233349085pb12a53bf 5d7d-  e€97- ORO- UNRecsScanm 243e2
€97-0Rd- UnRecVerif 20 Shown in Tabl eyABig2an exanple of the |nformat|on
stored infthe|[Critical JEvent Log. Each row Trepresents am entry tothe
Critical |HRewt) LoByte For| exanpl e, the firstpagtiptiodsndi cates that a read
operation to fhe sector| having an LBA of 5dbfT6 (HEX) and located atérhe

I

R-Thet a- 4 ot || ced{IHEX) -Iidkd Nukhifbi) of B{etSrXjin BAfY oSTHiES®®EUl at the 23rd

hour and [3340f9ad (HEX)] m croseconds. 25 Further shown 1Tn Table Z begl ow
is the orlgati zati 83 of |Resgeddor that holds Critical Event Log
i nformatifon. Each sectdr of the Critical Event Log 121 can hol'd up 0
fifteen entdies ad-72 8 |WaR Qiiod Byet FRMONFAY (HRGHE) US01/ 20233 - 12- shown by
the rows |6-17| The rowg 1-5 store information pertaining to the startfing
nunber and 4the t8-hk stéﬁ%ﬂcﬂll’ﬁaemeStmm@ﬁcmﬁecDM)f|fteen entries.| The
meani ng af the Descrl ptions in the Table 2 are generally well known fto

and underlstdog by2Bhosd Resaryaded | t he art 5 TABLE 2 RowByt eDescr.i ptji ons

10- 11 ndexX Né.m‘r g thg Starting Log Entry of This Sector
32-511 15 entries of 32 bytes eachasdescnbed below (n=1 thru 15)

7 n*32 Type of event (see the Entry Number in Table 3) (2 Bytes)

8 n*32+2 Time Stamp of event in Hours (2 Bytes)

9 n*32+4 Time Stamp of event (4 Bytes)

10 n*32+8 LBA (4 Bytes)

11 N*324+12 | Error Code

12 N*32+13 | Raw Temperature at time of error

13 N*32+14 | Reserved

14 N#*32+15 | Reserved

15 n*32+16 | Radius (R-Theta-Z format) of Event

16 n*32+18 Theta of Event

17 n*32+20 | Z (Head of Event)

Shown in FIG. 3 is a flowchart for the Critical Event Log operations in accordance with
an embodiment of the present invention. The firmware 145 contains the programming for the
Critical Event Logging operations. In operation 302, the firmware 145 or the controller 142
checks to see whether the disc drive 100 is in operation with the host computer 140. Essentially,



22- 3Reserved 34-7Last Critical Event Time Stanp (Hours) 48-1llLast Critical
Event Tinme Stanp Morosoconds) 512-31Reserved 632-51115 entri eshof EﬂZBbMAR}SZ[]gs
each as desgl el ow n=1 thru 15) 7n*32Type of event (see the Entry
Nunber in Tg‘rﬁi@ﬁ%)zp(z Byt es) 8n*32+2Time Stanp of event PFHUPBAI233 (2 Byt es)
on*32+4Ti ne Stan of event (4 Bytes) 10m32+8LBA 4 B es 11N*32+12Error Code

12N 32+1 3 Rasidedrive 160 i irfopatatibh Wih 85 hést Eipuied N3R5 88 Somputer 140 j
14N*32+15Reser§ed *SZﬁGRadi us - Thet a-pil format) (I??%%vent OT%%gr§§+T8Theta

15
of Event PPI*SuDEH thehesteogmierinlys shlrinmcdess th disc daive 100w thpmmfinwrffaom the
It | ' X iment .o e
Critical EManfudiefin® &l @}Jefaﬁ&?302[‘%ﬁéﬁﬁegﬁgﬁ-ﬁnﬂa%%cogg%éﬁ?%89 1ﬁg§t%1}metdh e

present invention. The firmware’ contains t| .
Critical BRsen-linedria salleation meds arises when thepliscativeis o B8 withthe host cosgpuer 1406 or

th ysIg ﬁ&% . t her e disc.drive 100.is in

opgr g? irsz):\%vé]?%st ﬁ%o ost%%ﬁ%%ﬁ%' Es%%f%i}?ea(?#aff’n?t‘gn% 126??8‘%‘1

02/ 27727 PEHiaSBowRR(AS 8pon-de@ctige celitain patiotl vhokdmpstei MOARR Ly vgm rwp&d%dt Pﬁ

host compub B b0l PR R BR B PLRS It ernbroe BBl

interface may@érfozﬁwatihlerdﬂmrdﬂ'ye:j diagn_erﬁieg atdt}?zgre&%g,ogaaﬁ@lgrlﬁh?g hé&st c&h utgg |r ingeglat a
' de. i t.er m , -line data collection node

when the_ drERegiony TR &R falesfvrbdrant gt Hesmat g sulsetonme s ouod

conmanids  twhehdver dbofnatld is\@uddly.thelidst cdfmbutkd 130 1At BisCAVA0b iBhe rﬁga%?f-ﬁ:ﬁ

determ ne by.the fi re 145 upon detecting a certain perirod of host

conput er %ﬂ@ cgqfﬁg?’ﬁ W?{Bmp?ﬁtl?"é%e@? firngvare 1S Cg?":lfé toce whethewe loggrhieeeveite

of f-1ine datforted dcCitddO Thé B 6f potsible bdicai HER t}{pfeﬂ@ stown MR B& st wfi]tgz%pt%? rform

various di S, drive diagnostics or other relafed operations Wt ost
conput er to Table 3. It should be understood that the entries on the list are not to be conveyed as

comprehensive. That is, the information recorded in the Critical Event Log can be an event,

15 error, or any disc drive operational information that is useful for understanding the history of the
disc drive and for conducting a failure analysis whether or not such an event, error, or other
information appears on Table 3 shown below. The meaning of the Descriptions in the Table 3

are generally well known to and understood by those skilled in the art,

TABLE 3

Event Type Description

The following entries 0 to F(Hex) are logged
during an on-line disc drive operation with the host computer

0 Bad Write Detected — Recovered

1 Bad Write Detected — Unrecovered

2 Bad Write due to Ultra DMA detected failure

3 Bad Write due to ID not found

4 Bad Read with normal retries, Exhaustive Retries Recovered Data
5 Bad Read with normal reiries, Data not recovered

6 Failed to Spare a Bad Sector




i nterventi

on.

coll ection node starts 10 whenever a command is issued by the host2

conputer 14 disc drive 100 during the off-1line
node. In op§$g??@%F304, the firmvare 145 checks to see &

data col | ec

EUPR028 | o

The off-1ine data collection node ends and the on-line data

B. MAR 2005

ggabl e

event or error _has occurred. The |ist "B possible critical event types is
shown and|described With respect to Table 3. TT shoulrd be understopd that
the entrigs on The |i|SMARE theashold exdealed (indieyes thafs disOdblegiiRASE Ve. That i s,
the inforqmation recor|dmchinent)t he Critical Event Log can be an event, |15
error, orfany disc drlive operational 1nformation that 1S useful 10
under st andiing B#e hi gtReservadf t he disc drive and for conducting a fgilure
anal ysi s et her or not such an event, error, or other 1Tnformftron
appears on Table 3 sHown bel ovifheThiowigenirivg 1@ 1FHexPasdoggat i ons i n | he
Table 3 general lly wel | knodmrirngdhedRudd of Rkeers Wadies §WAT)ose skillefl in
the art. TABLE 3 Everlt TypeDescription The followng entries 0 to Hex)
are | oggeddurilg an |d¥ad WriteDeiiected elReopweraber ati on with the host conput er
OBad Wite¢ Detected -] Recovered 1Bad Wite Detected - Unrecovered 2Bad
Wite due Ll r o DiulBed &Nrite Detgetedy UnreeoveBdd Wite due to | D not folnd
4Bad Read|w th normal| retries, Exhaustive Retries Recovered Data 5Bad Read
with nor | ret¢j es, lﬁﬁdWrﬂﬁduertﬂUMMAdﬁiﬂﬁpdfﬂﬁur@o Spare a Bad Sectpr 2 8
MAR 2005 YO 02/%7727 -14 PCT/ USO01/ 20233 7SMART t hreshol d exceeded
(i ndicate ;__t_ha_tl_a_m_grBa Wrﬂ%@e;t? Dpetfound; i nent 8- FReserved The f o] | owi ng
entries 10 to 1FE(Hex)|.are |ogged duri t he Read of Recent Wites SWAT Bad
Wite Detbeted JI4 ( Re C)C Bad gaad vgi%a normald retnngs, Exhaustive Retries Recovered Data
15 Bad Read with normal retries, Data not recovered
16 Failed to Spare a Bad Sector
17 SMART threshold exceeded (indicates that a disc drive failure is
imminent)
18-1F Reserved
The following entries are logged during Offline Scan
20 Bad Write Detected — Recovered
21 Bad Write Detected — Unrecovered '
22 Bad Write due to Ultra DMA detected failure
23 Bad Write due to ID not found
24 Bad Read with normal retries, Exhaustive Retries Recovered Data
25 Bad Read with normal retries, Data not recovered
26 Failed to Spare a Bad Sector
27 SMART threshold exceeded (indicates that a disc drive failure is
imminent)
30-3F Reserved for U-Series specific errors
40-4F Reserved for Mobile specific errors




Bad Wite Detected - Unrecovered Bad Wite due to Utra DVA detected
failure PBad Wite due to ID not found Bad Read with nornal ret2|&asMAR 2?05
Exhausti ve toE £5, Recovered Data Bad Read with normal retries, Data
recovered 1 ed to Spare a Bad Sector 17SMART t hr eshBSHUN# 2@} ed

(i ndi cat es that a disc drive failure islmmnent 18-1FReserved The

fol | owi ng ent rhﬁﬁrtﬁzlhar  HROBaHad 14 éﬁpgféﬂﬂtﬁ@cﬁfcﬁm%ﬁ%% %ﬁaedgtﬁ%fﬁ%flgra DVA

- Recovered, 21B te Detected - Unrecovered 22Bad
detected %IP@ % geive anpratiens yith thedhoptmompterr1dQysiirinpgiSificortzingd Misc Priver nal

retries, BEYhRWsi wies | tries,
Dat a not recovergggczaﬁiaﬁsgg to %g@g%d%ctor%w&#mﬂ&mﬁ%ﬁ?
exceeded (cpmteralﬂégvhpmertl@ph»isfsem;;utpml&fawe*smtbe dise dnmﬂommhasmamaeha/eg .
for U Seri [ eC|f|c Lrors
VAR 2005 poB0rEls, ool oty PR B X weloe e SRR Bb G i 0T 8 T2
can per f orsenditiger r€xdi ariweitd coBwmnd toltldjscrtyive pod:; amésmm@am?mmms@mauyne di sc
drive o er, st co N contain
i ve o IREAREE bl JriHS AR B RAE o wihen i St ity R e P Gany | ve
100 is On-llllthneomctlhcatlhmomthsﬂlscmdmmlesw&ﬁ&aﬂdﬂﬁﬁﬁyﬁﬁﬁitﬁletd@tﬁ‘igéanﬁorfpliggr ,]&45
accesses t disc.driyve.10 has er. the sc drjve
not abl e exa%% 9% eidiEC dave qIOﬁeTl?)eprgﬁu t?&‘ﬁgw algarecey, g‘ﬂﬂé’%"'%‘?ﬂ@t"é‘}t 145
sendi g aIJbgaEurﬂkr Wrelﬂnﬁwﬁ@ e nil@atéiﬂﬁpéﬂf&ﬁl tB¢ CNtetafllRnt ﬂ-@@m %Taﬂoﬁs
systemthﬁ essg t|a vg checks the integrity of the data witten to the

|

di sc whet thithe hoghcomppien 148y “correct |y and
In addition to those listed in the Table 3, an Error Retry Recovery Level may be an
interesting entry to be logged in the Critical Event Log 121. The Error Retry Recovery Level
measures the level of retries made by the disc drive in order to access a sector on the disc. The
15 Configuration Page of the disc drive may be useful informatioﬁ for logging in the Critical Event
Logl2l. J uniper seiting for master or slave disc drive may be another desirable entry for logging
in the Critical Event Log 121. Code Update Revision Number indicating the firmware microcode _
update may be another useful entry for logging in the Critical Event Log 121.

The set of the Critical Event i,og entries as shown in Table 3 and above are one example

20  used in an embodiment of the present invention. The entries may vary depending on the type of
the disc drive or the customer requirement. The information in the Critical Events Log 121 is
updated in real time without a host computer intervention. If the firmware 145 detects any one of
the entries in the Critical Etror Log as the one shown in Table 3, the firmware 145 will log that
entry to the Critical Event Log by the operations 306-310. In operation 306, the firmware 145 or

25  the coniroller 142 reads the Critical Event Log 121 stored on the disc 108. The firmware 145
then appends the Critical Event Log entry as described above with respect to Tables 1-3, The
appended Critical Event Log is then stored back on the disc 108.

In summary, an embodiment of the present invention may be viewed as a method of
logging critical events on the disc (such as 300). A disc drive (such as 100) is operably
30  connectable to a host computer (such as 140), The disc drive (such as 100) has a data storage

- disc (such as 108), and a portion of the data storage disc is a critical event log storage area (such



in the correct |location on the disc and store resultant read nmetrics for
future testing and di agnosi ng of the disc drive 100. The result of tghm gﬂuﬁ
SWAT is al S?'oro‘?ﬁ%ped inthe Critical Event 10 Log. Further, the fir r
145 can initiate and performthe Critical Event Loggi ngPoBEI®*292%%hs during
off-line nmode with the host conputer 14%: In addition to those listed in

the Tabl e a8121NTH dridical Bednt Mg RRCAMBEYintVes HetBBiRy er-0h GpePatiohdl StaREbF Y O
be I ogged _in.the Critical Event Log 121. The Erroafﬂ)lgletrygll!g?iecoverf/1 Ete)f/el

measur es tieticalrs wih thebpst perapuies (uchas 309 delermining anpecumenasrof e criticel eyetess a

sures EHELCEREP ViR tedest s Gechy pecimnisro ey es
Seetul i nlooatr e %"%?ﬁ?‘é%ge‘?ﬁdé‘t’%‘ R R R e e

setting f&Hommbiorrelagad te ve ppatations (pechrea Fable 3)) andHlogginkethe detérinined ntitiogl f or

I i i b i U i Si Nunber.
i catt ng e Rtk B Sblagt 8% Ofihe b i B A o e b ¥Bren oRamEny 1 o
| oggi ng i ©fthdisCriive with théhostdomiputgr it Adternified bswed omivhéthee terdataicommuiivaioh Log

entries a ' bove, are . exanpl 0 used in_ an
embod meng*Seoael Be BAbkue R AR RER B A e BESBARITE on « he
type of t Miscdiwrintrfaceanayibe arATA dist duiwrintedapsi Asemifithe ciitil évehie isPiddeiedi N 't he
Critical ts, L 21 is . .updated in.re ti W t hout a host conputer

i nt ervent %‘Fﬁ&rr‘?mtqﬂee&?’%"f%@é Sﬁgnﬁeed“écét@ﬂ;r?ﬁdg:ﬁ €3} the entries in the
Critical Error Log as the one shown in Table 3, the firmware 145 will tog
that 18ntry t oThevsiticd eventlaggitgreethod foxthepinvolves defeamiaing am sn-Biodafilddlleckion

operation T re 145 or 25 the .coptroller 142 reads

St Poar w8 pr A AR edohne R rpalfriS g R Spncior ol EBS ot
appends t lutic@l ¢viehts Guclasesn2). [fthe e line/dadScoll@tion inbdds adisrya, cfjffﬂlli)ﬂe%ﬁﬁl%t th 0
Tabl es 1-3. Jhe . appended, Critical Evept L is_.then store ack on the

i oc 205, TR drneP PERIRL T gt et oL on 6F B BEAsHd ek eT NS YRR owed
as a net h@uclods 302pggi ng critical events on the disc (such as 300). A disc
drive (such as 100) is operably 30 connectable to a host conputer (such as

140) . The di s rive (such as 100). has data .stora di sc.(such as 108),
and) a 1%)-orti onC'I(ﬁie dte egmégfcgtlgﬁgyegglg)dﬁpzo§g$dsto °5Fﬁ‘fa&v§8&8$/% efi’é%b%t or age

ar ea (sucherbridinghlie BNOAny kS 2ueyasB00)° Gk, WsQhifichD &t log th@ead FromAhd eritithle
critical eve | oggi n rrethh d j nyol yes determ ni ng a, power-on, operational
status of eveflﬂlfggﬁ'io € Efg‘??f’e ?/\ﬁ%f"r#s‘lcﬁ@s ;t5e0B kR dstermigeasitisal een is.appended

det er m ni ROhefeadCritithl BE ReQbuck as308); lafiddhir® 8 Hppentibd dRiedl ePerdd RBlis stéreRUT €F

i ntervention 'é‘?ﬂi(:h as 304), where the critical event is a predefined

i nfor mat i 81 CFEfa evegt log stenpgsarenonie dissdsusk poH9)- (such as Table 3): and
| oggi ng the determ ned critical
20 It will be clear that the present invention is well adapted to attain the ends and advantages

mentioned as well as those inherent therein. While a presently preferred embodiment has been

_ described for purposes of this disclosure, various changes and modifications may be made which
are well within the scope of the present invention. Numerous other changes may be made which
will readily suggest themselves to those skilled in the art and which are encompassed in the spirit

25  of the invention disclosed and as defined in the appended claims.



5 event to the critical event |og storage area on the disc (such az o
306-310). The power-on operation of the disc drive with the host cﬁTMﬁRﬂﬂUOS
is determ ned based on whether the datg communication path between the
host conputer and the disc drive is established via a disc drive
interface. The disc drive interface nmaybe an ATA disc drive interface. A
set of the critical events is predefﬁﬁﬁﬂﬁ and stored in the firmvare, of
the di sc &havieclaimiéahs: as 145 and Table 3). 10 The critical event |ogging
met hod further involves determ ning an on-line data collection node or an
of f-1ine dat a ‘&Fg GeopwHabboeanesiable fpnhasbromputef wheree the disedde hef a dave of t he

pr edef i negtoragd didclatdth p&ﬁ}@rﬂ?fﬁhécﬁ%&%&r&@ fii@pi%)ﬁgri%cifalsécdaxgrllgé[%ér}aée'}gegstg%&1 col | ection

mode i s detected, an off-line scan of t Yed and an
occur r énc8isfcoppEsing t he predefined critical events is nonitored (such as

302). 15 The deterg}k [+ §d i S: fhen | ed to the.criti.cal
event |og on the d?_}gg}ﬁ ye%dpt)gadlggigk nmq%ﬁ‘gpf°ﬁg’%’f°%tﬁ%8\¥&“g% T ?toflgﬁé orgationy )y -
first, the criorpresitiopa} énfermatiep df therdgsadrife; om t he critical event |og storage

area on the disc (gyeh . X 0N t he dete.rrineg critical, event is
appended to the reglld (g%?tulﬁ%%e %?/‘g% e dala compfications gafh between ¢ ‘h%‘?"cﬂm’? he
appended cri t iagdthe bostpampueeg andg stored in the critical event |og storage

area the disc ( ) t wi.ll.be clear that the esent
inven? di?on is well gﬁg%trgﬁr %‘(})r%?gtatcﬁﬁcﬁik ?Vﬁg‘%%%“&ﬁa‘%aa‘y%ﬁﬁ&@%mf HP& oned as
wel | as those operhidy enmhectddao the oriticd¥evere lag spirs erh hnd the difaddvechi@mbndi nent has
been described for purposes of this disclosure, various changes and

nodi fications may be made which are well within the scope of the present

i nventi on2. Nurfibe dissdrok loéelaimhiawipesn tayisbdrivetdatiohisah ATW didc ditaRiekficesuggest
t hensel ves to those skilled in the art and which are enconpassed in the
spirit 25 of the invention disclosed and as defined in the appended

clai m3 23.8 MARe QiSOd&iv 8f Thimi Ineheviithe tritical ebrTRigging inodule forfiirags: dr i ve

oper abl y connect ab] t‘ﬁ a ho%t aﬁo u%er wherein the disc drive has a data
storage disc and a %%cr VB AP IOPH dlatyy felerapationgrodyledpr determiningiappwettoney ent

| og storage awppagtiohilatadis SCthOdiey drive with fRMbsichdputé; skl t1 cal event | oggi ng
modul e for indicating events, errors, historical information, or
operational infor naa‘irﬁlﬁ eyt 5%%‘“8’?%‘6‘ Tppduipdor dstepniaing g peparrenge afrf caitienl

providing a dateat @pioRt4ThdEdohPier iRREBNtRA! MRS N thb Eritth B eflid Mfedefined
20 information related to disc drive operations,
wherein the critical event logging module stores the determined critical event to

the critical event log storage area on the disc.

4, The disc drive of claim 3 wherein the disc drive operation status determination module
25  determines whether the data communication between the host computer and the disc drive is

established via the disc drive interface.

5. The disc drive of claim 4, wherein a set of the critical events is predefined and stored in
the firmware of the disc drive.
30

SUBSTITUTE SHEET (ARTICLE 34)



and the host conputer; and 10 firmvare for storing a critical event §

| oggi ng modul e output, the firmwvare being operably connected to tt‘?é MAR 2005
critical ev%toz)i_p] g storage area and the disc drive interface. 2. The disc
drive of claim1 Wherein the disc drive interface i s anP@H¥OYRE drive
interface. 15 3. The disc drive of clai'fil wherein the critical event

| oggi ng nudul eTlmﬂisardnseSfclz&mGL Wherélii th¥ €ritiaPdveitidemhingtion isdulel @f@EM nat i on
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with the MO RBeRuEFace ghopeof thepredelined eritiskovenis Giing Amen-Bre descrallestiony
det erm ni mgpd&n occurrence of a critical event wthout a host conputer
intervention, wherein the critical event is a predefined 20 information
related to disc drive operations, wherein the critical event |ogging

nmodul e 5st gr es THealiQGS Bfldrﬁﬂ 6%11&&1&@115 cz%éﬁﬂ?veﬁt@ou k‘?no‘&ﬁl'e tdaGthe &%{%ﬁlt | og
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storage area onthe disc. 4. The disc drive of aim3 erelnt di sc
drive operf4tig8 §F‘ébi@t’6@te§?ﬁﬂ°ﬁél°¥36harﬁm}h@dlsczSpmadséhqﬂetﬁgsmvm@ttiodr t he
data commgp &

cat abl 1 Sheqc P heRaREHR rk 0g; (R bref B BbYefioa Bl Wanflhgls Y B,
wher ei n alogstorage axepen dheidisccal events i s predefined and stored in the
firmvare of the disc drive, 30 SUBSTI TUTE SHEET (ARTICLE 34) 2 8 HAn LUOS
WO 02/ 27727 PCT/US01/ 20233 -18 6. The disc drive of claim5, wherein the
criticddl BventThedlisedniveeticlaim SMMWthémﬁaﬂséordetemmansnﬁoarevaﬁmmneme of

one of th nt s [ on- | .col |l ection
e ‘?no%ho%ig); -11% haﬁi foﬁLcitftaSX 0 %e %,g af{‘]]r]irée ¢4 c{r}%b 3{}‘&?{{ Pofi 0 0i ng
modul e r edeferctinpthe @ffrlhle(dath coligvtinntmddegnd momtdrehbr adcifréncabf onw 6fthe prodefidédr age
area on the.. gjte%(r;n appends the determned critical event to the read

09

critical even and stores the appended critical event log to the
critical event |log storage area on the disc. 10 S. The disc drive of

cl ai m, i.n th det e ritical, event_ occurrence
noni tog pﬂr a eéjfslc%'fl?’%%-ngaéf?g t@??’ﬁﬁ%ﬁg? ogging fofg regds the ¢tticilne scan
of the di sentbg femuipdiitical event log storage area on the disc; appends the determined critical

event to the read critical event log; and stores the appended critical event log to the critical event

)l'

log storage area on the disc.



detecting the off-line data collection node, and nonitors for occurrence
of one of the predefined critical events, 15 9. The disc drive of2 81 MAR 2005
8, wherein the criti cal event | ogging rrBduI e reads the critical event |og
fromthe cy tcha 2 nt log storage area on the disc; appends the

deterni ned CI’I t' 331 ¢ X5 QReratlycanpee abledela bhost eampaler wheein tHealfs: danchash gaes t he
appended cstmhgdkﬁdcaﬁd/@ﬁ&md)rp&‘tﬂcaia storage area on the
disc. 2 8 MAR 2005 19 10. In a E’r ¢ trs'“:%%““%r%‘(ﬁﬁ“%%%?ﬁ%&f%bﬁ@eth%iqi host
conput er é&‘%ﬁ?{‘ﬂfﬂévwwmawwtmgfa data storage disc and a portion of
the data storage di | Ye@rmih { sto earea a met hod of

| oggi ng. critical ev(?r:]t ) gorrpr‘!j%éﬁg eétg‘\ég"“’”&?m?a ‘chrﬂ“rYQW&hﬁ@\he?t on
oper atidnal st §0MRM G includingdidsiernunatior ofwHethet h&t&&ﬁﬁnuﬁfé%‘ﬂaﬁ’x%efv&%ﬁ #iding a

determ nation @f ml i on path between the
conputer and th e sc%g%l?d\a}ggﬁgswésfﬁﬁf F@ﬁ%ﬂ isg dgive intesfacey e i nt erface (b)

det ermi ni ng an occub) endeerofiniag ardctineade o@b/&mcal\/&‘v&ﬁ%onﬂa*ﬂf?s? o:ﬁ :Jf)ﬁr

i ntervention, 19 criti event is a predefine

related to di S?ﬁh‘g“ béeh &'B&e rthzftcf1 ievﬁﬂtds fPrededing i f°§é4t109ﬁ’elat¢¢bt0drsc tiial
events is pr edeliemlenbadd/hst‘emraeetolfmebht&afévém\@r pFednell and (c)
di sc; fgeadi ng %}ﬁ rﬁgécfn gal event log fromthe CI’I tnlecglfdsgéfgdr?flq'r odmgvf"rgr age
area on the 5( appen |ng the determ ned critical event to the read

critical event |og;©andrefdg thé aitica@vidd g HRRARIG Rich el dd: to the
critical eventylog storage area on the gl sc. SUBngeTw%géﬁEégg%%ﬂT‘ﬁ@_E 34)

(d)  appending the determined critical event to the read critical event log; and

(e) storing the appended critical event log to the critical event log storage area
15 on the disc.

SUBSTITUTE SHEET (ARTICLE 34)





