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WO 2007/008915 PCT/US2006/026917 APPARATUS AND METHOD
FOR INTEGRATED PAYMENT AND ELECTRONIC MERCHANDISE
TRANSFER Cross-Reference to Related Applications 5 This patent

P lisatiResiaims the benefit of United States Provisional Palefuszo06/026917
Application Serial No. 60/699,015 filed on July 13, 2005, and entitled

"Ticketi e P Devi !
afore | Baé‘ ig?ﬁ TRNSFER07099 ;015,
. . TECTR . AND N ,
including thecomprete appendix thereot, 1S expressly mcorporated herein
. by reference in its entirety. 10 Field of the Invention The present invention
sstelgreneefib selaked APPUEMIORHA computer arts, and, more
particg{arh:Le:app pehvetbedsdor Glestienistaay PeAsiand patent
electronic merchandise transfer, 15 Background of the Inve%ti Q,F\é%%l\%/
& eéllsd n

Appliraioh SelaNRoRY/SR% Henitisd 8P ctelirbhiciier ARt
Egsnéedn€xehandise Pathectermsvise Usehéintischangeablyhb exfirenargioned
handle sepayate infrastyctures. F : r i
R G R S R AT e
appeyatidhanitd, dciiressliicamearriehhaieie By evirepe pafrf@HECSimilarly,
delivery of e-merchandise (for example, electronic tickets, tokens, digital
credentials, movies, music, loyalty points, benefit coupons, vouchers,

f hic key or "unlock" code, and similar non-physical
itemsJhis jresedicd ey tiosaphitateggperiiiyp soctie plivtentarypih fraspuetuds,
hich may invake the 25 payment infra i ] or. the
Sl iR N e S R
elNit9BI9eRhylitstasune 1, 1995, of Nederland PTT, discloses a
method for the acquisition. of the right to a specific facility by means of a
smart card. The acquisition of the right is performed via a ‘terminal and a
B £ to the facility can . be an access or a usage 30
right. Aseagst eaythentathesaregistrativdetiesigeiziesedio aidthendtedsho
ST Eith s aclatly o Ray (oL R/ RaULaian) i Ruldidy
regls?ratlon and validation means to replace paper fickets. Thus, the
separaie irfarirecireesa i tecxBplfon REEYSOF SasS I RN GRRN avRitdresing

a RS RL e RBWINERYHRAT RiaN dolRiBewith an infrastructure that handles

only the payment. Similarly, delivery of e-merchandise (for example, electronic

tickets, tokens, digital credentials, movies, music, loyalty points, benefit coupons,
vouchers, data, a cryptographic key or “unlock™ code, and similar non-physical items)
is handled by a separate, perhaps complﬂentary,.infrastrucmre which may invoice the
payment infrastructure in order to charge for the goods as a separate process.
Netherlands Patent Application No. NL9301902, published June 1, 1995, of
Nedertand PTT, discloses a method for the acquisition.of the right fo a specific
facility by means of a smart card. The acquisition of the right is Iperfonned via a
terminal and a control system. The right to the facility can be an access or a usage
right, A smart card or other registration device is used to aid the access. The smart
card is used not only to pay for the required facility, but as a registration and
validation means to replace paper tickets. Thus, the same smart card can be used for
the purchase of the right to a future facility, for the payment thereof, and for the

subsequent use of the facilities, that is, the exercise of the purchased right.
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subsequent use of the facilities, that is, the exercise of the purchased
right. | WO 2007/008915 PCT/US2006/026917 United States Patent No.
6,375,084 of Stanford et al., issued April 23, 2002, describes card

Wegingeysems. A host ticket facility is operable by both ciqeifigaiskSe26917
usable at a card read/write device and concessionary payment cards

usable a ontactless.car r, apngd. a security and transagcti
vl SERCERERn G 6 1208 S ARRE HN SO IRISAATOL son

deuplratestoragdngeyitestulifaretishe feoiicessivrmablefaydw thivicitiserds
ulBR AClitis ablaincalauale. ACURANGNG SYFEM ISAESCURR ot o

having one or more card readers and a security and transaction device

YA RSP RTR CaF I AN SR AR GSY Si IRBHRST RPEINES At eped
rdifermationiRackdo Adlearingreentersddnied stales Batres Nal 66402,038
of Stanford 10 et al., issued J 2002, appears o be similar to the

G L L e e o M Yl
sBitRligiFoitddhievambnissustrugubr@daBond distlostsandtirdaction

dARRATAIHS 0L BEAVSH Shethuiltiiuactan SIMAStCathil) 308 transmitting

. embodiment, the smart card system includes a card holder identification
infopsmiinbraista A varer ceatrlinbRErd Stentiane dle it Jated Rentardel

elCANtRxisd MmexanTue, aidiae hoekirematca@ghpayment-mEaieerence

. gpglicatli)ons. Memory space and security features within specific

ju scriped. . . 7 - :
app?lca ions provide partnering organizations, such as airlines, hotel
chaingnied $eateaPetanb dbncield) ith@ 7abil iotdecesraty istued storguaing, $860re

dllgo I UGS 20 &ﬁ%%%%%%@éﬁﬁ%&&ﬂﬁﬂﬁ%’&%@&ﬂ%&@% Bhe

Piikivi, published March 9, 2006, discloses a wireless communication
R PR g NGt BFauTES inttifsse teiddeldatrideatifiration poplication
avlirelgsssteddinakinglpalbagoaSiRafCay gan@lieatianch ashiegticoasmmple,
apRiatsman saud arhe termingl o a forminal. ssurity. component, and

inctd g & ermlnafl?r(%tg?f’g(l:%% and alsdmctu Ing a Smant Card router tha
featvats eg tRE SBdBemmlivsiisrwihlarcomatticagadraiesdearcinag airlines,
néieketingsSyateeriRIniavidertidens PaftF A E RBYCALAAPSHAQBS RO

contain a contactless interface. The smart card router includes an RF
SUK{BHa, separate from and external to the smart card application host,

as welhixsdesransl Biatat/Petliedldae At B ot efgimosiiasaetMadter
9,2%568”3“ commum&:atlon traffic arrivi via the RE anten g&% Selthgerritgc%

SihdITLA Aphcaton ol ar 16 the mial THeHa e Baed B
fonformratiorrdrichdded A wireless terminal including a smart card application host,
such as a contact smart card or the terminal or a terminal security component, and
including a terminal interface, and also including a smért card router that enables RF
communication with a contactless card reader in a ticketing system is provided. The
smart card application host does not contain a contactless interface. The smart card
router includes an RF antenna, separate from and external to the smart card
application host, as well as a modulator/demodulator and a card access module and
router for routing communication traffic arriving via the RF antenna to either the
smart card application host or to the terminal interface, based on information included
in the arriving communication traffic.

United States Patent Application Publication No. 2002/0147907 of Ross,
published October 10, 2002, is directed to a system for authorizing transactions using

specially formatted smart cards. The transaction system includes the use of a fixed
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in the arriving communication traffic. United States Patent Application
Publication No. 2002/0147907 of Ross, published October 10, 2002, is
directed to a system for authorizing transactions using specially formatted

W&@ﬁ{&glghe transaction system includes the use of a fixeg ZMWeo26917
2007/008915 PCTIUS2006/026917 data structure that allows multiple

oint-of-sale,systems to recognize.a ccess a_transaction car.
B TR s Rr T peE e R A, 26008 Sl access
mmmm teguefitvesl da:apﬁtdswu oparantenidcdse a‘amsmerfsmétm@des a
n;eéﬁlgsgﬁia{ least ona e Qniy:figld .ak leashensiesehvRird daasivili®ast

d at least one non 5 encrypted read/write field. The smart card

|
orarese-anhz sl atiisrRaaornepatisth AL VHE Jrdk e dalsathRzaRAY
cHaviasdntanasisMitha dafined:datadiismdsuaitired provideshavihg senashd

card. United, States Patent Applicatjon Publicatio . 2001/0018660 of

e T S T o S
paysitted antlenetirocsd10 utilizing multi-service visitor cards. A plurality of
entitiqy, 31 SRGRAMRARSEdA SHER AP RYRR G IRDIZ860 BADIISHNHCHLRE,

service providers and a visitor population, so as to automatically compile,

PrRidibed vt ptBRbds dBRaan o alettr ik ieRtes Ryt rad aretlad

vBNRISTEIMNNE BEQURN I BN dafak . Ot @eakey hasadientile siebispakhal, such as
portable ticketing cards are realized, bey smayt credit and{or debi‘ta_lglgd o s
RIS PSRRI 1S SRR e s ORI

t¢iaumﬁmplm@mplepts@mmﬂézﬁtmpbmw,ewtﬁolqﬂédgjcmfd@rfmth!ee@dmmion
f@ﬁ%ﬁérw'&%eg{aﬂ%m Rolnts paﬁ?d"ﬂﬂsbﬁl&a??ﬂ-&@éﬁ HRiGaMHnts. The

Biometrics identification of card holders, as well as cryptographic

peihirdalbeine cards aataaherd dnpmae medihtaden deBit shtcrimnplpey and
neRcaemting thaofandheaneicarbhpuerifiariake waliplate oralosiatiscredit
point-of-se vf_jlcet Igcati&ns upon 20 ﬁa)ﬁr?se JS‘HP“ “%1 éh% £ Srdrfggo%gfnﬁ%%@&
PRI SF }ﬁﬁ%r CVICES PYBr At HECRMqUieS|iReffiiciently emppﬁ)y segarate
oafdtbelinkéd Baymeentsaiddneifinatirchahdisd fwldersicketiel]) dnframregans

c@&@ﬁiéﬁ%@ﬁ%@% altRuldbede %@%&&‘@E@ﬁﬂ&mﬁ defigiencies@fihe

prior art techniques. 25 Summary of the Invention Principles of the
cpfidss iR rfolHAA B e ralrRiER S AT Brt A TR RIER BB RS
pgsgﬁmﬂmsaﬁtmgsduﬁ@gﬁmm@mmmre with e- -
Mo s 5 LSRS0S OF (PR a8 MRS et U
merchandise (e.g., ticketing) infrastructures and transactions.

1t would be desirable to overcome the deficiencies of prior art techniques.

Summary of the Invention

Principles of the present invention provide techniques that permit the efficient
combination of payment transactions using a payment infrastructure with e-
merchandise transactions using an e-merchandise infrastructure, while allowing each
infrastructure to concentrate on its primary function, typically without the necessity
for detailed understanding and incorporation of the other infrastructure. Thus,
provision of tickets or other e-merchandise can be linked to transaction, such as a
payment transaction. An exemplary embodiment of a method (which can be
computer-implemented) according to one aspect of the inventior, includes the steps of

facilitating interro gatioh of an electronic payment device by a first terminal to obtain



10

15

20

25

30

infrastructure to concentrate on its primary function, typically without the
necessity 30 for detailed understanding and incorporation of the other
infrastructure. Thus, provision of tickets or other e-merchandise can be

kksgotaisansaction, such as a payment transaction. An exggypiaRéos/o26917
embodiment of a method (which can be computer-implemented)

.accarding to gne.aspect of the inveption, includes the steps of facilitatin
e B S R e b e
FRINGIROOTOBON BPETHIBR0EE/0288d Tffirmatial dEta cfetintitipgyment

dgﬁgeef&ﬂoge%@eﬁbegrﬁmgﬁe gglated-information, and,faGilitating transier

of the e-merchandise related information. The electronic payment device

ophonaiRteFISyiRiBoPBYainins ieck dkdar eb1hS SPEBBIR PRNAPRIRNEYEE afde
cRBkeRa! %}ﬁ&%ﬁi’?cﬁ@f@e ReHaje i&ﬂ;ﬁ@t d@é@%@&fr@%@ﬁ) quﬁfﬁiaf_ éﬁ Mamﬁd_ i’Htutre.
evjce. The 5 electronic payment device can be configure cording to a
Tﬁa LIFTARASERIELERS, “FHE FFRPRA AT RVRe § THET et o
ﬂpapmmmmmﬂﬁmnﬁgumdi acfmm_iregmmeﬂhelpawni_cnmnfchsmdimmémid
cé}rﬁrg%tréﬁ_@é&%?&%‘fg%'&9#&68&%%9%&? &%&%&#%‘EQH&%&‘%B%&?&&%%@”
electronic merchandise infrastructure and coupled to the first terminal
fipsth Jerainahenyalentmedute rrdgativrrsiagion et thsnitepagire Pt device
cAepeRRReHRIMedHR e S aida rRinaRawagat module. The generation of
the e-merchandjse-related informatjon can be done by the first terminal
elect DB AL B e (e S LTBPRE G BFcH e
fire atediinlorhastionctantirehatd it anichydaymeé rihel enzicdaranf Be donerdhwrttise

Jidsiminakapuenlmedile Jhediansier eline aa%%gglgggﬁ?féslﬁhgﬁ'

rmation Is done 15 within a’transaction that Is conduc

reeeent aprdiilgith The traasferaptia srectrangdisgridaierhifetrtionelsviRase

wilgop s Ar&fiigdatacimeniainad . tber@mershandismietaiegata and the
information can be ge ted based on ihe ﬁpr{%file d{ata. In gtnoth r aspect,

PSRERb TR SR dim RSt e ARITA o P RGN t4E BagREREand™s ©

retebumpitie wlerchanfcisetitnarside gancintid esedpantinerrofilodate and an

20 elgetiapifnsigbandipeuagile abinsaupier o s aay Renhadle

The payment module can be configured according to the payment

rapstiRd e theerdvedisict msierdrdwhaneyasatRdy it ¢8
clReeond ng-tenthricloalanict AL IS Bandiai tHEaRHGM ol iR, MU GaR

b on%g red tq. facilitate the steps described aboye. An ex m I .
RO BP U LA g e CERH e Dy Sagtrorie
mapbeodiiatahpddaficurde ceibdigmphawe)rdingotality toleriotne r mepbatdifc
mt@%ﬁ%\éﬁﬂgo Phe modules can be configured to facilitate the steps described above.

An exemplary embodiment of an electronic payment device (such as a card or
appropriately-configured cellular phone), according to another aspect of the invention,
can include a memory and at least one processor coupled to the memory. The
processor can be operative to facilitate performance of one or more of the method
steps described herein. One or more method steps of the iaresent invention can be
implemented in the form of an article of manufacture comprising a machine readable
medium that contains one or more programs that when executed implement such step
or steps.

" One or more techniques of the present invention can provide one or moxe of
the following substantial beneficial technical effects. These can include, for example,

allowing for the close coupling of separate infrastructures, such as, for example,
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can include a memory and at least one processor coupled to the memory.
The processor can be operative to facilitate performance of one or more
of the method steps described herein. One or more method steps of the

RFESRdpgRtion can be implemented in the form of an artigleias2006/026917
manufacture comprising a machine readable 30 medium that contains one

r more programs that when executed implement such step .Qr steps.
B ALK TR O b LD e ot S amd,
raxpdinbititiesvifigestib Htaribier, bemefibaltpebinios effects. Vet tashniques

d{b?i}*é!&é&’ﬁﬂ@éﬂb?‘&ﬁﬂ%@ﬁ&%%&&g l0SE CURIINGL O SEPAANS: way that

infrastructures, such as, for example, 4 WO 2007/008915 =

e CPHISIME6 AR 7oRRREtHBISi VY nIBIT aPRItACRELY, VFRiRbg;| Payment

iﬁﬁﬁﬂﬁh ﬁtﬂ'ﬁath@éﬁhemﬁr@ﬂom %f@a@ﬁ@wbamsébﬁﬁ foes iﬁ@&auodﬁe EMV
Further, in angther aspect, one or. mote inventive techniques allo

PRy Pt e oGt 6 Ry e POt e, SPELLEICA

ré¢hatnthergtiensidtls e nervasnopatitendsttisothé rihansl okt eme stipgpval

ppoac\égggsnéag i@;ﬁ(ﬁﬁ%%%a%i@(et further, in an exemplary embodiment

V payment standard as discussed more fully below,

contorming to the
a payﬁﬁ’@ngé'&ﬂaa‘ﬁpﬂé‘aﬂﬁﬁﬂﬁna%‘ﬁaWc@ﬁ?ﬁlﬁ’aﬁ?‘m‘ﬂﬁ%w&’é%n%éﬂa
hatAngaas R aiha ssiaRhiRe arpsavalidl oteseaSERMEe AR tents, such

applicable, Still further, in yet another aspect, by closely couplin ment
Syt S N i R S e (e e
tiskbisoe playedestisseghayassorgditdares paypashtsacmoebecfadilithted ipaen
a0k He%ﬂ M O, N1 AR RN O iRk iR CLRREEL SCRE e RRAYEREBES,

_ as prepaid transport cards, have been accepted. Because payment
ingpkraeiech 4R fing Rkl BPRYGHEGR CAN? PAUEREY CBE ifiIssHEe TS £0d
,cﬁiﬁgf;ﬁpaﬂﬁ?i@gg@am%@gum@mp}aﬁomwﬂpgﬁmweﬁdﬂmjﬁw
C e great eauceaq, In ticular, oppo to employing se at
i ARRITRTHONE RPBSTE SR AAASTRA I SIoArar siad,cepeguty Tor
higdpereial|yofotattighsspeedioontautiess opmtmisuWa@nma@sltmm,
HHEKSHRG ARd PAVRERLITRRFFSHAIMS GARBR SHPSIRRUY %Jﬁﬂ%&&d 5t

compared to prior art techniques. Yet further, the complexity of the card

fiheadesnsemplrgteet e rad BIUBLISHGAIHTPeeRicEd b Whwabialy 4w,
skaud applicaignnesed he pionagedeanthenuiiinplgee) et mic: npsy chlanslisie

S e
optereissingandededuced, since ticketing and other e-merchandise processing need
not “understand” the payment side, and payment processing need not “understand” e-
merchandise functionality (i.e., functionality of each side can remain substantially
unmodified). In yet another aspect, one or more inventive techniques can permit
combination of payment and electronic merchandise delivery in a single step, in such
a way that the payment transaction and the delivery of e-merchandise, such as a
pernﬁit to travel, are closely bound, thus minimizing the risk of payment without
delivery or of delivery without payment, and in such a way that multiple payment for
the same e-merchandise or unintended multiple delivery of merchandise for a single
payment can typically be avoided.

These and other features and advantages of the invention will become
apparent from the following detailed description of illustrative embodiments thereof,

which is to be read in connection with the accompanying drawings.
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not "understand” the payment side, and payment processing need not
"understand” e- merchandise functionality (i.e., functionality of each side
can remain substantially 25 unmodified). In yet another aspect, one or
R SolRXERYike techniques can permit combination of paymegtaRdos/o2s917
electronic merchandise delivery in a single step, in such a way that the
payment transaction and the delivery of e-merchandise, such as a permit
to travel, are closely bound, thus minimizing the risk of payment without
BarédfBeycpipdibo eiftbeyDraimgs payment, and in such a way that multiple
payment for 3.1, Same & Berenandise: HRRERAR SN Rl dalivent,
of merchanglse or a single payment can typically be avoided. These and
igphepeahienas aascA thainisgastsf the invention will become apparent
from thesfollgying Aetgileedeserniay of Mivsiniiveiarehodimenpisheredd,
WhicB is to be read in connection with the accompanying drawings. 5 WO
© 6%%‘@5?%5 BEFIETS2006/026917 Brief Description of the Drawings
FIG. [Bbow s arflewahaplefaikansyistermethddvacisisaodinprent sishartedi the
d@gﬁtﬁiﬁ)” implement techniques of the invention; 5 FIG. 2 shows one
specific exemplary application of inventive techniques to a controlled

acceHGydién e isxsmplwohHarshastchnarg Aetreamaspdransaction

RGeS P eieyyT Aspesh abipeydnveatign:dntts 14 % 3yspacific exemplary

fl howi s t tion 10 fl tth f
Cyetoh o A8 PR 5 A S i e, AR e B
sfifcharteplavyi hgnsa@imp oy foe thathgtepsitntone SpPetHic esaieplary
transagHon fip £°s"p§£fft§hl!:)%é’&'ﬂp%?%?£h%&i%’é% %Ptﬁ@?x%éh&l& Bohonse

specific exemplary me steps Tfor the transaction flow at the exitto a

St iRrdrentelied asceys e Fp Rprat st thessilit; 15 FIG. 7 shows

exempiary;daiavs exeniQip el IRing fRg stoHRgLmastchapdisesrchandise,
lydin exeg‘u Iarg secuyrity features; FIG. 8 exemplary data flows for

N :
o dEhn g S RET SR @é,e’iﬁ esding exemplary security features; FIG. 9
show§ &t eitiomddrirdstarfiode 2 0upd Ging G-sivochsigise hadsdinthimeanplary

Sggﬁg@@g&%j&yentive extended trust model;
FIG. 9 shows a traditional trust model;
FIG. 10 shows purchase within an exemplary inventive extended trust model;
FIG. 11 shows usage within the exemplary inventive extended trust model;
and
FIG. 12 is a block diagram of an exemplary computer system useful in one or

more embodiments of the present invention.

Detailed Description of Preferred Embodiments
Attention should now be given to FIG. 1, which depicts an exemplary

embodiment of a system 100 together with various possible components of the
system. System 100 can implement inventive techniques, and can include one or
more different types of portable payment devices. For example, one such device can
be a contact device such as card 102. Card 102 can include an integrated circuit (IC)
chip 104 having a processor portion 106 and a memory portion 108. A plurality of
electrical contacts 110 can be provided for communication purposes. In addition to or

instead of card 102, system 100 can also be designed to work with a contactless

6
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FIG. 11 shows usage within the exemplary inventive extended trust
model; and FIG. 12 is a block diagram of an exemplary computer system
useful in one or more embodiments of the present invention. 25 Detailed

Resssiligsaf Preferred Embodiments Attention should nowghg gistsieee17
FIG. 1, which depicts an exemplary embodiment of a system 100

together,with va passihig,compone tso System 100
dgarcfeln%lér%se %\?y%‘tlv% %?hnlquez En‘P can |nc 8>(/e?oanrtﬁé11 orl\égoarﬁ(r)or%essor
pdiffencil byped af mmabieppzt;une*rﬂSde\Aaesn@@memm@} (bn@w(iﬂed for

cgﬁ\g_i&ﬁs@a%ogﬁ t deyics such as.card 102G a0 GAkIBE

an integrated circuit (IC) Chl[l) 104 having & processor portion 106 anda

cledrrBRERkiorrIes. Aploseliaistopewiiaireortdds 1dbtioasl reprstitiEd

c@hﬁ%ﬁ?ﬂ@@g %ﬁb%p@dmﬁlakﬁbad@ﬁﬁ?aﬁ&mnmm&l PFRat, Je%%tggsifén
can g es|gne r Ith a contact

Tl AR Syl S SRt

ch@ dhipebipldyadingith probeigses pOrilen dreéeandrerememmorin pontionr 1 i8re

SBRRURANA FREAN BN o0 LIRSS R RUAIERNRA. SHebias

for example, using radio frequency (RF) electromagnetic waves. An

1302 it ven losesn Ahansloxisard0R b B PR LIS BAHYA AR S R BSRPYHERTHE Of
sTRgER Rimaduatiory e msadulations dewn @mﬁ/mmv@@htb@&&semc@ﬁm

B T e e S

contaas éiihodamébntgrofitivd,iny erdions mmmmtf@@esmwlaﬂm 120,
tGIRUG R QE‘G%H&%Q%H%&Q%S' A gen A AeHIGeS BPrdd i itry for

Ifustrative convenience but can have a 10 similar form factor. Device

oaeezm@éﬁ@fée%ﬂﬂt}%h ot aiavirly wnsrEvEEseR 36MibA Lkeow dergribed

WHE M DAIABvIcR081A plussityphelastricakcentacinde3 1 sioilavddable
Ic%réltacts 110Q, can bﬁ%ErOVI ed, as.well s an antenna.1320 sn’gllar to

SR 1207 Byt oﬁ%a“"ﬁa?ore%é‘?clif‘é?grémélnaé/or RS s
1a¥Jpr’51pwmecuunuuitryffd¢vmﬂﬁe Jdemvaote, of wragkiatios, 188 meduldeon (8, 110,

19OVCOTVRISION, B tﬁﬁouéﬁoﬁstﬁﬁ%nﬁ%&? M/ét@cqﬁgg,rdaﬁglﬁgmget&%@e

Appropriate firmware to man ﬁgﬁet e two available interfaces can be

CONEIIBHING 58P A Ao Bthdrlisel Bt g Hithilarth ddereede1dss: 118, 14
(descegtioaiehtievitas)elamemisther Gerdpaaan isibOzonlslailleGniiOds1111e,

memory.

The ICs 104, 114 can contain processing units 106, 116 and memory units
108, 118. Preferably, the ICs 104, 114 can also include one or more of control logic, a
timer, and input/output ports. Such elements are well known in the IC art and are not
separately illustrated. One or both of the ICs 104, 114 can also include a co-processor,
again, well-known and not separately illustrated. The conirol logic can provide, in
conjunction with processing units 106, 116, the control necessary to handle
communications between memory unit 108, 118 and the input/output ports. The timer
can provide a timing reference signal from processing units 106, 116 and the control
logic. The co-processor could provide the ability to perform complex computations in
real time, such as those required by cryptographic algorithms.

The memory portions or units 108, 118 may include different types of
memory, such as volatile and non-volatile memory and read-only and programmable

memory. The memory units can store {ransaction card data such as, e.g., a user's
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112, 114, 116, 118, 120 throughout this document are equally applicable
to the corresponding items 1302, 1304, 1306, 1308, 1310, 1320.
Memories 108, 118, 148 20 (discussed below) and 1308 may further be

Jdy96s ke qon-volatile and volatile memory. The ICs 104, dd#ate/o26917
contain processing units 106, 116 and memory units 108, 118.

F_’referab the I 4 can also |nclud .one or more Qf trol | |c
P’éﬁ‘ﬁméf" l? %@&%Artgﬂgu& efgr’ﬁen TEE Wel k?r?g\’/v‘lfq?ﬁ egl)cg
ttarbmatmgesyﬂﬁﬁ&ﬁém‘aw)l dtiatdts Orrsatin eitstobtad Cand G4 tep

%{J;a%lﬁf? d%%ﬁgﬁo%%spﬁiseﬁaﬂli RN WV SHREP Qe ARG § LSRR RS ke

Rustrate control logic can prowde inconjunction with E'rocessmg

apiEstions, 1 BScoErind BReTsscaSaPy TPHR AR CEURRMTATC Atib B ety 8N

hRERRLYe Wit 08,d L8raae thedARkMospg ppsiauddeyiar oas pravide:a
timing reference sign Ifrom rocesd‘ié g _units 106 1%[6 andégle %S%)
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appreclated that applications in accordance with the present invention can be
configured in a variety of different ways.

As noted, cards 102, 112 are examples of a variety of payment devices that
can be employed with techniques of the present invention. The primary function of
the payment devices may not be payment, for example, they may be cellular phone
handsets, or access cards for a public transportation system, that implement
techniques of the present invention. Such devices could include cards having a
conventional form factor, smaller or larger cards, cards of different shape, key fobs,
personal digital assistants (PDAs), appropriately configured cell phore handsets, or
indeed any device with the processing and memory capabilities to implement
techniques of the present invention. The cards, or other @ayment devices, can include
memories 108, 118 and processors 106, 116 coupled to the memories. Optionally,

body portions (e.g., laminated plastic layers of a payment card, case or cabinet of a
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15 In addition to the basic services provided by the operating system,
memory portions 108, 118 may also include one or more applications as
described herein. At present, one preferred standard to which such
CYatol) fnay conform is the EMV payment standard seb{ofiistibe/026917
EMVCo, LLC (http://www.emvco.com). It will be appreciated that, strictly
speakjng, the EMV st fines the beh VIO of a 20 termjinal;
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can be configured in a variety of rent ways. As noted, cards 102, 112
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present invention, The cards, or other pa%ment devices, can include
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operatjye to xec%%%one m re m thocl3 gtps to be desglbed herein.
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number o ifferent types of terminals can be employed
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minal 124 configured to interface with wireless devic

PP 5. N RASIERL 2R BILeE T4 126 con
be connected to a processing center 140 via a computer ne‘mork 138. Network 138
could include, for example, the Internet, or a proprietary network. Processing center
140 can include, for example, a host computer of an issuer of a payment device. One
or more distinct networks can be employed. As discussed below, inventive terminals
can have payment modules coupled to electronic merchandise modules; the modules
can be implemented in sofiware, firmware, and/or hardware. In one or more
embodiments, the modules may be software modules running on the same processor.

" Stand-alone terminal 134 is representative of a terminal that is not connected
to a computer network (either not connected at a particular time, or not connected at
all, by design), and is otherwise generally similar to the other terminals described.

An appropriately configured cellular telephone handset 142 can also be
employed in system 100. Handset 142 is depicted in semi-schematic form in FIG. 1,

and can include one or more IC chips such as chip 144 including a processing unit
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used in an interchangeable fashion herein and that the skilled artisan is
familiar with the meaning of such terminology. Combined terminal 126 is
designed to interface with either type of device 102, 112. Terminals may
BeoCRMRGkdRrMinals with plug-in 15 contactless readers. CopgiRg6oos/026917
terminal 126 can include a memory 128, a processor portion 130, and a
| %adec{ module 132.. N?%? th e rrncr es of onstrtﬁé1 |ont of termrnal
%t 6 are alﬁ‘ﬁﬂlcoéﬁléutlo other types Bf termrn ACand are escagua in Ge tari3
pfovididstiatvemarpddes. \ﬁ‘éadeamm;l aléen82 téh doiborifiinefsscribed
2SRHACY APRIHEARNNGAIN 96PUCSclR RRARIATHESEe payment

communication with card or 20 device 112, or both (different types of
appligriensa Bl Hrehvamisants 18iaderitedsantivpibesst caplfs bege.e. 2
crﬁ@ RiAskes & GentRCileRsbal eminglsatd2 Heddsel? 64Qa¢hnb@@o BaeqiagHid a

cessl nter 140 via, a o er network 138. Net 38 C
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discussed below, inventive terminals can have payment modules coupled
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ffﬁﬁ‘@ggg_lg)é% ﬁ%&(ﬁg@?{;&i % i ory Jm?%%
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(i.e., the handset could have a second antenna for the payment
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~such operations via hardware techniques, and/or under the influence of program

instructions stored in one of the memory units. The portable device can include a
body portion. For example, this could be a laminated plastic body (as discussed
above) in the case of “smart” cards 102, 112, or the handset chassis and body in the
case of handset 142.

It will be appreciated that the terminals 122, 124, 126, 134 are examples of
terminal apparatuses for interacting with portable payment devices in accordance with
one or more exemplary embodiments of the present invention. The apparatus can
include the aforementioned payment and electronic merchandise modules,
implemented, e.g., via a processor such as processor 130, a memory such as memory

128 that is coupled to the processor, and a communications module such as 132 that is

10
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portion. Different types of portable payment devices can combine or "mix
and 10 match" one or more features depicted on the exemplary devices
in FIG. 1. In one aspect of the present invention, an electronic payment

deY iRy iRigh may be portable, is provided for facilitating trarsaciiQang Yo7
a user with a terminal, such as 122, 124 126, 134, of a system such as

1Q0. The device can I o essor f exa
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a communications module that is coupled to the processor and
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1
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perform one or more steps of crlbed herein.
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6, 134 dre examples of 30 terminal apparatuses for interacting
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PCT/1JS2006/026917 coupledto the processor and configured to
there sy R AR eHEmBEGEEE PGSR dn¢gbatiepsh 1asy %@r%’éés%h £30

asibaRienerARiel [0 ThEngbimaRieswith portahisalnzgsnent devicespbal user
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al % Ronic payment device, such as device 210, that is configured according to the

payment infrastructure. The device 210 can be, for example, a contacted card, a
contactless card, a cell phone, or other device as described above.

Terminal 206 can include a payment module 212 that is configured according
to the payment infrastructure and that is also configured to interrogate the electronic
payment device 210 to obtain financial data. Further, terminal 206 can include an
electronic merchandise module 214 that is configured according to the electronic

merchandise infrastructure and coupled to the payment module 212, The electronic

merchandise module 214 can be configured to facilitate processing of e-merchandise

related information, for example, ticketing information. The payment module 212 can
be further configured to facilitate transfer of the e-merchandise related information to

the electronic payment device 210, in a transaction conducted in accordance with the
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central location such as processing center 140 over network 138. The
above-described devices 102, 112 are preferably ISO 7816-compliant
contact cards or devices or NFC (Near Field Communications) or ISO
1484 funRliant proximity cards or devices. In operation, CagedAid2eaideo17
be touched or 10 tapped on the terminal 124 or 128, which then
contactlessly transmits the electronic data to tld]e tp{ﬁ)ximngit%'IC% chiB]]"T the
fipapeial 13tg, 45th &S RARTEST JBURSEVETES- 2 SRBWSAn- SxBRPBIEH, BRphication
irefdéchniguesnaf 1he fhveotiacitasacoarantriteticacGpgsopyistemoitulation and

cgn%%%)s,rig)anc?recﬁ/i/‘ciﬁ(] (\)arr]eil Efc%%%%t %f tjl}eaill? \Q%Htk?ﬁﬁﬂllh% SLXQE%EQC%Q% %ng,e czﬁr
exampl%, a transportation vehicle, a complete transportation 15

aipiresinebided)indludhey drrereymestanediltsaersti G tsedetenReaactad

cARUSEENaQL P B MeIRRH 330 HagHKS 2Py St APRY Afivesa? can
entrance point 202 and_an exit point 204. A flrsé ﬁ@er{};inathOB can (li)e.
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appropriate términal. The termin Fs, such as terminal 206, can be

comnsfitiorecPrdd hetarrvidedpayibre FOBRRFEIBCEBN Renie ramafgise aF airsrek
JUg-RRaERRMNARRIUNCYIEG.IN, 35306 PERRMINHRIINGIRCEEHE connected to

~.merchandise infrastructure, and in cQpjunction wit ecironic.p ent
theeigrg 5 GEHeEIHBRE Y 67 HIFSFE-coMmpthE T4 c%%ﬁﬁﬁb%@%y%énﬁf

tenfitasteogure Thetieyidmi2il candesstamdimpdecate @ifacied afd 248,
tactless card. a cell phone, or other device as described above.
Z%ngr%\aﬁ%%%éﬁ(%élude a payment module 212 that is configured
accordirfetorthaprsy rerehedimenitruptiireerh doeilss 21do vshniBRirdtidd be

ciRtegals thealpstionit RRWRENtBaviamiflo ehtab finassigimheta via
Further, terminal 206 can include an electro ic({nerchandise moqmltla‘%L 4
SRR 5 QA RGPS SR B S0 e Ao

tﬂafdsasltmoﬂ_ﬂia: gageaupleddo imbapdiyd)byltpalmmhﬂe@dcﬁﬂa' ﬁ&elm?_tmmcdata
thal eﬂgetbaqg 'ge @s%gclr II?G%V]E% i) cbﬁ‘(f: '%é@%&éﬁﬁi@&%@ﬁ&%ﬁﬂmaﬁﬁzed
&-merchandide related m?ormatlon, or example, ticketing information.

by the pansehmebide Rl 2 (Prdath ptertebrrbifirdeI6¥48litate transfer of

the eppaighandisexEalple thipfotMAtQRENG HeskitBiCpayR) ot derigse
ob o PO 1B B PISRT0 0 52603 AT it Ahd e PR e
inedrastitiot VN tewtintath ¢hpa pprertedn betuld asterCard| idéermatanedning. 2116
JRRERRIACUSES ROMMURIGAHAN (ARAr RRERHRAROIHANRR AR example of a
payment infrastructure is an Automatic Fare Collection (AFC) system,

Optionally, payment module 212 can be further configured to interrogate the
electronic payment device 210 to obtain profile data pertaining to a holder of the
electronic payment device. In this case, the electronic merchandise module 214 of the
first terminal 206 can be configured to process the e-merchandise related information
based on the profile data. The processing of the e-merchandise related information
can include generating, reading, andfor updating the e-merchandise related
information. It will be appreciated that different types of e-merchandise modules 214
are possible. For example, there may be some which only generate e-merchandise,
such as ticket vending machines; there may be some which only read e-merchandise,

for example, a portable device of a train conductor or other ticket inspector; and there
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conversion circuitry, well known in the art and similar to that discussed
above, can also be included). Further, the payment module can include a
reader for contacted 5 cards, 218. Note that the reader 218 and antenna
W6 Kahs separate entities or can be integrated with the tgipinad@PBz6017
(e.g., payment module 212 thereof) as desired. Payment module 212 and
electronic merchandise module 214 can have network connections. 220,
% Dot (AP SPraRIE R SrREShE eIy R B e‘@tf’tﬁ%u B
reaiddre mnavid edieehm oo o ealinbiednbeltteawhiyhelof soatevorkall Qof the
escribed above Wil fegad fo FIc 1. and e differentmodules san e
CSARGEed 10 The same or different REmVOTrks as desired Elements 25131,]3(
agetsafgho Boepim 2846 bistraiedinith2e8ushiv fundadingivnstany for example,
GPIEERPARAIBY eﬂﬁmsb SME %gigﬂﬁe%l&e%gﬁa:%%gd%&%ﬂﬁﬁﬁ%ME%Q@seﬁi

_one or more embodiments, payment module 212 need not itself be 15
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tg%“{&“”éﬁ tioE with th%scarg 2L ﬁgger payment device is handled by
paymen mb uisélﬂﬁe, anda%ny data’ that needs to be passed between the

card afefithes REtcRhIIS4.n36 e daribedarral dacibdethe palitrepitiviediie
skt fQle bR contarled BRd CANAGHE SR £ BIER 2 BYNRY:0h 3R SXARRE

to aid understanding of the skilled artisan, one example_of a payment
LTI oK s, SIS sgdetnsmele fully
inreeipdréding Bos tsibhobs. that operated by MasterCard International
Inc. in, conjunction with Issuers, Acquitets, and MerchantsFurther.qne
e S R S e 0%
epampipsysesind 3810 sertding pagrrrsperheldieizvuéenm Ddwwungiapd, which
ERNHIWSHIRdNIRAMERE @GleckonigRayiaertdeicaAdP ARt and

E;ofile_ data pertaining to a holder of the electronic payment device. In this
e

franip, deiehandisk: FRBS R AV 2L AT DT HITHE IR Y68 &in
cheieaifighéatidadpo defadimcanm erchigndisesrellatdthenfarmbsiont ks adndn

th file data. ' f.t - hanpdi 2| Inf; |
e Gon et R AT g o St

iptepaesatignfof RS IRTIRO PEERE st byt fUgtferainal o ekitin financial
dsrinergbangdise.mpeies 24 rare.Resibis: Eoexemp8ingreenayhenic

some which only generate e-merch?‘Fdise, Slg())h as ficket vendin

PRSI e rt Bl B UG AE RN TTT FERFSHUIERSH AL FEE e
pexasplinfiashortabie advibe Gist teainicd noucharor qienticketihspectbrn

eﬁ@gotiﬂgr%e}c%andise module as described above with regard to FIG. 2. The

interrogation of the electronic payment device can be performed by the first terminal

payment module. Optionally, in the step of facilitating interrogation 304, profile data

pertaining to a holder of the electronic payment device can be obtained. As used

herein, “facilitating” an action includes performing the action, making the action
easier, helping to carry the action out, or causing the action to be performed. Thus, by
way of example and not limitation, instructions executing on one processor might
facilitate an action carried out by instructions executing on a remote processor, by
sending appropriate data or commands to-cause or aid the action to be performed.

As noted, the financial data can be, for example, an account number associated
with the payment device. By way of example and not limitation, the profile data

could include information such as the fact that the person is a student or a senior
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WO 2007/008915 PCT/US2006/026917 may be those which only update
e-merchandise, for example, a ticket validation machine. Further, there
may be combined modules which do some or all of the foregoing in any

RHRIRALREs!t Is to be emphasized that by way of example, $a@R¥2006/026917
aspects of the invention are illustrated with regard to a ticketing system,
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ag{ﬁ)%gtod}lg &g%& %‘gbtamed As used herein, "facilitating”

an action inclides performlng the action, makln(gﬁthe action easier,

helpirfts tBasetkf eratilfo deieither canSRECRE R ERoPPIIsE R rfnatf can
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discounts or privileges. As noted, in one exemplary embodiment, the entitlement
categories may include transportation fare categories, and the e-merchandise related
information may include transportation ticket information.

As noted, techniques of the invention may be used to control entrance to
and/or exit from a controlled access system. In some cases, one may only be
concerned with entrance to the system. This may be appropriate, for example, when a
single fixed fee is charged for access, such as entrance to a museum or amusement, or
in mass transportation systems, such as the New York subway system, where a single
fare is charged for passage between any two stations. However, in other applications,
it may be desitable to also control exit, and/or to link the ticket or cost information to

both the entrance and exit points. This could correspond, for example, to a system
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with the payment device. By way of example and not limitation, the profile
data could include information such as the fact that the person is a
student or a senior 13 WO 2007/008915 PCT/US2006/026917 citizen

Wersis-Gititiad to a lower fare. Further, two or more categorigg@f&imbilees17
data could be provided. For example, one category could include
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clothirig, and the like. Where the profile data is obtaine e e-
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sﬁigcatsr@éﬂﬁlﬁmem%me meguie hasedon edefie dalraptionalsian.

306 will be discussed below. 308_can include fagilitating 10
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SCUSSG can InC llitating transter o
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rdance with the fln ncial d ta and the pa nfrastr cture In one
P et A5 S e Ao higy B %%iéme‘ﬁlﬁ esLhgmiel
p&ghnetid rbedﬂgpmerh@dn Hevvenes) tibddttest sumsactiary prayt efdonzéro and
Il, W.
C%%%?e t%e.S prg}fgfIn ﬁf ?{1 t caﬁ%%%n%% 19 tameg In s?e%% arI{E
wilp b cRRTEciated hatiths r&éﬁtmgdﬂ@mmm Weelﬂfé’élﬁﬁ‘éﬁ Reppapraedd be
aklSaeoAR: ﬁcﬁ@?@ﬁ%ﬁ%ﬂtﬁl@&%ﬁ%ﬂf&ﬂﬂﬂc&f n@8.afia. plurality of

entitlement categories that are associated with the clas

Sl R T S e N T e A
digfcaenple Feuchxaapdgories tedporialistdesgsttitte nmeritsitoa didosamtsmetro or
uRIYIRARS s‘&*&&&t%’e HeNG exemelny.amaotimenkihe B@L‘Eéﬁ'&?@'s%ﬁon

categories may include transportatlon fare categorles and the

WS S BRARRIReA M ro e B Ha s SPRa i A R tPmiRg) SRS feml dibrdecated

aﬂ infarmalianeAs pORA dafliniques HdhevaNeiQuuTRY e iseehitneeniral
rance to and/or e m a controlle cess stem some cases,
act% l{lnq u?s

“Bh %WSWY)? 8 (S AT St e B RS Qe P hRGTR g0 &
biap o dbefdegeendpie, hotvelareone traveled. The exit terminal, w}uch would

be the same as the entrance terminal, could obtain information about how far one
traveled by, for example, global positioning system (GPS) or other suitable
techniques. The electronic payment device employed with the method depicted in
FIG. 3 can be, for example, a contactless radio frequency (RF) proximity card, a
contacted card, or a dual-interface card having both contactless radio frequency (RT)
and contacted interfaces. PFurthermore, the device could have a non-card form factor
such as, for example, a cellular telephone, a PDA, a key fob, and the like; all that is
required is that the appropriate capabilities be present to interface with the terminal.

It will be appreciated that in one or more exemplary embodiments, it may be
desirable to provide appropriate security features, to minimize the chance of fraud or
improper usage. Specific examples will now be provided within the context of a

ticketing application. When an open data store is used for a ticket, the card or other
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30 single fixed fee is charged for access, such as entrance to a museum
or amusement, or in mass transportation systems, such as the New York
subway system, where a single fare is charged for passage between any
WA sidinessHowever, in other applications, it may be desirgp|@t3@lsee917
control exit, and/or to link the ticket or cost information to both the
entrance and exit points. This could correspond, for ex ple to syste
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access system, suc case, the e-merchandise’related information
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essence a ready ows Its own location, i.e., the system exit lo catlon)
inTthyis enplinsiinmial koIavEE bealrlsr exardiicadarhiivaroomlsrieriies gl
Sﬁ%%lgaﬁ@@%{g@dgacmtatmg one or more of providing a ticket to the holder

and arglng a fe he hqld r via the exjt ter |nal m
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A el mm@m&mhqmdﬁﬁﬁﬁoﬁmﬂd&ﬁa@m@mm&m@@&@

em@%mﬂ @&Qg@&ﬁ%&ﬁm&%&@h@mymﬁ@ aaaﬁa&@%ﬁde&um
elsewhere

erein) could 15 an elecfronic ticket, a physical ticket, an

pesptibisl hrckelo Hieccae aketes devicsnipsdisRBEARSARTANE. cAHAREIPARY
cSxibisamioals ?@ﬁsez%&@jﬁ e chiffapenis B c@é@mﬁlasslmla aNspartation

em, such as t
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héldardBarthdrame white hehszoamduoctidtwehtnaortdned @Mawﬂmmi@o
@R }g{%&ﬁ% SRAEPN A R anHaNRVEE diRpastbigithal

entrance and exit terminals may in fact be the same terminal. This cou d

Leceiierforomempritearl Basadvbitk e Bt SR damg rary it
ofiBMBMad W saﬂltaxgma vamahdwm@l PhethelSasPARs Hd@etr apaDA,

termlnal cou obtal informatjon .a outhowtfarg e, edb for
@Pﬁﬁ?@t ?56% ec'fﬁ% as i) f&tﬁgﬁ%? e]r"eswggeﬁgs chlques.
The &léitirmfitcepay méRGdayideeriiptolasiedith ithelensticdaispidectiniques,

gd&aﬁ SANRR: I BXATP B A GRRIPHIeR R AT A ANC Y RO Y BXIRIL:

device, by the ﬁrst terminal, to obtain a transaction counter and an account number,

sach as, for example, the aforementioned ATC and PAN. Step 310 can include
facilitating calculation of an authentication code using the transaction counter and the
account number; the code can be, for example, the MAC. Step 312 can include
facilitating the determination whether the transaction counter and the account number
obtained from the electronic payment device match the transaction counter and the
account number included in the authentication code. If they do not, as indicated by
the NO branch of block 312, refusal of storage of the authentication code by the
electronic payment device can be facilitated, as shown at block 316. Such refusal is
responsive to the determining step revealing that the transaction counter and the

account number obtained from the electronic payment device do not match those
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- inglds

contacted card, or a dual-interface card having both contactless radio
frequency (RF) and contacted interfaces. Furthermore, the device could
have a non-card form factor such as, for example, a cellular telephone, a
RiBRe@ AigYf9b, and the like; all that is 30 required is that the @pR5RIARs 17
capabilities be present to interface with the tenninal. It will be appreciated
that in qQne_or mare exemplary.emhodiments, it may be desirable to
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cljafors pif atplse Cattitinstinp ar tcdp One weagl ywizgid head aicmiigydatiramdaction
counter, such.as the.applicati r tion._counter int tData
0 ST Ul il SRR CRORIS P RUNELC trddiit

angthekauthpstic thiafigvd dxahepldisar boiadsiwitinhvimseentort Srpated. It
waiose IeRUORROIEMY: SeeH GAl ORimbhig SkillechRH b Wi YO B leaetungs
presented _in this applicatign in hand, will he able 1o readily adapt the
Y AFES &ﬁ?&wﬁﬁg Bﬁfgfalaﬂs{%%ﬁ@%mal Sriard .f«%rﬁesppeé%ﬂ%s‘?ry?f
ntitereabideddy teadasrponiensieha depiiehincBigdd hskfdretiperifiEdaindatie

c b _Theticketi | i N
o T e e B B SRl
Qssfealaelisahhascorsel gsassielsibibecko 1he eipacsTeRhoeRsGtdoULMRE e
pRetRata command. The PutData 15 command would refuse to accept the

storage of the data, unjess the PAN and ATC majched its current values.
v o s e TS AT Rk FH D BTGP FERRET
enlsmahibe, Rk itazo hjoindtiohailithtitee inembiatohdaf ea efleemticatigayment

dé%?ﬁ#f i %M%Rﬁ%?a‘z 0 BbEM Y could fsHuce. o slnale KR CANRsafic
SKIM

imming,” 1.e., where someone attempts to read valid ticket data from
rayerRkdeticg AfvnEBpy rueh entEukiHowintat. dechmbiv ATymEh de¥ithe

cEAManddheRANs g NagbY 4 DAVDhepay mantmed usleaadeatest that
fraudulent attempt and.r the trapsaction. Wijth referenpce to FIG.
SRR GO AR R P LB Py RTINS S g St
treanadticiudeufaeilitétingltvtrontermyation déive afectiBienc pal/entlectronic
payment device-generated random number. These steps permit facilitating detection

of replay fraud via the transaction counter and the payment device-generated random
number, as well as facilitating skimming detection, based on linkage of the e-
merchandise related information to the electronic payment device identifier. Further
details will be provided below with regard to FIGS. 7 and 8.

By way of review, one or more embodiments of the invention can provide
techniques for combining payment and e-merchandise infrastructures and/or
transactions while allowing each to concentrate on its primary function, and with little
or no need for one to understand or incorporate the other. Thus, in one or more
aspects, the invention can provide technmiques for incorporating data handling

operations info & transaction, such as a payment transaction. In one particular
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device, by the first terminal, to obtain a transaction counter and an
account number, 25 such as, for example, the aforementioned ATC and
PAN. Step 310 can include facilitating calculation of an authentication

W?ﬂh‘ﬁﬂﬂ%i?e transaction counter and the account numbep ;6288026917
can be, for example, the MAC. Step 312 can include facilitating the
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312, optionally, skimming detection can be facilitated at decision block

proyifiegegrniferemsabestivn HempetdiTing ko dasmARH ddtdlevice,
siBRalEerS 8850Gatedowithoihe KnsatiomdonaxanspenteatpM¥on. The

signature method known.as Combined DDA/AC Generation re )
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thoophpitevieysipegititietddicketinbedaiedatkvayonthe whidina Agadpestd
HSKIMDINg ALemRLA0.CRRY deaitimalR rkeling R0t ARARRYice, but

authentic or fraudulent card) can be substantially reduced or eliminated. It
usipeiirh ePappratiEastti RpRIPUR SRinTMifG BrevdntiSRestEh AR
erﬁﬁoﬁﬁﬁéiﬁg} add rb}@:ﬂﬂl% rggrmend inaeskieike parimeddagethes; ithemor
oth can be performed.. or . neither. |n in general, the steps depicted
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aggoeraiedd %B&Cﬁo%ﬁ@&&ﬁﬁm&@! QEeRgsto-cOMINNG A Digsk3a4otn

another approach exemplary of many possible approachesto security
orgdiiHER JRRTERt Siemedionincimathea shesifitgrremiss sl e apRisatichet
teBRYIARB o iR cavBtiaiikstkatmip aNOORiaev HkaREaationteopsientsd Gihs

an 'I,;C e!lggtronic payment device identifier such as Card ID, and an
TRRSE r8rﬁ<jﬁpbaymént device 20 generated random number such as RND,

and facifitatioldpeatg fisiomsisinant FIGS. 4-8, “reader” encompasses an element

such as payment module 212 with elements 216 and/or 218, while “terminal”
encompasses an element such as e-merchandise module 214. FIG. 4 shows
exemplary method steps in a transaction flow at the entry to a controlled access
system, where payment is to be made at the entry. The steps are described in the
context of the aforementioned EMV standar&, with appropriate modifications
implementing techniques of the invention. The techniques are applicable to both
contactless and contacted applications. As shown in step 402 of flowchart 400, an
activation request can be sent from a ticketing application to a2 payment application.
An appropriate card polling and activation sequence can be conducted at step 404. If
an invalid card or multiple cards are present, as determined at step 406, a card

deactivation sequence can be run at step 408, and a “NAK” symbol can be sent from
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authentication code such as MAC based on the e-merchandise related
information, the transaction counter, the electronic payment device
identifier, and the electronic payment device-generated random number.

Wesastppspermit facilitating detection of replay fraud via hers2o06/026917
transaction counter and the payment device-generated random 25

number, as well as.facilitating skimming detegtion, hased on linkage of.the
gt et s R
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payment transaction loys the aforementioned EMYV standard. Thus,
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ortion. e e-mer Ise data, suc S ticke ,..can conve ed to
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dplaiyrevent neotiuded Appropsidteaticketinghortatharkbane ipmaite data dast
R sigred enthecard gt saviceiPule using the PAYMENt i step 418,

infrastructure preexisting on the card. In one or more 15 embodiments,

- apREoRsint g dy e dinmale setd e SlepdsHiccbb riBrad Ratrrthgommand.

TefasementioneshEMYes FesifjcatiasmStanddl i iRoDybiaIEitrgaditand

used o move non-payment data, such as e-merchandise.data. However,
AR DA A B R oot B it Ehe Ao Acs
coaEnitndanbp &lnekdibt chepteaded fisruests a transaction certificate (TC). In block

426, the reader sends the Debit Entry response to the terminal, containing the clearing

record,

In block 428, a determination is made whether the card or other device has
generated an application authentication cryptogram (AAC) or an authorization request
cryptogram (ARQC). If such is the case, the reader declines the transaction without
further processing as shown at block 410. Conversely, following the “no” branch at
block 428, a determination is made whether combined DDA/AC generation was
requested. Note that “DDA” stands for Dynamic Data Authentication, “AC” stands
for Application Cryptogram, and the two are combined into “CDA” which stands for
“Combined DDA/AC.” If such generation was requested, at block 434, the reader
retrieves the public key of the electronic payment device (such as, e.g., an Integrated

Circuit Card (ICC)) and verifies the signed dynamic application data (SDAD). At
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ordinary purchase transactions. Further specific examples showing
application of 20 techniques of the invention within the EMV framework
will now be presented with respect to FIGS. 4-6. In the following

W}&iﬂﬁg FIGS. 4-8, "reader" encompasses an element pg4@kafe/026917
payment module 212 with elements 216 and/or 218, while "terminal”

asses ements ch as e- m cha
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ppropriate modifications implementing techniques of the mventron
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profile, as well as a balance. When multiple cards areé present, as in the’

coptriBiagte shratiaaderont iRsdeeder&mararidly Ay e IR IET

4 dN R ARPIeRI I ate: apRisativeIS iRitigked. @eﬁm%&: thep@aderensble
read.all the data fro the ard or pther device e only th
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comrﬁargdscmt s A2a timemeb BEF\E arneastive ow, the right application is

selected on the card or other device, data is read from the card or other device,
terminal risk analysis and terminal action analysis are performed, the card is asked for
a cryptogram of a type determined by the above analysis, and the card then does its
risk analysis and responds to the terminal in an appropriate fashion. In the modified
transaction flow set forth herein, when reading data from the card, ticketing or e-
merchandise related data may optionally also be read and supplied to the ticketing or
other e-merchandise terminal. Such data can be read by the normal EMV Read
Record command, or by one or more GetData commands. When the card or other
device is asked for a cryptogram, the card is told certain data items in a format

requested by the card. The card request will typically include the ticket tag so thatif a

 ticket is present, it i3 passed to the card when the cryptogram is requested (if ticketing

is not understood, zeroes are simply passed to the card). The card logs the data in an
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debit entry command and parsed data from the terminal as a preparation
for a first Generate AC command to be conducted in the future. In
parallel, in step 418, appropriate data is read from the card or other

@%’E‘Bﬁ?}ﬂ)fs g{ead Record command. 20 Typically, in an Optiffﬂ?ﬁ%ﬂ@%z@w
the terminal will send the Debit Entry command before the reader
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date Blockbd2fe, thefieatter agpagthe BpkidtErhysrespbndere tithteMmibata
containing the clearing recor 0 a ecmmﬁ' IS @QQS
W e%e’rqt%iéuc?aardg%ﬁ%t%%?%%\?lce g@%’eﬁéﬁ%gﬂg atli(r%ﬁagpplica}tlt(g)?la%}L >
aciinh dhtication chpsto it TIARC) Sroln eRtipetiZBNendEguESCUErHtebrEem
oéﬁ%%ﬁﬁ%) i siHah asthegeaseeihs rasdaraacines thsatiansacipnavithontd
u

rther processing as shown at block 410. Conversely, following the "no"
b AFAEPLOFBIGERABS, a determination is made whether combined DDA/AC
genemtian ivasapispdatesiepiiddobe thatsledidl]) standaforaDyaamiefiaian
thentication, "AC" stan r. Applicati ryptogaram, and the two
S e U G N

alppmhehgtiondvanlrénuesiéen andialie 43avides readernestricveishhis pagrdido

MR dhs e PHANIG PRYMERLARMES BUEN 8% Enbndb: NS GBI iRt

Card (ICC)) and verifies the signed dynamic application data (SDAD). At
SuEl DRS00 15 SETblS SHoAEHoT ﬁ%&w&@ef e SDRBREC T

frear e processificaflonys hixtaked 38omiHie ithefSi2Altisiinotrelot, ithé

reader declines.the transaction as per block 410..1 'no" c
EEESEATAERNC REMAT N RRPRL RAFKARO WD B R30S e
Otberdlata Ttpras poeltlat tillosBirgrpapraopaidhe 15ad videa CpDrttosmaldata

authesicatigndailsad Nelethal dfoRnstandsiior Sermina MeJificalipgnce
Results, a set of flags generated by the termijnal that contains the result
o TR RS SRR e Bt basabs e f§ (RS EartF

appiéni@s' donfilpake #38andaddOtith rehdenpecitim srampinop hatie this type
ing restricti erminal_ri t, i riate
oS A R O DR R e IRRSIRC cAR BTSRRI

nyeprsreRsid rities etibiPastanias ket sashin dsfncc Feyfiebthage can be

opisterminactin blogkdd4. thedaadaiiassanta e HansACKQRn Ganvatsalls
at the "no" branch of hlock 444, the transactjggls declined as at block

atg PPl R DB AR g YGRS AR PRSBI? Bntry response to the
termifak of the data items read in the Terminal File Records is called CDOLI.

This data item tells the terminal the list of tags to be supplied in the cryptogram
request, items such as amount, currency, and the like. To this can be added an extra
tag for tickets or other e-merchandise, so that the terminal provides a ticket or other e-
merchandise in the cryptogram request. The basic rule under the EMV standard is
that if a tag is not understood, zeroes are filled in. This feature can be employed to
ensure that a non-ticketing or non-e-merchandise terminal will not reject a card or
other device employing inventive techniques.

The cryptogram can be requested by means of a “Generate AC” command.
This cryptogram is typically only understood by the issuer, but the card or other
device may digitally sign it using RSA. RSA is a well-known algorithm for public
key encryption that can also be used for digital signatures, The terminal can check

this as it obtains the keys that it needs from the terminal file records.
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containing the clearing record. The reader can send the Debit Entry
response to the 15 terminal containing the output from the first Generate
AC response; suitable exception handling may be implemented by the

weadesotlogscase that the card or the other device does nop¢gaRRNEtR6017
the Generate AC command. It will be appreciated that blocks 406, 418,

424, 430-436,.438, 440, 442 apd.446 can correspond to acti

take nﬁ‘ﬁ% ig[r]%oa]:lpsp |c'9aqi%?l e‘%ﬂe%?& r%ﬁe%’ééléhl%Z,eﬂc&g?&&{%?ﬁd&
trepsaRrdredpoin totaatoriattirkst on ethen seperctondismerdideclisdletis.
re_ﬂi@ ?&@;El%éé‘ FHETACc 8y be m&@%@&%ﬂﬁﬁ%ﬁﬁﬁﬁgw&hdﬁﬁﬁﬁ%éﬂ@r

_interactions. In general terms, in a normal EMV transaction flow, the right
(i i catfopfisowanders $uinasarBlegiotdr divRleckials: i¥ resiasio fithes
p@asd onotereldyite, riatinabvisk analypik At telsiieal actidocRnelgsislt

are performed, the carg is asked for 25 a cryptogram of a type determined
S SRR 8 SR e A LT T e RIS 08
anébpoidsl fo thebleeinfrial theamsasioproptiate fashioentthfthem the difiwainal File

REARSACHR flow seldadi erein when 5531%&%90%9;,&';?raa@,eagareipﬁonan

ticketing or e- merchandise related data may optionally also be read an

the, BARE FIAUHHSARENSY or e rthendeagshste desmibed Revc R ks Sresh
adaregeshinéeAnvungliE ViR as 3e:Recoidepainranesond byThneatabiare
GetData.commands. When the car ther device.is for .
e ERTRAN S KRS G2 AL N SRR R AN i henton.
Atridoskrdll ST e ceadbr pquses it dypicatiydineirkesitee A taglivatibaeHpary

adiekeldepieseiedtisRained tedhe aardeyherdhe chyPiodrm Mk .fea ueaied

(if ticketing is not understood, zeroes are simply passed to the card). The

Teegdh i EehiEr aEs e 4RS00 2007/008915 PCT/US2006/026917
extenstopldektsa0) ot abimnsaatonie @ ntipadllYeifushadsoupdssiklei tethe
write to a_data store hefore or r the cryptogram.r, t.. This can.be

R S S e g RS

a Berd disbohvithouezthgndaeuies thactitmgus respantiopdpr dbad stbpta ®otmand.

TRPBAASRAVGRSER, RcHsIRARRR e ORI K qherisiHSh BRGNS 4.

entry into an area, the PutData need not be followed by a cryptogram

Thegadsr vigreh e LRt Brien spnesisRdiscsfetie daif e ilinthsal tifpte
cqisifanth @vifhaiP eikesSstoge phesssgamnmandiddisSseemhsanddeltadtieation
terminal some ic fact the card and. transaction and also ., .

S e A R P S

PIRessgrds FrmeebrTisisly reaBloivk oAlor fivare Bihkddhereeronds to the reader

informing the terminal that something has gone wrong,

It will be appreciated that blocks 506, 516, 518 and 524 can correspond to
activity at the application level. Blocks 504 and 526 can correspond to activity at the
transport level. Blocks 502, 510, 520, 522, and 528 can correspond to terminal-reader
interactions.

FIG. 6 shows a flowchart 600 of exemplary method steps in a transaction flow
at the exit from a controlled system, such as a transportation system, for payment at
the exit. At block 602, the reader receives the ACTIVATE EXIT command and
begins polling for cards in the field, as at block 604. If no ACTIVATE EXIT
command has been received, monitoring continues, as indicated at the “no” branch of
block 602. The card polling and activation sequence is depicted at block 604. At

block 606, a determination is made whether a single card is present in the field; if so,
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such parameter can be, for example, the Application File Locator or "AFL"
parameter from the EMV specification). This latter record is a list of the
data items to be read for a given transaction. Records can then be read

WanRdhsuBead Record command. Other data items such agdhg@ffling2ss17
balance can be read with a GetData command. 15 Normally, PutData

commands are done as part of "scripting,", |.e guence . .
P AN SEE TR Rt b o B, € ot
caaghp hoationsntomigerdd initives tdaneaavihseriniguesadbinekif08mishthe

Ot {RIsYRR0f %&J@D@tg&fbﬁ@e@z%@&&u@%@lﬁw dos:s NALHAVER the

MAC can be supported. A number of data stores used for storing tickets

teginple (atABEEthasiornBesipb o fish sepaiste M eaprhy asdgeihd

fffigehheeas, s«%mta}mt@&twiit@)eﬁgaimb}smgmi ﬁckgf,eti@meﬂm@ laFyfil and
ature and other variations are. possible. Qne of the data items, read.in the
el Rl PO BT L L ECPPATE BTN I TR R
61he listtdédagd 8o the saippl ie_eldmr&wrdrypeogﬁﬁi Zelguekicireths Bach 88N
s AU L GHIS R ARG LES B8 calt Readess an SxiiR e a0HRE:

tickets or other e-méerchandise; so that the terminal provides a ticket or

regerdy . iR atbreirrtpligaiogrdnnrefurdplicheh shawm At RiReePe
thE MMdstangasdis tbaitifiRtaehis potiw)delsicedp ZBroesnreiledd muldts:

feat b loyed t -ficketi .
o R eI TSR TR eyt
reedeployéadinpibeiieteatinigacss 8bIbkk & piedieaw Renviderarpansied by
meang, @i &1 GSHSIRR A SAURDARY DALY RIGHARY S Piralbu ita

understood by the issuer, but the card or other device may digitallé(ﬂsign it
ay & AFIRSHOR A sTaR ALish SAEEoftth FPIBR R i 85 S ERFBHEN 3R &L
bieok edgohertsRe kesdigihtalsionadudes. ihester ol camahrdk thisiadlit,

obtains the keys that it needs.from the inal file records, 21
R G R e T R AT TS
GByaxdtic A Qepintaaad. eXbengttarpansediér blank $Sforudl owlfde tireastoragandfa
triKEHON ANET SREraRRNdISE, Atihlagk R0s2dN e GRLRY r&AaY aR Aptablia

CARD ID command and begins polling far cards in the field (in the case
COPREaREe ISR ¥ s ficke! SOBIGR% wed VAt Gk I8E6 078 athR TG RI T ARGUESE &
triifestioh icetig Jiald The seadeidiors teaaptcatos sahefiofsat Didsksck

T
casee fisstidborlyesirbthecheilinigeadeliedeclines the tramsaction without further
processing. If such is not the case, as at the “no” branch, a determination is made in
block 634 whether combined DDA/AC generation was requested. If this is the case,
the reader retrieves the ICC public key and verifies the signed dynamic application
data at block 636. If the signed dynamic application data is incorrect as determined at
block 638, the transaction is declined, while if the SDAD is correct, processing
continues at block 642. If the decision in block 634 is negative, static data
authentication is performed by the reader at block 640. The reader will set the
appropriate bit in the TVR if the static data authentication fails. In blocks 642 and
644 the reader performs processing restrictions and terminal risk management, setting
the appropriate bits in the TVR if one or more tests fail. The reader performs terminal
action analysis in block 646. If the result is a TC request, as determined in block 648,

then the reader accepts the transaction, as per the “yes” branch. In the case of a “no”
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Records. This record contains the PAN, the application expiry date, and
optionally the PAN sequence number. While the arrangement described
may offer speed 10 advantages, the PAN can, if desired, be located in

IY RPshgssord. The variables mentioned throughout are fagyliahigehgor7
skilled artisan from the EMV specification. At block 518, the reader

arses record one, and retrieves the ; jcation expiry date, an
LR e R e S R
stibvel dreotic;, TNERrendant tisds: thedy ahieltOTVR Bsed blorkle20h¢Hermdual eisk

mggggem% Eegtrhés.P/ﬁN bﬁsay%%;u%%@@g; andhithe . apRlication SXRity datge

the GetCard ID response. ck 522, the reader receives a store
teekedl conmiiing Hsdlsarsesatiéddata as a preparation for the PutData
co n;] (=] bﬁ[ ﬁ%ﬁaﬂ%ﬂtﬁammﬂ)d df@g,ﬁh:?]eﬂﬁhﬂimi @tﬁ?;f Rodifitehandise,
is shawn in block 524. The reader sends the ticket or .
SRR RO e m@fﬁffoat%’%gfcoﬂrﬁ%%?éﬁ&v%%ﬁ? deRs*
agecuizeethiss dipoky . A6 hiddk S35 62de 6264 ﬂégéﬂﬂaﬁéﬂf@éq ﬁé_(hc@bc@iﬂf,s,
6¥%hi@d%§9|9&l§ onfiisreaderiniormsdhs irminal dhat %Er@((jéﬁ'%cks 604,

proceeded appropriately. Block 510 "Send NAK" corresponds to the
698 a88 A3P RemeRTECIREnG FARREeTR Al the isErnaY lexslg i edirrin ol 620
activity at the application level. BlQcks. and. an,correspond to.
vty G the R (ool BOGRSEED B THFES0, B oot GO agice
(reﬁmeép@asjetoaamﬂﬁ)'rmlpmad@ ph)memttiap&cﬁlﬁi &ﬁﬁm@iﬂ@w&r’f 2 )
s,%@éﬁﬁi‘é’ %%iéﬁ?%‘iﬁagﬁé’&a@ AdrraRagliondian IR AXE O Jariables

controlled system, such as a transportation system, for payment at 30 the

asilhelspopmoizierbadiiderrevaioble franacepNhheEkorer CBfRERhd

R@mp&agiufm JonGags hﬁéﬁglﬁw@g e DRGep 081 RO RERY Y oEReRa¥kT
comman S recel , manitori conti S, a cateqd at t

a rﬁ%?alﬂgﬂ St gk %%‘E.ﬁﬁ@l %rﬁ‘%’é’ﬁ%e@ éln‘é;‘é%}l e&éﬁ%{ganuégﬁcléa?som

natepect 8Nt Wik 6 04c-Atayblockie0 SO e fhitiatictegs, noalje theh dtmizal

wldlerarg is;presantin e fislehif 6%+ 23 WQ QXYAO0089%5, the Terminal
PCT/US2006/026917 the reader moves the application selection as at
sescien 3¢ BV syt ipléhcc dersldrdpraiinte, the ARRbATRtiatese

THheirMavrlisethienee st diRciatttanditie Roang Mol blagk Gilthés
rmed; the reader sends,a dehit yesponse t terminal, containi
AR Ree Srmern Ly e A bl SR e

tag and Customer Profile tag. The Terminal also includes H* indicating to the Reader

that the interaction with the Card must be completed with the COMMIT command. .

In step 703, the Reader starts polling for a Card. If a Card is found, the Reader
activates the Card. In step 704, the Reader selects the appropriate application and
initiates the application. In step 705, the Reader sends H* to the Card and receives
RND and ATC. The Card stores RND and H* in volatile memory for later use during '
the DEBIT and COMMIT command. The presence of H* indicates to the Card that
non-volatile memory must be updated with the COMMIT command. The Reader
retrieves the Customer Profile and Card ID from the Card in step 706.

In step 707, the Reader sends the data objects requested in step 702 to the
Terminal in the ACTIVATE response message. This includes the RND, ATC, Card

ID and Customer Profile. The Terminal determines the Amouvnt based on the
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5 further herein. After application selection at block 612, a ticket, ticketing
profile and balance can be read at block 614, and the appropriate
application is initiated at block 616. In block 618, the reader reads record

Wz?&%@s@sto retrieve the PAN, PAN sequence number apgd-apRiraiiofn 17
expiry date. At block 624, the reader reads other records to retrieve all

required_application data. In parallel, as show lock 620, 10 the reader
Cughmetg? et?ﬁcﬁ@ﬁnéoﬁ'roﬂ‘éf SAIGHEES PaN’ I\?‘é%q%geénc%tﬁu?gb%re
MeRchappkc /oD, exPity mat€ad [fBrtafstae ACTIVAT B&XEe fekpdnrsdise is
.Me ile, ther ' ing.t ' : 24 i
T R B e 8 e e, Bl

alsoinahuded hndRDEIsos thd Gaiteannas braprlriEd foftheshnarcaitstitien dhste

TAEANRR N h-AGgIhiRe Rllek AERCHANIONIE A dags eadlaIkERNSND
reading card data via read record commands. Typically, the t minatl has
b5 damairil geierdie hise ot

and MU n & BRI En PSR FE nBS d SHRPR B5 S p
Genexaig.H6 sommAREidSHlalaRaBEe I PLRICOKPZ AR B e R Ruith

amount and a transaction date and/or time stamp. In block 626, the
thcBRIgResE FRIGIA R DA e CRRRRIRA R S AR TR QPR DIRAHEERTE
coMitteni) blackdp281 IhentcRelaleraghesiaMBRICHANTITBEcartibloatetogtiber

card deactivation se ce gcgurs,in block 630..n block 632, it is
B Eagt RS a ARCF At oL e pepLr
carasepds At thp "iSs ther &hoh peforos de cardctifle sianesraxshetd S WsAEE

piysthsF patagessinghdf ieMispoLITe RSRsaatiife IR NieRSAndise and

determination is made in block 634 whether combined DDA/AC
Refesiilraiforyimilder gnERetEd HhiENE e BrSeisd e Patiaet MfRNME
comfmapublictkepand vesfasdbesighaoitynameccapp is ahano HihtaCo itk

636. If the signed.dynami ication data.is incor. rmin
o Db AL A AT Rt lr
Hiireceiveihes roheifie SabSERBUBNFI dsdbeision ks DIBEK GBY")s If this is

tRegaliMEes Rl CdpiayRutBenicREOR ISR HRiReS! by thadeaderridleaise
640. The reader will Set the 30 approprjate bit in the TVR if th sﬁatlc, data

togthreARO ka8 frlbigekbceMistaiaish FORERSAdEH SEET g Recorpt 1

tHRIREESHIRGTBICtDRs @ad ymipadtesihmpyagemehiedetingeths in non-

valg&ré)glri%toe bits in the TVR if one or more tests fail. The reader performs
fetmmar action analysis in block 646. If the result is a TC request, as

determinedinhlckAeatbeniitiedieadar fecepis. Thiraashetidrpisier
e B BB GRANERANS [ abr ASaIme T B A
pleretibedteznding Peporuf théheebeterinal in block 717.

FIG. 8 shows how the e-merchandise is read, checked for integrity and
authenticity and then replaced by an update of the Merchandise. If the original
Merchandise is a multiple-ticket package, such as a London Underground Carnet, the
updated Merchandise will contain one Ticket less. If the original Merchandise is a
single Ticket, the update invalidates the Ticket. The Terminal goes through the
following steps. At step 801, the Terminal sends the ACTIVATE command to the
Reader to initiate the application. The Terminal includés the tags of the data elements
that the Reader must return in the ACTIVATE response message. The Terminal does
not send H* to the Reader. This indicates to the Reader that the transaction does not

have to be completed with the COMMIT command.
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should use the TVR as sent to the card, not the TVR used to collect the
terminal risk management results. In block 652, the reader sends the
debit exit response to the terminal, containing the clearing record. 5 It will

Beo3ep/esisted that the method depicted in FIG. 6 is a modifiealigafbasor7
standard EMV procedure, adding, for example, steps 620 and 622. It will

be furth iated.that blocks 606, 614, 618, 624, 626, 628_632,

4D SR e R RS TRS sl K R th £t o e
Repplicatioatde vl Fanithir stolo 8RS, 601 RBOE acldc63bcamconiespgpdaion
RN HANSRSH 1BVl TR DIOGHE 5024630 GHA629A 62 RrR

652 can correspond to terminal-reader interactions. FIG. 7 shows how the
cnmandddrsaisshtR g hEpalhsdrtdsines RRSR raw ilesnenssy doy
la@f rlmgt %@Q&M@ﬂﬂmﬁmrﬁﬁﬁtﬂ@ﬁ_ f d_V\i]méag@mdﬁeElﬁfoS-_rcham@I I&fftf;@m the

skilled artisan.will apprecjate from t text the signjificance of the
R Ao L O R St TG VAT R et
neieskmileihenieymindbd tpRaeatierdthrnite Caidljjedmoagh the following

steps. In step 701, the Terminal generates a random number UN*. The

TermiBatter8dtaids Reenastiorss thmMER RIS sslopn e wsala
stgf;ﬂ-maméltmﬁﬂon@wu eﬂmm@f H k%oa%m%ﬁﬂiﬁai@rmﬁmﬁu had

it.is difficylt to calculat * if H*.is known, At 1 rmjnal sen n
AT EBh B S BRI, RS GRe0Ts
thEeR:aamlsbmthﬁheﬁmé mgﬁmmmélmmsmmmm|me
TERHIRI e AN 'RIPIRSE IBESSRIS LIS EI e 1 BID

tag, ATC tag, Card ID tag and Customer Profile tag. The Terminal also
W#ﬁﬂt?aé\éqrphﬁaiémeatiwg%q%élﬁ%@éﬁr it N AR vifth ke regeplar

crmaspbercempletedveto the COMMITcRmmande -alap/idanine Reades
star ing for a Card. If ard i nd, the Reader 25 actjvates the
s tah 1003 e AN B (G e P e Sl R AE ARG

ini e AYESREE ANPISE mnelopstep! 105, tvekNBoetet ABAdsiH HtxabeBatdRind

.h{g&%&yg%ﬁﬁ\éqm&%@m@&@& es RND and H* in volatile memory

for later use during thé DEBIT and COMMIT command. The presence of

H* indficates g 1A Eermitahecheh e mine YHaH S NRISTh e g aatdasrier
witte GOMMEcammanteddhe Reasder J0 tRrBEBSTRROUS osen KD iEhe
BT R L B o Bt
impspomsdhmdsgdge IT visin8liZd dbet HReRND soh I the arclv| YERCHANDINEY
avile - hanlerminal-drierping b AT Ay BLRR34H0NEReT 28mmand. In
block 813, the Card stores the Merchandise together with RND and ATC in the
Merchandise container and stores the Receipt in the Receipt container.

I steps 814, 815 and 816, the Reader authenticates the Card (the card
authentication assures the Reader that the Card linked to the Card ID is a genuine
card) and the Reader passes the Proof of Payment (for a zero Amount) to the
Terminal.

It will be appreciated that in general, prior art systems rely on merchandise to
be delivered after payment. One or more inventive techniques enable a trust model of
data storage that allows merchandise to be delivered before payment occurs, Within
this data storage concept, the availability of the merchandise is free but the usage

("consumption®) is restricted. Unlike physical goods, it doesn't cost anything to
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WO 2007/008915 PCT/US2006/026917 Customer Profile, at step 708;
and calculates a MAC over the data of the Merchandise, RND, ATC and
Card ID, at step 709. This way the Merchandise is linked to the Card ID

arshthskpiale it can not be used in another (genuine) Card. Agtily@si 026917
includes the RND and ATC, it cannot be replayed to the same Card either.

The 5 Terminal stores the Mer an |se| the MERCHANDISE envel e
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the Recelpt to the Reader as part of the DEBITWRITE command. At step
merohapdisk cHifanechyy g8 WERS aUDRSE Enteloprasyslionrddiies

cRaympabialatedeaiaanttng Recelatin the Eé@ddapﬁﬂaﬁib@fsﬂaﬁl@ %ﬁk?[de
command. At step.713, th‘%Card performs |t8%car iﬁb’ ment an
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the Card as part of the COMMIT 15 comma d Upon receipt of the
StOTERRINAI Pl gars7anRleCard verifies if H* received as part

og thei}@%%%Hﬁd—éhENﬁﬁoﬂﬁﬂ’ﬁﬁsfﬁ[P@eﬁﬁo%ﬁ Iﬁh&hhe)ml ftlri]%i ﬁl'e&cﬁlah@t @%@%
tente ard update S non-volatile t stores t rcnandi

S SR it PRSI o P PP PN N iR RSP 0 1 6 SO
(N@t&mlmaheqﬁeme'ﬁnmatehamlcﬁmmeoh@iwempdath@lmelpayﬁiéhand
?'ﬁl@%%?éﬁéﬂ@%%% neNkSQotplatile: memary - I Hleck 4l Gt 6. RRRIGE

authentlcates the d. The card authentication assures the Reader that

mgrgher gliostso ‘Pﬁeaé%lﬁ?f@ idchentlite Batermind Rehdard jasseditle

mafﬂﬁft@h%ﬁ&m@t: t6r therexmingd.inleekid mheldianBnsbiwvs oW EBE: the
o merc dlse IS :fad checke %;%ntggnty and 25 authenticity and then
erc

ace byeéﬁsﬁeﬁ Ate alfat%e ise. If the original Merchandise is

a mutﬁt@i%ﬂﬁ%&&%@@%ﬁ&&@%ﬁﬁ%@@& Undargronid GRreek NGean

updated Merchandise will contain one Ticket less. If the original
sepfertiRa R sErRnsibEifigte Ticket, the update invalidates the Ticket. The

T minal oesthrought e followin tepaﬁ@ ép%SOl the Terminal
ﬂﬁ&)&?‘fﬁ\‘ﬁiﬁ“@% 8‘(8 0 initiate the

. apﬂmﬂnneﬂheeﬁﬁrm‘ﬂsla&mmmmpsmﬁﬂ@%ma elements that the
Readgy must ﬁgﬂm '”ltr@rRé&T Wb re?ﬁsr%ﬂﬁs Sa T LEF P%e
does not sen ader. This I tes 1o th c?er t att
acgheaGiafhaduaimed confirms to the merchant (i.e. to the Vendlng machine) that
a transaction is successful, then goods 908 are delivered. The acquirer shields the
complexity of the card interaction from the merchant; there is no direct relation
between merchant and issuer of the card 906.

The extended trust model applies when the goods are in electronic format. In
this case, the e-merchandise gives access to a service (transport, music, and the like),
further referred to as “wsage”. A typical case is a client buying a ticket (e-
merchandise) at a vending machine and then putting the ticket into a turnstile to open
the gate (usage). If it concerns an e-ticket, a data carrier is needed to hold the data.

One choice for such a data carrier is the payment card used for buying the ticket. As

the card is the carrier of the ticket, the card will be involved at time of usage. This

extra involvement of the card requires an extension of the trust model to include both
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have to be completed with the COMMIT command. 25 WO 2007/008915
PCT/1JS2006/026917 At block 802, The Reader starts polling for a Card.
If a Card is found, the Reader activates the Card. In step 803, the Reader

g%%%?,gaggﬁopropriate application and initiates the applicatm,ﬁgﬁgg@%m
04, the Reader sends the GET CHALLENGE* command and receives

RND ATC. d st ND i til 5 lat
SRR SR o LR C P ok TESEN G S e et
atReadediddisandicatd 16 tiduSarestthatpnepGOMMITroalvimEhe sait. be sent

and t%%ﬁ(‘féog%% PERODIMFLES dRdRtegavith the REBH. cammand.

In ste eader retrreves the MERCHANDISE envelope currently

mgrehaeflispiht00% 9. theetwmEiva HAMDRSEr daversHanstiamitk nerantide

reFRNE: HO-aRfidEClelal YLRAPErdRerRaABRNAIUE SRR LR Toanthe
the Card. In step 807, the Reader sends the Card ID, RND, ATg a&]q%]the

HEIRCIG ARIB IS NG TSP EE e FEHITh TRV TRE AECFIVATEARE) Witnout
papessagEhilabidnin8DBythefTexmirat drecleschahtethacietiban disehowas

calculat r the =and ' for ' in. -
e R et LR kR M o b S

givanfeccyr Dt saseseromaaERR (i Badiarcoomsa T Suminial 98788 1one
adMerchendiss: isthe MERCHANNSR envelana erwidilsibeRNR arsl ATC

with hexadecimal "F's. In block 810, the Terminal generates a Receipt. In
step 8% ke¢hanTElGhihd) skenl shthelinsvediiBRESk i Digdkderivéibfie tegither
ith the i e I b ] :
R R A e S L S e
ngpefiFERkiasrilsace@iren and dranintltenosl of thrlrepadbe seFdethE Fewn
2MEREHANDISEH60RIORE trasther wiliihe-RageaiRitqibes Caedas et

of the DEBIT command. In block 813, the Card stores the Merchandise
mf@baﬁ?eﬁﬁﬂ?flﬁ 15‘%%%?% etﬁ?%b?e‘l‘cﬂﬁ%%%gs&?ﬁtainer and stores the

Recethtuiniieitrzecdsphdodtainer. 25 In steps 814, 815 and 816, the

ReaderahePUsaIGseGAC NG CA g, AUheRIicalion ASEs the
1'Rea erethat tlfe %ﬁﬁnked tothe CardID Is a genwgne ca%o% and the
2.Relsget Passuiegomlbof of Payment (for a zero Amount) to the Terminal.
3.1t willDe anpireRatesbtiat in general, prior art systems rely-on

meychandise to, 30 be deliyered after, payment..One or more inventive
M@Sﬁ?ﬂﬁ‘ e%cwagiléfeavm}lgt ?ﬁ%ﬁ&%‘ffé %a.[l){e ygoo&s in the gate. %ey re?y on the

card functionality to protect against cloning and replay. Therefore, within the

extended trust model, the merchant relies on the issuer to control usage of e-
merchandise and to provide countermeasures against cloning and replay.

In swmmaty, in order for the extended frust model to woik, the data storage
should protect against:
1. usage of unpaid goods (extended responsibility of acquirer)
2. cloning of goods (extended responsibility of issuer)
3. re-use of goods (extended responsibility of issuer)
Protection against fake goods remains the responsibility of the merchant.

The relevance of having.-generic data storage functionality on card and
terminal will now be described within the context of the extended trust model. In one
or more inventive embodiments, protection mechanisms as just described can be

implemented
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data storage that allows merchandise to be delivered before payment
occurs. Within this data storage concept, the availability of the
merchandise is free but the usage ("consumption”) is restricted. Unlike

pds, it doesn't cost anything to 26 WO 2007/008Q49ys2006/026017

Riysi
PCT/US2006/026917 "manufacture" bits & bytes. One can take the risk
of providing e merchandise as long as one is sure that payment is

* reRESEHRI S PATIE)

» data sipsaee: @Q&ﬂa@dﬁ@l be partlcularly pertlnent to e- merchandise.

The {nerchantcan §1t is tr del n;,lee1 & ar éé .on additional 5
RN EEBHERS (S ?Pus({ |nt{ ?slsuet% e card app #ation should

provmfhe peageofigenegaiisticionlrgvas well as against re-use of goods.

éﬁ.’[l gne %‘%ﬂ&tw'th on-card data storage (e.g. ticketing
erc |s enables the new trust model, and one or more

invertiv& wdsiispideciskpinseloeiiornd e lgta storage using a fast

and simgieirapaaeiandnsmis E&%@Mﬁ&ﬁé ivibe-Haditenatiaast model for

ment, the merchar%t trusts %ﬁ_uwer for men The

{RGiITRGEESE ang%ﬁﬁ ?rbm the

-aQq&diﬁﬂérél'ﬂﬂq)mﬁﬂelmﬁhMMthe acquirer will honor this "OK" and pay

5« BI0E IR
or Other e-
card pa
mercﬂa@ﬁ%\ffd‘é’g‘fﬂ%déﬁ
10 the mer%b tas

the mercﬁn ?a SO relles on gﬂcﬂl
control Widieutiknevtederot Srpwesikcaranisasaisel Hemeacmatmerchant

- NegdsHa frystoth the. acanigr.and 1hedsaugs for management of goods.

FIG. 9 illustrates the traditional trust model. In this model, there is a clean

k:glset Ie ﬁﬁ&qﬁgeﬁ In the extended model,

sepafatid Wé%ﬁ%ﬂlﬁ@?1%%?m%§ﬁ8n3|ble for the
vending Wﬂﬁiﬂf@%&d@@ofﬁh&@@mﬂﬁe@pﬂmmnsmle for the (payment)

termipal 9 %ﬁ
15 on tr %

ant d ac uwertg mercia re ?tl%@
.now e
&t acquwer (wa%he ermlnal; con |r bt t emer hant |e to

dahrestengtingmadtritie hevat the thelh Saneldn thesirte stunae dapligadadhsonrd
a%et%kw)egimmﬁmwar ahigldsiihe pomriext uﬁnseescqmdﬂéeaamg

from the merchant; there is no direct relation 25 between merc t?% and

eralqfim et ten dhe. AP o7 FHRCE QBRI YU b 6 P S ety e g e

tadle In electronic format. In this case, the e-merchandise glves access toa

Qonae

488U re consumed. Therefore, the trust model of

unctionality in terminal and card to

sepdcef transportmy olL., and-thet III\C), furtherreferredtoas ‘usage' A

F%Eéﬂf se is a cllen?%unﬁnq a ticket (e-

i. Retrieval
different
profiles

of

client

Client profiles contain information about the cl1ent from the
perspective of the merchant. The merchant can use the client
profile for

e giving access to particular services

s determining the transaction amount

As the client profile is merchant specific, a single client may
have different profiles for different merchants in the same

card.

single
booklets
(“carnets™)

well

2. Management of

tickets,

as

as

A single ticket provides a one-time access 1o a service. After

-usage, the merchant invalidates the ticket so that a client

cannot use it again.
A booklet is a collection of single tickets. Hence, a booklet is

a particular type of goods that is used gradually (e.g. one
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—involvement of the-card requires-apn-extension-of-the-trustmeodelto-include

merchandise) at a vending machine and then putting the ticket into a
turnstile to open 30 the gate (usage). If it concems an e-ticket, a data
carrier is needed to hold the data. One choice for such a data carrier is

@8 %};mg;&tscard used for buying the ticket. As the card is {hergafigseko17
the ticket, the card will be involved at time of usage. This extra

b&HPSﬁWQOO?/@%@%ZOOG/OZGQl? acquirer and issuer.
FIG. 10 illustrates the soieposéohtgistneockek far beyivigearve:tickeizat thee.
vending machine; FG, 1.1.1 Ales the praposeditistimodsl g{e}gﬁag@\@
Unlike FIG. 9, the vﬁ%#\%‘gﬁ%ne 1002 i#%)IG. 10 proviges the goods
(e- merchandise) 1688 tovrki&mRE: 20B2031or to confirmation of

3 PAVRDEb RIS DI RITRS AR A90PI00RIJRvRT € ThSt dfie thadmes6hatare
The merchant relies on the acquirer, to implement a transaction flow, tQ‘IaIE
prEERIE- access tg E@Bﬂ%gﬁ/i%%&erﬁﬁﬁnghtﬁ%§ FAHBIORSE 160 PSPt iR
from the merchant iscaheciptaitidaistit condernsvismerghemdgser¢sinhop a
data). The e-merc 1%%11 e has no value other than the service it gives
access to. In case|of noh-payment, the merchant bears no financial loss
as long 10 as a cliphptaafeiotbseripfiono ResIPFHBEIGEPHRERES Y 1006

IsTOepicted as inm FIG. 9. As seenin FIG. 11, when tfie client exchanges

the e-goods 1108 for services such as rail transport 1112, the gate 1110
"talks® RFrdRYFAHSRNEAR AFEBIPE 6 AL Wi 21 Ao iﬁ’%@nf‘%%&le%ﬁ%@

irngdiée tninahar dmididifenrepe, hddnearaifantrechds arvdadelition8bfzmte
functionality as. protection against counterfeit gopd ,18£r€,4534
i Sanaf S O P Eo T SR b a e P EF, 198120204,
2@oRfterfBitgaedsngit de: cnplarsdréatetrmpls, fragastertinnvisiinsyaies

dQ¥ilhe SRMS B AeNPING S0PID . 27elones LHIgNUIAGH00Es Jistanlays Ght
genuine goods. 20 Merchants already have ways of degt;(fetcti%?#gkegﬁods

o4R IRPIGEREE PHEOTMAPORANRET TG FOPRIH LRI RSSHS Stek CBISAHS
Aansheeplay. Fiterefomemaiiiin 28e exiitnded treigtronedet, tR2in{eichhrrould

relies on the issuer to control us f.e: merchandi i
c%ré%s toenfcrlh% gél?? é)srogasghqlr S?%%ons 998 31%) {gén%'i‘én%ﬁn%%‘?ﬁ?opé Qyﬁggts f

O
oning and replay. In summary, in order for the

thexteetieds triiepsmansb fecsionk, divelereth ResiagEO PSRRI Tt 88 ARt
1730/SRER0H PRI gRAdR aNEsd dseRRaaRiltY &f REEIUERY the processor

1220 could be distributed or singular. The memory 1230 could be implemented as an
electrical, magnetic or optical memory, or any combination of these or other types of
storage devices (including memory portions as described above with respect to cards
102, 112). Tt should be noted that if distributed processors are employed, each
distributed processor that rhakes up processor 1220 generally contains its own
addressable memory space. It should also be noted that some or all of computer
system 1200 can be incorporated into an application-specific or general-use integrated
circuit.. For example, one or more method steps could be implemented in hardware in
an ASIC rather than using firmware. Display 1240 is representative of a variety of

possible input/output devices.
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..card (an

2. cloning of goods (extended responsibility of issuer) 3. re-use of goods
(extended responsibility of issuer) Protection against fake goods remains
the responsibility of the merchant. 30 The relevance of having.-generic

%a}(ﬁt%@g%functionality on card and terminal will now be gesaiees026917

s T PR 15 P T/US2006/026917 via a generic
keomimial thécwd. genienicpalienenny) ware awrpis ot rdg iMGHgds and
a %ﬁé‘ﬁ%ﬁ%@@%@%ﬂﬁ%ﬁ%@ﬁﬁ%&%ﬁ QF 16V R o NEHBRAGOfHENSIE

evices allows: 5 Issuers to provide payment cards that o Can be used
CHBIPRERE tih S OBYHIEY, Adrhle m@w%&%%&aﬁ%@@%%%’&&@&%ﬂs
kiR BSUanaBshINEHY s haREr OrWNi o gMte dgdo Tibamspiscifierable, in
reg uirtemenl of the merche%nt. tAcg%[erstt 1provide t%r inals ttgat 1%)
CEEH T LN B R S TSRS, SR tRe I e%%%guﬁ%nso%ﬁse(fg%eo the
tepesiftodequirercratof aprateschatitcudvierdieegits (Bhaseogiitsricreadable
nﬁwelﬂaﬁ%%dé RIS DR HAS Y ERIGLS Jor I SPARHIG AR SIGrages,

application o Without knowledge of the payment application. 15 More

EFRBANIM AHFMBBOGH/EHIH oh&Rih O oh AP AT B e (G 8ndtiR i
cSHPAgRe oerdprite, havedne fullorasfiatire, datkvstokagetiuneliosiiy the-

q tefminal) sho#dcﬁllow for a It.nlerchant sgeci ic reqéxire{_gnents. In
BHAGr TGP e A MR THE BhVILEGRS finctionality covers may be ds
clsetridytihiny thediotiolvimgn ablevoprtibatéy MheamfigmatResisiaklofoCent
witipfl ompnia) @ﬁ&ﬁ%@ RAROL thEC ES&%H@M%@J&%@ hidigtis any
perspective of the merchant. The merchant can use the client profiles

mSFOARESTB i Ry iR 8 SORP WO igadsTEelons and data, such as magnetic

variations on a magnetic media or height variations on the surface of a compact disk.

The computer systems and servers described herein each contain a memory
that will configure associated processors to implement the methods, steps, and
functions disclosed herein. Such methods, steps, and functions can be carried out, e.g.,
by processing capability on elements 102, 112, 142, 122, 124, 126, 134, 140, 206,
208, or by any combination of the foregoing. The memories could be distributed or
local and the processors could be distributed or singular. The memories could be
implemented as an electrical, magnetic or optical memory, or any combination of
these or other types of storage devices. Moreover, the term “memory” should be
construed broadly enough to encompass any information able to be read from or
written to an address in the addressable space accessed by an associated processor.
With this definition, information on a network is still within a memory because the
associated processor can retrieve the information from the network.

Thus, elements of one or more embodiments of the present invention, such as,
for example, the aforementioned terminals 122, 124, 126, 134, 206, 208 or payment
devices gqch as cards 102, 112, 1302 can make use of computer technology. with
appropriaté instructions to implement method steps described hersin. By way of
further example, a terminal apparatus 122, 124, 126, 134, 206, 208 could include a
communications module, an antenna coupled to the communications module, a

memory, and at least one processor coupled to the memory and the communications
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determining the transaction amount As the client profile is merchant
specific, a single client may have different profiles for different merchants
in the same card. 2. Management of A single ticket provides a one-time

AGSes Rgdiservice. After single tickets, -usage, the merchantisatishaias 17
the ticket so that a client booklets cannot use it again. ("camets”) as A

boaqklet i acol ectl tlcket ence, a_booklet.is 83 & th
™8 ﬁf’cﬁ% 65% goodn %ﬁlagls uSe ng?é%fjsgll é%“%#e Cﬁ\/? ! ©
26017/ AOB 9 HHPETHANS 20 0SDLE IpPropulst AP, a@i@k@inalt eengrieyopld

be B%?Jb 10, QUYES ACEESHARASRRIRSIONE! SlaNgS! dims.: g validity of

e subscription IS defined bythe merchant (a day, a week, a month ahnd

so orfjcriBElNgdntEb: bt AnRIEsREdstBrb oG VE T8t ERIRHRRR 0L |

PRI BRGHISC IR SinBN RN UBpLRE rpmsgls.zﬂt éﬂlﬁy&iﬁsﬁl@ ustapuss: terpgeah

that he/sh |s e titled go use the slerv ein n& ona E'}Ir%ns)ét
o ABe8gF § 6?&? Or8eaiSte Aay nqﬁ gﬁseé’essé;r)y. & invention can
foetin plogih sdthnarelapd/grsoiwar erms penistSo fvbiet sy testn iBaydie
"%&feddtgafm o SSIB0NE SRMNATS FINGERCOREH Sl SOlBRER R0k e

employed, for example, in connection with a terminal 122, 124, 126, 134,
PIBSR0I6 DSt pARals g SETERHIStoSRBIPRERK SRS AdAPEE R BB With

cﬁw% daMicenBlsh as ﬁﬁfx@ssﬂe% il Aefdae. dilaaents ahioak diagtam
yst m 900 that. can im ent iart O{ea?tlllerf one

SR ARG
toﬁ? BFIHE PrESeHIHY t OATRE SIS AT fﬁc emory 1230
h@eﬁm‘lgures the processor 1220 (which could correspond e.g., to

proc f§§§53 Argns t%%e 1&9%3&%9!?%?n%hen&egemorﬁ@ﬁﬁ%twel%ee

meth eps, an unctions disclosed herein (col ectlveg% shown as

desesthedhersip VR T ey toHBCrARS BRI BT ISttt aRdsrIeed:
tRPEhENBVRIPASE Aotlidal-aay ithbe gts&ﬁﬂataﬁd@mmlmdm mﬁm@ rqther

1230 couyld b lemente as an Iectrlc netic_or opfi
CIEﬁng?fyagg ﬁ’iméjﬂoélfg thes e oS ypesqdrlmg)%agle v‘ivégeﬁs mcfi in gé/
ﬁﬁmltheqummomﬁ&ﬂ‘ésanmrﬂitabove with respect to cards
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15 102, 112). It should be noted that if distributed processors are
employed, each distributed processor that makes up processor 1220
generally contains its own addressable memory space. It should also be
noted that some or all of computer system 1200 can be incorporated into
an application-specific or general-use integrated circuit.. For example,
one or more method steps could be implemented in hardware in 20 an

CA&IIsather than using firmware. Display 1240 is representative of a
variety of possible input/output devices. 30 WO 2007/008915
PCT/US2006/026917 System and Article of Manufacture Details As is

1 kheunpnithénpigpeartedmaitholdneinicanedrd aspuens afdhistinetoms ahrndise

uIRRAAspusaed DArRIn M. N AU ELAS ANATEROL paymen

manufactu t itself comprises a computer readable medium having

spesiipuien. rocdstsiationy ihéihans Eavsoidacthedse THELBIHBlReOmPrising
theq ¢ program code means is operable, in conjunction with a
computer system, to carry out all or some of the steps to perform the

fopiis BFEraationing HpParHniied st by HrHdREmnTHE BB tepccount

nigddaie medivimmay hecadserridabliesmedisndaigdclioppyidisksn fianed
drives, compact disks, EEPROMs, or. memory rds?ior ay be a .
AcHaRRILs B SRR RECH Y ARG D t&&mﬁ?ﬁm& %@E&%ﬁ%@?‘fﬁé paymen
myiigovhgieunainccaking, orieirgtass: epasifiedisingdim@rstdivision miedtiptec
ac eﬁ% code-divisio mu(l{;/igle agcess, or cith r radio-fr%quaanc fCh?th%ll)é
mﬁfﬁ@a R RO TR R TS ey R 8 StS e B Fmation Suttable Tor
ands@upliél @ edthfitstaesystamamagnbmebdd (e rimputer-od adalpleyosdee-
mEGRRGI 2 ATRERANER fo0,8 IR R A SAmANIEL IR Radh DENRNR A
datstich=s magnlé?lc P8 Vanations on a magnetic media or height
tovaiibfichsomthepsyravereiialcormidaotediskatiPhelcoid pleer aystéeris abeing

pg%rl\{gg %(zfsa(% '?{?Q Q%mfpia%ﬁ)gggﬂ@iu%memory that will configure

associated processors to i ment the methods, steps, and functions
fadiselospgehention Strhdmenhpsiastepairiprdietishucdanipenatipidly s

S emPYPIRCESSRG cARRRI AR algmeaRys 102, 112, 142, 122, 124, 126,
134, 140, 206, 20 208, or by any combination of the foregoing. The

fagHdntion deettn @ e idisemprrach soeachruliferpiied sisragaendioe said
rdistinmad REshauahse matias eauld bectnlemenied asafirst

electrical, magnetic or optical memory, or any combination, of these or

e BRYESHRESHE e ANACR EaNTRTUOR BFUHSERSHA SIREFRBIS derictfpderid

firSOREHMaMARIRRANERRIGIhAOIS BsRTIPRESTERY drdenaralinh aileatoddatreatdber
from or : o .
and said payment specification, said non-payment e-merchandise related information

being stored on said electronic device in accordance with said payment specification.

2. The method of claim 1, wherein in said step of facilitating interrogation:
profile data pertaining to a holder of said electronic device is obtained; and

said e-merchandise related information is generated by said first terminal electronic

merchandise module based on said profile data.

3. The method of claim 2, wherein said profile data includes information identifying said

holder of said electronic device as a member of a class having at least one of a plurality
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25 written to an address in the addressable space accessed by an
associated processor. With this definition, information on a network is still
within a memory because the associated processor can retrieve the
information from the network. Thus, elements of one or more
embodiments of the present invention, such as, for example, the
aforementioned terminals 122, 124, 126, 134, 206, 208 or payment 30
ofleMicemsnichiagoerids bR diliBe 36t canlraikicuset ohcgnpatetating to said
techriulolo - with appropriate instructions to implement method steps
CHEEEA neog‘yﬁ'erein. By way of further example, a terminal apparatus 122,
124, 126, 134, 206, 208 could include a communications module, an

4?%%%%%%918%}9%bg&%ﬂmgm’%ﬂtiﬂ@agﬂpwégoaemm&qxe andsabieash

one processor coupled to the memory and the communications 31 WO
2000891 8P S SROEITH BOEt pdda B BHAERREIvE (A IATEYSE a
risentagtiesspayment device (in lieu of the antenna and communications
module, appropriate contacts and other elements could be provided to
interrogate a contact payment device such as a contact card).
s ARROEAINGLY oftoiihbe aBprasiaiRisthn QB mer testhedineMEtohthende of
resent invention can include a computer program co rigiér{lg cor‘gflputer
Bl MRS FoRIE P EHE T TR AT 6 e IS 5H Sy
Cdﬁ@ﬁh&@%@[ﬁ@éﬂﬁ%ﬁﬁﬁﬁﬁﬁfﬁﬂﬂi@[@iﬂ when such program is run on a
computer, and that such program may be embodied on a computer
readable medium. Further, one or more embodiments of the present
6 inyentiaRoehst ghide aleoempsitier faempamsing scoesdapedtnioak e tivs
10 compuyter tq.carry qut o r.more steps of i -r.clai
CRENT R L T e B L A s LR e Ry
ardepictethimatugeseribed shidrkitdoa froughidlkysteative erfbositdantdab ety
p&g??g OE'III?E}{leO?ItI(S)r}CP (%i\{?tg enrllalq'?%%g)g{? DS/ Gt %Q}ﬁ'f&ﬁ?ﬁo%f@@onﬁgured
accompanying &rawmgs, it'ls to be tinderstood 15 that the invention is not

adimideck to thopeypretiseceifitstmamdtan gxil wraivaridedetereraigdsand
mmangei:ﬁ%% .1 ﬂ?e@ﬁ%&ﬁlﬁ@qg ‘?h@%l%&‘?o%@ led i heg & inmifbont GRPAId B8upled to

rom the scope or spirit'of the invention. 32 CLAIMS: 1. A .
sabbrrrpUsminab leaviaams ndeli & Femi EaralerP b BOMRHTEERY SRICTFBARdI s

relRerhandiseofraosfenmaxiidaRaumeatinfiasicharicaniiguied kid exit

accordance with a Payment

terminal payment module; and facilitating at least one of: providing a ticket to the holder,

and charging a fee to the holder, via said exit terminal payment module, based upon said

initial entry point information and a location of said exit terminal.

7. The method of claim 6, wherein said entrance terminal and said exit terminal are the

same.

8. The method of claim 6, wherein said entrance terminal and said exit terminal are

distinct.

9. The method of claim 6, wherein in said step of facilitating interrogation, profile data

pertaining to a holder of said electronic device is obtained, said profile data including
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specification, in association with (ii) an electronic merchandise
infrastructure, comprising the steps of facilitating interrogation of an
electronic device by a first terminal to obtain an account number
associated with said electronic device, said electronic device being
configured according to the payment specification, said first terminal
having a first terminal payment module configured according to the

ieymeihIpacifigaticn dndld:firdtstadminatelecdvnic anmenciesindistanbdule

niomany IRt Aceoring o e siectionie elrhandi R ARl e, R Wi
c:ouﬁledl s34 firStHefmina payment mo ufe to permit transfer o%

endtlepeyvetizerien erhiap diseiketated dhfodmation from said first terminal
electronic merchandise module to said first terminal payment module,
said interrogation of said electronic device being performed by said first_

| e rihimaleBrghaé plaimod ke feisi ved vg H omeritise e e LpsaljARepRtation

feﬁé@ﬂéﬁ&ﬁ@g 50 lated infarmation Ry said HhakiLerainphele etiafiertation
merchandise module; and facilitating transfer of said non-payment

ligkgt apEPraHEiR related information from said first terminal electronic
merchandise module to said electronic device via said first terminal

lga ment module, within a transaction between said electronjc devjce and

a

crirstierAf A B T TRORAAFRATIE CORUGESE P HELDFTREE with

gt RscQuUniprekmiey cantl said payment specification, said non-payment
.e-merchandise related information being stored on said electronic device

in accordance with said payment specification. 2. The method of claim 1,
1 Wneincihwbid Steyp of fdcititatingdintermogatidrvicpicfil ecuétetquertaining to

a holder of said electronic device is obtained; and said e-merchandise

related information is generated by said first terminal electronic
] Intehantist anddinel babectorssdid profitéc distacais Arinahétieolast @l pping

erein said profile data In e H@g iandentifying said holder of
b(\égaiaoé]lkg@%rsﬂl(%&gvﬁlrg uaegég in%%n@ar Ong.% ?:\[ass %g@mg'at least one of a

plurality 33 of entitlement categories associated therewith, said

lf%ﬁ@m&%&m&eﬁ relating 49 peid metehrpgise: forl BEdMSHHOGQS:.

claim 3, wherein said entitlement categories comprise transportation fare
categories and said e-merchandise related information comprises

149RRALANE B HEKR! INforMatiQmpisTtEReaRAd-ahciin d¢:wherein said

steps are executed in connection with entrance of a holder to a controlled

fagiiadBeseERBain SARPE-ARsERRA R fehystidribhisampal to obtain a

transaction counter and an account number;

facilitating calculation of an authentication code including said transaction counter and
said account number;

facilitating determining whether said transaction counter and said account number
obtained from said electronic device match said transaction counter and said account
number included in said authentication code; and

facilitating refusal of storage of said authentication code by said electronic device,
responsive to said determining revealing that said transaction counter and said account
number obtained from said electronic device do not match said transaction counter and

said account number included in said authentication code, whereby a likelihood of replay

fraud is reduced;
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comprises initial entry point information. 6. The method of claim 5,

wherein said first terminal is an entrance terminal, further comprising the

additional steps of: facilitating interrogation of said electronic device by an

exit terminal upon exit of said holder from said system, to obtain said

initial entry point information, said exit terminal having an exit terminal

payment module configured according to the payment specification and
whiarex siedraigalglecitnnie pisrahandise caiodatecoifigurmthacoot difigiabare

the electronic merchandise infrastructure and,coupled t id exit
CHEA ] BADTABE IO LB R kot St 8. o

e-merchandise related information from said exit terminal electronic

changlis ule | ' gaal ] ; and
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aﬁﬁ'%ln%{%ydmlgﬁmﬁfi&aﬂﬁ g Adestiondaf sri e tigrIingh, Lidhe

method of claim 6, wherein said entrance terminal and said exit terminal
aghetHeatinarRedBiITT g IRt AP RIS DR ERdi ACS I MIsE e Tigard by

A4 5aid axl terminalate gistingt.9. The method of claim 6, wherein in
said step of facilitating interrogation, profile data pertaining to a holder of

said electronic device is obtained, said profile data including 34
1 Infoianatigadagntifiing sawldeldapofisaideladicanis depics:as a member

of a class having at least.one of g plurality of entjtlement.categqrjes
U RFEUTT LS SN LR oIo T oy &
trensacichandise, 10 eEheoniethaditoidiaiificd, mlerettcsaiciiedtitiemeencrated
cgte orie?)1 comprise transportation fare categories and said
raB-r%"eg"r%’ﬁna1 dise related information comprises transportation ticket
fairifoamationcd 4t dihef pnathibentfetaincddaesedinmssit! elovtaninddevilated o
._contactless radio frequency. (RF).praximity: ; f glaim,
R S B e R e
dolaieregnadieteimdaidnelwbonitl device is a dual-interface card having
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metho e

of claim 1, wherein said electronic device has a non-card form
gefarreded mRAMMEWERIOA of claim 1, further comprising the additional steps

w?éiéﬁfiﬁiﬂ@%é@?fé&ﬁ%ﬁ& alisgikalertromicdavicarlyamaidifissitesana out
sulf%t(a)mtgllrl]yawithout key sharing with said electronic device.

{8. The method of claim 17, further comprising the additional step of:

facilitating skimming detection, based on linkage of said e-merchandise related

information to said electronic device identifier.

19. The method of claim 1, further comprising the additional step of facilitating payment

for said e-merchandise, said payment occurring after said transfer of said e-merchandise

related information to said electronic device.

20. The method of claim 19, further comprising the additional step of facilitating fraud

detection substantially contemporaneously with an attempted usage of said e-
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transaction counter and an account number; facilitating calculation of an
authentication code including said transaction counter and said account
number; facilitating determining whether said transaction counter and said
account number obtained from said electronic device match said
transaction counter and said account number included in said
authentication code; and facilitating refusal of storage of said

rRthenticationcode,hy-gald electronic device, responsive to said
determining revealing that said transaction counter and said account

number obtained from said electronic device do not match said
2transagtitncotiotemari fmﬁidraoﬁqu'rsﬁngmfdoatdinidmiesdsiméaidventing usage of

s %teh%régc atlgn ccr)e e %{v reb%/[a |Ikg|cl)|1’_l )@naéﬁ fraud is reduced; 35
erei sai epso fach INg i terrogatlo calculatlon determining,

and refusal are carried out substantially Wlthout key sharing with said
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itional al step or: g skimming detection, based on said account
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including said account number, said account number being signed by
legiignifidrieca sen gtrrsreatbnes Hisnrvment Ssefatinda Brisming!
cSHsRsmgomprising the additional steps of facilitating interrogation of said

electronic device l?l:@/ésald first terminal to obtain a tr saction courp ure%nto

a pRuBtrshipdalie H{M@%%@FBE@&W&W&% JEepPARd AR

infUHFORRE, tf@féliéaﬁﬁﬁ@a@wat@Bbﬁlﬁ-ﬁrﬁ&ﬁhﬁﬂfl@ﬁﬁlﬁtﬁbﬁﬁkﬂ@ciﬁ&édﬂdﬂwwd
e merchandlse rglated information, said transaction counter, said

elgi oS His deoideidentifier, and said electronic device-generated random
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wherein said payment module is further configured to facilitate transfer of said non-
payment e-merchandise related information to the electronic device, in a transaction
between the electronic device and said payment module that is conducted in accordance
with said account number and said payment specification, said non-payment related e-

merchandise related information being stored on said electronic device in accordance

with said payment specification.

23. The terminal of claim 22, wherein:

said payment module is further configured to interrogate the electronic device to obtain
profile data pertaining to a holder of said electronic device; and

said first terminal electronic merchandise module is configured to process said e-

merchandise related information based on said profile data.
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19. The method of claim 1, further comprising the additional step of
facilitating payment for said e-merchandise, said payment occurring after
said transfer of said e-merchandise related information to said electronic
device. 20. The method of claim 19, further comprising the additional step
of facilitating fraud detection substantially contemporaneously with an

attempted usage of said e 36 merchandise related information. 2I. The
2methodref elainclAnfathehaem piisipg thaiad difiendkstepchi prsveelting
SATse Sapaershandie elaiee larmalan Bl g Rig payment
S Aterminal foF integrated payment and electronic merchandise transfer

via: (i) a payment infrastructure, configured in accordance with a payment
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Infrastructure and in conjunction with an electronic device configured
indonertding eonthis payrding spbeifieatiomdssisctated indpreshidrising: a

payment module configured according to the payment specification and

configured to interrg\%ge the electronic device to obtain an account

2quihplsragsb cbtkinivih SRIcastdaR tees! st amersrshie retated

infegicandisapnedulsseanfiguiesd Recargingte thedalestamnivimerchandise
infrastructure and coupled to said payment module to permit transfer of

non-payment e- merchandise related information from said electronic
2MARrehapaisepedHetadsaidoppyiRient rnagule csaigiete cteaalde recordable

merchandise module being configured to facilitate processing of said
Stwgﬁ%asﬂ%w@rﬁé?éﬁgﬁm AR B B
cleonduiengftivindise onfigidradatdijaciiatett ansiswraftsaiccnofigyeyment
e-merchangdise related infarmation to the electronj vice, | -
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firstichpayshienthspecificatiomt 28mbreasprified vidiamd Ebpmﬁeiﬁw%iaald
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to obtain profile rtaining to a holder o ectronic device; and
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the electronic merchandise infrastructure and coupled to said first terminal payment
module to permit transfer of non-payment e-merchandise related information from said
first terminal electronic merchandise module to said first terminal payment module, said
interrogation of said electronic device being performed by said first terminal payment
module;

computer usable program code for facilitating generation of non-payment e-merchandise
related information by said first terminal electronic merchandise module; and

computer usable program code for facilitating transfer of said non-payment e-
merchandise related information from said first terminal electronic merchandise module
to said electronic device via said first terminal payment module, within a transaction
between said electronic device and said first terminal payment module that is conducted

in accordance with said account number and said payment specification, said non-
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37 24. The terminal of claim 22, wherein said processing of said
e-merchandise related information comprises generating said
e-merchandise related information. 25. The terminal of claim 22, wherein
said processing of said e-merchandise related information comprises
reading said e-merchandise related information. 26. The terminal of claim
22, wherein said processing of said e-merchandise related information
pagirisaseupdating whicde nienchaodiseneiaied mferidatienrdifc device in
som auger“ﬁmggladmé)yggg%%t com artils.irrﬂg a tangible computer readable
recoraanle storaé]e medium inc ud?ng computer usable program code for
integrated payment and electronic merchandise transfer via: (i) a
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specification, i sociation with (ii) an electronic merchandise )
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terminal to obtain an account number associated with said electronic

clgavuic Bghadeyorrd e e beig dernblsddaccording to the payment

specification, said first terminal having a first terminal payment module

configured according to the payment specification and a first terminal
2814 BT SATRPHET SRR AR ERTHRS EGHR réﬂ‘ﬁ@&?&iﬂé’%&ﬁé‘@é‘&? 8?@&
inRerchrndiza iMTastaiehsrianst cadpleciiadd ficstdeimioabpaynaeiss
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erfitgtienminadoaymnehitimoauleidsaidentiiendigation of said electronic device
being performed by said first terminal payment module; computer usable
program code for facilitating generation of non-payment e-merchandise
J0ehatettiforin dtondlpshidlfisemiipatelectyorit andrelsaimcisemsodhalutise
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evice and said first terminal payment modulée that is conducted in
dexyeesoreanaEsiygth said account number and said payment specification,
a RRI9JIeN 38 payment e-merchandise related information being stored on
said electronic device in accordance with said payment specification. 28.

at 16t QBRRIQRSPFGraNT b O S B ERIMST. RINTACE BRSNS Buter

fabh$ideinterrogation of said electronic device by a first terminal to obtain an account
number associated with said electronic device, said first terminal having a first terminal
payment module configured according to the payment specification and a first terminal
clectronic merchandise module configured according to the electronic merchandise
infrastructure and coupled to said first terminal payment module to permit transfer of
non-payment e-merchandise related information from said first terminal electronic
merchandise module to said first terminal payment module, said interrogation of said
electronic device being performed by said first terminal payment module;

facilitate generation of said non-payment e-merchandise related information by said first

terminal electronic merchandise module; and
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program code for obtaining profile data pertaining to a holder of said
electronic device, wherein said e-merchandise related information is
generated by said first terminal electronic merchandise module based on
said profile data. 29. The computer program product of claim 28, wherein
said profile data includes information identifying said holder of said
electronic device as a member of a class having at least one of a plurality
o ientithemenat @a@@gmdﬂs;ﬁgﬁ@ﬁt&teﬁkthmmmewﬂ iefitittemantrom said first

cate es relatin id e-m rchandj e lectronic d
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spaymennspesiffoation, saitheleptoniot deviceheodinsrisingd anfoaribign beiee
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operative to: facilitate interrogation of said elec device by a first
terminal to obtain an account number associated with said electronic

3 flepicq Sqighitr setgrminal having.anfirshierminal Kaymentredyifative to

configured according to the payment specification and a first terminal
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module to permit transfer of non- paymenhiee- erchandise related

clgcigemamsichaMisOrE Rasnn SHddrs &rchandise module to said

first terminal payment module, said interrogation of said electronic device
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caseidifostdermirtalspdyrentimotisge, within a transaction between said
electronic device and said first terminal payment module that is
conducted in accordance with said account number and said payment
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pecification. 31. The electronic device of claim 30, wherein said
mpedeadiserritesinipoprtianisereTisssiniial SaIEY A OBBESAThg profile

data pertaining to a holder of said electronic
34. The electronic device of claim 33, wherein said first terminal is an entrance terminal,
wherein said processor is further operative to:
facilitate interrogation of said electronic device by an exit terminal upon exit of said
holder from said system, to obtéin said initial entry point information, said exit terminal
having an exit terminal payment module configured according to the payment
specification and an exit terminal electronic merchandise module configured according to
the electronic merchandise infrastructure and coupled to said exit terminal payment
- module to permit transfer of non-payment e-merchandise related information from said

exit terminal electronic merchandise module to said exit terminal payment module; and

facilitate at least one of:
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device, wherein said e-merchandise related information is generated by
said first terminal electronic merchandise module based on said profile
data. 32. The electronic device of claim 31, wherein said profile data
includes information identifying said holder of said electronic device as a
member of a class having at least one of a plurality of entitlement
categories associated therewith, said entitlement categories relating to
pﬁﬁi@ﬁgﬁﬂfmm'tﬁe.haﬁiei[mg@lectronic device of claim 30, wherein said
rocessar is operatjve to perform said steps in connection with entrance
C@Fﬁ"%ﬂi%? {8 WeBRAKGiied access system and said e- merchandise related
vintaimhatioreamp paes dhitinbdritrybpaidinfovarid iomaBdtihe electioniation
al(i'i Xiﬁ)%a?i]:) %la@a?’ , )z/vltqeerr:[%'llnasraid first terminal is an entrance terminal,
wherein said processor is fither operative to: facilitate interrogation of
said electronic device by an exit tenninal upon exit of said holder from
said system, to obtain said initial entry point information, said exit terminal
having an exit terminal payment module configured according to the
payment specification and an exit terminal electronic merchandise
module configured according to the electronic merchandise infrastructure
and coupled to said exit terminal payment module to permit transfer of
non-payment e-merchandise related information from said exit terminal
electronic merchandise module to said exit terminal payment module; and
facilitate at least one of. 40 providing a ticket to the holder, and charging
a fee to the holder, via said exit terminal payment module, based upon
said initial entry point information and a location of said exit terminal. 41
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