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A}PARATUS AND METIIOD FORINTEGRATED PAYMENT
AND ELECTRONIC MERCHANDISE TRANSFER

òross-Reference to Related Ànplications

This patent application claims the benefìt of United States Provisional Patent

Application Serial No. 60/699,01-5 filed on July 13,2005, and entitled "Ticketing

Extended Contactless Payment Device." The disclosure of the aforementioned

Provisional Patent Application Serial No. 60/699,015, including the complete

appendix thereol is expressly incorporated herein by reference in its entirety.

Field of the Invention

The present invention relates generally to the electronic ald computer arts,

and, more particularly, to appaïatus and methods for electronic payments and

elechonic merchandise trans ler.

Backsround of the Invention

Typically, payment transactions and delivery of electronic merchandise (a1so

known as "e-mercha:rdise"; the terms are used interchangeably herein) are handled by

separate infrastructures. For example, a palment transaction may be conducted using

a payment card or other payment device, together with an infrastructure that ha¡dies

oniy tÏe payment. Similarty, delivery of e-merchandise (for example, elechonic

tickets, tokens, digital credentials, movies, music, loyalty points, benefit coupons,

vouchers, data, a clyptographic key or "unlock" code, and simiJar non-physical items)

is handled by a separate, perhaps complimentary, inûastructu¡e which may invoke the

payment inûastructure in order to charge for the goods as a separate process'

Netherlands Patent Application No. NL9301902, publíshed Jr-rne 1, 1995, of

Nederla¡d PTT, discloses a method for the acquisition. of the right to a specific

facilþ by means of a smart card. The acquisition of the right is performed via a

tennfiral and a contlol system. The right to the facility can be an access or a usage

riglrt, A smart card or other registration device is used to aid the access. The smart

card is used not only to pay for the required facility, but as a registration and

validation means to replace paper tickets. Thus, the same smalt card ca¡ be used for

the purchase of the right to a future facility, for the payment thereol and for the

subsequent use ofthe facilities, that is, the exercise ofthe purchased rigtt.
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WO 2007/008915 PCT/US2006/026917  APPARATUS AND METHOD
FOR INTEGRATED PAYMENT AND ELECTRONIC MERCHANDISE
TRANSFER  Cross-Reference to Related Applications 5 This patent
application claims the benefit of United States Provisional Patent
Application Serial No. 60/699,015 filed on July 13, 2005, and entitled
"Ticketing  Extended Contactless Payment Device." The disclosure of the
aforementioned  Provisional Patent Application Serial No. 60/699,015,
including the complete  appendix thereof, is expressly incorporated herein
by reference in its entirety. 10 Field of the Invention The present invention
relates generally to the electronic and computer arts,  and, more
particularly, to apparatus and methods for electronic payments and
electronic merchandise transfer. 15 Background of the Invention Typically,
payment transactions and delivery of electronic merchandise (also  known
as "e-merchandise"; the terms are used interchangeably herein) are
handled by  separate infrastructures. For example, a payment transaction
may be conducted using 20 a payment card or other payment device,
together with an infrastructure that handles  only the payment. Similarly,
delivery of e-merchandise (for example, electronic  tickets, tokens, digital
credentials, movies, music, loyalty points, benefit coupons,  vouchers,
data, a cryptographic key or "unlock" code, and similar non-physical
items)  is handled by a separate, perhaps complimentary, infrastructure
which may invoke the  25 payment infrastructure in order to charge for the
goods as a separate process. Netherlands Patent Application No.
NL9301902, published June 1, 1995, of  Nederland PTT, discloses a
method for the acquisition. of the right to a specific  facility by means of a
smart card. The acquisition of the right is performed via a  terminal and a
control system. The right to the facility can . be an access or a usage 30
right. A smart card or other registration device is used to aid the access.
The smart  card is used not only to pay for the required facility, but as a
registration and  validation means to replace paper tickets. Thus, the
same smart card can be used for  the purchase of the right to a future
facility, for the payment thereof, and for the  
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United States Patent No. 6,37 5,084 of Stanfo¡d et al., issued April23,2002,

describes card charging systems. A host ticket facility is operable by both credit cards

usable at a card read/write device a¡d concessionary palment cards usable at a

contactless card reader, and a secwity and transaction device located between the card

readers and the host facility stores il separate storage devices fifl fares and

concessionary fares which the host facility is able to calculate. A card charging

system is described having one or more card readers and a security and tra¡saction

device connected between the card readers and a host facility for transmitting

i¡formation back to a clearing center. United States Patent No. 6,402,038 of Stanford

et al., issued June 11,2002, appears to be similar to the Stanford et al. '084 reference

just described.

United States Patent No. 6,101,477 of Hohle et a1., issued August 8, 2000,

discloses methods and apparatus for a travel-related multi-fimction smarl card. In one

embodimen! the smart card system includes a card holder identification applicalion

ard various additional applications useful in particular travel contexts, for example,

airline, hotel, rental car and payment-reiated applications. Memory space and securìty

features within specific applications provide parhrering organizations, such as airlines,

hotel chains, and rental cal agencies, the ability to corlst¡uct custom and secure file

structlres.

United States Patent Publication No. 20061049258 of Piikivi, published Malch

9, 2006, discloses a wireless commurrication device providing a contactless interface

for a smart card reader. A wireless terminal including a smart card application hosl

such as a contact smart card or the terminal or a terminal secudty component, arid

including a terminal interface, and also including a smart card router that enables RF

cornmunication.with a contactless ca¡d reader in a ticketing system is provided. The

smart caÌd application host does not contain a contactless interface. The smart card

router includes an RF antenn4 separate from a¡d exter¡al to the smart card

application host, as well as a modulator/demodulator and a ca¡d access mod.ule and.

router for routing communication trafÍic arriving via the RF antenna to either the

smart card application host or to the temtinal interface, based on information inciuded

in the arriving comÍmnication trafflc.

United States Patent Application Publication No. 200210747907 of Ross,

pubüshed October 10, 2002, is directed to a system for authorizing transactions using

speciaily forrnatted sniart cards. The transaction system includes the use of a fixed
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subsequent use of the facilities, that is, the exercise of the purchased
right. I WO 2007/008915 PCT/US2006/026917  United States Patent No.
6,375,084 of Stanford et al., issued April 23, 2002, describes card
charging systems. A host ticket facility is operable by both credit cards
usable at a card read/write device and concessionary payment cards
usable at a  contactless card reader, and a security and transaction
device located between the card 5 readers and the host facility stores in
separate storage devices full fares and  concessionary fares which the
host facility is able to calculate. A card charging  system is described,
having one or more card readers and a security and transaction  device
connected between the card readers and a host facility for transmitting
information back to a clearing center. United States Patent No. 6,402,038
of Stanford 10 et al., issued June 11, 2002, appears to be similar to the
Stanford et al. `084 reference  just described. United States Patent No.
6,101,477 of Hohle et al., issued August 8, 2000,  discloses methods and
apparatus for a travel-related multi-function smart card. In one
embodiment, the smart card system includes a card holder identification
application 15 and various additional applications useful in particular travel
contexts, for example,  airline, hotel, rental car and payment-related
applications. Memory space and security  features within specific
applications provide partnering organizations, such as airlines,  hotel
chains, and rental car agencies, the ability to construct custom and secure
file  structures. 20 United States Patent Publication No. 2006/049258 of
Piikivi, published March  9, 2006, discloses a wireless communication
device providing a contactless interface  for a smart card reader. A
wireless terminal including a smart card application host,  such as a
contact smart card or the terminal or a terminal security component, and
including a terminal interface, and also including a smart card router that
enables RF 25 communication with a contactless card reader in a
ticketing system is provided. The  smart card application host does not
contain a contactless interface. The smart card  router includes an RF
antenna, separate from and external to the smart card  application host,
as well as a modulator/demodulator and a card access module and  router
for routing communication traffic arriving via the RF antenna to either the
30 smart card application host or to the terminal interface, based on
information included  
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data structure that allows multiple point-of-sale systems to recognize and access a

fransaction card regardless of upper-level user interfaces. The smaú card includes a

memory with a defined data ñle st¡ucture, and the data file structrüe includes at least

one read-only field, at least one encrypted read'/write field, and at least one non-

encrypted read/write freld. The smart card can be utilized in a transaction system and

the smarl oard authorízatiol device interacts with a defined data file structure

provided on the smart catd.

United States Patent Application Publication No. 2001/0018660 of Sehr,

published August 30, 2001, is directed to an electronic ticketing system and methods

utilizing multi-service visitor ca¡ds. A plurality of entities are encompassed, such as

arì event orgarúzer, admission center; sewice providers and a visitor populatiot¡ so as

to automatically compile, issue, utilize and process ticketing cards for tÏe admission

to leisure and enteÍai¡ment events, and for other card-based entitlements. The

portable ticketing ca¡ds are realized by smart credit and/or debit card technology and

have the ability to store in the card a computerized ticket template or electronic credit

points, or to deduct from the card a monetary value or award points previously loaded

onto the card. Biometrics identification of card holders, as well as cryptographic

certification ofcmd data and database infonnation, can optionally be encoded into the

cards, and can be verified and validated at various point-of-sewice locations upon

presentation of the card for admission and for other services.

Prior art teclrniques ineff,rciently employ separate arid unlinked paynent and e-

merchandise (e.g., ticketing) ínflastructues and transactions.

It wouid be desirable to overcome the deficiencies ofprior art techniques.

Summary of the Invention

Princþtes of the present invention provide techniques that perrnit the efficient

combination of payment tansactions using a payment iniashucture with e-

merchandise transactions using an e-merchandise inûastrucfure, while allowing each

inû'astucture to concentrate on its primary flrnction, typically without the necessity

for detailed understanding and incorporafion of the othel intastructure. Thus,

provision of tickets or other e-me¡chandise can be lhked to transaction, such as a

payment transaction. An exemplary embodiment of a method (which can be

computer-implemented) according to one aspect ofthe invention, includes the steps of

facilitating intenogation of an electronic payment device by a first terminal to obtain

in the arriving communication traffic. United States Patent Application
Publication No. 2002/0147907 of Ross,  published October 10, 2002, is
directed to a system for authorizing transactions using  specially formatted
smart cards. The transaction system includes the use of a fixed  2 WO
2007/008915 PCTIUS2006/026917  data structure that allows multiple
point-of-sale systems to recognize and access a  transaction card
regardless of upper-level user interfaces. The smart card includes a
memory with a defined data file structure, and the data file structure
includes at least  one read-only field, at least one encrypted read/write
field, and at least one non 5 encrypted read/write field. The smart card
can be utilized in a transaction system and  the smart card authorization
device interacts with a defined data file structure  provided on the smart
card. United States Patent Application Publication No. 2001/0018660 of
Sehr,  published August 30, 2001, is directed to an electronic ticketing
system and methods  10 utilizing multi-service visitor cards. A plurality of
entities are encompassed, such as an event organizer, admission center,
service providers and a visitor population, so as  to automatically compile,
issue, utilize and process ticketing cards for the admission  to leisure and
entertainment events, and for other card-based entitlements. The
portable ticketing cards are realized by smart credit and/or debit card
technology and 15 have the ability to store in the card a computerized
ticket template or electronic credit  points, or to deduct from the card a
monetary value or award points previously loaded  onto the card.
Biometrics identification of card holders, as well as cryptographic
certification of card data and database information, can optionally be
encoded into the  cards, and can be verified and validated at various
point-of-service locations upon  20 presentation of the card for admission
and for other services. Prior art techniques inefficiently employ separate
and unlinked payment and e- merchandise (e.g., ticketing) infrastructures
and transactions. It would be desirable to overcome the deficiencies of
prior art techniques.  25 Summary of the Invention Principles of the
present invention provide techniques that permit the efficient  combination
of payment transactions using a payment infrastructure with e-
merchandise transactions using an e-merchandise infrastructure, while
allowing each  
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financial data, facilitating generation of e-mercha¡rdise related information, and

facilitating transfer ofthe e-merchandise related information. The electronic palment

device can be interrogated by a first terminal, so as to obtain financial data and

optionally profile data perlaining to a holde¡ of the electronic payment device. The

electronic palment device can be configured according to a payment inftastructure.

The first tenninal can have a füst terminal payment module configured according to

fhe payment infrastrucfule ald a first terminal electronic merchandise module

configured according to an electronic merchandise infrastructule a:rd coupled to the

first terminal payment module. The interrogation of the electronic pal.rnent device

can be performed by the first tenninal payment moú;le.

The generation of the e-merchandise-related information can be done by fhe

first terminal elechonic merchandise module, and the transfer of the e-merchandise

related information to fhe electronic payment device can be done by the first terminal

payment module. The tra¡sfer of the e-me¡chandise-related infonnation is done

withi¡ a transaction that is conducted in accordance with the financial data and the

paynent infrastructure. Where the optional profile data is obtained, the e-

merchandise related information can be generated based on the profile data.

In anotler aspect, an exemplary embodiment of a terminal for integrated

payment and electronic merchandise transfer can include a payment moduie and an

electronic merchandise moduie that is coupled to the payment module. The payment

module can be configured according to the paylrent inûastrucíre and the electronic

merchandise module ca¡ be configured according to the electronjc merchandise

i¡ûastructure. The modules can be configured to facilitate the steps descríbed above.

An exernplary embodiment ofan eiech'onic payment device (such as a card or

appropriateþ-configured cellular phone), according to another aspect of the invention,

can include a memory and at least one processor coupled to the memory. The

processor can be operative to facilitate performance of one or more of the method

steps described herein. One or more method steps of the present invention can be

implemented in the form of an article of manufacture comprising a machine readable

medium that contains one or more programs that when executed implement such step

or- steps.

One or more techniques of the present invention can provide one or more of

the following substantial benefioial technical effects. These can include, for example,

allowing for the close coupling of separate infrastmctures, such as, for example,
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infrastructure to concentrate on its primary function, typically without the
necessity 30 for detailed understanding and incorporation of the other
infrastructure. Thus,  provision of tickets or other e-merchandise can be
linked to transaction, such as a  payment transaction. An exemplary
embodiment of a method (which can be  computer-implemented)
according to one aspect of the invention, includes the steps of  facilitating
interrogation of an electronic payment device by a first terminal to obtain
3 WO 2007/008915 PCT/US2006/026917  financial data, facilitating
generation of e-merchandise related information, and  facilitating transfer
of the e-merchandise related information. The electronic payment  device
can be interrogated by a first terminal, so as to obtain financial data and
optionally profile data pertaining to a holder of the electronic payment
device. The 5 electronic payment device can be configured according to a
payment infrastructure.  The first terminal can have a first terminal
payment module configured according to  the payment infrastructure and
a first terminal electronic merchandise module  configured according to an
electronic merchandise infrastructure and coupled to the  first terminal
payment module. The interrogation of the electronic payment device  10
can be performed by the first terminal payment module. The generation of
the e-merchandise-related information can be done by the  first terminal
electronic merchandise module, and the transfer of the e-merchandise
related information to the electronic payment device can be done by the
first terminal  payment module. The transfer of the e-merchandise-related
information is done 15 within a transaction that is conducted in
accordance with the financial data and the  payment infrastructure. Where
the optional profile data is obtained, the e- merchandise related
information can be generated based on the profile data. In another aspect,
an exemplary embodiment of a terminal for integrated  payment and
electronic merchandise. transfer can include a payment module and an
20 electronic merchandise module that is coupled to the payment module.
The payment module can be configured according to the payment
infrastructure and the electronic  merchandise module can be configured
according to the electronic merchandise  infrastructure. The modules can
be configured to facilitate the steps described above. An exemplary
embodiment of an electronic payment device (such as a card or  25
appropriately-configured cellular phone), according to another aspect of
the invention,  
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electronic payment and ticketing, while still respecting the sepalation of fr¡¡ictio¡s ald

responsibilities of each. Further, in another aspect, one or more inventive techniques

allow extending rather t¡an leplacing existing payment protocols, in such a way that

the extensions remain compatible with othe¡ parts of the existing payment

i¡Aastructure. Yet further, in an exemplary embodiment conforming to the EMV

payment standard as discussed more ful1y below, a payment card application can

remain compliant with all relevant open standards a¡d the relevant tlpe approval

processes can remain applicable.

Still further, in yet a:rother aspect, by closely coupling payment and data

handling and/or storage functionaiity, the extension of open scheme payments, such

as credit card pa;rnents, can be facilitated into environ:lents where traditionaliy only

tickets or ciosed scheme payments, such as prepaid tansport cards, have been

accepted. Because payment a¡rd data handling and/or storage can, if desired, be

inrplemented in a single application on a payment card, transaction time and

complexity can be greatly reduced; in particular, as opposed to employing separate

card applications for payment and data handling and/or storage, ald especially for

high-speed contactless operations such as mass transit ticketing ald payment,

tmnsaction time can be substarrtíally reduced as compared to prior art techniques. Yet

filther, the complexþ of the card ma¡.agement process can be substantially reduced

since only a single. card application need be managed, and multiple electronic

merchandise applications can be supported wittrout change. Even frrther, s6-f,lexþ

of terminals carr be reduced, since ticketing and other e-merchandise processing need

not "understand" the payment side, and payment processing need not ll¡nderstand" e-

merchândise ñrnctionality (i.e., functionality of each side can remain substantially

unmodified). In yet another aspect, one ot more invettive techniques can permit

combination of payrnent and electronic merchandise delivery in a shgle step, in such

a way that ttre payment tra¡rsaction and the delivery of e-merchandise, such as a

pemit to ûavel, are closely bound, thus minimizing the risk of payment without

delivery or of delivery without payment, and in such a way that multiple palment for

the sarre e-merchandise or unintended multiple delivery of merchandise for a single

payment can typically be avoided.

These and other features and advantages of the invention will become

apparent ftom the followíng detailed description of illustrative embodiments thereof

which is to be read in connection with the accompanying drawings'

can include a memory and at least one processor coupled to the memory.
The  processor can be operative to facilitate performance of one or more
of the method  steps described herein. One or more method steps of the
present invention can be  implemented in the form of an article of
manufacture comprising a machine readable 30 medium that contains one
or more programs that when executed implement such step  or steps.
One or more techniques of the present invention can provide one or more
of  the following substantial beneficial technical effects. These can
include, for example,  allowing for the close coupling of separate
infrastructures, such as, for example,  4 WO 2007/008915
PCT/US2006/026917  electronic payment and ticketing, while still
respecting the separation of functions and  responsibilities of each.
Further, in another aspect, one or more inventive techniques  allow
extending rather than replacing existing payment protocols, in such a way
that  the extensions remain compatible with other parts of the existing
payment 5 infrastructure. Yet further, in an exemplary embodiment
conforming to the EMV  payment standard as discussed more fully below,
a payment card application can  remain compliant with all relevant open
standards and the relevant type approval  processes can remain
applicable. Still further, in yet another aspect, by closely coupling payment
and data  10 handling and/or storage functionality, the extension of open
scheme payments, such  as credit card payments, can be facilitated into
environments where traditionally only  tickets or closed scheme payments,
such as prepaid transport cards, have been  accepted. Because payment
and data handling and/or storage can, if desired, be  implemented in a
single application on a payment card, transaction time and 15 complexity
can be greatly reduced; in particular, as opposed to employing separate
card applications for payment and data handling and/or storage, and
especially for  high-speed contactless operations such as mass transit
ticketing and payment,  transaction time can be substantially reduced as
compared to prior art techniques. Yet  further, the complexity of the card
management process can be substantially reduced 20 since only a single,
card application need be managed, and multiple electronic  merchandise
applications can be supported without change. Even further, complexity
of terminals can be reduced, since ticketing and other e-merchandise
processing need  
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Brief Description of the Drawinss

FIG. 1 shows an exanple ofa system and various components thereof that can

implement techniques of the invention;

FIG. 2 shows one specific exemplary application of inventive techniques to a

controlled access system;

FIG. 3 is a flowchart of exemplary method steps according to an aspect ofthe

invention;

FIG. 4 is a specific exemplary flowchart showing an exemplary tansaction

flow at the entry of a system for payment at the entry to the system;

FIG. 5 is a specific detailed flowchart showing exemplary method steps in one

specific exemplary transaction flow for storing an electronic ticket at a reader;

FIG. 6 shows specific exemplary method steps for the transaction flow at the

exit to a controiled access system for payment at the exit;

FIG. 7 shows exemplary data flows for purchasing and storìng e-mercharrdise,

including exemplary security features;

FIG. 8 exemplary data flows for updating e-merchandise, including exemplary

security features;

FIG. 9 shows a traditional trust model;

FIG. 10 shows purchase within an exemplary inventive extended trust model;

FIG. 1 1 shows usage within the exemplary inventive extended trust model;

and

FIG. 12 is a block diagram ofan exemplary computü system usefiÍ in one or

more embodiments of the present invention.

I)etailed l)escrintion of Preferred Embodiments

.Attention should now be given to FIG. 1, which depicts an exempiary

embodiment of a system 100 together with valious possible components of the

system. System 100 can implernent inventive techniques, and can include one or

more different types of portable payment devices. For example, one such device can

be a contact device such as card 102. Card' 702 can include an integrated circuit (IC)

chip 104 having a processor portion 106 and a memory portion 108. A plulality of

electrical contacts 1 10 can be provided for communication purposes. In addition to or

instead of cañ L02, system 100 can also be desiped to work with a contactless
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not "understand" the payment side, and payment processing need not
"understand" e- merchandise functionality (i.e., functionality of each side
can remain substantially 25 unmodified). In yet another aspect, one or
more inventive techniques can permit  combination of payment and
electronic merchandise delivery in a single step, in such  a way that the
payment transaction and the delivery of e-merchandise, such as a  permit
to travel, are closely bound, thus minimizing the risk of payment without
delivery or of delivery without payment, and in such a way that multiple
payment for 30 the same e-merchandise or unintended multiple delivery
of merchandise for a single  payment can typically be avoided. These and
other features and advantages of the invention will become  apparent
from the following detailed description of illustrative embodiments thereof,
which is to be read in connection with the accompanying drawings. 5 WO
2007/008915 PCTIFTS2006/026917  Brief Description of the Drawings
FIG. I shows an example of a system and various components thereof
that can  implement techniques of the invention; 5 FIG. 2 shows one
specific exemplary application of inventive techniques to a  controlled
access system; FIG. 3 is a flowchart of exemplary method steps
according to an aspect of the  invention; FIG. 4 is a specific exemplary
flowchart showing an exemplary transaction  10 flow at the entry of a
system for payment at the entry to the system; FIG. 5 is a specific detailed
flowchart showing exemplary method steps in one  specific exemplary
transaction flow for storing an electronic ticket at a reader; FIG. 6 shows
specific exemplary method steps for the transaction flow at the  exit to a
controlled access system for payment at the exit; 15 FIG. 7 shows
exemplary data flows for purchasing and storing e-merchandise,
including exemplary security features; FIG. 8 exemplary data flows for
updating e-merchandise, including exemplary  security features; FIG. 9
shows a traditional trust model; 20 FIG. 10 shows purchase within an
exemplary inventive extended trust model;  
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device such as cald 112. Card I12 can include an IC chip 114 having a processor

portion 116 and a memory portion 118. Al antenna 120 ca¡ be provided for

conlactless communication, such as, for examF1e, using radio frequency (RF)

electromagnetic waves. An oscillator or oscillators, and/or additional appropriate

circuitry for one or more of modulation, demodulation, downconversion, and the like

can be provided. Note that cards 102, 1 12 are exemplary of a variety of devices that

can be employed with techniques of the present invention. In one or more

embodiments of the invention, a dual-interface device 1302 is employed. Device

1302 is shown largêr than devices 102, 112 for illustrative convenience but can have a

similar forsr facto¡. Device 1302 includes an IC chip 1304 having a processor portion

1306 and a memory portion 1308. A plurality of electrical contacts 1310, similm to

contacts 110, can be provided, as well as an ante ra 1320 simila¡ to antenna 120,

together with an oscillator or oscillators, and./or additional appropriate circuitly for

one or more of modulation, demodulation, downconversion, and the like, as described

with regard to device 1 12. Appropriate firmware to manage the two available

interfaces ca:r be provided, with operation otherwise being similar to devices 102,

i 12. The description of devices, elements, or components 702, I04, 106, 108, 110,

112, 7L4, 116, 118, 120 throughout this document are equally applicable to the

corresponding items 1302, 1304,7306, 1308, 1310, 1320. Memories 108, 118, 148

(discussed below) and 1308 may fi¡rther be divided into non-volatile and volatile

memory.

The ICs 104, 114 ca¡ contain processing units 106, 116 and memory units

108, 118. Preferably, the ICs 104, 114 can also include one or more of control logic, a

timer, and input/output pofis. Such elements are well known in the IC arl and are not

separately iliustrated. One or both of the ICs 704,714 can also include a co-processor,

again, weli-known and not separately illustrated. The control logic can provide, in

conjunction with processing units 106, 116, the control necessary to handle

commùnications between memory unit 108, I 1 8 and the inpulouþut ports. The timer

can provide a timing reference signal from processing rurits 106, 116 and the control

logic. The co-processor could provide the ability to perform complex computations in

¡eai time, such as those required by crlptographic algoriihms.

The mernory portions or units 108, I 18 may include different types of

memory, such as volatile and non-volatiie memory and read-only and programmable

memory. The memory units ca¡ store tansaction card data such as, e.g., a user's
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FIG. 11 shows usage within the exemplary inventive extended trust
model;  and FIG. 12 is a block diagram of an exemplary computer system
useful in one or  more embodiments of the present invention. 25 Detailed
Description of Preferred Embodiments Attention should now be given to
FIG. 1, which depicts an exemplary  embodiment of a system 100
together with various possible components of the  system. System 100
can implement inventive techniques, and can include one or 30 more
different types of portable payment devices. For example, one such
device can  be a contact device such as card 102. Card 102 can include
an integrated circuit (IC)  chip 104 having a processor portion 106 and a
memory portion 108. A plurality of  electrical contacts 110 can be provided
for communication purposes. In addition to or  instead of card 102, system
100 can also be designed to work with a contactless  6 WO 2007/008915
PCT/US2006/026917  device such as card 112. Card 112 can include an
IC chip 114 having a processor  portion 116 and a memory portion 118.
An antenna 120 can be provided for  contactless communication, such as,
for example, using radio frequency (RF)  electromagnetic waves. An
oscillator or oscillators, and/or additional appropriate 5 circuitry for one or
more of modulation, demodulation, downconversion, and the like  can be
provided. Note that cards 102, 112 are exemplary of a variety of devices
that  can be employed with techniques of the present invention. In one or
more  embodiments of the invention, a dual-interface device 1302 is
employed. Device  1302 is shown larger than devices 102, 112 for
illustrative convenience but can have a 10 similar form factor. Device
1302 includes an IC chip 1304 having a processor portion  1306 and a
memory portion 1308. A plurality of electrical contacts 1310, similar to
contacts 110, can be provided, as well as an antenna 1320 similar to
antenna 120,  together with an oscillator or oscillators, and/or additional
appropriate circuitry for  one or more of modulation, demodulation,
downconversion, and the like, as described 15 with regard to device 112.
Appropriate firmware to manage the two available  interfaces can be
provided, with operation otherwise being similar to devices 102,  112. The
description of devices, elements, or components 102, 104, 106, 108, 110,
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primary account number ("PAN"). The memory portions ot u¡jts 108, 118 can store

the operating system of the cards 102, 112. The operating system loads a¡d executes

applications and provides fi1e management or other basic card services to the

applications. In some embodiments, one or more appiications may

hardware, e.g., may be outside the domain of the operating system. One operating

system that can be used to implement the present invention is the MULTOS@

operating system licensed by StepNexus lnc. Altematively, JAVA CARDTM-based

operating systems, based on JAVA CARDTM technology (licensed by Sun

Microsystems, Inc., 4150 Net'"vork Circle, Santa Clara, CA 95054 USA), or

proprietary operating systems available from a number of vendors, could be

employed. Preferably, the operating system is stored in read-only mernory ("ROM")

within memory portion 108, 118. h an altemate embodimen! flash memory or other

non-voiatiie and/or volatile þpes of memory may also be used in tle memory units

108, 118.

In addition to the basic services provided by the operating system, memory

portions 108, 118 may a.1so include one or more applications as described herein. At

present, one prefelred standard to which such applications may conform is the EMV

patment standmd set forth by EMVCo, LLC (http://www.emvco.com). It will be

appreciated that, strictly speaking the EMV standard defines the behavior of a

tenninal; however, the card can be configuled to conform with such EMV-compliant

terminal behavior and in such a sense is itself EMV-compliant. It will also be

appreoiated that appiications in accordance with the present invention ca:r be

configured in a variety of different ways.

As note{ cards 102, 112 are examples of a variety of payment devices that

can be employed with tech:riques of the present invention. The primary fi¡ncton of

the payment devices may not be payment, for example, they may be celiular phone

handsets, or access cards for a public ha¡sportation system, that implement

techniques of the present invention. Such devices could include cards having a

conventional fomr factor, snaller or iarger cards, cards of different shape, key fobs,

personal digital assistants (PDAs), appropriately corrfigured celi phone handsets, or

indeed ary device with the processing and mernory capabilities to implemerrt

techniques of the present invention. The cards, or other payment devices, can include

memories 108, 118 and processors 106, i16 coupled to the memories' Optionally,

body poltions (e.g., laminated plastic layers of a payment catd, case or cabinet of a

112, 114, 116, 118, 120 throughout this document are equally applicable
to the  corresponding items 1302, 1304, 1306, 1308, 1310, 1320.
Memories 108, 118, 148 20 (discussed below) and 1308 may further be
divided into non-volatile and volatile  memory. The ICs 104, 114 can
contain processing units 106, 116 and memory units  108, 118.
Preferably, the ICs 104, 114 can also include one or more of control logic,
a  timer, and input/output ports. Such elements are well known in the IC
art and are not 25 separately illustrated. One or both of the ICs 104, 114
can also include a co-processor,  again, well-known and not separately
illustrated. The control logic can provide, in  conjunction with processing
units 106, 116, the control necessary to handle  communications between
memory unit 108, 118 and the input/output ports. The timer  can provide a
timing reference signal from processing units 106, 116 and the control 30
logic. The co-processor could provide the ability to perform complex
computations in  real time, such as those required by cryptographic
algorithms. The memory portions or units 108, 118 may include different
types of  memory, such as volatile and non-volatile memory and read-only
and programmable  memory. The memory units can store transaction
card data such as, e.g., a user's  7 WO 2007/008915
PCT/US2006/026917  primary account number ("PAN"). The memory
portions or units 108, 118 can store  the operating system of the cards
102, 112. The operating system loads and executes  applications and
provides file management or other basic card services to the  applications.
In some embodiments, one or more applications may "sit" directly on 5
hardware, e.g., may be outside the domain of the operating system. One
operating  system that can be used to implement the present invention is
the MULTOS(r)  operating system licensed by StepNexus Inc.
Alternatively, JAVA CARDTM-based  operating systems, based on JAVA
CARDTM technology (licensed by Sun  Microsystems, Inc., 4150 Network
Circle, Santa Clara, CA 95054 USA), or 10 proprietary operating systems
available from a number of vendors, could be  employed. Preferably, the
operating system is stored in read-only memory ("ROM")  within memory
portion 108, 118. In an alternate embodiment, flash memory or other
non-volatile and/or volatile types of memory may also be used in the
memory units  108, 118. 
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PDA, chip packaging, arld the like) are associated with memories 108, 1 18 and

processors 1,06, 116. The memories 108, i18 can contain applications as described

herein. The processors 106, 116 can be operative to execute one or more method

steps to be described herein. The applications can be, for example, application

identifiers (AIDs) linked to software code in the forrn of firmware plus data in a card

memory such as an electrically erasable programmabie read-only memory

GEPROM).

A mrmber of different types of terminals can be employed wìth system 100.

Such terminals ca¡ include a contact lerminal 722 configured to interface.v/ith

contact-type device 102, a wireless terminal 124 configuled to interface with wireless

device 112, or a combined terrninal i26. Note that "contactless" and "wireless" are

used in a¡ interchangeable fashion herein and that the skilled a¡tisan is familia¡ with

the meanilg of such termínology. Combined te¡ninal 126 is designed to interface

with either type of device 102, 172. Terrninals may be contact tenninals with plug-in

contactless readers. Combined temrinal 126 ca¡ include a memory 128, a processor

portion i30, and a reader module 132. Note that the principles of construction of

termnal T26 are applicable to other types of terminals and a¡e described in detail for

illusfiative pu?oses. Reader module I32 can be configured fol contact

communication with card or device 102, or contactless communication with ca¡d or

device i12, or both (different fpes of readers can be provìded to interact with

different types of cards e.g., contacted or contactless). Terminals 1.22, 124, 126 cart

be connected to a processing center 140 via a computer network i38. Network i38

could include, for example, the Intemet, or a proprietary network. Processing center

140 can include, for example, a host computer of an issuer of a payment device. One

or more distinct networks can be employed. As discussed beiow, inventive terminals

can have payment modules coupled to electronic merchanåise modules; the modules

can be implemented in software, fnrnware, a¡d/or hardware. In one or mote

embodiments, the modules may be software modules running on the same processor.

Stand-alone terminal 134 is representative ofa terminal that is not connected

to a computer network (either not connected at a particular time, or not connected at

alt, by design), and is otherwise generally similar to the other ter¡ninals described.

An appropriately configuled cellular telephone handset 142 can also be

employed in system 100. Handset 142 is depicted in semi-schematic form in FIG. 1,

and can inciude one or more IC chips such as chiF 144 including a processing urit

l5
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15 In addition to the basic services provided by the operating system,
memory  portions 108, 118 may also include one or more applications as
described herein. At  present, one preferred standard to which such
applications may conform is the EMV  payment standard set forth by
EMVCo, LLC (http://www.emvco.com). It will be  appreciated that, strictly
speaking, the EMV standard defines the behavior of a 20 terminal;
however, the card can be configured to conform with such EMV-compliant
terminal behavior and in such a sense is itself ENV-compliant. It will also
be  appreciated that applications in accordance with the present invention
can be  configured in a variety of different ways. As noted, cards 102, 112
are examples of a variety of payment devices that  25 can be employed
with techniques of the present invention. The primary function of  the
payment devices may not be payment, for example, they may be cellular
phone  handsets, or access cards for a public transportation system, that
implement  techniques of the present invention. Such devices could
include cards having a  conventional form factor, smaller or larger cards,
cards of different shape, key fobs, 30 personal digital assistants (PDAs),
appropriately configured cell phone handsets, or  indeed any device with
the processing and mernory capabilities to implement  techniques of the
present invention. The cards, or other payment devices, can include
memories 108, 118 and processors 106, 116 coupled to the memories.
Optionally,  body portions (e.g., laminated plastic layers of a payment
card, case or cabinet of a  8 WO 2007/008915 PCT/US2006/026917
PDA, chip packaging, and the like) are associated with memories 108,
118 and  processors 106, 116. The memories 108, 118 can contain
applications as described  herein. The processors 106, 116 can be
operative to execute one or more method  steps to be described herein.
The applications can be, for example, application 5 identifiers (AIDS)
linked to software code in the form of firmware plus data in a card
memory such as an electrically erasable programmable read-only memory
(EEPROM). A number of different types of terminals can be employed
with system 100.  Such terminals can include a contact terminal 122
configured to interface with  10 contact-type device 102, a wireless
terminal 124 configured to interface with wireless device 112, or a
combined terminal 126. Note that "contactless" and "wireless" are  
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146 and a menrory unit 148. Wireless communication with a termínal can be

provided via antenna 150 or with a second antenna 180 similar to above-described

artenna 720 (i.e., the handset could have a second a¡tenna for the payment

application). Note that antenna 180 is depicted schematically, but could be, e.g., a

coil anterma as used in a þpical "smart" card, Handsets 742 can each be equipped

v/ith a suitable display 156. Further, an appropriate power supply 162 ca¡ also be

provided. Such power supplies can include, for example, a bal1ery and appropriate

circuitry. The display and power supply can be interconnected with the plocessor

portion. Different tlpes of portable payment devices can combine o¡ "mix and

match" one or more featules depicted on the exempiary devices in FIG. 1.

In one aspect of the present invention, a¡ eiectronic payment device, which

may be portable, is provided for facililating transactions by a user with a terrninal,

slr'ch as 122, 124,126,134, of a system such as system 100. The device can inciude a

processor, for exampie, the processing units 106, 71,6, 146 discussed above. The

device can also include a memory, such as memory portions 108, 118, 148 discussed

above, that is coupled to the prccessor. Further, the device can optionally include a

communications module that is coupled to the processor and configured to interface

with a terminal such as one ofthe tenninals 722, 124,726,734. The communications

module can include, for example, the contacts 1 10 or antennas 120, 750, 180 together

with appropriate circuitry (such as the aforementioned oscillator or oscillators and

related chcuitry) that permits intetfacing .¡''ith the terminals via contact or wireless

commu¡rication. The processor of the apparatus can be operable to perform one or

more steps of methods and techniques described herein. The processor can perforÍI

such operations via hardware techniques, and/or under the i¡rfluence of program

inshuctions stored in one of the meruory rnits. The portable device can inciude a

body portion. For example, this could be a laminated plastic body (as discussed

above) in the case of "smar1" cards 102, 112, or the handset chassis and body in the

case ofhandset 142.

It will be appreciated that the te¡minals L22, 124, 126, 134 are examples of

te¡minal apparatuses for interacting with portable payrnent devices in accordance with

one or lnore exempiary embodiments of the present invention. The apparatus can

include the aforementioned pa)'raìent and electronic merchandise modules,

implemented, e.g., via a processor such as processor 130, a memory such as memory

128 that is coupled to the processor, a:rd a communications module such as 132 tfial is

10

used in an interchangeable fashion herein and that the skilled artisan is
familiar with  the meaning of such terminology. Combined terminal 126 is
designed to interface  with either type of device 102, 112. Terminals may
be contact terminals with plug-in 15 contactless readers. Combined
terminal 126 can include a memory 128, a processor  portion 130, and a
reader module 132. Note that the principles of construction of  terminal
126 are applicable to other types of terminals and are described in detail
for  illustrative purposes. Reader module 132 can be configured for
contact  communication with card or device 102, or contactless
communication with card or 20 device 112, or both (different types of
readers can be provided to interact with  different types of cards e.g.,
contacted or contactless). Terminals 122, 124, 126 can  be connected to a
processing center 140 via a computer network 138. Network 138  could
include, for example, the Internet, or a proprietary network. Processing
center  140 can include, for example, a host computer of an issuer of a
payment device. One 25 or more distinct networks can be employed. As
discussed below, inventive terminals  can have payment modules coupled
to electronic merchandise modules; the modules  can be implemented in
software, firmware, and/or hardware. In one or more  embodiments, the
modules may be software modules running on the same processor.
Stand-alone terminal 134 is representative of a terminal that is not
connected  30 to a computer network (either not connected at a particular
time, or not connected at  all, by design), and is otherwise generally
similar to the other terminals described. An appropriately configured
cellular telephone handset 142 can also be  employed in system 100.
Handset 142 is depicted in semi-schematic form in FIG. 1,  and can
include one or more IC chips such as chip 144 including a processing unit
9 WO 2007/008915 PCT/US2006/026917  146 and a memory unit 148.
Wireless communication with a terminal can be  provided via antenna 150
or with a second antenna 180 similar to above-described  antenna 120
(i.e., the handset could have a second antenna for the payment
application). Note that antenna 180 is depicted schematically, but could
be, e.g., a 5 coil antenna as used in a typical "smart" card, Handsets 142
can each be equipped  with a suitable display 156. Further, an appropriate
power supply 162 can also be  provided. Such power supplies can
include, for example, a battery and appropriate  circuitry. The display and
power supply can be interconnected with the processor  
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coupled to the processor and configured to intelface with the portable appalatuses

102, 112, 1.42. T\e processoi 130 can be operable to commruricate with portable

payment devices of a user via the communications module 132. The terminal

apparatuses can finction via hardwa¡e techniques in processor 130, or by ptogram

instruotions stored in memory 128. Such logic could optionally be provided from a

central location such as processing center 140 over networlt 138.

The above-described devices 102, 112 are preferably ISO 7816-compliant

contact ca¡ds or devices or NFC (f{ear Field Conrmunications) or ISO 14443-

compliant proximity cards or devices. In operation, cafi 712 can be touched or

tapped on the te¡rniral 724 or I28, which then contactlessly transmits the electronic

data to the proxirnity IC chip in the card 1 12 or other wireless device.

FIG. 2 shows an exemplary application of techniques of the invention to a

controlled access system, in accordance with one aspect of the invention. The system

200 can be, for example, a transportation vehicle, a complete transportation

infrast¡ucture including one or more railroad stations or bus terrninals, an amusement

park, a museum, and the like. System 200 may have an entrance point202 and an exit

point 204. A frst terminal 206 can be located adjacent entlance point 202 md a

second terminal 208 can be located adjacent exit point 204. It v¿ill be appreciated that

there may be multþle entry and exit points, and that each may be provided with an

appropriate terminal. The terminais, such as terminal 206, can be configured for

integrated payment and electronic merchandise transfer via a payment inûastructure,

in association with an electronic merchandise infrastruchrre, and in coqjunction with

an eleotronic payment device, such as device 270,lhat is con-figured according to the

payment infraskucture. The device 210 ca¡ be, for example, a contacted car{ a

contacfless card, a cell phone, or other device as described above.

Temrinal 206 can include a payment module 212 that is conñgured according

to the payment i-nftastructure and that is also configwed to interogate the eiectronic

payment device 210 to obtain financial data. Further, terminal 206 can include an

electronic merchandise module 214 that is configured according to the electronic

mercha¡rdise infrastructrue and coupled to the payment modúe 21.2. The electronic

rnerchandise módu1e 214 can be configured to faciiitate processing of e-merchandise

related information, for example, ticketing infonnation. The pa¡,rnent module 212 can

be further configured to facilitate transfer of the e-merchandise related infomation to

tåe electronic payrnent device 210, in a transaction conducted in accordance with the

1.5
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portion. Different types of portable payment devices can combine or "mix
and  10 match" one or more features depicted on the exemplary devices
in FIG. 1. In one aspect of the present invention, an electronic payment
device, which  may be portable, is provided for facilitating transactions by
a user with a terminal,  such as 122, 124, 126, 134, of a system such as
system 100. The device can include a  processor, for example, the
processing units 106, 116, 146 discussed above. The 15 device can also
include a memory, such as memory portions 108, 118, 148 discussed
above, that is coupled to the processor. Further, the device can optionally
include a  communications module that is coupled to the processor and
configured to interface  with a terminal such as one of the terminals 122,
124, 126, 134. The communications  module can include, for example, the
contacts 110 or antennas 120, 150, 180 together 20 with appropriate
circuitry (such as the aforementioned oscillator or oscillators and  related
circuitry) that permits interfacing with the terminals via contact or wireless
communication. The processor of the apparatus can be operable to
perform one or  more steps of methods and techniques described herein.
The processor can perform  such operations via hardware techniques,
and/or under the influence of program 25 instructions stored in one of the
memory units. The portable device can include a  body portion. For
example, this could be a laminated plastic body (as discussed  above) in
the case of "smart" cards 102, 112, or the handset chassis and body in
the  case of handset 142. It will be appreciated that the terminals 122,
124, 126, 134 are examples of  30 terminal apparatuses for interacting
with portable payment devices in accordance with  one or more exemplary
embodiments of the present invention. The apparatus can  include the
aforementioned payment and electronic merchandise modules,
implemented, e.g., via a processor such as processor 130, a memory
such as memory  128 that is coupled to the processor, and a
communications module such as 132 that is  10 WO 2007/008915
PCT/1JS2006/026917  coupled to the processor and configured to
interface with the portable apparatuses  102, 112, 142. The processor 130
can be operable to communicate with portable  payment devices of a user
via the communications module 132. The terminal  apparatuses can
function via hardware techniques in processor 130, or by program 5
instructions stored in memory 128. Such logic could optionally be provided
from a  
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fina¡cial data and the pal'rnent i¡ûastructüe. Note that the paynent module ca¡l

include an arúewø 216 for contactiess conmunication (appropriate modúation a¡rd

conve¡sion circuitry, weil known in the art a¡d similar to that discussed above, can

also be included). Further, the payment moduie can include a reader for contacted

cards, 218. Note that the reader 218 and antenna 216 can be separate entities or can

be integated with the terminal 206 (e.g., payment module 272 thereof) as desired.

Payment mod¡:Je 272 and elechonic merchandise module 214 ca¡ have network

connections 220, 222. It wili be appreciated that if desìred, a single network

connection could be provided. The connection can be to any type of network

described above with regard to FIG. 1, a¡d the different modules cær be connected to

the same or different networks as desired. Elemer;rs224,226,228,230,232,236 of

terminal 208 can fi.nction similarly to corresponding elements 272, 2L4, 276, 21'8,

220, 222 of terrlinal 20 6.

In one or more embodiments, payment moúíe 2L2 need not itself be

15 conneoted to a network and network cornmunication can be accomplished via

merchandise iaodule 214. Further, in one ol more embodiments, commr.rnication with

the card or other palment device is hanclled by payment moù:/re 272, and any data

' that needs to be passed between the card and the merchandise mo dule 274 is ha¡dled

by the payment mo d-ule 212 (for both contacted and contactless cards)'

20 By way ofan example to aid understanding ofthe sldlled altisa¡, one example

of a payment furfrastructu¡e is the EMV i¡-frastructure, i.e. a palments system

incorporating EMV, such as that operated by MasterCald Intemational Inc. ín

conjunction with Issuers, Acquirers, and Merchants. Further, one exarrple of a

payment infrastructure is an Automatic Fare Collection (AFC) system,

Optionall¡ payment module 212 can be firrther configured to interogate the

electronic payment device 210 to obtain profile data pedaining to a holder of the

electronic payment device. In this case, the electronic merchandise module 214 ofthe

first te¡minal 206 cartbe configured to process the e-me¡chandise relaled infomalion

based on the profile data. The processing of ttre e-merchandise related inforrnation

can include generating, reading, and/or updating the e-merchandise related

information. It will be appleciated that different types of e-merchandise modules 214

æe possible. For example, there may be some which only generate e-merchandise,

such as ticket vending machines; there may be some which only read e-mercha¡idise,

for example, a portable device of a train conductor or other ticket inspectol; artd thele

25
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central location such as processing center 140 over network 138. The
above-described devices 102, 112 are preferably ISO 7816-compliant
contact cards or devices or NFC (Near Field Communications) or ISO
14443- compliant proximity cards or devices. In operation, card 112 can
be touched or 10 tapped on the terminal 124 or 128, which then
contactlessly transmits the electronic  data to the proximity IC chip in the
card 112 or other wireless device. FIG. 2 shows an exemplary application
of techniques of the invention to a  controlled access system, in
accordance with one aspect of the invention. The system  200 can be, for
example, a transportation vehicle, a complete transportation 15
infrastructure including one or more railroad stations or bus terminals, an
amusement  park, a museum, and the like. System 200 may have an
entrance point 202 and an exit  point 204. A first terminal 206 can be
located adjacent entrance point 202 and a  second terminal 208 can be
located adjacent exit point 204. It will be appreciated that  there may be
multiple entry and exit points, and that each may be provided with an 20
appropriate terminal. The terminals, such as terminal 206, can be
configured for  integrated payment and electronic merchandise transfer
via a payment infrastructure,  in association with an electronic
merchandise infrastructure, and in conjunction with  an electronic payment
device, such as device 210, that is configured according to the  payment
infrastructure. The device 210 can be, for example, a contacted card, a
25 contactless card, a cell phone, or other device as described above.
Terminal 206 can include a payment module 212 that is configured
according  to the payment infrastructure and that is also configured to
interrogate the electronic  payment device 210 to obtain financial data.
Further, terminal 206 can include an  electronic merchandise module 214
that is configured according to the electronic 30 merchandise
infrastructure and coupled to the payment module 212. The electronic
merchandise module 214 can be configured to facilitate processing of
e-merchandise  related information, for example, ticketing information.
The payment module 212 can  be further configured to facilitate transfer of
the e-merchandise related information to  the electronic payment device
210, in a transaction conducted in accordance with the  11 WO
20071008915 PCT/US2006/026917  financial data and the payment
infrastructure. Note that the payment module can  include an antenna 216
for contactless communication (appropriate modulation and  
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may be those which only update e-merchandise, for example, a ticket validation

machine. Further, there may be combined modules which do some or all of the

foregoing il a:ry combination. It is to be emphasized that by way of example, many

aspects of the invention are illushated with regard to a ticketing system, for example,

for transportatioû. However, this is purely exemplary, and techniques of the present

invention can be employed in many applications, wherever integration of payment

and e-merchandise inftastructwes will be beneficial, such as, e.g., controilhg access

to amusement palks, museums and the lilce.

Modules 272, 214, 224, 226 as desc¡ibed can include, e.g., two physically

separate devices, a single device comprising two discrete sub-devices, a single dwice

comprising two discrete virtual devices (i.e. software modules) and a single Ârlly

integrated device doing both jobs.

Attention should now be given to FiG. 3, which presents a flowchart 300 of

exemplary method steps according to an aspect of the invention. The method, which

can be cornputer-implemented, can be employed for integrated payment and

elecû'onic merchandise transfer via a palment infrastructure in association with an

electronic merchandise inûastrrrcture. The e-merchandise can be of the kind

described above. After begiming at block 302, block 304 includes facilitating

interrogation of an electronio payment device by a first terminal to obtain financial

data. The financial data can be, for example, an account number of the electronic

palment device. The electonic payment device can be configured 4ss6¡ding to 1åe

palment inûastructure, and the fust terminal ca¡ have a payment module and an

electuonìc merchandise module as described above with regald to FIG. 2. The

intenogation ofthe electronic payment device can be performed by the frst temtinal

payment module. Optionally, in the step of facilitating intenogation 3 04, profile data

pertaining to a holder of the electronic payment device can be obtained. As used

Iiereir¡ "facilitating" al action includes perfonning tle action, making the action

easier, helping to carry the action out, or causing the action to be performed. Thus, by

way of example and not limitatior¡ instructions executing on one processor might

facilitate an action carried out by instructions executing on a remote processor, by

sending appropriate data o¡ commands to cause or aid the action to be performed.

As noted, the financial data can be, for example, a:r account number associated

with the payment device. By way of example and not limitation, the profile data

could inciude information such as the fact that the person is a student ot a senior

L3

conversion circuitry, well known in the art and similar to that discussed
above, can  also be included). Further, the payment module can include a
reader for contacted 5 cards, 218. Note that the reader 218 and antenna
216 can be separate entities or can  be integrated with the terminal 206
(e.g., payment module 212 thereof) as desired.  Payment module 212 and
electronic merchandise module 214 can have network  connections 220,
222. It will be appreciated that if desired, a single network  connection
could be provided. The connection can be to any type of network 10
described above with regard to FIG. 1, and the different modules can be
connected to  the same or different networks as desired. Elements 224,
226, 228, 230, 232, 236 of  terminal 208 can function similarly to
corresponding elements 212, 214, 216, 218,  220, 222 of terminal 206. In
one or more embodiments, payment module 212 need not itself be  15
connected to a network and network communication can be accomplished
via  merchandise module 214. Further, in one or more embodiments,
communication with  the card or other payment device is handled by
payment module 212, and any data  that needs to be passed between the
card and the merchandise module 214 is handled  by the payment module
212 (for both contacted and contactless cards). 20 By way of an example
to aid understanding of the skilled artisan, one example  of a payment
infrastructure is the EMV infrastructure, i.e. a payments system
incorporating EMV, such as that operated by MasterCard International
Inc. in  conjunction with Issuers, Acquirers, and Merchants. Further, one
example of a  payment infrastructure is an Automatic Fare Collection
(AFC) system, 25 Optionally, payment module 212 can be further
configured to interrogate the  electronic payment device 210 to obtain
profile data pertaining to a holder of the  electronic payment device. In this
case, the electronic merchandise module 214 of the  first terminal 206 can
be configured to process the e-merchandise related information  based on
the profile data. The processing of the e-merchandise related information
30 can include generating, reading, and/or updating the e-merchandise
related  information. It will be appreciated that different types of
e-merchandise modules 214  are possible. For example, there may be
some which only generate e-merchandise,  such as ticket vending
machines; there may be some which only read e-merchandise,  for
example, a portable device of a train conductor or other ticket inspector;
and there  12 
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citizen who is entitled to a lowe¡ fare. Further, two or more categories of profrle data

could be provided. For example, one category could include ticketing profile data,

such as senior citizen or student status- Further, card member profile data could also

be provided; such data might not be needed for the transaction. This could include,

for example, when and where the card member joined, personal information such as

the size of clothing, and the like. Wlere the profile data is obtained, the e-

merchandise related i¡formation can be generated by the fnst terrrinal eiectronic

mercha¡dise module based on the profile data.

Optional step 306 wiil be discussed beiow. Step 308 can include facilitating

generation of e-merchandise related information by the first terminal electronic

merchandise module. Such infonnation could include, for example, ticketing

infomration. Optional steps 310 tfuough 316 will be discussed below. Step 318 can

include facilitating transfer of e-merchandise related i¡formation to the electronic

payment device, via the first terrninal palment module, within a transaction

conducted in accordance with the financial data and the palment fufrastructure. I¡
one or more embodiments, the tlansaction may be a payment trarisaction. It should be

appreciated, however, that the traflsaction may be for zero value, and/or might only be

a subset of a ñfl payment transaction flow.

As noted" the profile data that caa optionally be obtained in step 304 can

include i¡fonnation identiffing the holder of the electronic payment device as a

member of a class having one or more of a plurality of entitlement categories that are

associated with the class membership. The entitlement categories can relate to the

electronio merchandise; for example, such categories could include entitlôments to

discounts or privileges. As noted, in one exemplary embodiment, the entitlement

categories may include transportation fare categories, and the e-merchandise reiated

information may include transportation ticket information.

. As noted, techniques of the invention may be used to control entrance to

and/o¡ exit ûom a controlled access system. In some cases, one may only be

concemed with entra¡.ce to t¡.e system. This may be appropriate, for example, when a

single fxed fee is charged for access, such as entrance to a museì.lm ot amusement, or

in mass transportation systems, such as the New York subway system, where a single

fare is charged for passage between any two stations. However, in other applications,

it may be desirable to also control exit, and/or to li¡k tlie ticket or cost information to

both the entrance a¡d exit points. This could conespond, for example, to a system

t4

WO 2007/008915 PCT/US2006/026917  may be those which only update
e-merchandise, for example, a ticket validation  machine. Further, there
may be combined modules which do some or all of the  foregoing in any
combination. It is to be emphasized that by way of example, many
aspects of the invention are illustrated with regard to a ticketing system,
for example, 5 for transportation. However, this is purely exemplary, and
techniques of the present  invention can be employed in many
applications, wherever integration of payment  and e-merchandise
infrastructures will be beneficial, such as, e.g., controlling access  to
amusement parks, museums and the like. Modules 212, 214, 224, 226 as
described can include, e.g., two physically  10 separate devices, a single
device comprising two discrete sub-devices, a single device  comprising
two discrete virtual devices (i.e. software modules) and a single fully
integrated device doing both jobs. Attention should now be given to FIG.
3, which presents a flowchart 300 of  exemplary method steps according
to an aspect of the invention. The method, which  15 can be
computer-implemented, can be employed for integrated payment and
electronic merchandise transfer via a payment infrastructure in
association with an  electronic merchandise infrastructure. The
e-merchandise can be of the kind  described above. After beginning at
block 302, block 304 includes facilitating  interrogation of an electronic
payment device by a first terminal to obtain financial 20 data. The financial
data can be, for example, an account number of the electronic  payment
device. The electronic payment device can be configured according to the
payment infrastructure, and the first terminal can have a payment module
and an  electronic merchandise module as described above with regard to
FIG. 2. The  interrogation of the electronic payment device can be
performed by the first terminal 25 payment module. Optionally, in the step
of facilitating interrogation 304, profile data  pertaining to a holder of the
electronic payment device can be obtained. As used  herein, "facilitating"
an action includes performing the action, making the action  easier,
helping to carry the action out, or causing the action to be performed.
Thus, by  way of example and not limitation, instructions executing on one
processor might 30 facilitate an action carried out by instructions
executing on a remote processor, by  sending appropriate data or
commands to cause or aid the action to be performed. As noted, the
financial data can be, for example, an account number associated  



10

wo 2007/008915 PC.' [JS20061026977

such as the London Underground or Washington, DC Metro. Thus, the steps

described could be executed in connection with enlrance of the holder to a conholled

access system, and in such case, the e-merchandise related i¡formation in steps 308

and 318 could include the initial entry point information. Thus, the first terminal,

such as terminal 206 in FIG. 2, can in this case be thought ofas an entra¡rce ten¡inal.

In this case, additionai steps can include step 320, namely, facilitating inteffogation of

the electronic palment device by an exit terminal upon exit of the holder from the

system, to obtain system enüy point infomalion (the exit teminal in essence already

"knows" its own location, i.e., the system exit iocation). The exit terrninal could be,

for exam.ple, terminal 208 of FIG. 2. Step 322 can include facilitating one or mo¡e of

providing a ticket to the holder and charging a fee to the holder, via the exit terminal

payment module, based upon the controlled access system entry point infomration and

controlled access system exit point information (e.g., location ofthe exit terrninal). It

wí11 be appreciated that the ticket provided in step 322 (or eisewhere herein) could be

an electronic ticket, a physical ticket, an optical ticket, and the like.

In one or more embodiments, the entrance and exit terminals 206, 208 may be

different. For exa:rrple, in a transportation system, such as a subway, metro or

undergrormd system, the first, or entrance terminal 206 could be located at a station

where a person boarded a trair¡ while the second or exit te¡rninal 208 could be located

at a ståtion where a person exited a hain. However, it is possible that the entrance and

exit terninals may in fact be the same terminal. This could occur, for example, on a

bus, where fares depended on how far one traveled. The exit terminal, which would

be the same as flre entrance terminal, could obtain information about how far one

traveled by, for exampie, global positioning system (GPS) or other suitable

techniques. The electronic payment device employed with the method depicted in

FIG. 3 can be, for example, a contactless radio frequency S.F) proximity card, a

contacted card, or a dual-interface card having both contactless radio flequency (RF)

and contacted interfaces. Furthermore, the device could have a non-card form factor

such as, for example, a cellular teiephone, a PDA, a key fob, and the lilce; all that is

required is that the appropriate capabilities be present to intedace with the tennina.l.

It will be appreciated that in one or more exemplary embodiments, it may be

desirable to provide appropriate security featres, to minimize the chance of ftaud or

improper usage. Specific examples will now be provided within the context of a

ticketing application. When an open data store ís used for a ticket, tle card or other

15

20

25

30

15

with the payment device. By way of example and not limitation, the profile
data  could include information such as the fact that the person is a
student or a senior  13 WO 2007/008915 PCT/US2006/026917  citizen
who is entitled to a lower fare. Further, two or more categories of profile
data  could be provided. For example, one category could include
ticketing profile data,  such as senior citizen or student status. Further,
card member profile data could also  be provided; such data might not be
needed for the transaction. This could include, 5 for example, when and
where the card member joined, personal information such as  the size of
clothing, and the like. Where the profile data is obtained, the e-
merchandise related information can be generated by the first terminal
electronic  merchandise module based on the profile data. Optional step
306 will be discussed below. Step 308 can include facilitating  10
generation of e-merchandise related information by the first terminal
electronic  merchandise module. Such information could include, for
example, ticketing  information. Optional steps 310 through 316 will be
discussed below. Step 318 can  include facilitating transfer of
e-merchandise related information to the electronic  payment device, via
the first terminal payment module, within a transaction 15 conducted in
accordance with the financial data and the payment infrastructure. In  one
or more embodiments, the transaction may be a payment transaction. It
should be  appreciated, however, that the transaction may be for zero
value, and/or might only be  a subset of a full. payment transaction flow.
As noted, the profile data that can optionally be obtained in step 304 can
20 include information identifying the holder of the electronic payment
device as a  member of a class having one or more of a plurality of
entitlement categories that are  associated with the class membership.
The entitlement categories can relate to the  electronic merchandise; for
example, such categories could include entitlements to  discounts or
privileges. As noted, in one exemplary embodiment, the entitlement 25
categories may include transportation fare categories, and the
e-merchandise related  information may include transportation ticket
information. As noted, techniques of the invention may be used to control
entrance to  and/or exit from a controlled access system. In some cases,
one may only be  concerned with entrance to the system. This may be
appropriate, for example, when a 
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device may not provide any security services to the ticketing application with regard

to data storage. ln this case, the ticketing application will need to address attacks such

as skimming (i.e. copying a ticket to another card) or replay. However, in other

embodiments, the card or other device could provide appropriale security support.

One way would be to empioy a transaction counter, such as the application transaction

counter (ATC) in the PutData operatior¡ in conjunction with the PutData command, to

prevent the attacks. Note that the example is provided within the context of the

aforementioned EMV specification. The skìlled artisan, with the teachings presented

in this application in hand, will be able to readily adapt the example to other types of

systems and standards.

More specificaily, the reader (or reader pofion of a tenninal) could ask for the

ATC and the prima¡y account number (PAN). The ticketing module could include the

ATC a¡d PAN in the message authentication code (MAC) that it calculates, a¡d could

pass this back to the card or other device using the PutData command. The PutData

command would refuse to accept the storage of the data, unless tle PAN and ATC

matched its cun'ent values. This would stop replay onto a iegitimate card by the card

holder. Further, use of the PAN in conjunction with the combined data authentication

(CDA) feature present in EMV could reduce or eiiminate the chances of "skimming,"

i.e., where someone attempts to read valid ticket data from another card and copy it

onto their own card. As the MAC includes the PAN and the PAN is signed by CDA,

the payment module can detect that fraudulent attempt a¡d refuse tfie transaction'

With reference to FIG. 3, whete it is desired to implement security techniques,

optional step 306 can include facilitating the interrogation of the electronic payment

device, by ttre first terminal, to obtain a transaction counter and an account number,

such as, for example, the aforementioned ATC and PAN' Step 310 ca¡ include

facilítating calculation of an authentication code using the transaction cormter a¡d tle

account number; the code can be, for example, the MAC. Step 312 can include

facilitating the determination whether the transaction counter and the accormt number

obtained from the eiectronic payment device match the transaction cor¡rter and the

account number inciuded in the authentication code. If they do not, as indicated by

fhe NO branch of block 312, ¡eîrsal of storage of the authentication code by the

electronic payment device can be facilitated, as shos¡r at block 316. Such refusal is

rcsponsive to the determinfug step reveaüng that the ha¡saction counter and the

account number obtained ftom the electronic pa)rynent device do not match those

l6

30 single fixed fee is charged for access, such as entrance to a museum
or amusement, or  in mass transportation systems, such as the New York
subway system, where a single  fare is charged for passage between any
two stations. However, in other applications,  it may be desirable to also
control exit, and/or to link the ticket or cost information to  both the
entrance and exit points. This could correspond, for example, to a system
14 WO 2007/008915 PCT/US2006/026917  such as the London
Underground or Washington, DC Metro. Thus, the steps  described could
be executed in connection with entrance of the holder to a controlled
access system, and in such case, the e-merchandise related information
in steps 308  and 318 could include the initial entry point information.
Thus, the first terminal, 5 such as terminal 206 in FIG. 2, can in this case
be thought of as an entrance terminal.  In this case, additional steps can
include step 320, namely, facilitating interrogation of  the electronic
payment device by an exit terminal upon exit of the holder from the
system, to obtain system entry point information (the exit terminal in
essence already  "knows" its own location, i.e., the system exit location).
The exit terminal could be, 10 for example, terminal 208 of FIG. 2. Step
322 can include facilitating one or more of  providing a ticket to the holder
and charging a fee to the holder, via the exit terminal  payment module,
based upon the controlled access system entry point information and
controlled access system exit point information (e.g., location of the exit
terminal). It  will be appreciated that the ticket provided in step 322 (or
elsewhere herein) could be  15 an electronic ticket, a physical ticket, an
optical ticket, and the like. In one or more embodiments, the entrance and
exit terminals 206, 208 may be  different. For example, in a transportation
system, such as a subway, metro or  underground system, the first, or
entrance terminal 206 could be located at a station  where a person
boarded a train, while the second or exit terminal 208 could be located 20
at a station where a person exited a train. However, it is possible that the
entrance and  exit terminals may in fact be the same terminal. This could
occur, for example, on a  bus, where fares depended on how far one
traveled. The exit terminal, which would  be the same as the entrance
terminal, could obtain information about how far one  traveled by, for
example, global positioning system (GPS) or other suitable 25 techniques.
The electronic payment device employed with the method depicted in
FIG. 3 can be, for example, a contactless radio frequency (RF) proximity
card, a  
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included in the authentioation code. Implementing these steps can reduce the

likelihood of a replay ftaud. If the match is acceptable, as jndicated by the YES

bra¡ch of block 312, optionall¡ skimming detection can be fa¡ilitated at decision

block 314, based on the account number and a unique data aulhentication signature

associated with ttre transaction, for example, the EMV signature méthod knor.n as

Combined DDA/AC Generatior¡ more cornmonly refer¡ed to as "CDA". Thus,

chances of replay (attempting to copy previously legitimate ticketing data back onto

the original card) and skimming (attempts to copy legitimate ticketing data onto

another authentic or frauddent card) can be substantially reduced or eliminated. It

will be appreciated that the replay and skirnming prevention steps can be performed in

any order, a¡d need not be perfonned together; either or both can be perfomrod, or

neither. Indeed, in general, the steps depicted in FIG. 3 can be performed in any

appropriate order, and not all tle stçs need be carried out in any particular situation.

Once a refusal has been generated in block 316, processing proceeds to continue

block324.

In another approach exemplary of many possible approaches to security

enhancement, steps can include facilitatirg interrogation of an electronic payment

device by a first terminal to obtain a transaction counter such as al ATC, an electronic

payrnert device identifier such as Card ID, and an electronic payment device-

generated random number such as RND, and facilitating calculation of an

autlentication code such as MAC based on the e-merchandise related ínfomration, the

transaction counter, the electronic palment device identifier, and the electonic

payment device-generated random number. These steps permit facilitating detection

of replay fr'aud via the transaction cou¡rter and the payment device-generated random

number, as well as facilitafing skimming detectior¡ based on linkage of the e-

merchandise related i¡formation to the electronic pa]'rnent device identifier. Fùther

details will be provided below with regard to FIGS. 7 aud 8.

By way of review, one or more embodiments of tJre invention can provide

techniques for combining payment and e-mercha¡dise i¡Êastructures and/or

transactions while allowing each to concentrate on its primary function, and with little

or no need for one to understa¡rd or incorporate the other. Thus, in one or morc

aspects, the invention can provide techniques for incorporating data handling

operations into a tralsaction, such as a paynent transaction. In one particuiar
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contacted card, or a dual-interface card having both contactless radio
frequency (RF)  and contacted interfaces. Furthermore, the device could
have a non-card form factor  such as, for example, a cellular telephone, a
PDA, a key fob, and the like; all that is 30 required is that the appropriate
capabilities be present to interface with the tenninal. It will be appreciated
that in one or more exemplary embodiments, it may be  desirable to
provide appropriate security features, to minimize the chance of fraud or
improper usage. Specific examples will now be provided within the context
of a  ticketing application. When an open data store is used for a ticket,
the card or other  15 WO 2007/008915 PCT/US2006/026917  device may
not provide any security services to the ticketing application with regard to
data storage. In this case, the ticketing application will need to address
attacks such  as skimming (i.e. copying a ticket to another card) or replay.
However, in other  embodiments, the card or other device could provide
appropriate security support. 5 One way would be to employ a transaction
counter, such as the application transaction  counter (ATC) in the PutData
operation, in conjunction with the PutData command, to  prevent the
attacks. Note that the example is provided within the context of the
aforementioned EMV specification. The skilled artisan, with the teachings
presented  in this application in hand, will be able to readily adapt the
example to other types of  10 systems and standards. More specifically,
the reader (or reader portion of a terminal) could ask for the  ATC and the
primary account number (PAN). The ticketing module could include the
ATC and PAN in the message authentication code (MAC) that it
calculates, and could  pass this back to the card or other device using the
PutData command. The PutData 15 command would refuse to accept the
storage of the data, unless the PAN and ATC  matched its current values.
This would stop replay onto a legitimate card by the card  holder. Further,
use of the PAN in conjunction with the combined data authentication
(CDA) feature present in EMV could reduce or eliminate the chances of
"skimming,"  i.e., where someone attempts to read valid ticket data from
another card and copy it 20 onto their own card. As the MAC includes the
PAN and the PAN is signed by CDA,  the payment module can detect that
fraudulent attempt and refuse the transaction.  With reference to FIG. 3,
where it is desired to implement security techniques, optional step 306
can include facilitating the interrogation of the electronic payment  
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exemplary implementation, the payment transaction employs the aforementioned

EMV sta¡dard.

Thus, techniques of the present invention pemit the processing of non-

payment data witlún a transaction, such as a payment ta¡saction. In one or more

exemplary embodiments, data handling can be conducted within such a tra¡saction.

As discussed with regard to FIG. 2, terminals can include e-merchandise and payment

modules; these can be implemented as separate hardware modules ot separate

software modules. In one o¡ more embodiments, two separate applications are

provided, one for e-merchandise such as ticketing, and one for payments. The device,

such as a card, only needs to "knov/'how to interface with the payment portion. The

e-merchandise data, such as ticketing, can be conveyed to the card or other device

tluough the palment application or other þpe of payment module. Appropriate

ticketing or other e-merchandise data can be stored on the card or other device, but

using the payment infi'astn:cture preexisting on the card. In one or more

embodiments, the eústilg payment infrastructure can be in accotdance v/ith the

aforementioned EMV specificatìon. Sta¡dard EMV conrmands ca¡ be used to move

non-payment data, such as e-mercira¡rdise data. However, the card or other payment

device can be made downward-compatible, so that it can be readily employed for

ordinary purchase transactions. Further speciûc examples showing application of

tecbniques of the i¡vention within the EMV ftamework wili now be presented with

respect to FIGS. 4-6.

I-n the following discussion of FIGS. 4-8, "reader" encompasses an element

suclr as payrnent modúe 272 with elements 216 and/or 2i 8, while '1erminal"

encompasses an element such as e-merchandise module 214. FIG- 4 shows

exemplary method steps ìn a tia¡saction flow at the entry to a controlled access

system, where payment is to be made at the entry. The steps are described in the

context of the aforementioned EMV standard, with appropriate modifications

impiementing techniques of the invention. The techniques are applicable to both

contactless and contacted applications. As shown in step 402 of flowchart 400, an

activation request can be sent ûom a ticketing application to a pa)rynent application.

An appropriate card polling and activation sequence can be conducted at step 404. If
an invalid card or multþle cards are present, as determined at step 406, a card

deactivation sequence ca¡ be run at step 408, and a "NAK" sln¡bol ca¡ be sent ûom

1ò

device, by the first terminal, to obtain a transaction counter and an
account number,  25 such as, for example, the aforementioned ATC and
PAN. Step 310 can include facilitating calculation of an authentication
code using the transaction counter and the  account number; the code
can be, for example, the MAC. Step 312 can include  facilitating the
determination whether the transaction counter and the account number
obtained from the electronic payment device match the transaction
counter and the 30 account number included in the authentication code. If
they do not, as indicated by  the NO branch of block 312, refusal of
storage of the authentication code by the  electronic payment device can
be facilitated, as shown at block 316. Such refusal is  responsive to the
determining step revealing that the transaction counter and the  account
number obtained from the electronic payment device do not match those
16 WO 2007/008915 PCT/US2006/026917  included in the authentication
code. Implementing these steps can reduce the  likelihood of a replay
fraud. If the match is acceptable, as indicated by the YES  branch of block
312, optionally, skimming detection can be facilitated at decision  block
314, based on the account number and a unique data authentication
signature 5 associated with the transaction, for example, the EMV
signature method known as  Combined DDA/AC Generation, more
commonly referred to as "CDA". Thus,  chances of replay (attempting to
copy previously legitimate ticketing data back onto  the original card) and
skimming (attempts to copy legitimate ticketing data onto  another
authentic or fraudulent card) can be substantially reduced or eliminated. It
10 will be appreciated that the replay and skimming prevention steps can
be performed in  any order, and need not be performed together; either or
both can be performed, or  neither. Indeed, in general, the steps depicted
in FIG. 3 can be performed in any  appropriate order, and not all the steps
need be carried out in any particular situation.  Once a refusal has been
generated in block 316, processing proceeds to continue  15 block 324. In
another approach exemplary of many possible approaches to security
enhancement, steps can include facilitating interrogation of an electronic
payment  device by a first terminal to obtain a transaction counter such as
an ATC, an electronic  payment device identifier such as Card ID, and an
electronic payment device 20 generated random number such as RND,
and facilitating calculation of an  
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the reader to the terminal at block 410 (corresponding to the reader inforrning the

tenninal that something has gone wrong).

OnIy in the case when a single card is present the reader will implement the

application selection, and an appropriate application on the card is selected at block

412. DaIa 1s then read from the card, as at block 414. Such data can include profrle

i¡formation such as a ticketing profiie, as well as a balance. When multiple ca¡ds are

present, as in the NO brancl¡ the reader will initiate a removal sequence, as at 408.

In step 416, the appropriate application is initiated. In step 418, the readet'can

read all the data from the card or other device, but may retrieve only the PAN from

the response message, saving other data for later use. In the example shown ín FIG.

4, the application data is compliant with the ONESMART PA\?ASS@ application,

also known as PAYPASS M/CHIP@, promulgated by Mastercard Intemational

Incorporated. However, this is purely for purposes of example, and other appropriate

specifications can be complied with or employed. In parallel, øt step 420, the reader

can send the ticketing profüe and balance as part of an activate entry response, as a

result of two successful GeÐata commands. At step 422, the reader ca¡r receive a

debit entry command and palsed data from the terminal as a preparation for a fust

Generate AC command to be conducted in the future. In parallel, in step 418,

appropriate data is read ftom the card or other device by a Read Record command.

Typically, in an optimized flow, the tenninal will send the Debit Entry comma:rd

before the ¡eader reaches the point where it is ready to send tlre first Generale AC

command. lr block 424, fhe rcader requests a tua¡saction certificate (TC). In block

426, the reader sends the Debit Entry response to the terminal, containing the clearìng

.record.

In block 428, a determination is made whether the card or other device has

generated aa application authentication cryptogram (AAC) or an autholization request

cryptogram (ARQC). If such is the case, the reader declines the transaction without

fi:rther processing as shown at block 410. Conversel¡ following the "no" branch at

block 428, a determination is made whether combined DDA/AC generation was

requested. Note that "DD¡r' stands for Dynamic Data Authentication, "AC" stands

for Application Cryptogram, a¡d the two ale combined into "CDA" which stands for

"Combined DDA/AC.' If such generation was requested, dt block 434, the reader

¡etrieves the public key of the electronic payment device (such as, e.g., an Integrated

Circuit Card (ICC) and verifies the signed dlmamic appiication data (SDAD). At
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authentication code such as MAC based on the e-merchandise related
information, the  transaction counter, the electronic payment device
identifier, and the electronic  payment device-generated random number.
These steps permit facilitating detection  of replay fraud via the
transaction counter and the payment device-generated random 25
number, as well as facilitating skimming detection, based on linkage of the
e- merchandise related information to the electronic payment device
identifier. Further  details will be provided below with regard to FIGS. 7
and 8. By way of review, one or more embodiments of the invention can
provide  techniques for combining payment and e-merchandise
infrastructures and/or  30 transactions while allowing each to concentrate
on its primary function, and with little or no need for one to understand or
incorporate the other. Thus, in one or more  aspects, the invention can
provide techniques for incorporating data handling  operations into a
transaction, such as a payment transaction. In one particular  17 WO
20071008915 PCT/US2006/026917  exemplary implementation, the
payment transaction employs the aforementioned  EMV standard. Thus,
techniques of the present invention permit the processing of non- payment
data within a transaction, such as a payment transaction. In one or more
5 exemplary embodiments, data handling can be conducted within such a
transaction. As discussed with regard to FIG. 2, terminals can include
e-merchandise and payment  modules; these can be implemented as
separate hardware modules or separate  software modules. In one or
more embodiments, two separate applications are  provided, one for
e-merchandise such as ticketing, and one for payments. The device, 10
such as a card, only needs to "know" how to interface with the payment
portion. The  e-merchandise data, such as ticketing, can be conveyed to
the card or other device  through the payment application or other type of
payment module. Appropriate  ticketing or other e-merchandise data can
be stored on the card or other device, but  using the payment
infrastructure preexisting on the card. In one or more 15 embodiments,
the existing payment infrastructure can be in accordance with the
aforementioned EMV specification. Standard EMV commands can be
used to move  non-payment data, such as e-merchandise data. However,
the card or other payment  device can be made downward-compatible, so
that it can be readily employed for  
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block 436, if the SDAD is correct, processing flows to block 438, while if the SDAD

is incorrect, tÍe reader declines the transaction as per biock 410. In the "no" branch

of block 430, static dâta authentication is performed alblock 432 by the reader. The

reader wili set an appropriate bit in the TVR if flre static data authentication fails.

Note that "TVR" stands for Terrninal Verification Results, a set of flags generated by

the temrinal that contains the results of the terminal's rìsk management decisions. It

passes this to the card in "genAC." In blocks 438 and 440 the reader performs

appropriate processing reshictions and terminal risk management. Again, appropliate

bits in the TVR are set if one or more tests fail.

In block 442, fhe reader petforms terminal action analysis. If the resrft is a

TC requesl as dete¡mined in block 444, the reader accepts the transaction;

convelÉely, at the "no" branch of block 444, the transaction is declined as at block

410. I¡r block 448, the reader sends the Debit Entry response to the tenniral,

containing the clearing record. The readet can send the Debit Entry response to the

terminal containing the output ftom the first Generate AC response; suitable

exception handling may be ìmplemented by the reader in the case that tÏe card or the

other device does not respond to the Generate AC command. It will be appreciated

that blocks 406,418, 424, 428, 430-436, 438, 440,442 at:d 446 can correspond to

actions taken at an application level. Further, blocks 402, 470, 420,422, and 448 can

correspond to actions taken at a transport or e-merchandise level- The steps in FIG. 4

may be carried out in connection with terminal-reader interactions.

In general terms, in a normal EMV transaction flow, the right application is

selected on the card or other device, data is read from the card or other device,

terrninal risk analysis a¡d tenninal action analysis ate performed, the card is asked for

a üyptogam of a type determined by the above analysis, and the card then does its

risk analysis and responds to the terminal in an appropriate fashion. In the modified

transaction flow set forth herein, when reading data from the card, ticketing or e-

merchandise related data may optionally also be read and supplied to the ticketing or

other e-merchandise ter:ninal. Such data ca¡ be read by the normal EMV Read

Record cornmand, or by one or more GetData cornmands. When the card or other

device is asked fo¡ a crypfo$aln, the card is told certain data items in a fomrat

requested by the card. The card request will [pica11y inclì]de the ticket tag so that if a

ticket is presen! it is passed to the card when the cryptogram is requested (if ticketing

is not understood zeroes are simply passed to the card)' Tbe card logs the data in an

15

20

25

30

20

ordinary purchase transactions. Further specific examples showing
application of 20 techniques of the invention within the EMV framework
will now be presented with  respect to FIGS. 4-6. In the following
discussion of FIGS. 4-8, "reader" encompasses an element  such as
payment module 212 with elements 216 and/or 218, while "terminal"
encompasses an element such as e-merchandise module 214. FIG. 4
shows 25 exemplary method steps in a transaction flow at the entry to a
controlled access  system, where payment is to be made at the entry. The
steps are described in the  context of the aforementioned EMV standard,
with appropriate modifications  implementing techniques of the invention.
The techniques are applicable to both  contactless and contacted
applications. As shown in step 402 of flowchart 400, an 30 activation
request can be sent from a ticketing application to a payment application.
An appropriate card polling and activation sequence can be conducted at
step 404. If  an invalid card or multiple cards are present, as determined
at step 406, a card  deactivation sequence can be run at step 408, and a
"NAK" symbol can be sent from  18 WO 2007/008915
PCT/US2006/026917  the reader to the terminal at block 410
(corresponding to the reader informing the  terminal that something has
gone wrong). Only in the case when a single card is present, the reader
will implement the  application selection, and an appropriate application
on the card is selected at block  5 412. Data is then read from the card, as
at block 414. Such data can include profile information such as a ticketing
profile, as well as a balance. When multiple cards are  present, as in the
NO branch, the reader will initiate a removal sequence, as at 408. In step
416, the appropriate application is initiated. In step 418, the reader can
read all the data from the card or other device, but may retrieve only the
PAN from  10 the response message, saving other data for later use. In
the example shown in FIG. 4, the application data is compliant with the
ONESMART PAYPASS(r) application,  also known as PAYPASS
M/CHIP(r), promulgated by MasterCard International  Incorporated.
However, this is purely for purposes of example, and other appropriate
specifications can be complied with or employed. In parallel, at step 420,
the reader 15 can send the ticketing profile and balance as part of an
activate entry response, as a  result of two successful GetData
commands. At step 422, the reader can receive a  
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extension to the normal transaction 1og. Optíonally, it is also possible to write. to a

data store before or a.fter the cryptogram request. This ca¡ be done with a PuÐata

command, but in a variation to normal EMV, it can be done without any security

acting just as arì opeû data store. Both options have been discussed above.

Optionally, if one is just logging entry into an area, the PutData need not be followed

by a cryptogram request.

When tle appropriate application is selected, the terrlinal can perform a

GetProcessingOptions command. This command tel1s the terminal some basic facts

about the card and transacfion and also provides a parameter which is used to

detemrine which Terminal File Records need to be read (in one or more embodiments,

such parameter can be, for example, the Application File Locator or "AFL" parameter

from the EMV specifrcation). This latter record is a list ofthe data items to be read

for a given transaction. Records can then be read using the Read Record command.

Other data items such as the offline balance can be read with a GetData command.

Norrnally, PutData com.:nands are done as part of "scripting," i.e., a sequence

of cryptographically secured commands with MACs. In one or more ca¡d

applications configuled in accordance with techniques of the invention, both this type

of PutData and a type of PutData that does not have a MAC can be supported. A

number of data stores used for storing tickets can be defined. Half of these can be

open and half can be secure (i.e. freeþ read, scrþting for write). Again, these details

are exemplary in nature and other variations are possible.

One of the data items read in the Tenninal File Records is called CDOLi.

This data item tells the terninal the list of tags to be supplied in the cryptogram

request, items such as amount, currency, and the like. To this can be added an extra

tag for tickets or otÏer e-merchandise, so that the terminal provides a ticket or otåer e-

mercha¡dise in the cryptogram request. The basic rule under the EMV standard is

that if a tag is not understood, zeroes are filled in. This feature can be employed to

ensure that a non-ticketing or non-e-mercha¡dise terminal will not reject a card or

other device employing inventive tecl'Ìdques.

The cryptogram can be requested by means of a "Generate AC" command.

This cryptogram is typically only understood by the issuer, but the card or other

device may digitally sign it using RSA. RSA is a wellknown algorithm for public

key encryption that can also be used for digital signatules. The terminal can check

this as it obtains the keys that it needs from the terminal file records.

21

debit entry command and parsed data from the terminal as a preparation
for a first  Generate AC command to be conducted in the future. In
parallel, in step 418,  appropriate data is read from the card or other
device by a Read Record command. 20 Typically, in an optimized flow,
the terminal will send the Debit Entry command  before the reader
reaches the point where it is ready to send the first Generate AC
command. In block 424, the reader requests a transaction certificate (TC).
In block  426, the reader sends the Debit Entry response to the terminal,
containing the clearing  record. 25 In block 428, a determination is made
whether the card or other device has  generated an application
authentication cryptogram (AAC) or an authorization request  cryptogram
(ARQC). If such is the case, the reader declines the transaction without
further processing as shown at block 410. Conversely, following the "no"
branch at  block 428, a determination is made whether combined DDA/AC
generation was 30 requested. Note that "DDA" stands for Dynamic Data
Authentication, "AC" stands  for Application Cryptogram, and the two are
combined into "CDA" which stands for  "Combined DDA/AC." If such
generation was requested, at block 434, the reader  retrieves the public
key of the electronic payment device (such as, e.g., an Integrated  Circuit
Card (ICC)) and verifies the signed dynamic application data (SDAD). At
19 WO 2007/008915 PCT/US2006/026917  block 436, if the SDAD is
correct, processing flows to block 438, while if the SDAD is incorrect, the
reader declines the transaction as per block 410. In the "no" branch  of
block 430, static data authentication is performed at block 432 by the
reader. The  reader will set an appropriate bit in the TVR if the static data
authentication fails. 5 Note that "TVR" stands for Terminal Verification
Results, a set of flags generated by  the terminal that contains the results
of the terminal's risk management decisions. It  passes this to the card in
"genAC." In blocks 438 and 440 the reader performs  appropriate
processing restrictions and terminal risk management. Again, appropriate
bits in the TVR are set if one or more tests fail. 10 In block 442, the reader
performs terminal action analysis. If the result is a  TC request, as
determined in block 444, the reader accepts the transaction;  conversely,
at the "no" branch of block 444, the transaction is declined as at block
410. In block 448, the reader sends the Debit Entry response to the
terminal,  
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Attention should now be given to FIG. 5, which depicts an exemplary leader

transaction flow for the storage of a ticket or other e-mercha¡dise. At block 502, the

reader receives a GET CARD ID corrmand and begins poiling for cards in the fie1d

(in the case of contactless cards), as at block 504. At block 506, ìf a single card is

present in the field, the ¡eader moves the application seiection at block 572. If
multþle cards are present, the reader iniliates the removal sequence as at bloclc 508

and block 510. At block 516, the ¡eade¡ reads the füst record from the Terminal File

Records. This record contai¡s the PAN, the application expiry date, and optionally

the PAN sequence mrmber. While the anaígement described may offer speed

advarrtages, the PAN ca¡, if desiled, be located in any other record. The variables

mentioned throughout are familia¡ to the skilled artisan from the EMV specification.

At block 518, the reader parses record one, and retrieves the PAN, application expiry

date, and PAN sequence number. If the PAN sequence number is not included in the

record, the reader uses the value "00."

At block 520, Ihe reader sends the PAN, PAN sequence number and the

application expiry date as the GetCard ID response. At block 522, the reader receives

a store ticket command and parses the data as a preparation for the PutData comma¡d.

The PutData command, for the ticket or other e-merchandise, is shorm in block 524.

The reader sends the ticket or other e-merchandise to the card with the PutData

command (without using secure messaging). At block 526, r}'e card deactivation

sequence occurs, whiie at block 528 the reader informs the terminal that everytbing

proceeded appropriately. Block 510 "Send NAK" colresponds to the reader

inforrriig the terminal that something has gone wrong.

I1 will be appreciated that blocks 506, 516, 5'18 and.524 can conespond to

activity at the appiication level. Blocks 504 and 526 can conespond to activity at the

transport levei. Blocks 502, 510, 520, 522, anð, 528 can conespond to terminal-reader

interactions.

FIG. 6 shows a flowchart 600 of exemplary method steps in a tra¡saction flow

at the exit from a controlled system, such as a h'ansportation system, for payment at

the exit. At bloclc 602, the reader receives the ACTIVATE EXIT command and

begins polling for cards in tlie field, as at block 604. If no ACTIVATE EXIT

command has been received, monitoring continues, as indicated at the "no" bralch of

block 602. The cald poiling and activation sequence is depicted at block 604. At

block 606, a determination is made whether a single card is present in the field; if so,
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containing the clearing record. The reader can send the Debit Entry
response to the 15 terminal containing the output from the first Generate
AC response; suitable  exception handling may be implemented by the
reader in the case that the card or the  other device does not respond to
the Generate AC command. It will be appreciated  that blocks 406, 418,
424, 428, 430-436, 438, 440, 442 and 446 can correspond to  actions
taken at an application level. Further, blocks 402, 410, 420, 422, and 448
can 20 correspond to actions taken at a transport or e-merchandise level.
The steps in FIG. 4  may be carried out in connection with terminal-reader
interactions. In general terms, in a normal EMV transaction flow, the right
application is  selected on the card or other device, data is read from the
card or other device,  terminal risk analysis and terminal action analysis
are performed, the card is asked for 25 a cryptogram of a type determined
by the above analysis, and the card then does its  risk analysis and
responds to the terminal in an appropriate fashion. In the modified
transaction flow set forth herein, when reading data from the card,
ticketing or e- merchandise related data may optionally also be read and
supplied to the ticketing or  other e-merchandise terminal. Such data can
be read by the normal EMV Read 30 Record command, or by one or more
GetData commands. When the card or other  device is asked for a
cryptogram, the card is told certain data items in a format  requested by
the card. The card request will typically include the ticket tag so that if a
ticket is present, it is passed to the card when the cryptogram is requested
(if ticketing  is not understood, zeroes are simply passed to the card). The
card logs the data in an  20 WO 2007/008915 PCT/US2006/026917
extension to the normal transaction log. Optionally, it is also possible to
write to a  data store before or after the cryptogram request. This can be
done with a PutData  command, but in a variation to normal EMV, it can
be done without any security  acting just as an open data store. Both
options have been discussed above. 5 Optionally, if one is just logging
entry into an area, the PutData need not be followed  by a cryptogram
request. When the appropriate application is selected, the terminal can
perform a  GetProcessingOptions command. This command tells the
terminal some basic facts  about the card and transaction and also
provides a parameter which is used to 10 determine which Terminal File
Records need to be read (in one or more embodiments,  
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the reader moves the application selection as at block 612. Converseiy, if multiple

cards are present, the reader initiates fhe removal sequence, as at block 608, and the

"Send NÀK" block 610 is perforrned; the ¡eader sends a debit response to the

terminal, containing the status bytes ftom the first generate ÀC response as described

f¡dhe¡ herein. A-fter application seleclion at block 6'12, a ticket, ticketing profile and

bala¡ce can be read at block 614, a¡d the appropriate application is initiated at block

616. In block 618, the reader reads record one of SFI 2 to retrievô the PAN, PAN

sequence nnmber and application expiry date. At block 624, rjite rcade'f, reads other

records to ¡etrieve all required application data. In pai'allel, as sho$n at block 620,

the reader sends the ticket, ticketing profile, ba.lance, PAN, PAN sequence number

and application expiry date as part of the ACTIVATE E)(IT response. Meanwhile, the

reader is reading the other ca¡d daty as alblock 624 via Read Record commands.

At block 622, the reader rcceives the Debit Exil commar.d and parses the data

as a preparation for a future first Generate AC command. Again, in parallei, as at

block 624 the reader keeps reading card data via read record commands. Typically,

the terminai has sent the Debit Exit command before the reader is to send the first

Generate AC command. The data parsed in bIocf,< 622 ca:r include an amount a¡d a

tra¡saction date and/or time stamp. In block 626, the reader sends the PuÐata

command to remove the ticlcet from the card, while in block 628, the reader requests a

transaction certificate. The card deactivation sequence occurs in block 630. In block

632, ít is determined whether the card generated an AAC or ARQC; if such is the

case, as at the "yes" branch, the reader declines the t¡ansaction without firrther

processing. If such is not the case, as at the "no" branch, a determination is made in

block 634 whether combined DDA/AC generation was requested. If this is the case,

the reader retrieves the ICC public ltey and veri.fies the signed dynamic application

data at block 636. If the signed dynamic application data is inconect as detemrined at

block 638, the ttansaction is declined, while if the SDAD is correct, processing

continues at block 642. If the decision in block 634 is negative, static data

authentication is performed by fle reader at block 640. The reader wili set the

appropriate bit in the TVR if the static data authentication fails. In blocks 642 and

644 the reader performs processing restlictions and termina-l rislt managernent, setling

the appropriate bits in the TVR if one or more tests fail. The reader performs terminal

action analysis in block 646. If the result is a TC request, as detennined ín block 648,

then the reader accepts tle Ía¡saction, as per the "yes" branch. In the case of a "no"
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such parameter can be, for example, the Application File Locator or "AFL"
parameter  from the EMV specification). This latter record is a list of the
data items to be read  for a given transaction. Records can then be read
using the Read Record command.  Other data items such as the offline
balance can be read with a GetData command. 15 Normally, PutData
commands are done as part of "scripting," i.e., a sequence  of
cryptographically secured commands with MACs. In one or more card
applications configured in accordance with techniques of the invention,
both this type  of PutData and a type of PutData that does not have a
MAC can be supported. A  number of data stores used for storing tickets
can be defined. Half of these can be 20 open and half can be secure (i.e.
freely read, scripting for write). Again, these details  are exemplary in
nature and other variations are possible. One of the data items read in the
Terminal File Records is called CDOL1.  This data item tells the terminal
the list of tags to be supplied in the cryptogram  request, items such as
amount, currency, and the like. To this can be added an extra 25 tag for
tickets or other e-merchandise, so that the terminal provides a ticket or
other e- merchandise in the cryptogram request. The basic rule under the
EMV standard is  that if a tag is not understood, zeroes are filled in. This
feature can be employed to  ensure that a non-ticketing or
non-e-merchandise terminal will not reject a card or  other device
employing inventive techniques. 30 The cryptogram can be requested by
means of a "Generate AC" command.  This cryptogram is typically only
understood by the issuer, but the card or other  device may digitally sign it
using RSA. RSA is a well-known algorithm for public  key encryption that
can also be used for digital signatures. The terminal can check  this as it
obtains the keys that it needs from the terminal file records. 21 WO
2007/008915 PCTIUS2006/026917  Attention should now be given to FIG.
5, which depicts an exemplary reader transaction flow for the storage of a
ticket or other e-merchandise. At block 502, the  reader receives a GET
CARD ID command and begins polling for cards in the field  (in the case
of contactless cards), as at block 504. At block 506, if a single card is 5
present in the field, the reader moves the application selection at block
512. If  multiple cards are present, the reader initiates the removal
sequence as at block 508  and block 510. At block 516, the reader reads
the first record from the Terminal File  



10

15

20

¿J

30

wo 2007/008915 PCTruS2006/026917

ansv/er, the ka¡saction is declined. In block 650, for the clearing record, the reader

should use the TVR as sent to the card, not the TVR used to collect the terminal risk

manâgement results. In block 652, the reader sends the debit exit response to the

tenninal, containing the cleming record.

It will be appreciated that the method depicted in FIG. 6 is a modification of a

standard EMV procedure, adding, for example, steps 620 aîd 622. It will be fi¡rther

appreciated that blocks 606, 614, 618, 624, 626, 628, 632, 634-638, 640, 642, 644,

646 and 650 can correspond to actions at tho application level. Further, blocks 604,

608 and 630 can correspond to actions at the transport level Finally, blocks 602, 610,

620,622, and 652 can conespond to terminai-reader ínteractions.

FIG. 7 shows how the e-rnerchandise ís written to the payment device

(refened to as a "Card") as part of a payment tr-ansaction. With regard to FIGS. 7 and

8, the skilied artisan will appreciate from the context the signifìcance ofthe variables

and will also appreciate that different variable names corfd be chosen. The Terminal,

Reader and Card go through the following steps. In step 70 1 , the Terminal generates

a ra:rdom number UN*. The Temrinal ca.lculates a chailenge H* from the random

number tIN+ using a one-way-firnction (OWF). At this stage, oniy the Terminal

knows UN* and it is diffrcult to ca.lculate UN+ if Hx is known. At 702, the Terminal

sends an ACTIVATE cornmand to t¡e Reader to initiate the application. The

Terminal includes the tags of the data elements that the Reader shorld return in tfie

ACTIVÀTE response message. This includes, e.g., the RND tag, ATC tag, Card ID

tag and Customer Profile tag. The Terminal aiso includes H* indicatinþ to the Reader

that the interaction with the Card must be completed with the COMMIT command.

In step 703, the Reader starts polling for a Card. If a Card is found, the Reader

activates the Cald. ln step 704, the Reáder selects the appropriate applícation and

initiates the application. In step 705, the Reader sends Hx to the Card and receíves

RND and ATC. The Card stores RND and H+ in volatile memory for later use during

the DEBIT and COMMIT command. The presence of H+ indicates to the Card that

non-volatile memory must be updated with the COMMIT command. The Reader

retrieves the Customer Profile and Card ID ûom the Card in step 706.

In sfep 707, the Reader sends the data objects requested in step 702 to the

Termjnal in the ACTIVATE response message. This includes the RND, ATC, Card

ID and Customer Profrle. The Terminal detemrines the Amormt based on the

24

Records. This record contains the PAN, the application expiry date, and
optionally  the PAN sequence number. While the arrangement described
may offer speed 10 advantages, the PAN can, if desired, be located in
any other record. The variables  mentioned throughout are familiar to the
skilled artisan from the EMV specification.  At block 518, the reader
parses record one, and retrieves the PAN, application expiry  date, and
PAN sequence number. If the PAN sequence number is not included in
the  record, the reader uses the value "00." 15 At block 520, the reader
sends the PAN, PAN sequence number and the  application expiry date
as the GetCard ID response. At block 522, the reader receives  a store
ticket command and parses the data as a preparation for the PutData
command.  .The PutData command, for the ticket or other e-merchandise,
is shown in block 524.  The reader sends the ticket or other
e-merchandise to the card with the PutData 20 command (without using
secure messaging). At block 526, the card deactivation  sequence occurs,
while at block 528 the reader informs the terminal that everything
proceeded appropriately. Block 510 "Send NAK" corresponds to the
reader  informing the terminal that something has gone wrong. It will be
appreciated that blocks 506, 516, 518 and 524 can correspond to  25
activity at the application level. Blocks 504 and 526 can correspond to
activity at the  transport level. Blocks 502, 510, 520, 522, and 528 can
correspond to terminal-reader  interactions. FIG. 6 shows a flowchart 600
of exemplary method steps in a transaction flow  at the exit from a
controlled system, such as a transportation system, for payment at  30 the
exit. At block 602, the reader receives the ACTIVATE EXIT command and
begins polling for cards in the field, as at block 604. If no ACTIVATE EXIT
command has been received, monitoring continues, as indicated at the
"no" branch of  block 602. The card polling and activation sequence is
depicted at block 604. At  block 606, a determination is made whether a
single card is present in the field; if so,  22 WO 2007/008915
PCT/US2006/026917  the reader moves the application selection as at
block 612. Conversely, if multiple  cards are present, the reader initiates
the removal sequence, as at block 608, and the  "Send NAK" block 610 is
performed; the reader sends a debit response to the  terminal, containing
the status bytes from the first generate AC response as described 
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Customer Profile, at step 708; and calculates a MAC over the data of the

Merchandise, RND, ATC and Card ID, at step 709. This way the Merchandise is

linked to the Card ID and therefore it ca¡ not be used in anothe¡ (genuine) Cæd. As it

also includes the RND aud ATC, it cannot be replayed to the same Card either. The

Temrinal stores the Mercha¡dise in the MERCHANDISE envelope a¡d fi1ls the RND

and ATC with hexadecimal 'F's. I-n step 710, the Temrinal generates the Receipt.

At step 711, the Terminal sends the MERCI{ANDISE envelope together with

the payment related data and the Receipt to the Reader as part of the DEBITWRITE

command. At sfep 772, the Reader sends the MERCHANDISE envelope together

with the payment reiated data and the Receipt to the Card as part of the DEBIT

command. At step 713, the Card performs its card risk management a¡d generates a

Proof of Payment. The Ca¡d keeps any updates, including the Merchandise and

Receipt, ín volatiie memory until tIN* is presented as part of the COMMIT

command. At slep 774, the Reader sends UN* to the Card as part of the COMMIT

command. Upon receipt of the COMMIT comma:rd, in block 715, the Card verifies if
H* received as part of the GET CHALLENGE* is the same as OVv'F (UN+). Ft1ús is

the case, then the Card updates its non-volatile memory. It stores the Merchandise

together with RND and ATC in the Merchandise container and stores the Receipt in

the Receipt container. The Card also updates the payment related parameters in non-

volatile memory.

kr block 716, t}Le Reader authenticates the Card. The cald authentication

assures the Reacler that the Card li¡ked to the Card ID is a genuine Card' The Reader

passes the Proof ofPayment to the Terminal il block 717.

FIG. 8 shows how the e-merchandise is read checked for integrþ and

authenticity and then repiaced by al update of the Merchandise. If the originai

Merchandise is a mrftiple-ticket package, such as a London Underground Camet, the

updated Merchandise will contain one Ticket less. If the oiiginal Merchandise is a

single Ticket, the update invalidates the Ticket. The Terminal goes through the

following steps. At step 801, the Terminai sends t}re ACTIVATE command to the

Reader to initiate the application. The Terminal includds lhe øgs of the ilata elements

that the Readel' must retum in the ACTIVATE tesponse message. The Terminal does

not send Hx to the Reader. This indicates to the Reader that the transaction does not

have to be completed with the COMMiT command.

25

5 further herein. After application selection at block 612, a ticket, ticketing
profile and  balance can be read at block 614, and the appropriate
application is initiated at block  616. In block 618, the reader reads record
one of SFI 2 to retrieve the PAN, PAN  sequence number and application
expiry date. At block 624, the reader reads other  records to retrieve all
required application data. In parallel, as shown at block 620, 10 the reader
sends the ticket, ticketing profile, balance, PAN, PAN sequence number
and application expiry date as part of the ACTIVATE EXIT response.
Meanwhile, the  reader is reading the other card data, as at block 624 via
Read Record commands. At block 622, the reader receives the Debit Exit
command and parses the data  as a preparation for a future first Generate
AC command. Again, in parallel, as at  15 block 624 the reader keeps
reading card data via read record commands. Typically, the terminal has
sent the Debit Exit command before the reader is to send the first
Generate AC command. The data parsed in block 622 can include an
amount and a  transaction date and/or time stamp. In block 626, the
reader sends the PutData  command to remove the ticket from the card,
while in block 628, the reader requests a 20 transaction certificate. The
card deactivation sequence occurs in block 630. In block  632, it is
determined whether the card generated an AAC or ARQC; if such is the
case, as at the "yes" branch, the reader declines the transaction without
further  processing. If such is not the case, as at the "no" branch, a
determination is made in  block 634 whether combined DDA/AC
generation was requested. If this is the case, 25 the reader retrieves the
ICC public key and verifies the signed dynamic application  data at block
636. If the signed dynamic application data is incorrect as determined at
block 638, the transaction is declined, while if the SDAD is correct,
processing  continues at block 642. If the decision in block 634 is
negative, static data  authentication is performed by the reader at block
640. The reader will set the 30 appropriate bit in the TVR if the static data
authentication fails. In blocks 642 and  644 the reader performs
processing restrictions and terminal risk management, setting  the
appropriate bits in the TVR if one or more tests fail. The reader performs
terminal  action analysis in block 646. If the result is a TC request, as
determined in block 648,  then the reader accepts the transaction, as per
the "yes" branch. In the case of a "no"  23 WO 2007/008915
PCTIUS2006/026917  answer, the transaction is declined. In block 650,
for the clearing record, the reader  
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At block 802, The Reader starts polling for a Card. If a Card is found, the

Reader activates the Ca¡d. In step 803, the Reader selects ttre appropriate application

and iniliates the application. In step 804, the Reader sends the GET CHALLENGE*

command and receives RND and ATC. The Card stores RND in volatile memory for

later use during the DEBIT command. The Card does not receive H* ftom the

Reader. This indicates to the Card that no COMMIT command will be sent and that

non-volatile memory must be updated with the DEBIT command.

In step 805, the Reader retrieves the MERCIIANDISE envelope currently

stored in the Card. The MERCHANDISE envelope contains Merchandise', RND'

and ATC'. In step 806, the Reader retrieves the Card ID ftom the Card. Instep 807,

the Reader sends the Card ID, RND, ATC and the MERCIIANDISE envelope to the

Terminal in the ACTIVATE Rsp message. In biock 808, the Terminal checks

whether Merchandise' was calculated ovel the RND' and ATC' fo¡ the particuiar

Catd ID. If so, in block 809, the Termina.l calculates the new Mercha¡dise over the

same Card ID but uses the new RND and ATC. The Te¡minal stores the Merchandise

in the MERCIIANDISE envelope and fil1s the RND and ATC with hexadecimal 'F's.

In block 810, the Terminal generates a Receþ.

In step 811, the Te¡minal sends the new MERCHANDISE envelope together

wíth the Receipt to the Reader as part of the DEBITWRITE command. The

DEBITWRITE command can be for a zero Amount so tÍat there is no frnancial

impact on the Card. In step 812, the Reader sends the new MERCIIANDISE

envelope together with the Receipt to the Card as part of the DEBIT comnand. In

block 813, the Ca¡d stores the Merchandise together with RND and ATC in the

Merchandise container and stores the Receþ in the Receþ container.

In steps 8i4, 815 and 816, the Reader authenticates the Card (the card

authentication assures the Reader that the Card 1fuked to the Card ID is a genuine

card) and the Reader passes the Proof of Payment (1or a zerc Amount) to the

Terminal.

It will be appreciated that in general, pdor art systems rely on merchandise to

be delivered after payment. One or mote inventive techniques enable a trust model of

data slorage that allows merchandise to be deliveled before payment occurs. Within

tbis data storage concept, the availability of the merchandise is free but the usage

("consumption") is restricted. Unlike physical goods, it doesr{t cost arything to
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should use the TVR as sent to the card, not the TVR used to collect the
terminal risk  management results. In block 652, the reader sends the
debit exit response to the  terminal, containing the clearing record. 5 It will
be appreciated that the method depicted in FIG. 6 is a modification of a
standard EMV procedure, adding, for example, steps 620 and 622. It will
be further  appreciated that blocks 606, 614, 618, 624, 626, 628, 632,
634-638, 640, 642,.644,  646 and 650 can correspond to actions at the
application level. Further, blocks 604,  608 and 630 can correspond to
actions at the transport level, Finally, blocks 602, 610,  10 620, 622, and
652 can correspond to terminal-reader interactions. FIG. 7 shows how the
e-merchandise is written to the payment device  (referred to as a "Card")
as part of a payment transaction. With regard to FIGS. 7 and  8, the
skilled artisan will appreciate from the context the significance of the
variables  and will also appreciate that different variable names could be
chosen. The Terminal, 15 Reader and Card go through the following
steps. In step 701, the Terminal generates  a random number UN*. The
Terminal calculates a challenge H* from the random  number UN* using a
one-way-function (OWF). At this stage, only the Terminal  knows UN* and
it is difficult to calculate UN* if H* is known. At 702, the Terminal  sends an
ACTIVATE command to the Reader to initiate the application. The 20
Terminal includes the tags of the data elements that the Reader should
return in the  ACTIVATE response message. This includes, e.g., the RND
tag, ATC tag, Card ID  tag and Customer Profile tag. The Terminal also
includes H* indicating to the Reader  that the interaction with the Card
must be completed with the COMMIT command. In step 703, the Reader
starts polling for a Card. If a Card is found, the Reader  25 activates the
Card. In step 704, the Reader selects the appropriate application and
initiates the application. In step 705, the Reader sends H* to the Card and
receives  RND and ATC. The Card stores RND and H* in volatile memory
for later use during  the DEBIT and COMMIT command. The presence of
H* indicates to the Card that  non-volatile memory must be updated with
the COMMIT command. The Reader  30 retrieves the Customer Profile
and Card ID from the Card in step 706. In step 707, the Reader sends the
data objects requested in step 702 to the  Terminal in the ACTIVATE
response message. This includes the RND, ATC, Card  ID and Customer
Profile. The Terminal determines the Amount based on the  24 
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bits & bytes. One can take the risk ofproviding e-merchaldise as long

as one is sure that payment is received before the e-goods are consumed. Therefore,

the trust model of data storage is beiieved to be particularly pefiinent to e-

merchandise. The merchant can use this kust modei if, e.g., he ca:r rely on additional

card firnctionality (such as trust in the issuer); the card application should provide

protection against cloning as well as against re-use of goods. Thus, the integration of

payment with on-card data storage (e.g. ticketing or other e-merchandise) enables the

new trust model, and one or more inventive techniques can implement on-card data

storage using a fast and simFle fansaction flow.

To review, in the traditional trust model for card payment, the merchant trusts

the acquirer for payment. The merchant provides the client with goods after a simple

"OK" ftom the acquirer. The merchant knows the acquirer will honor this "OK ' and

pay the merchant as part of the settlement process. In the extended model, the

merchant also ¡elies on additional ñrnctionality in tenninal and ca¡d to conh-ol

distribution and usage of e-merchandise. Hence, the merchant needs to trust both the

acquirer and the issuer for management of goods.

FIG. 9 illustraTes the traditional hust model. In this model, there is a clean

separation of responsibilities :

¡ The merchant is responsible for the vending machine 902.

o The acquirer is responsible for the þayment) terminal 904.

Merchant and acquirer have a (commercíal) relation based on trust if the

acquirer (via the terminal) confirrns to the merchant (i.e. to the vending machine) that

a transaction is successful, then goods 908 are delivered. The acquirer shields the

complexity of the ca¡d interaction fiom the merchant; tlere is no direct relation

between merchant and issuer ofthe card 906.

The extended trust model applies when the goods are in elechonic formal. In

this case, the e-merchandise gives access to a service (transport, music, and the like),

f:rther referred to as "usage". A typical case is a client buying a ticket (e-

merchandise) at a vendirg machine and then putting the ticket into a tumstile to open

the gate (usage). If it concems'an e-tiòliét, a data carrier is needed to hold the data.

One choice for such a data ca¡rier is the payment card used for buying the ticket. As

the card is the carrier of the ticket, the card will be involved at time of usage. Thìs

exha involvement of the card requires an extension of tJre trust model to include both

27

WO 2007/008915 PCT/US2006/026917  Customer Profile, at step 708;
and calculates a MAC over the data of the  Merchandise, RND, ATC and
Card ID, at step 709. This way the Merchandise is  linked to the Card ID
and therefore it can not be used in another (genuine) Card. As it  also
includes the RND and ATC, it cannot be replayed to the same Card either.
The 5 Terminal stores the Merchandise in the MERCHANDISE envelope
and fills the RND  and ATC with hexadecimal `F's. In step 710, the
Terminal generates the Receipt. At step 711, the Terminal sends the
MERCHANDISE envelope together with  the payment related data and
the Receipt to the Reader as part of the DEBITWRITE  command. At step
712, the Reader sends the MERCHANDISE envelope together 10 with the
payment related data and the Receipt to the Card as part of the DEBIT
command. At step 713, the Card performs its card risk management and
generates a  Proof of Payment. The Card keeps any updates, including
the Merchandise and  Receipt, in volatile memory until UN* is presented
as part of the COMMIT  command. At step 714, the Reader sends UN* to
the Card as part of the COMMIT 15 command. Upon receipt of the
COMMIT command, in block 715, the Card verifies if  H* received as part
of the GET CHALLENGE* is the same as OWF (UN*). If this is  the case,
then the Card updates its non-volatile memory. It stores the Merchandise
together with RND and ATC in the Merchandise container and stores the
Receipt in  the Receipt container. The Card also updates the payment
related parameters in non- 20 volatile memory. In block 716, the Reader
authenticates the Card. The card authentication  assures the Reader that
the Card linked to the Card ID is a genuine Card. The Reader  passes the
Proof of Payment to the Terminal in block 717. FIG. 8 shows how the
e-merchandise is read, checked for integrity and  25 authenticity and then
replaced by an update of the Merchandise. If the original  Merchandise is
a multiple-ticket package, such as a London Underground Carnet, the
updated Merchandise will contain one Ticket less. If the original
Merchandise is a  single Ticket, the update invalidates the Ticket. The
Terminal goes through the  following steps. At step 801, the Terminal
sends the ACTIVATE command to the 30 Reader to initiate the
application. The Terminal includesthe tags of the data elements  that the
Reader must return in the ACTIVATE response message. The Terminal
does  not send H* to the Reader. This indicates to the Reader that the
transaction does not  
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acquirer and issuer. FIG. 10 illustrates tJre proposed trust model for buying an e-ticket

at the vending machine; FIG. i 1 illuskates the proposed trust model at the gate.

Unlike FIG. 9, the vending machine 1002 in FIG. 10 provides the goods (e-

merchandise) 1008 to the terrninal i004 prior to confrmation of payment. This

requires an additional level of trust ftom the merchant. The merchant relies on tlle

acquiler to implement a transaction flow that prevents access to goods without

payment. This additional levei of 1r'ust ûom the merchant is acceptable as it concems

e-merchandise (binary data), The e-merchandise has no value other than the service it

gives access to. In case of non-payment, the mercha¡t beals no financial loss as long

as a client cannot use the goods. The issuer ofthe card 1006 is depicted as in FIG. 9.

As seen in FIG. li, when the client exchanges the e-goods 1108 for sewices

such as rail transport 1112,, the gate 1110 "talks" directly to the card 1106. As there is

no pa).ment to settle, acquirer and terminal are out of the loop. The merchant relies on

additional card functionality as protection against counterfeit goods. Hence, there

must be a relation oftrust between tíe merchant and the issuer.

Counterfeit goods include:

1. data created by a fraudster tJrat is similar to or the same as genuine goods

2. clones of genuine goods

3. replays of genuine goods.

Mercha¡ts already have ways of detecting fake goods in the gate. They rely on the

card functionality to protect against cloning and replay. Therefore, wilhin the

extended tuust model, the merchant relies on the issuer to conhol usage of e-

me¡chandise and to provide countenneasures against cloning and replay.

In summary, in oráer for the extended trtst model to work, the data storage

should protect against:

1 . usage of unpaid goods (extended responsibility of acquirer)

2. cloning ofgoods (extended responsibility ofissuer)

3 . re-use of goods (extended responsibility of issuer)

Protection against fate goods remains the responsibilþ ofthe merchant.

The ¡elevance of having- -generic data storage firnctionality on ca¡d and

terminal will now be described witlin the context of the extended hust model. kr one

or more inventive ernbodiments, protection mechanisms as just desclibed can be

implemented
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have to be completed with the COMMIT command. 25 WO 2007/008915
PCT/1JS2006/026917  At block 802, The Reader starts polling for a Card.
If a Card is found, the Reader activates the Card. In step 803, the Reader
selects the appropriate application  and initiates the application. In step
804, the Reader sends the GET CHALLENGE*  command and receives
RND and ATC. The Card stores RND in volatile memory for 5 later use
during the DEBIT command. The Card does not receive H* from the
Reader. This indicates to the Card that no COMMIT command will be sent
and that  non-volatile memory must be updated with the DEBIT command.
In step 805, the Reader retrieves the MERCHANDISE envelope currently
stored in the Card. The MERCHANDISE envelope contains Merchandise',
RND'  10 and ATC'. In step 806, the Reader retrieves the Card ID from
the Card. In step 807, the Reader sends the Card ID, RND, ATC and the
MERCHANDISE envelope to the  Terminal in the ACTIVATE Rsp
message. In block 808, the Terminal checks  whether Merchandise' was
calculated over the RND' and ATC' for the particular  Card ID. If so, in
block 809, the Terminal calculates the new Merchandise over the 15
same Card ID but uses the new RND and ATC. The Terminal stores the
Merchandise  in the MERCHANDISE envelope and fills the RND and ATC
with hexadecimal `F's.  In block 810, the Terminal generates a Receipt. In
step 811, the Terminal sends the new MERCHANDISE envelope together
with the Receipt to the Reader as part of the DEBITWRITE command.
The  20 DEBITWRITE command can be for a zero Amount so that there is
no financial impact on the Card. In step 812, the Reader sends the new
MERCHANDISE  envelope together with the Receipt to the Card as part
of the DEBIT command. In  block 813, the Card stores the Merchandise
together with RND and ATC in the  Merchandise container and stores the
Receipt in the Receipt container. 25 In steps 814, 815 and 816, the
Reader authenticates the Card (the card  authentication assures the
Reader that the Card linked to the Card ID is a genuine  card) and the
Reader passes the Proof of Payment (for a zero Amount) to the  Terminal.
It will be appreciated that in general, prior art systems rely on
merchandise to  30 be delivered after payment. One or more inventive
techniques enable a trust model of  
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r via a generic (payrrent) terrninal

. via a generic þayment) card

o without requiring merchant controlled keys in eit}er card or temrinal.

The usage of generic devices allows:

5 . Issuers to provide payment cards fhat

o Can be used for ticlceting, loyalty, and the like

o Without a pre-arrangement between the issuer and the merchant

o Without knowledge of the specific requirements of the merchant

. Acquirers to provide terminals that

10 o Can be used for ticketing, loyalty, and the like

o Without knowledge of the specific requilements of the merchant'

¡ Merchants to use generic payment cards and terminals

o As vehicle for theil specific data storage application

o Without knowledge of the payment application.

i5 More detail will now be given on the functionality provided by the generic

data storage. In o¡der to have the firll benefit, the data storage function in the card

(and terminai) shorfd allow for al1 merchant specific requirements. In one or more

embodiments, the envisaged ñrnctionality covets may be as set forth in the following

table:

Functionality Meaning

Retrieval of

different client

profiles

Client profles contain information âbout the client ftom the

perspective of the merchant. The merchant can use the client

profile for

o giving access to particular services

o determining the trânsaction amount

As the client profile is merchant speciflc, a single client may

have different profiles for different merchants in the same

cald.

2. Management of

single tickets,

booldets

("carnets") as

well as

A single ticket provides a one-time access to a service. After

'usage, the merchant ìnvalidates the ticket so that a client

cannot use it again.

A booklet is a coilection of single tickets. Hence, a booklet is

a particular type of goods that is used gradually (e.g. one

29

data storage that allows merchandise to be delivered before payment
occurs. Within  this data storage concept, the availability of the
merchandise is free but the usage  ("consumption") is restricted. Unlike
physical goods, it doesn't cost anything to  26 WO 2007/008915
PCT/US2006/026917  "manufacture" bits & bytes. One can take the risk
of providing e-merchandise as long as one is sure that payment is
received before the e-goods are consumed. Therefore,  the trust model of
data storage is believed to be particularly pertinent to e- merchandise.
The merchant can use this trust model if, e.g., he can rely on additional 5
card functionality (such as trust in the issuer); the card application should
provide  protection against cloning as well as against re-use of goods.
Thus, the integration of  payment with on-card data storage (e.g. ticketing
or other e-merchandise) enables the  new trust model, and one or more
inventive techniques can implement on-card data  storage using a fast
and simple transaction flow. 10 To review, in the traditional trust model for
card payment, the merchant trusts  the acquirer for payment. The
merchant provides the client with goods after a simple  "OK" from the
acquirer. The merchant knows the acquirer will honor this "OK" and  pay
the merchant as part of the settlement process. In the extended model,
the  merchant also relies on additional functionality in terminal and card to
control 15 distribution and usage of e-merchandise. Hence, the merchant
needs to trust both the  acquirer and the issuer for management of goods.
FIG. 9 illustrates the traditional trust model. In this model, there is a clean
separation of responsibilities:  The merchant is responsible for the
vending machine 902.  20  The acquirer is responsible for the (payment)
terminal 904. Merchant and acquirer have a (commercial) relation based
on trust: if the  acquirer (via the terminal) confirms to the merchant (i.e. to
the vending machine) that  a transaction is successful, then goods 908
are delivered. The acquirer shields the  complexity of the card interaction
from the merchant; there is no direct relation  25 between merchant and
issuer of the card 906. The extended trust model applies when the goods
are in electronic format. In  this case, the e-merchandise gives access to a
service (transport, music, and the like),  further referred to as "usage". A
typical case is a client buying a ticket (e- 
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. The invention can employ hardware and/or software aspects. Software

includes but is not limited to finnwa¡e, resident software, microcode, etc. Software

miglìt be employed, for example, in connection with a terminal 722, 724, 126, 134'

206, 208. Firmware might be employed, for example, in connection with payment

devices such as cards 102, 112,1302. FIG. 9 is a block diag¡am ofa system 900 that

can implement part or ali of one or more aspects or processes ofthe present invention.

As shown in FIG. 12, memoly 1230 configures the processor 1220 (which could

correspond e.g., to processot portíons 106, 116) to implement one ot more aspects of

the methods, steps, and functions disclosed herein (collectively, shown as process

1280 in FIG. 12). The memoly 1230 could be distributed or local and the processor

1220 could be distributed or singular. The memory 1230 could be implemented as an

electrical, magnetic or optical memory, or any combination ofthese or other types of

storage devices (including memory portions as described above with respect to cards

102, 112). It should be noted that if distributed processors are employed, each

distributed processor that makes up processor 1220 genenlly contains its own

addlessable memory space, It should also be noted that some or a1l of computer

system 1200 can be incorporated into an application-specific or general-use integrated

circuit.. For example, one or more method steps could be implernented in hardware in

an ASIC rather than using firmware. Display 1.240 is representative of a variety of

possible.inpuUoutput devices.
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subscriptions. ticket at the time).

A subscripíon gives access to a service over a longer time.

The validity of the subscription is defined by the merchant (a

day, a week, a month, and so on).

3. Management of

receipts.

A receþ is proof given to the client when goods ate

exchange for services. It allows a customer to proof that

he/she is entitled to use the service (e.g. being present on a

ttain).

Note: for subscriptions, receipts may not be necessæy'

30

merchandise) at a vending machine and then putting the ticket into a
turnstile to open 30 the gate (usage). If it concems an e-ticket, a data
carrier is needed to hold the data.  One choice for such a data carrier is
the payment card used for buying the ticket. As  the card is the carrier of
the ticket, the card will be involved at time of usage. This  extra
involvement of the card requires an extension of the trust model to include
both  27 WO 2007/008915 PCT/US2006/026917  acquirer and issuer.
FIG. 10 illustrates the proposed trust model for buying an e-ticket at the
vending machine; FIG. 11 illustrates the proposed trust model at the gate.
Unlike FIG. 9, the vending machine 1002 in FIG. 10 provides the goods
(e- merchandise) 1008 to the terminal 1004 prior to confirmation of
payment. This 5 requires an additional level of trust from the merchant.
The merchant relies on the  acquirer to implement a transaction flow that
prevents access to goods without  payment. This additional level of trust
from the merchant is acceptable as it concerns  e-merchandise (binary
data). The e-merchandise has no value other than the service it  gives
access to. In case of non-payment, the merchant bears no financial loss
as long 10 as a client cannot use the goods. The issuer of the card 1006
is depicted as in FIG. 9.  As seen in FIG. 11, when the client exchanges
the e-goods 1108 for services  such as rail transport 1112,, the gate 1110
"talks" directly to the card 1106. As there is  no payment to settle, acquirer
and terminal are out of the loop. The merchant relies on  additional card
functionality as protection against counterfeit goods. Hence, there  15
must be a relation of trust between the merchant and the issuer.
Counterfeit goods include: 1. data created by a fraudster that is similar to
or the same as genuine goods  2. clones of genuine goods 3. replays of
genuine goods. 20 Merchants already have ways of detecting fake goods
in the gate. They rely on the  card functionality to protect against cloning
and replay. Therefore, within the  extended trust model, the merchant
relies on the issuer to control usage of e- merchandise and to provide
countermeasures against cloning and replay. In summary, in order for the
extended trust model to work, the data storage  25 should protect against:
1. usage of unpaid goods (extended responsibility of acquirer)  
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Svstem and Àrticle of Manufacture Details

As is known in the ar1, part or all of one or more aspects of the methods and

apparatus discussed herein may be distributed as an article of manufacture that itself

comprises a computer readable medium having computü readable code means

embodied thereon. The computer readable pro$am code means is operable, in

conjunction with a computer system, to carry out all or some of the steps to perfomr

the methods oï create the apparatuses discussed herein. The computer readable

medium may be a recordable mediurn (e.g., floppy disks, hard drives, compact disks,

EEPROMs, or memory cards) or may be a transmission mediurn (e.g', a network

comprising fiber-optics, the world-wide web, cables, or a wireless channel using time-

division multiple access, code-division multþle access, or other radio-ftequency

channel). Any medium known or developed that can store information suitable for use

with a computer system may be used.. The computel-readable code means is any

mechanism for allowing a computer to read inst¡uctions and data, such as magnetic

variations on a magnetic media or height variations on the surface of a compact disk'

The computer systems and serwers described herein each contain a memory

that will confrgure associated processors to implement the methods, steps, and

functions disclosed herein. Such methods, steps, and firnctions can be canied out, e.g.,

by processing capability on elements 102, 772, 142, 1'22, 124, 126, 134' 140' 206,

208, or by any combìnation of the foregoing. The memories could be distributed or

local and the processors could be dìstributed or singular. The memories could be

implemented as an electrical, magnetic or optical memory, or aay combination of

these or other types of storage devices. Moreover, the tellr "memory" should be

construed broadly enough to encompass any information able to be read from or

written to an address in the addressable space accessed by an associated processor'

With this definition, i¡formation on a netlvork is still within a memory because the

associated processor ca¡ retrieve the inforrnation from the network.

Thus, elements ofone or more embodiments of the present invention, such as,

for example, the aforementioned terminals 122, 124, 126, 734, 206, 208 or payment

devices such as cards 102, I72, 1302 can make use of computer technology' wíth

appropriate instructions to implement method steps described herein. By way of

fi:úher example, a terminal apparatus 722, 124, 126, 134,206,208 could include a

communications module, an antema coupled to the commr:nications module, a

memory, and at least one processor coupled to the memory a¡rd the communications

15

25

30

31

2. cloning of goods (extended responsibility of issuer) 3. re-use of goods
(extended responsibility of issuer) Protection against fake goods remains
the responsibility of the merchant. 30 The relevance of having.-generic
data storage functionality on card and  terminal will now be described
within the context of the extended trust model. In one  or more inventive
embodiments, protection mechanisms as just described can be
implemented 28 WO 2007/008915 PCT/US2006/026917   via a generic
(payment) terminal  via a generic (payment) card  without requiring
merchant controlled keys in either card or terminal.  The usage of generic
devices allows: 5  Issuers to provide payment cards that o Can be used
for ticketing, loyalty, and the like o Without a pre-arrangement between
the issuer and the merchant  o Without knowledge of the specific
requirements of the merchant.   Acquirers to provide terminals that 10 o
Can be used for ticketing, loyalty, and the like o Without knowledge of the
specific requirements of the merchant.   Merchants to use generic
payment cards and terminals o As vehicle for their specific data storage
application  o Without knowledge of the payment application. 15 More
detail will now be given on the functionality provided by the generic  data
storage. In order to have the full benefit, the data storage function in the
card  (and terminal) should allow for all merchant specific requirements. In
one or more  embodiments, the envisaged functionality covers may be as
set forth in the following  table: Functionality Meaning 1. Retrieval of Client
profiles contain information about the client from the  different client
perspective of the merchant. The merchant can use the client  profiles
profile for  giving access to particular services  
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module and operative to intenogate a contactless paylnent device (in lieu of the

ante ra and communications module, appropriale contacts and otler elemenls could

be provided to interrogate a contact payrnent device such as a contact card).

Accordingly, it will be appreciated that one or more embodiments of the

present invention can include a computer program comprising computer plogÉm

code means adapted to perform one or all of the steps of any methods or claims set

fo¡th herein when such program is run on a computer, and that such ptograrn may be

embodied on a computer readable medium. Further, oire or more embodiments of the

present ínvention can include a computer comprising code adapted to cause the

computer to carry out one or more steps of methods or claims set forth herein,

together with one or moíe apparatus elements or features as depicted and described

herein.

Although iliushative embodiments of the present invention have been

described he¡ein with reference to the accompanying drawings' it is to be understood

that the invention is not limited to those precise embodiments, and that va¡ious other

changes and rnodifications may be made by one skilled in the art without depæting

fiom the scope or spilit of the invention.

t5
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determining the transaction amount As the client profile is merchant
specific, a single client may  have different profiles for different merchants
in the same  card. 2. Management of A single ticket provides a one-time
access to a service. After  single tickets, -usage, the merchant invalidates
the ticket so that a client  booklets cannot use it again. ("camets") as A
booklet is a collection of single tickets. Hence, a booklet is  well as a
particular type of goods that is used gradually (e.g. one  29 WO
2007/008915 PCT/US2006/026917  subscriptions. ticket at the time). A
subscription gives access to a service over a longer time.  The validity of
the subscription is defined by the merchant (a  day, a week, a month, and
so on). 3. Management of A receipt is proof given to the client when
goods are  receipts. exchange for services. It allows a customer to proof
that  he/she is entitled to use the service (e.g. being present on a  train).
Note: for subscriptions, receipts may not be necessary. The invention can
employ hardware and/or software aspects. Software  includes but is not
limited to firmware, resident software, microcode, etc. Software  might be
employed, for example, in connection with a terminal 122, 124, 126, 134,
5 206, 208. Firmware might be employed, for example, in connection with
payment  devices such as cards 102, 112, 1302. FIG. 9 is a block diagram
of a system 900 that  can implement part or all of one or more aspects or
processes of the present invention.  As shown in FIG. 12, memory 1230
configures the processor 1220 (which could  correspond, e.g., to
processor portions 106, 116) to implement one or more aspects of 10 the
methods, steps, and functions disclosed herein (collectively, shown as
process  1280 in FIG. 12). The memory 1230 could be distributed or local
and the processor  1220 could be distributed or singular. The memory
1230 could be implemented as an  electrical, magnetic or optical memory,
or any combination of these or other types of  storage devices (including
memory portions as described above with respect to cards 



CLAIMS:

l. A computer-implemented rnethod for integrated palment and electronic merchandise

transfer via: (i) a payrrient infrastructure, configured in accordance with a paynent

specification, in association with (ii) an electronic merchandise infrastructure, comprising

the steps of:

facilitating interogation ofan electronic device by a first terminal to obtain an account

nurnber associated with said electronic device, said electronic device being conligured

according to the palment specification, said first terminal having a ltrst terminal paynent

module configured according to the pa)lnent specification and a first tenninal electronic

merchandise module conltgured according to the electronic merchandise infrastructure

and coupled to said first terminal payrnent module to petmit transler of non-paltnent e-

merchandise related infomation from said ltrst tetminal electronic merchandise module

to said first terminal paynent module, said interrogation ofsaid electronic device being

performed by said first terminal payment module;

facilitating generation of said non-palment e-merchandise related information by said

first terminal electronic merchandise module; and

facilitating transfer of said non-pa¡'ment e-merchandise related information lrom said

first terminal electronic merchandise module to said electronic device via said first

tenninal payment module, within a transaction between said electronic device and said

first terminal payment module that is conducted in accordance with said account number

and said paynent specifrcation, said non-palT nent e-merchandise related inf'ormation

being stored on said electronic device in accordance with said payrnent specifrcation.

2. The method ofclaim l, wherein in said step of facilitating interrogation:

prohle data pertaining to a holder of said electronic device is obtained; and

said e-merchandise related infonnation is generated by said first terminal electronic

merchandise module based on said profile data.

3. The method ofclaim 2, wherein said prohle data includes infon¡ation identifoing said

holder of said electronic device as a member of a class having at least one of a plurality
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15 102, 112). It should be noted that if distributed processors are
employed, each  distributed processor that makes up processor 1220
generally contains its own  addressable memory space. It should also be
noted that some or all of computer  system 1200 can be incorporated into
an application-specific or general-use integrated  circuit.. For example,
one or more method steps could be implemented in hardware in 20 an
ASIC rather than using firmware. Display 1240 is representative of a
variety of  possible input/output devices. 30 WO 2007/008915
PCT/US2006/026917  System and Article of Manufacture Details As is
known in the art, part or all of one or more aspects of the methods and
apparatus discussed herein may be distributed as an article of
manufacture that itself  comprises a computer readable medium having
computer readable code means 5 embodied thereon. The computer
readable program code means is operable, in  conjunction with a
computer system, to carry out all or some of the steps to perform  the
methods or create the apparatuses discussed herein. The computer
readable  medium may be a recordable medium (e.g., floppy disks, hard
drives, compact disks,  EEPROMs, or memory cards) or may be a
transmission medium (e.g., a network 10 comprising fiber-optics, the
world-wide web, cables, or awireless channel using time- 'division multiple
access, code-division multiple access, or other radio-frequency  channel).
Any medium known or developed that can store information suitable for
use  with a computer system may be used. The computer-readable code
means is any  mechanism for allowing a computer to read instructions and
data, such as magnetic 15 variations on a magnetic media or height
variations on the surface of a compact disk.  The computer systems and
servers described herein each contain a memory  that will configure
associated processors to implement the methods, steps, and  functions
disclosed herein. Such methods, steps, and functions can be carried out,
e.g.,  by processing capability on elements 102, 112, 142, 122, 124, 126,
134, 140, 206, 20 208, or by any combination of the foregoing. The
memories could be distributed or  local and the processors could be
distributed or singular. The memories could be  implemented as an
electrical, magnetic or optical memory, or any combination of  these or
other types of storage devices. Moreover, the term "memory" should be
construed broadly enough to encompass any information able to be read
from or 



of entitlement categories associatecl therewith, said entitlement categories relating to said

e-merchandise.

4. The method ofclaûn 3, wherein said entitlement categories comprise transportation

fare categories and said e-merchandise related information comprises transportation

ticket information.

5. The method ofclaim l, wherein said steps are executed in connection with entrance of

a holder to a controlled access system and said e-merchandise related infomation

comprises initial entry point information.

6. The method of claim 5, wherein said first terminal is an entrance terminal, furlher

comprising the additional steps of: facilitating interrogation ofsaid electronic device by

an exit terminal upon exit ofsaid holder from said system, to obtain said initial entry

point infonnation, said exit terminal having an exit terminal payment module configured

according to the payment specification and an exit terminal electronic merchandise

module conhgured according to the electronic merchandise infrastructure and coupled to

said exit terminal payment module to pennit transfer ofnon-palT nent e-merchandise

related information from said exit terminal electronic merchandise module to said exit

terminal payment module; and facilitating at least one of: providing a ticket to the holder,

and charging a fee to the holder, via said exit terminal pa)'ment module, based upon said

initial entry point information and a ìocation of said exit terminal.

7. The method of clairn 6, wherein said entrance terminal and said exit ten¡inal are the

same.

8. The method of claim 6, wherein said entrance tetminal and said exit tenninal are

distinct.

9. The method ofclaim ó, wherein in said step of facilitating interrogation, profile data

pefaining to a holder ofsaid electronic device is obtained, said profrle data including
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25 written to an address in the addressable space accessed by an
associated processor.  With this definition, information on a network is still
within a memory because the  associated processor can retrieve the
information from the network. Thus, elements of one or more
embodiments of the present invention, such as,  for example, the
aforementioned terminals 122, 124, 126, 134, 206, 208 or payment  30
devices such as cards 102, 112, 1302 can make use of computer
technology- with appropriate instructions to implement method steps
described herein. By way of  further example, a terminal apparatus 122,
124, 126, 134, 206, 208 could include a  communications module, an
antenna coupled to the communications module, a  memory, and at least
one processor coupled to the memory and the communications  31 WO
2007/008915 PCT/US2006/026917  module and operative to interrogate a
contactless payment device (in lieu of the  antenna and communications
module, appropriate contacts and other elements could  be provided to
interrogate a contact payment device such as a contact card).
Accordingly, it will be appreciated that one or more embodiments of the  5
present invention can include a computer program comprising computer
program  code means adapted to perform one or all of the steps of any
methods or claims set  forth herein when such program is run on a
computer, and that such program may be  embodied on a computer
readable medium. Further, one or more embodiments of the  present
invention can include a computer comprising code adapted to cause the
10 computer to carry out one or more steps of methods or claims set forth
herein,  together with one or more apparatus elements or features as
depicted and described  herein. Although illustrative embodiments of the
present invention have been  described herein with reference to the
accompanying drawings, it is to be understood  15 that the invention is not
limited to those precise embodiments, and that various other changes and
modifications may be made by one skilled in the art without departing
from the scope or spirit of the invention. 32 CLAIMS:  1. A
computer-implemented method for integrated payment and electronic
merchandise  transfer via: (i) a payment infrastructure, configured in
accordance with a payment  



infonnation identifying said holder ofsaid electronic device as a member of a class

having at least one ofa plurality of entitlement categories associated therewith, said

entitlement categories relating to said e-merchandise.

10. The method of clairr 9, wherein said entitlement categories comprise transportation

fare categories and said e-merchandise related infonnation comprises transporlation

ticket information.

I l. The method ofclaim l, wherein said electronic device is a contactless radio

lrequency (RF) proximity card.

12. The method ofclaim l, wherein said electronic device is a contacted card-

13. The method of claim l, wherein said electronic device is a dual-interface card having

both contactless radio frequency (RF) and contacted interfaces.

14. The method ofclaim l, wherein said electronic device has a non-card form factor.

15. The method ofclaim l, further comprising the additional steps of:

facilitating interrogation ofsaid electronic device by said f,rrst terminal to obtain a

transaction counter and an account number;

facilitating calculation of an authentication code including said tra¡saction counter and

said account number;

facilitating determining whether said transaction counter and said account number

obtained from said electronic device match said transaction counter and said account

number included in said authentication code; and

facilitating refusal of storage of said authentication code by said electronic device,

responsive to said determining revealing that said transaction counter and said account

number obtained from said electronic device do not match said transaction counter and

said account number included in said authentication code, whereby a likelihood ofreplay

fraud is reduced;
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specification, in association with (ii) an electronic merchandise
infrastructure, comprising  the steps of facilitating interrogation of an
electronic device by a first terminal to obtain an account  number
associated with said electronic device, said electronic device being
configured  according to the payment specification, said first terminal
having a first terminal payment  module configured according to the
payment specification and a first terminal electronic  merchandise module
configured according to the electronic merchandise infrastructure  and
coupled to said first terminal payment module to permit transfer of
non-payment e- merchandise related information from said first terminal
electronic merchandise module  to said first terminal payment module,
said interrogation of said electronic device being  performed by said first
terminal payment module; facilitating generation of said non-payment
e-merchandise related information by said  first terminal electronic
merchandise module; and facilitating transfer of said non-payment
e-merchandise related information from said  first terminal electronic
merchandise module to said electronic device via said first  terminal
payment module, within a transaction between said electronic device and
said  first terminal payment module that is conducted in accordance with
said account number  and said payment specification, said non-payment
e-merchandise related information  being stored on said electronic device
in accordance with said payment specification. 2. The method of claim 1,
wherein in said step of facilitating interrogation:  profile data pertaining to
a holder of said electronic device is obtained; and said e-merchandise
related information is generated by said first terminal electronic
merchandise module based on said profile data. 3. The method of claim 2,
wherein said profile data includes information identifying said  holder of
said electronic device as a member of a class having at least one of a
plurality  33 of entitlement categories associated therewith, said
entitlement categories relating to said  e-merchandise. 4. The method of
claim 3, wherein said entitlement categories comprise transportation  fare
categories and said e-merchandise related information comprises
transportation  ticket information. 5. The method of claim 1, wherein said
steps are executed in connection with entrance of  a holder to a controlled
access system and said e-merchandise related information  



wherein said steps of facilitating interrogation, calculation, determining, and refusal are

caried out substantially without key sharing with said electronic device.

16. The rnethod ofclaim 15, further cornprising the additional step of:

lacilitating skirnming detection, based on said account number, said authentication code,

and a unique data authentication signature associated with said transaction' said

authentication code including said account number, said account number being signed by

said unique data authentication signature.

I 7. The method of claim l, further cornprising the additional steps of:

facilitating interrogation ofsaid electronic device by said first terminal to obtain a

transaction counter, an electronic device identifier, and an electronic device-generated

random number;

facilitating calculation ofan authentication code based on said e-merchandise related

information, said transaction counter, said electronic device identifrer, and said electronic

device-generated random number; and

facilitating detection ofreplay fraud via said transaction counter and said device-

generated random number;

wherein said steps of facilitating interrogation, calculation, and detection are carried out

substantially without key sharing with said electronic device.

I 8. The method of claim 17, fuilher comprising the additional step of:

facilitating skimming detection, based on linkage of said e-merchandise related

information to said electronic device identiher.

19. The method of claim 1, further comprising the additional step of facilitating payment

for said e-merchandise, said payrnent occurring after said transfer ofsaid e-merchandise

related information to said electronic device.

20. The method ofclaim 19, Íìrther comprising the additional step of facilitating fiaud

detection substantially contemporaneously with an attempted usage of said e-
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comprises initial entry point information. 6. The method of claim 5,
wherein said first terminal is an entrance terminal, further  comprising the
additional steps of: facilitating interrogation of said electronic device by  an
exit terminal upon exit of said holder from said system, to obtain said
initial entry  point information, said exit terminal having an exit terminal
payment module configured  according to the payment specification and
an exit terminal electronic merchandise  module configured according to
the electronic merchandise infrastructure and coupled to  said exit
terminal payment module to permit transfer of non-payment
e-merchandise  related information from said exit terminal electronic
merchandise module to said exit  terminal payment module; and
facilitating at least one of: providing a ticket to the holder,  and charging a
fee to the holder, via said exit terminal payment module, based upon said
initial entry point information and a location of said exit terminal. 7. The
method of claim 6, wherein said entrance terminal and said exit terminal
are the  same. 8. The method of claim 6, wherein said entrance terminal
and said exit terminal are  distinct. 9. The method of claim 6, wherein in
said step of facilitating interrogation, profile data  pertaining to a holder of
said electronic device is obtained, said profile data including  34
information identifying said holder of said electronic device as a member
of a class  having at least one of a plurality of entitlement categories
associated therewith, said  entitlement categories relating to said
e-merchandise. 10. The method of claim 9, wherein said entitlement
categories comprise transportation  fare categories and said
e-merchandise related information comprises transportation  ticket
information. 11. The method of claim 1, wherein said electronic device is a
contactless radio  frequency (RF) proximity card. 12. The method of claim
1, wherein said electronic device is a contacted card. 13. The method of
claim 1, wherein said electronic device is a dual-interface card having
both contactless radio frequency (RF) and contacted interfaces. 14. The
method of claim 1, wherein said electronic device has a non-card form
factor.  15. The method of claim 1, further comprising the additional steps
of: facilitating interrogation of said electronic device by said first terminal
to obtain a  



merchandise related information.

2 L The method of clairn 19, further comprising the additional step of prcventing usage of

said e-merchandise related information prior to said payment.

22. A terminal for integrated payment and electronic merchandise transler via: (i) a

payment infrastructure, confìgured in accordance with a payment specifrcation, in

association with (ii) an electronic merchandise infrastructure and in conjunction with an

electronic device configured according to the pa)lnent specification, said tenninal

compnsing:

a pa)¡ment module configured according to the pal,rnent specification and configured to

interrogate the electronic device to obtain an account number associated with said

electronic device; and

an electronic merchandise module configured according to the electronic merchandise

infrastructure and coupled to said palment module to permit transfer of non-pa)'rnent e-

merchandise related information from said electronic merchandise rnodule to said

pal,rnent moclule, said electronic merchandise module being configured to facilitate

processing of said non-payrnent e-merchandise related information;

wherein said paynent module is further conhgured to facilitate transfer ofsaid non-

payrnent e-merchandise related information to the electronic device, in a transaction

between the electronic device and said paynent module that is conducted in accordance

with said account nurnber and said palT nent specification, said non-payment related e-

rnerchandise related information being stored on said electronic device in accordance

with said payment specification.

23. The terminal of claím 22, wherein:

said payment module is further conhgured to intenogate the electronic device to obtain

profile data pertaining to a holder of said electronic device; and

said hrst terminal electronic merchandise module is configured to process said e-

merchandise related information based on said profile data.
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transaction counter and an account number; facilitating calculation of an
authentication code including said transaction counter and  said account
number; facilitating determining whether said transaction counter and said
account number  obtained from said electronic device match said
transaction counter and said account  number included in said
authentication code; and facilitating refusal of storage of said
authentication code by said electronic device,  responsive to said
determining revealing that said transaction counter and said account
number obtained from said electronic device do not match said
transaction counter and  said account number included in said
authentication code, whereby a likelihood of replay  fraud is reduced; 35
wherein said steps of facilitating interrogation, calculation, determining,
and refusal are  carried out substantially without key sharing with said
electronic device. 16. The method of claim 15, further comprising the
additional step of: facilitating skimming detection, based on said account
number, said authentication code,  and a unique data authentication
signature associated with said transaction, said  authentication code
including said account number, said account number being signed by
said unique data authentication signature. 17. The method of claim 1,
further comprising the additional steps of facilitating interrogation of said
electronic device by said first terminal to obtain a  transaction counter, an
electronic device identifier, and an electronic device-generated  random
number; facilitating calculation of an authentication code based on said
e-merchandise related  information, said transaction counter, said
electronic device identifier, and said electronic  device-generated random
number; and facilitating detection of replay fraud via said transaction
counter and said device- generated random number; wherein said steps
of facilitating interrogation, calculation, and detection are carried out
substantially without key sharing with said electronic device. 18. The
method of claim 17, further comprising the additional step of  facilitating
skimming detection, based on linkage of said e-merchandise related
information to said electronic device identifier. 



24. The tenninal of claim 22, wherein said processing of said e-merchandise related

information comprises generating said e-nlerchandise related infon¡ation.

25. The terminal of claim 22, wherein said processing of said e-merchandise related

information comprises reading said e-merchandise related infon-nation.

26. The terminal of clain 22, wherein said processing of said e-merchandise related

infonnation comprises updating said e-merchandise related information.

27. A computer program product comprising a tangible computer readable recordable

storage medium including cotnputer usable program code for integrated palment and

electronic merchandise transfer via: (i) a pa¡anent infrastructure, conltgured in

accordance with a paynent specification, in association with (ii) an electronic

merchandise infrastructure, said computer program product including:

computer usable program code for facilitating interrogation ofan electronic device by a

hrst terminal to obtain an account number associated with said electronic device, said

electronic device being configured according to the pa)anent specihcation, said first

tenninal having a first teminal payment module configured according to the payment

specification and a fìrst tenninal electronic merchandise module configured according to

the electronic merchandise infrastructure and coupled to said frrst terminal palment

module to permit transfer of non-paynent e-merchandise related information from said

first terminal electronic merchandise module to said hrst terminal payment module, said

interrogation ofsaid electronic device being performed by said first terminal palment

module;

computer usable program code for facilitating generation of non-pa1'ment e-merchandise

related information by said first tenninal electronic merchandise module; and

computer usable program code for facilitating transfer of said non-palment e-

merchandise related information from said hrst terminal electronic merchandise module

to said electronic device via said first terminal payment module, within a transaction

between said electronic device and said first terminal payment module that is conducted

in accordance with said account number and said payment specification, said non-
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19. The method of claim 1, further comprising the additional step of
facilitating payment  for said e-merchandise, said payment occurring after
said transfer of said e-merchandise  related information to said electronic
device. 20. The method of claim 19, further comprising the additional step
of facilitating fraud  detection substantially contemporaneously with an
attempted usage of said e 36 merchandise related information. 2l. The
method of claim 19, further comprising the additional step of preventing
usage of  said c-merchandise related information prior to said payment.
22. A terminal for integrated payment and electronic merchandise transfer
via: (i) a  payment infrastructure, configured in accordance with a payment
specification, in  association with (ii) an electronic merchandise
infrastructure and in conjunction with an  electronic device configured
according to the payment specification, said terminal  comprising: a
payment module configured according to the payment specification and
configured to  interrogate the electronic device to obtain an account
number associated with said  electronic device; and an electronic
merchandise module configured according to the electronic merchandise
infrastructure and coupled to said payment module to permit transfer of
non-payment e- merchandise related information from said electronic
merchandise module to said  payment module, said electronic
merchandise module being configured to facilitate  processing of said
non-payment e-merchandise related information; wherein said payment
module is further configured to facilitate transfer of said non- payment
e-merchandise related information to the electronic device, in a
transaction  between the electronic device and said payment module that
is conducted in accordance  with said account number and said payment
specification, said non-payment related e- mnerchandise related
information being stored on said electronic device in accordance  with
said payment specification. 23. The terminal of claim 22, wherein: said
payment module is further configured to interrogate the electronic device
to obtain  profile data pertaining to a holder of said electronic device; and
said first terminal electronic merchandise module is configured to process
said e- merchandise related information based on said profile data. 



pa)lnent e-merchandise related infonnation being stored on said electronic device in

accordance with said pay,rnent specification.

28. The computer program product ofclaim 27, fùfther cornprising conrputer usable

program code for obtaining profile data pertaining to a holder of said electronic devicc,

wherein said e-merchandise related infonnation is generated by said first terminal

electronic merchandise module based on said profile data.

29. The computer prograrn product ofclaim 28, wherein said profrle data includes

information identifing said holder of said electronic device as a member of a class

having at least one of a plurality of entitlement categories associated therewith, said

entitlement categories relating to said e-merchandise.

30. An electronic device for facilitating integrated payrnent and electronic merchandise

transfer via: (i) a paynnent infrastructure, conhgured in accordance with a palment

specification, in association with (ii) an electronic merchandise infiastructure, said

electronic device being configured according to the payment specifrcation, said electronic

device comprising:

a memory; and

at least one processor coupled to said memory, said processor being operative to:

facilitate interrogation ofsaid electronic device by a first terminal to obtain an account

number associated with said electronic device, said first terminal having a hrst terminal

pa¡'rnent rnodule configured according to the pa)'ment specification and a first terminal

electronic merchandise module configured according to the electronic merchandise

infrastructure and coupled to said hrst tenninal payrnent rnodule to permit transfer of

non-payment e-merchandise related information from said first terminal electronic

rnerchandise module to said hrst terminal payment module, said interrogation of said

electronic device being performed by said first terminal payment module;

facilitate generation of said non-palment e-merchandise related information by said first

terminal electronic merchandise module; and
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37 24. The terminal of claim 22, wherein said processing of said
e-merchandise related  information comprises generating said
e-merchandise related information. 25. The terminal of claim 22, wherein
said processing of said e-merchandise related  information comprises
reading said e-merchandise related information. 26. The terminal of claim
22, wherein said processing of said e-merchandise related  information
comprises updating said e-merchandise related information. 27. A
computer program product comprising a tangible computer readable
recordable  storage medium including computer usable program code for
integrated payment and  electronic merchandise transfer via: (i) a
payment infrastructure, configured in  accordance with a payment
specification, in association with (ii) an electronic  merchandise
infrastructure, said computer program product including: computer usable
program code for facilitating interrogation of an electronic device by a  first
terminal to obtain an account number associated with said electronic
device, said  electronic device being configured according to the payment
specification, said first  terminal having a first terminal payment module
configured according to the payment  specification and a first terminal
electronic merchandise module configured according to  the electronic
merchandise infrastructure and coupled to said first terminal payment
module to permit transfer of non-payment e-merchandise related
information from said  first terminal electronic merchandise module to said
first terminal payment module, said  interrogation of said electronic device
being performed by said first terminal payment  module; computer usable
program code for facilitating generation of non-payment e-merchandise
related information by said first terminal electronic merchandise module;
and computer usable program code for facilitating transfer of said
non-payment e- merchandise related information from said first terminal
electronic merchandise module  to said electronic device via said first
terminal payment module, within a transaction  between said electronic
device and said first terminal payment module that is conducted  in
accordance with said account number and said payment specification,
said non 38 payment e-merchandise related information being stored on
said electronic device in  accordance with said payment specification. 28.
The computer program product of claim 27, further comprising computer
usable  



facilitate transfer ofsaid non-paynent e-merchandise related inlonnation from said first

tenninal electronic merchandise modulc to said electronic device via said first terminal

paltnent module, within a transaction between said electronic device ancl said first

terminal paynent module that is conducted in accordance with said account number and

said payment specihcation, said non-payment e-merchandise related information being

stored on said electronic device in accordance with said pa;'rnent specification.

3 l. The electronic device of claim 30, wherein said processor is further operative to

facilitate said tenninal obtaining profile data pertaining to a holder ofsaid electronic

device, wherein said e-merchandise related infonnation is generated by said first terminal

electronic merchandise module based on said prohle data.

32. The electronic device of claim 31, wherein said profile data includes information

identifoing said holder of said electronic device as a member of a class having at least

one ofa plurality of entitlement categories associated therewith, said entitlement

categories relating to said e-merchandise.

33. The electronic device ofclaim 30, wherein said processor is operative to perfonn said

steps in connection with entrance ofa holder to a controlled access system and said e-

merchandise related information comprises initial entry point information.

34. The electronic device ofclaim 33, wherein said hrst terminal is an entrance terminal,

wherein said processor is further operative to:

facilitate interrogation of said electronic device by an exit tenninal upon exit of said

holder from said system, to obtain said initial entry point information, said exit terminal

having an exit terminal pa)'ment module configured according to the payment

specification and an exit terminal electronic merchandise module conhgured according to

the electronic merchandise infrastructure and coupled to said exit tenninal payment

rnodule to permit transfer of non-payment e-merchandise related information from said

exit terminal electronic merchandise module to said exit terminal payment module; and

facilitate at least one o1
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program code for obtaining profile data pertaining to a holder of said
electronic device,  wherein said e-merchandise related information is
generated by said first terminal  electronic merchandise module based on
said profile data. 29. The computer program product of claim 28, wherein
said profile data includes  information identifying said holder of said
electronic device as a member of a class  having at least one of a plurality
of entitlement categories associated therewith, said  entitlement
categories relating to said e-merchandise. 30. An electronic device for
facilitating integrated payment and electronic merchandise  transfer via: (i)
a payment infrastructure, configured in accordance with a payment
specification, in association with (ii) an electronic merchandise
infrastructure, said  electronic device being configured according to the
payment specification, said electronic  device comprising: a memory; and
at least one processor coupled to said memory, said processor being
operative to:  facilitate interrogation of said electronic device by a first
terminal to obtain an account  number associated with said electronic
device, said first terminal having a first terminal  payment module
configured according to the payment specification and a first terminal
electronic merchandise module configured according to the electronic
merchandise  infrastructure and coupled to said first terminal payment
module to permit transfer of  non-payment e-merchandise related
information from said first terminal electronic  merchandise module to said
first terminal payment module, said interrogation of said  electronic device
being performed by said first terminal payment module; facilitate
generation of said non-payment e-merchandise related information by
said first  terminal electronic merchandise module; and 39 facilitate
transfer of said non-payment e-merchandise related information from said
first  terminal electronic merchandise module to said electronic device via
said first terminal  payment module, within a transaction between said
electronic device and said first  terminal payment module that is
conducted in accordance with said account number and  said payment
specification, said non-payment e-merchandise related information being
stored on said electronic device in accordance with said payment
specification. 31. The electronic device of claim 30, wherein said
processor is further operative to  facilitate said terminal obtaining profile
data pertaining to a holder of said electronic  
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device, wherein said e-merchandise related information is generated by
said first terminal  electronic merchandise module based on said profile
data. 32. The electronic device of claim 31, wherein said profile data
includes information  identifying said holder of said electronic device as a
member of a class having at least  one of a plurality of entitlement
categories associated therewith, said entitlement  categories relating to
said e-merchandise. 33. The electronic device of claim 30, wherein said
processor is operative to perform said  steps in connection with entrance
of a holder to a controlled access system and said e- merchandise related
information comprises initial entry point information. 34. The electronic
device of claim 33, wherein said first terminal is an entrance terminal,
wherein said processor is further operative to: facilitate interrogation of
said electronic device by an exit tenninal upon exit of said  holder from
said system, to obtain said initial entry point information, said exit terminal
having an exit terminal payment module configured according to the
payment  specification and an exit terminal electronic merchandise
module configured according to  the electronic merchandise infrastructure
and coupled to said exit terminal payment  module to permit transfer of
non-payment e-merchandise related information from said  exit terminal
electronic merchandise module to said exit terminal payment module; and
facilitate at least one of. 40 providing a ticket to the holder, and  charging
a fee to the holder, via said exit terminal payment module, based upon
said initial entry point information  and a location of said exit terminal. 41 


