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300
DETECT AN INITIATION OF A COMMUNICATION WITH A CONTACTLESS /
CARD 302

v

PERFORM, VIA AWIRELESS INTERFACE, THE COMMUNICATION WITH THE
CONTACTLESS CARD, THE COMMUNICATION COMPRISING RECEIVING
AUTHENTICATION INFORMATION FROM THE CONTACTLESS CARD 304

v
DETECT ONE OR MORE FIELDS ASSOCIATED WITH AN ONLINE SYSTEM,
THE ONE OR MORE FIELDS CONFIGURED TO RECEIVE DATA 306

v
DETERMINE INFORMATION TO IDENTIFY THE ONLINE SYSTEM 308

v

COMMUNICATE THE AUTHENTICATION INFORMATION, AND THE
INFORMATION TO [DENTIFY THE ONLINE SYSTEM TO A SERVER 310

v
RECEIVE THE DATA FROM THE SERVER 312
v
AUTOMATICALLY POPULATING THE ONE OR MORE FIELDS OF TWITH THE
DATA 314
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400
RECEIVE, FROM A COMPUTING DEVICE, AUTHENTICATION INFORMATION /
ASSOCIATED WITH A CONTACTLESS CARD, AND IDENTITY INFORMATION
TO IDENTIFY AN ONLINE SYSTEM 402
v
PERFORM AN AUTHENTICATION OPERATION ASSOCIATED WITH THE
CONTACTLESS CARD 404
v
DETERMINE WHETHER THE AUTHENTICATION OPERATION IS
SUCCESSFUL OR UNSUCCESSFUL 406
v
IN RESPONSE TO THE AUTHENTICATION OPERATION BEING SUCCESSFUL,
DETERMINE DATA CAPABLE TO POPULATE ONE OR MORE FIELDS
ASSOCIATED WITH THE ONLINE SYSTEM AND SENDING THE DATATO
THE MOBILE DEVICE 408
v
IN RESPONSE TO THE AUTHENTICATION OPERATION BEING
UNSUCCESSFUL, SEND AN INDICATION TO THE MOBILE DEVICE TO
INDICATE AN UNSUCCESSFUL AUTHENTICATION OF THE
AUTHENTICATION INFORMATION 410
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OBTAIN pNPR 1D AND pDKI VALUES
TOIDENTIFY RELEVANT ISSUE
MASTER KEYS FOR
AUTHENTICATION

¥

1004

DIVERSIFY ISSUE MASTER KEYS
BASED ON UNIQUE iD NUMBER
AND PAN PSN

v

1006

CREATE CARD UNIQUE KEYS TO
GENERATE SESSION KEYS

v

1008

USE SESSION KEYS TO GENERATE
CRYPTOGRAM AND ENCIPHER
DATA
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AND USING SECOND MASTER KEY TO PRODUCE
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Y

PROCESS PROTECTED DATA WiTH SECOND 1106
DERIVED SESSION KEY AND CRYPTOGRAPHIC MAC

\

ENCRYPT PROTECTED DATA USING FIRST
DERIVED SEGSION KEY AND SYMMETRIC 108
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