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VETHODOF | DENTI FYI NG AN | NDI VI DUAL USI NG BI OVETRI CS
The invention generally relates to a nethod of

w0 d@soifigi ng an i ndi vi dual using his/her bi onmeP€T/662004/000235

features. The bionetrics features include but not
limted to fingerprint, DNA, iris, retina, tissue and
ot her features unique to an individual. A person can
be identified using his/her bionetrics features. The
bi onetrics features are genenally unique to an

i ndi vi dual and presence of two persons with simlar
bi onetrics features or a conbination of bionetrics

f eat ur eRETHOD DFADENTIRYING ANKINDIMIDIAL USINGHIYMETRECS
process of identifying an individual includes a
verification algorithmthat verifies the known

bi onetrics features with the presented or to be

@Qﬁrﬂgﬁfoh %é“e?aql% bLQ rd rﬂecth&pﬁtldgn@@mé af %R@EIaltugnéiﬁls/hH Biémetrics

eat ur e” scription. For identi
feaveEsy i THe Rlometgicy iegweaﬂncwﬁ%m oF !ﬂ?’r’éﬁdrtf’cfggq*@é‘f dﬁé‘s irisgretina, tissue

4PE Btherdatsret Gniquaith bn Ra@Vieual.o be mai ntai ned. The |ist of
known bionetrics features is also referred to as "the
dat abase". There are prior art nethods currently
avai |l abl e for identifying an indi vidual using

lp' Qr@@\t EénCEe lfé\ﬁﬁé@e%ngr ﬁ.ﬁ/ﬁérr ﬁ&nét@cshﬁﬁt@ﬂeﬁ‘ e bivbied feBtures are
are based on a conmon

own se
GPESPACEYS B B R oA O PRECTE MUB SPs it egtures o
Lompaatdd ofhbidbmetads| fedturenin rdoe DwiBbdY ungsownamtiliodss. st ored i n
t he dat abase as shown in Figure 6. | f a match is

found during the conparison, the |ive features ar
The errckss o6 emBrsiaroidivieial inlpdss reverifispion rigoritamy tgitsvef'ﬁ'ﬁs tfeknown

e $dturds WithVRé PrRekntrdfddkd becutfRalidata biowetrics Ratuearéfe@ed to as
features in a sequential manner.

‘¥ﬁ%?@”§r@tgFgﬁx °%r arts methods referred to as

"Method B" in this docunent, currently available for

E/Ej@ﬁt‘f;erQ' nglnalﬂmay'aqlé@&f kn&ﬂ?&@m&ﬁ@sh@eﬁ&e@raepr@rbcmns} t&lwill Rave to be

O T e GRS e o PRI e
conparlson The two prior art and exi stent methods are
'ﬁ\XFc)e are p gr érp meﬁl odd clifth ﬁkgg\%ﬁz%?e for identifying an individual using biometrics
features, referred to herein as “"Method A” and are based on a commonly known sequential
verification technique in which the live features are compared with all known biometrics features
stored in the database as shown in Figure 6. If a match is found during the comparison, the live
features are identified based on the information that exists in the database. In Method A full

comparison will be carried out with the Live features in a sequential manner.

There are also prior arts methods referred to as “Method B” in this document, currently available
for identifying individual. These methods are similar to “Méthod A" but instead of full comparison,
partial comparison is carried out so as to reduce time for comparison.

The two prior art and existent methods are explained in later paragraphs.

The information in the database that is used for identifying an individual is referred to as

“Identification Information” in this description. The Identification Information is, but not limited

to:
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The information in the database that is used for
identifying an individual is referred to as

w0 b@esntiigT cation Information” in this descri ptPONSGH€000235

Identification Information is, but not limted to:
Personnel Name Gender Nationality (If exists)
Citizenship ldentification Nunber (if any) Photograph
The above individual information will have to be
present in the database and should be related to the
bi onetrics features using a @nique identification
nunmber, referred to in this description as "ID Nunber”
that is autonaticallx enerated or specified by the
dat abase mai‘nt 8§7Pape! ?ﬁ% aut omati c generation wll be
sequenti al nunbefdsr generated fromthe starting nunber

speci fied by the. dai intainer. The relation
bet ween t he Idgaopgéggﬁggﬁp?nfornation and the

bi omet ri cs feafitireeghinfdentifigptioeNyrepepel avkeat ed by

i dentifying & hendidympdetails a) Identification

I nformati on and b) gionetrics Feat ures using the sane

I D Nunmber. In such a relation, sane | D Nunber say

Thi @BV indaidudd farsetidnivdl fexe roatetprasere in e détalfase and hnuld be related to

A O el LM QMR Bl R R B P e o
NuiIbEr” {00 & autpBEcalingegerated Rusreriieddy by ¢atalppg Maifigiper iy ematic
dendritiordriD b stquentk @urshbre géndaitedt fAy tigr Gantiiog ndiipdri spedified.by the
TE}sec%%&R% acconpl i shed by alerting the users when

4 8?;£?fein to use existent | D Nunber during creation

of Personnel' lIdentification Informati on and by denyi ng

8 I &istioh BewRd Sk eihufdRidNURTRARatb® Bnd@W bRATeE R AturesMat RRE to be
cﬁ@gﬁ%[gygée%ﬁmg :,Ellée t\é‘mwg:cg@jgg)l %#%{ﬁf%iéangéfgr&ag%@n%r b)ogiometrics Features
using the same ID Number. In such a relation, same ID Number say “1001" can be used to
extract the Identification Information of an individual and his/her biometrics features from the

database.

The ID Number that is used will have to be unique and all efforts will have to be carried out to
make sure that they are not duplicated. This can be accomplished by alerting the users when
they attempt to use existent ID Number during creation of Personnel Identification Information

and by denying using the existent ID Number for new Personnel.

Method A performs well with small or limited number of features in the database; to identify an
individual the current methods will take bearable amount of time (for example, one or two
seconds). (See Fig. 6). The term quantity of “small”, “limited” can be defined as the number of
features that the cuirent methods can verify within one or two seconds is referred to herein as

“capable numbers” and it will normally be within the range of one hundred (100) to one thousand

(1000).

It should be highlighted that the number of features in the database directly impacts the
performance and the time in the current methods because in the current method the live features
are compared in full with each and every feature in the database. As a result with smaller
number of features in the database, the current method will complete faster than compared with

larger number of features in the database.
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i ndi vidual the current nethods will take bearable
anount of tinme (for exanple, one or two seconds). (See

wWo-e@5/063187 The term quantity of "small"™, "lim tRCl/SGZEN4/000235

be defined as the nunber of features that the Culrent
nmet hods can verify within one or two seconds is
referred to herein as "capabl e nunbers” and it wll
normal ly be within the range of one hundred (100) to
one thousand (1000). It should be highlighted that the
nunber of features in the datiabase directly inpacts
the performance and the tinme in the current nethods
because in the current nethod the live features are
conpared in full wth each and every feature in the

ﬁ@tc@h&ﬁﬁ‘on ifSudas &\%S)éhftcatVMntatboﬁﬂmﬂ fbﬁienﬂhhﬂb\ﬁhléth@ff arnyﬁB Bloftrics are
in the dat abase, the curren

S8t 8 IR PO AP ST o G DO T S Al Fianing ol the
rbhl&red adngio ashes. of hiee \eaiNqatisn B8 mariigucdutidig®ut $kpingyr fiof exaadpiepin case of
fang%rﬁllr r{tg *IFQ f/éHfr ca\fgéllc&%orﬂgrh It ﬂgudeafﬂ%m& Vef?e Qh%}w H iR t%g %eature

I's co

foinés: T f"F e@mpbns) progdeda foi ee«a'a'a l&'te Mepning Pf COfTWé%fﬁP Aef eth¢r comeonents
SraBHicatRn IR RRaE R theyodre hdtexpi@iddfin ©RIURAPtRA @s Ay Sre@for art.

out w thout skipping. For exanple, in case of
fingerprints, the verification conponents will include
Theridinaligr himabes’i ean| beer defigedods numbet ofofeftargs wite vpddhnthe curfemt snethod

%m & thcsstht&Y 'a&@ﬂaﬁlétu%@arﬁ%ﬁé Qdrbr hi¥bd AR bR Beibd as the number
npari son and ot her conmponents of verification do

SRS WY aw@nwaﬁth%&ﬁwa'ﬁﬁw 994 PR B 5t figy ke i

aicdable yndlirdcptalilé byathe usekhe "smal | er nunber” can be
defined as nunber of features with which the current

nmet hod conpletes in the shortest acceptable tine and

the "l arger nunber" can be defined as the nunber of
features with which the current nethod conpl et es in

| onger tine s, hoti cea

HIREF 4R AL 8&“582“085 ﬂl?t f%@“&Yseé‘PE h‘?‘hpeeur 8”“ {rg%te ﬁb?’bf“ea?”?r art method A
b tHeoekslt bhthé Method B istnbtacaxits bnd ihextplaped bemvm $eadiger) t han

the prior art method A but the result of the N@thod B

IS not accurate and is explained below ( See Fig

oo PP HOEn FIRHRLIA FHEY A GRS PO RISl §oh Rl eoch and
Ryl BRpPESCH SR fagurbd MEhel datoBssef With le@etmuaibel of features in the database

the Method A takes longer time period to complete which is a limitation. To overcome this
limitation, prior methods exists referred as “Method B” that will provide results much faster than

Method A but with less accuracy.

In Method B, the time taken for comparison of each and every feature in the database is
reduced, by using a partial comparison instead of full comparison. The partial comparison means
that some of the verification components will be skipped based on the constant preset or based
on the live features. The criteria used for skipping the components may be based on time taken

for the component as they help in reducing the total time taken for identification.
{

During partial comparison, many of the verification components that decide the identification

result iay be skipped resulting in less accurate resuit.
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every conparison of the features in the database. Wth
| arger nunber of features in the database the Method A

W adoém1iienger tine period to conpl ete which i SPEI/SG2004/000235

l[imtation. To overcone this limtation, prior nethods

exists referred as "Method B" that wll provide

results nmuch faster than Method A but with |ess

accuracy. In Method B, the tine taken for conparison

of each and every feature in the database is reduced,

by using a partial conparisagn instead of full

conparison. The partial conparison neans that sone of

the verification conponents will be skipped based on

Teheritoetist @mporenie gkt noy boakiemdd dncaskef the Viegdresiat aiceBut "Phémited

ieriteria used for skipping the conponents nay be based

ontlmstakenfor the co nenLFI S

redudi KE3PEEeRio g St9P tﬁ'?é o 'Oﬁ“%‘aﬁt rF‘f’lf’B%[f‘? %‘ﬁreb‘\ increasing

Dur i ng theajublitadf tieodopae,ifis n furth@rpyocessing.he veri ficati on

conmponents that decide the identification result may

be skipped resulting in | ess accurate result. The

ver i b Eiinaian obRpsnientte Nades s str thek pispieries the dyeeechfimilar

the fi RGErOmbttes BEReerdbE valatdrésitind €@ féiredi) the database.

Enhancenent, the step that enhances the bionetrics raw

source thereby increas ing the quality of the source,

Thed tonfpomenfsUistet @bovp rapc e afighe Yeyifi@Lidmdonmpients Rigseftalp dhee prior art
mefah %ﬁné\@h‘é@ ﬁesconIpQr?enéthHSEeQ @ﬁov@ kHab3rB8tishad titMhg the comparison.

"Rcorrect sim lar feature matches between the live

features and the features in the database. The

whedreeneiphisg J)fi tSé edlifiediion] ehcreabiigrand ofabitiff @f wertidretrdt iidentification
np ts prior art nethod and there

ﬁ%ﬁ'%ﬂlé]ce% el n%' bUEH(())tthmftgogttoed above that are ski pped

duri g Inqr@sec@‘rfptafr perapiancp\Raln (FARS Bk PRSTsTMzCco fatip fisasuring the rate

veri fi Galhi@ the MBBod Bldbmtind thd Mdiade séoabitlyi ty of the

bi ometrics identification will be reduced resulting

in, but not limted to a) Increase of Fal se Acceptance

Rat eb) FidRjase bfifelspBejéaipmBate FRRttiecperferawge ralp mersuringttiee rate at

at whi %.cf,'ﬂ% Wag%qejgtts! Ae RtilifiiL Ry ndi vi dual

i ncorrect

The present prior art methods also does not include additional enhancement and verification

steps resulting in increase of False Acceptance Rate (FAR) and False Rejection Rate (FRR).

The invention disclosed herein includes methods that do not skip the verification components.
The sequential verification of the biometrics features is also eliminated in the method providing a

stable, viable and reliable solution.

In the invention the biometrics features are classified based on the Global Characteristics. The
classification is carried using the Classification Code generated for the biometrics features’ Global
Characteristics. The generétion of the classification code is explained under Figure 2, part of
Detailed Description of Preferred Embodiments.

With the—classification of the biometrics features using the classification code, in the invention,
sequential comparison of all the biometrics features in the database is eliminated as explained
under Figure 4, part of Detailed Description of Preferred Embodiments. This is accomplished by

classifying the features in the database using Classification Code.
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b) Increase of False Rejection Rate (FRR), the

performance rati o neasuring the rate at which the
woRikoB18 rej ects the individual incorrectly. AEESG2004/000235

present prior art nethods al so does not include

addi ti onal enhancenent and verification steps

resulting in increase of Fal se Acceptance Rate (FAR)

and Fal se Rejection Rate (FRR). The invention

di scl osed herein includes nmethods that do not skip the

verification conponents. TheSsequential verification

of the bionetrics features is also elimnated in the

nmet hod providing a stable, viable and reliable

I e VRSN te tRlatqTebetwvapa Mo WPETRE fERuReD Khecdatqbasg ol dhe total time

teffof ldagHtdube @ riased whmthe kEmititob af thEbajuattiapverifidatidisar comparing

The classification is canri t
oSy MSHPER: b B HE TRl ek I R SR A R R mc
f4Sen piatit etrdrtgttniegreriodTihen @en@reatﬁ"@m”@faf&fh@h%as& fication
code is explained under Figure 2, part of Detailed
Description of Preferred Enbod |nents W é

Qep gE HRfmRasatghagrersHe PitsBreniwg's P%%F‘éesved ‘F’H%j‘ fofgonents are
skiba Sufiigand idamifieoie providing here acwueaté fesult in Sizfiegirieal
conparison of all the bionetrics features in the

dat abase is elimnated as expl ai ned under Fi 4
Tharitventon Biscainledds kepe forpeusing ghe bples éFﬁe%té“QEn%?é‘%j i(FARtagd False

R-Eﬁzkt%n ' @t@@ﬁ@)"'&' éa&l"kﬂ AhddVerifidaBss ithyy bpiinked @nde@ #lguiees pdrinof Detailed
ssification Code.ln the

a

EPﬁVBW?lgﬁméﬁgygﬂﬁng% bet ween the number of features
in the database and the total tine taken for
identification is renoved with the elimnation of the
sequential verification or conparing all the features
in the database. As a result, the nethod in the
invention will provide result nmuch faster and in short
time period than the current and prior art nethods.
One of the inportant characteristics of the invention
is none of the verification conponents are ski pped
during the identification, providing nore accurate
result in shortest tinme. The invention also includes
steps for reducing the Fal se Acceptance Rate (FAR) and
Fal se Rejection Rate (FRR) as part of the verification
step expl ai ned under Figure 4 part of Detailed
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Description of Preferred Enbodi nents. The summary of
the steps in the invention as in Figure 8 (refer to

w®ei0ai0la87 Descri ption of Preferred Enbodi ment sPED8G2004/000235

details): 1. I n this step, the live features are
extracted fromthe bionetrics acquisition devices.
(Fingerprint scanners in case of Fingerprints, Iris
scanners in case of Iris, retina scanners in case of
Retina) 2. I n this step, the Cassification Code is
generated fromthe Live features fromstep 1 as

X BlghP e YRAGER:Fh G frudrtioR 3 In PP @lrbth BRSRA! BHslifilon of

bodi ment s hi s st ep,

Pgeried BPadimeraddidriatdt i on Code from step 2 is searched

in the database of Cl assification Codes. The criterion
for the search is the exact match of the

Classification Code. 4. Wth the successful search of

1t he b Wssitén, dle jivenfeatowe aren extiseted embtas djontetriss facauisiipe slevices.

for E)Fh%er‘ﬁ iR S&nhdr§ ﬁ\tcherbf ¢RGEprinGs, selseah@dinf BNt Re retina scanners
dat abase and verified as expl ained under Figure 5,

par t "¢PSeSEREIPPd Description of Preferred Enbodi ments.
5. Upon successful verification at step 4, the ID

nunb rthé‘I er9 Ctﬁg S%S&&EUM@MQ s w&&&&%% @@tLHE ?e%tJréquJ?% 1las

dat ase’1's retrie dentification
i nf opxPlRined H“qef Oorre Beatiat Besaisd Desprrtion efdmgerrsdEmbogiments-
Information is also displayed as output for manual

ver|f| atlo n ihag an_jindivi
3usi nd! %i ° Sl pe[ %6"8‘3{ Q%ggsqfé‘?t%?()&e {OR %Fééggcqgcﬂngh}eaéatabase of
sequéhsséicaibn SedepIhe Fiteron far e Sepreihie thejexacy mptgh of the Rlassification

i ndi yjdual is enrolled, said bionetric data sel ected
fromone or nore of the follow ng: finger print, palm
print, iris or any other bionetric data. The anchor

4f eat WtﬁShe&U&thuh%rc'h detht tlissifitatien ®dginitiid databbsef thatfeatuess for the

ar e '995% aftlon go%e is SQS?@(RFJ&PJhe Pﬁggayer & v&‘iﬁ% hsc'éxp% ned Gr%@ I%ure 5

poi n s or gprln I'SCS in
retimart Pfrmgﬁéedcﬁesﬁ@h@ fé@@fﬁ"@?ﬁm dimpepts. rrage The ot her
identifiable significant

5. Upon successful verification at step 4, the ID number allocated to the biometrics features
from the database is used to retrieve the Identification information from the database.

The Identification Information is also displayed as output for manual verification.

A method of identifying an individual using biometric data is disclosed comprises of a
sequence of steps. First the biometric data of the individual is enrolled, said biometric
data selected from one or more of the following: finger print, palm print, iris or any other
‘biometric data. The anchor features and other identifiable significant features are
identified. The anchor features consist of: center point in fingerprints or palm prints,
optic discs in retina image or lens section in iris image. The other identifiable significant
features include: ridge join points, ridge line endings for finger prints or palm prints of
macula and vessel density in retina, and lens and iris portion in iris image. The relativity
of each significant feature in relation to the other feature is computed. The relativity
includes distance or direction or both. The relativity is combined to obtain a classification

code. The classification code and the biometric data obtained are encrypted. Then the
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- features include: ridge join points, ridge line
endi ngs for finger prints or palmprints or macul a and

woe®seislgensity in retina, and lens and iris pRCT/BGIO#/M00235

iris image. The relativity of each significant feature
inrelation to the other feature is conputed. The
relativity includes distance or direction or both. The
relativity is conbined to og;ain a classification

code. The classification code and the bionetric data
obt ai ned are encrypted. Then theencrypted data is

st Or@drypt&ﬂ)rm&aQE staA. abmyef Sﬁeeak&)varsﬁepst‘ eperbeded m thba)rocess of
breolccgéﬁ‘;’;?ngf the cgrﬁjﬁ[‘nc gzitclé gg af pe Itt{;_) :’?8 (:I%%Eﬁ'ed()trhg dgr‘(:s{l‘gaqgn code is
agai mathed h»sa@érthe @rll%tsmf@ddaﬁs'ﬁ@gw fadat Thenbieroeiecs dpkreis verified
bi onpLinit@fe dfePstbred Vighitfits@Ead@BleRghe hiiga@Ar I i er stored

bi onetrics data of the sane individual. The | ast

menti oned verification step could be omtted in

cer tTe Mast metionast \&n'ﬁxetion s|t¢p dogld &k Smitied $stdobie craimsenicbylt is also
?F:]Spotsmt XIB(% % Bf’ ﬁorg@ﬁcada?yg&haa% ﬁngcrargrmt data and

erprint aan re| or retinal
and fefinab | 'rmagé ratma' ¥1ree ppdk &is 'maqet H@rthe like.  FRyIrthge &i 'b|pe55'ble to

to i lﬂ&ﬂfo% ahe abbie-naagored MBdthddo Rl perbid ddémtifidation numbers. In

i W |
Phe Bhaat e i SriebR PRTBT e o8 H% BA e Guic e

poOSSI
t o resficafigtto theclogsfichtioncede abomet 0 t he cl assification
code alone. Brief Description of Drawings Figure 1 is
a flow diagram of the process of enrollnent of

bi onetrics features to be used for identification.

w_di agram of the process of
Bﬁ%'%*leersgrt'zthog" %{%cr wihgs fication code fromthe bionetrics

features. Figure 3 is a flow diagram of the process of

Fi&?rg lr}lr'g g L{I&)\Pgdlg"a?fgll {he %?bcés@f& Hl¥rgﬁi"nelnpol1 Q&néiﬁ&% €s to be used for

_ ow di'agram of the process o
iderfiertiPd-yi ng t he personnel with I|ve bi onetrics
features fromthe database of bionetrics features.

Figure 2 is a flow diagram of the process of generating a classification code from the biometrics

features.

Figure 3 is a flow diagram of the process of storing the biometrics features in the database.

Figure 4 is a flow diagram of the process of identifying the personnel with live biometrics features

from the database of biometrics features.

Figure 5 is a flow diagram of the process of individual verification of biometrics features with the

live biometrics features.
Figure 6 shows a segmental verification of the biometrics data with full comparison.
Figure 7 shows a segmental verification of the biometrics data with partial comparison.

Figure 8 shows a process diagram of identification of an individual using biometrics data and

classification code.
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Figure 5 is a flow diagram of the process of
i ndi vidual verification of bionmetrics features with

W@ b@slo13187 bi onetrics features. Figure 6 shows BCT/SG2004/000235

segnental verification of the bionmetrics data with
full conparison. Figure 7 shows a segnenta
verification of the bionetrics data with partia
conmpari son. Figure 8 shows a process di agram of
identification of an individgal using bionmetrics data
and classification code. Figure 9A to 9F shows in
sequence the identification of the core points and the
auxiliary points of a fingerprint inmage. Figure 10Ato
AP $hows shawssespqemeetht entifideioh iof the adre @aint®bind the aGARK points of

' the auxiliary points of iris image.
dl[))@tgg{plﬁnetzrn%gscr i ption of the Preferred Enbodi nents An
illustration of the verification and identification
RigUFNDATtD @REHBIE Mlsediiehde tREidEHRREEiOPS Ahd \BWE polttard NERLN DY points
Legquires a bi onetrics raw data in the formof image
oBPAMYed fromthe acqui sition devices such as
Fi ngerprint Scanner for Fingerprint, Iris scanners for

d Retin cgnners for Retina bionmetrics. The

%e?laf‘fdg‘? Slc%'gnod'e%itg%gre?r%rg?d %P%?A'Q'Hgntﬁi gh quality raw data
such as high-resol ution images for high performance of

AnhiRisty&ioh bi thé@bdritttianshalid8itichdoh @abd ?r@terﬁ‘eintpviﬁ gy o%sc?ﬁ&% Ao

identification and verification © Ingerprint 1S
detailed for illustrating the identification and
Theriiveitoardqoires zasenktin radéata mMuentoimonf iclegeadttetkdi fiomt A€ acquisition

Jgﬁgéi Ju@da@rﬁgrdrimécgﬁhepfor _Pﬂh rﬁrnr,q} _s'égmglqif&qmssanﬁ%firiagélc'anners

fThet.mst_hods or fingerprint 1n this section are al's
AT UBI Y Por ot her biometrics types such as but not
limted to Iris, Retina, and DNA. This section,

T&F?Eﬁlﬁsﬂgﬂ Ihla)\?:gé E\?%gderé\)bor%?rﬁr%hodﬂﬁjﬂyg sjawvggté fSLllcR %ts ih%ﬂ-rgs%ﬁ)ﬁ%siﬁwages for
high performance of the verification and identification.

In this section, identification and verification of the fingerprint is detailed for illustrating the
identification and verification based on the invention detailed in the Detailed Description of

Preferred Embodiments section.

The methods for fingerprint in this section are also applicable for other biometrics types such as
but not limited to Iris, Retina, and DNA.

This section, explains the Identification and Verification process with the live fingerprint. The
process starts with the acquisition of the fingerprint image using the acquisition devices such as

fingerprint scanners.

The fingerprint scanners with a minimum of 500 dpi (dots per inch) are used for obtaining the
high quality fingerprint images. However scanners of lower resolution can be still used in the

process..

Upon successful extraction of the fingerprint image from the acquisition device, the fingerprint
features are extracted from the fingerprint image. The features include the following, but not
limited to: '
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process starts wth the acquisition of the fingerprint
i mage using the acquisition devices such as

w0 2evge1y8T nt scanners. The fingerprint scannerBCTEGIN0&000235

m ni mrum of 500 dpi (dots per inch) are used for
obtaining the high quality fingerprint inmages. However
scanners of |ower resolution ®n be still used in the
process. Upon successful extraction of the fingerprint
i mge fromthe acquisition device, the fingerprint :
f eat ur es atwe Bginy alee eatled asginchdnoint nger pri nt i mage. The
features i pabdtd do, blilaRMioEs in2bte offiigelifii t ed to:

Core Point, also called as Anchor Point™ Ridge Join
poi nt s, *aukifgs e endipanauxiipny Peigsdn ese pf fRGRPIM nt R dge
Li ne endi ngeatbré Poidts YusiRiy ot iR caasefidferghintnger pri nt

QG her Core Points auxiliary points in case of
fingerprint The extraction of above-listed features
Tecexerrqhiva bhabdvediiskeahfeaties rerexignattbe(oBor e Poi nt) Core
poi nt can be defined as the intersection point, or

bi furcation point wwthin the ridges that effect

excessi ve change to the ridgeline flow A list of core

RALAYr ot cord AsipHd and the point, which effect the
maxi mum change, iS assuned as the anchor point. For

exanpl e, for the scanned imge in Figure 9A the

a6re IRt aAibBbsfinadds thb nt@setioresbird, g bdircqaioh Pbint \itHMMemdges that
the Figure 9B. In the Figure . Lhe anchar. ints .are.
Pk et et i el ot el e BT i e o
hich effecettie wiakimutniobargeais kssemed aathe enchrtpoinén be not i ced
that the assuned anchor point indicated with the bl ack

rectangl e affects the maxi mum of the ridgeline flow.
For example, for the scanned image in Figure 9A, the anchor points and the assumed anchor

point is shown in the Figure 9B.

In the Figure 9B, the anchor points are indicated with black dots and assumed anchor point is

indicated with the black rectangle.

It can be noticed that the assumed anchor point indicated with the black rectangle affects the

maximum of the ridgeline flow.

Ridge Join points

Ridge Join point can be defined as the pixel location in which the ridges separate or join. The

Figure '9C has the Ridge Join points highlighted with black rectangles.

Ridge Line endings
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Ri dgeJoi n points Ridge Join point can be defined as
the pixel location in which the ridges separate or

W@ 2008/0131BE Fi gure 9C has the Ri dge Joi n poi nt SPCT/SG2004/000235

hi ghli ghted with bl ack rectangl es. RidgeLine

endi ngsRi dge Li ne endi ng point can be defined as the

pi xel location that has the |ast pixel of a ridge. The
Figure 9D has the Ridge Line endings point indicated

wi th bl ack rectangl es. CIhen Core Point Qther core
poi nt can be defined as the fnchor poi nts sel ected
apart fromthe assuned anchor point selected as

R.aaa 9.h@£ndPglpa.ht can E@eewawtﬁe &%n Rasioh B8t (s R 1aEBKE oPPlide. The

i cate ot s racti on of all
Ao D e e t'n%effdfnﬂﬁgoa%fwdmte'f w@g@a& ngies!

Classification Code is generated as specified under

(Eng,u%& %mg,ft Det ai | ed Description of Preferred

ments. The generation of the classification code
for the live fingerprint is explained as foll ows:
dﬁ@r adrk poInt@hin b fiAChate fctionpoianskidelae aRirdged@é Bssp@eddrEhor

pomt ‘ergt% & ?ch%plgonf t gthlﬁ%;?g Q%ﬂelgqher &hétdo%opm?ﬂwmﬁ& J1 nm% black

and ol n polnts ar
<@§tabllshed. The relatlon is establlshed u3|ng t he
foIIovvi ng properties: Distance in pixels:

Rﬁn? uf .oggwﬁggurg;m?{h?ﬁgdg ﬁgg%eglthgg%sg bR geperated as
Sp@tlf'nd p;mfsnfflgt@(&ﬁfmeé@ed Prsgrirtionecf Prafergd E@bosdipgnes- 1 10 10
deg. 2 15 20 deg. 3 5 10 deg.

The generation of the classification code for the live fingerprint is explained as follows:
Relation of the Anchor point and the Ridge Join points:
In figure 9C and Figure 9F, the relation between the anchor point and the Ridge Join points are
established. The relation is established using the following properties:

« Distance in pixels: Distance between anchor point and ridge join point

o Angle: Angle between the anchor point and the ridge join point

Examples:

Feature Distance Angle

1 10 | ' 10 deg.
15 20 deq.

3 5 10 deg.

The above values are sample values and based on the above values, the classification code is
generated as:
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The above val ues are sanple val ues and based on the
above values, the classification code is generated as:
w(a 003013187 20 10l n the above cl assificati on coPET/SGH®4/000235

conponents are: Value Nunber Description 1 1st Feature
nunber 2 1st Feature's distance 3 1st Feature's angle
4 2nd Feature nunmber 5 2nd Feature's distance 6 2nd
Feature's angle 7 3rd Feature nunber 8 3rd Feature's
di stance 9 3rd Feature's angle The classification is
al so padded with zeros to get:

5 00010001000010000200015000200003000500010 St eps
for.generation of the classification renmains the sane
for all other type of features such as Ridge Line

Ia thfi abgee Céﬁﬁaﬁ‘@‘%@de%CWh%“é‘i\ﬁ% an illustration of

the verification and identification of retina will be
descri bed noew-—The-process—startswth—the—acquisttton
of the retlﬁﬁﬂu9¢ﬁ§5b35|ng HN?cﬂBﬁﬂTS|tlon devi ces
such as retli nal scanners. The fingerprint scanners
with a mnijmum of 500 dpi (Jdots per inch) are used f
obt ai ni ng t{hke high quality rﬁwﬁﬁamuwa@@s Upon
successful |extraction of the retinal imge fromthe
acqui sition_device, the retliinal features

2 1% Feature’s distance

3 1% Feature's angle

4 2™ Feature number

5 2™ Feature’s distance

6 2" Feature’s angle

7 3" Feature number

8 3" Feature's distance

9 39 Feature’s angle

10  The classification is also padded with zeros to get:

00010001000010000200015000200003000500010

15  Steps for generation of the classification remains the same for all other type of features such as

Ridge Line endings and Other Core points
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are extracted fromthe retinal imge. The features

include the followng, but not limted to: Optic Disc
w@ 2slhar18Poi nt) Macula Vessel Density The exPCHSG2004/000235

of above-listed features are expl ained below Optic

Disc The visible portion of the optic nerve is called

the optic disc and can be detected with the foll ow ng

criteria: The optic disc has t he maxi num col or

di fference when conpared to 12 | regi ons An area where

the bl ood vessels originate - fromthe retinal inmage

N%Q:' M inQhratioh €W ) Gerlpbatied ahm@ﬁtlfm.owaere@ng e tseaaésemh now. The
color djfference eX|st

PR T VB G0 SO B ORAEH PRI 7% Y90t ARSI SRS suen as
retivglgeanneéthe Optic Disc is identified in Figure 10A. The

pi xel location of the maxi mum color difference is

marked and a circle is obtained as a result. ula
THRENGEE PTG SCHE TERTRET OPAE! Gt PR EIE=S i btainig the
heuaigl reppaiimégeaf the retina i s obtained as the pixel
position Cx, Cy where Cx = ((wdth of the Inage) / 2)

+ 1 C = ((height of the Image) / 2) + 1The wi dth and

Upe giseessy extrRStianTRE e retsalomeas fieLne AP it Finakfeatures
ACOEGE frdANthe RAth & Bndd Chhe dGtURBtindide HRAGIBRING,. buApAlifnitéd tom

the central . cula region is al so obtained
in the TO§W? '“Qéﬁ%?nmm i magi nary square around the

pi xel posMaduen Cx, Cy is formed using the follomnng
co-ordi onatlgéel Density

The extraction of above-listed features are explained below:

Optic Disc

The visible portion of the optic nerve is called the optic disc and can be detected with the

following criteria:

The optic disc has the maximum color difference when compared to all regions

An area where the blood vessels originate — from the retinal image point of view

The pixel location where the maximum color difference exists will have to be marked to get the

Optic Disc.

For example, for the obtained retinal image, the Optic Disc is identified in Figure 10A. The pixel
location of the maximum color difference is marked and a circle is obtained as a result.

The macula is the central point of the retina. The central point of the retina is obtained as the
pixel position Cx, Cy where

Cx = ((width of the Image) / 2) + 1

Cy = ((height of the Image) / 2) + 1
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Square Top Left Position = (Cx-10, Cy-10 Square
Bottom Ri ght Position = (Cx+10, Cy+10) Square width =

WQ@Qo008l01318he co-ordi nates above are pixel val ueBCTEGHIO#H000235

the retina image. | n the figure 10B,the macula is

i ndi cated using the circle and the macula region is

i ndi cated using a square. The f3i gure 10B-D, shows the

detail ed representation of the macula point and the

macul a region within figure 10B. The actual nacul a

region i s obtained by renoving the overl appi ng region

Wihe h/idtth&dl’fétgihcakhéjh%@e islobfhinet G ehel E¥méth& R&Uidth device such as
ul ion is marked using diagonal pattern. Vesse

Egﬁ % obtain the vessel density the retina

i mage, the retinal is divided into four regions. The

YRy sta derived from
clgtl Pt enb 266k, O, bt B €860 Wil W B S Fonspee. Ao
fippginanesqLere |ar1>ahd thewixe! rekitign x, Ly Srormed Xlehg;t;hetfdﬂlewfng wo-ordinates:
regions wll have the dinmension and the start

positions as follows: 1. Region # 1 a. Size: 256 x 256

b. Start: 0, 0 (39‘6%37%&3“)?0?“%(@@%@ )t he full

retinal image) ZSqLBEQBdttbn#R@wt&’OSI@nE(CXZW o§+¥H6 b.
Start: 257, O 3S ng %& g a. Size: 256 x 256
quare wi

All the co-ordinates above are pixel values within the retina image.

In the figure 10B, the macula is indicated using the circle and the macula region is indicated

using a square.

The figure 10B-D, shows the detailed representation of the macula point and the macula region
within figure 10B.

The actual macula region is obtained by removing the overlapping region with the optical disc.

In Figure 10C, the actual macula region is marked using diagonal pattern.

Vessel Density

To obtain the vessel density the retinal image, the retinal is divided into four regions. The division

is based on the constant width derived from the full dimension of the retinal image.

For example, for the retinal image of 512 x 512 pixels, the four regions will have the dimension

and the start positions as follows:
1. Region #1

a. Size: 256 x 256
b. Start: 0, O (top-left x,y position in the full retinal image)
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b. Start: 0, 257 4. Region # 4 a. Size: 256 x 256 b.
Start: 257, 257 | n the Figure 10D, the retinal inmge
waelewsdexdsi nt o four regions is shown. The nunbePCD$G2004/000235
bl ood vessel s pass through or originate or end in~
every region is obtained. The nunber of blood vessels
in every region is the density of the blood vessels in
the region. The generation of ?he cl assification code
for the live retinal inmage is explained as foll ows:
The cl assid.i catpegnafz code for the retinal image
contains the foll Qwi ng i rmation: 1. Location of the
optic disc in the F%3¥6525 ons 2. Location of the
Macul a in the flpustartegdzpns 3. Density of the Bl ood
vessels in the four regions In this exanple, the
classification code will be: 1. Location of the optic
disc in the foulegirdBons: 03 (the region that has the
maxi mum opti c dj Sg;amEHyY ke four regions) 2. Location
of the Macula: 04 3. Density of the Blood vessels in
the regions 0102080% ¢0%7for Regi on #1, 02 for Region
#2, 0 1 for Region #3, 04 for Region #4)
C assificagfionf p§#4030401020104Figure 1, is a flow
di agram of "the p 0¢&3Ss of enrol | ment of bionetrics
features to be aus8ee: 266 xRekenti fi cati on. The process of
enrol I ment is qn yposd,apd; step for identifying an
i ndividual as the step fegisters the bionetrics
features of the individual to the database. An ID
Mrd eigurk Q0D NEFeindl EHgY IdflidRd intcSroG r@&&rt%% %gﬁﬁ.rﬁ'netnlmnﬁer of blood
o be

Rragess an all necessary steps are ]
essels pass through or originate or end’in every region is obtained. The number of blood vessels

in every region is the density of the blood vessels in the region.

The generation of the classification code for the live retinal image is explained as follows:

The classification of code for the retinal image contains the following information:

1. Location of the optic disc in the four regions
2. Location of the Macula in the four regions
3. Density of the Blood vessels in the four regions

In this example, the classification code will be;

1. Location of the optic disc-in the four regions: 03 (the region that has the

maximum optic disc among the four regions)

2. Location of the Macula: 04

3. Density of the Blood vessels in the regions 01020104 (01 for Region #1, 02 for
Region #2, 01 for Region #3, 04 for Region #4)

Classification Code: 030401020104
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taken to avoid duplication of the identifier. The
bi onetrics features and the personnel records are

wo edosorasT with this identifier so as to establ PEHSG2004/000235

rel ati on between the individual and the bionetrics
features. The identifier can be al pha, nuneric or

al phanuneric code. The process starts with the
retrieval of Bionetrics Source also called as "raw
data" in the step 101 i.e. HFongerprint |Inmage in case
of Fingerprint, Retinal Inmage in case of Retina and
Iris Image in case of Iris and others. An acquisition
device is used in this step for the retrieval of the
Bi onmetrics Source. The quality of the raw data is al so
verified wth the appropriate criterion for every type
of Bionetrics. The raw data obtained in this step is

i mredi ately rejected if the source is of low quality

F@t?re kn %V\A’]ﬂdvspd@g{rbrﬁ lof el procgg%f %r%ﬁrﬁéﬁ of Qﬂhbﬁ&el%at‘ﬂ’?eg Bo bdEsed for
Ualt% he raw data nmt ches

t he

'déFtPﬂF%PP oﬂ@ propesa of FirelERe bR a&é‘é‘%ﬁ?“?'ﬁ SRR iRt Ing AN ”E“V'd“a' as the
septagisteacthd bionattidd Seanmes i thebidofpbits the de@bdséi cat i on

nmet hods that are prior art. The step 102 identifies

the features fromthe data raw obtained at step 101
AT Neraker far esenaipdividuakie arepted befera Enis RiGvesrand ath Prfedeny steps are to be
téktbre td %wduakebt%nnf @ﬁ:eiﬂ@ﬁf@f THE b@mamcsdfemneg tahcpfhs p@fidnnel records

ot her do, oc

o red 14 ot sl S 5 RSN RASRISP QBIres A avidual and the
bpmedief featerds. The dertifier cah berd!ptat Bsne\habrsa@hﬁmmem ewle. The
criterion used in filtering is obtained fromthe
manual bionetrics verification nethods that“areEPgLor
The procepp glaftp ity e getaRiar fistrich Setie drepileflgs "Hivedata™ in the step
198l.d. @ﬁlb@ﬁhnﬁ Qﬁag@hﬁcd@é Gsﬁ@e@rnﬁtf Remeﬁ{l]inléghdn Raseloe Retf and Iris Image
|r{ ﬁagfta \%Eﬁs aaé\? her Yer Xn %g?gr} he%%e tlsy Rs%d wp thﬁshgee:? Fo? Qhe]'%?i'levél 3 the

ste resenc
Biogetrigy Ewircar e checked and the process restarts fron1the
step 101 when the validation fails. The user will be

notified by dis

The quality of thg raw dgta i aP 9 verlfrrg tFIlQhe apprc?ptnelg cn?enon for every type of
Biometrics. The raw data obtained in this step is immediately rejected if the source is of low
quality as known in prior art. The process continues with the step 102, if the quality of the raw

data matches the criterions.

The criterion used in verification is obtained from the manual biometrics verification methods that

are prior art.

The step 102 identifies the features from the data raw obtained at step 101. The features are
taken from the raw data and due to the inevitable presence of noises, distortions and other
irregularities do occur. The features are carefully extracted and filtering through the predefined

criteria eliminates false features.

The criterion used in filtering is obtained from the manual biometrics verification methods that

are prior art.

The features extracted in the step 102 are validated for the presence of required number of

features for every biometrics type in the step 103. In the validation step 103, the presence of
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When the successful validation results, the process
continues to the step 105, where a classification code
w0 20090m38at ed based on the extracted features BCT/SGHEP4/000235
102. The process of generation of classification code
Is explained in Figure 2. The process continues to the
step 106, where the classification code generated at
step 105 and the features extracted at step 102 are
stored in the database along wi th the uni que
i dentifier for the individudP. The detailed process of
storing at step 106 is explained in the Figure 3. The
I
regb %diﬁatur&f ﬁé @gk&ﬁd%r{dftg%b%ges%/ @Asbﬂ%&rgrgstﬂé stteﬁﬁ %«ﬁ& é\mgz/ﬁhdatxon
faflsh &her ] Wil Be Rtiedby e lRYiRDe F‘Fiﬁﬁgﬁ-‘gatﬁ% 1fser at step 108.
The process conpletes Wi th the success state (109)
Wﬁ'hr} |ti6ews%clce58};l ‘r‘ﬁqt ?tIOP hrssyu Ce@gi{ggctgfssé%ﬁg&égz tlo té\e gslgerpe 1(?5, vlvhsere a
classifsgorf relatis gwe@weba%m)m theeexbpaterefentues af e@b uP2STheTinexess of
g&%@ﬁ&ﬁﬁc@&f&ﬁﬂ#E&kMﬂ&p&h&nﬁkﬁ&%bf'Patlon code is a
very inportant process that hel ps in reducing the
total tine taken for identification with | arge
ThH ;ﬁmatsrdoﬁmuesTh&th:kta;S $06f ivbext itrmrtlacmtetioco:ndaagdmragh @betkp 105 and
i i N .
g APARE Bt & el 0P o I BahRLARL A L g TBkiter o
the ddlivisiial uR e detpitsd %ﬁﬁswf geftno @h?teias%t'%y‘a‘a?cen el Fepyee 3-n
nost cases. |In | arge database environnents the
cl assification code r ed f e
T e EEoB e e R en gl e EnBF vifir i process
tefrhingted githethe fpilge stbtd Sipgemtiging thelussr aveep 108 ng al | t he
bi ometrics features in the database. This process
requires the Bionetrics Source also called as "raw
“mr%pESSéﬁ@platﬁs WIEHP SYeFgsD At 1AL whendhe glidptipmysucregds at step 107.
retrieval (in the step 201). The features are
extracted fromthe raw data in the step 201. The
extracted features are validated in the step 203 and
if the validation fails the process will term nate

FYE B, & B0k Alabider HedhRedsoF BherBrh) a cdBBRLEN@AY Bbh ARt Bi@etrics

succeeds the process conti nues
features.

The process of generating the classification code is a very important process that helps in
reducing the total time taken for identification with large biometrics. The classification code
contains global characteristics of a biometrics “raw data”. In small database environments the

classification code alone can be used for verification, as they are unique in most cases.

In large database environments the classification codes are used for filtering the biometrics
features in the database for verification. This totally avoids sequentially verifying all the

biometrics features in the database.
This process requires the Biometrics Source also called as “raw data” and an acquisition device is

used for its retrieval (in the step 201). The features are extracted from the raw data in the step

201.
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fromthe step 205. In the step 205, the type of the
bi onetrics feature is identified based on the
web@semast of the features on the raw data. TheCT/§@BE®4/000235
are al so based on the direction of the placenment of
the features. Wth the bionetrics features type
identified, the process continues fromthe step 206
where an anchor feature (described later) is
identified anong the bionetriycs features fromthe step
202. The anchor feature is identified based on its
pl acenment and its prom nence with other features. Wth
Thédextateth faatufas sre vatiddted im the ste P@Jarpio thetvilidatien @il the process will
tARE With &% furd Bfte QLS04 BMH HIRSvaMakibh §Ud&edd) &l Yrocess continues
eature are obtai ned at step 207. The properties
oM P 498t not limited to distance and direction. At
last in the step 208 a classification identifier is

Inggges{e%(ﬁg tgérﬁy?g of &et%%eErﬁ§ Halaiuﬁe |fs rd%ﬂ@ ftey %ﬁ&h eoﬂsthgggcmment of the

process termnates wth succ

featuggseon mheavgéﬁérﬂﬁémpqsqu baspd g fhe diection|of &g Blacement of the
fosalr@ssi fication code". Figure 3 is a flow diagram of

the process of storing the bionetrics features in the

dat abase. In this process the bionmetrics information
withaheibibmejridsiieatures tybe ivettdied, tiee iypessretoniingies fremttha gep Higdvhere an

aﬁéhéﬁébtfuhc(eééc%d %&9@ isABEtRLIRAg kR didkera kAL dm 1R step 202
secure rocess ensures the inte

TomeneH SRR NS BRER OF RS BREPR o aepeta geh oprdeatures
nmet hod prevents identity thefts, replacenents that can

VeﬁnctH a a%art]urg Hg?wqtﬁ%ﬁgp?ﬁ% th;l_ Iﬂe‘taan?é’ &ﬁ?e?ﬁes %F e ogﬂey\’feta{ﬂjres with the

I'on o eat ures
anther &f@@p‘- B0 obtaingd AtisEepIOEpT hs@@perf'wen@wdsw mtdm%w ditgee and
dirsciggnerated for the "raw data". The data fromthe 301
and the 302 can also be the inputs fromthe other
processes. In the step 303, the personnel identifier
At Uil i thee stegheR0B iafdaesifichtion idehi@iepie gemeraties] Yas¢dsonethe rappitsdpm the steps

2\6('5,t ﬂ)G, 207 and the process terminates with success state. The generated identifier will be

called as “classification code”.

Figure 3 is a flow diagram of the process of storing the biometrics features in the database. In
this process the biometrics information including but not limited to biometrics features and

classification code are stored in the database in a secure method.

This process ensures the integrity of the information within the biometrics database. The method

prevents identity thefts, replacements that can occur within the database.

The process starts with identification of the featurés from the “raw data” in the step 301. In the
step 302, the classification code is generated for the “raw data”. The data from the 301 and the

302 can also be the inputs from the other processes.

In the step 303, the personnel identifier (unique identifier for the personnel) is encrypted with
the classification code (from the step 302) and as a result a “Security Key” is generated. The
encryption is carried out using the personnel identifier as a key. The cipher strength of the

encryption is automatically selected based on the computing power of the environment.
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the classification code (fromthe step 302) and as a
result a "Security Key" is generated. The encryption

w0 2006@1318Ed out using the personnel identifierP@yS@2004/000235

key. The cipher strength of the encryption is
automatically sel ected based on the conputing power of

the environnent.l n the step 304, the bionetrics

features fromthe step 301 and the classification code
fromthe step 302 are encrypted using the "Security

Key" fromthe step 303, resujging a "encrypted data".

The encryption at this is simlar to the step 303 with
regards to the type and the cipher strength. After the

lo e st 308 nthe hlomelsicoleatyres dromtthe sler 39loandtthe cI3GH atipl exde from the
stébesoz %chrnM'Pft&ﬁusﬂ@ttﬁ’é “Slséim@t}@? &bk fhe q@b @Bﬁ@su@h@g‘ gentmed data”,

Per sonnel C assjficat|i
TR ENPEFYLT AT IS B B”ar'ﬁ’] e ciergiy ‘F'F’b’&??'?frfo Erl?cﬂépq aé‘d H?f'tCEPQF'I syrength.

added to the suffix of the personnel I1D. The stored

A?%P?\%QF\S%UB ftl%r;ﬂ&tekso nﬁ eé’ t%rsltefp' 3%§i v@“eret ttﬂg é’\t ﬁgteg’ gga ltsrs]tored in

e veritfication rocess term
dopbase Rjong fhe Perseng! Ipn‘:mg H@ Céqsg@:a “odg/\Rabedderkin the Personnel ID. The
yetifichiion @bdedachlalyt ddedloa: 3R obtHe peedhael IDhe process
stops with the success state in the step 308. Figure 4
is a flow diagram of the process of identifying the
The rssugrhericrypliet hinforimptionbis omefiter i a8 Shef stap 3P 9nd ifdhe tverdication fails the
Hakahasmaet wm. @@E&nlﬁr‘e%@até:ﬁ%@&%@w This process
Identifies the personnel using his/her bionetrics
features fromthe database. The database actually

: Wlﬁ)srmttbé nsifidatien & tarséy Bussufeatspthe progess lstophwith the success state in the

§|f|cat|on code in an encrypted form Upon
sﬁEcessfuI mat ch of the bionetrics features, the
unique identifier for the personnel is actually used

Aiqike PR IO B ae+rarh@emte ipfok&zab i@amtifyihB ehelPeRER BRIt (RE bism¥WitsTeatures

the retrie _of the bionmetrics source ("raw data") in
T%%mgﬁﬁﬂmﬁﬁ%PmK§”$H%?H§ ‘previ ous processes the
features are identified fromthe raw data in the step

ﬁ%Zprocm%énQﬁe@tthJ b&Sbnh& ALY BiS/he HorftiRQ fééﬁlrésdﬁ'&n?@ae' cﬂatatbgs% The

process restarts fromthe St&%
‘Qfatbéﬁe Fiyelvispptaigs fﬁ?é"%@f s (SeHres uthsthe plagpiagtiogyssis p ﬁ‘é encrypted
fgigd. iugat duedassfulima&h of the biometrics features, the unique identifier for the personnel is

actually used for personnel identification.

The process starts with the retrieval of the biometrics source (“raw data”) in the step 401. As in
the previous processes the features are identified from the raw data in the step 402. The
identified features are also validated in the step 403 and the process restarts from the step 401
after notifying the user (in the step 404) when the validation fails.

The process continues from the step 405 when the validation succeeds at step 403. In the step

405, the classification code is generated for the biometrics features extracted at 402.
With the classification code from the step 405, a list of biometrics features is generated from the

the list is empty the process terminates with the reject status (in step 408).
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The process continues fromthe step 405 when the

val i dati on succeeds at step 403. In the step 405, the
web@smsifisrati on code i s generated for the bi omeCT/E6H04/000235

features extracted at 402. Wth the classification

code fromthe step 405, a list of bionmetrics features

is generated fromthe database in the step 406. | n

the step 407, it is checked for the generated list is

enpty and when the list is enpty the process

termnates wwth the reject gbatus (in step 408). The

process continues fromthe step 409, where every

bionetrics features in the |list generated at step 406
ThesPromsssi PRUHesfAThtne Bep BP% R PYeEY Piemitiiss epturesgpriheriet aghespred at
sté@ZOG ik ﬁ/erﬁf&l @hh wRSidwetict aufitks R wh ek e, immabewss ﬁﬁ found (as

bR iy B b A R M 506 REbTE BB bl

the |nd|V|duaI is identified with the unique

If'ad‘@eﬂéh' vtds @Sunb, a8 BRAteial Nk NVl ‘?shdé?\h QB! tﬁéurﬁcﬁ@tﬂéﬁ%r tagged

%rocess termnates wth the success
ngh Ej‘ﬁ F‘E’K@ PR W et PP PSS ERENTgtBdRe gypcess state.

i ndi vidual verification of biometrics features W|th

Flélﬂ‘g 5 |§ an%w%%Féﬁwt <¥f tl%sprgc%%tolf' Tn§§|d%{3—|_béri$ cﬂg 59%%? %}ga\/rﬁg "ea ?ei% with the

bi onetrics features store
liverpemelrigefepfiiiret ri cs features generated fromthe
obt ai ned raw data. This process actually matches the

{ t.ant
THERIEET PR o BYRaRS, BTREL SR TS ot et b Tl
feﬁa@ms Weresatesf frani the| obtamed sawy dhdd. JhiaProcere aftniliy tmagahes Wi deatiges and

pibys@MihdRafttr&P in2Bl biorhdtrids AR &R 501, the [ist of
simlar features between the bionetrics features in

t he dat abase and the |ive bionetrics features is
Tigemedesst reqliresTihe bismetritsdeatfireadf Wiedve ednedatdk@nhe hp@ @ndytaitdeom the
St?‘g%ertl es such as placenent and direction with a
reshol d val ue based on the type of biometrics. The
threshol d value actually elimnates the false simlar

1f Batidp €S, theher sFisimilboreatlieabdin@s the BEMANE Sk R .ﬁQrJe @Ea%ase and
pre

t d th t t he
ot Bl & A B PG L0 6 Wbl $ s
swirs pYcarest andudirsctioh withe thesshold \whiel tepedpimotbe $gpearf dhiometrics. The

threshold value actually eliminates the false similar features.

The similar features from the step 501 are actuaily fiitered with the predefined criterion in the
step 502. The predefined criterions are obtained during test runs of the verification process and
varies based on the type of biometrics. The test runs are manual process of the verification of the

biometrics features

In the step 502, the false similar features and also least similar features are eliminated. This step

actually reduces the false rejection rate (FRR) and false acceptance rate (FAR).

The process continues from the step 503, when the anchor features are obtained from the
biometrics features in the database and also the biometrics features of the raw data. The similar
anchor features are also identified in this step and in the step 504, the similar anchor features

are filtered with predefined criterions obtained from the manual biometrics verification.
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vari es based on the type of bionmetrics. The test runs
are manual process of the verification of the
whr@seinsrs features In the step 502, the fal SBCEbGRU0&N00235
features and also least simlar features are
elimnated. This step actually reduces the fal se
rejection rate (FRR) and fal se acceptance rate (FAR)
The process continues fromthe step 503, when the
anchor features are obtained fromthe bionetrics
features in the database andgpal so the biometrics
features of the raw data. The sim lar anchor features
are also identified in this step and in the step 504,
It the step A9, the psabebily of amarcbds faynd Hyicheckipg thewjumper of similar features

alrrH §5Rk ARG fehiufeS Wit e Mb@ pedatlifcOm %B%at@ﬁd&b’sa'blometncs data and
bionetrics verificatio

S OBREIY SRR SHREC B I U SIS s it plgve the hal o
it bukRrs, bfs assumiel &irat & eatctinsefsurdradd gHemirdcass stone ol the sadcers sste (in

f
LR R b R L R L e b
respectively. If the nunber of simlar features is
above the half of its nunbers, it is assuned that a
match is found and the process stops with the success
state (in the step 508) else the process term nates
with the rejection state as in the step 507. CLAIMS 1.
A nethod of identifying an individual using bionetric
data conprising the steps of (i) enrolling bionetric
data of the individual, said bionetric data sel ected
fromone or more of the follow ng: finger print, palm
print, iris or any other bionetric data. (ii)

i dentifying anchor features wherein anchor features
consists of: (a) center point in finger prints or palm
prints (b) optic discs in retina imge; or (c) lens
section in iris imge and all other identifiable
significant features wherein the significant features
consi sts of:
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(a) ridge join points, ridge |ine endings for finger

prints or palmprints; or (b) nmacula and vesse
wa@lesiotsin retina, and lens and iris portion POI/BG2094/000235

i mage (iv) conmputing relativity so position of each

significant feature in relation to the other feature

wherein the relativity includes distance or direction

or both. (v) conmbining the relativity to obtain a

classification code (v) encrdlpting the classification

code obtained in step (iv) and the bionetric data

Cobtgined in step (i) (vi) storing the encrypted data

ned in step (v) (vii) repeat steps (i), (ii),

(iii) and (iv) in respect of a bionetric data of

person to be identified wherein in step (i) enrolling

is replaced with capturin viiL% mat ch cl assi fjcation

LeodeR BIHRN AECEr RGBT S A TRERE GG PTMSAPs g o

code obtained in step (iv). (ix) verify the bionetric

dat a,.obt ai ] t i NS: ' tad

ot af'Ped RS G S8 o the haBRl 350 pRlrBIE dobolsolBL rom ane o

i ndi vi duere of@e fRjoMNGmet ri ¢ data as claimed in claim1

wher ei nfdgbeprint, @Elmgirixt), irls ®r SifictHeeBlometric dtaret hod of

i dentifying an individual using bionetric data as
clained in claim1l wherein the bionetric data includes
dat a(idbtiaitifyird ahchonfentoree whérain angher fodtoeeeansisls dfat a of t he
same individual. 4. A nethod of identifying an

i ndi vi dual using bionetric data as clainmed in claim1
or 2 wherein ®he FBUHRIM OIPIRE PN RITRR S dent i f yi ng
t he indivi dugb) usiopgk discprrrea &hage; or

{c) . lens section in iris image

and all other identifiable significant features wherein the significant features

consists of:
(a) ridge join points, ridge line endings for finger prints or palm prints;
or
(b) macula and vessel density in retina, and lens and iris portion in iris

image

(iv) computing relativity so position of each significant feature in relation to the other

feature wherein the relativity includes distance or direction or both.
(v) combining the relativity to obtain a classification code

(v) encrypting the classification code obtained in step (iv) and the biometric data

obtained in step (i)
“(vi) storing the encrypted data obtained in step (v)

(vii) repeat steps (i), (ii), (iii) and (iv) in respect of a biometric data of person to be

identified wherein in step (i) enrolling is replaced with capturing
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identification nunber. 6. A nethod of identifying an
i ndi vi dual using bionetric data wherein the nethod
w0 p@b00BE87 an alternative to disregard the bi oneCT/86G2004/000235
data verification. 7. A systemof bionetric
verification of an individual incorporating the nethod
as clained in clains 1 to 5. 8 An electronic system
requiring identification of an individual which
i ncludes a nethod as clainegzin clains 1 to 5.

(viii)y match classification code obtained in step (vii} against classification code obtained in

step (iv).

(ix) verify the biometric data obtained in step (vii) against biometric data obtained in

step (i).

2. A method of identifying an individual using biometric data as claimed in claim 1 wherein

the step (ix) is omitted.

3. A method of identifying an individual using biometric data és claimed in claim 1 wherein
the biometric data includes data obtained from more than one biometric data of the same

individual.

4. A method of identifying an individual using biometric data as claimed in claim 1 or 2
wherein the method further inciudes identifying the individual using a personal

identification number.

6. A method of identifying an individual using biometric data wherein the method includes

an alternative to disregard the biometric data verification.

7. A system of biometric verification of an individual incorporating the method as claimed in
claims 1 to 5.
8. An electronic system requiring identification of an individual which includes a method as

30

35

claimed in claims 1 to 5.
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