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| n addi ti on, Wh/WBH7nf r ane nodel entails poor resi dual reRusssefioso
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BACKGROUND OF THE INVENTION

10 Two conventional computer models have become

well known in the industry of computing. ' The first is

a mainframe computing model and the second is a
clustered computing model.

The traditional progression for an end user in

15 the mainframe computing model is to purchase an initial

systém, and when additional processing capabilities are

required, to replace the initial system with a bigger

system. At various points in this cycle, traumatic

discontinuities occur. For example, if the user

20 outgrows the architecture of the initial - system, the

user may need to convert from one operatlng system to

another, or even from one vendor's proprletary

architecture to that of another vendor, when the second

upgraded mainframe system is purchased. These changes

25 entail enormous costs for the organization purchasing

the upgrade, in both dollars and employee time.

Therefore, such convergions are avoided, in many cases.

In addition, the mainframe model entails poor

residual value of computer equipment. Thus, the system

30 replacement often results in invested capital which is

substantially completely lost when the initial system is

replaced by an upgraded system.  Further, larger

upgraded systems tend to be sold in lower volumes than
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standards based in that they do not exhibit dependence on proprietary

architectures. This provides for the availability of equipnent from
mul ti pl e sources which 15 all ows the user to choose the best agternative

wi th eaech WO uent purchase. Still other advantages *
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can be " controlled nore precisely by adding only the amount of 20
additional resources required to neet existing and i mmedi ate future “
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a single mainfr arﬂtarmazdspbasedrseﬁmrsexambecan bofifér many @Mn,hgahbgsvery
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the cluster are re I red process transac I ons on at a.
Exanpl es of some ©ff as om 39Fingly system, the threshold to entering

PCT/ US9s/ 21080 the cluster model is lower. . Further, such smaller
: 10 systems are typically scld in high volume, making the
cost of computing less. Also, such systems are
standards based in that they do not exhibit dependence
“on propriet:ary architectures. This provides for the
availability of equipment from multiple sources which
15 allows the user to choose the best alternative with each
subsequent purchase. . .

Still other advantages present themselves with
the clustered’ computing model. Upgrade costs ‘can be
controlled more precisely by adding only the amount of

20 additional resources required to meet existing  and
immediate future needs. Further, the user can choose
from a wide wvariety of vendérs',‘ without concern about
migration or conversion to . a new architecture.
Similarly, with the right architecture, there may never

25 be a need for conversion to another operating system.

Still, the clustered comput-ing model does have
disadvantages and problems. For example, the clustered
computing .model encounters difficulty in providing
clustered systems with the ability to share data in a

30 way that allows the cluster to take on the workload that
a single mainframe could perform. For example, it is
current'ly very difficult to implement clustered models
where each of the servers in the cluster are required to
process transactions on the same data. Examples of some

~



- 3- such applications include an airlines reservations systemor a

financial institution's conplete inventory of transacti ons.

The second di sadvantage of the clustered 5 conputing nodel sinply

i nvol ves t he waedassd? ext ensi ve experience i n managi ng stecApgesande dat a
whi ch exists in t he mai nfranme environnment. Such experience has evol ved
Into nmanagenent software that 1is sinply not vyet available in the.
st andards based cluster environment. 10 _3. Convent i onal di sc
drives al so i ncl ude di sadvant ages which are related to the | oss of
operating syshwrh | ppplieations Emcledanpae, sixidmesnt resekvdtions
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environnent, t heTRETERSodE managing sterage, apd 433 ¥ 1%5‘5&%, St e
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or corrupt. indd S naMagemeft tH8stwsse OftrRESenld aldiwphpe not @8tire
contents of the disc. dri.ve.. t:i}Llo cgnv‘gntéogﬁal 2(% ]%o%ratl ng.s st em has the
ability to recovet” aridiifei® 08, 8EadrRdq R3PS FHE S PAC 878+ PBEFRY " such
key file sysi@m manag&epventienal Thidkisceprdsives a alsorendogsutless for

a use[, and its esdﬂ‘d?}déitagéﬁoﬁﬁi&l??at&'eskaﬁﬁté@&dj&hﬁ'loss dﬁabe@r.tathﬁgt i's
operati ng system (S | ’ notgni . e
Crul Gaih storSir o (pfpaetisn. | goR, ghapllerChoiRybletBudl Habd

actual data stored | ma
To date, any ser\i¥kve gpont@idremidd igasa ofn sectors of data. For any

number of different reasons, one or more of the sectors

15 may become unreadable or corrupted. If the sector which

becomes unreadable is one that is used for a special

purpose by the operating system, the entire disc space

in the disc drive may be rendered unusable, even if the

entire rest of the disc drive can be read. For example,

20 in a personal comwputer environment, the master boot

record, partition boot record, file attribute table

(FAT) or the root directory.can be become unreadable or

corrupt. This can cause the loss of essentially the

entire contents of the disc drive. No conventional

25 operating system has the ability to recover all the

readable data in the face of losing such key file system

management data. This represents a tremendous loss for

a user, and is especially unfortunate since the data

that is lost is operating system related, and has little

30 or nothing to do with the actual data stored on the disc
drive, which cannot be read. |

To date, any service for recovering data in

such instances is typically very cumbersome. Such

services generally require physically removing the disc



such instances is typically very cunbersone. Such services generally
require physically renoving the disc WO 99/ 18507
PCT/ US98/ 21080 . -4- drive fromits

operating en and sending it to a conpany or service rOV|der
engaged in twé%zlgg‘ﬂce of recovering such data. This seP§T{S94/21080
provided with no guar ant ee of success, and with no protection against

the 5 consequent breach of privacy which attends the
relinquishing of the disc drive for thi s'f)ﬁr pose.- The present

invention addresges.d 53g 204 o er%%% Q{ﬁl}lo%%n?aggdoéégé%ng :(.};t::ﬁ?on

advant ages over the prior resen
addr esses these aarﬁ?mpanyo?ﬁeﬁezﬁf’(ﬁﬂ Previday epgaged é#’héheaﬁ%m%e%f over
t he prior artecovering such data. TRUMBEXYVI{Fe TEPHIVENRBEGNth no

The present i nvepidlOmdes o Wibdeds? @faud%g g@afgeeﬁrt%%néégyﬁg{;%system

and net hod for & data stora%g eV| ce ecti v
re

accordi ng t o® onFPsequent,,, dtRﬁ)‘é’f?(??’ s PRl ndgat e tical.

dat a i s storezlizepdsting 6 *ahso:hﬁm ariiveh fb&sthlblgnhﬁpose. degr ee of

redundancy. The present invention addresses these and
other problems, and offers other advantages -over the
prior art.

10 The present invention addresses these and
other problems, and offers other advantages over the
prior art. :

F INVENTION

The present invention is drawn to a hybrid

15 data reconstruction system and method for a data storage
device. Data is selectively stored according to one of
two or more redundancy schemes such that critical data
is stored according to a scheme which has a higher
degree of redundancy.’ :

20 BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 is a block diagram of a network
attached storage system in accordance with one aspect of
the present invention.

FIG. 2 illustrates an object model in

25 accordance with one aspect of the present invention.

' . FIG. 3-1 is a block diagram of a first
configuration in which an object on the storage device
is accessed by a requester.

FIG. 3-2 is a block diagram of a second

30 configuration in which an object on a storage device is
accessed by a reque'ster.‘

FIG. 4 is a perspective view of a disc drive
in accordance with one aspect of the present invention.



20 BRI EF DESCRI PTI ON OF THE DRAW NGS FIG 1is a

bl ock di agram of a network attached storage systemin accordance with
one aspect of t he present invention. FIG 2 illustrates
an obj ect nod¥PI¥HW5P5  accordance with one aspect of the preBenusssrvesation.
FIG 3-11is a block diagramof a first configuration in which an

obj ect on the storage device is accessed by a requester.

FIG 3-2 is a block diagramof a second 36s-configuration in which an

obj ect on a storage device_is accessed by a requester.

FIG 4 is a perspective viBhfof 8 dii€c & i Eunctional adeleradanocdiagtdm one
aspect of the preé.énStratzénglmcess of an \Aﬁj%%lﬁﬁoz requester. fG 5
PCT/ US98&21080 S
a functional blogck di agr n; Jllt}sl,ltsrte’ftaltﬁg éacc% Ei92 2R 0B tiotRIS
request er-. la part T—-‘ém%dﬂq RRqopdance Héf—hl one gispectstaff dge

medi a partitBonepreseatchbndemciomi t h one .aspect of the 5. presents -

i nventi on. E%é—lg 741 aﬁﬁj 752 sﬁggwaa Iowcfydjrﬁ%qﬂrmam

i|lustrating access of an ect by arequésfer SPR Thr th one

aspect in accordéﬁligsﬁraﬁﬁgpﬁé‘%ﬁf’ ©f an cbject by a requester in
accordance with one aspect in accordance of the present
invention. -

10 : FIG. 8 is a flow diagram illustrating creaticn
of an object in .accordance with one aspect of the
present invention.

FIG. 9 is a flow diagram 111ustrating opening
and updating of an object in accordance with one aspect

15 of the present invention. . : LY

"FIG.. 10 is a flow diagram which illustrates
writing to an object in accordance with one aspect of
the present invention. = .. . . _

FIG. 11 is a flow dlagram which illustrates

20 opening an object for read only purposes in accordance-
with one aspect of the present invention. :

, FIG. 12 is a flow diagram which illustrates
reading an object in accordance with one aspect of the
present invention. _ .

25 FIG. 13 is a flow diagram which illustrates
closing an object in accordance with one aspect of the
present invention.

FIG. 14 is a flow diagram which 1llustrates
removing an object in accordance with one aspect of the

30 present invention. '

FIG. 15 is a flow diagram which illustrates
creating a partition in accordance with one aspect of
the present invention.



FIG 8 is a flowdiagramillustrating creation

i nvention. 10 (

of an object in accordance with one aspect of the present invention.
FIG 9 is a flowdiagramillustrating opening and updating of an.
object in ac wi th one aspect 15 of the present invention. '
FIG 10 is aaﬁ %lagramv\,hlch il lustrates \A/ritingtog‘j(ug’%fzé%a? in
accordance with one aspect of the present invention. i .
FIG 11 is a flow diagramwhich ill ustratgs 20 opening an object for read
only purposes in accordance with one”aspect of the present invention.
FIG 12 is a flow di agrarrp\ml cmsl hkugt 'f%ﬁsdlagrarﬁ et P & gekgi N
accordance with one aspect #‘ prese I nvent. on..

FIG 13 is a fldW&ageaf V\B?’ 1tiensin Acsor ancec‘f’b“s‘i‘ rﬁ‘ear?‘sé"&f’éct’fl n
accordance wit h % present dhveneion. pr esent i nventi on.

FIG 14 is a flow dl agr amgpi, Chi7i. Lhuat E%ﬁsdlagrér@rmﬂ&g AN RREGELs! N
accor dance th Q spect of FI G

4h resent
15 is a fl o\/vs di ag rﬁ AR TRARS %r é?e%“pc°rd%€ﬂ‘:§a‘f’?‘ﬁé °é‘ep§ﬂ’??tf &F Fhe
accor dance wi t h RieSemdpdaveption. the present invention.
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- FIG. 18 is a flow diaé’% Uﬁ%@%ﬁﬁ%atrate's

obtaining object attributes in accordance with one -

aspect of the present invention.
FIG. 19 is a flow diagram which illustrates

setting or modifying object ét;tributes in accordance -

with one aspect of the present invention.

FIG. 20 is a flow diagram which illustrates
reading lock attributes in accordance with one aspect of
the present invention. '

FIG. 21 is a flow diagram which illustrates:
setting lock attributes in accordance w1th one aspect of "

the present invention.

FIG. 22 is a flow diagram which illustrates
resetting lock attributes of an objecE in accordance
with one aspect of the present invention. -

FIG. 23 is a flow dlagram which illustrates
obta:mlng device associations in accordance with one
aspect of the present invention.

FIG. 24 is a flow diagram which 1llustrates
sétting device associations in accordance with one
aspect of the present invention. |

FIG. 25 is a block diagram illustrating a disc
drive array implemented in accordance with one aspect of
the present invention. _

FIG. 26 is a block diagram illustrating a
target disc drive in accordance with one aspect of the
present invention.



- 6- FIG 16 is a flow diagramwhich illustrates

renmoving a partition in accordance with one aspect of t he present

i nventi on. FIG 17 is a flow diagramwhich illustrates 5
exporting anweif94837i n accordance wi th one aspect of the PCTUSIS21080

I nventi on. FIG 18 is a flow diagramwhich illustrates

obt ai ni ng object attributes in accordance wth one aspect of the
present invention. 10 FIG 197+s a flow di agram whi ch

il lustrates setting or nodifying objlect attributes _in accordance

with one aspect of the prE3@nt 27néht3oRlock diagram illugtgatipgi sa flow

di agram whi ch i Idatdtcyatiésc drive eqtligdr@eincet Withubee aspewe BElage W th

one aspect of 1 reste?x% Eh@éﬁgioﬁnventlon FIG 21 is a flow
di agram whi ch i Fl'ustr etting lock attributes in accordance with
one.aspect of the pr §§§nt 2§n\}§nﬁ dgrtow diagram illustmatingp the g f| ow
di agram vihi & i |dresitiahest 20 pariegeajiduld 1hoa&cﬁ-dénde&h06narhsﬁécﬂ§t in
accor dance 0 c present invention.

FIG 23 is a flow gﬂe ?%egéﬁé {ﬁn&%rf%%q} ‘at es " obtai ning device

associ ati ons in accor dancEIﬁ/r t4P dfed flow dipgremdillustratdggnt Wiitent i on.
25 fdg@raZdons im fuloieldi parbry Wih€brnat i r fkeupdatedseid i ng
devi ce associ at i Qns c sent

i nventi on. ]'Jdgn%% 95%1’&”%1% V&éﬂ&g—]ﬂ%f tgeag?ggngﬁl usté}gﬁﬁrg a disc
drive arraylq npl enent ed i BX8ccotUadddUiFERtBRe BasF@tR oftBRcturee i esent

I nvention. accordance with one aspect of the present invention.

' FIG. 31 is a block diagram of a disc drive
.utilizing embedded location information in accordance
with one aspect of the present invention. o

is5 FIG. 32 is a flow diagram illustrating the
operation of the system shown in FIG. 31. . '

FIG. 33 is a block diagram illustrating
another embodiment of a data storage device utilizing
embedded location information.in accordance w::.th another

20 aspect of the present invention.

FIG. 34 is a block diagram 1llustrat1ng a disc
drive array implementing a hybrid data reconstruction’
system in accordance with one aspect of the present
invention. ' . -

25 FIGS. 35 and 36 are flow charts illustrating
a write operation of a hybrid data reconstruction method
for block oriented data and object oriented data,
respectfully.

DETAILED DESCRIPT;ON OF _THE PREFERRED EMBODIMENTS

30 FIG. 1 is a block d:.agram of a data storage
system 100 in accordance with one aspect of the present
invention. System 100 includes object oriented data
storage devices 110 and 112, file server 114, requesters
116, 118 and 120, and interconnect 122. System 100

-~



FIG 26 is a block diagramillustrating a target disc drive in

accordance with one aspect of the present invention. WO
99/ 18507 PCTMUSML0O80

-7- |G 27 is a block dlagramlllustratlng d'oty
di sc drive |?1voa909,clg)?°gance wi th one aspect of th present mveﬁ‘t’s?zglé\.

FIG 28 is a flowdiagramillustrating the 5

i n accordance with one aspect of the_present invention.

FIG 29 is a flowdiagramillustrating a wite

parity informatiiriistrspéat ed héework 8&@@&&?&@%%:3 dyePNéo

#§&§a
| ust rat’e a_dat a é)j[I’UC'[UI’e

pr esent inventi

in accor daﬁ@% évﬁ FR%Re R et(ﬁucgedt ﬁg ?‘é’ﬁ?’ﬁntl APEnePhrware from

creation of a parity group

operation in which

FIG 31 is a bl deaaxididifarent ’ae@hiw,dranﬂewhlchuapbearngoammchie{h lsocat i on
information in asnoyidaNeege coMphtedPNistemct of the present i nvention. 15

FIG 32 is %flow di agramobsl gtratln%s?%r%g%l q{r&%’:ﬁl g&:@r‘nt%els S';g{nl ng{

shown in Fl

anot her enbodi mete ottaragis gonporages debick pexfomn mthe data storage
function of System '100. ‘Storage devices 110-112 .

10

1s

20

preferably include disc drives, redundant arrays of
inexpensive discs (RAID) subsystems, tape drives, tape
libraries, optical drives, ‘juke boxes or any other
storage device which can be shared. Storage devices 110
and 112 are also provided with an input/output (1/0)
channel attachment to requesters 116, 118 and 120, which
will access devices 110 and 112.

Requesters 116, 118 and 120 are components;
such as servers or clients, ‘which share information

stored on devices 110 and 112. Requesters 116-120-are

also preferably configured -to directly access “the

information on storage devices 110 and 112.
File server 114 performs management -~ and

security functions, such as request authentication and

' resource location. In smaller systems, a dedicated file

25

30

server is preferably not used. Instead, one of
requesters 1le-120 assumes the function and
responsibility of overseeing the operation of syste‘tn 100
carried out by file server 114. . In addition, where
security and functionality provided by file server 114
is not needed or desired, or where an overriding need
for performance requires that the cluster of requesters
116-120 talk directly with storage devices 110 and 112,
file server 114 is eliminated from system 100.
Interconnect 122, in one preferred embodiment,
is the physical infrastructure over which all components



enbedded | ocation information in accordance with another 20 aspect of the
present invention. FIG 34 is a block diagramillustrating a
di sc drive array inplenmenting a hybrid data reconstruction

systemin acr¥48%e wi th one aspect of the present | NVIRC1/USY8/21080
FIGS. 35 and 36 are flow charts illustrating a wite operation of a
hybrid data reconstruction nethod for block oriented data and obj ect
oriented data, respectful ly. -BETAI LED DESCRI PTI ON OF THE
PREFERRED ENMBODI,VENTS 3 FIG 1 is a block diagramof a data

st or age - syé‘f‘eﬁ?'iﬁﬁr%‘ PEATI FEOTRITEh SERECR SRR casmurtieaee with

i nvention. System 300therludes object oriented data storage devices

110 and 112, file server %14, o%é%erﬁerbgsf’% NNE %ngo%%gédagg’

i nt erconnect 122 stem 1
PCTTUS98/ 21080 all ices preferably .identify _ ghemselves | ¢ifchent o a

network att &heé&ashortherconf tguratiommon poinki off eefiebancepskabitad of

equi prent and sehneakervef™aa or We MNP 1063 138 H0LCT APPeAT
to users as a sin % nput er  syst em Pect

oriented storag@ dE¥P 2 %?%ed system 100, Object ‘oriented
storage dev:.ces 110 and 112, and requesters 116-120 log

onto the fabric of the system. Any component of system
10 110, in such an implementation, which desires to
determine the operating cdnfigﬁration can use fabric
services to identify all other components. From file
sexrver 1ll4, requesters 116-120 learn of the existence of
storage devices 110 and 112 with which requesters 116- -
15° 120 can have access. Similarly, storage devices 110 and
112 learn the location of information required to locate.
other devices in system 100 and the address which must
be used to invoke a management _éervice, such as backup.
Similarly, file server 114, in one preferred embodiment,
.20 learns of the existence of storage dev:.ces 110 and 112
from the fabr:.c services. L , .
Depending on the -_seéurity practice . of a
particular system 100, requesters 116-120, or any of
them, may be denied access to some components of system
25 100. Prom the set of storage devices 110 and 112
available to each requester, that requester can then
identify the files, data bases, and free space available
to it. . )
At the same time, each component in system 100
30 preferably identifies to the file server 114 any special
considerations associated with it. For example, any
storage device level service attributes can be
communicated once to file server 114, and all other
components in system 100 then learn of those attributes

-
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t he storage conmponents which performthe data storage function of

System 100. Storage devices 110-112 preferably include disc
drives, redundant arrays of i nexpensi ve discs (RAID) subsystens, tape
drives, tap j braries, optical drives, juke boxes or_any. other -

st orage devﬁgég%slsyh can be shared. Storage devices 110 PCTZ“%%TQ" are

al so provided with an input/output (1/0 channel attachnent to . :
requesters 116, 118 and 120, which MWdl access devices 110 and 112. 15 -
Requesters 116, 118 and 120 are conponent’s, such as servers or
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File server 1IRtrpdprbing ofmnddivional aterage devigesi ysuhsmgieonts, such
as request .aut hewrt istaiitomapgand Such éﬁs@t&ﬁﬁdwaﬁ)@rbe Ilgkl&rﬁécﬁr %St er_ns_],c a
dedi cated fid e rv i ref er aht ot . used. .. nst ead,._-one- 0
requesters 5 11§3ff§18§%'a§§ﬁnne§h8 ?%%ug&%n?ﬁggn?nggnﬁlﬁg s?‘?‘é"s’bd‘ﬁsﬁ'bi lity
of overseeing t F&lfpeSgEves oftldysttéeniogutomatigakled ainidss fidhatser ver
114.  In additipaixrticheae requéStsti tyr@ndo Unbkhevati tﬂe@r%&%ebé file
server 114 oSy 3 : d r Si or. ere,.an averriding nee

for perfor nancedfzrd'%lgtrses%%%h%%#ﬁe%é ugsxt%gFmo%O\t‘Ngqu:E‘sﬁqgr (ol TEX0 tal k
directly with st&®Rget¥pirativi1aland BaEs to the| eregveaten 1 pther

el i m nat ed o omisgereentO@haracteristics sudhit£s Ciidr e storRRR

E{)ﬁ{) erred emodigiibe 1s a RAzbNE, ARYSIGAa,' ULAS! LUGHHLE QYR ch all
In accordance with one aspect of the present

invention, the information stored on storage devices 110

and 112 is stored with a system better illustrated in

15 FIG. 2. Each of storage devices 110 and 112 aré
preferably object -oriented devices which operate in a
mode ‘in which data is organized and accessed as objects
124-126 rather than as an ordered sequence of sectors. _

The object oriented devices 110 and 112 manage objects

20  124-126 with an object file system which illustratively
includes a single level list of the objects for each-:
‘partition on the particular device. This is also
referred to as a flat file system. The objects 124-126
which are stored on the storage medium in each device

25 110 and 112 are preferably the smallest visible units of
capacity allocation on a device 110 or 112 which is
operating in object oriented device mode. An object on

such a storage device includes an ordered set of sectors
associated with a unique identifier. Data is referenced

30 by the identifier and an offset into the object. The
object is allocated and placed on the storage media by

the storage device 110 or 112, itself, while the
operating system manages its files and metadata in these
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-9- In network attached storage system 100 communi cate with one
anot her . I n operation, when System 100 is powered up,

all devices MW@PA887 y identify thenselves either to 5  eak¢m/usdsenosor to
a comon point of reference, such as file server 114 or inter-connect
122. For instance, in a Fi ber Channel based system 100, object
oriented - storage devices 110 and 1121land requesters 116-120 | og

onto the fabric of ,the system _Any_ conpopent of system 10 110, in such
an inplementati 8%?e°5\h‘f%?5t&é4§tﬁeslnfggad of panagirges e Afadang .
configuration cadsuse do®siin priorxsemrechditectaresdentify all other

components. Fromfile  mger\ejekbld _g_gquﬁgerﬁé\%%%%%dee%\;%ygi 8‘5236_ 15

exi stence of ._storage vi,ces 110 and 112 w ]

120 can have acc%?g‘.e--r%%‘??ri]l%ér £, W %?53’@ BRYFEER ernPSend plurality pfarn the
| ocati on'of PBnfomabheds whigh reah ke Hioveked by actérmprestms aas-nzosyat em 100
and the address yhieP BYShccess & UrSdifdhdided A AiRea%s nhaégr!hce’

cmbod; ment . 20 OPASFRE ST o Biiic A SRRt dgo i Ges o1 FORREE 112
fromthe fabric %3Pvigekssued from a requdsEendileglen.t hkn =6 @refietyefdr actice
of a parti cubmbo&¥hést) Hmesearasi £§ 51 dd Grl20omBht &P Yeyitems, biiem may
be deni ed aggess 'toezorrg goi O(il‘erclzta@l gf s¥st_emt25 1%.0. , rgmthe_clslet. of
storage devices 110°aR8"112 SFPRLPE DET¥RER PEq¥Stems. ¢ Wht
request er. can t hépbmits tetmests §30 (o Blcgdonden & baoesge atwlrifdec@hdpace
avail abl e t@ohtains objects 124-126. Thus, requesters 116-120 may
be both clients and servers. In any case, request 130
which is issued by one of requesters 116-120 invokes one
1s of the methods in interface 128, which, in turn, causes
the manipulation of one or more of objects 124-126, as
will be described in greater detail later in the -
application. . . . T L.
-FIG.s 3-1 and 3-2.are block diagrams of two
20 different configurations.Whiéh.can”be:usedlto,access
. objects stored on storage devices 110-112. For the sake
of simplicity, only a single requester 116 and a single
~object oriented storage device 110 is illustrated in
FIG.s 3-1 and 3-2. When requeéter'lle wishes to open an
25 object (such as object 124-126) requester 116 may be
able to directly access storage device 110, or it may be
required to request permission from file server 114 and
-‘the location information, in order to access an object
on storage device 110. The extent to which file server
30 114 controls access to storage device 110 is primarily
a function of the security requirements of the
particular implementation of system 100.
In the block diagram illustrated in FIG. 3-1,
system 100 is assumed to be secure. That is, there is



At the sane tinme, each conmponent in system 100 30 preferably identifies to

the file server 114 any speci al consi derations associated with it.
For exanpl e, any storage device |level service attributes can be
conmuni cat e file server 114, and all other C A N
system 100 Sﬁgﬁ&ﬁggfn of those attributes WO ggllggggﬁsg&ﬁwb

. PCTUS9821080 -10- fromfile server
114. For instance, a particular _teguester 116-120, may w sh to be
i nformed of the i ntroduction of addi{ional storage devices, subsequent

to start up.  Sweh r@ndkbhbht! €o Brobct i dahndhliesin ofX88Rh&naWhen the

requester logs qQnto fi|le server. 114. File .server 11 t hen .
aut omati cal Iy é‘&%ﬁ@gln?ﬂa?ng dats, RECYEFEy r?@d?l%%ﬁrerllflép%ﬁt%%%%ver new
st or age devide¥dceal 0 addba sushs pot tmpll@@ntafiibn, sehexre 5tdldayay then

typically also pasa £91bhgeivsiionieprabbat £8r madRpineal! FaRaLaGHE! 1 Stics |

such as whether .t he_storage = device .is a 1D’ mrrored, ete., ..
st orage dev%@ef%ut fl&e.sgrv?r T df%gfﬁaﬁ$8d§$}$9(ﬁﬁ?§§ SeCPIPSLRE present
i nvention, the iifteragtion with atranaget deyngeedtifces 110 and 112 is

stored with a system bettes didnighriaffiémeftation, requester 116 is in '

a position to access and create objects dilre'ctly on
storage device 110. Requester 116 can thus open, read,

10 write and close objects as if they were nativeiy
attached to requester 116. Such operations are
described in greater detail later in the application.
A brief overview is provided at this point, ‘however, -
simply for the sake of clarity. 1In order to read an’

15 object on storage - device ‘110, requester 116 may"
preferably first read from one or more objects which"
reveal the logical volumes or partitions on storage-
device 110, and how to begin searching for an object
stored thereon. Requester 116 then opens and reads™an

20 object, which may be a root dirécto:ry. ‘From thié
object, locating other objects is straight forward, and~
.is ‘based on the contents -of the root directory."
"Requester 116 repeats the process until the desired data

is located. Data is referenced by an object
25 identification (object ID) and a displacement within the
object. |

In a second implementation illustrated in FIG.

3-2, security is required. Therefore, file server 114

is interposed into the I/0 chain between requester 116

30 and storage device 110, to a degree necessary for the
desired 1level of protection. In one preferred
embodiment, requester 116 must first request permission

from file server 114 to perform a set of I/0 operations.

File sexver 114, (which may have withheld storage



15 FIG 2. Each of storage devices 110 and 112 are preferably

obj ect oriented devices which operate in a node in which data is
organi zed and accessed as objects 124-126 rather than as an ordered
sequence of We9G8%7 The object oriented devices 110 armcthisdsmEsage
obj ects 20 124-126 with an object file systemwhich illustratively

I ncl udes a single level list of the objects for each partition on
the particular device. This is also -13-referred to as a flat file
system The objects 124-126 whi ch are stored on the storage nmedi umin

each device 25 locmyigndinformatien cfxembreauastemadiléeforypddkdonailt s of
capacity all ocatsefurityd €R¥hCRedddliis the ¥8iEdst Sfrom rRRRIsteNd1EN

oblect, o ented Y. 5,ale s0OrOME HkormariBlet B S5 RN SS

i dentifier. Datd}6 ¥efepupkra® WQ‘W@X dekhh f seoragrl devbeesadointo the
OEJ écz. 'Thesa sialjecaitoragal Héﬁﬂ&@dlmdisp|;&€aéz@lbltyh&;n$b&§n§ﬁqueghgmby.
N e ak  py

PCTI US981 21050 file server 114, storage device 119 preferablypidees not
constructs, instskkbwian@yegiraguesecinlesHfitldlsa properlgs cohsdgasted prior
architectures. and includes encoded data which includes - valid
10 permission from file server 114.

Then, the process proceeds in a similar
fashion to that described which respect to FIG. 3-1. ..
However, the payload associated with each command may be
quite different. For example, in the case where

is security is required (showing FIG. 3-2) both commands
and data which pass between requester 116 and storage
device 110 may be encrypted. In addition, permission
information must preferably be added to the command
parameters provided from requester 116 to storage device
20 110. : .
_ Since storage devices 110 and 112.cah, in one
preferred embodiment, include hard disc drives, a brief
discussion of a disc drive is in order. FIG. 4 is a
perspective view of a hard disc drive, which can be
25 implemented as storage device 110. 1In disc drive 110,
a plurality of discs 132 are journaled about a spindle
motor assembly 134 within a housing 136. Bach disc 132
has a multiplicity of concentric circular recording
tracks, indicated schematically at 138. Each track 138
30 is subdivided into a plurality of partitions (described
in greater detail with i‘espect to PIG. 6). Data can be
stored on, or retrieved from, discs 132 by referring to
a specific partition within a track 138. An actuator
arm assembly 140 is rotatably mounted preferably in one



The objects 124-126 are accessed by an Interface 128 in which the
obj ects expose a plurality of 5 nmet hods -whi ch can be invoked by a
requester 116- 120 in order to access and mani pul ate attri butes and
data in 124-126. Thus, as shown in FIG 2, a re

I's issued frvgm a rlgauester 116-120. In a preferred %ﬁ{%ﬁ{zlom
requesters 116-120 are conputer systens, or 10 an elenent in a cluster or
net work of systems, which submits request 130 for action on a storage
devi ce whi ch cont ai ns objects 124- 1% Thus, - requesters 116 120 may

be both client sc@mlaﬁegf/q{oi,s,_l,@ a_\_Eg Ca%e §%%3?-5F1§9’m taﬁ’S&\é’VgF Fﬁ?’el ssued

by one of requesters 116- Nnvokes one 1 he ne rface

128, which, in $¥metauB grai:.ty Phehfadipmbadi sRserbbies giéowaioh obj ects
124-126, as eagi | lcalreydes crslideri nhagviay era deead)wiater dad,heor

application. ¢ a El ShSury r di agrans _of. .two 20 .
di fferent cgnf '%EZ:;( |uocr?§ (n]och can :tl)fe&nqegazn& fnp%%ﬁé(tlon 6’6“%8{‘9 stored
evi

on storage 1D lﬁfmﬁﬁpf‘h‘émé%k‘%lscs 134 sinplicity, onl y a single
requester 16.and a singl é\vo:.ceodg:é.cmonormedssadapgeddﬁ/!pﬁecikelys

illTustrated i n yotatd k§es 2asNeih e open an
25 obj ect (s rﬁz ats obj g%?t%a?giggm re%ﬁ?st%?qlbegggk ;%& ]A'Mﬁ% ZBFR
directly accesstRor e Gronpgduqars AgYSpd42 m°‘f%qﬁ?¥%$t5h?—equest
per mi ssi on fromw¥facesaf/disti4landalong ameardc generalifoindtiicasedi n or der

to access a0 ObpPGrrow 146N HI¢y. a@eaf@'lqﬂuélzgatlge £ QW ;rﬁﬂ fil e
server 30 114 controlé accgss to storagiﬁﬁew ce 110 is primar

function of t het¥urdt $1P8qIFEEfefPRtEP 148, whiche s ueeg éﬁent at | on
of system 100. controlling -certpjint hpephbiénsli afjrdisc| duiveatrd in &I G 3-1,

system 100 is assiWbGhadnele 8E86EEr, TRladSord M/t with the present
invention, disc drive controller 148 is also used in
15 implementing interface 128 to objects 124-126 stored on-
discs 132. S - S '
FIG. 5 is a block diagram of a portion of disc
drive 110 as it fits within system 100 shown in FIG. 1.
In FIG. 5, disc drive controller 148 includes a control
20 component 150 which ‘implements interface 128, 'Obje'été.
124-126 are stored on the  storage medium which
constitutes -disc 132. Request component 152 is°
implemented on a requesterj'_lls—lzo, and is formed to
logically formulate requests which invoke methods in
25 interface 128. Control cdmponent 150, wupon the
invocation of a method, carries out certain tasks in
order to manipulate identified cbjects in a desired way.
Control component 150 returns .an event, which can
include data or attributes associated with any
30 identified object. The event is also returned based
upon the particular method invoked by the requester 116-
120. '
In order for object oriented devices 110-112
to provide the .same functionality delivered by an



WO 9/ 18507 PCTUS912080

-12- no requirenment to protect the transm ssion of conmand

i nformati on and data between requester 116 and storage device 110. In
such an i npl wa&AM8807on, there still may be a file serverpdrisspzmsent
for managenent functions, 5 but file server 114 is not needed te oversee
request er interaction with storage device 110. I n such
an inplenentation, requester 116 is in -1%5- a position to access and create
objects directly on " storage device 110. Requester 116 can thus open,
read, 10 wri tEPﬁﬁBtH’%s§Y§E?%0W§t]asb19°¥h@?lw‘%‘i ndeviess, storage ached
to requester dphce orSlﬁéﬁr:.&pen.mmnm metebe mand@Sailded hNeimerier

detail |ater d&QEeépp'n'pC%;fo“ n sa@ br#gLF8¥g%al e%gdﬁ( OVI dedrrgt this

poi nt, however ari er ‘to ad an
15 . -obj ect on°r§%?~§§El°B%¥| é‘é‘Yef10°n rsétﬁfégﬁerde‘ill@s mdy0-112 piref er abl y
first read 6r onpeoe;dedrﬁ@re)bbgebssvmmzs whichvand stbeeliolgtétlaéorvm unes

or partitions og,s a nd, l%'ﬂé’c‘é % PE4] e for an
obj ect storaedtotq{? %% fem:ISe uester J"%fé:at 1:tens]pl'anclgrdZa%gs ar#%O

obj ect, which nH§Vhees FBritR r@EFtW f°¢raé-r%°Fﬁ|t§ng disgpfrage inenti ng

ot her Obj ects i enet oai gorefmuy@allly anttludivrebaredonsn réberrednienis of

the r 308 at g i reghotYeions. FEANARIRLS! 406" SRS Hodd A nPHREEESy Wlid1 1 e
esire with respect to FIG. 6. Within a partition, a requester

116-120 can create objects. In one preferred
embodiment, the structure within a partition is a-
simple, flat organization. Onto this organization, any
operating system can map its own structures.

15 FIG. 6 illustrates a portion of storage space:
on a storage medium, such as one of disce 132. The
storage space includes a number of objects, such as a
device control object 154, a.device association object
156, and a plurality of partitions labeled as partition

20 o] (also-designated by numeral..158), partition 1 :(also;
designated by numeral 160) and partition N (also
designated by numeral 162). Each partition  also
includes a number of objects such as partition control
object 164, partition object list 166, and a plurality

25 of data objects 168 {labeled data object 0-data object
N) . )

Associated with each object is a set of
attributes. - In accordance with one aspect of the
present invention, an access control attribute is

30 provided which is set by a Set Attribute method
{(discussed in greater detail later in the application)
and provides means by which access to a particular
object is controlled. By changing the version number of
the access control attribute, certain requesters 116-120

-~



Is |ocated. Data is referenced by an object 25 i dentification
(object 1D and a displacenment within the obj ect. In a
second inplenmentation illustrated in FIG. 3-2, security is rgquired.
Therefore, f{ er 114 is interposed into the 1/0 ¢hain between
request er 11%k§8ﬁ§%2nd storage device 110, to a degree neceggﬁ?§9 &mthe
desired 1evel of protection. In one preferred enbodi frent ,
requester 116 nust first request perniséiﬁp fromfile server 114 to
performa set of 1/0O operations. I'Te server 114, (which may have

wi thhel d storagean be deni¥¥ 96198/ access to the particular object.
PCT/ US9121 080

. . : 13- __l.ocatiaon, o
i nf or mati on fro.mqr‘_equest gfeél;f%uPireréﬁﬁi ?PLE)B?%‘F J; arée?:ﬁ??f%tzﬁﬁg?}%credi ts
t he request fr ot ERfles whegher the pyreieuian nhject ishouddt déskxabigt i on to
al | ow request erbe localtld trfeaﬁcoraw&ihgl&t 6b§$EECEhYtHétﬁt§££§@Qé‘y§l?éﬁ,Ce 110. 5
Si nce 'storage | C | S, ] ably,inf.orme the: -~ .securjt: '
paraﬁetersq%heﬁﬂ%.éﬁééégﬁééfg%§§§gel%%E&%ﬁﬁ%? w(ilne%}’faf:egléﬁr3%;'Ft:'J.cff‘ii",a"t_orage
devi ce 110 pref@RIBfYy WBscreated by icomying| ABokheuesbiantedn itthed s

properly constrasethe systea.i Nal geosp oo oot datzivhield doeiswlagval id 10
perm ssion fron%.{i.é ecﬁgfé(&ger]i]s@ics of the particular object. For
instance, the group of size attributes includes

10 information indicative of the largest offset written
within the object, the number of blocks allocated for
the object, the number of blocks used to store data
within the object and the number of bytes per block
within the object. : '

15 ' A group of time attributes indicates when theé -
object was created, the last time data in the object was
modified, and the last time an attribute was modified in
the object. The object alsoc .may preferably include a
set of attributes which define the last time that any

20 data in the file system was modified and that éﬁy
attribute in the file system was modified.  ‘Other
attributes can alsc be provided, in order to indicate
other pafameter's, characteristics or features of any
given object. '

25 Each object is also associated with an object
identifier which is chosen.by the particular storage
device 110-112 and returned to the requester 116-120 in
response to the command to create an object. ~ The
identifier is preferably an unsigned integer of a

30 specified length. In one preferred embodiment, the
length of the identifier defaults to a size specified by
a particular storage device 110-112, or it can be set as
a device attribute. Further, in one preferred
embodiment, a predefined subset of identifiers (Ids) is



Then, the process proceeds in a simlar fashion to that described
whi ch respect to FIG 3-1. However, the payl oad associated with each
command may be quite different. For exanple, in the case where 15
security is wopMswel (showi ng FIG 3-2) both comuands arar/ussga10’hi ch
pass between requester 116 and storage device 110 may be encrypted. In
addi tion, perm ssion I nformati on nust preferably be added to the
comand parameters provided fromreguester 116 to storage device 20
110. Si nce storage devices 110 and 112 can, in one

preferred embodi Fettrvehe F’Ea‘éeﬁa#ﬂ‘%w biectes Spedigilenses, afid ofdsion of a
disc drive is inspechsl ftﬂdﬁ;oﬁsl #hich mapedepbeibMe Bd Qsézcﬁomelaard di sc

drive, which can be 25 I@n@tgﬁ@&gﬁsag&%ga k& ;égragﬁglmgldsc drive

110, a plurali 1%1 cs 132 are journ out not or.
assenbly 134 wit WYR?* ﬁéﬁ&iﬂﬁ udsg ampper oF vsil knowm@:mﬁﬁ pihdichci ty - of -
concentric cbrcudlwaysederve ragspec:.flicaohjectmbcatnd sl @Rides| e 138.

Each track 138 3Qq34 Skﬁ&ﬂg'é’ﬁfﬁ‘&é %%g%p&yr&%{éycgévg%étbtrl gﬂfg&%g%g:ll bed

in greater detail wh respec or
retrieved from BFETEILR by referring to a specific partition within
a track 138. An actuator For examp]assemd pudhlGre Xl khbehabbyeSOUH ¢he

preferably in ongevice coné@lggéﬂ?éég 4, which preferably contains
PCT/U898/219§0 attributes maintained by each device 110-112, and which
relate to the device itself or to all objects on the
device. The attributes are maintained by the
. Set_Attribute method which is described later in the
application. In one preferred embodiment, there is one
15 device control object 154 per device 110-112.: '
Table 1 illustrates one set of  preferable
device control object (DCO) attributes.

TABLE 1-
Type Name .. ::.|Bytes: | Semantics
20 Security |Clock =~ -~ |8 - | monotonic counter

Master Key | 8 master key, "

: controlling dev1ce
key -

Device Key |8 - | device key,
controlling partltlon
keys

Protection {1 defines protection

Level options

Parti- Partition 1 Number of partitions
25 tions Count on device
Device Object B defines properties
attr Attributes associated with all
objects on device

In one preferred embodiment, the DCO
30 attributes include a clock which is simply a monotonic



-14- corner of housi ng 136. The actuator arm assenbly 140

carries a plurality of head ginbal assenblies 142, which each carry a
slider having a read/wite head, or transducer (not shown) for reading

i nformation f S witing information onto discs 132. ' )
A voi ce COI|‘ﬁg?%§£€h4 I's adapted to precisely rotate the Reeayedr arm
assenbly 140 back and forth such that the transducers on sliders 142
nove across the surface of discs 132 %Iong an arch generally indicated -
10 by arrow 146. FIG 4 also illustrates, in block diagram form a

di sc drive contr @dutels48a nefrel kéyHﬁﬁQ:H fncludes ¥ glmlzi-g?tfgﬂt 1
operations of di SToN g{__hge 11 In'a dordance

with the present il qied'ﬁkeéfl wich ﬁ?@tEgﬁﬁr%H &thergkeys g dhesed i n
15 inplenmenti n§evicer f and §2@e‘t’bc¢)ﬂ'}eafcmlta4edzﬁ6rels>rmmmn KL 132.

FIG 5 is a blocland agh@éhOfma, pqyetlggegf th Sqock Eéﬂ@t}%ﬂ as ity fltlsI
I ve' control ler

within systemg 10 E | SC

148 i ncl udesrga c%r‘l:t%rl'}gmlisg El é‘ﬁ%‘“?%oawﬁ’ﬁ'é’ﬁer:ﬁi;%ngﬁf@% eyr fddeh 23

Obj ects. - 124ifeptifies §t vrséetemlmhb psitmchjen dedielmandhiviiich
constitutes di shasl3ssociBa@dde SéecEHPONEIN | Je'§,2 és | epied -on a
requester 116- 12Q, %ﬂddg ltlgrrrenum% fl 0 |lcalll ﬁﬁgg%girggwesttst whi ch
i nvoke met hods i fr9 ace rzs. ° é:rﬁ griievigsy

t he i nvocat | (S*PJGF’ta Frtmibytesa which Giﬁfleler tsaaoapetrasles |assoc1a¢|eder to

mani pul at e ixdent wiitad ahjLec«ijeét@ @asi tpd WBirticuldPNtdd}i OMpaagat 150
returns an event ,ac\ojg% can include data or attributes assocCiated
with any 30 identi |eg object.  The event is also returned based upon
the particul ar nethod i nvoi%d”‘lﬁ?”th‘éaid@@é%h' mgrgge objects spanning

multiple storage devices 110-112, each storage device
110-112 also preferably includes a device association

1S cbject 156 which defines associations between various
devices 110-112. For example, where storage devices 110

and 112 are a mirrored pair of devices, or members of an
arrayed set, the device association object 156
_J.dentlfles this relationship. Table 2 illustrates

- 20 preferable attributes of the device association object

156.
TABLE 2
Name Bytes Semantics
Association - 2 Unique ID of this set
25 Identifier
Association Type | 2 | Kind of Association

Membership List

N

Association
Identifier

30 Association type |2
"TMembership List n

=

Such attributes preferably include an
association identifier, which is a unique identifier for



120. In order for object oriented devices 110-112 to

provide the sanme functionality delivered by an WO 99/ 18507

PCTr US9S/ 21080 - 15- operating system !
with bl ock oM™®Mf18¥7devi ces, storage space on devi ces 11PCT/USISEINSO. be
manageable to a simlar degr ee. Thus, in one preferred - o
enbodi nent, an organi zational layer on storage devices 110-112 is 5.
provi ded above objects 124-126 which are-3Pored thereon. I n one )

preferred enbodi : |.ec riented storage. .- deviges 110-112 proyidé3
for allocating dél%l‘:cu s%g‘géefiérﬁ% ég.é“é‘%or\celaé)'tre‘?h‘?eewrﬁﬁﬁfal.l 2R EHRREEPR g ons,
referred to as 3alsopansferghdy  Paclnde orfn amssdedatiibod tywper eetixch det ai | |

10 with respectdéfinddsthe. kidkim a@safa&hi:&ban(e@, rntr%b&%&wd_ ?airh ﬂnht% 12? :
can create objegect r I re enbodi,nent, 't he structure
within a partiti%h ?%cé?'bégpié%;%%é)é%é%c%ékﬁwﬁg%I?%ﬁflyﬁﬁ?ﬁt jjxther |
organi zations arBreferabiser AncAydsyse ermemberaipio t diskn whicht isiepli5
FIG 6 illustratibdentifidd @heOBesi0e80E1GPECE whicDRre abAbags GECE}%T] ~such

as one of discs _ Jﬁi r ace includes a nunber 'of objects,
such as a de%/i?%%e c%-n rncﬁdl @b%ts%g?'g%%%g'a devi ce associ ati on obj ect
S Each partition 158, 160 and 162 on a storage

device 110-112 also preferably includes the partition
10 control object 164 which contains the properties of a
' single partition. Object 164 preferably describesg not
only the partition but also any object attributes that
pertain to all objects in the partition. Each device
110-112 preferably includes one partition control cbject
15 164 for each partition defined on.the device. . While
FIG. 6 illustrates partition control objects: stored
within each partition, this need not be the case. The
partition control objects can be stored in the flat file
system above the partitions instead. L
20 B Table 3 indicates a number of attributes which
are preferably included in the partition control objects

168.
TABLE 3
== s S
25 Type Name Bytes | Semantics
Master Key 8 Encryption keys
Current 8
Working Key
Previous 8
Working Key
Part. | Object 8 defines properties
30 attr Attributes .| associated with all
objects in partition




156, and a plurality of partitions |abeled as partition 20 0 (also

desi gnated by nuneral 158), partition 1 (also desi gnat ed by nuner al
160) and partition N (also designated by nuneral 162). Each
partition akw®ogsseyi NCl udes a nunber of objects.such as par Bafogt r ol
obj ect 164, partition object list 166, and a plurality 25 of data objects
168 (| abel ed data object 0O-data object N) . Associ at ed
w th each object is a set of attribuis. I n accordance with one
aspect of the present invention, an access control attribute is 30

provided which is set $ychaaSetiites hpteferaiiodineluded i srammsad i n
greater detail | gbor Wﬁléﬂ‘ed@f’ﬂéé:ahho'gntr}'gtll d ,E{}pv}tlggs Jiea tplyrvx/m ch

access to a partlcug g Sﬁgﬂ Ch I.S con angi ng t ver si on
nunber of t RE*5¢EE8R! ¢ ofhich r CHG e cupedi it eﬁ%‘ésﬁer%‘nlll@tlZO |
VWO 99/ 18507 .working key. The attributes alsoPﬁféB§9&8198£hclude a
- 16- can beudeshehdii g/ Ray 8% Drle¥ibliS PEHLLEIIRY fb)
The clustering otg))t % P%lan aél ute vvhi Jlgcrg#les&v\ﬁ %’ﬁg '?'ahe
particul ar obj ecP*§HhE0 EP§ encry%@?‘b@&?e@???@&ﬁ%?ﬁeﬁ’m@!ﬂ
the storage systamd dataTiressiageisng Baxtditione dontirodt edjeeet nse tahl&o
particul ar preferably includes object attributes which are
associated with all objects in the designated partition.
10 FIG. 6 also illustrates that each partition
preferably includes a partition object list 166 which is
an object that is built by control component 150 when a
partition is created on the storage medium. Partition
object list 166 preferably has the same identifier in
i5 every partition, and constitutes the point of departﬁre
for navigating the object file system implemented on the

storage wedium. Table 4 illustrates a 1list of
attributes preferably assoc1ated with each partltlon
object list. : A
- 20 : : "TABLE 4

IlField Bytes

OBJECT ID 8 ID used for any OPEN, READ,

_ WRITE, CLOSE on this OBJECT
User Data N POL Attribute sets this, use GET.
ATTRIBUTE to learn value

25 ) y
As illustrated in Table 4, the object

preferably includes.a list of object identifiers (orxr
object IDs) for all objects resident in the partition,
and the volume of user space allocated to each cbject.
30 The object identifier is used by a requester in order to
open, read, write and close an object. In addition, the
user can preferably allocate user space for each object
ID by setting the user data attribute in the partition

~



obj ect was created by copying another object in the storage system A

group of size attributes define the size characteristics of the
particul ar obj ect For i nstance, the group of -size attributes

i ncl udes 10 tu’(?g%?%tlon i ndi cative of the largest offset wPFT{USHH/?21080

wi thin the object, the nunber of blocks allocated for t he object, the
nunber of bl ocks used to store data vgthl n the object and the nunber
of bytes per bl ock wi thin theée object. A group of tine
att{lh but es Itndl C%@_&dﬂ“@.ﬂs{:he After Qﬁieeﬁkrﬂ@-?lcgﬁ%ﬁiztatl{]%tbgtﬁg téQ@ndata
in e objec was I me [

nodi fied in t’tﬁ:ﬂfélctpregﬁ’é%edfmﬂ'l §5meY Rlereidtny . Pﬁclﬁﬂ‘éaa

set of attribut esplwiﬁqmi défi-ne Baled lodstthei detahabjanys26s geederabifpe fil e
system was. modi f Iﬁdcla{aést bak 8f)more o@m@ Quéﬁﬁ&héf}ef 'o%tsgﬁtfg%ws

modi f i ed. he attr e al'so he provi In o

i ndicat e i th’é’r %é"ﬁé‘t éPES- éﬁa?‘g?:’ffe’r‘? bll (?s%tc}'llbf’@&?uréﬂ%T*dhﬂ? on

gi ven obj ect. 25 the specific plemds)tstiicnsof| e atseistbedgei sfstemobj ect

i dentifier \CAifhl ch Ihs chosenhy bnge%ggbﬁuheédsts%@ase devi é“ﬁ?i"olif%llgz
and returned to the steer in gnse to the command to
create an object FP*® gﬁ?%%ﬁ ?%%’Fﬁ HERPSEE 1 drevaseydaka (hRyi §ReBEPHRR eger
of a 30 speci f idata efigrh. a ranﬁetpreflérGr-eaOenboddqmdvext,hestoragé engt h
of the identidi erd@mﬁa t5d-212 ShEeeSRany | Sebdne resp {1 1G4} 8o St Or age

?ﬁw gﬁellgr é]iL(Zar r ec}:her Cglé%o’(‘.ﬁrf’?eneﬁa'é B’Pé‘ggf i e C?ﬂﬁ%’é dST‘el (Tént‘?‘fﬂl!‘:%{'tsher

(1ds) is- components, most lJ.kely in the operating system, in
prior art architectures. Space management, as well as

‘the maintenance of the attributes associated with

15 objects on devices 110-112, is preferably performed by
devices 110-112 themselves. Such functions are
preferably performed by invoking methods supported by
interface 128 which is implemented by control component

150 in each of storage devices 110-112. A number of the

20 methods which can be invoked are discussed in greater
detail later in the specification. However, in order to
facilitate a better understanding of such methods, FIG.s

7-1 and 7-2 provide a flow diagram which illustrates the
navigation of  the object oriented file system in

25 accordance with one aspect of the present invention. It
is believed that discission of FIG.s 7-1 and 7-2, prior

to a detailed discussion of each of the methods which is

set out below, will facilitate understanding of the
present invention. .

30 FIG.s 7-1 and 7-2, extending from blocks 170-
204, illustrate finding an object in a specified
partition on one of storage devices 110-112. First, the
requestor 116 obtains the device attributes in device
control object 154. This is indicated by block 172.
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-17- reserved for well known objects, special uses, and other

speci al functions which may desirably be perforned. FIG 6

i | lustrates {oabasdge Storage nmedi um typically includes gHhEsoff We!l
known obj ects which 5 always have a specific object ID  I'n sone cases
such wel | known objects exist on every device or in every _
partition. For exanple, ongyguch well known object is the
devi ce control object 154, which preferab?y contains 10 attributes

mai nt ai ned by eaChvoeaticzm 166- 1iRe et _BDOOCAttriblitdst (ihettthd‘checdﬁgése

itself or to all n he Y h

mai nt ai ned by ﬁﬁtf&f %ga h rl:lbut e% *%ﬁ“ﬂ‘mﬁz %ttﬂ%&e‘lééc)ékjl e ai“ér in

t he appllcatFBﬁ deY+F?wﬁP%ﬁ¥9¥H?QQF?ﬁﬂiﬁﬁrnwﬁ ig hi? eipdigaked sbydevi ce
control object 1bloger7deviReyueltalkl216 then selects a tHldlem pairtlitisbhat es

one set of pgef epabLe u&gnd%\ﬂ afezgﬂiﬂeé) ts)i'ge'&ﬁng'b‘g&\t réllpeUt S%n.ca

TABLE 1 g eman
8 monot oni cCeBtFRkeoPIect 154. This jmcindiqated by b1°c??aé?6r key,
controlling device Once the partikdpn is selected by requestor

116, requestor 116 then invokes the Get_DAO Attributes
method as indicated by block 173. This causes control
10 component 150 to obtain the attributes from the device
association object 156 stored on storage medium 110.
Control component 150 then returns the device
association attributes to requestor 116 as indicated by
block 175. Based on the device association attributes
15 and the device control attributes, requestor 116 selects
a partition to interrogate. ' This is indicated by block
176. . _
Requestor - 116 then invokes the  Get-
PCO_Attributes method which causes control component 158
20 to obtain the attributes found in the partition control
ocbject 164 which is associated with the specific
partition to be interrogated by requestor 116. This
causes control component 150 to obtain and return the
partition control object attributes. This is indicated
25 by blocks 178 and 180. If the objects in the selected
partition are not the objects which are of interest to
the requestor, then the requestor selects another
partition as indicated in blocks 182 and 176.
However, assuming that the requestor 116 has
30 found the partitions of interest, then the requestor
invokes the Get_POL Attributes for the selected
partition, as indicated in block 184. This methqd
causes control component 150 to obtain the attributes
from the partition object list 166 associated with the

-~



Devi ce Key 8 devi ce key,

controlling partition keys Protection 1 .
defi nes pr ot eas 9908507 Level opti oNSper/usesnid@e ti -
Partition 1 Nurmber of partitions 25 tions Count .

on device Devi ce hj ect 8 defines properties attr
Attributes associated with all _p3. _
obj ects on device In one preferred enbodinent, the DCO
30 attributes iaeledeed rEntdlinhi.chThessiaginitmteanarenthen provid¥@

99/ 18507 to requester 116 as indicated Egﬁyggfcnggg .

- 18- counter, a nastﬁ%?gfy which 1 ncl udes the encryption key, or
ot her master key which co s al4*€ot hEPIREFESEn the6 —~ inwekese, and a

devi ce key whi chOpentRead Qreiyt iROlomekdpd. ThianfswhhdbcaByd bg B36Ek t O
| ock partitigns:1gs. Theas Sis QLELRUEES 18 SPrddidiidgcBaRIOLRAILON. LRYE! Key .
whi ch identifies redet erm ned protection l.evel an I ¢h
control component 150 obtains the data stored in the
partition object list 166, associated with the selected
partition, but modifies an attribute in that object to
indicate that the data is being provided on a read only
10 bagis such that the data cannot be modified or extended.
This is indicated by block 190. :

The requester then invokes the Read_POL method
which causes control component 150 to tender the list of
objects in the selected partition for review by

15 requester 116. This is indicated by block 194. After
chéosing the desired objects in the selected partition,
the requester 116 invokes the close_POL method which
causes the control component 150 to close the partition
object list. This is indicated by block 195.

20 Having discovered the object ID .for - the
desired object or objects, requester 116 then invokes
the Open xxx Objectx method. The xxx indicates a
specific open method which is invoked by the requester,
based upon the particular data manipulation desired by

25 the requester. The Objectx indicates the object ID from
the partition object list which identifies the object to
be manipulated or accessed by the requester. The xxx
designation, for example, can represent an Open_Update
operation, or an Open;_Read-Only operation. These are

30 discussed below, and this step is indicated by block
198.

The requester then performs the desired
manipulation of the object returned by control component
150. Various methods which can be used to manipulate

-~



has associ ated security policies, a partition count whi ch defines a
nunber of partitions on the device, and obj ect attributes which define
properties associated 10 with all objects on the particular device
being - ~ QYWY In order to adequately PREFEES2ZHMPect s
spanni ng mul ti pl e storage devices 110-112, each storage device ;
110-112 al so preferably includes a device_association 15 object 156 which
defi nes associ ati ons between vari ous ~28&vi ces 110-112. For exanpl e,

where storage deyi 5%%% ak r A hry of devj.ces, or
nmembers of an i.{hgg‘?ba ed aigt agg%%%ge%e% %grgaggggggggg%mbe BY ectbisise
identifies this ?3Ié¥éiﬁéﬁﬁﬂm YTHoEko 200 ust rat es 20 preferable attributes

of the device association Bibjeddly, oncelfife desired object manipulation

TABLE 2 Na, : Nt wwAssoci ation
2 S Unj quea? a%?est"sﬁy 1ss s? otmpg%étt%ﬁ Pgeﬁtﬁg?? %{ﬂx&écer, A%%%C:F%ﬁ%%teﬁpe 2

Kind of AssoCiatiof *1VOkeRe g shlpseiQpieckx methodswhichiés also 2
|dentifier 30 dessvibediiongrgpeer Betail bikowersdd whiich! opePates to
Such —attributesc)geefidipect! BhitHCwas Hbcesse® B9 kaELQ0c LM LT i er,
which i's a unique Iden_t a IFelirt’;.fsors-zég are flow diagrams 'illustrating
various exemplary methods which can be invoked by a
10 requester in order to accomplish desired functions and
desired manipulations of objects stored on an object
oriented storage device, such as device 110.
FIG. 8 'igs a "flow diagram specifically
illustrating an Open_Create Object wmethod. When a
- 15 requester 116 invokes this method, as indicated in block
208, control component 150 creates a new object ID and
enters the object ID in the partition ocbject 1list
associated with the specific partition in which the
object is to be created. This is indicated by block
- 20 210. Control component 150 then creates a new object by
allocating the number of blocks, etc., associated with
the object, and by modifying the object attributes to
indicate the time of object creation and to set other
attributes listed in Table 1 and associated with the
25 object. This is indicated by block 212. Next, control
component 150 returns the status of the request along
with the new ID of the object which has just been
created. This is indicated by block 214.
In addition to simply creating an object,
30 requester 116 can specify a number of options. For
example, in one preferred embodiment, requester 116 can
specify whether the object is password protected,
whether the object is to be encrypted, certain quality
service thresholds (eg, whether the object is to be

-~
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-19- each given set of associated devices. The attributes al so

preferably iwebdmdsyy an association type which def i negctbsoslidad Of
association (eg, mrrored pair, RAID 5, etc!) between the devices. .
The attributes further 5 preferably include a nenbership |list which sinply
identifies the devices 110-112 which are nzgbers of the above- defi ned
associ ati on. Each partition 158, 160 and 162 on a storage
devi ce 110-112 alRarkadpp) abtack shpyasserhaties t(ed, owhebherdrhe objektect

164 whi ch cont ai nbs tte Wy QpekeldebyOhnacbiect Sidtl QP 2N anGPithb 164

preferably descripesg ot 0 arfhtli but, al.sqQq any 0bj ect _
attributes that é;;’erstuglhn ?Fogg’%f&ggfgc%éai%eq{lﬂcee Blaorc[]ﬁsﬁi'or‘i:?ﬁe FCRS8evi ce
110- 112 pr-ef er abl PHHALFEFS3RB, pBAFFOF 0. e (bagijum: tsupport]l dahfich each
partition def§nedvill  theéséewlie updidss to beFEriordd Ushtdl @hokRkli tion

case, The o ¥ cradied o I8 nAIES befipi o i BrplEeds | o
syst em above the farindicete thategpaceowill be allocpdiside in umditsardsaa
nunber of attribuspecitiiesh minimi® pledze;abland nckvdedsét t ke1paktibhi on
CNSPT;[; ol object Eyt%%ar%%%%tsitégs (such as write in a @}Iﬁ%‘yge?’ sy%%em) Type
Encryption ks Thepg¥leigular infgrmation which requester 116
provides to control component 150 in order to invoke
this method includes permission information in systems
which require this for security, the partition of the
device in which the object is to be created, and any of
15 the options mentioned above. In response, control -
‘component 150 returns, in one illustrative efnbodiment, :
the capacity available on the 'device, the status of the .
request, along with the ID of the new object.
_ It should also be noted that a special
20 instance of this method can be _invoked, which includes
| all data associated with a_n.“object. In that case, omne .
method can be invoked which éan create an object, write
to the object, and close the object.
FIG. 9 is a flow diagram illustrating an
25 Open Update_Objectx method.. When the requester 116 .
invokes this method, as indicated by block 220, this
allows requester 116 to read and write the specified
object. It also provides for extending the length of -
the object. When the method is invoked, control
30 component 150 sets an attribute in the specified object
indicating that the object is in use. Requester 116
provides permissibn information, the partition 1ID
containing the object, the identifier of the object to
be accessed, the type of action to be taken (such as



Wor ki ng Key Pr evi ous 8 Wor ki ng Key

Part. (bject 8 defines properties 30  attr Attributes
associated with all objects in partition -
WD 99/ 18507 WO 99/18507 PCTMUS9ML08(0PCT/US98/21080

- 20- Such attributes preferably include a master - key-

whi ch defines an encryption key for the entire partition, and whic¢h

can be used to set a current wor ki ng-%®&y. The attributes al so

preferably include.a_ 5 curren* woy ki ng key and a previ ous wor ki ng key
APLABYVOR | ;

which are pr BPERERIQF yZihe i SREORE MERGIaRest 2b8HAan

and data nessagegn ¥Fespansepncentaeblcomppuent 165D etorns thps eftatald pf _
i ncl udes  obj ect tnat belfQubes andhictl Wrfith o@SERE 8bedi PLLE Bbseb] ects in
the designated partitian, 10 . . _F%G 6 .al |Ilusﬁ-ratest af each
parti.tion prS?BP%BP&hi hEPRA S, R Ycﬁn"aea]%’gﬁ Fe the EBIMAPERT is
an object th& i8lBuilt by control "conponent 150 when a ~ partitionis
created on the storage mediign Parlist i @N£1ow altlan | S11 RGN RILr gbl Y has
the same i dentf|eq Lo Facr®fRlchdd" el o31d,EQ0L L LUL SR LRE PRLAT Of
departure -
method, as indicated by block 242, this causes control
component 150 to write to a specified number of blocks
10 in the designated object‘ at the location specified.
A write method can also cause other methods to
be invoked. For example, if parity support is called
for on the device 110-112 to be accessed', a write can
automatically invoke an Exclusive Or method which
© 15 performs an Exclusive Or operation on the data to be
written, and parity data to be written to one or more
previously specified parity devices.
In order to invoke this method, the requesterx
116 provides permission information, an object
20 identifier, a 'partition ID, a starting lbc':ationi'-"'.of
blocks to be written within the object, a number of
blocks to be written to the object, option information,
and the data to be written. Once this method is
invoked, control component 150 modifies the specified
25 object with the specific data provided. This is
indicated by block 244. Control component 150 then
modifies necessary attfibutes in the specified object
such as the length of the object, the time stamps
associated w_ith' the object, etc. This is indicated by
30 block 246. Control component 150 then modifies
necessary 'attributes of other objects, such as the
partition object list, where needed. This is indicated
by block 248. Control component 150 then returns the



for navigating the obj ect file systeminplenented on the storage

medi um Tabl e illustrates a Ilist of ~attributes preferably
associ at ed Wyldy partition object list. 20 .

TABLE 4 Eﬁg{"b Byt es OBJECT ID 8 D JELPEH%Rhy
OPEN, READ, WRI TE, CLCSE on this OBJECT User
Data N POL Attribute sets this, useGET ATTRI BUTE to | earn

val ue 25 As illustrated in Table 4, the object
preferably incl udaasatmsl oSt thé phjneedt ittenbief bpeeif0e requebies! |Hsisfor
all objects resiggnt;, cgp_g pg‘%_tﬁ and the volune of user space
all ocated to each Obj ec 8 ect “identifier is used by a requester

in order to open, readFIiGridé ai‘rﬁj 3| §dewadigprant illysgadittingn an he
user can prefer alﬂgeralmeadao:al]ns@mecpmceméﬂhoaach WiEreCthis melbhby sgéting

th dat tt /
PC% tj;‘;g, Ziogsoa iriviKeR), | Bohto P Hddon@it 150 allé:wg 286 @é%%est?r 116

After the partiti%h R @cq%88: thsdhefppcified object for read only

purposes. = Thus, when this object is invoked, as
indicated by block .230, the requester provides
permission information, a partition ID, an object ID,
10 and option information. Control component 150 then sets
an attribute in the specified object indicating that the
object is in use. This is indicated by block 232.
Control component 150 then sets a read only attribute in
. the object indicating that the object cannot be written
15 by the requester. This is indicated at block 234. The
control component 150 then returns the status of the
request and the length of the specified object This is
indicated by block 236.
_ FIG. 12 is a flow diagram illustrating a
20 Read_Objectx method. This. method is invoked by the
requester 116 when requester 116 desires device 110 to
return data from the specified object. The requester
provides permission information, an - object 1ID, a
partition ID, a starting location of blocks to be read,
25 a number of blocks to be read, and any other desired
option information. In response, control component 150
returns the status of the request, the length of data
being returned, and the actual data being returned in
response to the method. This is indicated by blocks 256
30 and 258. ,

_ FIG. 13 is a flow diagram illustrating a
Close_Objectx method. When this method is invoked by a
requester 116, as indicated by block 264, the requester.
provides permission information, an object ID, and any



partition preferably includes a plurality of data obj ects 168.
Each of the data objects 168 preferably I ncl udes one or nore of the
attributes %SB gy in Table 5 1, and can include additional attributes,
dependi ng on"©*M850he specific inplenentation of the data s?ﬁPH&@“%V@tem
The object oriented storage devices 110-112 preferably support requests
to provide data to, or store data for a requester 116-120.

Mor eover, storage 10 devi ces 110-112 p%%?erably assume respon5|b|I|ty

for ot her fadidedNSo Q%n"‘%fi:ﬂ?a\@.o@xeen dgge At AUl cont '
conponents, rmst | i kel he'ﬁ gfése % agstem I'n T i St ,r

ar chi t ect ur es. ’}%ﬁaéé P he deta in thp sREGH ebiglct he
attributes assoo#%ltle'tﬂmalthdwy blygle 65 .onIdeaddbsid 0-ah? cHahdieeftey abl y

per formed by théiesﬁgfé%% a&LQ deshil RETRRLE SRy to @@%b; LA g%"ageariw

preferably p rfor I nvoki ng net.hods s o ted

which is |rrp emen eoa‘gy %1‘3 gcf‘ rﬁ}iﬁ]e?ﬁ°r e “_‘L%‘%)‘-?n [LR hWELLELSr ade

devi ces 110-112. th\lmurﬁjme -0f t Ken2Folneichoogeonehtchisan bdsonvaipdstase

di scussed i n g7 o@tFibutes 88t 8bhcb8!£lab NidieARRF iy 84U we

order to faC|I|t1ate&%g_’ttg§ e\%E[earlstandln g)uch rcr:e%n 6?0 E%és

7-1 and 7-2 provide s ¥ §g|9 Aok df A RS VaF§§aFﬁ3 Jecﬁavﬂﬁﬁlon

of the object aginidmtes arel wpdepedemithntRs timecofdemeatdiohl amel aspect

of dt f;ezpresmt IcEM%t'Ele&ulréa attrithitdahirevadeiBAl i PafidRPf theG s 7-1
an prior

etaile 1S si on, of .each of the nethods which
i s set out %t‘intb%tes Fr?a@?afgja?éufﬁ]dﬂ%‘t% %o Tfla[sl’fe time ent
invention. 30 the data ip| the gbieahdwas odidtimddi fhiref Aemgithooifs the0-
204, illustrate datuli nYF aix oWa8CkhhfigédsPanlf aed attritetle iid Oeeen e of

storage devices J1Q 2 | estor 6_oht ai evi ce
attributes in devic xjojl CO'E%‘EE%I%%}IE% w%%‘t:h ;.ggi* %?i '%b? J&? §'sbl ock -
172. - 15 no longer in use by a given requester

Control component 150 can also, optionally,
update residual cache information associated with the
object and reflected in an object attribute. This is
indicated by block 270. For example, if the specific

. 20 requester 116 making the request is configured to inform
the storage device 110 that data is still being cached
for the closed object, or is no longer being cached, the
operating system of storage device 110 can retain the -
cache information for those applications where objects

25 will be closed and opened again in quick succession. At
the same time, however, the storage device 110 can keep
track of whichever components in System 100 may need to
be informed in the event of coherency collisions, should
another requester request access to this object in the

30 meantime. Control component 150 then returns the status
of the request as indicated by block 272.

FIG. 14 is a flow diagram illustrating the
Remove_Objectx method. When this method is invoked, as
indicated at block 278, control component 150 takes the
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-22- | nvocati on of the Get DCOAttri butes nmet hod causes cont r ol

conmponent 1 urn the attributes stored in t he deyi ol
obj ect 154. 5‘9?%?%!{5?{5 i ndi cat ed by bl ock 174. Request or %‘fgﬁ’tsﬁszﬂa@el ects

a given partition 5 based upon the attributes returned fromthe device
control object 154. This is indicated by bjpck 176. ~ Once the
partition is selected by requestor 116, requestor 116 then invokes the

Get DAQAt t ri but es necesB‘ﬁidﬂOdt@ps | 6l 681 €tle LYYL& @6Kedd 3frdii n&AHEESa 8“{ rol
10 t 15 t ai .t tr] ro e devj assoCl ation
ot 156 g‘etﬂuﬁ' ¥ 'Phi@e&%un%[:ﬁ%éaeéec{ f\.g]nthrr]"cﬂcqc '8$r§0nen9°n§591 then

obj ect 156 stored on storage ne 0.~ - c
returns the defPERonent 5139 cthenonedifieputhee partiticstobjdds 2ist

i ndi cated by abbockatdd . wilas etheOpalrhe tadeNi E%t@iﬁillcd}?tth%noﬁﬁtaﬁi:b?$§5 15t
d the devi atfyi , St Qr ects ,_. . rtition to
an e devige caaippbgatif %!éﬁ ytcE)ﬁ:ge'(’:fﬁlec% t%;?g the spec:.f:.eg g%éaﬁié

interrogate. This I's Inhdica ckK "~ 176 ) st or
116 then invoRBs is tfgailaple.” Thispndsrjindicatesd hby kliagk castes

control conmponentohEBoR0coiponbhti N5dhehaht Ketukas ftdenGddtddiCopaghiti on
control obj egh k84t Wig rlﬂd%.c%%%%c;b@t 8ol t3e4 he 5P %%idfeircto invoke
this method, requester 116 provides permission
10 infqrmatibn, a partition ID, an object ID, and any
desired option information. Control component 150 then
returns the status of the request as indicated by block
284.
. FIG. 15 is a flow diagram illustrating the
15 Create_Partitionx method which can be invoked by a
requester, as indicated by bock 290, in order to create
a partition on storage device 110. It should-be noted,
that while the Create Partitionx method partitions the
drive into one or more regions, all space on the storage
20 media need not be accounted .for. In addition, partition
regions can also span various zones on a disk.

In one embodiment, this method is used to
create partitions in a tiling arrangement, with the
partitions representing true divisions.of the storage

25 space on the device. This arrangement is used to divide
the space by service levels such as data array. Such
partitions cannot be resized, but can be removed and
recreated. )

In accordance with another aspect of the

30 present invention, the partitions are used as a logical
partitioning in oxder to organize 'objects logically
rather than manage the space according to service
levels. 1In this second embodiment, the partitions can
be resized dynamically. .



partition to be interrogated by requestor 116. This causes control
conponent 150 to obtain and return the partition control object
attributes. This is indicated 25 by blocks 178 and 180. |If the objects in-
the sel ectedwoongsertiti on are not the objects which are ofPC¢TUMBBHBOL O

the requestor, then the requestor sel ects another partition as
I ndi cated in bl ocks 182 and 176. However, assum ng that the
requester 116 has 30 found the partition80ef interest, then the requester
i nvokes the GCetPOLAttributes _for the _selected part ition,

i ndicated in block 184. ?ﬁigr‘ﬁ%’fﬁ'ﬁi invoke; the drethad r dit ecrﬁﬁ%’r‘?@ﬁterwo.to
obtain the attri lprdovddes pefmimeidre 1pﬁbtmatbam,olajngc&ebiséd1cﬁﬁ:mmcaat ed

with the / 0
PCT/ US9872080 \ggz%%t%.%ﬁ 7ID and an initial Egace allothe:éoréd par th tion.

These attribut es Hedtifdgs FRASSI&Q be a]tlé’cﬁéﬁﬁe%‘t &heigpeaifin@morados in
bl ack 186. - s identifielext, Int heespensest erontrbl6 cdmponlens wm

Open Read Only PQsingifed. Fp%@%soﬁstlté‘cgt%@agg raxafé%%hel

ds
di scussed in greater detai ont ro onent 15(3' 8’bt ai ns
the data stored iBp%tHHEion, r?a?rt?‘?ﬁi{ﬁf"ftﬁﬂ ettt Piegk1882 ass'BE?at"&ﬂ‘t\quh t he
sel ected par tedupemenitut 15®mdithess estadltishbst @ | parbhitioh| exntirol

indicate that thewid i sdehngpietbdedsiact n8at, 0Ny indicated by
10 blocks 294 and 296. As discussed above, the partition
object list cannot be removed and serves as a starting
peint for nmavigating objects in the partition. Control
component 150 then returns the status of the request and
a partition map illustrating the -partitioning which has
- 15  been conducted. This is indicated in block 298.

FIG. 16 is a flow diagram illustrating the
Remove partitionx wmethod. - In order to invoke this
method, requester 116 provides permission information,
option information, and a partition ID identifying the

20 partition to be removed. This . is indicated in ‘block
304. In response, control component 150 de-allocates
space previously associated with the partition as
indicated in block 306. Control component 150 then
removes all objects in the partition object list

25 associated with the partition to be deleted, deletes the
partition object list and deletes the partition control
object. This is indicated by blocks 308, 310 and 312.
Control component 150 then returns the status of the
request and the partition map showing changes made to

30 the partitioning. This is indicated by block 314.

In accordance with one aspect of the present
invention,' data management policies are communicated to
each storage device 110-112, so that the storage devices
can act independently of —one other to execute the

-~



10 basis such that the data cannot be nodified or extended. This is

I ndi cat ed by bl ock 190. The requester then invokes the
ReadPCOL met hqgp gongsphi ch causes control conponent 150 to tenger %lg JF st of
objects in the selected partition for review by 15 requester ﬂ is iIs
I ndi cated by block 194. After choosing the desired objects in the

sel ected partition, the requester 116_gyvokes the cl osePOL met hod whi ch
causes the control conponent 150 to close the partition object I|ist.

Thi s is indicat edmbpageneht 1960l flies. ThisHapirogidescowggad rithatr

obj ect 1D for  bBGantagfleSik CehD] £E byl CEh Snof CGHES! PLed 1 BublE"

I nvokes t he Ogenxxx ect x .
speci fic open netf BemPe My i Rubkedasy weke r yedickable - altsiasédmabwn t he
particul ar data naanpgea¢norcaagxioled by 25 the requester. The Obj ectx

i ndi cat es t hegobj ect D from, eegagnpgepaééég g‘gtR?J g@ér%% e\(\;{}_ %ﬁ]ﬂgnt i fies

the object to manlé)ul at

desi gnation, for é}ﬁn‘ﬂ?% qsirapdy, be dackead @eﬁa . coﬁﬁérléﬁpﬁﬁl or an
Open Read- Only opewsatena. afﬁweyplaablssmaawheﬁcupamtmgl aw, idel gefriindsbap i s

i ndi cat ed by bl 0C’0’veeken&38 such that the . ZPgtérﬁqlé%EQEbR:ﬂfggpe.{J Oﬁ?ﬁ the

desired mani pyl ati on of j'ect retufned cont
150. Various net ABESTHRAPLEA (‘,i&ﬁlﬁg 3, SPFingsRarf i alfl‘é""e"er' the\/\!?)lgi@BSO?
PCT/ US9/ 21 08®  of availability has been gradually shrinking at the same

time the system capacities have been increasing. Thus,
the problem of attempting to fihd time to interxrupt a
_system long enough to back up possibly terabytes, of
data has become very difficult.

15 Thus, in accordance with one aspect of the
present invention, by taking action on an object based
on attributes assigned to it, an object oriented storage
device 110-112 can inform a backup function whenever an

. object has reached the correct state for its backup to

.20 be taken. Also, the bé.ckup of all files can be spread

over a longer period - during which others are still
being updated-without affecting data integrity.

Other examples of .attributes which can invoke

action by an object oriented storage device 110-112

25 . include encryption, compression, Vversioning and parity
redundancy. In each 6f_ these examples, the stofage
device 110-112 preferably need only be informed of the

. policy with respect to a specific object or set of
-objects. The device itself can then perform the function

30 or inform an'agent designated to provide the service.
For instance, compression and encryption can

be performed on the storage device 110-112 itself.
Therefore, the only thing which need be communicated to
the device, is the fact that compression or encryption



- 24- the objects are discussed in greater detail below This S

I ndi cated by bl ock 200. Finally, once the desired object
mani pul ati on - or access is conpleted by the requester, the requester 5
116 i nvokes WR&YW®56ke (bj ect x nmethod which is also descRCTORPERR08Q eat er
detail bel ow, and which operates to cl ose the object which was accessed
by requester 116. FIGs 8-24 are flow diagrans illustrating
various exenpl ary nethods which can be i nvdked by a 10 requester-in order
to acconplish deSLred f unct esired HBHE% ul ati ons of ohj ects

stored on an obj ett * qu’cmde%g’é’d?t&bé'ﬁé’ deviFO&, 3 HARagemgay; funerdon
FIG 8 is a flow Whigh df pprEprrned |y an agehtushottonly the mEpageGenat e

bj ect nethod. Wedcich lﬁolicﬁﬂ%ﬁé@b&@dﬂﬂﬂ‘i‘é&t&ﬁ' %Mﬂ&dst%% ge o

i ndi cated in bl océev 0 troI co 50, creates new o

and ° enters the 0 Je‘ctng eﬁ%&%lSB &en qutan a%%%tom £t ed
with the specPficPgp¥ern i hei rﬁm@@mhesuch cﬂi}ae:ct the tagdmt crazat etbe This

i s indicated by bhesks2ds Bﬁotheorﬁﬁﬁa{gnaeof& #2ent han gkeatfre at%eW

obj ect by al | oca}_%n? hefnu er_of Dblocks, etc., associated with
the object, and bYh PRE“6BPect attributes to i ndi cate the tine
of object creation and to sI@t agrhodance withdng exsspectt of theTplesentand

associ i’:lt ed vvi th ttuev&&labj &ﬁéecléﬁﬁ'h&mé arler@BE‘af%Sﬁ%H&a QJnQﬁJ? c;iig?ecté\l%t
SO, 1 b oRFTRoEHE chEy LA B Dnd' ey P gl o
i ndi cated by bl ocRlelPe ldentlfled For agermpda, t @ssumel ya cdegabagean
obj ect, 30 requesheIuddsd sCallEPSH byjachsasndbrophi @Acarr Me backed
up " until either all have been closed or until ome
designated as the object on which all of the others are
-15 dependent has been closed. A file server 114 may be
needed to manage this kind of relationship between
objects. In addition, the present invention also
~ establishes inter-device dependencies as in the case of
an arrayed parity set. By making it poss:.ble to
20 establish groups in which one device or object “makes
certain that the rest of ‘the group ‘has the same
essential properties, management of the group is more
efficient and effective.
FIG.s 17-24 are flow diagrams which illustrate
25 management functions which can be performed by invoking
methods exposed by the objects on the storage devices.
Invoking the methods causes control component 150,
and/or related control components, to take steps in
order to perform the management functions essociated
30 with the invoked methods.
FIG. 17 is a flow diagram illustrating the
Export_Objectx method. Requester 116 invokes this
method, as indicated by block 320, by providing
permission information, option information, an object

-~



exanple, in one preferred enbodi nent, requester 116 can specify mhether
the object is password protected, mhetheL fge ?bjec&hls to be t
encrypted, c ' ality service threshol ds (eg, et ec
Toto be | WORBHT 6shr WT’E%E‘FWE%_OBO
- 25- backed up), lock characteristics (eg, whether the object I's
to be | ocked by an object |lock as well as sy ot her | ocks, such as
partition and device |ocks), the access control version, mrror or

ot her backup suppd@™ ewharge® dewide cEussdla tapdatepafalbﬁoﬂiIboreﬂhento '

anot her obj ec
I ndi cate that spa

bxp@&‘tbﬁékﬁ‘gd Lﬁhéﬁﬂ.ﬁlcﬁ heloraRns &Q’vige' flépfi? §dlake

uni t

size, and to %I tlo’@o}faﬁ cf(?ﬁ’ rﬁe% lﬁ?&&?@Fﬁs’t’? @é:t(r&ﬁPé‘ﬁe&saﬁFPFéaFﬂd
UNI X-type systen) With a given objegs. paﬁhnuﬂxampﬁatounawam1hﬂnm&e¢eauester

116 provi des hﬁltﬂatéob Bo8REpest dRPpbPr Ov&Esid

i Cobie
nfOI’I'TB.tIOHIn systems Vé:aﬁo wre?ﬂ

nmet hod 1 ncl udes PeLH] %s D1 &

for security, the par oﬁ “the - device in which the object is t
created, and any of 15 théWh@nlbhs Eopoirt 68 ettt e met hbd riess phreeked,

control conporatrd?Ocdiictdit 158 8BEalhlusid %bewefeaﬁogbgeek from
capacity avail abl %5!%] e%??‘ 8gvtlnggiat hg iltuglcatgé by %1ock éor?'tro](i:’

the I D of the new
10

component 150 then invokes an Open_Create method at a

target device specified by requester 116. This is

15

20

25

30

indicated by block 324. Control component 150 then
invokes a write method at a target device supplying data
and attributes of the specified object. This is
indicated by block 326. Control component 150 then
invokes a Close method at the target device closing the
object on the target device afi:er it h-as-been written to
the target device. This :Ls indicated by block 328.
Flnally, control component 150 returns the status of the
request to the requester, along with the new object ID
of the object which has been written to the target
device. This is indicated by block 330. '
The interface 128 implemented by contxrol
component 150 also supports methods which allow a
requester to obtain object attributes for review, and to
set object attributes. FIG.s 18 and 19 are flow
diagrams which illustrate the corresponding

to
a
IS
0 be

t he
with

Get_Objectx Attributes and Get_Objectx Attributes

methods respectively.

The method illustrated in FIG. 18 once invoked
as indicated by block 336, causes control component 150
to obtain attributes for a specified object. In one
illustrative embodiment, the requestexr provides
permission information, an object ID, or a list of



It~ should also be noted that a special 20 instance of this nethod can

be i nvoked, which includes all data associated with an object. In that
case, one nmet hod can be invoked which can create an object, wite -

to the obj ecWO%%MEF0T| ose t he obj ect. FI G 9 iBCHUSI@MEI agr am
il lustrating an 25 Open UpdateObjectx nmethod. Wen the requester 116

I nvokes this nethod, as indicated by block 220, this al l ows requester
116 to read and wite the specified otdect. It also provides for
extending the | ength of VWen the nethod is invoked,

control 30 conp t’lg@ssef"? aﬂp ’t?‘h’dtﬁ%’“}at‘?lf’ﬁe sPRREFPL copRant
i ndicating that t¥=0 obhext cbtainsutbe aRtgubstes hbBociatedowitids the

per ni ssion inforrgd{&ut rb)eoPathd tidh bP ob odjeé:@rﬁ% NizRg 186uLRk &Gl

identifier of theo ct to be accesse e of actlonto%etaken
(such as 119137 7 along w tg status o% t?he request to th 18

PCT/ US98/ 21089 requester. This is 1nd1cated by?Block 338|pdat e or Wi te)
and any of the options nentldhgr@& NP eerx Att&.gbﬁeéqugt odc?_-pi‘?] Lgonent
150 returns the sjatus t,he” re et" espeC|f|ed
obj ect, al ongl%}ﬁ? r&ﬁa?ﬁ?rﬁe Egy ‘I;“a‘t':ﬁtéa‘fg E°F§q:ﬁ%%{ Y5
116. a requester prov1d1ng permiss:.on information, an object

ID, and option information to control component 150.

10 Control component 150 then modifies the attributes of
the specified object with the information provided by
the requester, 'and returns a status of the Irequest,
along with the attributes of the specified object, as
modified. This is indicated by blocks 346 and 348.

15 In accordance with another aspect -of the
present invention, objects can be locked so that they
can only be accessed once they are unlocked by a server
that owns the lock that has been placed on the object.
In one illustrative embodiment, objects can be locked at

20 the object level, the partition level, or the device
level. The lock wmechanism provides for inter-server
access resolution. Such locks, in one preferred
embodiment are used for scheduling concurrent updates as
well as prohibiting access during maintenance functions.

25 FIG.s 20, 21 and 22 are flow-diagrams illustrating lock
methods which can be thought of as instances of the
Get_Attribute and Set_Attribute methods. However,
additional detail is provided for these specific
instances of those methods, such that they can be used

30 in the sharing of data among the cluster of requesters.

FIG. 20 is a flow diagram illustrating the
Read_Lock_Attributes method. This method can be
invoked, as illustrated by block 354, by providing
permission information, object, partition or device ID,

-~



FIG 10 is a flow diagramillustrating a Wite Object nethod. Wen

requester 116 invokes this nmet hod, as indicated by block 242, this
causes contr ol conponent 150 to wite to a specified nunber of bl ocks

10 in the dW9YAB0Ed obj ect at the | ocation specified. PCT/US98/21080 A
wite nethod can al so cause other nethods to be i nvoked. For exanple,

I f parity support is called for on the device 110-112 to be accessed, a.
wite can automatical ly i nvoke an Excta8tve O met hod whi ch 15 |
erfornms an Excl rat.ion nth data.to b witten, an

Barl ty data to bgﬂxf{f aq%%e%né or(?anye esired f?\?tﬂiﬁgl ’sf‘%‘ﬁé‘@rtﬁ%fﬁai‘“l ty

devi ces. a requqsd'-eé”r ddf £9 ¢oniral omponenholi50 ¢ hdmr egepshee,
116 _provi des peasm&sch:orbompmwusondeteﬁzlamf@‘ﬁfétg%@ th%?QbEEi?%ed ?
partition ID, a s ati ocks to. bewitten wthin the
obj ect, a nunber égéé@qb%sogk 10%5& (%fl\?\ll’hl AoTo (TN e SPTPEBEREN LS
information, > GHRPtFREWERS *%1'53 e atus tq,fn the @meﬁhl of8t reduester

i nvoked, control cwmhenerte mmodmhueslbhﬂnéméd Qiir 2aockbpggt with the

speci fic data provided. E? Cont r ol
conponent 150 t hen rmg' I'es necessar

EhateBL TnSEheRthg, Fheg
obj-ect such %%tﬂ'f%c}?-eﬁf'fé‘trﬁbb‘ﬂieﬁh@e%h?%ct Thtlﬁemﬂ—]md fanpe invoked
associ ated with tiwe hjeeptestetrs. aamrsdicsaﬂawbgabwclbméw b pekvidfRg

Control co ne e es r1bute of ot her
obj ect s, sugih)@asrig c;rgrtﬂlnfl on ojb&? OF?Q‘? %r%lgééﬁed’r
i ndi cat ed ‘?R:‘R"@Z%' EBfeFBRt i:%‘i’rpor?@‘?ck 1BRTRPREETt @ifs pp'g:.on '

information. When this method is invoked, control
component 150 inspects a lock associated with the
identified object. This is indicated by block 364. The
15 control component then attempts to perform a lock or
unlock operation with the requester’s identification.
This is indicated by block . 366. If the .requestexr
requesting the operation is the owner of the lock, then
the operation w-i11 be performed. If not, the operation
20 will not be performed. In any case, control component
150 returns a status of the request along with the ID of
the server which owns the lock. This is indicated by
block 368.
FIG. 22 is a flow.diagram illustrating the
25 Reset_lock Attribute method. This function is used in
an attempt to reset a lock in an event that the server
which owns the lock is no long'er functioning. The
method can be invoked, as illustrated by block 374, by
providing permission information, object, partition or
30 device identifier information, lock parameters, and any -
desired option information. In response, control
component 150 locks the specified object, partition ox
device, as indicated by block 376, and returns the
status of the request along with the identification of
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-27- status of the request to the specific requester. This S

i ndi cated by bl ock 250. FIG 11 is a flow diagram

il lustrating Open Read Only nhj ectx nethod. When t

I nvoked, con??g?n%%%ponent 150 all ows the requester 116 Qt%nﬁgve access
to the speC|f|ed obj ect for read only pur poses. Thus, when this
object is invoked, as i ndi cat ed bysgbl ock 230, the requester
provi des perm ssion information, a partltlon 1D, an object ID, 10 and
option i nfor mati obhe Coetved wiglRaRs HHe Lok . selthis isAAndlilhiRd ¢ n the
speci fi ed object Emgg§a5+§g t hat the object is in use. This is

i ndi cated by bl oc Control conponent 150 then sets a read only

attribute in t he obj ectFiGr@ 2atand 2¢haxe fHevwd)aarans idduseaping en 15
by the requester. Gefhradi Set rbéehée hstiodiladdlon? ¥ethodBe TheseORictPlods

conponent 150gt hegeEhdr &S ltrﬁ%ﬁroggdgl QL%Lgf%ns%%%seaauest and [t he: Ilgragt h of-

the specified object. This Is

FIG 12 is a flowldfagram99 ust}kistigatd vey Mr&ﬁ%%t hefl. Fwich
met hod i s invokedrb¥athenships dmpedsties th&t sherof emee%wra@@d@&wde‘és

device 110 to 1531%}[51 gat §d£ﬁ9ﬁi£’c§’ §Qeg| ffdsgqegbjo%ct ar¥1f| OLeg%eszger

provi des perni ssign_information .
starting | ocati on®8¥1E¢dc R Bthers @&&HQZGEP%#RPOWWB’FI'EI € Khato sgk -r ead,
and any ot hel0desThed firstoptxi omsteworofit the. det,r esPoPespoReibIe! for

component 150 - ai ghdthiiad iy SEB! Ushl othEr! GliERre ¢ Bah§0H! NPT s&iﬁta

bei ng returned, angtl}g actu 1(’j!tabln ret,
attributes. Other members reject attrn.bute settings if

they are not provided from the first or master of the '
set. In order for storage devices 110-112 to pexform
15 these functions, they are provided with the ability to
perform a self-inspection. This allows the devices to
inspect themselves to determine whether they - are
included in a mémbership of a larger device grbup'.'
' In FIG. 23, the Get_Device_Associations method
20 is illustrated. This method can be invoked, as indicated
by block 384, by providing permission information and
option information. 1In response, control component 150
returns the status of the request, and the requested
associations for which the device is a member. This is
. 25  indicated by block 386. o
FIG. 24 is a flow diagram illustrating ‘the
Set_Device_Associations method. This method can be
invoked, as indicated by block 392, by providing
prermission information, option information, and a list

30 of members and attributes defining the associations. In
response, control component 150 modifies the device
association object 156 contained on the storage media,
as indicated by block 394. The device association
object is modified to include the attributes provided by



response to the nethod. This is indicated by bl ocks 256 30 and 258.

FIG 13 is a flow diagramillustrating a Cl ose(bj ectx nethod. Wen this
nmet hod is i nvoked by a requester 116, as indicated by block 264, the
requester . WOPPRSMUes permi ssion information, an object | D, Pcunssanyso

WD 99/ 18507 ' PCTI US98/ 2108 -

- 28- desired option information. In response, control

conponent 150 nodifies the data i n the spedi?f-i ed obj ect as indicated
by bl ock 266. In%dltlon ly es.to the object as a result of
witing to the obj €t TeMpe Tk F’réﬁﬁ}u‘a?lﬁt"e‘ﬁ“ﬁ FHae shewigs whena,

are witten at thet dbject |am:r1butGBnWBné lastperkified 5@t al sconu&ddt es
attributes of obj esho¥nasei NCFeeseblt HiPke@Dise FE ¢ L the
object is a newy, crga?e ?R)Jﬁgi?t Its Ttributes are u% e wt’“ﬁ t he
tinme of creation, Eﬁdci‘EEd 1qgkyA%%d attribite i nformation.

additi on, thes attri butBse apermbdsiond infornditdohe ddwotisdd t ansevbhat
the data in the objegkrriesy 'fl'l%d:s {:ﬁé £ 801
was changed, and an attfl buteﬁ'e@ifls‘?l set - ctgnr(r;(i)af"—ts}f'1 o7 gatq: §8°

i ndi cates that th&°oBFRERIT sb¥L5°°”rﬁ5’Cf W%&esyeétgﬁeﬁlﬁe&%s!:éﬁ
Control conponent £158 semnvesd sl 4 apitvesnaley credentials needed to obtain

a response from a storage device 110-112. File server
10 114 also dictates to the storage devices 110-112 that
they must only honor I/O requests which adhere to the
installation security policy. The keys underlying the
permissions security capability are - illustratively
communicated to the storage devices 110-112 by the
15 = Set_Object_Attributes method. .If an appropriate level
of security is set for a storage device 110-112, that
storage device may be configured to check every I/O
command for security compliance. However, as discussed
above, some applications need not employ. security.
20 Further, if a particular server cluster has some devices
located in another physical facility, it may be
desirable to define a higher level of security for
communication with the remotely located devices, but not
for communication from local traffic. This allows the
25 employment of security for remotely located requesters
or servers, but avoids the performance loss which would
accompany employing such security for local requesters

or servers as well. .
Further, each storage device 110-112
30 preferably includes a readable monotonically
incrementing clock to be used for time stamping secure
messages and objects. In one illustrative embodiment,
the clocks for the various devices are synchronized on
a system-wide . basis. . In another illustrative



updat e residual cache information associated wth the obj ect and
reflected in an object attribute. This is i ndi cated by bl ock 270. For
exanple, if the specific 20 requester 116 making the request is

configured t?,g'rdg{lﬁéggnd osedt he storage device 110 that data ::‘%3 SD{I*]I PEI ng

cached object, or is no longer being ca (
operating system of storage device 110 can retain the cache
informati on for those applications where o '8e_cts 25 will be closed and "
opened again in quick succession. At he sanme tinme, however, the

storage device llembedit@sp,  fille aclee@fredhi CE];Q\ier Q@EBHH@@&?T_A:” sk em
100 may need to & eyent coher,ency col 'l sions,
shoul d anot hg’%sc %%éelg% éér%%&u‘e’%é'uﬁﬁ %’-’S%“F RIS 85]’%%‘? -ForstRrage
meanti me. Control 8¥#P®nent 150 then returns the status of the request
as_indi cated by bl ock 272. Thus, n: can Fbe &dehS 8hbitOovemld agiadlent

|IIustrat|ng ; \Whe | s 1nvoked, as
i ndi cated at Iocf{ ‘é# roI conpo &h E ci%’(f’fq:aﬂfgfif’ﬁége gev""%?}?ﬁ 8507

PCT/ US98/ 21080 as r1ves, which provide zg.gnlflcamcmggggs;ps to
del ete the obj ectofré:ﬂm:cirhﬁerﬁil@ﬁﬁQ.EStoragBPdiéﬂ[Ees 'tl;hrrhel &bl 88t C&éﬂi—nféc} bl f[)‘-‘-k
280. Contr ol s the partition ohjec S
associ ated with tﬁt | t| on <%erom a% ?ﬁmlt‘e"gj ett®? gﬁ the cluster

arc :Ltecture. For exa.mple, by storing data in an object
10 oriented fashion, the data can be managed by the storage
device itself. Objects provide the storage device with
sufficient knowledge of its resident data such that it
can assume responsibility for managing its own space.
Further, sharing of data can be controlled more
i5 intelligently when the device has information about what
constitutes a logical entity. For example, if two
systems were to share data stored on a block oriented
device, all metadata activity would have to be
controlled for concurrent access. By contrast, <in an
-20 - object oriented device, much of the metadata activity is
opaque to the systems accessing it. Thus, the systems
need only concern themselves with access conflicts to
user data. Further, space management being performed by
the device itself eliminates any contention or confusion
25 which can arise from two systems trying to manage space
" on the same storage device at the same time. i

In addition, heterogeneous computing is made
much easier by an object abstraction. . Object oriented
storage devices provide the ability to at least have an

30 organization which an operating system can interpret.
' Further, the performance in a clustered system
is enhanced by using object oriented storage devices for
a number of reasons. For example, the metadata need



5 deleted, in order to reflect that the specified object IDis

avai |l abl e. This is indicated by bl ock 282. Control conponent 150
then returns the status of the - request, as indicated by block 284. In
order to i nvWR#918507 this nethod, requester 116 provi desPCRus98i2s88Pon 10
I nformati.on, a partition ID, an object ID, and any desired option

I nformati on. Control conponent 150 then returns the status of the
request as indicated by bl ock 284, -39- FIG 15 is a flow

diagramillustrating. the 15 Cre teParH I 0 hod whi.ch can be i nvoked
by a requesfgeervgr ﬂal’an‘ﬁe cH%d BVJ‘%%C% 8§'| ﬁ&&mgﬁtﬁﬁ‘gcraeaﬁ%rtama
partition on stdrmRRexief cldomperatzlgnsul d be noted, that while the

CreatePartitionx nmethod pamt la"d!d&'&&.ohhe the ddvike | DT h rmf,:ﬁ o d € i ons,
all space on the storaegle 20 .nedi.a eed not be, accoung eg d|t|on

partition %1 TP al‘:%8s§8aﬁ vaPY offee  bime. o s‘ig’le to use o
I n one enmbod? nerkhig Hnformakaon §°umenet©ffect1;vebu?ecme|datr.ms iPre-tiling -

arrangenent, w tﬁbﬁdlﬁ.ng célﬁriléboﬁé RIYIE SRdEd ntEéHEJ.déV' %'191 dhé he

storage 25 spac n,t devi ce. use
t he sgace by gertglvge g%e S l’s‘:ﬁl hlﬁgmdét gﬁ%y %‘hsbeln%a‘F‘E?‘h o annot

be resized, but f¥frage dewboeFamuore effgetimedd determine sequerntial
accordance WI th aa&ugéyalpa&staeﬁg ofrht headhe pﬁegggtdé@y@@téé}p,aﬁ@ maditions

ni z ect
ore uoed 20 | hitbace ool ELE RILOGAD B8 Supl dLZE LSS
levels. In this Jsfe-coﬁalré'-r'f@@dl At devheepaari pavhicipate in hmalkidiy af
dynam cally.. . service decisions, such as where to locate data more
appropriately. The device can typically only do this if
it has responsibility for allocating storage. By
. 15 contrast, almost no operating systems can allocate data,
by =zone, on a disc drive. Thus, providing this
capability on the drive itself enhances performance.
The present invention can also be implemented
in disc drives arranged as an array of drives. . Because |
20 the information stored on -a-disc drive array is often
much more valuable than the disc drives themselves,
drive arrays are often referi'ed to as Redundant Arrays
of Inexpensive Discs (RAID). Several types of RAID
systems or RAID levels are known. For example, Ffirst
25 level RAID is characterized by providing mirrored discs,
as discussed above. In fifth level RAID, both the data
to be stored to the array as well as the parity or
" redundant data, is spread over all disc drives in a
group. The fifth level RAID distributes the data and
30 check information across all the discs, including check
discs. Other RAID 1levels (e.g., levels 2-4) are
described in greater detail in U.S. Patent Number
5,617,425 entitled DISC ARRAY HAVING ARRAY SUPPORTING
CONTROLLERS AND INTERFACE.



WO 99/18507 PCT/ US98/ 21080

- 30- In order to invoke the nethod, the requester

provi des perm' ssi on information, any desired options, a partition | D _
and an init |‘? AarIacy aI | ocation which i dentifies space Egn}gglﬁu ocat ed
to the specific portio 5 I denti fi ed. In response, EGIUP S

conponent 150 al I ocates space on the storage media for the specified
partition, as indicated in block 292. _Jhe control conmponent 150 then -
establishes a partition control Obj ect and a petition object list, as

i ndi cated by 10 bl Ocks 2A6sand289%9 AIuditsaesses IRAR E:BérQé‘iéht'O”

obj ect list ca Y V, startln oint for

navi gating obj re]%?s I N frﬁ %%Fg?gaﬁgécﬁf%ﬁ aspecgn%gngﬁf gﬁﬁs?ﬂ‘én
returns the stat@éeRfiqme Jrfbcﬂ?ysqh Anrra is %lt?)%ﬁd ias$ oPPiRgrd |dmsthating t he
partitioning. Wnamc hasiviis iheen aargtict @d. thd hinbddnehdi’ imastfat@aock 298

FIG 16 is g ghLam n h ve artl t hod.

I n order to |nv e cﬁ 2% Hiéj%te%& ?%Lug" ff%ngrof/}l' i Bg?rﬁ“é i on

i nf orration, 1nt%’f)°f‘?‘8}‘?qtnf3@r2rreﬁﬂ%rﬁ C&'ﬁti %prmﬁq'qqd &P 1D dient driveg the 20
partition to bearesapwdilich Thiciudesi ndiget edirive Wozclana parSGﬂ- drive -

response, cont r@b%CWQQSﬁLe&SQSdes@éééﬁi@t gév:.c(:jes, S%ﬁgﬁ ev'gg&g% tr

associated with_the partition as
conponent 150 tﬂ%’ﬁlc s 130siddes ARFIBH) AE1Ee 402 o158 BPt PBAeEb} e |ISt 25.
associ at ed10i t hat perpaoti thenetd, behilehetied toddectwnititem to, while

parity drive 404 holds the parity information associated
with the target object stored on t:arget.drive 402.

In FIG. 25, the drive array is implemented as
a RAID 5 array in which data and pafity is distributed

15 across all drives in the group. Therefore, drive 402 is
the target drive and drive 404 is a parity drive, only"
for the present write operation. In other words, target -
drive 402 also holds parity information and parity drive
404 also holds data. However, for the single write

20 operation discussed below, dri\}e ‘402 is the target drive
and drive 404 is the corresponding parity drive. It
should also be noted that the present invention can be
implemented using other RAID levels, other than RAID
level 5. The present invention in such RAID systems

25 will be apparent to those skilled in the art. '

In FIG. 25, target drive 402 and parity drive
404 are connected to one another through Fibre Channel
interfaces, or other suitable interfaces, such as other
serial interfaces. _ .

30 FIGS. 26 and 27 illustrate target drive 402
and parity drive 404, respectively. Each drive includes
control component 150 and one or more discs 132. Each
drive also includes read/write circuit 406 (such as a
data head described above). and an Exclusive Or (XOR)



partition object list and deletes the partition control object. This
is indicated by bl ocks 308, 310 and 312. Control conponent 150 then
returns the status of the request and the partition nmap show ng
changes madeM®P?48% he partitioning. This is indicated by blREHUSHEZI080

In accordance with one aspect of the present I nvention, data-
managenent policies are comuni cated to each storage deV| ce 110-112,
so that the storage devices can act ‘H’ldependently of one other to
execute the 50

PCT/ US98/ 21080 cirdBO%Yokd ?Farget drive 402 1ncél.fdes dlscnﬁﬁaagnﬁﬁp

pol i ci es. Thi'gich fhReS thegfiskeeknebiect gavhat wgdtten. t hRarityresul ts,
in not only | esdivemn404 inchweiecentisn, dptcel anmlﬁ[ﬂie?t@x%@t e?ﬁnd
timel - MBNagSREL My on_the
stora')g;e dev-iges 110- tn%obanéﬁegbljaﬁfy bgﬁ%acc’ eggp °%a ﬁ aé

Convent i onal 40%@%%" e t%%‘zﬁspﬁ B&cﬁé’&aﬁsrdiiﬁf-ﬂgl ahequeWp'ehl od on

weekends, such trémpgedthecsWIGEM 28aahd&lRdjty i s not i nt elrjrupt ed gur: Ing
a busi ness week. However, 1 f La 25, begh adual l'y
shrinking at the sane cbh%el%ﬂﬂﬂéi‘i glg‘?n 3%*‘ |t?43éi%¥en Hen® “%gieasi ng.
Thus, " the FOBYhROEYRERJRtEGE ?‘SEFI AECET heXPR FrATBRREHt epable

system | ong enoudfee driizek tup qaosyi Ly ther bbytremimflations necessary

10 to implement parity protection against drive failure.
Such commands require the host (or requestor) to have
sector access to the disc so that for any sector written
to one disc drive, the corresponding sector on another
disc drive containing parjity informétion can be updated

15 appropriately. However, the object oriented disc drives
discussed above introduce a layer of abstraction between -
the host and actual Storage sectors on the disc drive.
.Spec1f1cally, the dlsc drives manage disc .space as
objects such that a host (or. requester) does not have

20 access to the underlylng. sector. addressing scheme. The
disc drive, itself, is responsible for space management
making it impossible for a requester or host to
correlate a portion of data written on one disc drive
with & location on another. Thus, the requester does

25 not know the address on a disc drive of a block that it
has written, and it cannot calculate a corresponding
parity address. This makes it very difficult, if not
impossible, to use conventional XOR functions in an .
object oriented disc di‘ive, as described above.

30 Therefore, the present invention provides a
method referred to as Define_Parity Group which is
invoked at each of the disc drives in a set of disc
drives which make up a parity group. The method
accomplishes two things. First, it provides sufficient



data has becone very difficult. 15 Thus, in accordance with one

aspect of the present invention, by taking action on an object based
on attributes assigned to it, an object oriented storagg devi ce
110-112 can backup functi on whenever an o] Ject

t he correct g?%?e gr its backup to 20 be taken. Al so, é‘%@@?ﬁ%ﬂﬁP al |
files can be spread over a longer period - during mhlch ot hers are
still bei ng updat ed-wi t hout affecthgzdata integrity.

O her exanples of attributes which can i nvoke action by an object

oriented stor ageimistmes ibk0- €42 etablel n&hud&xﬂi&{%d ogg CQW@?&&I% h
e

th es
Storage o deurcitd ppipes’ BRURSAEY, nerBath FuS sarn gk ioh AR 2
policy with r esp%ﬁﬁtqrbbés§§e£ PR commsnst inop comveritional obyined srfﬂye. devi ce

I tself can then perdlecmnchiiges uasidifectOto Be EPRERE SR BN ACEM cﬁﬂiﬁ} : ghed to
ncr

de the -sery For ressi-on ypti-on
E;ﬁw be p%rfoilfltr}releads ‘f’%ec%t%cr’%%e ‘(Ej)téw c@a%.]bc‘i]l?r n&ﬁﬂe - a‘Fﬁe ore,

the only thing vﬂ’ﬁ‘&‘kFHwé’é&abe THAMPAT Y eebiest ID tiwe alewslde kricwnt D f act |
that conpressi orkmswrerer gath Arive, so thi? A941859%e wanting to update
PcTMUS98I 20 parity’ 1nformat:,on is aware 3%:(:‘ the correct object
identifier to which it can address its request.
10 The Define Parity Group method is described in
greater detail with respect to FIG. 28. First, a
requestor, or host, invokes the method at eaéh drive in
a parity group. This is indicated by block 420. In
order to invoke the method, the requestor prov:.des a
‘15 number of th:Lngs as follows: N
' 1. An ordered list of drives comprn.s:.ng the
- parity group. This can include, 111ustrat1vely, serlal
numbers and addresses for each drive. '
2. An algorithm used in calculating parity.
20 In one simple illustrative implementation, moduliis
 arithmetic is performed on the block address of data to
-be written. This arithmetic yields both the parity
drive address (based on the ordered list from item
number one above) and the relative block address in the
25 parity object on the parity drive (which is the relative
portion of the parity object containing the desired
parity information). | |
3. The amount of data in a parity stripe,
illustratively in units of blocks. If parity data is to
30 Dbe interspersed throughout the space on each drive, this
information is the atomic unit of allocation.
4-. The parity object identifier. A drive
invoking a Write_Object method to update a parity object
issues it to this object ID on the parity drive

-~



Is required for an object. For a managenent function which is

performed by an agent, not only the managenent function policy nust be
comuni cated to the storage device, but also an identification of

an agent to we®9sesoformthe function, such that the agent pEfisosReoso
accessed by the storage device when it is time to performthe

function. I n accordance with one aspect of the present :
i nvention, associations are established-geeng objects so 10 that those with
the sane attributes or with dependencies can be identified. For

exanpl e, assurfete¥minghag set oyt dmdkemctye|akove. oBteghouldoabsof whi ch
can be backed be nefedirthdt enllkdplel D.ehé!epbﬁeﬁycl(ﬁﬁeﬂ 8 thbi levae

designated as t C fa ers ependent has
been cl osed. A%ﬂﬁr%ﬁ?mg@@%m% “hee g'd toﬁ{rr"gsn'a %"n ﬂ’ﬁd of
rel ati onshi p. bePRELIRVe WP §B; E‘E‘Pspan}tdf Spdactén, Iphenpri Jelh%trahwm i on
also - estammnmmrordetwoavembaﬂmmmﬂﬁét& IDst AfeCABEoAted  a@N

ani o one- dev] b S et Rknath AV AR olfe the BETR WIMIRELES )

whi ch one device or obj ect kes roup
has the sane @& is%%eﬁ‘?f‘iaé’l havdper FW@SleﬁﬁﬁagéﬁéﬁY of The cPER BEMCE SO
efficient and edfsetond parity object inHli€aBed7tR4tatwoflevelli pgraey Wthh

illustrate 25 r@gﬁ{ga shynelsd ons which can be perfornmed by invoking
met hods exgosedﬂ% t he g%érgcts on the, stor age devi ces. | nvoki ng t he

met hods caifes control cotpondh 1BRFity objeptor aldpsaEdcropebicy-
conponents, to Thke $hdpsates whetlogxiceatl ﬂeﬁrer st ke rEllagesmnt thenct i ons

associ ated 30 ffh&thﬁQ¥9k§g'§H%E%§? conti exEEQE bE 'éi%%flow

diagramil | ust rat| %‘S or ect x, ne equest er
i nvokes this 58, 1%%""‘? S8 é'rbeb?aﬁﬁfl@%t [ thr BERYi data
perm ssion inf owh:aeq:m., Ghtusonwhilerthet ipEyitan obljeett and data object

15 are shown in FIG.s 26 and 27 as contiguous disc space,
this is illustrative only. It should be noted that if
the parity object is interspersed with data, it can
still be pre-allocated.

'In response . to invocation of the

20 Define_Parity group method, the control component 150 in
each of the disc drives in the parity group calculates
a percentage of its space required for parity data.
This is indicated by block 422. The amount of space
required for the parity object is determined based on

25  the number of disc drives in the parity group list. For
example, if there are nine disc drives in the list, each
drive must allocate one ninth of its space for parity
information. This amount of space is identified with
the well known parity object ID provided by the

30 requestor or host upon invocation of the method. This
is indicated by block 424.

Each drive in the parity set or group list
retains the information defining the parity group so
that every time the disc drive is powered up or reset,
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- 33- ID, a target device ID and a target partition ID. The

export method enabl es a storage device 110-112 to take action based on
rul es expresggdsy ,ngmattrl but es associ ated with a given phiecisniosiO"
exanple, it can be used to 5 initiate a backup or support versioning of
objects to ot her devi ces. When the Export Objectx method
i s invoked, control conponent 150 of gl ns the specified object from
the storage nedia as indicated by bl ock 3 Control 10 conponent 150

then invokes an ifpesafir az&ﬁﬁ?atbﬁdtatth: parityar ge buﬁe\’h% ﬁeelclﬁé@:@ by N
requester 116. I C o) n{ro corrponen _
150 then |nvo z%n{liv?ﬁdt 'ﬂhﬂgh ghg 1Q¥?Pma€:{.oxaevsf C%t%{ﬁ) IJS}TH@O ata .
and attributes d’f°]tar¥é-]§pé@F'PF¥d #8j Padicaad hYsbi-QCkl fdfcated by bl ock 326.

Contr.ol conponent. 150 theHaving ithukeSreatddse Ri¥iIed aset host afss device
Lo D .y LN 2R A PRIThclEN i By LloN Ao (e (P

~ conponent 150 rg"t é’%é’rsF‘SFEsP%?l?ﬁé’%c%qééfrﬁ sborad imcmuedata, al ong
with the new objseiedtDon onefort mMerebieivestuarhbbagpdwesd W Ftiten2$0id he

target devi G&. p1 &t Sah Sgt-a! Efiﬁgt:pé(tﬂé)cghg3gpdating of a data
object, and the corresponding 'updating of a parity
10 object, in accordance with one aspect of the present

invention.

In order to update data, the requestor 116
which is requesting data to be updated invokes the
Write Object method described above on one of the disc

15 drives in the parity group. In the embodiment
“illustrated in FIG.s 25-27, requestor 116 invckes the'
Write_ Object method on ‘target drive 402. This is’
indicated by arrow 428 in FIG. 26 and block 430 in FIG.
29. In order to invoke this method, requestor 116

20 provides, illustratively, an - object identifier
identifying the object to be updated, a partition ID, a-
starting location of blocks to be written within the
object, a number of blocks to be written within the
object, option information, and the data to be written.

25 'I"arget. drive 402 knows that servicing the Write_Object
method must include updating parity information
associated with the object being updated. Target drive
402 knows this because it has stored the information
provided and generated during execution of the

30 Define_Parity_ Group method in non-volatile memory.

In order to update the parity information,
target drive 402 performs a number of steps. First, it
reads old data from the specified location in the target
object and provides it, along with the new data to be



The interface 128 i nplenmented by control conponent 150 al so supports
nmet hods which allow a 25 requester to obtain object attributes for review,
and to set object attributes. FIGs 18 and 19 are flow di agr anms
which = il| MQA94887 the correspondi ng CGet (Obj ect x ApCT/UBSI23680 and
Get bjectx Attributes met hods respectively. 30 The- net hod
illustrated in FIG 18 once invoked as indicated by block 336, causes
control conponent 150 to obtain attri-B&tes for a specified object. In
. one illustratiyv enbodinent, the requester provides erm ssion-
i nformation, an Hﬁjlgﬁ?nlr[f %‘Ptai??i'fl p, to XOR circuitry 408. Tnis is

-34- obj ect inBicated kpthlock M3e dnt FIG. 29nind|acoopmonesd, 436,150
then obtains thegglt ashuigsrassaog.ated with the ~ object 1D, or the |ist

of object IDs, and returns_those attributes, along with a status of the
request to the 5 request NeXCTha¥ges %’ﬁiﬂ’%a"t%’d stF88k°33§8‘.iata with C

The Get Obj eciSxAt thebueeddatst rodobtaimtintteathediatei paFiy MFmmmticon hvoked '

as indicated i n hhogkiS4haitbted by bIKIIATbCIn FRY] 9oNT PLLLLSH e
i nformation, an glalzegtrovide_s the intermediate parity information at an
. output. 442 in FIG. 26. Next, target drive 402 writes
- the new data to the target location within the target
10 cbject 410, thus updating the target object. This is
- indicated by block 444 in FIG. 29.
Target drive 402 then, itself, invokes another
Write Object method on parity drive 404 identifying the
parity object corresponding to the target object 410

15 which was just updated. This is indicated by block 446
in FIG. 29 and arrow 448 in FIG. 27. Target drive 402
can calculate the target location for the parity object
in a number of ways. For example, target drive 402 can
calculate the location from the relative sector address

20 of the block target object being written. The relative
address is divided by the number of drives in the parity
group to provide the relative address in the parity
object on the parity drive 404. The parity drive
address is determined by the algorithm specified in the

25 Define_Parity Group method. Target drive 402 then -
constructs the Write_Object method and invokes it on the
parity drive 404 identifying parity object 412 and an
appropriate location within that object wusing this
relative address.

30 By way of example, in order to calculate the
relative block in the parity object on drive 404 to be
updated, target drive 402 can wuse the following
Equation:



I D, and option information to control conponent 150. 10 Control conponent
150 then nodifies the attributes of the specified object with the

i nformation provided by the requester, and returns a status of the
request, with the attributes of the specified obj

modi fi ed. Thvlvsoeblbg%di cated by bl ocks 346 and 348. 15 J"E%}”.s”?’fsi“s"
accordance w th anot her aspect - of the present invention, objects can
be | ocked so that they can only be agﬁg§sed once they are unlocked by a -
server that owns the |ock that has been placed on the object. In
one illustrative enbodi nent, objects can be |ocked at 20 .t he object |evel,
the partition level, or the device | evel . The | ock nmeghani sm provi des
for inter-server access resolution. Such | ocks, 'ﬁuﬁhé°npﬁeferred
enbodi ment are used for scheduling gpDgw(@PhH-ypdates as wel | as _
prohi biting access during maintenance functtrons. -25 FIGs 20, 21 and 22
are fl.ow diagranms illusttating l.ock . met hods whi ch can be-thought of as
i nstances of the CGet Attribute and Set Attribute nethods. However, -
addi ti onal detail is provwheyefBr ishsbe zpdarive block int theepavfityhose
met hods, such thébbjddtgy can be used 30 in the sharing of data ampong the
cluster of requesters.: : i iagramillustrating
t he Read Lock Attri bl?t Jé_% thr?ef ﬁ%ﬁﬂ‘% Tgne%st Q§n§?ﬁ%§¥vs g'éenl go‘é'rl&en

i nvoked, as il 3% et @ravech0354andy provi di ng perm ssi on
information, object, partitisrcly niieveecof @Arives in the parity group.

In order to calculate the parity drive

10 address, target drive’ 402 can use the following
Equation: - '

Equation 2

P=Mod (S/ D-1)

when P is the displacement into the ‘list of

15 drives in the parity group of the parity drive (the list

used in calculating P must exclude the address of ta'r:"g'ét
drive 402). .

In response to this Write_Object  method,

parity drive 404 recognizes the command as a write to

20 its parity object and performs the parity operations.

Such operations include reading the old parity data, as

indicated by block 450 in FIG. 29 and arrow 452 in FIG.

27. Parity drive 404 then XORs the o0ld parity

information  with the intermediate parity data £rom

25 target drive 402. This is indicated by block 454 in

FIG. 29 and by arrows 456 and 458 in FIG. 27. The

result of the Exclusive OR operation is updated parity

information which is written to the parity object of

disc 132. This is indicated by block 460 in FIG. 29 and
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- 35- | ock paraneters, and any desired option information from a
requester 116 to control conponent 150. In response, control conponent
150 det er m ne®9shsdoher the specified obj ect has a | ock wmdwrosvsiaseseet .
Control conmponent 150 5 then returns the status of the request of. a

request er owning the lock. This is indicated by bl ock 356. :

FIG 21 is a flowdiagramillustrating t4a7- Set LockAttri but es net hod.
This met hod can be i nvoked by a requester, as indicated by bl.ock 362,
by providing 10 PYo&TR¥S 462 ardr Hfﬁtil 4R, FIGhj 27+, Bhisi coppleteseths

i dentifier infonpatenofl ehk pafﬁﬂﬂytw:secaﬂ.d option i nformati on. \Wen .

this nethod is invoked, trgd 4 5 n _
associated with the ?ggﬁtl i"ed OT) ect. Q;%hl s?al ngflm%&?%{' ?/'Pﬁnc?ck 364.
The 15  cont r ol9&EBHERE 59 Mrra% ghesserghawn ain oBIG- 06) Inunl ock
operation wigh thcrdamnee! eith icieniddpeal iof. the prébeati Snveditgaigd by

block 366.  If 4he Bﬁg&&?tfdo 1nc1u5§PL%§1 trg r m;g&q{féﬂ l%lufae gyner

t he | ock, then er at rl)ﬁatlon
20 will not bé p&?#‘b’%oﬁ” | FPRRA e amb%e%orﬁﬁﬁmem number) &
returns a statusiaafa pbetiens s aBoag shdl lsdd}eehBho(fnth an EiecrdRmig whi ch

owns the | ock. S £1G 22
is a flow diagr am’iﬁ ugtogg'%gﬁag he %&@'ﬁi’l trl but e r?ept%og ‘Thi s
function i stQsedgspectivedy. ot ttht? PEXRY §°¥’€R‘k‘=49¥1 Hedey ®9rtdiens t he
server “Whi drogwel2 md Gald iaxren@Howngeidjhidenti @hiengorreEponding Met hod

can be | nvgkedb lftd pLUBLEAL EilYy BeQB Y be PecordeaPERYL Ul SiFilleSS! ON
'hrormatio ° Je:LCsc, pb?lt Iau:'e shown this way for expedience. Thus, in

accordance with one preferred embodiment, each of the
15 data portions (and indeed possibly the attributes
portion) of object 500 is used to generate error
. correction code (ECC) information in a known manner.
This information can be used, :when .reading back the
corresponding user data, to determine whether the user

20 data contains any errors, and -(depending-on the code
used) to locate and correct those errors. In one
preferred embodiment, the ECC information is generated
using a Reed Solomon code. However, any suitable code
can be used to6 generate the ECC information.

25 In prior disc drives, if a sector is rendered
unreadable, and is used for a special purpose by the
operating . system, this can render substantially the
entire disc unreadable. For example, if the master boot
recoxrd, the partition boot record, the FAT table, or the

30 root directory become unreadable, this can cause a loss
of essentially the entire disc contents. Conventional
operating systems do not have the ability to recover the
readable data in the face of losing such key file system
management data.. Therefore, in accordance 'with one



30 device identifier information, |ock paranmeters, and any desired

option information. I n response, control conponent 150 | ocks the
speci fied object, partition or device, as indicated by block 376, and
returns the woogugdgdt Us of the request along with the identifd ' f

WO 99/ 18507 i - PCTI USO8 2|'I<§8?§’?%86) |

- 36- the server which owns the |ock. This is indicated by bl ock -
378. FIGs 23 and 24 are flow diagrans illustrating Get -

and Set Devi ceAssoci ati on net hods. These nmethods 5 define or interrogate
rel ati onshi ps arasp@ecte\6f eche lgPesent idd@ntion OEhei bbijgtt abk¥8nted

I npl enment ati on . L el atonshi | u hat e of._the '
storage devi ces dHca 8%%8111?[31:%55%03%%? ?f.ﬁfégéa@ds%lg}qugﬁg%m%e? S S8 of -
devi ces, and ot HasPEEIRedEPe MRdntaipiparkasic fhde avqgtem gtrupburesst - or
master of the saihat weresforfcble €Bé domainlisBaHedper@tiagt Bgsebher
menbers changes J.n. | hut es. e mag? : ect catikibute
settings if b4 irpﬁz:%gggnﬁgf%%ﬂé%ﬁfegs]p%% {aﬁe | ?s’lﬁeé(’)er%tn%é?’%%&%?gf he
set. In order fdrrequdait Fopvcef the eesepbipd, falm systemedataudsti ons,
t hey are provi destordd wivh addhi tdatizdD block, or data portion, in its :

associated ECC portion. Since the ECC portions will

already be stored on the disc, embedding the file system
10 information in the ECC portidn of the data object does

not impact performance or user capacity in any way.

_ FIG. 31 is a block diagram illustrating how
file system information is combined with, or ewbedded
in, ECC information prior to recording the information

15 on the disc. PFIGS. 31 and 32 also illustrate how the
' file system information is then used to reconstruct the
file system data in accordance with one aspect of the
present inventionm. FIG. 31 shows encoder 516, -~ECC
generator 518, Exclusive OR_cir.cuit 520, disc 132%and
20 read/write circuitry 406, ECC generator 522, decoder 524
and Exclusive OR circuit 526. "It should be noted that
encoder 516, ECC generator 518, Exclusive OR circuit
520, decoder 524, ECC generator 522 and Exclusive OR
circuit 526 can all be implemented within control
25 component 150 on the disc drive, or can be implemented
separately. )
User data is first provided to encoder 516
from a host, a requestor or a file serﬁer. Encodexr 516
encodes the data according to a predetermined coding
30 algorithm, typically implemented to decrease error rate.
The encoded user data is then provided to ECC generator
518. ECC generator 518 generates ECC information based
‘'on the encoded user data, in a krown manner. The ECC

information generated will depend on the particular type



performa self-inspection. This allows the devices to I nspect

thenselves to determ ne whether they are i ncluded in a
menbership of a | arger device group. In FIG 23, the

Cet Devi ceAssWOR1BWAs nmethod 20 is illustrated. This nmet hREWWSISBLSO

I nvoked, as indicated by bl ock 384, by providing permssion -

I nformati on and option information. |In response, control conponent
150 returns the status of ‘the reques#?-and the requested

associ ations for the device.is nber. This is 25 indi cat ed by
bl ock 386. oty EPEE e 5@8\% dP BT |“Is|e§strat?

Set Devi ce Associmfowmation héd, Tnstmgnhodpxewidessd to Exwhm:ire aQR

i ndi cated by bl ogkrd@2: 30 prqwedfagle systBR! GheS| O 41D PRk ﬂ@a Qetion

i nformation, an I sf. 30 . of ne attribut I'ning th
associ ations. - Id%xc usnfees&}}nsg rEBﬁ%r oﬁ]‘g né'HPuE509§'bdl fi g'? t F&edevi ce
associ at-i on ®bj e%mqumtldllﬁé&rehe@hmsﬁm-a@d nbbeafile systen déiteat ed by

bl ock 394. Thelglem@&ia&mw@ma&mn wh@éheszaeﬁ&m fd adbda® ibRchede the

gtCEr; bggg/ezlgggwu%dc}?ythe user V\Qaga 1s v7vr1tten 3PN disc tlﬁa rqug§t er.

and to include sexamplei dmp throobiecthinuiented sietedjdescxrihad blove,wer e
|l ast nodified, etge XSUHUi¥n information includes the object identifier
- 10 which identifies the object to which the user data
belongs. The location information also  includes
relative position information which identifies the
relative position of the associated data portion within
the identified object. The output of Exclusive OR
15 circuit 520 thus provides the ECC information with the
located information embedded (or seeded) therein. This
information is provided to read/write circuitry 406 and
is written to disc 132, as the associated ECC portion
for the data portion containing the encoded user data
20 provided by encoder 516. . . o
When reading the. information back from disc
132 (in order to accomplish a normal read operation) the
control component 150 executes the Read_Object function
by providing the expected location information to an
25 - Exclusive OR <circuit and Exclusive ORing that
information with the ECC information (which contains the

embedded location information). The output of the
Exclusive OR circuit vyields the ECC.  information
~associated with the user data being read. This

30 information is provided to an ECC generator, which
determines whether any errors have occurred in the
encoded user data. If not, the encoded user data is
provided to a decoder where the error free information
is presented to the requestor or user. If errors have

-



conponent 150 returns the status of the request, as I ndi cat ed by bl ock

396. 5 The perm ssion information described above
‘illustratively allows the file server 114 to gate access to storage by
control i ng Woisshgsgeguesters 116-120 the file server g_r ﬁ
credentials needed to obtain a response froma storage device 112.
File server 10 114 also dictates to the storage devi ces 110-112 t hat

t hey nust only honor |/0O requests which _aghere to the installation
security policy. The keys underlying the perm ssions security

capability are iddawstred:i e@itrol componenni TS0 eyl ttBApEt 06 altetioVEyes

'110-112 by th t | evel
o secarily e Sna RthL> E?‘%“%%%?c?ﬁ%ﬁﬁ% veicn YhRRLA LR Ve

may be configur SF55 chetkh®y&Speeo used. conAdharnakivelyr i tsortrgl i ance.
Hovever, as di scwswpedent 18boveaysostmpbpl imaivides reed digtor Ny -

securi ty 2 Fun a ti ar ve r sane de\n ces’
| ocated in gsnot lﬁ‘erﬁ;;?iéf‘%ﬂtﬁgg EH{;, Ia%%& Egﬁlﬂﬁlg dggéra e t'&%ffine a

hi gher |evel of & T SXXOTLomuni catlon with the renotely |ocated
devi ces, but not forHcmvmm odieirenthe pdteralinfosnbtionThis tHhd ows t he

25 enpl oynent UrahBO" L1 YalOra BIRUE) Y I RLILANAEIHENELD hag MoperVers

but avoi ds the @erforma b.oss acconmpany e oyl ng such
security for é’gfé’ °°mp°n&“tsérﬁper%1’%?§a‘iﬁeﬁ |in & different
Furt her, e"eﬂ:h mas‘msrageCOnml ceomponkBt] 18036aupsefthaldata dmadistes a

readabl e  nonotiyy €al by read. i&aagnfatimc_@t%@kb&%? EckiSesls TOf ¢ nib
stanpi ng secure :}I[)I‘i% age é a 9 %a I n OQ’;@‘I{T ust ratlve enbodi nent ,
the clocks for tHfe vartode aaefcRech Py nthRFidedro decoder mad4em wi de
basis. In &%k for ECC| gerarattor $22. It should be noted that ECC '
generator 522 and ECC generator 518 can be the same
is5 generator, with appropriate multiplexing circuitry. -
However, for the sake of clarity, they are illustrated -
in FIG. 1 as separate components.
ECC generator 522 generates ECC information
based upon the encoded user data as indicated by block
20 530 in FIG. 32. This information is provided to -
Exclusive OR circuit 526. The ECC information (which*-
contains the embedded location information) is also read
from disc 132 and provided to Exclusive OR circuit 526.
This is indicated by block 532. As with ECC generator
25 522, Exclusive OR circuit 526 can the same as Exclusive
OR circuit 520, with appropriate multiplexing circuity.
However, for the sake of clarity, the two circuits are
shown separately. _
By Exclusive ORing the ECC information
30 provided by ECC generator 522 with the ECC information
containing the embedded location information, the ECC
information in both inputs to Exclusive OR circuit 526
will cancel each other out, resulting in an output of
simply the location information. This is indicated by
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- 38- enbodi nent, file server 114 accommodat es for

di screpanci es and val ues from st orage devi ce-to-storage devi ce.
Thus, it canMOP9488N t hat the present 5 invention provi deRCTAI9821080
oriented storage devices such as di sk drives, which provide -
significant advantages over conventional storage devices. The object
oriented st orage devi ces . significanﬁly | mprove the cluster

archi tecture. e, sto data in n obj 10 oriented
fashion, the dagi°8€ﬁ£§% nﬁﬁ 3’%%\ e uss dé%l%%ﬁ??%%ﬁ¥°anjects
provi de the stowagh mlmrwdaha outptslufﬁy de@qriehcnsﬂ,hedga'eéoms'srmesl dent
data such that khe f£i1e C&Fs éEﬁ“ﬂH%o&ﬁéEQBﬁ'Qh&thhigerEHaﬁbﬁg 'tfthm
space. Furt her,, shar%Sga?f dat a %Hﬁ ontrolled nore %_
intelligently whEnipfiLe rﬁ&??%ﬁcﬁ Stfut Kprarexame %on%??tutes a
| ogi cal entifty. objEct eizmptery ichnt wpw be spebpsbructedt mssimgs ethiét a

stored on a bl 0gkcaei At Shformatden Cfetf‘iévé@“ﬂ%tr@ a0y va&xcwfo%&aha\/e to
be control | ed fga'bc ncurrer%dacces in g{_ obj ect

Bero; ¥y sporedd
oriented devi ce2°ffE e Rt RER T2 SR T B §s?srea £ra ﬁu% fe- systens
accessing it. Thus, the simstessordangeedidil yapobbern adpsmie| ofs wheh

access conflict §:rEQent 1Pt iR athEL@éeeinf&ﬁmdmgé%@amﬁbsy%c
performed by the deyice, jtsgl (" elimnates any, cqnieniop o confusion
pseudorandom (or pseudonoise) generator. FIG. 33 is a
block diagram illustrating such an embodiment. A number
of the items shown'in FIG. 33 are similar to those shown
in FIG. 31, and are similarly numberéd. The block
15 diagram illustrated in FIG. 33 operates substantially
the same as that shown in FIG. 31. 'However, rather than
providing simply the location information at input 521 .
to Exclusive OR circuit 520, the location information is
used to seed a random number generated by pseudonoise
20 (PN) generator 540. Thus, the location information is
provided at an input 542 to PN generator 540. Based -
upon the seed wvalue, PN generator 540 generates an
output provided to XOR circuit 521, which is Exclusive
ORed with the ECC information provided by ECC generator
25 518, which is recorded on disc 132 along with the
-agsociated encoded user data. i
In order to reconstruct the file system
information (e.g., the location information) the encoded
user data is read from disc 132 and provided to ECC
30 generator 522 which generates ECC information and
provides it to Exclusive OR circuit 526. The ECC
information containing the embedded pseudorandom value
is also read from disc 132 and provided to Exclusive OR
circuit 526. The output of Exclusive OR circuit 526



25 which can arise fromtwo systens trying to nmanage space
storage device at the sane tine. In addition, heterogeneous

on the sane

conputing is made much easier by an object abstraction. Cbject oriented.

storage devigR3opggyi de the ability to at l[east have an 30 &&Rﬁ%ﬁﬂé& on
e

whi ch an operating systemcan interpret. Furt her’, _
performance in a clustered system i s enhanced by using object oriented
storage devices for a nunber of reasggg. For exanple, the netadat a
need WO 99/ 18507 PCTMUS9/ 1080

- 39- never yoeMs e dewidom velekl whebhhast begn ssdiddivich tHaIMber
of 1/0O operatio . . N addit.id on, the Vi 5 knows _whi

ar gf%%aét‘hl%r} :LC fOOSIém 'f:altor}la:nydf'l{ls qsﬁg@oﬂ?ed? %%Jlélvte&'sl?s?k 5
this informati onSeRPFRANRY 4% Mirll yevarresbbe. rapienization arddens can

al so be nuch norprefidal i ¥g, BN NGénéddtor 540pVieR kppawidde, | ayoulesf the
obj ect beinggre . r | C e tively determne
sequenti al ° ag%%%ss ?)%1?{e?fﬁ_%.'igggggé%hgn{r\%%g{%%v%gacgﬁﬁg So hold 10
FROWR aReFi€ecedki rghis infqrmatdgn her,

t he devi ce can pesahilsd paed alondaditly the decodé®nisercddeai provtded B3N as

obj ect s

net adat a once fo¥ifR#he

one tl , and I's a

where to |ocate &@é@dé@rﬁtl, to reconstruct the file system structure
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information which was previously lost.

| The XOR gates 520 and 526 described herein are
illustratively byte-wide XOR circuits for the individual
bits within the data bytes XORed. 'Thus, the XOR circuit
is really eight individual ‘XOR gates to provide an
eight-bit byte XOR function. Further, although the
invention as described herein refers to XOR gates, any
suitable Galois field wmanipulation (or addition), or
other suitable manipulation, over the field that the
error correction and detection codes are based is
considered to be within the scope of the invention, and
could be implemented by one skilled in the art.

Also, in one preferred embodiment, PN
generator 540 is described in greater detail in U.S.
Patent Number 5,717,535 to French et al., issued
February 10, 1998. That patent describes the generator

. as having 33 register cells, with inputs and outputs

connected to a logic block. The register cells are one
bit wide and are clocked on the same clock as the data
bytes. The generator is sufficient to hold an object
identifier and relative location information of up to
four bytes (32 bits) long, but can easily be expanded to
accommodate larger location information or other file
system information, larger than four bytes. The
generator also illustratively contains an extra registex
cell which is used so that_ location information having

~



appropriately. The device can typically only do this if It has

responsibility for allocating storage. By 15 contrast, alnpbst no
operating systenms can all ocate data, by zone, on a disc drive. Thus,
provi di ng thWo99/1850apability on the drive itself enhances prCTASIsenes0.

The present invention can also be inplenented - I n disc drives -arranged
as an array of drives. Because 20 the information stored on a disc drive
array is often rruch more val uabl e thaP¥the disc dri ves t hensel ves,
drive arrays are of ferred as, Redundant__Arra of | nexpensive
Discs (RAID). y%%o EAPBt PTOQRAT &F ﬁl—‘\l BE1 BReIWERYEE known.

For exanple, fi r%ﬁ P@Bgenevetomqp i sTheazneabs a1d redsbp phati thig extrar ed :
di scs, as di s sadtabeinclvadd fihhpllrﬂj@leﬁ%cl% sh@t Hftﬂseéaé&el to be

stored to the ar as t ari r edundant I S spread
over all disc- dr#‘?}% E}Tenpé‘rpwegf’g Bgeq’ﬁ’%gf'i%?? R TY RAD Jcﬁ‘é1 Tafier t he
dat a and 30 5chesich BCE impfowmatiomssHavevehe :dﬁgﬁlenamru&ﬁﬁglshm
discs.  Qther %Dréxwafze (@ath , for E¥EhE ofhdYy rdkBon (i %SC“%:!-“

L e ekt Sk R amma. lti SRR SR o
PCTI US9812080 all zero input will prov:.de a non-zero output - Data is
clocked illustratively by a clock at a rate once every
10 eight data bits (i.e., once every byte).
-In the illustrative embodiment, generator 540
comprises a plurality of flip flops which operate in-
accordance with Equations 3 and 4 below, where B
: represents the input to a flip flop and A represents the
15 output from a flip flop. | : .
- Equation 3

Bi~Arei

0 to 24; and

for I = S
Equation 4
B,;=A, XOR Ay.3: |
20
for I = 25-32, M = (I + 8) Modulo 33.

It should be noted that generator 540  is

illustratively equivalent to a binary feedback shift

.. register based on the primitive polynomial X** + X** + 1,
25 and shifted eight times per clock. The logic block
driving the inputs to the register cells represents the
result of these eight shifts. From this analogy, it is
clear that the sequence of bytes provided at the output

of generator 540 illustrative repeats every 2% - 1

30 Dbytes.



- 40- FIGS. 25-29 illustrate a wite operation

performed in accordance with one aspect of the present I nvention, in
which data is stored as objects on the .disc drives in an array. |In the
enbodi ment . ted 5 in FIG 25, file server 114, r (or
host) 116 angblddﬁisq)?nterconnect 122 are shown connected to 5 éé/glrmimve
array which includes target drive 402 and parity drive 404 confi gured
as storage devices, such as storage -sgevices 110-112. Target drive 402
hol ds an object, or 10 a portion thereof, which is to be witten to,
~while parity drive 4fbhashol de t banpabeét yséer orgidt Oofhasspekabad

W Th e et SEL o 100 B108LeCds fRehacages, over BriRt, L%,

25, the drive array Is |

parity is di strPEatees 15 The,prgsent) tnyeptienallows gﬁsﬁa‘pdatilfhépeber e,

drive 402 is  readhevdraigethdr faee a0kl adliose: éP4ct e icdlamily Bysvem only .

for the pregent taher, r.as dri 402 al.so
§ent s WES LR ORG], (flfaix ad’ féu'é syt 55y0ERike datall ¥fie

hol ds parity infornmationp parity drive
However, for thBXEFeRY e"W?’Ete‘% embeds sEhen él?%c§¥§§ﬂmbépéﬂ/rménv§ 402 is

t he target dri vésuch asrfidler isystédd stsuthere cinfespeitdiony parthg decve. | t
shoul d al s0 be 2aF&fddiRin LBErBEESRAING REFEALEBARIPE of an bﬂgégg?”t ed

usi ng ot her Jé) I %ﬁ[ﬁ ot er .
i nvention in suth® °mﬁFF'Pnb%a%rﬁ}éﬁ‘brlﬂe F&afihééﬁp§¥l bPred in
the art. 10 reading thlsndstﬁorﬁﬂchet digetamst reeedfnanthepanbesidiingve

404 are connect gelotedNCad OLHE" £11EOUIREER DIRECIRNIE can LRLETHECES,

other suitable [nterfaces, d‘f as ot S |nter aces
FIGS. 26 and 27 FFPRRTTURRS-ar get drive 402 and parity drive 404,
respectively. Each drive BI&S.udds-36 illomtrabe ennpdbemhatide awdivbae or

nmore discs 132. of@gdtion in accordance with -another aspect  of the
is5 present invention, in which the drive array is
implemented as a hybrid RAID architecture. As mentioned

previously, data stored in a disc drive array is often

much more valuable than the disc drive itself.

Accordingly, a redundant array of inexpensive discs

20 (RAID) is provided to store redundant or parity data in

addition to the primary data in order to reconstruct the

primary data if it becomes corrupt or otherwise

inaccessible. Several types of RAID systems or RAID
levels are known. .

25 _ First 1level RAID (RAID level 1) is
characterized_by providing mirrored disc drives. ~In

first 1level RAID, all drives in the array are
duplicated. Thus, should one disc drive £fail, the
information is not lost since that exact information is
30 mirrored on another disc drive. This is a very
expensive option for implementing a disc drive array
because of the duplicity of hardware.
’ Second level RAID includes a Hamming Code for
error correction. In second level RAID, data is bit-



drive also includes read/wite circuit 406 (such as a dat a head
descri bed above) and an Ech usive O (XOR) WO 99/ 18507

PCTI US9&21 CByo 99/18507 - -41- cir "3 S9 1%80
Target drive 402.includes disc space 410 whi ch stores the target
object to be witten. Parity drive 404 includes disc space 412 whi ch
stores a correspondi ng parity objectss- The operation of drives. 5

402 and 404 is discussed in greater detail below wt

h

respect to FIGS.

28 and 29. interleavedCeamrosisi diel drisesarofaysn i arpkepeahdng:lﬁsmd I

conput er syst emd el aees aﬁé@' o @é‘c@%ﬁdéoﬁgé&
carry out the bi manl puI $ %‘{1 cessar to 1

prot ection agai

i i

%C.n:%r:l ves to

parity

e
vantag Ebﬁtc%ﬁn@hﬁﬁédréﬁLé¥¥?QQﬁ9|§§St (or

requestor) to ham’ely a smaél;tmommdabat hee flildc seotbhafrérmreamy ofect or

written st o @ape ﬁ@axﬁreﬂsavéaedf%égsmrfﬂé%
disc drive contali n| parl i nf ormat%on can_be ugda

However, the obJ%?ﬁ dWEHEERG Pk & singlegprifsy

s%'l‘i
approprl at ely.

]ab‘&VéﬂF’l‘PPr &duce a

| ayer of abstracﬂteaﬁrﬂbveh\ﬁwewrlte cykdehomt adidd cftttid drivegeimedther s on
the disc drive. group.Specifically, the disc drives manage di sc space as

obj ects such that a host doe not .haye ccess to the
underlying sector. addreé’@f‘ﬁ& g%ﬁ%ﬂ%ﬁﬁ charactexlze having a
10

15

20

25

30

single check drive per group of drives. In thlrd level
RAID, the extra check drives used in second level RAID

for storing error correction code information are

eliminated. Rather, as the data is being stored to the
disc array, ECC information is appended to the data.
Also, a single disc drive is used to store redundant

data corresponding to the data stored in the array. .

When reading information from the array, the ECC
information is used to determine whether an error has
occurred, and which drive contains the error. Then,
the information on the failed.drive is reconstructed by
calculating the parity of the remaining good drives and

comparing the parity of the remaining good drives and -

comparing bit-by-bit to the parity information that was
calculated for the original full group of data and that
was stored on the redundant or parity disc drive.
Fourth level RAID is characterized by being
arranged so that it provides for independent reads and
writes. In second and third level RAID implementations,
information stored in the array is spread across all of
the drives in the group. Thus, any read or write
operation to one drive in the group requires reading or
writing all drives in the group. Fourth level RAID
improves performance of small transfers by providing the
ability to do more than one I/O operation per group of



disc drive, itself, is responsible for space nmanagenent making it

I npossible for a requester or host to correlate a portion of data
witten on one disc drive with a location on another. Thus, the :
request er do®¥0 PH8sHot know t he address on a disc drive of ®&ciplusesipstat it
has witten, and it cannot cal culate a correspondi ng parity address.
This nmakes it very difficult, if not | npossi ble, to use conventi onal
XOR functions in an obj ect orientedi#-sc drive, as described above. 30

Therefore, the present invention provides a met hod referred to as
Define Parity G%{va%F5han¥§lven Friidkedagh €ath MCHIM 14i 5o bengex in a
set of disc spyasst amrosh seskexralp dripesi t \Raphmin. eachhdatat 866tor

acconpl i shes t ' . i i I d uffis6i s VWO
oy 1r8715307 V\Dst':éﬂld‘ﬁﬁ.thg betay .is Rdpt %.Pss E%TF%S%??%%} unit on.a
~42- - infornBtTOT (Fi¥Sanl Fhgnipfiovration stored sinhe rrray is- -
WiteCbject Hethbater)leavedoamongedatardiseetomna aseator levalt ithased XOR
command in a conyedd iZnNahedbi¥e1ay&RY- - It also causes -an object to be

created on each drive in _5 . se ich holds that particular drive's
1 r#%‘%@bﬁ‘%ﬁ' |%°Fg Fh%el f2kfoke 172

share- of parity data ™ |
known to each dr$tereddot hhe armawr asewedhtasdheo papdiyeor reduaddyt

information is ag@#£, Qb EPfead Fve2Ch1P®Gles in a group. Thus, there

10 is no single check drive. While fourth level RAID
allowed more than one read to be performed per group at
any given time, it was still limited to one write per
group since each write requires accessing the check
drive. Fifth level RAID distributes the data and check

is information per sector across all the drives, including

' the check drives. Therefore, fifth level RAID can
support multiple individual write operations per group.
Since the check information for each sequential location
is on a different drive in the group, ~the write

20 operations can be performed in parallel since there is
no need to sequentially access any one drive at a given
time. ' ' _

While the above discussion has provided an
overview of some of the main differences between the

25 different 1level RAID systems, a mwmore detailled

| " description of those differences along with illustrative
examples is provided in the article entitled "A CASE FOR
REDUNDANT ARRAYS OF INEXPENSIVE DISCS (RAID)", by

~ Patterson, Gibson, and Katz.

30 Because of the characteristic differences
between RAID 3 and RAID 4 and 5 type systems, the
different systems are particularly well suited to
different needs. The RAID 3 system has typically been
suitable for, and demonstrated superior performance in,



identifier to which it can address its request. 10 The Defi ne

parity Goup nethod is described in greater detail with respect to FIG

28. First, . equestor, or host, invokes the nethod ve in
- a parity gronb 9/$%|s is indicated by bl ock 420. In gTﬁ% 0 |%Loke

the nethod, the requestor provides a 15 nunber of things as fol | ows:

1. An ordered list of drives conprisingghe parity group. This can

include, illustratively, serial nunbers and addresses for each drive.

2. An al gorit hraxegdsiyBtémé Gitialh agepreqhire@to lexhikdt ai HRGR data

illustrati
et tve TR IED e « e 4 o, SRRLS et 11
parity dri veyRi@eddy deponarrate hé“BFHé?Ed HQ@WQ téFh dmﬁurrber

one above) and taﬁ&ary@ aftivh hireckusalras shidgh t AggPeégapar ihpudfpaepuen the
parity dri Ve-_?]("‘hdf ) daéﬁﬁcfa‘i‘:'l %1' V€ Sucﬂor%&'emgktgggoﬂgr 'éﬁé OQkE‘%

containing 't

e de

anount' of data |ﬁP‘H‘dpéF1| P‘}S’slﬁﬁﬁbéippllcaFP-PB&?‘at"f:\ffh§“ain|¥ UNEESUBETBt ocks.
|f parity data |s to 30 hethougk SRRIBelletrdl 08gHauttHdemspaceommonigh

drive, this

4. The parity o
nmet hod to updat ec@lizhlie fsohjRARD 1 sYEEERes IR Racfttlrﬁ“&gaﬁbj ste PBIBn

parity driveo

e F%g L& rkc%f t&-gﬁs%{:gf&ﬁaf 'Hptpqucaﬁk.t)ﬂgat igvr.}l.s noa)a

ent e

system is popular because it makes the most efficient
use of disc space and therefore requires less investment
in hardware. However, if the amount of primary data
lost exceeds the ability to recover data based on the

.reduhdancy data in a RAID 5 system, the primary data

15

20

25

30

cannot be reconstructed. As such, a RAID 5 system is
susceptible to complete data loss. _ .

By contrast, a .RAID 1 system is 1less
susceptlble to complete data . loss. because a complete
duplicate of the primary data is made on another drive
(i.e., the data is mirrored). Thus, if any or all of
the primary data is lost, the mirror data may be used to
fully reconstruct the primary data. However, a RAID 1
system can be cost prohibitive because it requires a
complete duplication of the disc drives.

The hybrid data reconstruction system of the
present invention provides both the cost advantage of a

ct
t he

RAID 5 system and the performance advantage of a RAID 1.

system. . The hybrid implementation is accomplished by -

applying a RAID 1 system to data that is determined to
be important or critical to the user, and applying one
of the other RAID techniques, for example RAID 5, to the
other mnon-critical data. Although the following
description illustrates this embodiment of the present
invention as a hybrid RAID 1/RAID 5 architecture, those
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- 43- determ ned as set out initemtwo above. It should al so be
noted that nultiple |l evel parity (such as two | evel parity) can be

i npl ement ed WR9%FY7.  Thus, each drive may have up to tPEI/USIS/2L080
objects. In one, illustrative 5 inplenentation, two well-known object |IDs
are all ocated and reserved by each drive, in case the drive is used in
a disc array having two-level parity. Th®8resence of a second parity
obj ect indicates t two-leyel parity . is being utilized. 10

5. The parity ost%‘tie‘?‘tedal I"S’caﬁ‘Sn Baki cYiil  regeanizey; thats \iader each
drive is to all antages mayarbey ifjadsredasby scompbinirmnt igiypoutwext ent of.
di sc space QfedudaRbg’ SORERES RRIAEI ENe GRIEF _M&ﬂ%@&uﬁé‘ th

obj ects. Thus, iJe.t rjty_opject and data object are shown in
FIGSs 26 and 27 %aggDCaﬁ[%ﬁ%t?s' %Fslgkglga?c&rcmte?ﬂfiéi sFPFIRRIRRRSY €Tonly. It
shoul d be ndt ed simmlicity ande pdidiustrabiont oslynt etheer skl Mintihgdat.a, it

can still baidueipthoaat fcuses on the hiBrid! SSANSE /RAlTD 5 '
I nvocati on of & }]F% 20 DefineParitygroup:mnmethod, the cont/rR(ﬁ conmponent
150 in each of _ &Fi'sc drives in the parity group cal cul ates a

percentage of its space rBgehrved the weat tiyppoxtant and Triticrli k@iteat ed by
et or i nod Roeq s LHe BARBET T o ey B e e 11 st
doter e pss ekl ble PUMIELL, S SRl ANSh TR B ekl 1S
drive nust all od& edsmEifvnhiabf frequepey eddtn. pdiigly frequenciodatai on. -
This anmount of spfexs 8ol detd ifHatd iw hBcessed HAGNIEE bakFDWIdIA ithwnobj ect
I D provided by tcn:%er data on the disc drive. Thbse skilled in the art. ‘
will recognize that the hybrid RAID technique of the
15 present invention has applicability to both block data
systems and object oriented data systems.: o
The most important and critical data may also
be designated by the user independent of how frequently
the data is accessed. For example, the user ‘may
20 designate a certain file name, a certain file type,‘a
certain directory, or a combination thereof as critical
data.- - This data may be flagged by correlating the
critical data to a block address as used in ~block
oriented data, or to an object type or object attribute
‘25 as used in object oriented data.
If the critical data is identified as a
function of how frequently the data is accessed either
drive controller 148, or disc drive array controller
602, or other suitable part of the computer system, may
30 be used to automatically log the number of times data
blocks or data objects are accessed. In this manner,
the number of times each data block or data object is
accessed will be collected and logged into preferably
non-volatile memory. Using this hystographical data,



30 requestor or host upon invocation of the nethod. This S
I ndi cat ed by bl ock 424. Each drive in the parity set or group

list - r et e information defining the parity group at
every tine tﬁ§5gﬁg%pdrive is powered up or reset, diﬁgﬁ?iggbg
PCT/ US981 21080 -44- It can verify that

the parity group has not been conprogpsed. Thus, the information is
stored in non- vol atile nmenory, as indicated by bl ock 426.

Havi ng thus ﬁrgaasdaabwéké yoﬁeaaﬁléuﬁcteb be ity \Rfoe stiedl bfaasev@_ hieg @ldrocat ed
space on eac [ /et re pakit j.8ects a
stored in a dat aéﬁar%i%'bjae%‘r%ﬁh%g% %re%}t%? eE(d ?rlgié's’ %é’r? ‘)béegu ptg%ﬁeéfd‘.éﬂl G 29
i s a bl ock BYERRBANPE| |aFSesst i HgrasHe upeRit BRgYef asdaga a RAIBbjlect,

and the correspopéthgigpslati ng. of tRepasté ymibropedect , aAll anderdaga With .
data e reoguespeihq itiesses dalbilend chresholq frequency B Fior<d V03,

t he: Wite ObpetRg mtRRP dos@i Be@raBobeCBRighR: ofAFFRrIANGLIYLS ther i ves

in the parity cgitigal data idelessbedisteptible to complete loss

because it is fully mirrored on another disc drive.

Caneréely, the non-critical data is backed up using a

10 more space efficient RAID technique, illustratively a

RAID 5 technique. This applies whether the critical

data is identified by virtue of flags assigned by the

user or by high frequency usage detected by the drive

_ controller 148 or an array controller 602.

i5 FIG. 34 illustrates a block diagram of a disc

drive arrxay 600 implementing hybrid data storage and

reconstruction in accordance with one aspect of the

present invention. . The disc drive array 600 includes an

array controller 602 connected. to an array of disc

20 drives 604, 606, 608, 610 and 612. @ Each drive

illustratively includes a drive controller 148 (not

shown in FIG. 34). The array controller 602 is also

connected to interconnect 122 as illustrated in FIGS. 1

and 25. In the specific implementation illustrated,

25 each disc drive 604, 606, 608, 610 and 612 includes a

critical data portion 614, a non-critical data portion

616, a mirrored location 618 and a parity location 620.

The space allocated for the mirror location

618 is preferably proportional to the critical data 614.

30 Similarly, the space provided for the parity location

620 on each disc is preferably proportional to parity

data which corresponds to the space occupied by non-

critical data 616. However, those skilled in the art

will recognize that the space allocated for mirror



illustrated in FIG s 25-27, requestor 116 invokes the Wite object

nmet hod on target drive 402. This is I ndi cated by arrow 428 in FIG

26 and bl ock 430 in FIG 29. In order to invoke this nethod,

requestor 1W® 920850pr ovi des, illustratively, an  obj ecPCT/UBBEMEPT | er

I dentifying the object to be updated, a partition ID, a starting

| ocati on of blocks to be witten within the obj ect, a nunber of bl ocks-.
to be witten within the obj ect, optéiben i nformation, and the data to

be witten. 25 Target drive 402 knqws tlhat ~servicing the Wite agbject -
method rmust i MO fdA iaﬁ’gjf BRrtyy LocAFiPRafREn ™Y bgsswdified with
t he obj ect bei ngdepatedied. off thgeballanaee bet wedf) D darfioamankiesaid @dohemyt has

stored the inforggdiQl by PhOVLEEd 38¢ agRerAlAd AL RaELL;eR of the
30 DefineParity, _ﬁ;u ne hgd i.n non-vol atil € n,er_mré., i o In
order to update I ﬁ%ﬁtﬁye ¥t FISHEVedn, the criticad: darR LU CEH@irsr ns a
nunber of st®ps.a Wladtively small msesatodbll dida space (@egspexd MBedEl ocation

in the target R agtva bdeSy : b 8w, to be
WD 99/ 18507 23 ver Gt e ééﬁéspﬁﬂ% *Ig’&Ci‘I'J/E.?J}%,ZlOB‘%‘a%aB

- 45- wri tt RCTPIIRae FFORPEEACPRLIK PR T AR #ds A3tk shrge-

i.ndi cat ed by bl odkcar3¥ingly, Fbecagse ablde aovewml U owm36.0f disc space

used for the mirror location 618 on each disc is

- 10 relatively small, the compromise between disc space and
performance is insubstantial.

FIG. 34 illustrates a hybrid RAID 1/RAID 5
drive array 600 in which primary data, mirror data and
parity data is distributed across all drives 604, 606,

15 608, 610 and 612 in the group. Therefore, drive 604
holds the mirror data for the critical data in drive
606. Drive 604 also contains parity data for the non-.
critical data in drive 606. Similar relationships exist
between drives 606/608, 608/610, 610/612, 612/604" as

20 illustrated. Each of the drives 604, 606, 608, 610 and
612 are connected to one another through a suitable
interface such as a Fibre Channel interface, or other
gserial interface.

The structure and operation of the individual

25 © disc drives 604-612 are substantially similar to the
drives illustrated in FIGS. 26 and 27. In particular,
the disc drives are similar with regard to the RAID
level 5 architecture but differ with regard to the RAID
level 1 architecture. Specifically, each of the discs

30 in each of the drives 604-612 includes a mirror location
618 in addition to a parity location 620 whereas the
drives illustrated in FIGS. 26 and 27 do not have mirror
locations. The structure and operation, however, is
substantially the same except as described herein.



and 438 in FIG 26. Next, target drive 402 XORs the old data

with 5 the new data to obtain internediate parity information. This is
i ndi cat ed by,_hl 440 in FIG 29. Target drive 402 provides the

i nt er nedi at ewgagrgllg 39 i nformati on at an output 442 in FI PCTRoS 2 |
target drive 402 wites the new data to the target location within the
target 10 obj ect 410, thus updating th% target object. This is

i ndicated by block 444 in FIG 29. Target drive 402 then,

itself, invokes another oneViif&y, 0, rﬁéfh rive 40

I dent i fyi ng the arit %b eci1 coé?%sd on cq)'nt%%hd%ér get ét 410 15

whi ch was | ust Lﬁﬁi’?ﬁ"g’& | IRAHS B3 I%Ehﬁmi"es 6|"-’|4= ELE 29 and

arrow 448 in Fl Go mnﬁatt@et newi dat403s elthé:rannzm&{o&'uldata bﬂ'ep%.%'iﬁ?'t

| ocation for thegay. tymgbjcgﬁn co‘ln oﬁT q.;s %}@ﬁ EQL - ;%
ocation fTr e

target dri ves 402: can cal cu omt rel sector
address 20 > of 99% %33 oc’r?‘tﬁf’ﬁ%? e‘ec’f’ iER| A% \PUERW . reqeived éﬂfpme
address is.divi aedticalhdatanidetectonr component he2par i tyiticalgaagp t o

provide the rel ddeddcaddeshgondnt RPUsbY the 1M0hAGy Abut BRLRAELLY drive
404. The parity et erm ne e a gorlthm Specified

dr
in the 25 mflﬁﬁéﬁfﬁpﬁ%ﬂ%h&t UseTOF @Fi3reigned kynhigh
constructs the \ine@picycdaretlog 6264 |Iﬁ/cd<€iagt (engt hdlock afdiieby drive

404 i denti fyg ng qaar bbyee@J Qelerdbirand san detect?eRPr BQV'@Eﬁi&gat hQEaW' thin . -

t hat obj ect usi | ati ve addres

n
exanpl e, in or dé%ttec?t(?é‘l E%ﬁ’attg’et freray compap t‘f??&’%eﬁ‘&ks?ﬁ Ct%eﬁaﬁ’/‘?y obj ect
on drive 404 tonsw data yidtedvrittegettarive AdLtiomtikse 4 £ol bawi ng

Equat i on: . mirrored at location 618. If no flag is detected, the
_ array command component 624 causes the new data to be
15 written to its destination and causes the associated

parity information to be written to parity location 620.
The high  frequency data log 626 may be
‘utilized .in order to log..the number of times a
particular data block or data object is accessed. If a
20 particular data block or data object has been accessed
above a threshold number of times, as may be defined by
‘the user, the high frequency data log 626 designates
that data block or data object as critical data for
‘detection by the critical data detector 622. If object
25 oriented data is utilized and one of the object
attributes already includes access frequency, the high
frequency data log 626 may be omitted. In addition, if
the critical data is designated as a function of
something other than the access frequency, the data log

30 626 may be omitted.
FIGS. 35 and 36 illustrate write operations
630 and 660 of the disc array 600 illustrated in FIG.
34. Specifically, FIG. 35 illustrates write operation
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PCTUS98/ 1080
Equati on 1.
where Bis the relative block in the

parity

5 obj ect; WO 99718507 Sis the relative sector address bepoyusss/atosen

at target drive 402; and Dis the nunber of drives in the-
parity group. In order to calculate the parity drive 10
address, target drive 402 can use -®6Re follow ng Equat i on:
Equation 2 P- Mod( SI D- when P

i s the displacefdt®t §9% PIerk I‘P%’tertﬁedlSda‘Eﬁl ged rz""ﬁst héepakllystrates

parity drive (theitesbperation 660 for object oriented data.

10

15

20

25

30

" With specific reference to FIG. 35, the write
operation 630 begins -at block 634, but the user may

' ‘predesignate a flag which is appended or prepended to

of the

the data and which identifies the data as critical data .

as in block 632.. Such a flag may be, but is not limited
to, a block address associated with data. If the user
predesignates a flag for critical data, the log step
illustrated in block 633 is skipped. If a flag is mnot
predesignated, the write operation 630 may bng.n with
the log step illustrated in block 633.

Assuming the flag is not predesignated, the
command component 624 of contxoller 602 reads and logs
the block address of the new data in log 626 as shown in
block 633. ' The number of times the block address is
accessed (i.e., frequency) is tracked and recorded in
log 626. If the number of access times (frequency)
exceeds a threshold value, that block address is flagged
as critical data. s

Upon receiving new data, <controller 600
examines log 626 and determines whether the block
address for which the new data is destined has been
flagged as critical, as reflected in block 636. If a
flag is detected as indicated by decision block 638, the
new data is treated as critical data and written to its
destination and to a mirror location 618 as reflected by
block 640. If a flag is not detected as indicated by
decision block 638, component 624 updates the frequency
value as indicated by block 639 and a RAID 5 routine is
implemented as indicated by blocks 642-650. Those
skilled in the art will recognize that other suitable
RAID or other redundancy routines may be utilized



used in calculating P nust exclude the address of target drive 402).

In response to this Wite Object nethod, parity drive 404 recognizes
t he command fo sgkgyte to 20 its parity. Obj ect and perfor necrhRedAbsd Y
oper at i ons. Such operations include reading the old parity data, as

I ndi cated by block 450 in FIG 29 and arrow 452 in FIG 27. Parlty

drive 404 then XORs the old parity _-gzdnformation with the
intermediate parity data from25 target drive 402. .This is indicated by .
bl ock 454 in irdi@dizag, anduby raotr oldmilSEd ante ,458AID F2 G X7. andThe

result of the B%mn\é%moperatlon I's updated parity . information
which is witten to the parlhyo ect of dISC 132. Th|S|S|nd|cated by
bl ock 460 in FIG 29 and 0§ KSsine, the old data at the

PCTr/ S9i 21 QO target location is read as J.ndlcaﬂﬁ'ed by blocka6raws 'ﬂﬁé and

464 |n FIG 27 e é%)‘. r 0] ta
FIG 30 is agrmrJi%?tagﬁ?qfseaué?r%??on of O%g%fatra.@:ﬁ ie h ko Pégg such as

those shown in Y, Block &441ancEhei Pl:‘ldor‘?@tisr?é"cthb? FA¥IBFesent
i nvention, ollamcaatub;neats B86luatvedeRed wilntbaheohepodatensesithtingi ng

a portion 502 cofy aifticithedihtbbphssty adkt L J3IRRN cBlted by block 646.
The intermediate parity data is then Exclusive ORed with
10 the old parity data resulting in new parity data as
indicated in block 648. The new parity data is then
written to the associated parity location 620 as
indicated by block 650. Whether the RAID 1 routine or
the RAID 5 routine is initiated pursuant to the decision
15 Dblock 638,- the new data is also written to the target
location as indicated by block 652. Upon writing the
new data to the target location, the write operation 630
is complete as indicated by block. 654. ,
| . ”Refer no'w' to FIG. 36 which illustrates a write
20 operation 660 for use with object oriented data. The
. write opei'ation 660 is initiated at block 662. The
criticality of a block can be predesignated based on
object type. For example, it may be desirable to mirror
directory information (such as POL 166), or any other
25 objects which define the structure of the storage device
or the data stored thereon (such as DCO 154, DAO 158, or
PCO 164), or any combination thereof, at all times.
Fﬁrther, certain objects can be predesignated as
critical by the user or other entity, on an object-by-
30 object basis using the 0ID, £file name, or some other
attribute. Thus, command component 624 receives and
examines the object to determine whether criticality is
predesignated. This is indicated by blocks 664 and 666.
Such a predesignation is illustratively stored in memory



data portions 504, 506, and 508, each with an associ ated error '
correction code portion 510, 512 and 514, 10 respectively. Wiile the error

correction code portions 510, 512 and 514 are shown adjacent the: .
correspondi nYO9918%9at a portions, they need not be recorded eé¢n/usasayoson t he
di sc, but. are shown this way for expedience. Thus, in accordance wth
one preferred enbodi nent, each of the 15 data portions (and indeed
possibly the attributes portion) of-6ébj ect 500 is used to generate
error correctlon code ( i nformati on in a known manner. Thi s .

i nformation can B& (ST ?/HS’F r@%%h ng Backrikicalityoipeddatiasted uaer data,
to determ ne \Ahetlnelncanedmdemsmatblmsaana—.}m;aeerdﬁas is whdec€gependi ng

on the code ¢3ed) rLec 54,0 o]
preferred enbodi me%ﬁt mt:.ié:;fg%@%fu%s?? %Slénéregr%%aﬁf %HOC}: HO g ?2 ed

Sol omon code. HoWwevaF® Gi5t @85 dgdicate §82e generate t he
ECC i nf or mat-iSon. 25 If pretdeq:ugmaltedl emtlicalles;y it AoseaéBEctEd

render ed unr eadahlhecaded i dabibA oo e o%%%ﬁéﬁtbélz& b "Enen
operating syste this_can er _subst.anti al r}/ _entirr
unr eadabi e. For @?&ﬁﬁf“&“ef‘ fw}’teﬁz‘e §’1388'1: bei %%ES?’%P“?H@ ﬁﬁ%ﬂ%‘ﬁ‘%n boot

record, the FAT based aon the Gﬁl’equsmcirdlm&cht owlyidiecdte iunr 2edassed. thi s

can cause a | oss Compoﬁénemlabeélemtéﬂ geéléan{ﬁl%sﬁlgﬂ@z%&h%n gO%A( tional
operating Sy ey % /S kﬁ \é 0 re%g §r t he na abl e data
in the face of |0SPng SUCVFIJK V * ﬁ?&‘ HegRneht Cdt &nd ®Rr ef oze,

i n accordance wi PFsegaated frequency value indicative of the access
frequency. This is indicated by block 669. If the
object is critical based on frequency (in that its
associated frequency value exceeds a predefined or

15 adaptively adjusted threshold), component 624 mirrors
the data as indicated by block 670. o
If the object is not critical based on
frequency, component 624 logs the OID in log 626 - (if it
is a new object) and updates the associated frequency
20 value. This is indicated by block 671. 'Thé:data is
then stored according to a RAID 2, 3, 4, or &
implementation or other redundancy scheme..
With a RAID 5 implementation, the old data at
the target location is read as indicated by block 672.
25 The old parity data at the parity location is then read
as indicated by block 674. The old data at the target
location is Exclusive ORed with the new data resulting
in intermediate parity data as indicated in block 676.
The intermediate parity data is Exclusive ORed with the
30 old parity data resulting in new parity data as
indicated in block 678. The new pafity'data is written
to the parity location as indicated by block 680 and
illustrated in FIG. 34. Whether or not criticality is
detected in decision block 668, the new data is written
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- 48- aspect of the present invention, the object oriented dat a
organi zation isc drive makes the . disc drive resp

mai nt ai ni ng bgglgg)?fs ?e system structures that were for rre???/"?%azz @@rral n
of the operating system 5 I n accordance W|th one aspect of the~ present
I nventi on, a redundant copy of the esggntl file systemdata is
stored with each data bl ock, or data port inits associ ated ECC

portion. S ncetEhEtl'EpCtQP%éé Oﬂéf%um as %ﬁ&‘% %Orlﬁ%cgp kggedi 5¢,

enbeddlngtheflle sr\; ormation in rtion of dat a
obj ect does" HRging Ce PG PR B t&séxiectéb%&ﬂtt Jocatinn . wihe

FIG 31 is a bl owklueagpemtidmsaemtnmg:dn@sWete asf ihdieysé@nbiynbbekt i on is
conbi ned wi th, ogggnbedded - in, ECC information prior to recording the
i nformati-on 15 .on the disc 31 and 32 _also illustrate how the
file systemPnformation i st ﬁ@ﬂuggseﬂlﬁ%bﬁeﬁﬂﬁ%‘%m the steps meteo¥st em
data i n accordanés WEG$.0n35 aspdct3sofcamebe carxpriesentuti neantd odriveFl G 31

shows encoder 51@ontECBier 149%@1%&1%?%?%9{@ &R @b&guahsag di sc
132 and 20 read/wr| %ﬁ?cw generator ecoder

and Excl usi ve ORS8f ’)T;té'?fﬁaydtbﬁ rRtERF ldl’r'a‘tve' andehhgqdpt816, ECC
generator 518, Eisl uSlhﬁ@ C]?:cmmmunated te2 0, thie c ogppr&ddi atteCC dedeeat or

522 and Exchusi VeoRBrollers 't'bCHétwﬁ%Q:e%aBnatlﬂe Qﬁpkgﬁkﬁﬁé‘tﬂﬂé hi gucontrol

25 t 1 t he di d or
separ ;'? gF gnen 2hal’ dalt, @é‘?’ élﬁ%/gél §°Fﬁt?’§i“ f)’F%CBESd R‘EPVe‘rﬂ,"tﬂieWJ'ETG

froma host, a requponenrtsr6a2{§3ée. sefher progassing 586substantially
' ' identical to that shown in' FIGS. 35 and 36.

It should also be noted that the frequency

15 value can be predesignated as a raw number or as a

variable based on drive use. For example, the threshold

can be set as a percentage of total drive accesses and

can be adaptively updated with each access (i.e., with

: each read or. write operation). Further, multiple

20 thresholds can be used, one for each object type or
group of object types, for example. - Other adaptive
techniques can also be used. - If the threshold is
adaptively set, the frequency value for each block or
object must be updated with each access.

25 In addition, advantages of the present
invention can be obtained using a redundancy scheme to
store critical data while simply using a direct encoding
scheme to store the remaining data. By direct encoding
scheme, it is meant that encoded data is simply stored

30 on a disc drive and is not augmented with redundancy
data. Therefore, the critical data can be mirrored orx
stored according to any other redundancy scheme, while
the non-critical data is simply stored, in an encoded
form, as a single instance. 1In such a case, and again



encodes the data according to a predeterm ned coding 30 algorithm
typically inplenented to decrease error rate. The encoded user data is
t hen provided to ECC generat or 518. ECC generator 518 generates ECC

i nformati on Maswedsso? on the encoded user data, in a knownporossiioséhe ECC
I nformati on generated will depend on the particular type - MO

99/ 18507 PCTf US98/ 21008

- 49- of error correction coding sclEgre used. The ECC

information is, in turn, provided to Exclusive OR ~circuit 520. The file
system data i s &eferpiog HedFI®- 34, he ponveriticakidatsd 6165kas ac | nput
'521i t! n th]ge &rﬁﬁ@@ﬂﬂﬂﬁ@ba@ﬁﬂt@?&?@&thdﬁédﬂlﬁpa%ltyti@ciﬁi& %yz%hem data
is location in [ [ v acat bon_at ic e user
data is wri tteno%’[r@di He Hpace C%%‘%t“k“ed %ﬁ%ﬁ(ﬁ . ﬁc?ﬁ%%b?zeag{}%?‘il Ated
syst em descri bed4igvavailabke&q gearerdditiionedt Pohtier) datsayt menohj ect
ibdfant ifier JTs‘F]J \Mﬁiaﬂqadeah:ta%.es::t Jﬂedﬂhﬁﬂfﬁ-a&d\ﬁ%&ﬂ%é@naiﬁg dat@he -~ -
el ongs. e tjQn orgyal.i also .i.n es i tive position
i nformation whic I%'ﬁ:a'e"'lrii"t&i P?{é%' t}%ﬁtﬂ%g}gl‘ al |%é’r§%§:ﬂt i Jdrﬁv%l?tjt?e%%éﬂsns%gi ated
data portion w t9a%Fied qufe uaiast itWce XA redupdangyt sehepesEx@Pusi ve OR
15 circuit 520 wdlls @ ovhdeditrbetE@ncodiagnaichemew t hrd hehat case,

highly critical information can be stored according to
10 a highly' zredundant redundancy scheme, moderately
critical data can be stored according to a less
redundant redundancy scheme, and non-critical data can

be stored according to the direct encoding scheme.
It should also be noted that the term "array"
15 is contemplated to mean a collection of disc drives

stored in locations which are .geographically. remote from
_ohe another, such as in different xooms, different
buildings, or locations separated by a great distance.

As can be seen from the foregoing, the hybrid

20 access operations 630 and 660 illustrated in FIGS? '35
and 36, in addition to the hybrid array architecture 600
illustrated in FIG. 34, provide the cost advantage of a
RAID 5 system and the reliability advantage of a RAID 1
system. '

25 One embodiment of ‘the present invention is-a
disc drive array 600, compfising a plurality of disc
drives 604-612 and at least one controller 602, operably
coupled to the plurality of disc drives -604-6i2,
configured to receive data and store a first portion of

30 the data on the disc drives 604-612 according to a first
redundancy scheme and to store a second portion of the
data on the disc drives according to a second redundancy
scheme. The first redundancy scheme preferably provides



| ocated i nformati on enbedded (or seeded) therein. This information is
provided to read/wite circuitry 406 and Is witten to disc 132, as the
associ at ed for the data portion containing oded user
data 20 prg\%g %y encoder 516. When readi né’%ﬁ’gg mgs%

I nformation back fromdisc 132 (in order to acconplish a norial read
operation) the control conponent 15(& executes the Read bject funct I on.
by providing the expected |ocation i nforfation to an 25 Excl usive
circuit and Byl yplatt exORigaE eéhabf redrHHdIRT RN el hpse'ég%

I nformati on (whi ctaué% nt ai ns lg enbedded | ocation information

out put of the GPGYi 9E" B rircuit yiel ds the ECC infornation
associated with the userTheafirstepogticnaf dataThnsl@des inedvmdanicgn i s

Er ovided to an laa&agw&%at 95, d:.f\%éféht téxatndehsrfriio@@ hihﬁf o%nﬁg%f or Sd o
ave occurr a e encoage user at a
is pr o? de %%gedgg%%% iﬁcléit he %?I?afd"rguﬁggeg?n?%?’ﬁ%ﬁ e

presented to theortdeastafi dataysand the credundanme data on. V@egﬂ/l38507

PCcT/ US9821080 drives 604-612 _accord:.ng to the ikt redundaﬁ’@ﬁlgdh%ﬁe control

conponent 150 nmay attenpt I d and carrect .the error
dependi ng upon the parti Cafse con ll%r 602 is coh %1gured to store %he

second portion of data on a first drive or set of drives
10 . of the plurality of disc drives and to mirror the first
portion of data on a second drive or set of drives of
the plurality of disc drives 604-612.
The first portion of data may cbmprise data

The

which is accessed more frequently than the first portion
is of data, such as metadata. _ _

The controller 602 may be configured to store
the first and second portions of data as objects in a
structural arrangement and the first portion of data may
comprise a. structural..object . including information

20 :Lndlcat:.ve of the structural arrangement.

In this context, the .controller 602 may be
configured to store the objects in partitions and the
structural object may comprise a device control object,
a device association object, a partition control object,

25 or a partition object list.

The first and second portions of the data wmay
be stored as objects, each object including attributes,
wherein the second portion of data comprises attributes.

The first redundancy scheme wmay be RAID level

30 2, 3, 4 or 5 and the second redundancy scheme may be
RAID level one.

The controller 602 may be cohfigured to

determine how frequency data is accessed and divides the



error coding schene used. Al ternatively, . control conponent 150
may sinply provide an error flag 5 indicating that the data contains
one or nore uncorrectabl e errors. However, where the -
system i nf or nmOPwI8s¢71 n t he exanpl e illustrated-the | ocadrorses21080

I nformati on) has been | ost, control conponent 150 operates i-n a
different 10 nmanner. Control conponent 150 causes the data on disc ;
132 to be read. This is indicated by bl ocds528 in FIG 32. The encoded
user data is provided to decoder 524 and to -ECC generator 522. It .
shoul d be noted fR&e Kt the Finet and seoonthPEGgendegest Glthoan be
the same 15 gengra@entlyvith 1&paaaa§geae mul tiplexing circuitry

However, for the sake.of r th re IIustra i.n FIG, 1 as
separate conponents. Dt & % P& &F n’gf? §3ﬁer6z9t2e§“aé'ccp
information |  BaBEigurrsh thetexeotbe t_ @ada sgsondddata aportidm®mck 20

530 in FI'G 532. as akuescumhawﬁglmdcaaﬁéev&ﬂ@nhﬂes andoe HgheR €RR Circuit

526. The ECC i nf QF@%& 556(‘&’!1'1109 1ch §c££' rOVI %%gd Log@t 'Phe

information) is & rom TIusiVe OR
circuit 526. DERPE-i s i ndi cated by bl ock 532. As with ECC generator 25
522, Exclusive OR circuit XdifereativBRysartheascbuetoElee 602 Gragi nsalit 520,

vith appropriate %H'f&%&%&%'é@ s‘EJr%UEEX first '%\%‘&e\éﬁéonﬁoﬁaﬁgepé%forgé

clarity, the two circ S are separ

Excl usi ve ORi%hg BfeCRIgSHshf Sﬁﬁht‘?lﬁr?cﬁOhaﬁ’tﬁ/F"&e%?%ﬁF’E@Gdg@Hé?EFO‘FYEEZ with
t he ECC i nf or mat iand configmieai sonditide ahiecddes bammierothenfbrantamd, the

Eec | Infor matiaRohd AL dditlicha! Bakds!ciPlet OB1ELECH bea 20 will
cancel each other out, resu ting 1nh an oute 8 Si y_the location
information. This is indic ee ag? may be . divided between the fJ.rst: and

second data portions based on a user input.

15 Each disc drive 604-612 may include a drive
controller 148 wherein the controller 602 includes one
or more of the drive controllers 148. )

A host controller may be coupled to the drive
controllers 148 and the controller 602 may be the host

20 controller. "

In another embodiment: of the present invention

. a disc drive array 600 includes an array of disc drives

604-612; and array controller means 602 for selectively
mirroring data among the disc drives 604-612.

25 In yet another embodiment of the present
invention, a method of storing data on a disc, in a disc
drive, includes storing a first portion of the data
according to a first redundancy scheme; and storing a
second portion of the data according to a second

30 redundancy scheme, different from the first redundancy
scheme. )

The method may include determining whether the
data is in the first or second portion based on a user



WD 99118507 PCT/ US9S/ 21080

-51- bl ock 534. This information can be used in conjunction wth
the user dat gygdshpsty by decoder 524 to reconstruct the i ﬁ’ @‘)ﬁfﬂ
i nformation which has been lost. This is indicated by bloCks and
538. For exanple, the 5 object directory can now be reconstructéd using
t he | ocation information retrieved frg@.the disc, and associ at ed
with the user data also read fromthe disc. I n accordance

wi th anot her aspdapubti based, foir examplencerd ifrequdneyE@Tthnihicht tioa
generated by ECCqlla 98NSEalfied SUk wla B cHARERT s2cknbYaatlhl!i2ing  a

pseudor andom (or pseudonol se gener at.or di agr am

il lustrating such an enbodfhedt BCnffpernd ers&fmlihé:a}factenﬁ"?ﬁovﬁp?‘ﬂﬂ G 33
are sinmlar to thomershswrcharadterfils€icsl, andd adwrdiagesar by muabbowsl.

The bl ock 155 di @%amlahe§ta@f:ﬁg preddidt i a?ﬁemﬁbﬂtﬁévélb@%trﬁgghafé:}‘th - the

sane as that shown ver,, |nf sioply.

the | ocation inféd °§?9‘P1ﬁﬂ|t asoription, E?@Ieﬁg?’v’ew cFet t he
| ocation infor rrau:trmnstsucturajsad funceioh off aamldmuamﬂimdigmsabédthg

pseudonoi se 20 ;eRNh-gaRer 2hek %‘i%cloyﬂﬁ.lé 1@%11‘2@:‘&'1%”‘29{1@3“%' S
provi ded at an input 542 fo PNI"%énerator 540. pon the seed

val ue, PN gener atteTg%8 PaRhHarEdeAn det%’c&plﬁslfﬁ‘ﬂ\ﬁl&é’d 1?0“‘3(%?@5?&& t
521, which (19 Exeltusictere and arrangement of parts within the principles

of the present invention to the full extent indicated by
the broad general meaning of the ‘terms in which the
. appended claims .'are expressed. For example, the
particular elements may vary depending on the particular
15 interface methods, r'edundancy. scheme or error detection
or correction scheme ' used while maintaining
substantially the same funct:.onallty wa.t:hout depart:.ng

from the scope and sp:l.r:.t of the present 1nvent:.on

20



ORed with the ECC i nformtw generator 25 518, which is

recorded on disc 132 al ong ﬂmgmum,'"mrlnﬁgfga??gﬁd?g ;s?rtﬂgt ?ocat Con -

In order to reconstruct the
i nf or mati on) W& oded user dat i rread from di sc 13PCIA$9§:21080 ded

to ECC 30 generator 522 which generates ECC information and - provides
it to Exclusive OR circuit 526. The ECC I nformati on containing the
enbedded pseudorandom val ue is also read fromdisc 132 and provided to
Excl usi ve OR circuit 526. The output of Exclusive OR circuit 526

WO 99/ 18507 WHAT IS CLAIMED IS: PCTI US98/ 21080

-52- yi el ds 1t.he random dbddlAriiieC Brbag, besipsieaagd with the

| ocation information. This, \B.[a%'tgr gftg égv&\rse PN generator 544
whi ch reverses the random z | on ce ovided by PN gener at or 540,
and provides, ‘at its 5 o®%f ;5‘03353'46>net ﬁ@nf-tfé fmyn apefrebiyt fonpieddteal ue.
As W th the enbodi ment showhd plok& it oft hiScldtfﬁf‘e@tbeﬂfl réén be

used along with the decoded usgr o 43l %gwg%gg coder o]
reconstruct the file system st ruct ur g I Nt or mat’l ons rch ﬁ/as %%i ously
| ost . portion of the data on the disc drlves

according to a first redundancy scheme
and to store a second portion of the
data on the disc drives according to a
second redundancy scheme.
2, The disc drive array of claim 1 wherein the
first redundancy scheme provides 'a greater degree of
redundancy than the second redundancy scheme. |
3. The disc drive array of claim 2 wherein the
first portion of data includes redundancy data which is
different than the first portion of data and wherein the
controller is cdnfigured‘to'store the first portion of
data and the redundancy data on the disc drlves
according to the first redundancy scheme.
4. The disc drive array of claim 3 wherein the
controller is configured to store the second portion of
data on a first set of the plurality of disc drives and
to mirror the first portion of data on a second set of
the plurality of disc drives. '
S. The disc drive array of claim 4 wherein the
controller is configured to store the second portion of
data on a first of the plurality of disc drives and to
mirror the first poﬁtioh of data on a second of the
plurality of disc drives.
6. The disc drive array of claim 2 wherein the
first portion of data comprises'data which is accessed
more frequently than the second portion of data.



10 XOR gat es 20 and 526 described herein are

illustratively byte vmdeX ull ll "fml“ma i ndi vi dual ~ bits within
the data byt ggg g%@, Thus, q is really e%glp{]#ga?ldsxl dual

XOR gates to pr e an el ght b byt & XOR functi on. ]

al t hough the 15 I nvention as descri-bed herein refers to XOR gates, any
suitable Galois field manipulation (or adgltlon) or ot her suitable -
mani pul ati on, over the field that the error correction and detection
codes are based s CORS Qﬁ_r fragl Q,ft fg:q SGORE i Vent i on,
and 20 could be inplenented b |IIe ar . "H'Ierteqen the Al so,

in one preferred®8fbb 18 Wﬁ@ﬂef‘atﬁ?mﬁfot]?% %’e"s%‘?l% feFQpcat er
detail in U S  porPimmtof Nakbeas Ghjdct5in at stréceursll wfrarmdement ssued

February 10, 199§naTh@;eraahemhge%qggéesp&a&enﬁa £5coa§rk39¥gn% 33

regi ster cel.ls, V\gth | nput s .and % connecte oql ¢ bl ock.
The register cel PEFAPE b:’ecl‘:bl;'t tdoked i aataveaRE: cl ock
as the data tbyte’srudmagemmentsufflm ent to hold an object
identifier and rglative |0ﬂ?é'cﬁr!sd rﬁﬁvaataﬁayo ofIR1A Y wr{e%lrmxfes §32
' ocation

bits) long, but can_e he ex ded ' acconnDdat
i nformati on or ofRBFF ‘?ﬁr%‘y 18 §§§Eé9?ﬁr?‘§fd"r‘?m ftore Fﬁ?ge‘? 3? our
byt es. The pagehbicnwramd s@xenellus'sta‘ucmrg:l colo ed th scampsheasa arexyi St er

cell which is usgfl $Q@ehAak ¢opRtdPBY;RER! MRIdRA JaaYs88ciation oﬁ%c%gl 18507

PCT/ US9812080 a partition control object and a partition object list.

9. The disc drive arfay of claim 2 wherein first
and second portions of the data are stored as objects,
each object including attr:.butes, and wherein the second
portion of data comprises attributes.
10. A method of storing data on a disc, in a disc
drive, comprising steps of:
(a) storing a first bor‘tion_l of the data
according to a first reduhdancy scheme;
and , o .

(b) storing ‘a _s’ecdnd portion of the data
accoi'ding to a second redundancy scheme,
different from the first redundancy
scheme. '

11. A disc drive 'array, comprising:

a plurality of disc drives;

at least one controller, operably coupled to
the plurality of disc drives, configured
to zreceive data and store a first
portion of the data on the disc drives
according to a first redundancy scheme
and to store a second portion of the
data on the disc drives according to a
direct encoding scheme.



- 53- a value of zero will not produce all zeros at the output of

PN generator 540. There is no reason that this extra cell nust be
included in PN generator 540 if used solely for the purpose of seeding -
the file syswomiig®drmation 5 wth ECC i nformati on. HowevercT/usosgmaer at or
540 i s used to random ze data for g ot her reason (i.e., error
tol erance) the extra cell should be included so that an all zero input
will provide a non-zero output. Data is clocked illustratively by a
clock at a rate once every 10 eight data bits (i.ei, once every byte).
In the illustrative embodi ment, generator 540 conprises ‘a plurality of
flip flops which operate in accordance with Equati ons ‘3 :and 4 bel ow,
where B .. represents the input to a flip flop:.and A.represents the 15
out put froma flrp flop. _ _ . e e _
Equation 3 ' [err] D ' for | =0.to
24; and : L S o froirn <Equation 4 '
Blerr]- A[err]XCR [err] 20 for .= 25- 32 ‘M= (I + 8) Mdulo
33 : It should be goted that ge, erator 540 is B
|Ilustrat|vely equi val ert to a bwnary’ feedbac shi ft ~ register based on
the primtive polynomal {[err] + terr] + 1, \\\_“ P
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25 and shifted eight tinmes per clock. The | ogi ¢ bl ock driving the
inputs to the register cells represents the result of these eight
shifts.  Fromyoldoggsanal ogy, it is ~clear that the sequenggrpboddbdhs
provi ded at the out put - of generat /2'%10 irl lustrative repeats_every
[err] 130 bytes. WO 99/ 1850

PCT/ US98/ 21080 - 54- Thus, it
can be seen that the present i nvention provides significant advantages
over prior systens. The present invention allows user data to be

read even in the face of a loss of critical file system 5 i nformation,
such as file systemstructure data. The - present invention enbeds the .
file systeminformation (such as file systemstructure information)-in
t he ECC informati on corresponding to data portions of an object.

The file systeminformation can .then be read sinply by 10 readi ng the
data on the disc and reversing the enbeddi ng process, and the file
system i nforrrat?»i_on can thus be c_‘§ -~ reconstructed. «wee i FIGS,
34-36 illustrate alternative wite operation in accordance with
presep ention, in which the drive

array is

116

INTERFACE

METHOD 0
. .
‘®

METHOD N
122

128
 INTERCONNECT {~-——={  REQUESTER

roan

/11 0
STORAGE
DEVICE

FIG. 2
130
/ REQUEST
FIG. 3—1



i npl emented as a hybrid RAID architecture. As nentioned previ ously,
data .stored in a disc drive array is often much nore val uabl e than the
disc drive itself. Accordingly, a redundant array of inexpensive discs*
20 (RAID) ™Wo9res ded to store redundant or parity data i rcT/uses/zaskdi ti on
to the primary data in order to recon$tg§ct t he primary data if it
becones corrupt or otherw se 4 cessible. Several types of RAID
systens or RAID - |levels are known. 25 First | evel RAID
(RAID level 1) IS characterized by providing mrrored disc drives.
-In first level RAID all drives in the array. are

duplicated. Thus, should one disc drive fail, the information is
not | ost since that exact information is 30 mrrored on another disc
drive. This is a very expensive option for inplenenting a disc -
drive array because of the duplicity of hardware. Second
| evel RAID includes a Hanm ng Code for 4r correction. I'n second

| evel RAI D, |§5b|2: WO - o

PCT/ US98/ 21

across the drives of an array and
correct a single error: Thi s
directed to

155- i nter| eaved
es are added to detect and
hntage that if aread is

sggvnlgcés le—=] INTERCONNECT l=—=] REQUESTER
N0 S22 | 116
FIG. 5
\\\5______—_‘///
REQUEST CONTROL |
COMPONENT [~ COMPONENT [~ DISCS
152 150
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only a small anmount of data, a full sector fromeach of 5 the
bit-interleaved drives in the group nust still be read. Also, witing
of a single i i, | involves a read-nmodi fy-wite cycle on all of
the drives i %%’éﬁgd‘, gr oup. Third | evel” F!AI"Iff"(‘ésgs’m’Jm
characterized by having a 10 singl e4¢f88k drivve per group of drives. . In
third | evel RAID, the extra check drives used in second |evel RAID"
for storing error correction code information are el i m nated. Rather,
as the data is being stored to the disc array, ECC information is
appended to the data. 15 Also, a single disc drive is used to store.

r edundant data corresponding to the data stored in the array.

When reading information fromthe array, the ECC information is used
to determ ne whether an error has - - occurred, and whlQD drive contains
the error. Then, 20 the information on the failed driye is reconstructed
by calculating the parity of the remining good drfives and’

conmparing the parigigff ape remai ni ng good. drives and conpari ng
bit-by-bit to the ‘ty'informati on that was calfcul ated for the
original full group of data and that 25 s sto 35 t he redundant or
parity disc driVvet0 : Four,ﬂ‘ﬁaﬁhu RAI D i's characterized by

bei ng arranged~go that it provigdés—Epr—rggependent reads and
wites. In second an hird | evel RAEP |nple.rﬁ??‘\sns,' “'155fornation
stored in the array is read aq/fgé all of 30 the W™ivessin the group.

Thus, any read or wite ggeration to ong drive in thg group f*@fires
readi ng or witing all g/iv in the grpup. FQu® “;“— RA
i mproves perforngg_e of spel}) tyansfers by _p ;;'ding s ability to do
more than one |/ peragronfpef group @L =N V) g
o ! 140 ' =§Q < 4 102
— L1136
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25 different level RAID systens, a nore detailed description of

those differences along with illustrative exanples is provided in the
article enti tweebisdp7CASE FOR REDUNDANT ARRAYS OF | NEXPEN@HMsobhaseS
(RAID)", by Patterson, G bson, andﬁga Because of the
characteristic differences - betwee® D 3 and RAID 4 and 5 type
systens, the different systens are particularly well suited to
different needs. The RAID 3 system has typically been suitable for, and
denonstrat ed superior performnce i n, WO 99/ 18507
PCTUS98/ 210080 -57- array systens whi ch
are required FiGexhybif] a high data - transfer rate. RAID 4 and 5 :
systens, on the other hand, typically denmpnstrate superior per f or mance
in disc arrays which are used in high ut/output 5 (1o
appl i cations. Such inplenentations are often founfl in business
applications or with many UNI X useti’? ' Al t hough RAID level 5
is the nost conmonly “used s for tfansactional ppplicatjot8Q it is
not as reliable as a RAILD ¥ system |In|particular, Yhe RALLO 5 10
systemis popul ar becau es the nost effi CI e as ¢f di sc space
and therefore requires-| €ss]rnvest peh?2- in har RN ~ 1f the
anount of primary data /E ' ATTRIBUTES
REQUESTER INVOKES
GET_DCO_ATTRIBUTES
- 182
174 ‘ - NO OBJECTS IN
' _ SELECTED PARTITION
\ REWRN DCO | -OFINTEREST_,-
ATTRIBUTES , _ ?. ) |
' . S Yi 184
173 . ‘ . L T(EES /
N REQUESTER INVOKES 7| REQUESTER INVOKES
_ | SELECTED PARTITION
175 ) { ._ . _
AN T
~ ATTRIBUTES
176 }
AN SELECT
PARTITION o
178 ‘
\ REQUESTER INVOKES
GET_PCO_ATTRIBUTES




| ost exceeds the ability to recover data based on the

ina RAID5 system the primary data 15
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contrast,
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| oss because a conpl ete
anot her drive 20
the primary data is |ost,
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skilled in the art w
obt ai ned by conbi ni ng
architecture with

pur poses of W89%1&ph,

description focuses on the hybrid RAIQ(@GRAID 5
i nportant and critica

Because t he npst
nost frequently acces
critical data is

refers to data that
the disc drive.

bot h bl ock data
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i ndependent of how fr
user may 20
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Il recognize t
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licity and i

sed data, 10

hat sim | ar
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techni que. -

dat a
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is often the -

an efficient technique in identifying
to identify high frequency data. Hi gh frequency data

i s accessed significantly nore than
Those skilled in the art
hybrid RAID techni que of the 15 present

wi |

systens and object oriented data systens.

d critical dat

equent |y

a may al so

the data is accessed. (
designate a certain-file name, a certain file type,/ a
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tical

e
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dat a.

ot her
recogni ze that the
invention has applicability to.

data on

he user
t he

Thi s

data to a bl ock

bl ock ori.ented dat 0 an object type or object
attribute 25 as used i i 8@6ed dat a. +f 18
critical data is identif function of how f t he data
is accessed eit g drive controller 148, eopodisc driveg array
controller 6 or othel sujitable part of tke conputer! system may.30
be used to automati ol Ig¥m “uﬁﬁgUTber of tines aaia mm&&SO' dat a
obj ects are accessed. {ﬁ%ﬁqﬁ%%t%\e‘ t he nunber %gs;ﬁé?ﬂﬁﬂ gq? dat a
bl ock or data object |i - ssefl will be collecpg g@ nto
f bl ' - _
preterably 210 - { 222 | }
N N[5 ATTRIGUTE OF
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non-vol atile nmenory. Using this hystographical data, WO 99/ 18507

PCr TUS9s1 21380 -59- data bl ocks or data
obj ects bei ng accessed above, for exanple, a threshold frequency (i.e., -
above a thre¥bPu8507 nunber of access tines), are stored uPCHAses/ARedoD 1
technique (i.e., they are mrrored). Q's' other data 5 being accessed-
bel ow t he threshold frequency is-storgé _ using a RAID 2, 3, 4 or 5

techni que. Accordingly, the critical data is |less susceptible to
conpl ete | oss . because it is fully mrrored on another disc drive.
Conversely, the non-critical data is backed up using a 10 nore space
efficient RAID technique, illustratively a RAID 5 technique. This
appl i es whether the critical data is identified by virtue of flags
assigned by the user or by high frequency usage detected by the drive
controller 148 or an array controller 602. 15 FIG 34
illustrates a bl ock diagramof a disc drive array 600 inplenenting
hybrid dat afF§®r aqeQand reconstructi onfFi,actqrdance with one aspect
of the present 1 nventiqn e diggodrive array 600 in des ap 228
array controller 602 con_ an array of disc 20 04, 606,
608, 610 and ﬁ . -Eac drive - iIIustzrz%ti vely incldydes a .drive
controller 148 ( Lo :
REQUESTER INVOKES \ REQUESTER INVOKES
WRITE_OBJECTX OPEN_READ_ONLY_OBJECTX
244 P 232 !
N MODIFY OBJECTX N OBJECT IN
DATA USE
246 ! 234 !
N NODIFY NECESSARY | \ e
ATTRIBUTES OF OBJECTX OBJECTX
248 , # 236 ‘
ATIRIBUTES OF _ LENGTH OF OBJECTX
OTHER OBJECTS | '
= ! | &m 238
N rerurn st .

252



shown in FIG 34). The array controller 602 is also connected to

i nterconnect 122 as illustrated in FIGS. 1 and 25. In the specific
i npl enent at i j trated, 25 each disc drive 604, 606, 6Q3, 612

. includes a %dﬂéﬁd?i cal data portion 614, a non-critical dg%g"g%gg?fogﬁ
616, a mTrrored location 618 and a pat®f26l ocati on 620. i The
space allocated for the mrror |ocation 618 is preferably proportional .
tothe critical data 614. 30 Simlarly, the space provided for the parity
| ocati on 620 on each disc is preferably proportional to parity .
data which corresponds to the space occupi ed by non- critical data
616. However, those skilled in the art w Il recognize that the space
allocated for mrror WO 99/ 18507 . S
PCT/ US98/ 21380 -60- | ocation 618 and. .
parity |location 620 nmay be nodified dependi ng on the bal ance between
per f or mance e ony desired by th er of9r the particular . '
appl i cati on.Fng' iﬁll ustratively : hawever, F.t' cﬂi:g

i cal data 614 6ccupies 5
: Zﬁ% ve)

a relatively small e, i di 4'space'(e.g.',- 20 MB of
and the correspondirg—s—++0r | ocation 618 occupi es \a— tionally
~smal | anou2f6 of di sc space. - Accordi ngl y,26%cause the oyerall -amount of

di sc space . — . : -
AN REQUESTER INVOKES AN . REQUESTER INVOKES
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ED s N e s |
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used for the mrror |ocation 618 on each disc is 10
conprom se between di sc space and
FIG 34 illustrates a hybrid RAID 1/RAID 5
pri mary dat aywomonsser data and
drives 604, 606, 15

)4, : - 608, 610 and 612, jh.the group.
holds the mrror data for the criticéﬁ@q‘a in drive

al so contains parity data for the non- critica
Simlar relationships exist
612/ 604 as 20 illustrated.
612 are connected to one anot her through a suitable
a Fibre Channel interface, or other seri al

The structure and operation of the individual 25

relatively small
performance is insubstantial.
drive array 600 in which

parity data is distribut atraseasesal

t he

Therefore, drive 604
606. Drive 604

data in drive

interface

interface.
di sc drives 604-612 are

606.

bet ween dri ves 606/ 608, 608/610, 610/612,
Each of the drives 604, 606, 608, 610 and

such as

substantially simlar to the drives illustrated in FIGS. 26 and 27. In
particul ar, the disc drives are simlar with regard to the RAID
| evel 5 arc ctqig but differ with regarpl HllsRAI D | eviel -
architecture. SpeC| ., eaglyeof the dis in each of the oégges
604- 612 includes a -m STARTr )Gcation 618 in add| ti on-t SIARTpayity
| ocation 6 whereas 11 drives illustrated in FIGS—2pand 27 do not
have mrr 8 | ocat | ons The structure a O'operat|on, pvever, s
subst anti al | YN\t f€_Sane_exce as descri bed herB’i\Qg
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-61- The array controller 602 includes a command

conponent 624 which instructs each of the drives 604-612 to wite the
new data as @igdaagsesi rror data or parity data. The connp‘g&u s@ aent
624 instructs the drives 5 604-612 in accordance with an oUtput received
from “critical data detector conpb®é26 622. Critical data

det ect or conponent 622 scans the incom ng new data for a flag as
predefined by the user or as assigned by high frequency data | og 626.
If a flag (e.g., block address 10 or object attribute) is detected by
critical data detector 622, the array command conponent 624 causes the
new data to be witten to its destination and to be mrrored at .
| ocation 618. If no flag is detected, the array comrand conponent 624
causes the new data to be 15 witten to its destination and causes t-he

associ at ed pargty information to be it enqgt9 parity |ocation 620.
The hi gh frﬂ1§e‘nc3 %at a |log 6.@% may b\gHé' Jt?l ized in order :}ftb | og
t he. nunber of t| ticular data bl ock or

accessed. If a 20 'pe 1l ar data bl ock or data object accessed
above a t hf@hol d nunb r of tines, as may be 3203 i ned by Y t he user, the
hi gh frequen‘N%Jm a—+og—626—dqsi gnat es - th d bj ect
as critical dabp REQUESTER INVOHES gction by the critical dREQUESHERGNVORES 624. | f
obj ect 25 or i PNREMOVEDPARMTIONXS | utiliized and one o t IFRPORP UBIERTX |
attributes alrebdy includes _adcess frequency, the high frequency data
| og 626 may be omtted In addition, if t ritical data is :
desi gnat ed3¢6 a ~ . sonmething other{han the akcess frequency,
the data Iog\ GBQLLW'Ebe dqmitted. \ OBTAN
SPACE OBJECTX
308 ‘ - | 324 ‘
\ 'REMOVE. ALL o \ INVOKE
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DELETE. POL AND ATTRIBUTES OF
OBJECTX
312 ‘ : ' 328 .
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FIGS. 35 and 36 illustrate wite operations 630 and 660 of the disc

array 600 illustrated in FIG 34. Specifically, FIG 35 illustrates
wite operation WO 99/.18507 . )
PCTI US981 210W0 99/18507 -62- 630 PICOrUSHS/2I080
oriented data and FIG 36 illustrat es13/26 wite operation 660 for object
oriented data. ' Wth specifTC reference to FIG 35, the wite
operation 630 begins -at block 634, but the user may 5 predesignhate a
flag which is appended or prepended to the data and which identifies
the data as critical data as in block 632. Such a flag may be, but is
not limted to, a block address associated with data. If the user
predesignates a flag for critical data, the log step 10 illustrated in
bl ock 633 is skipped. If a flag is not predesi gnated, the wite
operation 630 may begin with the log step illustrated in bl ock 633.
Assuming the flag is not predesignatied, the command conpenent:i624 of -
controller 602 reads and |l ogs 15 the block address of the new data in | og
626 as shown in bl ock 633. The nunber of tinmes the block address is
accessed (i.e., frequency) is tracked and recorded in log 626. -If the |
nunber of access tines. (frequency) o
FIG. 18 -~ FIG. 19 L
334 342
336 344 o
. | NG A
REQUESTER INVOKES REQUESTER INVOKES
GET_OBJECTX_ATTRIBUTES . _ SET_OBJECTX_ATTRIBUTES
338 | ‘ | 348 {
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exceeds a threshold value, that block address is flagged 20 as critical

dat a. Upon receiving new data; controller 600
exam nes | og n det ermi nes whet her the bl ock address_for which the
new data i s destlned has been flagged as critical, as rfFHUIBGI8H
bl ock 636. If a 25 flag is detecteti4£26 i ndi cated by decision bl ock 638,
t he new data is treated as critical data and witten to its
destination and to a mrror |location 618 as reflected by bl ock 640. If
a flag is not detected as indicated by deci sion bl ock 638, conponent
624 updates the frequency 30 value as indicated by block 639 and a RAID 5
routine is i npl emented as indicated by bl ocks 642-650. Those
skilled in the art will recognize that other suitable . RAID or other
redundancy routines nay be utilized WO 99/ 18507 :
PcT/ US98n080 -63- i ncl udi ng,
but not limted to, RAID2, 3, and 4 routines. T -
Wth a RAID 5 routine, the old data at the target location is read
as indicated by block 642. The 5 old parity data at the parity
| ocation is al so read. as i ndi cated by bl ock 644. The old data at
the target | ocation is Exclusive ORed with the new data resulting
~ FIG. 20 o FIG. 21
- II.EEI 352 . m 360
354 ' 362 , e
N ' REQUESTER INVOKES AN REQUESTER INVOKES
READ_LOCK_ATTRIBUTES o SET_LOCK_ATTRIBUTES
356 ‘ *
_ . - . 364 -
\\\\' RETURN STATUS o ' N _
_ AND ID OF \ INSPECT LOCK
' LOCK OWNER '
358 366 * S
N
LOCK/UNLOCK WITH
' REQUESTER'S ID
368 {
\\\‘ RETURN STATUS
AND ID OF
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ininternediate parity data as indicated by bl ock 646. The
internmediate parity data is then Exclusive ORed with 10 the old parity
data resulting in new parity data as _ indicated in block 648. The
new parity dwoe9/t8507 hen witten to the associ ated pariusysiogati on
620 as . i ndi cated by bl ock 63§ @et her the RAID 1 routine or

the RAID 5 routine is initiated purs KP o the decision 15 bl ock 638,
the new data is also witten to the target | ocation as indicated
by bl ock 652. Upon witing the new data to the target |ocation,
the wite operation 630 is conplete as indicated by block 654.
Refer nowto FIG 36 which illustrates a wite 20 operation 660 for
use with object oriented data. The wite operation 660 is
initiated at bl ock 662. The criticality of a block can be
predesi gnat ed based on object type. For exanple, it nmay be desirable to
mrror directory information (such as POL 166), or any ot her

25 objects which define the structure of the storage device or
the data stored thereon (such as DCO 154, DAO 158; or PCO 164), or
any conbi nation thereof, at all tines. Further, certain objects

can be predesignated as critical by the user or other entity,
on an obj ect - by- 30 object basis using the OD, file nanme, or sone
ot her Git ute. Thus, command co en 24 receives and
exam nes the Olb] ec?g det ey m_pezppet her cr :’ﬂ cal z; is . 382
predesi gnated. This . ed by bl ocks 664 and 666. Such a

predesignati:sga is.illustfratively stored in man?éx

~ REQUESTER INVOKES | \ - REQUESTER INVOKES
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376 ‘ 386 {
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378 1 f 388
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WO 99/ 18507 PCT/ US98/ 21080
- 64- in controller 602. If criticality is detected as
i ndi cat ed | nw@ewjigdpen bl ock 668, the new data is witten m rror
| ocation 618 as indicated in block 670 and toits destﬁflé‘??’gﬁmég
i ndi cated by block 682. 5 15/26prede5|gnated criticality is not
det ect ed as indicated in decision block 668, conponent 624 then '
determ nes whet her the object being accessed is critical based on the
frequency with which it is accessed. Conponent 624 does this by '
exam ni ng high frequency data 10 | og 626 which illustratively includes an
A D and an associ ated frequency val ue indicative of the access
frequency. This is indicated by bl ock 669. If the object is
critical based on frequency (in that its associ ated frequency val ue
exceeds a predefined or 15 adaptively adjusted threshold), conponent 624
mrrors the data as indicated by bl ock 670. “If the )
obj ect is not iti based on freque nent 624 |ogs the QD
in log 626 F!? 24 pbj ect) and gpd?g t he associ at ed .
frequency 20 value |n3|cated by bl ock 671 Tt ¢ Le— 418
or other

then stored cordi ng” RAID 2, 3, 4, or 5 i npl enthRta
r edundancy §§%§3:. ' Wth-a RAID 5429plenentat|o' ‘the old data
at the tanggrTocariomisead as indicated bi - ke ol d
parity data at theR IWBEESt fon is then read ock
674. The ol d dat gSEILOEMCRASSOGATIONS| - 1 ocation is Exql usig PARITYt ne
new data resul ting i-A—-ptednediate parity datalas |nd|GHwEd in bl pck

676. { -
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The internediate parity data is Exclusive ORed with the 30 old parity

data resulting in new parity data as indicated in block 678. The
new parity data is witten to the parity location as indicated by
bl ock 680 anwoo99rsset | | ustrated in FIG 34. Whether or not eciriusssdiodoy i S
detected in decision block 668, the ngy data is witten WD 99/ 18507
PCTI LS98/ 21 080 17/26 - 65- to the target
| ocation as indicated by bl ock 682. Having witten the new data to the
target |ocation, the wite operation 660 is conplete as indicated by
bl ock 684. 5 It should al so be noted that the steps set out
in FIGS. 35 and 36 can be carried out on a drive controller 148
associated with any one or nore drives 604-612, illustratively the
target drive, and the data is then communicated to t he appropriate
drive 10 controllers to be witten on the appropriate drives. In
that case, the drive controllers are provided with conponents 622-626.
The processing is substantially. . identical to that shown, in EIL.GS. 35 and
36. It should also be noted that the frequency-15 ~val ue can
be predesignated as a raw nunber or as a - variable based on drive use.
For exanple, the threshold 114 R
FIG. 25 /
| | FILE SERVER
122 0 116
INTERCONNECT |=— ! REQUESTER
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. 404
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can be set as a percentage of total drive accesses and can be

adaptively updated with each access (i.e., with each read or wite
operation). wdbwisk@r, multiple 20 thresholds can be used, pepgsédMiodach
obj ect type or group of object typqg 2‘60r exanpl e. Q her aaa_ptl ve .
techni ques can al so be used. If the l/hr eshold is adaptively set,
the frequency val ue for each bl gk or .0bj ect nmust be updated with each
access. 25 In addi ts_o-n, . advantages of the present
i nvention can be obtained using redundancy schene to store critical
data while sinply using a di recta\é\codi ng . schenme to store the
remai ni ng data. By-direct encoding schepe, it is neant that encoded
data is sinply stofed 30 on a disc drive and is not augnented with
redundancy datag Therefore, the critical data can be mirrorgd or
stored accordi ng tp @ny ot her redundancy s whi | e . the
non-critical data sgsi nply stored, in.af form as f single
instance. In such g &ase, and again, .. N
PCTJUS982080 1= raferrisigjito FI G
34, the non-criticpl data 616 ha \ flat a stored
in parity |l ocation| 620. Thus | pcati on 620
in FIL.G
N
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34 is available to store additional critical data, non- 5 critical data,

or redundant data corresponding to the critical data. Simlarly, the
present invention can be carried out using two or nore redundancy
schenes, as wo9yigset| as the direct encodi ng schene. I n t bedrusesaoso

hi ghly crltlcal i nformati on can be stcwgyb@ccordlng to 10 a highly
redundant redundancy schene, noderately critical data can be stored |
according to a |less redundgnt redundancy schene, and non-critical data -
can be stored according tqgthe di rect encodlng schene.

It should al so be noted that th
a collection of disc drives
geographically re het—suehg _
di fferent bufl di ngs, or |ocations separated by a great disfance.

As can be seen fr¢ he foregoing, the hybrid 20 access operati pns 630 and
660 illustrated ip GS. 35 ddition to the hybtid array
architecture 600 gibillustrated i de the cast advant age of

term"array" 15 is contenplated to mean

a RAID 5 syste@ and the relighflity advantage of\a RAIﬁ§1 system
25 ' One odi nent of /t he present { di sc drive
array 600, conprising a plurali ahd at | east
one controller 60, operably of d|sc drives"

y of disc ]
coupled to the pluralit

604- 612, _ configured to r¢ceive data and store a first{ portjon of 30
the data on the dfsc drives 6p4-612 accordifg to a first r pdundancy
schenme and to stofe a second portjon of thqg data on the dipc drives
according to a segond redundahcy schene. The first refundahcy schene
preferably provides
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WO 99/ 18507
-67- a greater degree of

schene. WO 99/18507
data which is dif

redundancy data on the disc
redundancy schent. '
t he

on a second drive or set of drives
604-612.

as net adat
the first

redundancy than the second
The first portion.of data includes r
erent than the first portion
controller 602 is configured to stor2@A26first
drives 604-612 according to the first

The controller 602 is configured to store
second portion of data on a first drive or set of drives 10
the plurality of disc drives and to mrror the first
.of ...
The first portion .of data nay conprise data
which is accessed nore frequently than-the first portion 15
E. The controller 602 nmay be configured to .store

Ag'seagld portions of daﬁ_ggas objects in a

PCT/ US98/ 21080
r edundancy

of data 5 eg#@g%é%so

portion of data and the

of’
- _portion of data
. the plurality of disc drives
of data, such

structural

arrangenent and the firg at armay conprts¢ a structural
obj ect including inforM i ndi cative of the structural
arrangenent . 430 I'n this contekt 484e controllgr 602 nay be
- configured to artit ons\ng_Lhe SLructurg
obj ect may conpri obj e¢t, a 451
object, a partition cd , 5 br a parltitg TR 36 (OBFAN
c UHNEDPMMYDMK
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The first and second portions of the data may be stored as objects,
each object including attri butes, wherein the second portion of data
conprises attributes. The first redundancy schene nay be
RAID | evel 30W092185@3, 4 or 5 and the second redundancy schenscTmessshenso
RAI D | evel one. The cwdfél er 602 may be configured to
determ ne how frequency data is acce nd divides the WO
99118507 PCT/ US98/ 21080

- 68- data into @Efi 6 and second portions based on how
frequently it is acc In this context, the controller
602 may be confiqured to store the first and second data portions 5
as objects having asagmauttse[imice BerDS oA 1Pecerpfk Lhe, T oV eewefey with
whi ch data i s accessed—based—en RS ,
Alternatively, the controller 602 may be conflgured to store the
first and second data portions 10 as objects, each object havind.ian

associ ated object type .. and confi.gured-to divide the data between the
first and second data portions based on the object types.

The data may be divided between the first and
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second data portions based on a user i nput. 15 Each disc drive

604-612 may include a drive controller 148 wherein the controller 602
i ncl udes onewoygssisser. nore of the drive controllers 148. PCT/US9821080 A
host controller may be coupled to the drive controllers 148 and the.
controller 602 may be the host 20  cofd/26l | er. | n anot her
enbodi nent of the present invention a disc drs array 600 includes an
array of disc drives 604-612; and-arra er neans 602 for
“selectively mrroring data am)ng dr| ves 604-612. 25
I n yet another enbodi ment of the prese i nvention, a nethod of
storing data ¢Rj@@, di3Q in a disc drifve, includes storing a first
portion of the dat a according to a figrst redundancy schenme; and
storing a . second partion-of the ﬁ@b Zﬁ)a.second 30 .
redundancy scheme, different fromthg ndancy ‘'schene.
The et hod maylnclude determ ni ng wpeth the datais in the first or
second portion based on a user 8/ 18507
PCTI US98/ 21 080 - 69- |nput based, for
exanpl e on a frequency with which.the data is accessed, or based on

content of the data.
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It is to be understood that even though nunerous characteristics and
advant ages of various 5 enbodi nents of the present invention have been
set forth in the foregoing description, together with details of

t he struct urwoasessbuncti on of various enbodi ments of the PCT/USYSI210800N,
this disclosure is illustrative only ?ggt changes may be made in
detail, especially in matters of 10 g? ure and arrangenent of parts

wi thin the principles of the present invention to the full extent

i ndi cated by . the broad general neaning of the terns in which the
appended clains are expressed. For exanple, the . particular

el enrents may vary depending on the particular 15 interface nethods,
redundancy schene or error detection or correction"- schene used
whi |l e mai nt ai ni ng substantially the same functionality w thout
departing fromthe scope and spirit of the hoGAHONMt | nvention. . 20
WD 99/ 18507 : - i ' INFORNGATION \SBEIB/ 21080 _
- 70- VWHAT IS CLAI MED | S: 1. A disc drjve array, conprising:
a plurality of disc drives; ' &u—”i
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at

| east one controller,

plurality of disc drives, configured

and st.ore Qo o/idses

drives

accordin
and to store a second portion of t

drives according to a second redundancy STHENE: - 2.
The disc drive array of claim1l whggts +he — ——fid-st—Fe y- sdhenme
provideg a greater degree of r@lyndancy than the secopd regundgngy
schene.® 3. The di sc driva grray [of Cifarmm 2 WhgTrer 1 tie first
portion Wf data includes redundancy\Ndata whiigghli s df f f erlent nit he _
first portNon of data and wherein thqg cohtriol IBL i s fli tp store
the first pwsrtion of dat a andrt+#g redyndg@nqy : oh@Edhd ®sclidrives
according to¥Xhe first redundancy|schHene. | ' E 4. = ZS di SQSdrlifve array
of claim3 wherein the controfier is coﬁfiguréa to ptorg the Hgcond
portion of data on a first sef of] the ipluydlity of Hiscldriveq |apd
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The disc drive array of claim2 wherein the controller is configured to
store the first and second portions of data as objects in a structural
arrangenment WO ®¥fi80iherein the first portion of data conprirE¥Uses21080
structural obj ect I ncl udi ng i nforggr/\?%n I ndi cative of. the structural -
arrangenent . 24 The disc e array of Cléillﬁf? 7 wherein 'Ejh\(/avh
controll IS f 68 red to store—the—-oblects—n rtitions an erein
structurEIIGobJSé(;gI Porses one CONTRQLER |0%Se 6ntrol object, a edgvice

associ at i on obje k nBEEKADBRESH Bf eLt and a partitigpen obj ect.
list. The disc drive larr alE¥%PATA| ai ) 2 wherein fi(?/ and second
i

portions cﬁ33 he data are stored as objects, each obj ect igcl uding .
attri but e:} }g(LM]Qr_el_n t he secaon | O /asascorrpr ses attr| but es.
in

10. I MW&EQ&M ring datja cBmaLLER /a disc drive, _corrprlsmg
steps of: —s-teﬂ-ngwa TA'FOR FART 1 ON of the data
accordi ng to a%Wre undancy |sCheng; . and

(b) storing @ sécond portion of tThe dafa according to a
second r é40Ondancy schene, : different fromthe first
redundancy\ _ : schene. A 638 drive array,
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at | east one controller, operably coupled to the plurality

of disc drives, configured to receive data and store a
first WO 99/18507 portion of the data on the disc dri US98/21080
according to afirst redundancy schene an 0 store a
second portion of the 26/26data on the disc drives according to
a di rect encodi ng schene. FIG. 36
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