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A subscriber connection is usually needed these days for communicating with terminal
equipment in an established data communication network. The connection is used to
identify, among other things, one or more data transmission networks, wherein
communication is permissible, and detailed settings related to the subscriber connection,
such as, for example, network/operator-specific data (encryption algorithms, among other
things) and subscriber-specific data, such as, for example, the IMSI (International Mobile

Subscriber Identity).

According to the known technology, there is currently no way of tracking the current phone
number (which is a function of the subscriber connection) associated with a terminal
device. While some such information might be maintained by the telecommunication
provider providing the subscriber connection, it is impossible to aggregate the information
from all service providers to link the mobile device to all subscriber identities that have

been used in association with it. There is also no known way to find out the current phone
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Known technology relating to the SIM facility is described in the FI-104139B (Nokia
Networks Oy), FI-104937 (Sonera Oyj), W0-98/53629 (Motorola, Inc), EP-1037159A2
(Nokia Mobile Phones LTD.) publications. However, these provide no mention of enabling

communication with a mobile terminal in the event that the SIM itself has changed.

Besides these, there are proposed solutions for reconfiguration of the SIM facility through
the data transmission network. Examples of such are presented, for example, in the EP-0

562 890 B1, U.S. Pat. No. 6,097,967, WO 00/40048 and FI-108390 publications. Such
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Thus there are currently no known methods of 1) universally tracking subscriber identity
(eg: phone number) linked to a particular device identity; 2) externally querying the current
and historical subscriber identity(ies) associated with a device identity independent of

different mobile service provider networks.

It is an object of the invention to provide a system (including both method and apparatus) to
enable useful recording and tracking and retrieval of mobile terminal usage data, and

preferably to enable alleviation of inadequacies of the prior art discussed above.



nobil e term nal usage data for subsequent use, the
met hod conprising: providing device identity
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network for a significant period of time (a) after first logging onto the network, or (b) after
last detecting of the subscriber identity parameters while the mobile terminal is logged onto

the mobile communications network.

In one possible embodiment subscriber identity parameters are stored in a memory of the
particular mobile terminal including at least the last detected subscriber identity parameters
prior to the performance of the step of detecting current subscriber identity parameters for
the subscriber using the particular mobile terminal, and the step of determining whether the
current subscriber identity parameters for the particular mobile terminal have changed is
preferably carried out by processing means of the mobile terminal which is operative to

compare current subscriber identity parameters with the stored last precedent subscriber
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associated with the mobile communications network and which extracts device identity

parameters and subscriber identity parameters from data communications of the particular

mobile terminal over the mobile communications network.

To utilise the mobile terminal usage data recorded, the method may comprise the further

steps of:

interrogating the memory of stored subscriber identity parameters for those

subscriber identity parameters which have an association in the memory with a particular
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and retrieving at |east one of current and any
precedent subscriber identity paranmeters having an
association in the nmenory w tth the target nobile
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instructions whereby, in response, the mobile device performs data processing operations

selected from data deletion, data manipulation, data backup, and data transmission.

According to a second aspect of the invention there is provided an apparatus for recording
mobile terminal usage data for subsequent use, the apparatus including:

means for providing device identity parameters identifying a particular mobile
terminal;

means, operative when the operating state of the mobile terminal is active, to detect

subscriber identity parameters for a subscriber using the particular mobile terminal;



7 means for determ ning whether the subscriber
identity paraneters for the particular nobile

term nal have changed over time, and, if so, neans for
storing changed subscriber identity paraneters in a
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desirable are thus enabled by this invention. Such
scenarios include (but are not limted to) the
Ond prlefe@dTEld of use of the invention has the purpose of enabling communication with

mobile devices based on their device identities rather than their associated subscriber
identity. By tracking subscriber identity associated with a device identity, and making
elements of the subscriber identity (such as phone number) available to third parties,
communication with the device is enabled regardless of current subscriber identity since the

associated phone number of the device in question is made available by the invention.

Many scenarios where such communication is desirable are thus enabled by this invention.

Such scenarios include (but are not limited to) the following:



8 Renotely conmunicating with a device when it is

| ost/stolen even if the associated subscriber
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The need for manually tracking or finding out selected parameters (such as but not limited
to phone number) pertaining to a current subscriber identity or historical subscriber
identities associated with a device identity can thus be eliminated with this product or

products.

A further advantage of the present preferred system is that historical data pertaining to
subscriber identities associated with a device can be made in a database. This database can
then be queried to derive information including but not limited to 1) Previous subscriber
identities associated with the device in question. 2) Current status of a device (in terms of

selected subscriber identity parameters) .



description, it should be taken to nmean the specified

properties, steps or conponents are included, but it

does not exclude the presence of one or nore other

properties, parts, steps, conponents or groups of

these. The enbodi nents of thé& invention shall now be

described with reference to the attached draw ngs

where: BRI EF DESCRI PTI ON OF THE DRAW NGS Figure 1

shows a bl ock di agram of sone parts in a first

dj inventi | g : | - :

it GRRCLETBRIEY ph By Bt e, P DR AR 8 used i whis
desstipticry St should bé giker t3 ndad\whe 3pdifiak ppagicanstefs @& components are

. second enbodi nent of an observing sub- system Figure

mcwdgﬁdwé 1t0o5p HekexH WigrtBePEsEengs of RBS AT MoKt OBEr Bropertics, parts, steps,
M Totol oM alo BESINL T 2m  Figure 5 shows a bl ock diagram

Codgﬁ% sé%gﬁﬁﬁeﬁg%%%ﬁent of the invention. Figure 6

shows a flow diagram of a first enbodi nent for a

met hod for tracking .asspgjatiqn of Il e equi pment
Theypi o ob <R REaR S1al Be e Sescr bR BB P (e attached
draRi988Merd: Nventi on Figure 7 shows a flow diagramof a

second enbodi nent of the method; according to the
present invention Figure 8 shows a flow di agram of a

third enbodi . ' t he
pr esent inve2$?§ﬂpéﬁég?%pgﬁgﬁg&ngﬁﬁﬁ%&ygﬁggfan1of a
fourth enbodi mrent of the method; according to the
_present invention Figure 10 shows a schenatic di agram
Figge lsome shemsadiecksHegrgarod somg paids o anidrst emberimspieafdhe
inventiqﬂVéQkEETAlLED DESCRI PTI ON OF EMBODI MENTS A
list of abbreviations that are used in this
Figehecr i ptdhowsiablegkvdagram offadest dntbokliaedtiof ak ebsnving sub-system.

Figure 3 shows a block diagram of a second embodiment of an observing sub-
system.

Figure 4 shows a block diagram of an embodiment of a recording sub-system.

Figure 5 shows a block diagram of a second embodiment of the invention.

Figure 6 shows a flow diagram of a first embodiment for a method for tracking

association of mobile equipment with mobile subscribers’ identity;
according to the present invention

Figure 7 shows a flow diagram of a second embodiment of the method,
according to the present invention

Figure 8 shows a flow diagram of a third embodiment of the method,
according to the present invention

Figure 9 shows a flow diagram of a fourth embodiment of the method,
according to the present invention

Figure 10 shows a schematic diagram of some software products;

according to the present invention



under st andi ng of the present invention ABBREVI ATI ONS
APl Application Programm ng Interface CL
Communi cation Link CMA Change Monitoring Agent CN
Cel l ul ar Network CPU Central Processing Unit CRA
Change Recordi ng Agent EPROMI&rasabl e Progranmabl e
Read Only Menory EEPRC]\/I El ectrically Erasable
Programmabl e Read Onl [ﬁ/ GPRS General Packet
Radi o Servi dRETHFIlE ReH?t N EYBOPIMENTS 1 QA
Identity Querying Agent IS ldentity Store MI Mbile
Term nal MICS Mobile Term nal Operating System MIPE
A Msbbt ebbreviaiiowal thiy agraedriin ghikdeidriptiorid givelb ibpedattonfdcilitate an
Cf%st em SI H Subscriber Identity Hi story SMSC Short
unqggsiandiag ethg PESCRIARYSIEON TP Tr ansport Package Fi gure 1
shovvs a bl ock diagram of sone of the conponents in an
enbodi ment of the invention. The observing sub-system
ABBREVIUFIONS i s denoted by reference nunmber 9. It
consists of a nobile termnal 1, an identity Change
Monitoring Agent 2 and an ldentity Store 3. The CMA 2

Apfuncti onggﬁpfcdﬁgglp;@ orRRARY Inv&rappen the operating state

of the nobile Il termnal is active, to detect
CLsubscri b€emintmpdatioy Lipgr anet ers for a subscriber using
CM.&] ? Change Monitoring Agent
CN Cellular Network
CPU Central Processing Unit
CRA Change Recording Agent

EPROM Erasable Programmable Read Only Memory
EEPROM Electrically Erasable Programmable Read Only Memory

GPRS General Packet Radio Service
HTTP Hypertext Transport Protocol

IQA Identity Querying Agent

IS Identity Store

MT Mobile Terminal

MTOS Mobile Terminal Operating System
MTPE Mobile Terminal Programming Environment
OS Operating System

SIH Subscriber Identity History

SMSC Short Message Service Centre

TP Transport Package

Figure 1 shows a block diagram of some of the components in an embodiment of the
invention. The observing sub-system in Figure 1 is denoted by reference number 9. It
consists of a mobile terminal 1, an identity Change Monitoring Agent 2 and an Identity

Store 3. The CMA 2 functions as means, operative when the operating state of the mobile



particul ar nobile termnal; and as neans for

determ ni ng whet her the subscriber identity

paranmeters for the particular nobile term nal have

changed over tinme. The recordi ng sub-system 10

consists of an identity Changk Recordi ng Agent 6, a

Subscri ber ldentities H story persistent store 7 and

an ldentity Querying Agent 8 The CRA 6 functions as
terpighds fastvestier dHert chiRpgiyr Jdesidy ingeamqters nfor tay subscriber using the
pafiBUBTREENE it ol Rl tor Mo intod PABIAEIne"tuberlr identity
parpactenefoethe pattidaldr eobild estinigal ihdenthahyedaveatgicer s of the

particul ar nobile term nal wthout | osing precedent

subscri ber identity paraneters associated with the

| aula j et The: f t .

Bl DRI o SRS idePliop et REDRURS Agent 6, o
Sutsabsalddgities Hestonytpgrgredsere? snd frofdentiys@uesving ygebed. The CRA

identit aranmeters i ch .have an association in the
6 FigaOR, A RS HOE SO RE PR, P D KRB RB4 e A g memory or

stofdan 10gethbefith B asd Reoh fr HNICIRAEAIRINEErSo MM i t PP &ramBREE with the
to the |nterrogat| ng neans, an as neans for

deviast rdeetriyngarametesmof theepadfcubanr mebie derchisalywithew clodiagt precedent

SR R R NP i HOTHRT DT IBE UGG bRy gpngl” The 1A 8
fundiihs QD BRENY fof it G a8 And 1 ideesed kit cabd-i8at3k e Parameters

comuni cate via the Cellular Network 5 using one or _
for those sqisgrisgrddentiva pragetery whipheagerign @bspsigtiopin thegmemory 7 with a

| . . | | .

porlSASOEE moBRC ARt R IGPSRIBOL B AN AOTHOLI e o
to the ircAORdtdg intardn ardaedhemmntfonfettidieng Ay &saki oM ub@Brrent and any

HTTP over .the GPRS bearer_ provided by the Cellular )
preqgdeniorabseyiber pentity ppBetersParkng an 2sspsiahian pe thgmemppy 7 with the

, Lr.larly, if the communication protocol used
wu%sﬁéﬁ%%ﬁg?ﬂgi'odinent of the invention was the SVS

bearer, the Transport Package 4 woul d be according to

igyre 2 shows a,bl ock

the GSM PDU speci fication.. Fi
They Pan P02 FoR e HBIPHEE S-S BbSOTTIRIFAS (1o the Cellula
Net®ef SYstRTR of BRre MIYRBbt qjl'hckalgéswgiﬁeeém&gﬁrﬁgﬂt oft {8 Transport

observing sub-systemis inplenented as a .
Packagfet fvas d¢readeiviarme ther comamisiipationoprotsficobosdd s thenembodimgnt of the
. hardware additjon.to the,.nobjl term.nal . T t he
i BoReR SRV e TeRL e O] senl 3P er the GPRS
bea®é PESBAIICHY he @Edlilhd RBrwoRk ShehLCPRONRNPackabe @ WHRHIR an HTTP

Term nal 1, an identity Change Monitoring Agent 2
packet. Similarly, if the communication protocol used by another embodiment of the
invention was the SMS bearer, the Transport Package 4 would be according to the GSM

PDU specification.

Figure 2 shows a block diagram of a first embodiment of an observing sub-system of the
invention, In this embodiment the observing sub-system 1is implemented as a
software/hardware or combination of both software and hardware addition to the mobile
terminal. Thus the component of a Mobile Terminal OS 4 is added to the schematic in

addition to the components of a Mobile Terminal 1, an identity Change Monitoring Agent 2



12 and a Identity Store 3. In general, in this

enbodi nent, subscriber identity paraneters are stored
in a nmenory 3 of the particular nobile termnal 1
including at |least the |ast detected subscriber
identity parameters prior tol2he detection of current
subscri ber identity paraneters for the subscriber

using the particular mbile terninal, an
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parfiRgtersyfop dheI STASCRUB ST e Dayake rhgbsaiedmgrbraad the, defbfmination

whethéSthe TRt 'Iﬁﬁ’stcnbgreidéﬂ%@ pArafRYerd ?orQH@ﬁﬁlegr #@bile terminal 1 have
generate a flagging signal when it determ nes that

chanped swarredtous bip prodeksing mdarstofttbe pabdetareirs] BBy which is operative

ha d d to,th t
to SRR St Bsfibd oty phiriters B (BF SEBRITAY nopsgrggt subseriber
1deﬁkﬂ5/r191rﬁﬁét€{sat afl (a9 dribbamsdtt tthe M TOS 24 {35 Opérafivé kA Generate a
on a nobile communication netwdrk 5 so as to enable

ﬂagglm sngoalagberoflt dﬁatmge@s thabdlg p%rntuserbmﬁb@y limrlmﬁr@mters have
cha{l%?fr%eor%naﬁ)a\fid 0 tthlc égor% REN ]?r%gg e{f thlgcérh%alol a/etnﬁ Yy p%l ?mg{% tl%: flagging

sigitdl BBiAk goflerhiee af @ rankmhietdd irof &aﬁb@bﬂ@)@&(agbm drsa mbil@w@hfnamcatlon
to nention that the Mbile Term nal OS could be

netwptkod peas 19yenablgdhe sptags ot chmiged sulysebetidenjitapateasiers in memory
7 t%rb%! #@gforll&e@ W 1411 bfntﬁeeglobﬁe %’rﬂﬁh&ﬂnl 'rgééy ﬂgeo% detl?ctlon of the

LI nux an O proprietary

flaggfhg agch]l ah e @hhreuniCBiont hettvorlt.ght be avail able at a
| ater date. It is also worthwhile to nention that the
CMVA coul d be enbodied by either software or hardware

It 1§ W&k%ﬁt Bih@®nWatIEMIBI10 BLiHRRal OSBAM-bel dhtdRdABSLvariety of
It being a software 1 nplenentation, the

t
Mobﬂplcmwmmngtssatemsomlchhdbg blurndhénnlt@mayrablabyO&onmves Mobile,

Wit guages ncI di ng but t
Linf g s BreBi Tl “RINBRGROS L o R sparrmient be
wmggm@gyhg&ﬁgamprogrannrng | anguage |n the known state

of art or, as of the present day, not invented or not

yet in use. The only pre- requi site of such a | anguage
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In the case of it being a software implementation, the implementation could be further
embodied by software written in programming languages including but not limited to C++,
Symbian C++, MFC C++, C#, VB, VB.NET or any other programming language in the
known state of art or, as of the present day, not invented or not yet in use. The only pre-
requisite of such a language would be that the Mobile Operating System and the Mobile
Terminal Hardware provide support for software development in such a programming

language and it is possible in such a programming language to at least:



| anguage and it is possible in such a progranmm ng
| anguage to at least: 13 1) programmtically query the
device identity and subscriber identity paraneters of
a Mbile Termnal 2) programmatically initiate
conmuni cation over a wrel es$3network using any known
or future available communication protocol in the art
3) programmatically initiate storage/retrieval of
1) ipaféﬁ@mwtlwﬂb’oﬁ%yi%ﬁ deyicgndemfiiytandysubseiber identidy narapgters of a
M ahadied by a formof storage nedia including but
not I'rmted to files, databases, flash nenory,
2) EoRROMhatiAROVhigihte. cofmpiiogioanowet iacwirélysscmparkeusing any known or
differences in at |east two jnstances of identity
futpreraypiladls epmpRicat RIg9solgh the athej ng a har dwar e
g . g I \ |: o . u t .
3 B gl o Do P Lty Store
whchunight be eprbodeddnr a féme bf secigermedia limgduding tbubnotShinjted to files,

nor onen {.r.cui I nterfaces, Inte t
datgﬁaéespﬁg&flgg@o%%pﬁé\d, gif)%é%ﬁtﬁt i oned har dwar rer Iug >
4) 1%% E%ﬁﬁl@lahicﬁll%&ﬁpérg ai &I de@inT@N&Hs o iﬂﬁﬁﬂdéﬁ bf %](%Hﬁty information.

erating Systemand (in conjunction wt
af orenmenti oned Mbile Term nal Hardware and MIOS) is

ble to.at,l.east; uery the device.identity and
in @t B dl orBER hargvplh: BinlePlR RS miERER ke P be further
emBadied by hatif afedATAIMngHut A6t 10ieEd @ vl ICPITE MicR{ry@kdor, Architecture,
usi ng any known or future avail able communication
Insispesioncsit, Memore Camporgnts, (i ifquits.elniar eesy dnteappts eleaprogided that the

U D NI S I S
Systéig | ddi (g ddufunetdn |vith ttkeel af@efmehtémed defobbasksmirfal d$drdware and

nenory, EEP EPROM etc. 4) conpare differences in
MT4S)igale te $ide3sHist ances of identity information. In the
1 h fi HRBEERL R YRl ¥ A8 MUl T 1
)CE% t%gﬂgblg%gﬁhaelﬁgrsg, t he errL%glgrr?ent S df; scusse ieglmma
2) infitéatp cemimomscation ogear agyviapess netwbdrt ey ynypkovwoedt fuhee available
conmhi nation of this hardware and software is able to

CO“&P“‘PB%WPTT)OC&]&BF tThe devi ce identity and subscriber
3) infleNd kbYagBRétBRRA IrSd&ttitR ilBRhatnTRN 4 MRhtity Store 3 which might be

embodied by a form of storage media including but not limited to files, databases, flash
memory, EEPROM, EPROM etc.

4) compare differences in at least two instances of identity information.

In the case of it being an implementation involving both software and hardware, the
embodiments discussed in the previous two paragraphs would apply provided the
combination of this hardware and software is able to at least:

1) query the device identity and subscriber identity parameters of a Mobile Terminal

2) initiate communication over a:wireless network using any known or future available

communication protocol in the art



2) initiate conmunication over aw rel ess network using

any known or future available comunication protoco

inthe art 14 3) initiate storage/retrieval of

identity information to an ldentity Store which m ght

be enbodied by a form of std#age nedi a includi ng but

not limted to files, databases flash menory,

EEPROM EPROM et c. 4) onpar e differences in at |east
3) inifate nderage/eatrieymal |Oéémritw infafraating ioopn Idgngity St@eswiwls might be

r t enVin
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4) EPYBPE dg ferRRGes dueidsash v audienses o adalibniniorgratign pr obe 4

and a CL 9 in addition to the al ready di scussed

el enents of Figure 2. In general terns, in this
Figanbddhoesta, bleckbdiepiabe nf b dectnidt gmipaliment & & abserst®sellsystem or

i n.a nmeno 3.,0f a.subscriber nonitor, external, t he
sy dhogiot: Ty SRRGCEREH SR OIS SHRTAYER TR ICTgEd a5 an
ad FRSHIHHafSn R t1 8 CeRGr NethdiR. ?E&rﬁgur% @Q%EBHLQ%E an addition element

identity parameters including at |east the |ast

of ajRiobe ttadd 9 ¢Hs 8 in pdditiordiorthé alyeadsidisentsed sleprentsrof Fagurtid.
detection of current subscriber identity paraneters
for the subscriber using the particular nobile

In deREfil toans, i s ea®bEITBNN %hbééﬁb&hﬂél’ﬁﬂy ﬁﬁﬂaﬁleﬁéﬂi freR¥tored in a memory
subscri ber identity paraneters or the particul ar

3 ofyp subssriberanpmitpalexiranad te Herigebild tsraiagk | end eperatiyely associated with

theQ: gﬁrﬁﬁﬁéa@ign rﬁ%ﬂ}{ﬂcﬁk%f tﬁcb&ger u§ \(1@ xtc Hiehétly alp ?%r%tel% mflﬁﬁ\&ng at least

npare current subscri ers w

the tlahsf dsteotee dubssiberpidenitd @atansdtdrs @riob ey thel ddegttibh Bf current subscriber
paraneters. The Probe 4 could be_ enbodi ed by any
ideqlghpPHATICWES JPT SBF ¢ HLBEIRSF  HEPEvEF ePHHENAY dholifeutermipal.  The

detérﬁ}lﬁ'ﬁ oh \L]‘?etllx%} e fcﬁ‘&@nt%f)&nbgﬁldgﬁl %I pfa?arﬁiﬁéljs fhe particular mobile

ormation from signallng OWs 1
terrsinblsltave lobargzetl s brried aatkbedprocasiapynaahs vhihie |CMAe21 tvhiches operative

0 G el TSP AN HEPREE™ RIS TG Procedent subscrber

idefppdiaiRRE$ of an observing sub-system such an
aforenentloned Probe m ght not even be required
provided a CMA 2 is directly able to interface MAth a

The§N8g g Azoul%eoef e%bodledhby z?rfyocro%l H&tio%no S0 yvgrcet or ardware prov1ded that

it is able to interface with the CN 5 to derive information from signaling which allows
mobile subscribers to be tracked via any of their identities. There are many embodiments of

readily available probes available on the market today.

In some embodiments of an observing sub-system, such an aforementioned Probe might not
even be required provided a CMA 2 is directly able to interface with a CN 5 and perform

the aforementioned functions of a Probe 4.

A CL 9 shown in the figure is further linked to a CN 5, however, this is not necessary in all

embodiments. If a CMA 2 uses a mode of communication that is not dependent on a CN 5,



A CL 9 shown in the figure is further linked to a CN
5, however, this is not necessary in all enbodi nents.
If a CMA 2 uses a node of communication that is not
dependent on a CN 5, 15 this [ink would not be
required. It is required in those cases when a CVA 2
uses a CN 5 dependent node of communi cati on such as
but not limted to SM5 etc. In such an enbodi nent, a

thiglink weogld Goq bentequigedandt wpsewpmd iattbO&}@aQaﬁeSoWhgl ei¢MAs@pes a CN 5
de@ﬂé‘rﬁsw& r?rg ncc?tn%é&ggm%d's n‘% %{1 n%? l Ye%nE %‘R/IS tcl‘Ece I&l such an
embadigiwar, @ dIhatyould lﬁﬂ[k t@ranvupbh@uhtel mﬁeﬁ‘fa&?}N ﬁg;u\th hsha SMSC.

Probe 4, is able to 1) query the device identity and
subscri ber identity paraneters of a Mobile Term nal 2)
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net wor
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sofpwat aﬁd)harthateI‘thatawﬁchb) wiithiotii iateefasingmvathed Pebe Hensableab

identity jnformation n ldentit Store
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2) ﬁﬁﬁatle'c’i%ﬁﬁgl éa@iofl'dv%lsra \gﬁ‘él%a&e%areﬁlrﬁﬁbork%w y known or future
4) conpare differences in at | east

cmnmmnmwgmamv§$0bmth@amt|ty information. Figure 4 shows

k di t of di . .

5) Bl s AR P hltion oy IERBISGSRER g gright be

emBéAERSY DOforinher QB@@Q @ibdsd BREIdiRebut SR Nihikted RAFRVEIRLSses, flash
in is external to the particular

mem@by,lEéEHPég% EBROIMF?@ perforned by nmeans of a
recordl sub- syst vel y
» EEBBRT A% R BHES Bl s MR BRERR D L
and which extracts device identity paranmeters and

subscriber identity paraneters from data

Figatsnnshowat bk dngraihed p?é‘r?mlé‘iﬂ“ﬁ?mn‘iﬁﬁ resordipgiswepysfem. In general

terngl ih dﬁlg ol*xﬁ?cﬁfnl &, ¢ o dl ?Jﬁntggﬁhglgeﬁnsrulﬁs%}bgﬁ(i@g@? ﬁﬁr%meters in

mem®ryt Neyhidiag e:xtbﬁ&ﬂ] t(pt}ﬁ:\pamtsﬂ@t nbtsleussiedali nistgeefoaned bxineans of a
of Figure 3. The be enbodj ed by an ) ,
cecgigifs AP REHEBT Ohdrihale RGN o7 %Q?F%tWSFYe oty with the mobile

con‘r‘lﬁﬁﬁ%‘[ﬁ)n@fneg&o&r‘.‘; ehd dGidMe Ml devide Rerlt l}ﬁk&nﬁéﬂ&‘s "d subscriber
dat a st or age and/ or retrieval requests tO/ roma

ideBitly paranieers fidentiata woidnsingragions of the particular mobile terminal 1 over the

mobile communications network 5. Components 5 and 9 of this embodiment need not be

discussed here as they have been previously discussed in the context of Figure 3.

The CRA 6 may be embodied by any combination of hardware and/or software that is
capable of

1) Interfacing with a CL 9

2) Initiating data storage and/or retrieval requests to/from a Subscriber Identity History
memory store which might be embodied by a form of storage media including but not
limited to files, databases, flash memory, EEPROM, EPROM etc.

3) Receiving and interpreting transport packages determined by the interface in 1)



menory store which m ght be enbodied by a form of

storage nedia including but not limted to files,

dat abases, flash nmenory, EEPROM EPROM etc. 3)

Receiving and interpreting transport packages

deternmined by the interface ifh 1) 16 An 1QA 8 is

operative to interrogate the nenory 7 of stored

subscriber identity paranmeters for those subscri ber
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ANE}rﬁg%_rammtl cally Figure 5 shows a second enbodi nent of

nvention. In this enbodi nent, the CMA and the

have .been [ depibcted in t.he figure by CMA CRA
5) SOy R b LR B b0, 2 e gec
depicted in the figure by IS/ SIH 3. The enbodi nent

~functions like the enbodinents discussed earlier
Figasech phovisrmpecope eebpaimedt abRY ipvmtieBnkhifiscarbasiment; edaMA and
- r r
e 164 RIS B SN ISLER AL IS ORICKAD USRS and e
SIHhagrteen hoargal daplidieadlinf the figuecky IRySHS SoThatmbodiafent functions like

o R ot A LR B0 ST v
the Bb&rvifk 9K 518 tenPndHBE &l fifle Eajﬁﬁﬁjyprerﬁ SRty hdRSeeh nerged.
checks” whet'her the identitTes Have undergone a change

(bl ock 3) and continues, via block 4, by recording
i s the case nmet hod term pa

. ch es if.thi L dh t at .
Figye JuRogs g e R TR Brdgia e gian ebmgRte Savipment
witle FHOBHE IBBYCriBérst Renti®! TRdmethHob St2RRe 8RNt ThadeSht &RSinues, via

to detail the nethod when it is applicable to the CVA

blodke?.rly deteatingehe Mh idshtitiere It WRckoMholieethasdditisien beerjundergone a
chaxivfnget &)lcgc%f F&d%&%n igue@, gllélrbqoc%(' 4,Tl;1yerercr:8rtdti1r9gdchsatngcrast T RS i? khoecé(ase. The

method terminates at block 5.

Figure 7 shows a flow diagram for a second embodiment of the method. This embodiment
adds steps to detail the method when it is applicable to the CMA being an extension of the
MT software as discussed with reference to Figure 2. The method starts at block 1.

It continues via blocks 2,3 and 4 detecting MT identities, retrieving old MT identities and
comparing them. It checks whether the identities have changed (block 5). If they have not
changed, the method terminates in block 10. If they have changed, the method continues via

blocks 6,7,8 and 9 successively updating the local IS on the MT, communicating changed



It continues via blocks 2,3 and 4 detecting Ml
identities, retrieving old MI identities and
conmparing them It checks whether the identities have
changed (block 5). If they have not changed, the

met hod terminates in block 107 If they have changed,
the nethod continues via blocks 6,7,8 and 9

successi vel gdatlng the local IS on_the MI
idepgRAYICE ADP HasRywAS this inferpation@yep hemetyorkinghacecording sub-
sysfe%?% Cﬁt&%gtstﬂgﬁe\'ﬂ/maﬁfem ﬂhgglﬁvﬂﬁe ﬂl@@lﬁ@ %e\f’ﬁ&%mrl&é Hleolock 10.
recor system and storing the new values in
the SIH. The nmethod then term nates in bl ock 10.

WS a flo a th rd e
Figge ¥ o ity e dor ¢ e Frpgw?lm%a t%le?ng;ﬁpg RS itters from
Flgla{@%nl% i BIUER 29hde &hy thiPbREK siiAdd difGisatfessed here.
Bl ock figure 8 detects MI 1dentities based on a
Probe as dlscussed in the enbodi ment of figure 3.

Thi,s. step | S _acti it
Blobhg ipdienty & RefEsnT ifchyies, G SR APREA GispSPR Rght fmbodiment
offt? bs. fr@l@ stegthatwddra‘lmémherpme NI Qb sLorStoHE Wal ldarf le@Work, or by
ragramfor a fourth enbodi nent of the nethod. This
perfqdmllwa@waﬁhe Biobe &ypdendidy irdomtatiosecond enbodi ment  of
the invention as depicted in figure 5. It differs
fromfigure 8 only because it |acks certain steps.
Fighf slicwvstflow Qliddi@nffoch furent emhbbdifientseEahd dlet}ﬁ)ﬂbmﬂﬂs MM diagram
of the invention, the observing sub-system and th

corregpasdaite ghes ssoad smbadigreat of ditvinerfionmsydapictading ﬁ@m R It differs
fror‘ﬁtdgl?@g |l r?\gf)ecsclﬁégelt ?aﬁ:kg o a{l @fe?g Uﬂ%ﬁ ]gsa&lfeo{oqhg gz%clt ?heft h§ the second

entron ferent
emlmdfmdem:tt@f the 2¢htiod, QB¢ Bpserving k0B{spgterarand shovevording Isgﬁulsﬂtem are

%B where n is an integer. The software products

comyt QT& 102(2), ,102(n) can be directly |oaded into
t he |nternal nenDry of at least one digital conputer
100(1), 100(2),...,100(n). Figure 10 also shows a

Figerst14) shofvs a scbwmajtcecvfssonﬁaoﬁwsm‘pmém@s prcotilieg tolid@ pigsent invention.

A bEP e S Pt Saort B | PeF - SPEHSS Gl e 10,

Whér@ rf '159 HR Qnt@%é‘ih et REwREO rstucRr 102 od Q‘OQ&) 10202)n) can be directly
02(2), ..., (n) are run on the conputer or

loadfdntp@t the dnte@el memory of a0IpEsh )one Thgitad gpmpatee [ PHOHUOPE),. . .,100(n).
rid208) o SROEY e R O, BT lfuPE R 1020),
10207),. any02at) hedinsided Qdﬂﬁar@rrﬂﬂiﬂlﬁssm order to carry out one part or all of the
steps according to figure 6 when the product or products 102(1), 102(2),...,102(n) are run
on the computer or computers 100(1),...,100(n). The software products 102(1),
102(2),...,102(n) may, for example, be in the form of diskettes, RAM-disks, magnetic
tapes, CD-ROMs or any other suitable products.

In addition the figure shows a total of m different software products 103(1),
103(2),...,103(m), where m is an integer. The software products 103(1), 103(2),...,103(m)
can be directly loaded into the internal memory of at least one mobile terminal 101(1),

101(2),...,101(m). Figure 10 also shows a total of m mobile terminals. Each software



In addition the figure shows a total of in different

software products 103(1), 103(2),..., 103(m, where m

is an integer. The software products 103(1),

103(2),...,103(m can be directly |oaded into the

internal nmenory of at |east o®e nobile term na

101(1), 101(2),..., 101(m. Figure 10 al so shows a

total of in nobile termnals. Each software 18 product
progogy 103(1)1 088, ...1 03B ¢epriissapeitwar odwlan it ordse (o sarry out one

agoggélgeﬁgtﬁl?os‘%%{sr chgy(%n%\ﬁg fi aée t6p(r&6 g%l l e roauc% (‘?’r ?Posducts 103(1),

103((253( ll%(n}%&{ D . on ﬂileoﬁ(db)leaueﬁmﬁquh oerteltnlnﬁalﬁomll(la) ,101(m). The
term ernn ; . The _software

sofﬁyzgg @&@c@&é)@il)) lq_ﬁa ,2), ] 103(n g)@g,(fq)' emplef b 1@%@#@}1@ of dlskettes
t
RA?ES%%SIgﬁgkgkglor any ot%gﬁm?ﬁltaﬁﬁgaggg ucgﬁe %ﬁe

invention is not limted to the enbodlnents descri bed
above. |t w

I diffe
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'e term nal usage data for subSequent use,
nethod conprising: providing device identity
paraneters identifying a particular nobile termnal;
when the operating state of the nobile termnal is
active, detecting subscriber identity paraneters for
a subscriber using the particular nobile termnal;
determ ni ng whet her the subscriber identity paraneters
for the particular nobile term nal have changed over
time, and, if so, storing changed subscriber identity
paranmeters in a nenory together with an association
of the changed subscriber identity paraneters with the
device identity paraneters of the particular nobile
term nal wi thout |osing precedent subscriber identity
paraneters associated with the particular nobile
termnal. 2. A nethod as clainmed in claim1 wherein
the operating state of the nobile term nal being
active is defined by the existence of at |east one of
the follow ng operating states:



when the nobile termnal is first swtched on after
being in an inactive state, when the nobile term na
is first logged onto a nobile comuni cati ons network,
and when the nobile term nal has been actively | ogged
onto a nmobile communi cati onsl9network for a
significant period of tinme (a) after first |ogging
onto the network, or (b) after |last detecting of the
subscriber identity parangtefBMahile the nmobile
termnal is |ogged onto the nobile conmunications
network. 3. A nethod as clainmed in claim1 or 2
1. wheAanhethsdib$ egdobitig it itéryhiped naags @its far fibsajuetitegbe] the method
a menory of the particular nobile term nal including
COmpNY RSt the | ast detected subscriber identity
p a r‘ o 0 . .
ot B T ek B e ik Qb minal:
t hewberb slor iohemtings istate ofieh@andhileuteamimablhs laetiterdutavahg subscriber

) nd wherein the, st of. determ njn et her, the
ideH At Loty SRSePRE P (he DAPAE BroDLE St minl

par ddi&HliAing PRihE thesEhabehaMaRh gﬁl@ﬁl@tehs f6rafhel r?agti&ﬂ‘ér mobile
froce55|ng means of the nobilé 20 termnal which is

by
termper ketviewbangsd oyeptime andrifemt subscriber identity
recedent subs

paraneters with the. staqr | ast riber .
e <Batoribsgioeh 1Oy, ARtmBESC RS f ng R dpagtiirawith an
assdIRIRI BFt e Pldnlpbd UdudkcriBRP1 ldentit9r Fhramletcks WBETBE | ¥ice identity

to generate a'flaggln% signal when it determnes that
pargrpetersuefr thatpagislas rmetile ferpimel wythowalosimstpseesdprvaaibscriber identity
Q.. tFk t one pr ecedent
par B PRREN AR o N A 2 g0 ng i gna
bei ng generated on a nobile conmmuni cati on network so
as to enable the step of storing changed subscri ber

2. i dehtngtodyay dasiedria qltﬁ'mal ﬁ@ﬁ@?rytﬁe&p@@tms&a{t%p%@ mobile terminal
beifRdEVER dofin®ll bl i SBRELER oF & A Bhe bPthE FSIPRNRE OLQrating states:
e the f on the

tection o aggl ng signa
c orwhemi tbatriobils tamaingd iskfirsGswithaw vh efferdseing iaiamdoadtive state,

claim1 or 2 .wherejn supscriber identi par anet.er s

o v Pl Eriato iy R Jogetsufof wagbliohRiamicatons network,
andexternal to the nobile term nal and operatively

associ ated with the conmmuni cati on network, the stored

s ubgleani the mabdlerteimigalgzas deen ectévely lngigedionlg amobBdasomirpications

net\%/%ztfargg %%ﬁ{{gc%%ts ue?'ls(’)%rolf fHle da? een%rl fgl)ét I%%él%rgr%%%r the %'é{v%rk,t & (b) after
last detecting of the subscriber identity parameters while the mobile terminal is logged onto

the mobile communications network.

3. A method as claimed in claim 1 or 2 wherein subscriber identity parameters are
stored in a memory of the particular mobile terminal including at least the last detected
subscriber identity parameters prior to the performance of the step of detecting current
subscriber identity parameters for the subscriber using the particular mobile terminal, and
wherein the step of determining whether the current subscriber identity parameters for the

particular mobile terminal have changed is carried out by processing means of the mobile



of the step of detecting current subscriber identity
paraneters for the subscriber using the particular
nobil e term nal, and wherein the step of deternining
whet her the current subscriber identity paraneters
for the particular, nobile t&m nal have changed is
carried out by processing neans of the subscri ber

nonitor external to the nobile term nal and which is
tergye avhiche it epeatiphie cemprientursgbsebscber idgatiyi paameters with the
r r recedent subscri ber
ﬁog@1g¥?$§£%%¥%%%¥é$§1ﬁégﬁisﬁé %%dpas clainmed in any one
of clains 1 to 5 wherein the step of storing the

changed. subscyr | be entjt par meters . in
4 ncr\?fa%ﬂgo £HF] aﬁaei%ﬁaleh%\w Epin a%aal%@érm@ @nt@mnyal is operative
to %@ﬁéi‘%t £'thagblh &%ﬁa{m{v}ﬂe@)ﬂ SR Ahink? th%}et}EaEﬁ &l @bscriber identity
bile terntn nmeans o a recording su -system
parﬂmlet;‘lﬁ |hsve)pé1aagadvebly1pa$éom thedtoned Hadthprenwient esubscrlber identity
communi.cati ons network and MEPCh ext cts devi "
ParpgEits, {h tg%ﬁgéﬂ?etlg?ﬁ%ﬁw& ENFEE et mO %ﬁ?ﬁ‘“{“)}‘nlca“on NEtwork so as
to BrbRIBleStS bf ovidatAak ‘s&ﬁ)tek Qi@ phRBcRAS il GUhdhory to be
nobil e term nal over t l e connunlcatlons
perfremge rektenily of the mobHe @Iernntnalmn rdspomsg tergblicbtéont eff e flaigging signal
sage data .conp i si;ng the nmethod of recording nobile
Onﬁgfhp%én"mlgns %g?g:as claimed in any one of clainms 1
to 6, and conprising the further steps of.
interrogating the nenory of stored subscriber identity
par/érm@fg% af staimpdde clampk oF iZowherethe srbSEgbas ddentisy pegmeters are
sto pa'rn? IQ (ﬂrﬁ?}érﬁy%ﬁ} g?sﬁﬁ%%'b@ltbtnﬁﬂlt(%&xtté?ﬁalqg'ﬁ?g %OW]% Qnﬂmal fmd operatively

m nal  havi n

assbddead iviyh nige pamarmeicisn Wietwdrkaniee istoped shhﬂschh& 1dent1ty parameters
and retrieving at | east one of

inclintenahdeany (s adEAor g G eri AR R 0 the performance
of tH@ é e§ect1H%¥1n%ht%ﬂb%%?ﬂdgﬁﬂltg\r})ahﬁﬂét%@ rs)(lb é-fblgr using the

ar get e termna alne
partacttdtarrrmbbvlh eﬁmmnalt headt eheretn mtmb|step ofe dmerraimrtg) nieileeshe current

on i ch has evi been | ost_ or stol en,, .
subfber RGN raEmR TS Rerng b e moGRa s ral Ryt ais figried out
by MobddsinBendan§ Bethe BB CHBert bRt dFk terihl rt@?dé%&ﬁlet {@rrhi#A8] and which is

interrogation of the nenory and retrieval t he

opefagivede cempaigdcusigh subiseraer iidkaity pgramateasmtbrthe etwefml Jat precedent
subgcm%elg%entlty parameters.

6. A method as claimed in any one of claims 1 to 5 wherein the step of storing the
changed subscriber identity parameters in a memory includes storing such changed
subscriber identity parameters in a memory external to the particular mobile terminal by
means of a recording sub-system which is operatively associated with the mobile
communications network and which extracts device identity parameters and subscriber
identity parameters from data communications of the particular mobile terminal over the

mobile communications network.



subsequent to the loss or theft of the nobile
termnal. 9. A nethod as clained in claim7 wherein
the target nobile device is one owned by an
enterprise and wherein the nethod conprises the
further step of tracking and2logging at |east the
identities of users of the nobile device for

furtherln%kthe obj ectives of the enterprise. 10.
7. met Hofetode phjubigingnmebRe riftminpldusaget ¢t OBHBISING ng method of

rec{)lt?ﬁngétn?cﬁnl%f e%gl Frﬂsgeé' 0%, JEIRAH cfn? r ga&?e 6P Jl%]ﬁls 1 to 6, and
ar evi CE 1 n response steps
corhpriisiing (hg dtithng stepeof:nenory and retrievi ng subscrlber
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dentity paraneters. . as c alned In claim
targe@ mblstee tamminng fohartngg tarrarrgaimd@ltxfymgoparmaear gbichnaiei input in the
devi ce |ncluges transm ssion of data processing
RSN FF A8 wher eby, i n response, the nobile device

per fefidvingddat BadRoRe BF TuRSntORRY Aty Hesedeh! abkathd: @MRtitabarameters
del etion, data manipul ation, data backup, and data

havingaisasseciatin. in2lre memoppyith thefergebmobidesrminaly mobi | e
term nal usage data for subsequent use, the apparatus
i ncludi ng: neans for providing device identity

8. parAaneéteed ad clafthéd Wi dlgina7 petcrdit Whatargopidtile tb@iifdln®niprises one
neans, operative when the operating state of the
whichhes deee mﬁ@wslx Segrclast et stolsng dheetrethod gouprishg a further step of

conflGiibAth ttgﬂ'g[%t Bﬁfbll@ tgllﬁlﬁﬁ&lr{ bfé'sp&'%gntg %QQnterrogatlon of the

particu ar erm nal ;| neans term ni ng

melwb@t het rdthevaii l@lﬁslﬁ:a‘ ldﬁ@t stodﬂltu‘tismbmnémit)e tparafters Ieeen if changed
particul ar h n have changed over tine,
Sub%ﬁ&““ﬁ?“§&°“ﬁ§é Fﬁﬁ“&ﬁ%ﬂged subscri ber
identity paraneters in a menory together with an
associ ation of the changed subscriber identity
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lea®ahé ii§&HtRes HIbIdeRs bLRIE RRfbile device for furthering the objectives of the

enterprise.

10. A method as claimed in claim 7 and further comprising the step of transmitting
messages or data to the target mobile device in response to the steps of interrogating the
memory and retrieving subscriber identity parameters, the transmission being based on the
identity of the target mobile device and independent of the current or latest subscriber

identity parameters.

11. A method as claimed in claim 10 wherein the data transmission to the target mobile
device includes transmission of data processing instructions whereby, in response, the
mobile device performs data processing operations selected from data deletion, data

manipulation, data backup, and data transmission.



13. Apparatus as clainmed in claim12 for utilising
nmobil e term nal usage data, the apparatus further
conprising: neans for interrogating the nmenory of
stored subscriber identity paranmeters for those
subscriber identity paranete2g which have an
association in the nenory with a particul ar target
nobil e term nal having termnal identifying paraneters
which are input to the interrogating neans, and neans

2]c or éggrra{ g\s/t Qgre%%hrfga%do ?lt%e e%m szﬁg% c@?ad fgnysubseguent use, the

prec SCT paraneters ha
apfs@ocindludig: i n t he nenory\Mtr1the t ar get nnblle

Ler rql]egrzlisl for providing device identity parameters identifying a particular mobile

terminal;

means, operative when the operating state of the mobile terminal is active, to detect
subscriber identity parameters for a subscriber using the particular mobile terminal,

means for determining whether the subscriber identity parameters for the particular
mobile terminal have changed over time, and, if so,

means for storing changed subscriber identity parameters in a memory together with
an association of the changed subscriber identity parameters with the device identity

parameters of the particular mobile terminal without losing precedent subscriber identity

parameters associated with the particular mobile terminal.

13.  Apparatus as claimed in claim 12 for utilising mobile terminal usage data, the
apparatus further comprising:

means for interrogating the memory of stored subscriber identity parameters for
those subscriber identity parameters which have an association in the memory with a
particular target mobile terminal having terminal identifying parameters which are input to
the interrogating means, and

means for retrieving at least one of current and any precedent subscriber identity

parameters having an association in the memory with the target mobile terminal.



