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15 for the managenent of the rights to access to this

data. The right nmanagenent nodule is 35 produced in

such a way that it is easily novable. It can

judiciously be made by neans of a nobile 5 January

2007 6 | tel ephone. The managenent nodul e al so

i ncludes a security nodule 16. This reception and
decryption nodul e can conprise standardi zed 5 January 2007
conmuni cati on nmeans with the nmenagenent nDduIe

Therefore, the reception nodule is capable of

inter 99%%4 Ml g}{% ma&%tmgggsgmmud@adwc&ﬂ md%ulg @é’ &hiQR&Ehtion and
securit

can
to e ag‘?‘f H@h 81 %LE?E??P cerg%g%) étandgdl:feﬁ ct)rﬂrgumcg‘(lon me? J‘» Z?l'b Tlanggement
t el epREteE, T“?’Pféf o4t repETHY e FaRRLe Of IBIEACHA] ¥ E%Yt"@”asQ{”B‘?"H@”@”'e
areas that wll be then activated by paraneters
each ﬁﬁﬁggogﬁﬁ%ntyd@m!er G@n cc:ﬂqrésg étorwrameg? gngd? @ch rP%S\Fgement centre,
ex&npinge cese otkemebjptelprbpnekibs teiehorm epdtkyr canAlltcain stprREERgR Gt Wil be
( EMV) thert daw@atbdhg pérarhétgsibd eadh nafiagéninegt cenile Sihedelparmegarcos. b axgmple, 2
to t ﬁb@wﬁlyﬁﬂe?maﬂtﬁtfr&ﬁbrnhdg@g&%ml 1Rk IGATRGIBNH e subedAber @gcording to
0 r evﬁpmﬁ rﬁﬁeﬁgh ﬁg‘to LRy ﬂa%e&eﬂﬁc@nt& r@gvegé Lifrent operators

|ntegrate their securlty into a conmon

erd ul lﬁ thQ Ease #a dﬁér L&éragog db M%Qﬁ§ﬁte§r§§th£ | LXkDinlo] atcymlﬁlzfn module or

t Eg t sm|1|:1!y to mg'eats?] he eme’ti; ofejse Y|s 80ﬁ5|gle panp{e'cz(r%]rldg gonﬁe@l‘é Q:R o%gythaa allows

easi | 45 seGteaduie ey g e o ChoosE ottt e e B, . Trese
nmodul reasiulessoan breprgsitiesd indlescforingef 3 preart fopyd paopgrating Wihap pPPEoiiatp reader of
C 00 p efainaragemanttriidd@ie) oraip @raaeer ¢oabat foeadiewingfhe intpleenentation of several
man a%ﬁtﬁt@ tnodliRE YilnBitaRdousiylin @hislBdeCedti0 Efpatdnade® thenaiolizatdn g figinating

. tmg fﬂR%ﬁﬂFﬁ%ﬁ&beﬂmﬂ er1§g;yeral security nodul es

si mul t aneous n this case, each chip manages the

aUt hQ{ IL %I@J f)o@ﬁtﬁe 8 l'ogahé'@t‘,érrpg anc]tl%r ng&m lmm&gev&rg %hlps each of them
C ar d a'nagglﬂ 8%{?10é%ah%ns 6n mat{ng ﬁ' Fne d)f E%e mana\gerr?en{ c%nt%g CH{:L Se Q‘ secunty
of t Heefyle ‘ﬁﬁ?ﬂ?@‘?dr’ft}:‘%ﬁ@ﬁ@?ﬁr E‘%\Ffef?ﬁ? Bri gi nating f r om one

of the managenent centres. This type of securit

a8 FREU SESs SK1o4eh OF g MBS Whdele T aSPBr ST @ e
13) Tasetificsbiqauwinibey (L ehdl dete p@ﬂem@g@ﬁhedpangqq@emmséé wilhwieh these
t her enoule® as@widriadd to @@mindktaThigmeans mateefora B¢eing able to obtain and decrypt
I dentgh hineatatid %e%m@MMf%at:@?ﬁm@aﬁaﬂaﬁﬁém Snitd, hg ddtDrelald@to this

man a%%ﬁ% dpnFc%mIernﬁét fi Jsﬂ‘haW. l!reg'n IX\%boclmo thQ @é:@nt H&GU lTﬁec‘da@ar p%rtalnlng to

aut hori Ze

bei n a‘ue gBTager?eBt caﬁ{e és (ﬁr eg?{ra)%uaéi 8P%P%?r{g§%ﬁ ora coﬁe ailowmg%e?ormatlon of an
A e e
t he detrily makiatiekp seeuradhiosordinggn sngeadiantegegegrbedipayt the fapthagization
- have rbaeges Enmdeceit id te debi@ity s@aL Ih tryenampeled fom bY meand at key which

pert @ép@l‘ld@ ottt Gh thd REIRIRGRER Bhntrs B1ALoh Shel uRiqueliR@RtTEXNAITIMS UA of
an e gv%'ch'Jﬁr .hélﬂxe kh? ¥| %y "a']n fﬂg'g ﬁ%lg k&@%gg gacé \Q@ bJ é)sreg[ﬁty 'nﬂﬁhle%nnot
{

%@n n g%ltes?tg aB‘é*f“v\}é'g e%ghewﬁa m°8% %N# cogtain:régel?%data pertaining to
+ secufP MgnaawReNY e tie TR Vesdba UBeZatiRR BEERAC SiECC! P TesAReD!e of decrpting
advardidagremas enbodi nent, the authorization meEssages

EMM are sent to the securlty nodul e in an encrypted

f or niteynanmament wpdulz 1R efvanigseaubly indesipon emarised Feagah infepded to be used
r el akidta &edn 68 . A fprepginént eardNidl Ir0his Wy thenmagjegement of the payment is
136 € NbekfrbdGabi é?lrbvéhﬁmﬁd’esth%ﬁﬁﬁerm&@ i afde the: ude)or thdeab®mert Rodule

this, vagxm B, L. RE %efo*f ik ABRIAAPHE RRRhX%ATN méur@a

secur e can e used by anot her nodul e.
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data pertaining to the managenent centre cannot use
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decrypting said nessage.




The managenent nodul e 15 advant ageously includes a

smart card reader intended to be used wth a credit

card or a prepaynent card 17. In this way, the

managenent of the paynent is 35 assured when an event

I's requested. Furthernore, this allows the use of the
managenent nodule as an electronic purse. This é;é;

of card is shown under the reference 17 in Figur mgry 2007
January 2007 1 According to one enbodi nent that
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conditional acce

ev emworgﬁ%neg%ssaéy éi tf'ner#e&y&'ng ?f 6!'(5 dﬁ%l aIngrRtel} t’h?] w?uallza‘?tlon ofemﬁ event, the
for isPREN ang Brcgytion Bodulgj Eptgblishes & compupigation With onecf hp P Pgpegement
ridc e setiesyAs roevinetywientongdhhesregepligh modulprren bezit rpabjle teigphorgn this case,
gi Ve Bonkiyt iSlesRbikheA DY i BiEINY aCdpitbné AunibBrecorREpondinydg)hergifiitsion centre. The

Mo dulicd ar thevertt for MR R strVRRRo bddi@ tehigts ERidat 19 nieRRDKS pre-
t 0 C%%gl rﬁe%h’l Qa[tl.h QH% & ot thje_?%ﬁ%lgﬁ EJ‘ae Mk@nm tl%n@ypgg of the

r i ghfngbde ?eﬁ:plzﬂa% e'l'}:xe chvnltgﬁng ohth? ﬁléthOé 2 umorpe%sz g? correspondlng %:% the event
BRM oitepests saried °"h¢fqemﬁi"’t911’éesﬁfé€r”§}'ﬁi"'P'b'f?V8‘f"‘f krared 8PS 8P on. Tris
wor dsuttevizative ceswer iy adventagedyely ehorptgdoltyi nesansoT @ keyedeppating beHigpn the
t henuridoe idéhtBdagdni aibdr AU @finel breurivanilie ahdren thealleieitaning to the
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with one of the managenent 30 centres. As previously
nmenti oned, the reception nodule can be a nobile

tel ephone: In this case, contact is established by
dialling a tel ephone nunber corresponding to the
diffusion centre. The
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choi ce of the event for which the user wi shes to

acquire the rights is nade by neans of a pre- recorded

“menu”, each option of the nenu relating to a

particul ar nunber on the keypad of the nobile

t el ephone. The downl oadi ng of the authorization

nmessage corresponding to the event 35 chosen is

carried out after having pressed a validation key &nuary 2007

the keypad of the telephone. This authorization

nmessage i s advant ageously encrypted by neans of a key

dependi ng both on the unique identification nunber UA
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cons®¥052M¥.s for users are elimnated. Furthernnre t he
fact that managenent centres are wused for
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In this case, these procedures are applied between the
recepti on nodul e and the nmanagenment nodul e. An

exanple of this type of pairing is described in
appl i cation WO




02/ 052515. 30 In order to guarantee that the

control -words are not di ssem nated towards other.
reception and decryption nodules, and in a diagram

with two levels, that is to say when th"ontrol nessage

is of the personal type, the managenent centre can
demand an encryption key pertaining to the decryption
modul e. This key is directly encoded in the decrypdamrry 2007
nodul e and is unique for each g¢mdule. 35 In the case
where the control nessages ECM contai ning the.

control -wrds cw are sent through the nanaqenent

cent r &Ygrhich j sepido dieFpqualy mE‘é‘?é’y\ﬁHéﬁ“%QeQﬁ”t &Yt Ganagement centro
encr y présd. dye givea nentrel fworgrrn estrypiidneperpinig ke yrigue By of dhe jdesgyption
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pertal?ﬁ SR Cati ons syst
t he ﬁﬂﬁé&%ﬁﬂﬂ? ¢entre and the securlty modul e to the
security modul e of the managenment nodul e. 5 Therefa
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to one enbodi ment, the connection between the
manage FRNippiEdal | te: iRbdls titBed BRABIMRNBRDIJCRE tetlBimbgds ariginating from
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ar e readhelaga@aSet bigtaa b bbd td thiOirieCaAs botthulEiEe His SxbefatiaiSo the
roul gLl or black jack and the owner of this type of
managenent nodule can play interactively and in rea
tbgve, wherever he/she is. The security means

i mpl emented for 15 the conditional access to

broadcasted data can al so be used for this type of
application. In this type of application, the casino

is linked to the managenent centre in order to

determine the identity of the carrier of the

managenent nodul e or "at, the very least that this

carrier is solvent. The nanagenent centre allocates a
credit to this carrier and comuni cates this

information to the casino. 20 5 January 2007 _ 10

CLAIMS 1. Conditional access data decryption system
this systemconprising: a diffusion centre (10)

arranged to diffuse data encrypted by at |east one
control word (cw), at |east one managenent centre

+ (11) arranged to diffuse personal nessages (ECM -




EMM related to the managenent of access neans to
encrypted data, an operating device (12) intended to
render usable said encrypted data, and a decoder (13)
arranged to decrypt at |east one part of the encrypted
data, placed between the diffusion centre (10) and
the operating device (12), characterized in that the
decoder (13) conprises a nodule (14) for the recepddyrpry 2007
and decryption of encrypted dgga and a nodule (15)

for the. managenent of access rights to this data,

these nodul es being physically different, the

reception nodul e (14) being cBA¥cted to the operating
device (12) and the managenent nodul e (15) being
arranged to communicate wth the reception nodul e,

t he managenent nodul e &1%% i ncludes a security nodul e
(16) ConprPE A ACEPRUR PRI bR T ERBer (UA)

and data &l9fesionreptrs é@LFraragd toriiifuseaisiaeotnipish bhteait ope epafolword
managenmentestentre (11) and the security nodule (16),

this secuki byt RGkHNSyeRE Blitre BN ABRLRE tof @rfuyeepseirsﬁw tnas%ages (ECM,

content ofyfy gatpﬁsﬁﬁmﬁagem@,ﬁmg&& n(eg% nbr s a2 d

aIIowor rfrev (ﬁ: @ gp
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reception of the authorization messages (EMM) of said management centre,
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modute (15) so that a reception and decryption module (14) can interact with a plurality of
management modules (15).

12. Data decryption system according to one of the prewous claims, charactenzed in that
the management module (15) includes means to establish a matching key ‘with the reception
module (14}, this key being intended to encrypt and decrypt at least the control-word(s) (cw)
transmitted to the management module (15) towards the reception module (14).




