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nunber 10/ 335,048, filed concurrently herewith),
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response. Next the client under goes an aut hentication
pr Obibs two modes of operation are possible, namely peer-to-peer and

network, most WiFi installations use the network form where an “access
point” serves as a hub bridging client adapters to one another and to a
wired network, often using Network Address Translation (“NAT”) technology.
See Fig. 1, where this configuration is illustrated. When a client wants
to join a network hosted by an access point, it must first synchronize
with that network by performing the following synchronization protocol
steps. First, to establish initial communications, it either listens for
a “beacon” sent periodically by the access point or sends a “probe’ and
awaits a response. Next, the client undergoces an authentication process
with the access point. If that is successful, the client proceeds to an
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marking the presence of WiFi networks (for example, on the side of a
building where a WiFi network is detected by a “war driver”, or on the
sidewalk in front of the building) so they are easy to locate without a
device such as the $6.45 “Pringles” can antenna (described in the

above~-mentioned “Antenna on the Cheap” article) used by the war drivers.

What is needed is a way of improving security in WiFi networks to

prevent intrusion by unauthorized devices. The solution must be easy to
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To achieve the foregoing objects, and in accordance with the purpose
of the invention as broadly described herein, the present invention
provides methods, systems, and computer program products for monitoring a
changeable location of one or more client devices in a wireless network.
In a preferred embodiment, this technique comprises: receiving, at a
first device on the WLAN, measurement data from a plurality of measurement
points on the WLAN, wherein the measurement data for each measurement
point comprises a reading for a particular client device, the reading
observed by a plurality of antenna elements of the measurement point, the
antenna elements being capable of determining an angle to a source of
radio transmission; computing, by the first device, a current location of
the particular client device using the received measurement data; and
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The present invention may also be provided as a method whereby a
service is offered to clients for determining whether their wireless
devices are within, or remain within, a particular spatial boundary. This
service may be provided under various revenue models, such as pay-per-use

billing, monthly or other periodic billing, and so forth.

The present invention will now be described with reference to the
following drawings, in which like reference numbers denote the same

element throughout.
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spatial position with respeét to the boundary ls determined using multiple
directional antenna arrays and calculating where the vectors intersect.
Problems of prior art approaches are solved by the present invention,

which provides a novel application of existing technologies.

Most client adapters in existing devices use omni-directional
antennas. However, in addition to the significant attenuation of the
radio signal as it passes through intervening objects like walls and
furniture, these so-called omni-directional antennas exhibit significant
variations in gain patterns, i.e., they are not really omni-directional.
Thus, the signal strength seen at a receiver is of no use in determining

the distance to the transmitter.
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boundary, the base station terminates the association, forcing the client

to re-authenticate before it can receive or send layer three data. This

process is described in more detail below, with reference to Fig. 6.

Each measurement point is equipped with an antenna array that
intercepts radio transmissions from client devices. The processing of a
client transmission at a measurement point is illustrated by logic in Fig.
4. Upon detecting a transmission (Block 400), the measurement point

preferably measures the angular relationship between the signal source and
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point is equipped with an antenna array that

intercepts radio transm ssions fromclient devices.

The processing of a client transm ssion at a

nmeasurenent point is illustrated by logic in Fig. 4.
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measurement points forms an “intersection zone”, where this intersection
zone indicates the transmitter’s approximate position in a 2-dimensional

space.

To a define 2-dimensional planar boundary, e.g., using 3 measurement

points, ideally the measurement points are positioned in an equilateral
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encode and to synchronize the transmissions from the remote measurement
points, and the scope of the present invention is not limited by choice of
a particular approach. One approach that may be used will now be

described with reference to logic in Fig. 6.

On recelving measurement data from a remote measurement point (Block
600), the base station stores this data in a table or similar data
structure (Block 610). Recall that, in preferred embodiments, the base
station itself hosts an additional measurement point, and thus locally-

received input (which may be processed by the base station, in its role as



measur enent points and intersect three vectors. A
| arger nunber of neasurenent points can be used, if
wale®i0emos The renot e measurenent points are t hPOBEBI@S/005244
WFi clients and at regular s@ort intervals transmt
their measurement data (a list”of association, angle
pairs) to the base station. There are nunerous ways to
encode and to synchroni ze the transm ssions fromthe
a meapinaRa i et Alsin@dicat s, inanly t k¢ SLepeo aftokB® in this table.

pﬁ%@%ﬁ‘é&véﬂ)’ eghl %1lt§orqut réﬂ\dpet ﬁ&ska¥e19&1q_' _Bglncll,f mlcfrht replace the
apartl cul ar, approa roach that
P b 2HE SR Pt SRR PRl SRR GRS AopFEions.
WlGhO‘@h destalionfrare sBeserentofdbiia pipegnta inegnsien. ) Preferably,
thReaSHY efietie pabIy cbﬁfﬁknd G001 idneadtreaSicakl Mkerved during a
_me%gef&%nE hir&e‘}@éla i hh& A abl & 9hms 'c@hjcé{ d% aséé;éllé‘éi&{ e

in pref erre odi nent

Bl o ecal | that,
d%ﬂtélftca‘%e p@?éﬁ"&’r’i‘ 1i CHPE ST SRR AiSAFD ﬁ‘éﬁasurement point. See
Figeabumbeehte paime, tapg thud lhowaited- daceiiredaimisutable 700,
theWd ol 1 febnbedPraEess ed Mpriheihaseuss avs Orhel dutiat Sbserved by

threol!)% §t¥@o%09ége9§opé)%t %H %2&(&%@0&%44 dgdgta reported by two

measur enent poi nt, us Iy X
*obbr oI ARG TABFS. (UK RO naPRybISE SR (ogHEe 715 and
72P e e epEively e mAdei pioinal  gvlyims mepl e addere fobalggelementations
usSh@inioRd tHanl tiSrdeOheanifrendigepyidtg.and reporting device

Iocati ons, W thout deviating fromthe scope of the

sent |nvent Pref era he.raows of the table
CORFEUEIA £b "L MR P A et oBLB g ARy pecks (Slock
62%3@1?@%@& 1t ritse e toThreockR® sihec bihen eeloiicat nstft pet, control
re@8sOCitatBlark ¢abendidvaer. indddi ficanabottel unssueaiche Spdnd .

otLQm?:‘L%%h ]ﬁ%@ﬁuét@pg?éc&glegtthl§e@abl@ &b dZtefMel%%Sea%hSé‘f@n% s

u a
R
angl gt fa thp serivrt Jt?youm@ebéseebswﬁamn fhigetssocsaisionr 87 tepminated
(BTedkUBRO0 /10 Inagidhdat @aaskepamt el by efsvablyermiiens to Block 600.

nmeasurenent points ("MP1" and "MP2") "is stored in

coI ums 715 and . 7 res Y.. Addl ti.onal cal ums
T DR 4B o] FE o LT L s PR TE Pha ot Biamwie, a
CO%H“@@WSF%#W&@ AeSineRetaninthy) teble Ietal e (83§ dAve been
cobledtied. dfiiny hthibaserstral iaan ehecksodeBket kiheh2he tolizeeion
intdrdall é)%l&bge bﬁe%&%}cgﬁ%hﬁgﬁ Akl &&Qgrﬁﬁsbelfmp@%ented is

I t o .Bl ock t t
R RCE R O T —

PohtgcBsEEe ERI® fallreierrkiat evTrchetshehtl |thendats as it is
reposictli 0N .anBhamlen 640 veoairar es dhaetailiecnt HI@SI T i(@Modl0 6107) .

midedefdiigd IP@;UBQ%% ar@Rd1i fidehge cahleeﬁgsé &&%ﬁl d@r in
al%he oundar | S, aSSOCI ati.on I S ter

[0

Q T tgg th
lmP%/(ﬁ“en 2HCE® LAY or° Br et g?mf Urns }fy <
meﬁ‘%ﬁ,ewe%@omlnh onér a@ﬁeattetf he&stest reﬁlﬁ’l@c Rl‘BZZ‘OSY%Chronlzmg
algomirhm drs yeaterbbly exanpte syachronize the clocks of the various
measurement points. Clock-synchronizing algorithms are known in the art,

and do not form part of the inventive concepts of the present invention.)

Block 620’ comprises checking to see if more than one measurement
point (including the base station) has reported data during the current
collection interval. The collection interval is preferably a predefined
constant (or a configurable parameter), and should be small enough so that
if a client is mobile (e.g., in a car or being carried by a person), it

cannot have travelled very far during the interval. The collection



collection interval may be defined, and the table

entries that have been collected during this interval
wa@ae@4bmwns pr ocessed when the col |l ection i nterRel/GB2003/005244

expires. One way in which this aspect may be

inmplemented is illustrated by logic in Fig. 8. Upon

recei pt of data froma neasurenent point, a tine

stanp is preferably associated with the data as it is
intecoaldetond ansaugendetdrval=ai an «ahal he tablrepeftihbginterval

us7ed( B_{/qg’l!é ﬁé&g)g;rg&ﬁ't goiﬂtrée & P @Ytll?@ mteggux%@lﬁl @o:mts report
af AR eSent ot rBRe P et RSP b PSS By
aW?ééQ}EﬂfeeWéFﬂlnpél single| plipetioat itiergake, TAUT eLf aflcetest in Block

620’ obks Sy nedutane ziaaglte alcgotidihpeismpresd eradt yousedlri®. 6 to
'av\%l@%a%ﬂlréﬁenﬁ:g efﬁ:lmoggl?elroﬁxeatslﬁgeﬁ(é}{ﬂ Bﬁtsn@ﬂ:‘-}ﬂheﬁ@t collectlon

r&lcﬁ)l nart gag%nco%\%fm Z%Pquf?lggf“ll%}é’lsel ﬂv%sﬁllre{l}%n p01nts for

tl&én%@ﬁ%%‘fﬂ tRESTR s it thw@h@r &g Bileek #olocates all such
daganpards esy cleacke Rgat® «teeids fhor eht hablenemeas wWiepbBnidiscard

r%%@asu&tem&lsédtm ther Rasei st atd Q-ﬁl):r&?é 15@%&sed Mt fhis data is

rr C ection
a1 2ebeR UL Dhp- QvprErefiipu ot shisbng posttion.
const ant (or a confi gurabl e paraneter), and should be
sheln assioeghag@ct hathe téstaislBlenk 429 mobithe {uhsgayertn

ta@lgsgérogés:p.ﬁ'gngoc_ﬁ%r fd ebye;?ﬁg%ﬁ?g%% é:'hte r&ﬁgﬂptofhﬁé{%urement
OGP 05 (0Bs T 500D S PSitrH Af SPUAISSiER rote should

begprerasecqgricateierendentort etpeal virg vere méwbrdtar-ﬁg In one approach
wiithierthak aspeet, byet h@tmbasubekrend Pai At Sosisové hatuld upon

exbmﬁaﬂ}:%rﬁg&f %u”@ﬁexp%ﬂtcﬁ ﬁleée%%g%k;lyat:oﬂ{ézltigé Q:\Htt:ht ﬁﬂéeéollectlon
1nge lallbl gﬂ Wa?%tlper a roauhe, Cof?nt&ﬁl ‘L}? %1n€a§>roc?ﬁs may be used.

avail in-a
Inj $hisheagestthp EBlrobk Ble@o GzﬂalsaSaan@gsaM% reEstil phen 2
meggmtameht retivt nsst oeliroek BQ0d0fa Fugl a6 tanstawsd bther

neABasHee e svd e ot her nmeasurenment points within this
collection interval. Wen data is available from

mul tiple neasurenent points for this collection
i nt’8r ¥ aUrEBF ERBeY herdsrand; Ve Pr8berdloBaY &¢ uyqd, whereby
theuigdse dedteof aprdrin@icaleépnwd lst dleenerturersntf pointsh€or their input

ont @kaa@u@nawss%crﬂmasbndl SRl fogidNyn MAS U @B ient Batused for
progescfllolﬁ %1' d%ﬁép@%ﬁ&é" ;.frrsrgtthen%%rs\éﬁerzéntagglgt@ S ]g'la%ﬁlls aspect, the
tegt |Jé“ni31%°kp6§? tHrGﬁerq]%Ya?ﬂﬁPﬁéﬁesa%“e%f“m%% Wfl%%lierl fach polled

meBlocket? Podntd Halserguwhseduentdatbabl e- processing | ogic
may be separated from'the recei pt of neasurenent data

ABL gglgdgglﬁdagéucﬁ tghatreser?t q.e!\:zee 4 m ﬂatsI oegsg fofwg?ett her When

OCGSSG IS |n epe ndent

dePJe%ye‘Flgl R ABHF T pUter&a’t%\ 10| peesh g0 aF&ﬁFb%\%W POF PR i s
megspeptnt tdeéntest They BreockmbR0 phased apomidrovgnateduldqual angles

nedPQhe &XAnEAlIRNILE, awlduTehc WBLEN-RERE &J0aRE ¥ directional
anE&rﬁC!i.gr?é% %x}ar}:dt pk?e %%L\l.ee.r(:to%otr}le protected area. Setup can be
accomplished with very simple instructions that almost anyone can follow,

even 1if they have very little (or no) technical expertise.

Preferably, the defined boundary is learned at set-up time by
carrying a client device around the intended boundary while communicating
with a set-up application in the base station. With the remote reporting

interval having been set to a very small value, the base station learns
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The present invention has been described with reference to its use in
determining whether mobile devices are inside or outside a spatial
boundary. However, this is for purposes of illustration and not of
limitation. The inventive techniques described herein may be used for
devices that are stationary devices as well (including a mobile device
that has beccome stationary). The present invention may also be used to

ensure that one or more devices remain within a defined spatial boundary.
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may be used for devices that are stationary devices
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participants in a WLAN. An enunerated |ist of these

devices can be created, and a system using techni ques
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be provided under various revenue models, such as pay-per- use billing,

monthly or other periodic billing, and so forth.

While preferred embodiments have been described with reference to
radio-based wireless (i.e., WiFi or 802.11b) networks, this is for
purposes of illustration but not of limitation; the disclosed technigques
may be applied to other types of wireless networks as well.
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The computer program instructions may also be loaded onto ome or more
computers or other programmable data processing apparatus to cause a
series of operational steps to be performed on the computers or other
programmable apparatus to produce, on each such device, a computer
implemented process such that the instructions which execute on the device
provide steps for implementing the functions specified in the flowchart

and/or block diagram ‘block or blocks.



comput er - usabl e program code enbodi ed therein. The

present invention has been described with reference to
woébamobmog il ustrations and/or bl ock di agr anBCDGB2003/005244

nmet hods, apparatus (systems), ;gnd conputer program

products according to enbodlnents of the invention. It

wi |l be understood that each block of the flowhart

illustrations and/or block diagranms, and conbi nati ons
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npd?er or ot her programuabl e data processing
apparatus) create neans for inplenenting the
functions specified in the flowhart and/or bl ock
di agram bl ock or bl ocks. These conputer program
instructions nmay al so be stored in one or nore
conput er -readabl e nenories, where each such nenory can
direct a conputer or other progranmabl e data
processi ng apparatus to function in a particular
manner, such that the instructions stored in the
conmput er -r eadabl e nmenory produce an article of
manuf acture including instruction nmeans which
i mpl enent the function specified in the flowhart
and/ or bl ock di agram bl ock or bl ocks. The conputer
program instructions may al so be | oaded onto one or
nore conputers or other programmabl e data processing
apparatus to cause a series of operational steps to
be perforned on the conmputers or other programmble
apparatus to produce, on each such device, a conputer
i npl ement ed process such that the instructions which
execute on the device provide steps for inplenmenting
the functions specified in the flowhart and/or bl ock
di agram bl ock or bl ocks. WO 2004/ 060008
PCT/ GB2003/ 005244 14 Wi le preferred enbodi nents of
the present invention have been described, additiona
variations and nodifications in those enbodi nents my
occur to those skilled in the art once they |earn of
the basic inventive concepts. Therefore, it is
i ntended that the appended clains shall be construed
to include the preferred enbodi nents and all such
.variations and nodifications as fall within the
spirit and scope of the invention.
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nmet hod of nonitoring a changeabl e | ocation of one or
woeog/oclonent devices in a wireless |ocal areaPOEGROI0S/005244

("WLAN'"), conprising steps of: gecel ving, at a first

devi ce on the W.AN, measur ement- data from a

.plurality of measurenent points on the WLAN, wherein

t he neasurenent data for each neasurenent point

conprises a reading for a pactamd ar client device,

the readi ng observed by a plurality of antenna
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determ ned not to be wthin the predeterm ned spatia
boundary. 4. The nmethod according to Caim 3, wherein
2t heTs F@*t'—hclﬂie@i:%‘é”dlp%rﬁoo@l@m Ly furfheamicomprising the step of
ablmypng)gmapﬂsamlk@azf eOtant-h@eviiceSto devéesie the W& only if its

crakht aleari &l kg rﬁet@@ﬁ{irféﬁ td he &f%@ho&{@B?é&etléa{lrg@ %Qatial

bdgguired to unlock at least one of the functions o
Uﬁle p%\rtl cul ar client device, and wherein the
"deactivating step further conprises the step of

3 cea®iengetivd at¢ccanisng $8i Oriwhen fubEhaU EbRHi sk A athic 0t Bf of

déa'?l'@l%ﬁ%b%ﬂeraEr Qr{drr@nmfurﬁlggﬂﬂfsg of Sthedsgxetrlrc!hf.]@ cﬁ?érﬂ:t Qexpi%e if its
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of the particular client device is determned not to

4.be et fdhotihe-Jraaes %5 nined §?%Atﬂaémbeﬂma&¥t de©1%The
urt he n

cording to r
peﬁ&lﬂ %9 mal %snl ncrygl:ogeraB% &Y o O&rqg 6Ilﬁ7§ dleYcheoito the
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atpéed<ir ppe@Lt hige rfenettl\magqf Chapitc D laanéll idat eddiiBe NGnd wherein
thet @&%tﬁ%tl%@c&ep further comprises the step of ceasing the
transmission when the current location of the particular client device is

determined not to be within the predetermined spatial boundary.

5. The method according to Claim 1, further comprising the step of
activating an alarm if the current location of the particular client
device is determined not to be within the predetermined spatial boundary.

6. The method according to Claim 1, Ffurther comprising the steps of:
maintaining an enumeration of a plurality of client devices that
should be present in the WLAN;
performing the receiving, computing, and determining steps for each

of the plurality of client devices; and



of the plurality of client devices; and WO 2004/ 060008

PCT/ GB2003/ 005244 16 if the current |ocation of any
w@booloeooes i ent devices is determined not to bRCTMGBRIOR/005244

t he predeterm ned spatial boundary, activating an

alarm 7. The nmethod according to Caim1, further

conprising the steps of: naintaining an enuneration of

a plurality of client devices that .should be present
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erpl [ Cétl__tl on, _suc sive locations of the “training
MY EHRCTAERT O FY V€& conmuni cat i ons; and using, by

the set-up application, the successive I ocations to
g def Themethte peedat e rfionerlaﬁupat ivilkerbnundarsirs?. dkice learns the

pls@mt;@mﬁ@a @@igloﬁob&aia@ycgégg@am %l{RQC%hk%rOEOMS%g steps

re client devices in a wreless local area netwo
"WLAN'), conprising: nmeans for receiving, at a first
de\ﬁﬂ%’én@rﬁ tthelibaN L isnhsiavéremrodad & sprioimlabpindeay iviyile the
tefiniBASll e dbviel Bbtmdhcdtie WiANa Aﬂé’t&ﬁl@i dipgtlhl@atlon in the first
dg@@gurerrent data for each neasurenent point conprises

a readi fo particul ar . client device, the readin
ObSETEIy B pPGraTTEY B AT eRNa SErENETPS GRCLRE o the

ChreRsey é’ﬁﬁe‘?ﬁt gevite, frde theremaamulicaelrns  basidng capabl e
of usdetery nhdGearumAghei da@ish,SAHE CR1cObsdia@di Docations to define

tﬂéﬁ?@d@téﬁhﬁ%d fRans: im&aputing, by the first
device, a current location of the particular client

devi ce using the received neasurenment data; and neans
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measurement data for each measurement point comprises a reading for a
particular client device, the reading observed by a plurality of antenna
elements of the measurement “point, the antenna elements being capable of
determining an angle to a source of radio transmission;
means for computing, by the first device, a current location of the
particular client device using the received measurement data; and
means for determining, by the first device, whether the current
location of the particular client device is within a predetermined spatial

boundary.

10. The system according to Claim 9, further comprising means for
allowing the particular client device to access the WLAN only if its
current location is determined to be within the predetermined spatial

boundary.



allowing the particular client device to access the

W.AN only if its <current location is determ ned to be
wowvdaohiosnodhe predeterm ned spatial boundary. VETT/GB2003/005244
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according to Claim9, further conprising neans for

deactivating one or nore functions of the particul ar

client device if its current location is determ ned
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the plurality of client devices; and if the current
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thpbuHat g het psetengpin itire, WIfAv t her conpri sing:

means for performing the means for receiving, means for computing,
and means for determining for each of the plurality of client devices; and
if the current location of any of the client devices is determined

not to be within the predetermined spatial boundary, means for

deactivating one or more functions of such devices.

16. The system according to Claim 9, wherein the first device learns the
predetermined spatial boundary at set-up time, further comprising:

means for moving a training client device aroundr a spatial boundary
while the training client device communicates with a set-up application in
the first device;

means for recording, by the set-up application, successive locations

of the training client device from these communications; and



means for noving a training client device around a
spatial boundary while the training client device
W@ omaioeat es with a set-up application in theCt/iGB3G03/005244
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devi ce, the cryptographic key being required to
20. The computer program product according to Claim 19, wherein the first
device periodically transmits a cryptographic key from the first device to
the particular client device, the cryptographic key being regquired to
unlock at least one of the functions of the particular client device, and
wherein the computer-readable program code means for deactivating further
comprises the step of ceasing the transmission when the current location
of the particular client device is determined not to be within the

predetermined spatial boundary.

21. The computer program product according to Claim 17, further

comprising computer-readable program code means for activating an alarm if
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computer-readable program code means for moving a training client
device around a spatial boundary while the training client device
communicates with a set-up application in the first device;

computer-readable program code means for recording, by the set-up
application, successive locations of the training client device from these
communications; and

computer-readable program code means for using, by the set-up
application, the successive locations to define the predetermined spatial

boundary.

25. A method for monitoring a changeable location of one or more client
devices in a wireless local area network (“WLAN”), comprising steps of:

maintaining an enumeration of a plurality of client devices that
should be present in the WLAN;



conmput er - r eadabl e program code neans for recording, by
the set-up application, successive |ocations of the
WO e@4060008 cl i ent device fromthese comuni cat PONEB2@RM05244
conmput er -r eadabl e program codgyneans for using, by the
set-up application, the successive locations to
define the predeterm ned spatial boundary. 25. A
nmet hod for nonitoring a changeabl e | ocation of one or
norenékeeimy adavirees lopation peleash dfothd cdient evigssk according
to( tM\LA«Mt)md GQHEPRéBAGeIStiaps; of 1 maintai ning an
ShO gﬂ%ll&glgérl% %%ahét!é{ﬂn%flesc lthgptthgeéldﬁgﬁt lh)@:gtlon of any of

resen

CHSCE} CBE0BST665 4 RO DO HEIR (G %@edst%wpsgtspﬁsé%% ey
degativasfing hanec bt ewtre dwvict densae€ orugihndevices tand/ aetassivating an
alchalmed in claiml1; if the nonitoring step determ nes

t haéhagrgfngc LAF Ege.ptfolr OC%Q‘ET%%[E %Lt Igglntggr%ngj lzﬁcmltorlng and

IcCes i's e erm ned spati al

de&ﬁﬁh‘@éﬁﬁg anﬂié%ﬁc\iié‘t’?tﬁﬁgo pSr nore functions of such

devi ces and/or activating an alarm and charging a

fee for carrying out the maintaining, nonitoring, and

deactivating and/or activating steps.



