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d) invoking or facilitating transm ssion of said video recording fromsaid
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invoking or facilitating transmigsion of at least one unpredictable prompt to said entity to perform a visible prompted action;
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c) invoking storage of at least one video recording of said prompted action performance from said entity in a data store;
d) invoking or facilitating transmission of said video recording from said data store and details of said prompt to said second user
terminal for viewing and assessment by said assessing user;
e) receiving from said assessing user an assessment signal.
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Preferably, the classification of the entity is determ ned by the
assessnent signal. Exanples of potential classifications are outlined in
tabl e 1 beDaw2/0IABLE 1 Actions Assessnent Vi sual Asses®CEABI1&#8BUHIY cati on
PositivePositivePositive WD 2012/017384PCT/1B2011/053429 Positive Negative
Negative Negative Positive Negative Negative Negative Negative Preferably,
t he asges
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The assessment signal preferably includes at least one positive, negative or inconclusive assessment signal.

The assessment may be based on a number of factors and therefore numerous circumstances may lead to a positive, negative or inconclusive

assessment signal being made. The aspects to be assessed by the assessing user or automated assessment preferably includes at least one

of the following assessments:

o  Actions assessment- e.g. whether or not said entity’'s prompted performance is a valid response to said prompt.

Thus, the assessment signal may be used as an indication of whether the entity in the video recording is the same entity present

when the access request was made and therefore provide other users with the reassurance that the person they communicate with

is the entity shown in the video recording.

It will be appreciated that the assessing user may determine the validity of the prompted action based on a number of factors,

including:

» the response time of the entity to the prompt;

o the accuracy of the performance to the corresponding prompt instructions;

e any personal prior knowledge of the appearance and behaviour of the user corresponding to the accessed user account,
and/or

o theirintrinsic human assessment of the genuineness of the performance.

Thus, for example, if a persona that corresponds to the accessed user account is known to the assessing user, the assessing user

may be able to discern that errors or even high accuracy in the entity’s performed prompts are in or out of character with their

knowledge of the persona. Consequently, the assessing user's interpretation of an entity's prompted performance may differ

according to any prior knowledge of the corresponding persona.

o Visual assessment — e.g. whether or not the entify has been assessed as having a characteristic the same or similar to at least one

identifying characteristic of said accessed user account.
An assessment may, by way of example, be made by comparing the entity in the video recording with a profile image, name,
gender, residence location, occupation and/or other identifying characteristic of the accessed user account. Thus, other users may
be reassured that the entity they communicate corresponds to the persona portrayed by the accessed user account and not an
imposter.

o  Persona assessment — e.g. whether or not the entity is recognised as corresponding to the persona of the accessed user account.
Thus, while the assessing user may believe the entity validly performs the prompted action and matches sufficient identifying
characteristics of the accessed user account (i.e. a ‘positive’ Actions assessment and visual assessment), the assessing user may
not recognise the entity as matching the persona portrayed or expected. This may indicate that the entity does not match the
persona that the assessing user anticipated, e.g. there may be many entities genuinely purporting to be users having the name
“John Smith” that the assessing user may assess as having valid actions and matching profiles, but are not recognised by the
assessing user.

o  General assessment — e.g. the video recording may be assessed for authenticity to determine if the video appears tampered with or
is otherwise suspicious. A general assessment may also be made of the entify to assess any other factors not covered by the
actions assessment, visual assessment or persona assessment.

Preferably, the assessment signal includes, for each type of assessment made, a positive, negative or inconclusive signal.

Preferably, said control system uses the assessment signal to classify, or contribute to a determination to classify said entity.

Preferably, the classification of the entity is determined by the assessment signal. Examples of potential classifications are outlined in table 1
below.

TABLE 1

Actions Assessment Visual Assessment Classification
Positive Positive Positive




Positive Positive Positive Positive Negative Inconclusive Positive Negative
Positive Negative Positive Negative Negative Negative Negative Positive

Posi tive wocoralizssisve Negative Positive Negative Negati PeTNBYAl/N3B829Negat i ve
Positive Negative

Positive Negative Negative
Negative Positive Negative
Negative Negative Negative

Preferably, the assessment also includes an indication of whether the assessing user recognises the entity and the classification of the entity is

as outlined in table 2 below.

TABLE 2

Actions Assessment Visual Assessment Persona Assessment Classification
Positive Positive Positive Positive
Positive Positive Negative Inconclusive
Positive Negative Positive Negative
Positive Negative Negative Negative
Negative Positive Positive Inconclusive
Negative Positive Negative Negative
Negative Negative Positive Negative
Negative Negative Negative Negative

It should be appreciated that the classifications above may be altered to suit a particular application or security policy, e.g. in one embodiment,
a negative actions assessment in table 2 may lead to a “negative” classification.
In some circumstances, an assessment signal may include an indication that an “inconclusive” assessment has been made, thereby indicating
that a positive or negative assessment has not been made for some reason. An ‘inconclusive” assessment may occur, for example, where:
e apoor quality or incomplete video recording is received;
« there are insufficient or incomplete identifying characteristics in the accessed user account, and/or
o the entity is not recognised by the assessing user.
It should also be appreciated that different positive and negative assessment signals are not both required, e.g. the absence of a positive
assessment signal may be interpreted as a negative assessment signal or vice versa.
According to one aspect, where a negative persona assessment is made (e.g. if the entity is not the person expected by the assessing user)
then the control system may be configured to request the assessing user provide additional feedback about the entity. The assessing user may
for example recognise the entity as corresponding to another persona known to the assessing user, the assessing user thereby identifying the
entity as matching that other persona and not the persona portrayed by the accessed user account.
The control system can have numerous configurations for processing a negative classification. Example configurations may include one or
more of the following procedures, whereby the control system may;
i) record to the accessed user account that the entity has had a negative classification;
i) invoke a warning notification for other users attempting to communicate with the entity that a negative classification has
occurred. Other users will thus be warned that the entity may be an imposter and should not be communicated with, or at

least should be treated with caution;

block the entity from communication with other users;

)
iv) suspend or cancel the accessed user account;
v) repeat steps b) — d) of the aforementioned method;
vi) repeat steps b) — e) of the aforementioned method;
vii) send a warning notification to a network administrator or other authority to investigate the entity and/or negative

assessment;
viii) selectively restrict the type of communication allowed between the entity and other users. The control system, by way of
example, may prohibit sending of photos and videos while permitting text-based communication;
iX) selectively restrict the type of access allowed or the extent of access, e.g. access to certain data on the data network
may be restricted.
The control system can alternatively, or in addition, have a number of different configurations for processing negative classifications resulting
from multiple user assessments or multiple negative classifications. As examples, these may include one or more of the following procedures

whereby the control system may:
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c. aassessment rating assigned to the entity by other users;

€ above;

d. a assessment rating assigned to the entity by other users where those other users’ contribution to the entity'’s trust
ranking is determined by the respective trust rankings the contributing users;
e. time, date and/or location the negative and/or any positive classifications were made; and/or
f.  permutations and/or combinations of the above.
The control system can have a number of configurations for processing a ‘positive’ assessment classification. As examples, these
configurations may include one or more of the following procedures whereby the control system may:
i) record to the accessed user account that a positive classification has been made;

i) invoke a notification for other users attempting to communicate with the entity that a positive classification has occurred;
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v) selectively restrict the type, format or medium of communication allowed between the entity and other users. The contro!
system, by way of example, may prohibit sending of photos and videos while permitting text-based communication;
vi) selectively permit/restrict the type of access allowed or the extent of access, e.g. access to certain data on the data
network may be restricted;
vii) advise the entity of the reason for the inconclusive assessment (e.g. poor video quality, “please enter gender”) and
prompt the entity to correct the problem.
The control system can alternatively, or in addition, have a number of different configurations for processing inconclusive classifications from
multiple users or multiple inconclusive classifications. As examples, these configurations may include one or more of the following procedures,
whereby the control system may:
i)record to the accessed user account that multiple inconclusive classifications have been received. The number, or proportion of
inconclusive classifications received can be used as a measure of the reliability of assessments of the entity or problems with the
accessed user account or first user terminal, i.e. the greater the number (or higher proportion) of inconclusive classifications,
potentially an assessing user is less able to make a satisfactory assessment;
ii)generate a notification for other users attempting to communicate with the entity that multiple inconclusive classifications have been
received for assessment attempts by the entity. The notification may include details of:
a. number of inconclusive classifications;
b.  number of inconclusive classifications as a proportion of total classifications;

c.  an assessment rating assigned to the entity by assessing users;
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assessment, the imposter may be able to deceive the assessing user with a single such recording. However, requiring a sequence of multiple
visible prompted actions greatly reduces the risk of the assessment methods of the present invention being circumvented by an imposter
obtaining pre-recordings of single actions.
In a further embodiment, the prompts may be provided in a time-delimited sequence so that the entity is required to perform each visible
prompted action in a particular time sequence. By way of example, the timing of the prompfs may be in synchronisation with a song, beat, tune
or timer or may be provided at preset intervals, e.g. five seconds between each prompt.
Preferably, said prompts are provided to the entity with a time delay between each prompt. The time delays between each prompt are
preferably selected from the range between zero seconds and five seconds.
In a further embodiment, the time delays between pairs of consecutive prompts differ and are preferably of an unpredictable length within a
predetermined range, e.g. the time delay between first and second prompts may be five seconds while time delay between second and third

prompfs is ten seconds. This further minimises the risk of falsified pre-recordings being used to deceive other users as a pre-recording would
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As described in the background art section, users (5, 6) accessing the data
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(step 102)The entity (15) will attenpt to provide credentials to access a
user account (hereinafter accessed user account) that corresponds to a
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Al ternative enbodi nents may have a video recording (21) forned as a
conposite of nmultiple individual recordings. The recordings (21) may be
sent to twedetm7ssttore (61a) individually, or the recor@cmgB20i203i34zay be
continuous or joined together before being sent to the server (11). The
recordings may be streaned to the server (11) or store (6la) or sent as an

upl oad pa age, The Server 1 nerates at ree
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to visually as§?§s‘§'vt = etyf fri%')ml ogged on as a corresponding registered
user. Thus, thdaybeEygp isdayilategheaespep eqyer el1Aanditie ety A5 ¢ denisd)accesa tothpgscial reyprsBler ed
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attenpt to comu he entity (15) the server sends the
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network (10). Aloteate prng heinddmptioniphescignt ity (15) may view the recording (21)
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user. data |dent|fy| ng the ent|ty (15) and asse55| ng user (16) Upon
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the assessing user (16) is preferably provided access to identifying
characteristics of the accessed user account, e.g. the nanme and a profile
pi cture oVothe/mesgist ered user. |If the assessing user (PEX/IBHoUSBI2NOt to
assess the entity (15) the server WD 2012/017384PCT/ 1B2011/053429 (11)
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characteri sti C$ombiCiRreafg taiieraPdmliQBRE JoQifle dcidfti(20)abreRd@dimly Pinfidel Bd bbidifor PEMpEAN.

g(r)lvvg\r/ltelr : yl ?1;;)%%0% ErQH&ﬁ.ﬁg@&%@&rr&&%m@r@gﬁé%@@éﬂor%(ﬁ& pe%&%%r%g tﬁE@eyactlbr@ 5nGRLHG: bY

imous. ot or | APPSR BF PUREE st o B A AT ) s e ou T e
regi st ered usePymAER) ardaynser of geree ACigneleh eccddipg ke ssla®ract eri stics (e.g. age,
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video login and has not been assessed but otherwise will treat the entity (15) as the corresponding registered user. When

other users, e.g. assessing user (16), attempt to communicate with the entity (15) the server (11) sends the assessing user
(16) a notification (19) that the entity (15) has no recorded video login and has not been assessed.
This notification (19) may, by way of example, be a message, waming, pop-up control, button or other visible/audible
notification. The notification (19) may remain in effect until the entity (15) conducts the video login process (109-111). The
video login process (109-111) may also be bypassed if the registered user's account indicates the registered user has special
dispensation, or is otherwise not required to verify themselves, e.g. if the registered user is identified as a security
administrator or the like.

(step 113) Once the entity (15) has finished the video login process (109-111) and the server (11) has stored the recording (21) the
access request and video login process is complete and the entity (15) is provided access to the communication network (10).
Alternatively, the entity (15) may view the recording (21) and repeat steps (109)-(111) if they are not satisfied with the

recording.
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Preferentially, this access process (100) is also completed by the assessing user (16) and each other user accessing the communication

network (10) such that all, or at least most users have video recordings (21) for assessment.

Figure 4 shows an example of a second stage (100b) in a preferred embodiment of the present invention following the video login process

(100a) of figure 3. This second stage (100b) includes the assessment process of the entity (15) by an assessing user (16). Hereinafter this

embodiment shall be referred to as a ‘peer assessment’ embodiment reflecting the process of using an assessing user (16) i.e. a ‘peer’ to

assess the entity (15).

(step 114) The entity (15) and assessing user (16) have logged in (105) to the network (10) whereupon the assessing user (16) makes
an access request for communication with the entity (15) or the entity (15) requests communication with the assessing user
(16). The access request may take the form of an instant message, email, blog, forum posting, picture tagging, voice chat or
any other communication. The access request (114) to the server (11) also contains user data identifying the entity (15) and
assessing user (16).

(step 115) Upon receiving the access request, the server (11) queries the database and accessed user account to determine if a
timestamp (generated at (109)) exists for the last video login recording (21), and if so determines whether the timestamp is
within a preset range, i.e. the accessed user account has a recent video login recording (21).

(step 116) If a timestamp does not exist or the timestamp is outside the preset range, i.e. there is “No” recent video, the server (11) is
configured to generate a warning notification (19) (e.g. as shown in figure 8) or retrieve a previously generated warning
notification (generated as per step (112)), notifying other users that the accessed user account does not have a login video
(21).

The server (11) may also be configured to require a new video login (21) from entity (15) before the entity (15) can
communicate with others as the entity (15). The requirement for an updated video may thereby reduce the opportunity of an
imposter illegitimately accessing a registered users account after the genuine registered user has already completed the
video assessment process (100a) and then pretending to be the genuine registered user.

The assessing user (16) may also choose to avoid/cancel communication with the entity (15) if the accessed user account
does not have a recent login video (21).

(step 117) If a recent video login (21) is available the server (11) provides an HTML file or similar to the assessing user (16) with the
unique identifier for the recent video (21). The video retrieval module (67m) pre-fetches from data store (61a) the recent video
recording (21) (or part thereof) that matches the unique identifier. A still image of part of the video (21) is displayed to the
assessing user (16) who may then activate a ‘VIEW’ button or other control which is interpreted by data store (61a) as a “view
request’ of that video (21). It should be appreciated that the “view request’ may be controlled by the user terminal (14), data
store (61) or server (11) depending on where the video recording (21) is stored and how the system is configured.

(step 118) If the assessing user (16) makes a ‘view request’ this invokes the transmission of the video (21) to the second user terminal
(14) from data store (61a). The unique identifier is also used to retrieve the corresponding prompts (18) from server (11) for
simultaneous synchronised display overlapping the video (21). Examples of the display of the video (21) and prompts (18) are
shown in figure 7 and figure 9. It will be appreciated however that the prompts (18) will not be displayed together and instead
are displayed singularly in sequence with time delays between consecutive prompts. It should also be appreciated that the
video (21) need not be pre-fetched and may instead be streamed or downloaded when the view request control is activated.
The assessing user (16) is thus able to assess whether or not the recording (21) shows the entity (15) performing the
predetermined actions in the correct sequence as is shown in Figure 7, or in an incorrect sequence such as shown in figure
9.

(step 119) The assessing user (16) can alternatively choose not to make a view request. The server (11) may then allow (123) or block
(125) communication over the social network (8) between the assessing user (16) and entity (15) depending on the security
policies of the social network (8).

(step 120) After viewing the recording (21) the assessing user (16) is asked to assess the entity (15) in the recording (21). Additionally,
the assessing user (16) is preferably provided access to identifying characteristics of the accessed user account, e.g. the

name and a profile picture of the registered user. If the assessing user (16) chooses not to assess the entity (15) the server
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(11) determines (119) whether or not to allow (121) or block (132) communication over the social network (8) between the

assessing user (16) and entity (15)

(step 121) If the entity (15) is assessed, the assessing user (16) provides an assessment signal which includes a positive, negative or
inconclusive indication of whether or not they consider the video recording (21) and recorded entity (15) to be ‘trustworthy’ or
potentially an ‘imposter’. The assessment signal may be generated by selection of a button or other user control.

The assessment signal is preferably composed of a number of individual assessment signals corresponding to the different

possible assessments to be made. Examples of the assessment types preferably include the following:

a) Actions assessment- i.e. whether or not the entity’s (15) actions (20) are a valid response to the prompts (18), e.g. did
the entity (15) perform the correct actions (20) in the correct sequence given the prompts (18) made?

b)  Visual assessment — i.e. whether or not the entity (15) has been assessed as having the same or similar characteristics
as the identifying characteristics of the accessed user account, e.g. does the entity (15) appear to match the profile
image stored in the accessed user account?

c) Persona assessment —i.e. whether or not the entity (15) is recognised as corresponding to the persona of the accessed

user account, e.g. is the entity (15) the person who you expected?
The accessed user account may portray a particular persona through various identifying characteristics such as name
and location indicating a particular person. However, in some circumstances the accessed user account may be created
by an entity (15) attempting to portray themselves as someone else, e.g. a famous actor/actress or politician. The entity
(15) (who may be a valid registered user) may have common identifying characteristics (e.g. age, appearance, gender)
to the persona portrayed and so the assessment at b) should have a positive result. However, the assessing user (16)
may make the additional assessment that while some of the characteristics match, the entity (15) is not who was
expected based on the persona portrayed. This persona assessment may also apply where the persona matches a
relative or personal acquaintance of the assessing user.

d)  General assessment — e.g. is the video recording (21) suspicious?

The assessing user (16) may select from a range of assessments that provide differing information about the video recording

(21) and entity (15). For example, the assessment signal provided may be processed by the server (11) as a “classification”

for the entity based on the results of the above various assessments made by the assessing user.

The following Table 4 shows one example of the assessments made and potential resulting classifications:

Action Visual Assessment Persona General Assessment Classification
Assessment Assessment
Positive Positive Positive Positive Positive
Positive Positive Positive Negative Negative
Positive Positive Negative Positive Inconclusive
Positive Positive Negative Negative Negative
Positive Negative Positive Positive Negative
Positive Negative Positive Negative Negative
Positive Negative Negative Positive Negative
Positive Negative Negative Negative Negative
Negative Positive Positive Positive Inconclusive
Negative Positive Positive Negative Negative
Negative Positive Negative Positive Inconclusive
Negative Positive Negative Negative Negative
Negative Negative Positive Positive Negative
Negative Negative Positive Negative Negative
Negative Negative Negative Positive Negative
Negative Negative Negative Negative Negative

The classifications can of course be altered to suit particular applications and security policies.
(step 122) If the server (11) makes a positive classification, the server (11) may be configured to then record to the accessed user
account that the entity (15) has been assessed positively. The server (11) may remove any existing warning notifications (19)

and/or add a “positively assessed” notification (not shown) such that other users are able to see the entity (15) has been
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(step 123)

(step 124)

(step 125)

(step 126)

(step 127)
(step 128)

(step 129)

(step 130)

(step 131)

(step 132)

(step 133)

(step 134)

positively assessed. The server (11) also records to the database in the accessed user's account the total number of positive
classifications made.

Once a positive classification is made, the server (11) can allow the entity (15) to communicate with the assessing user (16)
over the social network (8).

If the server (11) makes a negative classification, the server (11) then records to the accessed user account that a negative
assessment has occurred, e.g. an imposter may have tried to communicate on the network (8). The server (11) may then
generate a warning notification (19) for other users attempting to communicate with the entity (15). The server (11) also
records the number of negative classifications made to the accessed user account in the database (50). An alert may also be
provided to an administrator to investigate.

The server (11) also queries the database (50) to determine the total number of negative classifications made and if the
number (or ratio of negative to positive classifications) is over a preset threshold.

If the server (11) determines at (124) that the threshold is not exceeded, the server (11) may automatically prevent (‘block’)
communication between the entity (15) and assessing user (16) for the duration of the first user's login period or other
predetermined time period. The entity (15) is blocked from interacting with the assessing user (16), but as sufficient other
users have not marked the entity (15) as suspicious (i.e. negative classification threshold not exceeded), the entity (15)
remains logged in as the registered user and has the opportunity to interact with other users as per (130). Alternatively, the
entity (15) may be asked to repeat the assessment process from step (109), i.e. they are given the opportunity to create a
new login video (21).

If the server (11) determines at (124) that the threshold is exceeded the server (11) may automatically block communications
between the entity (15) and any other users for the duration of the first user’s login period or other predetermined time period.
The server (11) also records to the accessed user account that communication has been ‘blocked’.

The server (11) then queries the database and determines if the entity (15) has been previously blocked.

If the server (11) determines that the entity (15) has not been blocked previously, the server (11) may be configured to
automatically log out the entity (15) and require the entity (15) perform the video login process (steps 107-111) upon their next
login, i.e. the entity (15) is returned to step (101).

If the server (11) determines that the entify (15) has been blocked at least once previously, the server (11) may be configured
to automatically suspend the accessed user account and/or notify a system administrator or other authority to investigate.
After assessment is complete at step (123) or if communication has been blocked (125) for the first time, the server (11) may
be configured to determine (130) whether the entity (15) wants to communicate with other users, in addition to, or instead of
the assessing user (16).

If the entity (15) does want to communicate with other users, the server (11) queries the database (50) for the accessed user
account to determine if the number of positive classifications or ratio of positive to negative classifications is over a preset
threshold.

If the accessed user account indicates that the positive classification threshold is not exceeded, i.e. the answer at step (131)
is “No”, the assessment process (115 onwards) is repeated for each additional user (replacing the assessing user (16) in the
process with the additional user) until a sufficient number of positive classifications is reached.

Alternatively, step (131) may be performed for every additional user or for randomly selected additional users.

If the accessed user account has a sufficient number of positive classifications, the entity (15) may be allowed to freely
communicate with other users. However, such other users may be notified that the entity (15) has sufficient validations and
the other users may still be able to request the entity (15) re-verify themselves and any other users for the duration of the first
user's login period.

In configurations where the entity (15) does not require communication with any other users, no further action is required in
the process.

As an alternative to step (131), if the entity (15) does want to communicate with other users, the server (11) may require the

assessment process (115 onwards) to be completed by the other users, i.e. the entity (15) is substituted with an ‘additional
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control'mp{e’Feéth’sm SSi on to and fromthe soci al network (8), |ntercept data and
HTM. amgurekshewaatentity §18)beirig prbrpfedeth & @aventeof tyee ugpredigapis praypin t1& tpertbrin &ited visfbie epiong (kPigin the
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detai | Sperff)rrnpthg cgrhe acacfa@.eeee@ctu&@ence%%Whtassesengtuhe@egmead asRBBHK (15) BositvdNd nPRS Ses
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prefo rmed the correct ctions in eco ect seq ence
gender, of I'Te °0¢ation, nationali ty, occupation. O her
det ai | & '9%§/pr‘iV'F'f‘é fhﬁlﬁ’@e 'f.‘i‘fabSF‘?tP’éaS '“r'ffgﬂff’ et ’i°(5eﬁ°rd'”% BHtsar&‘fdeci ¢ &g asseyyag LS HY IMMi5h FFEET 6] s,
menber skesps uant) prokidng bnj ‘ikcenclusifé e ‘negalivé” tsyessnarbas thevale Lnatgp ese bemii(9) t hen abl e to
access Flghtes H&0gdviads théligalibtlsn o i Figure VBt thosina %) fRederfofredthepRBited REBE P anGiE@Rkquin@r

wher e tTFeec:ssngIhg ugey 1E£ %é}hlus\’@sgsrs e gnﬁy MI!/ &@Eh@osé)rrot togéarﬁrhuﬁcafe (th)n're| % 119 nAnVe@(aFn;l;Fe of the

anot her does
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When t Freordipgdngeap renedt thy recering esgeesf iasstisighvithbeeeddndr equest is made by an entity (15)
Wi t houtTheaer@O( 1] @STP.E:A B dnigr methelie MOl & C0d; Gy aigp tf Adglaminda @ dBt@hiveeta skidn) numey/of tsers fravideC t
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assessi
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- (112) sasciogshiogum enibprinfent gineradle Beramal ctildieprrould e HpeeEEs Bieractyg with e ezig §8 semmgativgsre thy 16)
as per atchedperagaas of figure 4. The server (11) may al so apply the sane
access and comunication restrictions as described with respect to the
earlier enbodinments if assessnents with respect to an entity accessing a
particul ar accessed user account are 28egative, e.g. marking user as

suspi cious, restricting comunication, generating warning notifications and
the like. WD 2012/017384PCT/ 1B2011/053429 Also with respect to figure 6,
anot her alternative enbodl rrent |s descri bed wher e the ent| ty assessrrent
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access request where the physical login location of the first user term nal
changes. This may be detected based on | F address, GPS, cellular network

| ocat i on weterxi1o3s4 et hods of the first user term nal. POThBaaCess2x equest,
per week or other time-frame. In another exanple, if a particul ar assessing
user (B) positively assesses (122) an entity (A a predet erm ned nunber of
tines i er of other users t|ve 124 ess
user (A E srPie e o 44 et PR BB o e reule R e AL ER <
accounthe [t notgy gy BRgSTUTRIGOuE SMSEDY (PBYICIND & geeftiy §banper @eSHIEE XSieRy @19y mowg dhe rgen [9igadvanced
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predet gf i gt'gx%rtpﬂlgmr%rwdegFngfé‘%gBd 1\(12 §e§e% r§JEFo“e §mqt§|e M gntity (A while a
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assessisngacessedyuett Bere ragnithies) suBPEChStage actesseredetiger (B) may be fal sely

at t enpt.i ngcetsoeqmmemt|p%rtgstf)ﬁetrs{\)serternﬂmhtt@eom ng pOSI tively assessed and

connunlcatln n._net o _.of
nega ti ve %:%egsee ueQ whe%e %e $1¥S|cal logi Ioca?on of%e f rst user ermm§ char(gfgfjns maﬁ !():? /detected b%,é oln ﬁééjg?sSG%S
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accor di‘erfye.o anot her preferred enbodi nent the present invention. This
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art anthvaoh. rhisietkod ) Wk SclitbnaBlack dhd Jetilrd r@fitioRlstemi (ot sSA@H) Rdted of tRVaE:EKIg uleR 165 1t €
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or bi of&HP e fatiéef°§”'t'°%°f%t ac??f%?”ti@ﬁ“@?rﬁ%é%“’iﬁ'“ t”FFéed @tﬁtmﬂgqsgterp A" ween t he

f ace détchiggean sxielreqgnion pyaitnes are ra-novwd e eand vl ng pefdpspripgd @ fygther dqfﬁéerfg‘eeé‘teﬂﬂltf’ glate that the

I eCOgNifded r@tynidly Sitedbettaerd Sapdhioof bely- b gHoedd faeal fedurectetoaite Wi g reliait@saurde aeh aguh videnicldgedr

bOdy g%@rﬁeﬁg (ﬁﬁ A mﬁtm |s%8feafﬁm& |ﬁheQJrrelﬁon%ét\heErﬁtQ Ifa@‘e dgté‘@d aﬁt! the@eﬁegncg§§r$e%rsﬁlmgnf9ﬁ1@&Qbré Ion
rsrg;t gmreéorgmtlor{s stem Ineeds%%e ca;;; deaof {jectlrﬁcﬁ\ man fama%nd‘torenrgg gestures Aq gxgr;[tp e ofea suna%% f)tgal an{ ges(? n t ?]étSt terl’?e
user péaﬁ‘tgtﬁt"’t%steﬂ‘ ﬁé‘e YesttiKes wrseh The“F‘ﬁ e te?"%"é‘élﬁt?’emﬁy ﬁ"éff‘ﬁ"v@'h‘tﬁ%adW@’@'&tp@§“3teﬁé need
for t heacgisitu tha the we cegammstttie gasturss it Betateaple itegdiogyrdazsheestianthe bestasreqogiion systemih e

net hod reciyS hmbaishsof t war e of the second enbodi nent (200) nay al so be used
on pr _Omte ttto% %terﬁgtﬁ }(tﬁ.re %the §009d em%m engc 50 ﬁtgy algl)sogﬂsed oﬁ";f]mleg ardgla]regg g. tﬂ@‘i)éi)u?e?terﬁn?;f & sk,

securit 0or one, or ot evi ce capa
accessi”%f@be%\k'ﬁ‘ate‘étmt’?étﬁ?g‘i‘”RATMZ@b"e Wﬂefb’ S YL P IR P TBIEFPITE3429 I n general
the af oresai d second enbodi nent (show? in figure 11) involves the follow ng
steps: (step 201)Receiving an access request froman entity (15) froma
first user termnal (13) for access to a user account on the data network
(10) (step 202)The access request |ncludes an initial "Iogin' request
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(step 207)If the control system (11) | ocates existing bionmetrics a sequence
of unpredictable pronpts is invoked and the first of three unpredictable
pronmpts (We)oinidisgpl ayed on the first user term nal (1BCTUB20asBS34e entity
(15) to performa visible action (20), e.g. as described with respect to
the first enbodi ment (100). (step 208) The video recordi ng device (17) then
records the e onpted action (20). (step
06) Tha B8P YER stk belipL @r"érﬁegrﬁd‘r'vasﬁha%%@ﬁ% th a random time del ay
bet weerfteBBh pRESAYE AN EBY Aguset Im 40 [tk €)FPHRPY ser(ergy (RaiYreccre 8l ust BPIaRde 41
recorded. (stepeti®k@))The recording is then anal ysed using the gesture
recognigeh BB SY Fe@fRss rbqfueslrdaﬁ‘desazﬁ hiliaPIBsh” récgdd) 201 Bilh EBhiEB bt dentiald ﬁclu@rgta LideMD dndpadswori®t ch
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perfornmed in th ssessnent signal is
gener at¥4®or { 'ﬁéerAéFr "GHES thaessb@'geg Freiﬂt“a'sewfeﬁfm'reﬁ tiee B9 HierefaE’s ad F#ﬁﬁ@/ the Zesfsedner e
per f or med cor r eetacogunt, dnfilor griretheg dhe koD €nROY mAtckes pre g adedd! it theadataldwdd). nibet credeptiale Fen't he
correspondi ng P MRlogi iS3nd Bd en@iM5AHbtHiea hat h20gn hbsSeildd @50 1'tid €y @3 thedfreeid HepBE B
then a negative assessment signal is generated for the Actions

assessge % 21% éed g hh pr orrptéad acti orge goayerfor d |ncotrt efcrly
and theP8din 1&g ﬁe %”Pa SMBB AP BY 1799 PEY @ £ ¥ fixx\%‘i BRIST ATHY? PUSHRE™
anal ysed using U%erferm'raéer é?l acqess GOSN (170 A o8 STt dqvipe. Thiggeafedi ey R§fin tJt‘ehf@"“ & 5'515*3/“
(15) in the reewignngmoedibhodsurciasSeSTPCETPISE shedt ¢ UReie@bst)ah apioationesbeaitci ryiesttoo
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dat abase (50) t er at i,ndj cat i t he
entit y ( 1(5) I) s we/camdﬁ} (1[)9&1 fo! the server (?1 ? WF cam flglrgprgerabli/)contrglquy the so \¥are oEVFe server @gosed

user account. PEEBY rﬂrﬂﬂgﬂ“ﬁ@ @y@f B Sérl’es‘éf '&%\aﬁ%%ar 'e%wea%efefrﬁ'epat es the r ef erence
bi omet nsee®s)i f  dhepro®st fsithereprogdsadity ithe firgs aseri teyminal () anarerly s¢nste bgser®l 3Y) Mitretingekthebtheefitsi on
process (213) 0RMerhiaNB e vitdbRcofiidtefE @Gedur es (not shown in figure 11),

namel y: Req ues qf 5 8o rEcbr@ng%QH $7Y|s &Jaéhablp (heea%ggstrequeg ﬁﬂs IZ21 A e e1rn‘8/ %)hs%en\/eh Q&Qs to the data

recordi ng devi ce %é romyva ‘?/ % les and wth vari ous expr essi ons.
These referencéW °s°”é‘re@' RIS Efssby a face recognition algorithmto

ext ractstep @be bilf @ meep efoEiay qoviee & fhistaeatagle, the cogfrol sypfed {14 Gesessep bt aesespr ugsy eeaount e gueriestez e
etc. These bi orterct & $re-Brvdedblarastrivsiecken@d ome cafitaion @etess 13 thaeanat)seh BdFas @d {509 bioingricd he
accessed uSer 06U Biithe MOI0L2LOATARRCHARINH A5 20 DEATPY & Aed e

entit y ( 15) t Oathe reﬁlgerﬁq]usera%er Ik?d%o&n?riorm%%%a |blfgltrro§?roce ure @E aﬁersq B@l ySEd using a

gesture recognr paranmet ers that
are st &etin t'He "Oﬁfﬁi’t%?%’éga logatse) istingyoiomefiss ¢ jequgee qf %S”’@f?d’cg ’eei’f?@?fusdfv“Fdeaé‘btPed“St After

t he cal i br at i omwptidpetmpte(1d) B displhyet dndhe s tspriteymingl/1B))to dsisthe egity@iéldo rerfetna visibiee actka 1281,
network. (stepegdidpstia w@idsiett)s thi st dnd@@eelidont o t he network ( 10) and provi ded

access dePaobNe GRL .Ee@%&%ﬂﬂ%ﬂ%#tﬁéﬁ eco?d%eoe?h 15) p£ oﬁnﬂg‘%he%‘ttpﬂor%pyed a%noﬁ face and

visible a
MEEER I e e Dy ?f%g]th“??m’fwésdlﬁbd
in (pr ovr ded addesyyprovde apdigordset work (10): after the calibration procedure
(213); (@p210)upOMhepeosing ks ien agelytell GNGtheeyeetireVcagutian syeemSBIBSORR RS pdfidd h2 ety tS)trempn

215) As descr I bedreRbaVes c&r@ﬁng&@ﬁré &%pt( J@Md&r aﬁlrarueedforaéaqrese&orre& sdofdRe, FRY ¥ R¥itvd 11)
nmakes: incorrect cred esent;

assessment sr na IS generate% for tﬁe Actlons ass%ssmerg 810}’m0%§rrg the a& ons g(?)meq% per%r:frhcc correBI

a negative action

af orenent i oned a%r%dect%@j d°i§r“?5{?i“?ﬂ é‘% °°E§eﬁp°%l[l?l R 8 g a§§°§°ﬁ‘ Q?h'sd“?F“dédrﬂ“ Ofsgruence then
assessnment t hat ndajessserertent sighl s goeated for teegicions sssqagrent@l@rindialng e tramptedsiiens weret per@rmed
entity (15). Themddsendot odnagiedl sadzigest ure recognition systens instead of

an assesshng U%r%rrecm .sttrt'éHsfmalE%EoOL}é fy thksfg‘cfar%cog’n Qn E&BQ&’ |f<'EhQF%Le' o‘Fﬁ‘rE En?)tpﬁs %ﬁ‘errg‘cor% 21)

entity does not
users but requi ‘Fpéséeséé‘E?%@%'eV?' § C?”ﬁ'e'°”d%1{’eéfgyﬂ%‘ihrﬂiﬁtﬁrﬁ"“( ig e mf%fe”éf b'°%{eé”°sb?1°ée\91”8‘6§ﬁ‘a€ﬂse
ment i oned, app| (50)¢hat 4 retiive agsepgpenta@nal@dppkrptﬁgrdrpa@g rhe]grtlt}dﬁiﬁrs vispallf ageqsdy positively as correlating to

the accessed user account.
(step 212) The system also captures and updates the reference biometrics if a positive classification is made.
(step 213) The calibration process (213) may involve two sub-procedures (not shown in figure 11), namely:
o  Requesting the entity (15) present their face to the video recording device (17) from varying angles and with various
expressions. These reference videos are analysed by a face recognition algorithm to extract face
biometrics/parameters, e.g. distance between eyes, nose size etc. These biometrics and the video are stored in the

database (50) in the accessed user account, and
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In a further enbodi nent, the facial recognition systemmy al so be
configured to anal yse the face bionetrics of the recorded entity and
gener at e WO202MRERED VI DEO' signal if the anal ysis indi earaB2mapidd2achanges
in particular bionetrics (e.g. distance between eyes) during the recording.
Such changes may i ndi cate a fal se video that is generated fromnultiple
recordi ngs 'sti tched g}et her. In a further enbodi nent (not shown% t he
met hod (200) ney 8’8‘”’%?%@8 {1548 PIUT @ 85y € SRS R FF ATV S a19&3”9 "eooption PoRt s

t han accessi ng t heeagaterncagestygnerRmeles H3t arltoreg i the dtabatelpl) indhe &ed s8riypapent eeithod ( 200)
may be used t oAmcResSatiinhecetir@n4) hexnimi(13ad logdedids thelidd netwdtibsequent | y t he user

term n"%sjtep §1Jﬁ3 ir%)entl!yﬁ Io&gtberﬁoqﬁquw@rk@iglar% Fo@iedc e lo%e @e?r&&n%ﬁg lgsg}gcc&;lmf l"ﬁe eﬂ@s‘(@ﬁ‘ake a(1d10)
or a further as

access to the wsﬂi?e aglonﬁar ai% sed p(is'§vel¥a |ta'reﬁp%ct tore er%ncerglomern%toreai in the at‘tces%eéj us?r?_'ccouritogI n st eps
(202) to (203) et 1@@7" in (r%'ieﬁa‘i‘ieﬁi)m%’f‘iﬁﬂﬁ‘t(ﬂo steps to capture a video or
i mge of the entidtyth{dbpioameedraridtcne facial recognition algorithm (67c) to

i dentify user aCCL?&MB&ﬁ/ehc&n%vﬁ@ﬁ%@ssrﬁeﬁ@)m%t h mat ching bionetric data, if

mat chi ta i tomatically logged in to
aCCESSQ %?)COI‘ I,Asedsescn ed g!)ve tpeentl?:(llrs |sd¥n|e(gac%egs |f[ras¥rver§1 malfg%\“ ati ng the need to suppl y

user nane and pass'%ﬂieﬁlcretﬁ'?”&?ﬁ@?ﬁ"?dal s. Alternati veI y, the server (11) may run
steps (207) t 0e«( 2iQeo mdadingdssee drebedt; Vi deo recordi ng captured to not only
identify user acc&g%;g\@acdo,@agggngpase (50) with rratchl ng bionetric data but
also to determ ne o actions were perfornmed 'validly' . Thus the entity
can be 'l ogged-in ”GW?W'Sg'aéﬁesgrBe”haw ng their pronpted actions assessed.

Aspect dhegrempepianepeiielePP) Piovipgsen fuiomtied FYEER! tlicase R al dpse ept TBiYon Wisdjoessing vesx divp Peesonl y
and it telbou1y. Thesappaend @itedechdnitoh sysrad inftéac @ bri %@SinguUsal maahold draveusedul imayny Peicanad e

t her et Q/hér’bi ah Hoesqgt%ﬁ to' g n& re@fﬂj %r}ﬁ)w&@/@@@o dt'-hgr ugeﬁ%ut %lqu@és A&ess to mpdata network (10), e.g. as
2012/ 017384P met hod of assessing an entity at

a fir tprewousg mer}:lone p cations sucf?asganlgngagmts L\/?sofoah ta network, sai d met hod utili ,S| PR,
cont r ol Ty APFPUSSR R LACE RGN TR 1199 88 DR oGRalvsedly Teohiometis of e srpriercantiyea

I eques tgentratoa{TANIPERERWRRO" syreif tigfanalyssdndichteerppidictiagges ingparticals Siensigds feg. digtgneq betaden @essiermothed
user t edodiding Blch GANGHS B4y n@die b Bisclite thl 3 beRerdR@homriiole rebbjainds RitdRdeiddgheor faci litating

:’)re?][]s mlrﬁasfﬁngepenﬂgdlm% n&t g@v?h; theon%ﬁod%@ gﬂ)‘e ngcﬁpgc%ssoaruge'}rpﬁmng 93 $4§“ Qrafﬁéﬂhén aycesg R;rthe%ata

one. vi d%”k%@é'&?fﬂafhﬁ%jseasweng%eﬁ%f R s B s b e o SR e e T
a data |s§tte@fpr@able @)freetyéqccfsg)the(ﬁatﬁ thworé_ﬁo auteiterselmaieeessd 19 A1) reformedih enty qgip apcess to the

recor dinagik (1@nd/ or an invocation or facilitation of a transm ssion of said
Vi deo rifg gherekie gnbsdwarmo Hdbdh sgpatzae & 26, Be R (101RL, Bndust stk to Sila \REOQHPJge & Qe eamys(@,pond
USEI’ t %rl;drrrt](r:] I%Q‘Jamafreco n|t|on gfxgont}?rg??ﬁ Q) |den?quser accoun in (1at9t¥ m%a %ﬁmaﬁ?n? !)lorr?thc d%a if matcﬁ g an |s founct Od

as
act | on te py Gﬂ @@’ b? %&E’P%ﬁa"y@@%ﬁ U @%‘*SS "8 é‘}‘f%fp%‘i‘i‘él}"sé‘f raccﬁ‘t’tH@PbVB*&ng t&‘é‘éﬁd W@@y “S%””a

met hod pasyore brevertiaischitamativeil taei serverl(1omay wi P20 fo (2 end ede e tidaerecdreity@apiaredt tovolroky ifenty|used e s
one Ofr aBRAEn ta@baad @itk GdhingbRBAE Eh& b& Aol teBbrineK te dtoks MbrE|@riomned WH®BT ThAAGIR@Mtanbd N A
dat abaﬁc%gehﬂw%g%@fa@in %ppqogpt@ggg,sagéeggde by the control systemand wherein said

user accoun aracteristics aIin 0 a
g st el SLlEaP ST e 5L GD | T THORRY BB LR g

cl ai ns maybhBdeherplotvifeut ¢eerting feretbasespeef tiedi@hudes a "virtual network" formed from
connections between nultiple users connected to the data network, said
virtual network enbodied in related data records in a database, each data
record corresponding to a registered user or a user termnal. 5.The method
as claimed in claim3 or claim4, whereupon receiving the access request at
step a), the control system determ nes a user account (hereinafter
"accessed user account") corresponding to credentials provided by the first
user termnal. 6.The nmethod as clainmed in any one of the preceding clains,
wherein the control systemat |east partially controls data transm ssion
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between said user termnals via the data network. 7.The nethod as cl ai ned
in any one of the preceding clains, wherein at |east one audi o recordi ng of
sai d vi siwbeoprangstted action is recorded and stored. 8. Ph@/IREtIOZ54205
clainmed in any one of the preceding clains, wherein the first user term nal
i ncludes a touch screen or a gesture recognition system and said net hod

i ncl ud he further step of recording a sequence of touch or

gest ur &= ions. 9. The nmethod as clainmed in any one of the preceding

cl ai s, whieahed ohastertias 35 eEMPe fiet 4seide Bz cenaggted tha dta fegoinsEeneBYIEYNI f PO Y18 ORgAsLD

i ncl udi ngrerfanetetstepsoff aphi cal obj ects, synbols, representations, audible
sounds, Vi deQsingdd bddd? AMISem £10ABAt | ons and pernutations thereof. 10. The
met hod as cl ai Srglggnmi,n claim9, wherein the pronpt is provided as text or

i mges. 11. The et hod as clained in any one of the preceding clains,

wher ei n t he —prHAPHLSI gseGhls§ronp rFeirmtia ePnteeedorfia dagmeiotsy f or a pr edet er mi ned

dur at i on. b) 1 Zwokifghydackraitolvenainisaisn otz Ieekt e dnpiedictaigyom® R@aideftity foheperomanceath visigle npmatédiagion;
wher ei n myl G dahgBrode AR on&ido rE¥brg brdRChrotys acki Beriifbhde froh shidbnt@alusdd stk
correspon(gl NOnfks i ons, at | east one said action being visible. 13. The

met hod as clarnmed in claim12, wherein at |east three said pronpts are
provi ded. 14. ITREMAEEREe S s vVaCHEH S Y8l ai m 12 or clai m 13, wherein the
pronpts ar e -beanproatiencheiekilifatian @ a transmissial @l saitriideecosiafiore Frgieata ddie. anddaiells pfetidvachptasa
clai med i n anysc@RQsePbmicd @ lidhhg shdasskmenM) 82QbsHngsadi d pronpts are provided to

the ent2.i t %g%t%as%ai&éd 'fﬁ'% q)ﬁel Q?Mn% ;pegtdi cﬁlﬂB%?e%m thp “/is%m;bmpte}%ﬁon I&Ees %gl Pegtges%ndgkd%j med

inclaim erein the t elay between pairs of consecutive pronpts
differ. 19 "¥NEMEt hod as clained in claim15 or claim 16, wherein the time
del ay Bet Whessthogra rlzimed pflaine b dae i tliewinthgriele refyiors inglupes ong br mar relatefpipeediogt calledtiely forainggt h
W thin a peedehes Maaad inaangre ak8sile byte: cored §yadh atSvha@dindhidtedt actothnt igddyes OB i@htifyhdre

precedi N9y gl Rl eaiNielEtfestdePs b) and c) are performed synchronously. 19.
The net ho ' '

as, clainmed in any one of the preceding clains,, rein.at step
o)t o *collt Paies ey etap RyBALS Pies s Ao R B P e S LS fte B
code or cOMpAMErLeRBHRLIE et it e cotetvorapal VigH netoe etotied i relgieddate e hiEdk0askhi ch
t hen genesati@sectih@regomingt a rasieratush mgisy emiMD 2012/ 017384PCT/ 1B2011/ 053429 20.
The netshothe Aghofds Ak H ki3 &BYm 0 NRre@bn dckhg BE RERMGRY at G, BB conwRRERERMART: Qfe

step d) Q%un?(ﬁ)errgn gl“accgéée%as%mccguﬁtg %%réé%%ﬁn@? gﬁggagﬁrgvﬁ%i%g%egi%tu?er tgrrﬁijéf?;bng to a view

t
request from salﬁt assessing u , , , recor. . 21. The
net hod %as™e MEPHESMH mFYOns Fde BFetE S WEEHMhE @ SaPTE Cashprdre R FRE arspison
st or e f orbetweepsaid pyr tarimals e tideade neteadior di ng i s provi ded separately to a user data
st or e gonthaméiong cAimeai AP & the breddnG ElaiC@ertindt 1essEBOFuElS recodiny. of sBl @isitiakonedd aabn iany
one of thg.pLeredi,ng clainms, wherein said control systemreceives an
assessnent signal from said automated assessnent. 23. The net hod of any one
o7 "t he Jpr L8 BEOhE ] TEY LT R Lol AL BB (T H PGB By Sed Sore
assessi ngreyuyiian syaem agd sgippegpfnciusehe fuftheysise thiatordipdFiINeseoe &épuch & IHeaCHat a net wor Kk,
wher ei 1. athe sétheqoeas diimet! In eny ore ntttire okcedily siding Mhéremuie kergpt ioprovified dia ot saltceG froth thagigiringgingo N
of said VidgantRees djmba, ttthbiod ladiieldlngs, &ibddnRatiehd donBificdd dndpeftaididthgboor ONMPt t 0
sai d S‘?{rfoﬂgme%fars ol i%a%' wh%rgnr theéll Yk o%deé‘géf?ext%r%ase?.s”e“t by sai d assessing user
and includes the afur, er step ,f): ,a‘gpr ecei ving from sai d assessi ng user an
assesstent' S{giraramednany oppd iRt W'ErF'%lti‘erﬂ"?’g 's i Prvfeeitatie 8Y foRRETe R 1 don-
assessienthe sithgtra blainieric fnyched thetrecddieeoims, pirerin pdigle Arimgteare preggéiftrithy entitotp pejfame@irestondisd ve
as S es s e nictiossl dYiEsatlone satactionbbig videt hod of cl aim 24, wherein said control system

uses t h? ﬁ1§r§e¢1§dsag§ﬂr¥ed i§élagfﬂ§,|whe}eﬂ atq‘eLs?tﬁéis;idM)rom;%_raregrg\}i’ﬁgo‘?i bute to a _det erm naj[i on to
i s determ ned by

cl assi f al ntity and_said classification of the entit

The® asdhs DRt Ehagity Ehias Sl SR o bF AR I RPr et cont r o

syst em'frale gethgd zﬁé@@_qdiir\laéy apq oh gainsff-Yathpreyypaid prompts are provided to the entity with a time delay between each
prompt.

16. The method as claimed in claim 15, wherein the time delay between pairs of consecutive prompts differ.

17. The method as claimed in claim 15 or claim 16, wherein the time delay between pairs of consecutive prompts are of an unpredictable
length within a predetermined range.

18. The method as claimed in any one of the preceding claims, wherein steps b) and c) are performed synchronously.

19. The method as claimed in any one of the preceding claims, wherein at step b) the control system invokes the prompt by providing

computer-executable code or computer-readable data to software on the first user terminal which then generates the prompt accordingly.
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27. The nethod of claim 26, wherein the control systemrecords to an
accessed user account that the entity has had a negative classification.
28. The meOhot/waf3sal ai m 26 or claim 27, wherein the conPCOlIBEMEIBA2I nvokes
a warning notification for other users attenpting to communicate with the
entity that a negative classification has occurred 29. The nethod of any

one of Wnerelnthecntr mbok the entity fro
oz alte Bt e s e By b e e RE S he B e i SR
wher ei n t'F\'é'”gd%‘ﬂe‘fféq“es‘sf%%aéﬁﬁﬁeéﬁﬂgﬁ@ﬁd@“’S@?V'de%{???f%s an accessed user account.
31. The1. net hadd e laingily anpaneof 04 precekiiayi clabs, @6reiBitk, datadvesifopdtoring thbrederantin 8 browslyis tpararlsends
a war ni ngaua@&atastbr@@ﬁtamm@aJatgoa@ofm@;awnhecaam nistrator or other authority to

| nvest i gaf.e m'étrﬂgg%@toh %9&&’ dRb ﬂn‘%%&& Vid F‘o%z%? gs%em‘?&gwe 2% sesInQ* ;IQFrE/ fﬂﬁgajd%gtom%{e‘%

one of c¢lalns eln e contro tem se eC|ve estric

type of cifflifft cati on all owed between the ent| ty and other users. 33. The
met hod 2&f Thamghodahay of of thd reecading cRifs, BiRrein seid egsasiment is pedomesdpyisaidabsessijgytecatn swhdaest teryies] v
restrict Scofinbtid ib Viidta Bdwod G St si8d d) 88 rtlol §)ktent iMEes@XrhcRids trdfmisadh GRESvideodeording 1 said
met hod of da@ @tyre &W(@tagfof SQJ ;f?oynm sgogsecgrﬁ 1use%rﬁﬁaﬁ$r mev\xng'%d %§e§sﬁ1§1§ﬂv§ﬂtass§s's@r&%l ancﬂﬁcfaééé tqees
an indic {Ahoq | east one of the follow ng assessnents: “Actions
assessnmen Wierel n the entity's pronpted perfornmance is assessed to

det er m ne @ f reqeiying{fre sgid agsgesPgysy WEPBHEE S sai d pronpt. Vi sual assessnent -
wher ei n4.t Themethad df ¢lajm 42 sr clais SR gBElihd asedaiaymiindeled of leabthi@ p@iive i ntggtivd raiBcorlusive assessment
char act erj,gﬁg,i c the sane or simlar to at |east one identi fyi ng

fﬂg‘r 2‘?};2? [ Jgpg ;[nelzthcod o? zlalmaﬂ é%e%esa% d,‘grirol system usé'g‘ :e_:g)s%'lessment Sﬁgﬁ t{) aassr}yaor contn ute %q@ tel dmnatlorwh gass%y
cor r espondf Ff’@‘y at“?)sa'f’ ?’?és’ﬂff@f’ g@ﬁ%t’%ﬁfdet%{ﬁ'”eéﬁyé'ﬁéséeéiﬂw’lﬂéﬁ‘ account Gener al
assess g nthe methpdrbaaimi2h whehrie the/dorde ey stenamies ahiegatiye ¢assifiggésessed for authenticity. 35.
The met2hothe Adinoddk @imTS, BKbrein WERHHE byBtent rib6rdsBSb RESEERINE acingRitthe htif) s hbel @gative EMssifeaAd N
type ofyg aﬁ%&%&%ﬁ&ﬁn 2@&9% 27%9&%{%%% ste%%?eTsWa%.n&r{onf&a(w%fﬁéryéﬂs ¥Emofty Q@o%lnumc?eeﬁ

The net hod d), the control systeminvokes an
aut omat edw'tggeseétg@%mgat'be C'as§’?ft’8f’ hv”%fg@?r ecor di ng and generates an assessnent
si gnal 29 ntp Beiheqd ofasy af of daiis &f-28 g'eesis Sgamel systgmplockTiheentfyiientrenuaftionithethei u$6;, wher ei n
sai d aut oTmehehtd B BBSH RS £6-20, Miztel tesntal systessmaitior cyelsan gestdusemcao@cogni ti on

Syst emgs WHE h&Hodlof Sriflofd oBRRHE S30ERdeinHe SRR 5y diRSBEC daViRd ndtifidatde bo W Hdrk Aun@Silod &k ¥@r OF

negative | pndi said entity validly performed said
pr onpt ed up(f”!y%mvesngaéethg%'téangorFeﬁat'ﬁgss?ssm% aim36 or claim37, wherein said

aut onatedMaSLYBEEHBNE of Pipfes 2Bt @ er e S EN BT SW'V%Y ”‘F%\Cf?|th§fyper°@&’6@ﬂ‘ia‘t°i‘ iﬂﬂ”e%t&?@%e%‘ﬁ% to
anal yse tdééyadntheriygiss face with respect to an identifying characteristic in
an accessgdmines agorRedMNns 2000 W tRi cbhird §bidh ;A&SapEIRNhe tHhHi gRakss HIBRPE Gk bxaloly

V\%) 5\312;0&%@84PCT/ 182011/ 053429 i ncludes a posi ti ve or negati Vﬁ i ndi cation
0 et he i s assessed characteristic
Phe- o e Pensiar e § R o7 aadr iRy CHAPARTP PLET o S80S e
cl ai m 38, asH®ktE#Ei n said identifying characteristic includes a pre-recorded

i mage, Vi deactbreosaibmngvhadnthe ety stroppt@ deryinadiitagsésed d acteaninoff it ia vilidrespanse4Qaid pohg.

met hod of clv@aamsss?memm%reﬁlh&nm aekes@éamdsté%mew&énmgarasalau&l@@me%aaedr @RSt M8t one

recognltlon s clainmed in claim38 or claim 39,
wher ei n sai dﬁ,){,g hara‘ite"s}wfafnaccessh?us'fr eg said facial recognition Séstem 42.

The et hod 5@;’30@3%??%6{ Wﬁreﬁﬁ?e”%sés%sPedEId%{?r% It Beeniys echppitst SicTePRENT BITE psrree e
assessnment iegesgdmelactudd renotely to said control system while being i nvoked
by sai d contcemk aSysieR Miedidihe vildd oot iRdssaor haicied i n any one of clains
38-39 ’ 3}{\'hﬁ1g rﬁéth@d otf &% 39 Q/m}e,ﬁ Qllz as?eysﬁlgn?sr&all r%luo%p Brf ehcg U;{e%gssgsgneﬁ%ﬁ]@%%os&wla %egytlbeCEﬁﬁconcluswe
recordi ng_using sai d facial recognition system and conpare the recorded
face with*¥dent | fying char acterl stics of user accounts in a user database.
44. Théb nibe Ry Adainc wierpieat stdp @), tharpontreh pretemarvokes|amuigigates gpsegsient qippis vigel feeosliag aid aetsiatey ol
syst em i Sanlkoeate egnalindicstisd otkaifl dssesstrentiser t erm nal and wherei n aut omat ed

as ts ﬁs 3 FE Nine :m§h05 QQIHlln BE q/heFem s Qt@nﬁate@ %S@S‘%@ﬂ? ﬁ(ﬁjde@ Qésgsnfeﬁt 'Bysg gthﬁeerEcog}nﬁdh rJi’st@na-|where‘f;l15aud A
nmet hoa as_c

is
used as aas:,sessmen ngnal respuiotlvely\yl\?rg':LucrI %a %oﬂlve or negaﬂv% mél' catlon df gf‘Mﬂer 8’ not sald ent@ da\lfldly pel%rmede sa|9 promptecp
action

38. The method of claim 36 or claim 37, wherein said automated assessment includes assessment by a facial recognition system to analyse

the entity’s face with respect to an identifying characteristic in an accessed user account and wherein said assessment signal respectively
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46. The nethod of claim45, wherein the pronpt is provided to the entity in
conjunction with a contract or offer of contract. 47. The nethod of claim
46, wher ewo 20te1c33at ract i s sel ected fromthe group conpciraBzg1/05m29
agreenent, deed, item product, software, |license, service, conpetition.
48. A control systemfor facilitating entity assessnent of an entity at a
first user term.nal connected to a data nhetwor sal

e uds nerut SR Bk el & BB R et B e SRl ST Sy m
menory aniﬂ'dﬁ?”@i‘@'ﬁﬁlﬁﬁ?@@“cwth conput er readabl e instructions executable to

per f or m.t the méttod d4f cann Bovh@einoaie idhuh@e charalpristcéd@és\al pREcardnge, deeseidngnabastaed biglead | Ng
to an accggsaf.gquest fromat | east one of: said entity; an assessing user

at a S%& Oﬂgmelfhgceof clatm%l; nﬂegﬁ ald(é\o?t%ﬂ s%%n %cgudets Qald ﬂgﬁre %%%n?%rjg sy%tgrx\o rk; b) I nvoki ng or

facilitat] tabl e pronpt for said
entity“*ol hﬁ)@ei‘hf"baf ?’ﬁ'”ﬁd '\‘/"f'a& 351”83'%?9%%‘”«?@ "Q[E“E’ nySW'”C'tEde S W@B‘Kﬁcﬁﬁm'ﬁs&%ge of at
| east dheThvmﬁed)aSrclewnndnngﬁ obflaims 8-, W&mrﬂptawata’@wwmpﬁepfﬁl@tpmeletOfSE!Wmetf@ aptel
entity i Nnwhk bel@bnake byQsipnrslyysgaer f orm ng: an aut omat ed assessnent of said

vi deo LECHE métﬂagas cIQTHeq ninfy oherbyé%ﬁ;n‘?‘gsl 39 I;k/hem’n thg @ogt}o} s%s%ﬁk'c&rbur&fto Jsgeér}@ me§ §éo.‘8.l?b u% s§(?‘| d
vi deo recor to an

R LIRIRECE el Rl Shi Aue Sk A u e b Rytrcer . 40,
The cort r BF meRps esectimegsh @ P Aecdims #P-+amiered ned rol sysen b#Oéﬁé?ééhS?*fbf“S&fI'%quﬁﬁnal AGHePra n
t he vi si bduemgsn asgsnentls rexpited ioendei torcdess s@igirstuoérailal. gest ur es, hand and/ or ot her

body ga§t MBS as Rfhed indnEonEPdbk Pha, MR MicBRcodhgRd uSHR 6 als@qatgré @wm Son@fcan®h idthiiae49,

wher ei a rk. includes ords
col | ec'?? me% c} 0§C|alm%\1) V\ﬁ%rem thesprompt IS 8rowded?o'1h,e erg? {% in conj dﬁlon V\bh a con?ract or o ef cé coFtra((:% tore

access%l B‘e Bﬁ}m? ﬁé'a"a ‘MV*FESF the, PEFER i ST e Wié‘f" @P“ﬁ cgjSipp- ﬂ‘sa&ff"em%{‘&é‘“éﬁﬁetm Pt S a
set of i diegte seryidervgnrelifipar act eri stics relating to a regi stered user. 51. The
cont I 0l4s. SN &hteR)s@B forGacitirgrelitylaglestle biih &y at W e tdinidaR@ncdattda dae haok kaid b blgl@s a

“virtual pet Aﬁ‘%rckmput&%gm.thfdf Brﬁau@rop%%&tdoﬂ%sm Qg%mmmwhdt droBrLrﬁneN.ﬁrcénp&é?%&&é ed
to the dat net wor odied'in related data records

in a dat aﬁgﬁtgnse’g%ﬁet%f’ﬁt?gt'}eZMch?m%eS”fe?espondl ng to a regi stered user or a
user ter nd naicevingpd profsEng gagg rtating P angeress waypsHigM et legions®ll i n cl ai m 50 or cl ai m 51,
wher eupon recedaibitg the access request at step a), the control systemis

COI’lf I gur ed to gnlé!s@es% us@rlagaggc!)ntj b&gnte;n%algoqrteggdWth@gata‘%et%&ﬁer account ( herei nafter
"accessed use 0 the first

cr
ey T o e ek Ol R e b P T R G PP R
48-52, vvh%ré‘i’%”gtsﬁfégeefétﬂf?%‘@Fv'dsvgcff@ﬁ?fa%d Plo@ries £ti9p BAFfRMaAge fryn sEcaitingIide st a
t ransm ssd)onefabgveen said user termnals via the data network. 54. The

control systengn%mgtgdqgsmmgf@aida,ﬂ%m% @fiorCl @i n8 48-53, configured to provide
the pronmpt in a

ed fromthe group in in
b et o sy oot E PR bl e Gl or dist S Yo G S
conbi nat i ons afef e te\&'tgla'lﬁﬁ%eS%"H’éPyé@)"l‘ssessﬂﬁlsefThe control systemas clainmed in
cl ai m 34, Thevvetoisystam bsvRimgirioanpdne of $e presing dams | whaseper® visiPrompted action includes facial gestures, hand
2012/0173&@?@;&@5@&;};&/ 053429 56. The control systemas clained in any one

of cl ai 4 figur 0 t t )
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54. The control system as claimed in any one of claims 48-53, configured to provide the prompt in a form selected from the group including:
text, graphical objects, symbols, representations, audible sounds, video, animations, combinations and permutations thereof.

55.  The control system as claimed in claim 54, wherein the prompt is text or images.
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met hod. assessment by said facial recognition system to analyse the entity’s face with respect to an identifying characteristic in an accessed user
account.

74. The control system of claim 73, wherein said identifying characteristic includes a pre-recorded image, video recording and/or stored
biometric data of a face.

75. The control system of claim 73 or claim 74, wherein said assessment signal respectively includes a positive or negative indication of
whether or not the control system assesses said entity as having a facial characteristic the same or similar to said identifying
characteristic.

76. The control system as claimed in any one of claims 48-76, located at said first user terminal and wherein said automated assessment is
required in order for the entity to access said first user terminal.

77. Computer software for performing the method as claimed in any one of claims 1-47, said computer software embodied in computer-

readable instructions executable to perform the steps of said method.
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