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SYSTEM, METHOD, AND COMPUTER PROGRAM PRODUCT FOR VERIFYING A
PAYMENT DEVICE USING A MAGNETOMETER

BACKGROUND
1. Field
{0001]  This disciosure relates generally to payment device security and, in non-
limiting embodiments, to a system, method, and computer program product for
verifying a payment device using a magnetometer.

2. Technical Considerations

f0002] Payment devices used in transactions with point-of-sale (POS) devices may
be vulnerable to malicious aitacks, such as spoofing, skimming, scanning, and other
relay or man-in-the-middie attacks. With spocfing, a counterfeit payment device may
be presented for g transaction that emulates the payment device data of the legitimate
payment device. It is useful to detect when a counterieit payment device is presented
for a fransaction, even when it stores legitimale payment device data. Skimming
involves stealing a payment device’s information, such as a payment device identifier,
during a payment transaction. Scanning involves using a remote device to read data
or configurations of payment devices from a distance. It is useful to employ payment
device verification technigques and data transmission techniques that minimize the
exposure to relay or man-in-the-middle attacks.

f0003] Thereis a need in the art for a technical solution to protect against malicious
attacks on payment devices, which provides a means of verilying the authenticity of a
payment device that is presented for a transaction. There is a need for such a solution
to be resilient against skimming and scanning atiacks. There is a further need for a
technical solution o secure payment device data fransmitted to a POS device during

a fransaction.

SUMMARY
[0604]  According to non-limiting embodiments or aspects, provided is a computer-
implemenied method for verifying a payment device using a magnetometer. The
method includes delecling, with a magnetometer in communication with a point-of-
sale (POS) device, a magnetic signature of a payment device based on a magnetic
field of the payment device affecting the magnetometer. The magnetic signature is
determined based on at least one of the structural composition of the payment device
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and a circuit arranged on or embedded in the payment device. The method also
includes receiving, with the POS device, payment device data for a transaction
requested between an account associated with the payment device and an account of
a merchant associated with the POS device. The method further includes comparing,
with the POS device or at least one processor in communication with the POS device,
the magnetic signature detecied from the payment device with a siored magnetic
signature associated with the payment device. The method further includes, in
response o determining that the magnetic signature maiches the predefined magnetic
signature, approving, with the POS device or the at least one processor in
communication with the POS device, the transaction.

f0805] In non-imiting embodiments or aspects, the magnetic signature may be
determined based on the structural composition of the payment device. The at least
one processor in communication with the POS device may compare the magnetic
signature detected from the payment device with the stored magnetic signature
associated with the payment device. A fransaction processing system remote from
the POS device may include the at least one processor in communication with the
POS device. The stored magnetic signature associated with the payment device may
be encrypted and stored in a database of the transaction processing system. The at
least one processor may decrypl the siored magnetic signature in response {o
receiving an authorization request message associated with the transaction,

f0808] In non-limiting embodiments or aspects, the magnelic signature may be
determined based on a circuit arranged on or embedded in the payment device. The
magnetic signature may include a pattern in the magnetic field associated with
changes of polarity generated by the circuit. The pattern may represent a verification
code to authenticate the transaction. The method may also include verifying, with the
POS device or the al least one precessor in communication with the POS device, the
verification code. The method may further include, in response o verifying the
verification code, approving, with the POS device or the atl least one processor in
communication with the POS device, the transaction. The magnetic signature may
include a pattern in the magnetic field associated with changes of polarity generated
by the circuit, the pattern representing the payment device data, wherein the POS
device receives the payment device data via the magnetometer.

{00071  According to non-limiting embodiments or agpects, provided is a system for
verifying a payment device using a magnetometer. The system includes a
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magnetometer programmed and/or configured to detect a magnetic signature of a
payment device based on a magnetic field of the payment device affeciing the
magnetometer. The magnetic signature is determined based on at least one of the
structural composition of the payment device and a circuit arranged on or embedded
in the payment device. The system also includes a point-of-sale (POS) device in
communication with the magnetometer. The PQOS device is programmed and/or
configured to receive the magnetic signature from the magnetometer. The POS
device is also programmed and/or configured o receive payment device data for a
transaction requested beilween an account associated with the payment device and
an account of a merchant associated with the POS device. The POS device is also
programmed and/or configured to compare the magnetic signature detected from the
payment device with a slored magnetic signature associated with the payment device.
The POS device is also programmed and/or configured to, in response 1o determining
that the magnetic signature matches the predefined magnstic signature, approve the
transaction.

{0008] In non-limiting embodiments or aspects, the magnetic signaiure may be
determined based on the structural compaosition of the payment device. The POS
device may be further programmed and/or configured to receive the stored magnetic
signature from a transaction processing system for comparison of the magnetic
signature with the stored magnetic signature.

f0809] In non-limiting embodiments or aspects, the magnetic signature may be
determined based on a circuit arranged on or embedded in the payment device. The
magnetic signature may include a pattern in the magnetic field associated with
changes of polarity generated by the circuit. The pattern may represent a verification
code o authenticate the transaction. The POS device may be further programmed
and/or configured 1o verify the verification code and, in response o verifying the
verification code, approve the transaction. The pattern may alse represent the
payment device data. The POS device may receive the payment device data via the
magnetometer.

{0010} According to non-imiting embodiments or aspecis, provided is a computer
program product for verifying a payment device using a magnetometer. The computer
program product includes at least one non-transitory computer-readable medium
including program instructions that, when executed by at least one processor, cause

the at least one processor to receive, from a magnetometer, a magnetic signature of
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a payment device detected by the magnetometer based on a magnetic field of the
payment device affecling the magnetometer. The magnetic signature is determined
based on at least one of the siructural composition of the payment device and a circuit
arranged on or embedded in the payment device. The program instructions further
cause the at lsast one processor o receive payment device data for a transaction
requested between an account associated with the payment device and an account of
a merchant associated with the POS device. The program instructions further cause
the at least one processor to compare the magnetic signature detected from the
payment device with a stored magnetic signature associated with the payment device.
The program instructions further cause the at least one processor o, in response 1o
determining that the magnetic signature maiches the predefined magnetic signature,
approve the transaction.

00141  In non-imiting embodiments or aspects, the magnetic signature may be
determined based on the structural composition of the payment device. The program
instructions may further cause the at least one processor to receive the stored
magnetic signature from a fransaction processing system for comparison of the
magnetic signature with the stored magnetic signature.

f0812] In non-imiting embodiments or aspects, the magnetic signature may be
determined based on a circuit arranged on or embedded in the payment device. The
magnetic signature may include a pattern in the magnetic field associated with
changes of polarity generated by the circuil. The pattern may represent a verification
code 1o authenticate the transaction. The program instructions may further cause the
at least one processor to verify the verification code and, in response fo verifying the
verification code, approve the transaction. The pattern may represent the payment
device data. The program instructions may cause the at least one processor to receive
the payment device dala via the magnetometer. The payment device data may be
encrypted, and the program instructions may further cause the at least one processor
to decrypt the payment device data using the verification code.

f0013]  OCther non-limiting embodiments or aspects will be set {orth in the following
numbered clauses:

f0014] Clause 1. A computer-implemented method comprising: detecting, with a
magnetometer in communication with a point-of-sale (POS) device, a magnetic
signature of a payment device based on a magnetic field of the payment device
affecting the magnetometer, the magnetic signature based on at ieast one of a
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structural composition of the payment device and a circuit arranged on or embedded
in the payment device; receiving, with the POS device from, payment device data for
a transaction requested belfween an account associated with the payment device and
an account of a merchant associaled with the POS device; comparing, with the POS
device or at ieast one processor in communication with the POS devics, the magnetic
signature detected from the payment device with a stored magnelic signature
associated with the payment device; and, in response to determining that the magnetic
signature matches the stored magnetic signature, approving, with the POS device or
the af ieast one processor in communication with the POS device, the fransaction.
f0015] Clause 2: The method of clause 1, wherein the magnetic signature is
determined based on the structural composition of the payment device.

{0018] Clause 3: The method of clause 1 or 2, wherein the at least one processor
in communication with the POS device compares the magnetic signature delected
from the payment device with the stored magnetic signature associated with the
payment device, wherein a transaction processing system remote from the POS
device comprises the at least one processor.

f0017] Clause 4: The method of any of clauses 1-3, wherein the stored magnetic
signature associated with the payment device is encrypted and stored in a database
of the transaction processing system, the method further comprising decrypting the
stored magnetic signature with the at least one processor in communication with the
POS device in response fo the al least one processor receiving an authorization
request message associaled with the transaction.

[0018] Clause 5: The method of any of clauses 1-4, wherein the magnetic signature
is determined based on the circuit arranged on or embedded in the payment device.
{00191  Clause 6: The method of any of clauses 1-5, wherein the magnetic signature
comprises a patiern in the magnetic field associated with changes of polarity
generated by the circuit, the pattern representing a verification code to authenticate
the transaction, the method further comprising: verifying, with the POS device or the
at least one processor in communication with the POS device, the verification code;
and, in response to verifying the verification code, approving, with the POS device or
the at isast one processor in communication with the POS devics, the transaction.
{00201 Clause 7: The method of any of clauses 1-6, wherein the magnetic signature
comprises a patiern in the magnetic field associated with changes of polarity
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generated by the circuit, the paitern representing the payment device data, wherein
the POS device receives the payment device data via the magnelometer.

{0021] Clause 8: A sysiem comprising: a magnetomester programmed and/or
configured to detect a magnetic signature of a payment device based on a magnetic
field of the payment device affecting the magnstometer, the magnetic signature based
on at least one of a structural composition of the payment device and & circuit arranged
on or embedded in the payment device; and a point-of-sale (POS) device in
communication with the magnetometer, the POS device programmed and/or
configured to: receive the magnetic signature from the magnelometer; receive
payment device data for a fransaction requested between an account associated with
the payment device and an account of a merchant associated with the POS device;
compare the magnetic signature detected from the payment device with a stored
magnetic signature associated with the payment device; and, in response o
determining that the magnetic signaiure matches the stored magnetic signature,
approve the ransaction.

f0022] Clause 9: The system of clause 8, wherein the magnetic signature is
determined based on the structural composition of the payment device.

{00231 Clause 10: The system of clause 8 or 9, wherein the POS device is further
programmed and/or configured to receive the stored magnetic signature from a
fransaction processing system for comparison of the magnetic signature with the
stored magnetic signature.

{0024] Clause 11: The system of any of clauses 8-10, wherein the magnetic
signature is determined based on the circuit arranged on or embedded in the payment
device.

{0025] Clause 12: The system of any of clauses 8-11, wherein the magnstic
signature comprises a pattern in the magnetic field associated with changes of polarity
generated by the circuit, the pattern representing a verification code to authenticate
the transaction, and wherein the POS device is further programmed and/or configured
to: verify the verification code; and, in response to verifying the verification code,
approve the fransaction.

f0026] Clause 13: The system of any of clauses 8-12, wherein the magnetic
signature comprises a pattern in the magnetic field associated with changes of polarity
generated by the circuit, the patiern representing the payment device data, wherein
the POS device receives the payment device data via the magnetometer.
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f0027] Clause 14: A computer program product comprising at least one non-
transitory computer-readable medium including program instructions that, when
executed by at least one processor, cause the at least one processor to: receive, from
a magnetometer, a magnetic signature of a payment device detected by the
magnetometer based on a magnetic field of the payment device affecting the
magnetometer, the magnetic signature based on at least cne of a siructural
composition of the payment device and a circuit arranged on or embedded in the
payment device; receive payment device data for a transaction requested between an
account associated with the payment device and an account of a merchant associated
with a POS device; compare the magnetic signature detected from the payment device
with a stored magnetic signature associated with the payment device; and, inresponse
fo determining that the magnetic signature maiches the stored magnetic signaturs,
approve the transaction.

{0028] Clause 15: The computer program product of clause 14, wherein the
magnetic signalure is determined based on the structural compaosition of the payment
device.

f0029] Clause 16: The computer program product of clause 14 or 15, wherein the
program instructions further cause the at least one processor o receive the stored
magnetic signature from a transaction processing system for comparison of the
magnetic signature with the stored magnetic signature.

{00307 Clause 17: The computer program product of any of clauses 14-16, wherein
the magnetic signature is determined based on the circuit arranged on or embedded
in the payment device.

{0031] Clause 18: The computer program product of any of clauses 14-17, wherein
the magnetic signature comprises a pattern in the magnetic field associated with
changes of polarity generated by the circuit, the paltern representing a verification
code 1o authenticate the transaction, and wherein the program instructions further
cause the at least one processor to: verify the verification code; and, in response to
verifying the verification code, approve the transaction.

{0032] Clause 18: The computer program product of any of clauses 14-18, wherein
the magnetic signature comprises a pattern in the magnetic field associated with
changes of polarity generated by the circuil, the patiern representing the payment
device dafa, wherein the program instructions cause the at ieast one processor {o
receive the payment device data via the magnetometer.
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{0033} Clause 20: The computer program product of any of clauses 14-19, wherein
the patiern further represents a verification code 1o authenticale the transaction,
wherein the payment device data is encrypted, and wherein the program instructions
further cause the at least one processor (o decrypt the payment device data using the
verification code.

{0034] The features and characierisiics of the present disclosure, as well as the
methods of operation and functions of the related elements of structures and the
cormbination of parts and economies of manufacture, will become more apparent upon
consideration of the foliowing description and the appended claims with reference to
the accompanying drawings, all of which form a part of this specification, wherein like
reference numerals designate corresponding parts in the various figures. |t is to be
expressly understood, howsever, that the drawings are for the purpose of illustration
and description only and are not intended as a definition of the limits of the present
disclosure. As used in the specification and the claims, the singuiar form of “a,” “an,”
and “the” include plural referents unless the context clearly dictates otherwise,

BRIEF DESCRIPTION OF THE DRAWINGS
f0035] Additional advantages and details of the present disclosure are explained in

greater detail below with reference 1o the exemplary embodiments that are illusirated
in the accompanying schematic figures, in which:

f0038] FIG. 1 is a diagram of a system for verifying a payment device using a
magnetometer according o non-limiting embodiments or aspects;

{0037] FIG. 2 is a process diagram of a method for verifying a payment device
using a magnetometer according o non-limiting embodiments or aspects;

{0038] FIG. 3 is a process diagram of a method for verifying a payment device
using a magnetometer according te non-limiting embodiments or aspects;

f00398] FIG. 4A is a schematic diagram of a payment device for interaction with a
magnetometer according to non-limiting embodiments or aspects, exhibiting a first
polarity;

{0040] FiG. 4B is a schematic diagram of a payment device for interaction with a
magnetometer according to non-limiting embodiments or aspects, exhibiting a second

polarity;
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{0041} FIG. 5A is a schematic diagram of a payment device for interaction with a
magnetometer according to non-limiting embodiments or aspects, exhibiting a first
potarity;

{0042] FIG. 5B is a schematic diagram of a payment device for interaction with a
magnetometer according o non-limiting embodiments or aspects, exhibiting a second
polarity;

{00437 FIG. 6 is an illustrative graph of changes in a magnetic field of a payment
device as detected by a magnetometer over time according o non-limiting
embodiments or aspecis;

f0044] FIG. 7 is an illustrative graph of a background magnetic pattern detected by
a magnetometer over time according to non-limiting embodiments or aspects; and
{0045] FIG. 8 is a diagram of a computing device for use in a system for verifying
a payment device using a magnetomeier according to non-limiting embodimenis or

aspects.

DETAILED DESCRIPTION
{0048] For purposes of the description hereinafter, the terms “end,” “upper,”

o«

“lower,” “right,” "left)” “vertical,” “horizontal,” "top,” “betiom,” “lateral,” "longitudinal,” and
derivatives thereof shall relate to the disclosure as it is oriented in the drawing figures.
However, it is 1o be undersiood that the disclosure may assume various alternative
variations and step sequences, except where expressly specified to the contrary. itis
also fo be understood that the specific devices and processes illusirated in the
atiached drawings, and described in the following specification, are simply exemplary
embodiments or aspects of the disclosure. Hencs, specific dimensions and other
physical characteristics related o the embodiments or aspects of the embodiments
disclosed herein are not to be considered as imiting unless otherwise indicated.

{00471 No aspect, component, element, structure, act, step, function, instruction,
and/or the like used herein should be construed as critical or essential unless explicitly
described as such. Also, as used hergin, the arlicles “a” and “an” are intended 1o
include one or more items and may be used interchangeably with “one or more” and
“at least one.” Furthermore, as used herein, the term “sel” is intended to include one
or more items {e.g., related items, unrelated items, a combination of related and
unrelated items, and/or the like) and may be used inferchangeably with “one or more”
or “at least one.” Where only one item is intended, the term “one” or similar language
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is used. Also, as used herein, the terms “has,” “have,” "having,” or the like are intended
to be open-ended terms. Further, the phrase "based on” is intended to mean "based
at least partially on” unless explicitly stated otherwise.

{0048] As used herein, the terms "communication” and “communicate” may refer
to the reception, receipt, transmission, transfer, provision, and/or the like of information
(e.g., data, signais, messages, instructions, commands, and/or the like}. For one unit
{e.g., a device, a system, a component of a device or system, combinations thereof,
and/or the like} to be in communication with another unit means that the one unit is
able io direcily or indirectly receive information from and/or send (e.g., iransmit)
information to the other unit. This may refer to a direct or indirect connection that is
wired and/or wireless in nature. Additionally, two units may be in communication with
each other even though the information transmitted may be modified, processed,
relayed, and/or routed between the first and second unit. For example, a first unit may
be in communication with a second unit even though the first unit passively receives
information and does not actively send information o the second unit. As another
example, a first unit may be in communication with a second unit if at least one
intermediary unit (e.g., a third unit located between the first unit and the second unit)
processes information received from the first unit and sends the processed information
to the second unit. In some non-limiting embodiments or aspects, a message may
refer 1o a network packet {e.g., a data packet and/or the like) that includes data.
f0049] As used herein, the terms “issuer,” "issuer institution,” "issuer bank,” or
“payment device issuer,” may refer 1o one or more entilies that provide accounts to
individuals {e.g., users, cusiomers, and/or the like} for conducting payment
transactions, such as credit payment transactions and/or debit payment fransactions.
For example, an issuer institution may provide an account identifier, such as a primary
account number (PAN), 10 a customer thal uniquely identifies one or more accounis
associated with that customer. In some non-imiting embodiments or aspects, an
issuer may be associated with a bank identification number (BIN) that uniquely
identifies the issuer institution. As used herein, the term “issuer system”™ may refer to
one or more computer systems operated by or on behalf of an issuer, such as a server
execuling one or more software applications. For example, an issuer system may
include one or more authorization servers for authorizing a transaction.

{00501  As used herein, the term “account identifier” may include one or more types

of identifiers associated with an account (e.g., a PAN associated with an account, a
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card number associated with an account, a payment card number associated with an
account, a token associated with an account, and/or the like). In some non-limiting
embodiments or aspects, an issuer may provide an account identifier (e.q., a PAN, a
token, and/or the like) to a user {e.g., an account holder) that uniquely identifies one
or more accounts associated with that user. The account identifier may be embodied
on a payment device (e.g., a physical instrument used for conducting payment
transactions, such as a payment card, a credit card, a debit card, a gift card, and/or
the like) and/or may be electronic information communicaied to the user that the user
may use for slectronic payment transactions. In some non-limiting embodiments or
aspects, the account identifier may be an original account identifier, where the original
account identifier was provided to 8 user at the creation of the account associated with
the account identifier. in some non-limiting embodiments or aspects, the account
identifier may be a supplemental account identifier, which may include an account
identifier that is provided 1o a user after the original account identifier was provided to
the user. For example, if the original account identifier is forgotien, stolen, and/or the
like, a supplemental account identifier may be provided io the user. In some non-
limiting embodiments or aspects, an account identifier may be directly or indirectly
associated with an issuer institution such that an account identifier may be a token
that maps ¢ a PAN or other type of account identifier.  Account identifiers may be
alphanumeric, any combination of characters and/or symbols, and/or the like.

f0081]  As used herein, the term "merchant” may refer to one or more entities (e.g.,
operators of retail businesses) that provide goods, services, and/or access (o goods
and/or services 1o a user {e.g., a customer, a consumer, and/or the like) based on a
transaction, such as a payment fransaction. As used herein, the term “merchant
system” may refer to one or more computer systems operated by or on behalf of a
merchant, such as a server exsculing one or more software applications. As used
herein, the term “product” may refer 1o one or more goods and/or services offered by
a merchant.

f0052]  As used herein, the term “point-of-sale (POS) device” may refer fo one or
more elecironic devices which may be used by a merchant 1o initiale a transaction
{e.g., & payment transaction}, such as a fransaction terminal. A POS device may
include peripheral devices, card readers, scanning devices (g.¢g., code scanners
and/or the like), Bluetooth® communication receivers, near-field communication

{NFC) receivers, radio frequency identification (RFID) receivers, andior other
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contactiess transceivers or receivers, contact-based receivers, payment terminals,
and/or the like. As used herein, the term "point-of-sale (POS) system” may refer to
one or more clieni devices and/or peripheral devices used by a merchant to conduct
a transaction. For example, a POS system may include one or more POS devices
and/or other like devices that may be used to conduct a payment transaction. Insome
non-iimiting embodiments or aspects, a POS system (e.g., a merchant POS system)
may include one or more server computers programmed or configured to process
ontine payment transactions through webpages, mobile applications, and/or the like.
f0053]  As used herein, the term “transaction service provider” may refer to an entity
that receives transaction authorization requests from merchants or cther entities and
provides guarantees of payment, in some cases through an agreement between the
fransaction service provider and an issuer institution. In some non-limiting
embodiments or aspects, a transaction service provider may inciude a credit card
company, a debit card company, a payment network such as Visa®, MasterCard®,
American Express®, or any other entity that processes transaction. As used herein,
the term “fransaction processing system” may refer to one or more computer systems
operated by or on behalf of a transaction service provider, such as a transaction
processing system executing one or more software applications. A fransaction
processing system may include one or more processors and, in some non-limiting
embodiments or aspects, may be operated by or on behalf of a transaction service
provider.

{0054]  As used herein, the term “computing device” may refer {0 cne or more
electronic devices configured 1o process data. A computing device may, in some
examples, include the necessary componenis o receive, process, and output data,
such as a processor, a display, a memory, an input device, a network interface, and/or
the like. A computing device may be a mobile device. As an example, a mobile device
may include a cellular phone (e.g., a smartphone or standard cellular phone), a
portable computer, a wearable device (e.g., walches, glasses, lenses, clothing, and/or
the like), a personal digital assistant (PDA), and/or other like devices. A computing
device may also be a desktop computer or other form of non-mobile computer.
f00855] As used herein, the term "server” may refer o or include one or more
compuiing devices that are operated by or facilitale communication and processing
for multiple parties in a network environment, such as the Internet, afthough it will be

appreciated that communication may be facilitated over one or more public or private
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network environments and that various other arrangements are possible. Further,
multiple computing devices {(e.g., servers, POS devices, mobile devices, and/or the
like) directly or indirectly communicating in the network environment may constitute a
"system.” Reference 1o “a server” or “a processor,” as used herein, may refer to a
previously-recited server and/or processor that is recited as performing a previous step
or function, a different server and/or processor, and/or a combination of servers and/or
processors., For example, as used in the specification and the claims, a first server
and/or a first processor that is recited as performing a first step or function may refer
to the same or different server and/or a processor recited as performing a second step
or function.

f0858] Non-limiting embodiments or aspects of the present disclosure are directed
to methods, systems, and computer program products for verifying a payment device
using a magnetometer, and further securing payment device data during a fransaction.
By virtue of the features described herein, payment devices may be verified as
authentic using magnetic signatures, e.g., patterns of magnetic field changes, such as
differences in measured magnetic field strength and direction over time. In some non-
limiting embodiments or aspects, payment devices may have a circuit for
communicating an active magnetic signature, which may carry encoded data, such as
a verificalion code or payment device data. Use of magnetic signatures of payment
devices mitigates threats from spoofing, skimming, scanning, and other relay and
man-in-the-middle attacks. By recording magnetic signatures of legitimate payment
devices, based on a structural composition and/or circult of a payment device, spoofed
payment devices will fail to emulate the magnetic signature. Payment dsvices
configured for interaction with a magnetometer of the systems described herein are
significantly more secure, as an attacker cannot read the payment device's magnetic
signature at a range beyond that of the POS device transaction. The close proximity
of a magnetic signature reading by a magnetometer mitigates malicious attempts at
remotely reading a payment device’s data.

f0057] Referring now fo FIG. 1, depicted is a system 100 for verifying a payment
device 104 using a magnetometer 108, e.9., a device that measures magnetism,
including direction and strength of a magnetic field at a particular location. The
magnetometer 108 may include a magnetic sensor and may further include a
processor. The system includes a merchant system 110 of a merchant, which may be
associated with or include a point-of-sale (POS) device 106 and a magnetometer 108.
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The PCS device 106 may be in communication with the magnetometer 108. The POS
device 106 may include the magnetometer 108. In non-limiling embodiments or
aspects, the POS device 108 may be a smartphone or tablet having a compass
function executed by a magnetometer 108. A user 102 may seek o complete an in-
person transaction with a merchant associated with the merchant system 110. The
user 102 may have a payment device 104 that is associated with a user account 116
{e.g., checking account, credit account, etc.). The user account 116 is associated with
an issuer systern 118,

f0058] When the user 102 is ready to transact, the user 102 may position the
payment device 104 in physical proximity to the magnetometer 108. The
magnetometer 108 may detect a magnelic signature of the payment device 104 based
on a magnetic fisld of the payment device 104, The magnetic signature may be
compared by a POS device 106, a fransaction processing system 114, and/or the like
with a stored magnetic signature associated with the payment device 104 (e.g.,
designated by a payment device identifier). If it is determined that at least a portion or
all of the magnetic signature matches the predefined magnetic signaiure, the
transaction may be approved by the POS device 106, the transaction processing
system 114, and/or the like. Approval may include allowing the transaction to proceed
further to completion in electronic payment processing. A mailch of two magnetic
signatures may be determined by a comparison of the changes in magnetic field and
direction {e.¢., polarity} relative 1o one another, and two signatures may match if the
signalures satisfy a threshold level of correspondence between the signatures. The
threshold level for delermining a maich between two magnetic signatures may be
predetermined during setup of the system at a value determined to produce an optimal
ratio of false positives to false negatives for signature comparison.

f0059] The magretic signature may be determined based on the siructural
composition of the payment device 104, e.g., a passive magnetic signature created by
a physical object moving through and/or being positioned at least partly in a
background magnetic field. Each payment device 104 may have a unigue passive
magnetic signature that affects the background magnetic field strength and direction
{e.g., polarity) based on the presence of metal components in the payment davice 104,
including, but not limited to, a microchip, a contactless payment antenna, the body of
the payment device 104, imprinted letters or numbers on a face of the payment device
104, and/or the like. The magnetic signature based on structural composition may be
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based on a movement of the payment device 104 toward the magnetometer 108,
movement of the payment device 104 in the vicinity of the magnetometer 108,
movement of the payment device 104 away from the magnetometer 108, a stationary
position of the payment device 104 near the magnetometer 108, and/or the like. For
example, the magnetic signature may include a change in strength and/or direction
{e.g., polarity) of the magnetic field of the paymeni device 104 as the payment device
104 is brought into proximity with the magnetometer 108 and held still near the
magnetometer 108 for a short period of time (2.g., five seconds). By way of ancther
example, the magnetic signature may be a change in strength and/or direction (e.g.,
polarity) of the magnetic field of the payment device 104 as the payment device 104
is swiped past the magnetometer 108. 1t will be appreciated that many configurations
are possible.

i0060] The magnetic signature may be determined based on a circuit arranged on
or embedded in the payment device. The magnetic signature based on the circuit may
be a passive magnetic signature created by the circuit moving through or being
positioned at least partly in a background magnetic fisld. Movements or positioning of
the circuit relative 1o the magnetometer 108 may include the same various
configurations described above with respect io the structural composition of the
paymeni device 104. The magnetometer 108 may have a contact surface for the
payment device 104 o contact and be held at a fixed distance from sensors of the
magnetometer 108.

{0061] The magnetic signature based on the circuit may be an active magnetic
signature created by powering the circuit. For example, the magnetic signature may
include a generated magnetic pattern in the magnetic field strength and/or direction
{e.q., polarity) of the payment device 104 using a circuit (e.g., antenna, coil, sic.) of
the payment device 104 that is provided for payment card identification, such as for
contactiess payment. The payment device 104 may alse have a dedicated circuit
{e.g., electrical circuit) used to generate a magnetic patlern using the harvest power
from a near-filed communication (NFC) antenna and signal fed by a microchip of the
payment device 104. By way of further example, a user 102 may dip or tap the
payment device 106 against a transceiver of a POS device 106 used for contactiess
paymeni, which includes or is associated with a magnetometer 108. The POS device
106 may receive the payment data from the payment device 104 and further receive
the magnetic signature of the payment device 104 from the magnetometer 108, the
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magnetic signature captured when the consumer dipped or tapped the payment device
104,

{0062} In further non-limiting embodiments or aspects, the payment device 104
may include a dedicated circuit {e.g., antenna, coil, eic.} to generale a magnetic
pattern using harvested power from an NFC antenna and signal fed by a microchip of
the payment device 104. The dedicaied circuil may produce a signal to cany a
verification code {e.g., a unigue identifier, a generated random number), which may
be associated with the payment fransaction. By way of the further example, a user
102 may dip or tap the payment device 104 against a transceiver of a POS device 106
used for contactless payment, which includes or is associated with a magnetometer
108. The payment device 104 may receive (&.g., harvest) power from the POS device
106, generate a verification code {e.g., a unigue random number), and use the
dedicated circuit to modulate the verification code info magnetic signals. The payment
device 104 may establish communication with the POS device 106, communicate
payment data, and generate a cryptogram including the verification code as input. The
POS device 106 may receive the payment data including the cryptogram from the
payment device 104. The POS device 108 may recsive the magnetic signature of the
payment device 104 from the magnetometer 108 and recover the verification code
from the magnetic signature. The POS device 106 may then verify the cryplogram
jocally or with a remole server (e.g., of a transaction processing system) using the
verification code. In such a case, the encrypted payment device data and the
verification code may travel in separale communication channels, providing additional
security.

{00683]  In further non-imiting embodiments or aspects, the payment device 104
may include a dedicated circuit {e.g., antenna, coil, eic.} to generale a magnetic
paitern using harvested power from an NFC antenna and signal fed by a microchip of
the payment device 104. The dedicated circuit may produce a signal to carry payment
device data for compietion of the transaction. For exampile, the signal may include a
payment device identifier and/or account identifier. In such a case, payment device
data within a magnetic signature may allow for reduced communication time and
processing due 1o consclidation of channels.

{0064] Therequest for a transaction may be communicated from a POS device 106
of a merchant system 110 {o an acquirer system 112 associated with an account of

the merchant. The acquirer system 112 may communicate with or alternatively be a
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payment gateway. The acquirer system 112 may communicale an authorization
request message to a transaction processing system 114, including payment device
data, to complete a transaction for payment from an account of the user 102 to an
account of the merchant. The transaction processing system 114 may include or be
associated with a database 120 for storing stored magnetic signatures of payment
devices 104, each stored magnetic signature is associated with a payment device
{e.g., based on a payment device identifier} in a record of the database 120. The
stored magnetic signatures may be communicated to the {ransaction processing
system 114 by an issuer system 118 for administration of the magnstic signatures.
Alternatively, the database 120 may be included or associated with the issuer system
118. The issuer may record a magnetic signature of a payment device 104, to
generate a stored magnetic signature, as part of issuing the payment device 104 o a
user 102. The stored magnetic signature may also be recorded at the time of
enroliment of the payment device 104 in the verification system.

{0085] The transaciion processing system 114 may receive, in an authorization
request message, a detected magnetic signaiure determined by the magnetometer
108. The authorization reguest message may also include payment device data,
which may include a payment device identifier. The transaction processing system
114 may receive, from the issuer system 118 and/or the database 120, the stored
magnetic signature. The fransaction processing system 114 may compare the
magnetic signature detected from the payment device 104 with the stored magnetic
signalure associated with the payment device. The fransaction processing
system 114 may approve or decline a transaction based on the magnetic signatures
maiching or failing to match, respectively. The fransaction processing system 114
may alternatively communicate a comparison result back to the POS device 106 for
local approval or decline of the transaction based on the comparison resull. The stored
magnetic signature may be stored in the database 120 in an encrypted form and
decrypted by the transaction processing system 114 in response to receiving the
authorization request message associated with the transaction. Alternatively to the
transaction processing system 114 compleiing the comparison, the authorization
request message may not include a detected magnetic signature. Instead, the
fransaction processing system 114 may communicate the stored magnetic signature

to the POS device 106 for local comparison of the magnetic signatures.
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{0088]  With further reference fo FIG. 1, provided is a non-limiting exemplary
interaction of a payment device 104 with a POS device 106. First, the POS device
106 may capture background magnetic field data before the initiation of the payment
transaction. The user 102 may dip or tap their payment device 104 against the POS
device 106. The POS device 106 receives payment device data from the payment
device 104, and the POS device 106 may use a magnetometer 108 to capture the
magnetic signature {e.g., a magnetic field change pattern} when the user 102 is
dipping or tapping the payment device 104. The POS device 106 may verily the
magnetic signature locally or remotely with a server (e.g., a transaction processing
system 114} to verify that the payment device data is received together with an action,
instead of from a man-in-the-middie device or malicious software. The transaction
processing systemn 114 and issuer system 118 may also verify that the magnetic
signature matches the stored magnetic signature associated with the payment device.
[0087] Referring now fo FIG. 2, depicted is a method 200 for verifying a payment
device using a magneiometer. One or more steps of the method 200 may be carried
out by a magnetometer 108, a POS device 106, a computing device of a merchant
system 110, a computing device of an acquirer system 112, a computing device of a
fransaction processing system 114, another computing device, or a combination
thereof. In step 202, the magnelometer may detect a magnetic signature of a payment
device based on a magnetic field of the payment device. The magnelic signature may
be determined based on the structural composition of the payment device and/or a
circuit arranged on or embedded in the payment device. The magneiometer may be
in communication with a POS device, as part of an integral device or a
communicatively connected device. In step 204, the POS device may receive, from
the payment device, payment device data for a transaction between an account
associated with the payment device and an account of a merchant associated with the
POS device. The transaction may be requested by a user of the payment device at
least partly by providing the payment device to communicate the payment device data
to the POS device, such as through a dip, tap, swipe, wirsless communication, or other
like forms of payment interaction.

f0868] In step 206, the POS device or one or more pProcessers in communication
with the POS device may compare the magnelic signature detected from the payment
device with a stored magnetic signature associated with the payment device. For
example, the POS device may receive the stored magnetic signature that is stored
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remotely in association with the payment device identifier, upon receiving the payment
device identifier in the payment device data from the payment device and requesting
the stored magnetic signature from a remote processor based on the payment device
identifier. The POS device may then compare the stored magnetic signature o the
detected magnetic signature. A processor in communication with the POS device may
include a server of a transaction processing sysiem, which may store the stored
magnetic signature in an associated database of stored magnetic signatures. A
processor in communication with the POS device may relay the stored magnetic
signature to the POS device for comparison by the POS device, or may compare the
stored magnetic signature to the detected magnetic signature after receiving the
detected magnetic signature from the POS device, directly or through a merchant
system, acquiring system, payment gateway, and/or the like.

[0069] Based on the comparison in step 206, if the detected magnetic signature
matches the stored magnetic signature, the POS device and/or one or more
processors in communication with the POS device may approve the transaction, in
step 208. i the POS device compares the magnetic signatures, the POS device may
approve the ransaction, in step 208, by forwarding a request for a fransaction to a
merchant system, acquirer system, and/or payment gateway, or may include in the
fransaction request an indication of the malching of magnetic signatures. Additionally
or alternatively, one or more processors in communication with the POS device, such
as a processor of a transaction processing system, may approve the transaction, in
step 208, by forwarding an authorization reguest message o an issuer system
associated with an account of the user that is associated with the payment device,
forwarding an authorization response message o an acquirer system or payment
gateway, and/or the like. As described above, a match may include an identical
signature or sufficiently similar signature based on a quantitative comparison of
magnetic field strength and/or direction over time relative to a predetermined threshold
level of similarity.

f0070] Based on the comparison in step 206, if the detected magnetic signature
does not match the stored magnetic signature, the POS device and/or one or more
processors in communication with the POS device may decline the transaction, in
step 210. #f the POS device compares the magnetic signatures, the POS device may
decline the fransaction, in step 210, by declining to forward a request for a fransaction
to a merchant system, acquirer system, and/or payment gateway, or may include in
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the transaction request an indication of the lack of maich of magnetic signatures.
Additionally or alternatively, one or more processors in communication with the POS
device, such as a processor of a transaction processing system, may decline the
fransaction, in step 210, by declining to forward an authorization request message 1o
an issuer system associated with an account of the user that is associated with the
paymeni device, declining o forward an authorization response message to an
acquirer system or payment gateway, and/or the like.

[0071] Referring now {o FIG. 3, depicted is a method 300 for verifying a payment
device using a magneiometer. One or more steps of the method 300 may be carried
out by a magnetometer 108, a POS device 108, a computing device of a merchant
system 110, a computing device of an acquirer system 112, a computing device of a
fransaction processing system 114, another computing device, or a combination
thereof. As described above, in step 202, the magnetometer may detect a magnetic
signature of a payment device based on a magnetic field of the payment device. The
magnetic signature may include a signal carrying a verification code 302, e.9., 3
unique random number. In step 204, the POS device may receive, from the payment
device, payment device daia 304 for a transaction between an account associated
with the payment device and an account of a merchant associated with the POS
device. The payment device data 304 may be carried in a signal of the magnetic
signature and provided to the POS device via the magnetometer.

f0072] Asdescribed above, in step 208, the POS device or one or more processors
in communication with the POS device may compare the magnetic signature detected
from the payment device with a stored magnetic signaiure associated with the
payment device. The stored magnetic signature associated with the payment device
may be encrypted and stored in a database of a fransaction processing system and
may be decrypted by the transaction processing system in response 1o receiving an
authorization reguest message associated with the transaction. The detected
magnetic signature may include a pattemn in the magnetic field associated with
changes of polarity generated by a circult arranged on or embedded in the payment
device. The patlern may represent a verification code 302 used to authenticate the
transaction. In step 3086, the POS device may verily the verification code 302, such
as by using the verification code 302 to decrypt payment device data received from
the payment device, using the verification code 302 to decrypt a cryptogram received
from the payment device, using the verification code 302 to verify a digital signature
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received from the payment device, comparing the verification code 302 to a stored
verification code (e.g., in a dalabase associated with an issuer system, in a dalabase
associated with a transaction processing system, efc.) associated with the payment
device, and/or the like. Based on the comparison in step 208, if the detected magnetic
signature maitches the stored magnetic signature and, based on the comparison in
step 206, if the verification code 302 is verified, then the POS device and/or gne or
more processors in communication with the POS device may approve the transaction
in step 208.

[0073] Referring now to FIGS. 4A and 4B, depicted are diagrams of a payment
device 104 exhibiting a first polarity (in FIG. 4A) and a second polarity (in FIG. 4B}, in
non-imiting embodiments or aspecis. The payment device 104 may include 2 first
circuit 402 arranged on or embedded in the payment device 104. The first circuit 402
may be a circuit {e.q., antenna, microchip, efc.) primarily used for NFC interactions,
but which may also be used for magnetism. The payment device 104 may include a
power source, such as a battery or a microchip 404 that may be energized by an NFC
field of a POS device. The power source may provide power to the first circuit 402 to
produce an active magnetic signalure, e.g., a magnetic signal created by producing
patterns of magnetic field strength and direction that may be detected by a
magnetometer. The microchip 404, using power from a power source, may oulput a
signal through the first circuit 402 to create a magnetic signal originating from the
payment device 104. The signal from the microchip 404 may cause the first circuit
402 to exhibit a first polarity, shown in FIG. 4A, or a second polarity, shown in FIG. 4B.
The timing, strength, and pattern of a sequence of first polarity and a second polarity
may preduce a magnetic signature of the payment device 104.

{0074] Relerring now to FIGS. 5A and 5B, depicted are diagrams of a payment
device 104 exhibiting a first polarity (in FIG. BA) and a second polarity (in FIG. 5B), in
non-limiting embodiments or aspects. The payment device 104 may include a first
circuit 402 arranged on or embedded in the payment device, that may be used for NFC
interactions. The payment device 104 may further include a second circuit 502
arranged on or embedded in the payment device 104 that may be used for magnetism.
The payment device 104 may include a power source, such as a battery or a microchip
404 that may be energized by an NFC field of a POS device. The power source may
provide power to the first circuit 402 for NFC interaction and to the second circuit 502
to produce an active magnetic signature, e.¢., a magnetic signal created by producing
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patterns of magnetic field strength and direction that may be detected by a
magnetometer. The microchip 404, using power from a power source, may output a
signal through the second circuit 502 to create a magnetic signal originating from the
payment device 104. The signal from the microchip 404 may cause the second circuit
502 to exhibit a first polarity, shown in FIG. BA, or a second polarity, shown in FIG. 5B.
The timing, strength, and patiern of a sequence of first polarity and a second polarity
may produce a magnetic signature of the payment device 104,

[00758] Referring now to FIGS. 44, 4B, 5A, and 5B, an active magnetic signature
may be a modulated magnetic signal. Modulation can be applied by the first circuit
402 or the second circuit 502 by altering the electrical current direction in said circuit
402, 502, causing a switch in the polarity of the magnetic field of the first circuit 402 or
the second circuit 502. For example, an air core electromagnet with a dedicated spiral
infay antenna may generate arcund 10-15 uT using a 20-30 mA current, the direction
of which may be changed to manipulate the magnetic polarity of the payment device
104. Such altering of the magnetic polarity may be detected by a magnetometer,
which may register the shape of the modulated signal. Changing polarity from north
to south may be considered a falling edge of a graphed magnetic signal, and changing
potarity from south to north may be considered a rising edge of a graphed magnstic
signal.

[0076] Encoding of a modulated magnetic signal may be determined by a polarity
of the generated magnetic field from the first circuit 402 or the second circuit 502. For
example, the payment device 104 may apply non-return-to-zero fine (NRZ-L) coding
to simulate a 100% amplitude shift keying (ASK} modulation. Provided are exemplary,
but non-limiting, definitions for symbols and encoding. Symbol L: the carrier signal
strength is low and the magnetic field is south for the full bit duration, which may
simulate modulation being applied; symbol H: the carrier signal strength is high and
the magnetic field is north for the full bit duration, which may simulate no modulation
being applied. The payment device 104 may use symbol L {o encode the bit “0" and
the symbol H 1o encode the bit "17. Likewise, the POS device and/or magnetometer
may decode symbol L as the bil "0” and decode the symbol H as the bit “1”. The
changes in polarity of the modulated magnetic signal may not disrupt NFC contactless
communication. The payment device may have rise and fall times large enough,
where such time measured from 10% 10 90% and 90% to 10% respectively of the



WO 2022/098350 PCT/US2020/058875
23

amplifude of the maximum relevant magnetic polarity. Such rise and fall ime may be
at least 10 ys, where each bit may be not less than 50 us.

{00771 A mobile device may be used as a POS device for the purpose of using an
in-built magnetometer for verifying payment devices 104. The mobile device may
operate an application programming interface (AP!) to provide digital data of magnstic
field strengths for three dimensional axes. The magnetometer may have a refresh
rate of approximately at least 30 Hz, be configured fo determine a North-South polarity
direction, and may oulput readings with approximately (.10 uT precision. Such a
magnetometer may be used o evaluate a payment device’s 104 magnelic signature
before, during, and after the payment device's 104 presentation and compare the
magnetic signature 10 a stored magnetic signature, such as a magnetic signature of
the payment device 104 as recorded by an issuer.

[0078] Referring now to FIG. 8, shown is an illustrative graph 600 of changes in a
magnetic field detected by a magneiometer based on a presented payment device
having a circuit arranged on or embedded in the payment device, according io non-
limiting embodiments or aspects. The graph 800 includes an x-axis representing time,
delineated by seconds. The graph 600 includes a y-axis representing magnetic field
strength and direction, delineated by u7. The graph 800 includes magnstic field
strength and direction over time for a first axis 802, a second axis 604, and a third axis
606, each axis perpendicular to the other axes. Graph 600 is illustrative of
magnetometer sensor data when tapping a payment device twice on a contact surface
of a POS device including the magnetometer.

{00791 Referring now io FIG. 7, shown is an illustrative graph 700 of a background
magnetic pattern detected by a magnetometer, according to non-limiting embodiments
or aspects. The graph 700 includes an x-axis representing time, delineated by
seconds. The graph 700 includes a y-axis representing magnetic field strength and
direction, delineated by uT. The graph 700 includes magnetic field strength and
direction over time for a first axis 802, a second axis 804, and a third axis 806, each
axis perpendicular to the other axes.

{0080] Referring now to FIG. 8, shown is a diagram of example componenis of a
device 200. Device 900 may correspond o the payment device 104, gne or more
computing devices of the merchant system 110, the PCS device 108, a
magnetometer 108, one or more compuiing devices of an acquirer system 112 or

payment galeway, one or more compuling devices of a fransaction processing
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systern 114, and/or one or more computing devices of an issuer systermn 118, in FIG.
1, as examples. In some nor-limiting embodiments, such systems or devices may
include at least one device 900 and/or at least one component of device 800. The
number and arrangement of components shown are provided as an example. Insome
non-imiting embodiments, the device 800 may include additional components, fewer
components, different components, or differently arranged componenis than those
shown in FIG. 1. Additionally, or alternatively, a set of components (.g., one or more
compenents) of the device 900 may perform one or more functions described as being
performed by another set of components of device 900.

f0081]  As shown in FIG. 8, device 900 may include a bus 902, a processor 2804,
memory 906, a storage component 908, an input component 910, an oulput
component 912, and a communication interface 914. The bus 902 may include a
component that permits communication among the componenis of the device 900. In
some non-limiting embodiments, the processor 804 may be implemented in hardware,
firmware, or a combination of hardware and software. For example, the processor 904
may include a processor (8.9., a central processing unit (CPU), a graphics processing
unit (GPU), an accelerated processing unit (APU), efc.), a microprocessor, a digital
signal processor (DSP), and/or any processing component (8.9, a field-prograrmmable
gate array (FPGA), an application-specific integraied circuit (ASIC), eic.) that can be
programmed to perform a function. Memory 806 may include random access memory
{RAM), read only memaory (ROM), and/or another type of dynamic or siatic storage
device (e.g., flash memory, magnetic memory, optical memory, elc.) that stores
information and/or instructions for use by processor 204.

f0082]  With continued reference to FIG. 8, the storage component 808 may store
information and/or software related to the operation and use of the device 800. For
example, the siorage compenent 808 may include a hard disk {e.g., & magnetic disk,
an optical disk, a magneto-optic disk, a solid state disk, eic.} and/or ancther type of
computer-readable medium. The input component 910 may include a component that
permits the device 900 to receive information, such as via user input {e.g., a touch
screen display, a keyboard, a keypad, a mouse, a button, a swiich, a microphone,
etc.). Additionally, or alternatively, the input component 810 may include a sensor for
sensing information (e.g., a global positioning system (GPS) component, an
accelerometer, g gyroscope, an acluaior, eic.). The output component 912 may
include a component that provides output information from the device 900 {e.q., a
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display, a speaker, one or more light-emitting diodes (LEDs), efc). The
communication interface 914 may include a transceiver-like component {e.g., a
transceiver, a separate receiver and transmitter, efc.) that enables the device 900 to
communicate with other devices, such as via a wired connection, a wireless
connection, or a combination of wired and wireless connections. The communication
interface 914 may permit the device 800 fo receive information from ancther device
and/or provide information 1o ancther device. For example, the communication
interface 914 may include an Ethernet interface, an optical interface, a coaxial
interface, an infrared interface, a radio frequency (RF) interface, a universal serial bus
(LISB) interface, a Wi-Fi® interface, a cellular network interface, and/or the like.
f0083] The device 900 may perform one or more processes described herein. The
device 900 may perform these processes based on the processor 904 executing
software instructions stored by a computer-readable medium, such as the memory
906 and/or the storage component 808, A computer-readable medium may include
any non-transitory memory device. A memory device includes memory space located
inside of a single physical storage device or memory space spread across multiple
physical siorage devices. Scftware instructions may be read into the memory 906
and/or the storage component 808 from another computer-readable medium or from
another device via the communication interface 914, When executed, software
instructions stored in the memory 906 and/or storage component 808 may cause the
processor 904 {o perform one or more processes described herein.  Additionally, or
alternatively, hardwired circuitry may be used in place of or in combination with
software instructions o perform one or more processes described herein.  Thus,
embodiments described herein are not limited to any specific combination of hardware
circuitry and software. The term “programmed or configured,” as used herein, refers
to an arrangement of software, hardware circuilry, or any combination thereof on one
or more devices.

f0084]  Although embodiments have been described in detail for the purpose of
iHlustration, it is 1o be understood that such detail is solely for thai purpose and that the
disclosure is not limited to the disclosed embodiments, but, on the contrary, is intended
to cover modifications and equivalent arrangements that are within the spirit and scope
of the appended claims. For exampie, it is to be undersiood that the present disclosure
contemplaies that, io the exient possible, one or more features of any embodiment

can be combined with one or more features of any other embodiment.
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WHAT IS CLAIMED IS:

1. A computer-implemented method comprising:

detecting, with a magnetometer in communication with a point-of-sale
(POS) device, a magnetic signature of a payment device based on a magnetic fisld of
the payment device affecting the magnetometer, the magnetic signature based on al
least one of a structural compaosition of the payment device and a circuit arranged on
or embedded in the payment device;

receiving, with the POS device, payment device data for a transaction
requested between an account associated with the payment device and an account of
a merchant associated with the POS device;

comparing, with the POS device or al least one processor in
communication with the POS device, the magnetic signature detected from the
payment device with a siored magnetic signature associated with the payment device;
and

in response io determining that the magnetic signature maitches the
stored magnetic signature, approving, with the POS device or the at least one
processor in communication with the POS device, the transaction.

2. The method of claim 1, wherein the magnelic signature is
determined based on the structural composition of the payment device.

3. The method of claim 1, wherein the at least one processor in
communication with the POS device compares the magnetic signature detected from
the payment device with the stored magnetic signature associated with the payment
device , wherein a transaction processing sysitem remote from the POS device
comprises the at least one processor.

4. The method of claim 3, wherein the stored magnetic signature
associated with the payment device is encrypted and stored in a database of the
transaction processing system, the method further comprising decrypting the sicred
magnetic signature with the at least one processor in communication with the POS

device in response to the at least one processor receiving an authorization request
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5. The method of claim 1, wherein the magnetic signature is
determined based on the circuit arranged on or embedded in the payment device.

6. The method of claim 5, wherein the magnetic signature comprises
a pattern in the magnetic field associated with changes of polarity generated by the
circuil, the patiern representing a verification code 10 authenticate the transaction, the
method further comprising:

verifying, with the POS device or the at least one processor in
communication with the POS device, the verification code; and

in response to verifying the verification code, approving, with the POS
device or the at least one processor in communication with the POS device, the
fransaction.

7. The method of claim 5, wherein the magnetic signature comprises
a pattern in the magnetic field associated with changes of polarity generated by the
circuit, the pattern representing the payment device data, wherein the POS device
receives the payment device data via the magnetometer.

8. A system comprising:

a magnetometer configured to detect a magnetic signature of a payment
device based on a magnetic field of the payment device affecting the magnetometer,
the magnetic signature based on at least one of a structural composition of the
payment device and a circuil arranged on or embedded in the payment device; and

a point-of-sale (POS) device in communication with the magnetometer,
the POS device comprising at least one processor programmed and/or configured to:

receive the magnetic signature from the magnetometer;

receive payment device data for a transaction reguested between
an account associated with the payment device and an account of a merchant
associated with the POS device;

compare the magnelic signature detected from the payment
device with a stored magnetic signature associated with the payment device; and

in response to determining that the magnetic signature maiches
the stored magnetic signalure, approve the fransaction.
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9. The system of claim 8, wherein the magnetic signature is
determined based on the structural composition of the payment device.

10.  The system of claim 8, wherein the POS device is further
programmed and/or configured to receive the stored magnetic signatwre from a
fransaction processing system for comparison of the magnetic signature with the
stored magnetic signature.

11. The system of claim 8, wherein the magnstic signature is
determined based on the circuit arranged on or embedded in the payment device.

12.  The sysiem of claim 11, wherein the magnetlic signature
comprises a patiern in the magnetic field associated with changes of polarity
generated by the circuit, the pattern representing a verification code to authenticate
the transaction, and wherein the POS device is further programmed and/or configured
to:

verify the verification code; and

in response to verifying the verification code, approve the fransaction.

13. The system of claim 11, wherein the magnetlic signature
comprises a pattern in the magnetic field associated with changes of polarity
generaied by the circuit, the paitern representing the payment device data, wherein
the POS device receives the payment device data via the magnsiometer.

14. A computer program product comprising at least one non-
transitory computer-readable medium including program insitructions that, when
executed by at least one processor, cause the at least one processor to:

receive, from a magnetometer, a magnetic signature of a payment
device detecled by the magnetometer based on a magnetic field of the payment device
affecting the magnetometer, the magnetic signafure based on ai least one of a
structural composition of the payment device and a circuit arranged on or embedded
in the payment device;
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receive payment device data for a transaction requested between an
account associated with the payment device and an account of a merchant associated
with a POS device;

compare the magnetic signature detected from the payment device with
a stored magnetic signature associated with the payment device; and

in response to determining that the magnetic signature maiches the
stored magnetic signature, approve the transaction.

15.  The computer program product of claim 14, wherein the magnetic
signature is determined based on the structural composition of the payment device.

16.  The computer program product of claim 14, wherein the program
instructions further cause the at least one processor 1o receive the stored magnetic
signature from a fransaction processing system for comparison of the magnetic

signature with the stored magnetic signature.

17.  The computer program product of ciaim 14, wherein the magnetic
signature is determined based on the circuit arranged on or embedded in the payment
device.

18.  The computer program product of claim 17, wherein the magnetic
signature comprises a patlern in the magnetic field associated with changes of polarity
generaied by the circuit, the pattern representing a verification code to authenticate
the transaction, and wherein the program instructions further cause the at least one
processor to:

verify the verification code; and

in response to verifying the verification code, approve the transaction.

19.  The computer program product of claim 17, wherein the magnetic
signature comprises a patiern in the magnetic field associated with changes of polarity
generated by the circuit, the pattern representing the payment device data, wherein
the program instructions cause the at least one processor to receive the payment

device data via the magnetometer.
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20.  The computer program product of claim 17, wherein the pattern
further represents a verification code 1o authenticate the transaction, wherein the
payment device data is encrypted, and whersin the program instructions further cause
the at least one processor to decrypt the payment device data using the verification
code.



