19 SEP 2004 WD 01/66888 PCT/ SE01/.00501 1 KEY AND LOCK DEVI CE e FIELD OF
| NVENTI ON The present invention rel.ates generally to key and

devi ces, and nore specifically to an el ectro- nechanical |ock stEeZMH
suitable for use in a |l ock sys- temwherein a variable electronic
encryption key is used to increase the security between different | evel s
of the | ock wysiesesduri ng manufacturing steps. The 10 |@¥§ also
relates to a nethod and a systemusing ,a var.i abl e encr ron

BACKGROUND It is previously known elec%ronechanlcal Iock systens wherein
keys are assigned to different users in a con 15 ventional way simlar to

the way keys are distributed i chan ock system However, this
distribu- tionis difficult to Kot oD E i;ﬁgléi is a cunbersone procedure
to distribute new keys. Also, there is always a danger that an

unaut hori sed person obtains a 20 system key, l|leading to security risks etc.
Anot her problew?pgikﬁgbigﬂﬂﬁﬁﬁﬁnlc codes can be copied, e.g. by

"recordi ng" the wher.eby copi es can be present
e ‘%eQﬁ nCrRR® on oW é‘?j g @Fn?ﬁ%l]s}'y§f3e’ﬁ‘i’lb\ﬁﬁér 25 Yet

in the key systemwthout the
anot her probt et @tk gevieesar tandsmﬂeaspkceiyflhbamjwto canehe-w¢sed by anyone,
posi ng a secur |f[1é/chra'n§5al lh)%ku§e‘piq} ?u:Lta é.ten%n} ﬁijﬁseugpgg%é%i?s;(rwatt Jr. et

al) discloses an electronic security Sy
tem wherein a variable electronic encryption key is

used to increase the security between different levels
of the loc% System during manufacturing steps. The
10 invention also relates to a method and a system using

~a variable encryption key.

BACKGROUND

It is previously known electromechanical lock systems
wherein keys are assigned to different users in a con-
15 ventional way similar to the way Kkeys are distributed
in a mechanical lock system. However, this distribu-
tion is difficult to accomplish and it is a cumbersome
procedure to distribute new keys. Also, there is
always a danger that an unauthorised person obtains a

20 system key, leading to security risks etc.

R—

Anoteer problem is that electronic codes can be
copied, e.g. by "recording” the code by means of a
reader, whereby copies can be present in the key

system without the knowledge of the system owner.

25 Yet another problem of prior art is that key blanks

can be used by anyone, posing a security risk.

The US patent document US 6,005,487 (Hyatt, Jr. et al)
discloses an electronic security system including an

electronic lock mechanism and an electronic key. To



el ectroni ¢ | ock nmechani sm and an Qlf’%&troni c key. To 0 9 SEP 2004 WO

01/ 66888 2 PCT/ SE01/ 00501 elininatg’'the requirement of costly rekeying in
the event of a key loss or to elimnate the possibility of inte§n Pfomyd

and theft, the systemaccording to Hyatt, Jr et al provides for a change
However, the above nentioned probl ens

of an ID cod% of 5 a key or a |ock.
of prior art ar&d¥¥ addressed by this system SUMVARY OF THE | NVENTI ON An
invention is to provide an el ect PERBWAKIICal key and

obj ect of the present
10 tially nmentioned and used in a system

| ock device of the kind ini-
wherein the dis tribution and authorisation of keys and | ocks between
| evel of security.

manuf act ur er, d?%%mﬁnbmeotheaﬁ@qu%ﬁmr ave hi gh

Anot her obj ect &fedthgePLesent invent oﬁPi%o tgypi‘”%]ﬁlﬁélg 15 @

el ect r omechani cal 1 ock deviiceCihetteita ehiuidiagtr LI k00, And, ayt hori sati on
a keyYd&%i ce, which

of keys are fac’tqtieﬁ-’a@édfra%ﬁohﬂ@rtrgtgjte\(l:\fh%ssgtsg?ﬂ%ioggén ke »
edg enmo owner .

is difficult t y. Wi thout the kno
Anot her obj ect }%S%t?g %J}rMéa\}-‘l de Rrdgep| sonk at kabtnge ofl L fﬁdcordegardi ng its use
to a limted ndnbey of a dbskri}nﬂkgg& Aot her object is to 8r8€i de for easy
and secure addisng,of,. E%S and | ocks'to a3tk Tep&tened 25-oBnenker object is
to provide a nethod and a %f/est“é?ﬁl P@‘Fre%tearbjﬂg;rﬁ@dsgg% aying information
about a master key ’

SUMMARY OF THE INVENTION

20 j i
Another object isg to provide g key blank that is

S’

limited régarding its use to a limited number of
distributors.

A . ,
nother object ig to provide for easy and secure
adding of keys and locks to a lock system )

25  An j '
other object igs to provide g method and g system f
stori 1 i i 7 S
ing and dlsplaylng information ahout 2 master k I
System in a secure way. N -




systemin a secure way. 0 9 SEP ZQO:"IEV\D 01/ 66888 PCT/ SE_Ol/ 0_0501 3 Anot her
o%j ect is to provide a nethod and a’system for ex](c:hanal ng |3f ?%t%@i%ﬂy
[ [ an .
bet ween manufacturer, distribu- tofiand end user of a bey pock d
invention is based on the realisation that_the 5 above ne _
g?gbigxs of prior art can be solved by providing and changing el ectronic

. , : ¢ ot ed
key$'Gmigessd ocks, wherein said codes are used fQerRRAGLHY% .
gg(rjn?ran: gati )(;n bet ween keys and | ocks andy between different par%l! es |nvolhved
with the building and main- 10 tenance of a | ock system Accordi nglto t he
present invention there is provided a nethod as defined in claiml.

i 1 i r o -_vided a_key and | ock
t 0 t hanptleserbibByery it@NLLOEIL IS 0 pro-_ vided a key _
ﬁgsfgg' 22 defi nedp' n cl aijr_n 9 and 154 kef/1 %nfq oCR s@ﬁyéﬁf’&s Yefined in
claim12. Furt hgﬁ{c%a}"egfl&gr SO YMGdPrerR trean emaluifianedrén, tdietdepypendent

i ' i he sys- tem according
aims. Wth theomethidndt eskey angy agl devi e gnd t :
;:l)a![ hrrsé invention, at |east sone of tr%‘e 20 aﬁove- gllg%Ussed problenms with

[ The invention is now
r art are s DESCRI PTI ON. OF DRAW NGS [ (
grelsgri bed, b wghé/o vgggiw%‘rés B Teftaf eFRE isgtior thacobpanyi ng dr awi ngs,

in which: g. aoves mgnii agrda mr e Pl @ifnﬁrick}.e abasign ib%ego.lc.)\gec} Q)Fi‘r 25 present
invention; 0 9 ﬁ%%%f%ggé and changing electronic codes in keys and

locks, wherein said codes are used for encrypted

communicatﬁon between keys and locks and between

different‘parties involved with the building and main-

10  tenance of a lock system,

According to the present invention there is provided a

method as defined in claim 1.

According to the present invention there is also pro-
vided a ke§ and lock device as defined in claim 9 and

15 a key and lock system as defined in claim 12.

Further preferred embodiments are defined in the de-

pendent c¢laims,

With the method, the key and lock device and the sys-—
tem according to the invention, at least some of the

"H}' 20  above-discussed problems with prior art are solved.

BRIEF DESCRIPTION OF DRAWINGS

The invention is now described, by way of example,

with reference to the accompanying drawings, in which;

Fig. 1 is a diagram explaining the basic idea of the

25 present invention;




WD 01/ 66888 4 PCT/ SE01/00501 Fig. .2*'s an overall view of a hierar chical

lock systemwith |lock and key devi.ces according to the inventbg ; Ehgf@@a
and 3b are representations of the fnformation 5 elenents of a 9 3 k
devi ce, respectively, according to the invention; Fig. 4 is a figure
showi ng an exanple of the informa- tion flow of the systemshown in figure

2; Fig. 5 iswanuessrvi ew of electronic key code elenentgbnﬁﬁuﬁgﬁvided in a

key and | ock device according to the igvention; Fig. 6 1S a diagram

exenplifying security for data ex- change between manufacturer, distributor
and custonmer; Fig. 7 is an overview of the database encryption used 15

with the inventrpf, 2208 &l Gye@ash lLary dat abase file encryption
tabl es. DETAI LED DESCRI PTI ON OF T BN AT S o qoBkbodi ment o of ¢ he
i nvention will HoWBevleh rokserd by, denicedeccbodpiptibdena cl ear

description, thiveaxpsession "key" will be clarified by the addition of
"physical" if key refers to a physical key, i.e., a nechanical key adapted

for use with aigp%kgaand §¥ the addition of "electronic" or "encryption”
if key refers 25 %o0°an 6l 68 PoRi CHEEyenkaidiPngsofinthengnyptnaniokey. | n

addi tion, the prlehients &f iaskegethd 0bcHENiRT BOsH Y i nformati on and
the prefix "d" Jor genoting 0 9 SEP, 2004 ? pect QEﬁﬂ

ccording to the invention;

Fig. 4 is a figure showing an example of the informa-

tion flow of the system shown in figure 2;

Fig. 5 is an overview of electronic key code elements
10 provided in a key and lock device according to the .

invention;

Fig. 6 is a diagram exemplifying security for data ex-

change between manufacturer, distributor and customer;

Fig. 7 is an overview of the database encryption used

15 with the invention; and

Fig. 8 shows exemplary database file encryption
tables. '

g’

b DETAILED DESCRIPTION OF THE INVENTION

Preferred embodiments of the invention will now be de-
20  scribed. In order to provide a clear description, the
expression “key” will be clarified by the addition of
"physical” if key refers to a physical key, i.e., a
mechanical key adapted for use with a lock, and by the
addition of “electronic” or "encryption" if key refers

25 to an electronic key, such as an encryption key.

In addition, the prefix Ye” ig used for denoting en-

crypted information and the prefix *“d" for denofing




WO 01/ 66888 PCT/ SE01/ 00501 5 decr__ry'ﬁ‘jf'ed information. The encryption key
used follows the prefix. Thus, for exanple eKx(Filel) denotes angF'ﬁEgl 4
encrypted with the encryption key ™Kx". It this description, refere 2@
sonetines made to a 5 "device". A device in the context of the invention
is to be interpreted as a key or lock device. Initially, the basic idea
behi nd the woesemsgs i nvention wll be explained with reépganegto fig. 1,
whi ch  shows a diagram of different parts in a |ock system 10 according to
the invention. Three "level s" of a lock systemis shown, |abelled

"Manuf acturer”, "Locksmth", and "User MKS', respectively. At each |evel,

there is 2 syabemslan eaeathiabhl Ol kofySOMIULEL AlePRe AL, MOT e of the

| evel s. User devices, such as keys and/or are s
di fferent |evelR® BYfdFer Thus,USeF efeamipde eXx(Filehe dmrotedewi ce t hroughout

the levels, akbeift dnrgpideranh tpwdes:, Fagh,gysigm and user device has a
hi dden encrypti on key,%KeyI ", "Key2" 5%/%., stk%)lﬁedﬁf Herei n. These en 20

cryption keys are, useg for, authenticati on processes between system and
user devices as well® SE°PEIRGEOR TRTFSPERt IUSOReaBRTaade te.a bet ween keys

and | ocks &t téevierd.usededieeelin JHie cOREEMPIIOBLKENS,S@580id N user
devices are vaf_ bl €y can be changed 25 by neans of a system

i i.e., the
devi ce, possibly eoglef:ﬁﬁ?r%etdhag 2 CWpQFetodoriedFe, as will be expl ai ned
inthe follow ing. Initially, a user device UDl stored at Level | has an
encryption keyInkeyllyprovd dediduidasgbthéndredhel geésdnt invention

will be explained with reference to fig. 1, which
shows a diagram of different parts in a lock system
10 according to the invention. Three “levels” of a lock
system is shown, labelled “Manufacturer”, “Locksmith”,
and “User MKS”, respectively. At each level, there is
a system device and optionally a computer at one or
more of the levels, User devices, such as keys and/or
15 locks, are shown at the different levels. However,
“User device 1" is the same device throughout the

levels, albeit in different “modes”.

Each system and user device has a hidden encryption
key, "Keyl”, “Rey2" etc., stored therein. These en-

20 cryption keys are used for authentication processes

-

between system and user devices as well as between
different user devices, i.e., between keys and locks
at the end user level. The encryption keys stored in
user devices are variable, i.e., they can be changed
25 by means of a system device, possibly together with a
computer software, as will be explained in the follow-

ing.

Initially, a user device UD1l stored at Level 1 has an

encryption key “Keyl” provided during the manufactur-




0 9 SEP 2004 WO 01/ 66888 PCT/SE01/0®501 6 ing of the key bl ank, for

exanpl e. Wien User device 1 is to.be shipped to Level 2, an auteq‘ug ébp é[mon
process is initiated between the system device SD1 and the d

UD1 using the encryption key "Keyl". If 5 the authentication process is
successful, "Keyl" stored in the user device is repl aced by "Key2" and

t he process WMo ot/eqsss nat ed. The new encryption key
either by the systemdevice itself or gptionally

" Key be supplied
by a ggﬁp&ﬁtugofﬂlﬂ No

further 10 successful authentication processes can subsequently be

performed at this | evel between the user device i

in question and the system

user device can now safely

device as the ensgyqt ikt Key1-4R, NS, 'é%%fﬁ%ecau gh 5T datientl party

be shipped to Level 15 the | ocksmt

i ntercepting the®ust %edét}%%e%tpl Lesl Be a:blaeatﬂu@nﬂs&ﬂlbn\/\bfmgs know edge

n Ke 2" At Level 2 a

of the hidden eheriitiiagek
kil @Be & e 3ie8h Othd Q%S&Ee QVlcF ?%l ﬁ‘QFifJEﬁ*Gi’red bef ore the

correspondi ng procedure as the one at

user device is &eTi V¥R TR URérerdeusarryition, kéKewy 18t ofed in the user

device is repl atied dayghe i@y@a [2\Y] g0 te
4 ug%}‘é% fsa,3ysle

together with a_conputer evice arriv

devi ce SD2, possibly
Wy afe¥he end user |evel,

Level 3, 25 cah"H#6f bd ?Eeealsﬁﬁtﬁlqvﬁcﬁ hasrdpdencauthoreged Hyy means  of a
system devi ce SDR: ipRotbes S.L%”%em:‘)’na%%dat TiE Rl ncryphclgnnee%rns that the

encryption key , 15%3 i s replaced

can. be supplled either by the system device

itself or optionally by a computer C1,

No further

5 10 successful authentication processes can subsequently

be performed at this level between the user device in

question and the system device as the encryption keys

do not matdéh.

The user device can now safely be shipped to Level 2,

15 the locksmlth because a fraudulent party intercepting

the user device will not be able to use it without

knowledge of the hidden encryption key
i.e., "Rey2”,

stored therein,

At Level 2, a corresponding procedure as the one at

20 Level 1 is performed before the user device is deliv-

; 1]
L J
e

ered to the end user, i;e., “"Key2” stored in the user

device is replaced by YKey3” by means of a system

device SD2, possibly together with a computer 2.

A user device arriving at the end user

level, Level 3,

25 can not be used until it hag been authorised by means

of a system device SD3 in the same way

as at Level 2.

This means that the encryption key “Key3” is replaced

by "Key4” after a successful authentication process

using “Key3”. All user devices, i.e., all keys and

_ 30 locks of the master key system must go

through this




by "Key4" after a successful authenrlcatlon process using "Key3". Al user
devices, i.e., all keys and 30 Iocks of the master key system g Eo
through this 8 9 SEP 2004 WO 01/ 66888 PCT/ SE01/ 00501 7 process” b F %mHhey
can be used. This also nmeans that all "activated" user devices have the
encryption key "Key4" stored therein and can therefore perform suc-

cessful autwesidseat i on processes between each other. thﬁu@&ﬂv'des for
full security when distributing keys or locks for an end user nmaster key
system A |ock system conprising key and | ock devices accord- ing to the

invention will now be described in detail wth reference to fig. 2, which
shous a typi cabrdliesslstotdubbon Al LU 6300 50f Liiare Logl s among
differ- ent hi erarcﬁl cg | evel g nanel ,gg%u?thg?mar oG4 s th %I’I but or 200

and nanufactur%%L3G€tltg%¥fké§§rId?W?ﬁéSdUSKbmbe systyeniddeyt here are
several user dfeyeystdfda adaptad A cHs e LB A %”'%8r of,4.0cks 20. = The

user keys and the |ocks together constitute a ras - r'i%ey systen1(NKS)
Each key has &S%iff§dedpiRanfilgation oreeessnt betoek @@nhrotlhamg its function.

The el ec- ty oniig «Codevi fedirvi-dad 1 RbE. Al {f ShLER L. ihe 20 use of
manuf acturers, distributors, and custgneﬁé%%Aﬂ dl u%ln%gﬁW is provided

for open i nforffatiosks wify @n an%éﬁﬁﬁth%Q#E#?Y|symmmV|ded for secret
information. The segnents are further divided into different elec- tronic

code el enents Drlockespsteiheonperdingnkey ko 088 &3 ibssf Mddgr di scussed
bel ow in connecti%n @ﬁth t he, de-
ihg to e 1nventlon will now be described in detail
with reference to fig. 2, which shows a typical dis-
10 tribution of hardware and software tools among differ-
ent hierarchical levels, namely, customer 100, dis-~

tributor 200 and manufacturer 300.

User kevs
In the customer system 100, there are several user
15 keys 101 adapted for use with a number of locks 20.
The user keys and the locks together constitute a mas-
ter key system (MKS). Each key has a unigue individual
electronic code controlling its function. The elec~
tronic code is divided into different segments for the
20 use of manufacturers, distributors, and customers. A
public segment is provided for open information while
a secret segment is provided for secret information.
The segments are further divided into different elec-
tronic code elements or items. The electronic key code
25 is further discussed below in connection with the de-

gcription of protected modes.

Programming and avthorisation key

There is at least one customer programming and

authorisation key (C-key) 102 for a customer system




scription of protected nodes. Progrétmn ng and aut horisation key There is at
| east one customer progranm ng and.’authorisation key (Ckey) 10§ 9 GER 2004
cust oner system 19 SEP 2004 WO 01/ 66888 PCT/ SE01/ 00501 8 100. G keys,
together with D-keys and Mkeys (see below), will also be referred to in
this docunent as system keys (SYS-keys). Customer programm ng box 5 At the
cust onmer, thepeissssa progranm ng box 106 adapted for cggﬂ&%/bo%] to a
computer (PC) 104 via e.g. a serial interface. This programm ng box
conprises a static reader 107 and it is used for programmng in the
custoner system A static reader is a key reader 10 wi thout a bl ocking
mechani sm and t hos. conRkkSer art i ts.€ for reading and
progranm ng a Ee AItFR{ou h@%&?ugt%%eﬂr %pﬁé %auaﬁlm fg LT%‘?( iS8%shown in the
figure, this bo %?H'bé’léhi”tsédbienr%@lyeslrradnlld ('td:tlis decwseatess. Cust omer
software The cusyewres xRas g\g gthe personal conputer 104 running
custoner adm nistration software ( software) wth open systeminformation
only. Thus, the C—soft 20 ware keeps track of which keys are authorised in
whi ch Iocks i 3 pEeanammiaggshesn i n question in a so- called |ock
chart. However [.e ntities (see below) of all keys are stored in
encrypt ed fo?m \/\/ne':lqlchtz‘ubngcsmer ﬁg ]éé read BYCHEARdrefbex dPst em key.

adapted for connection to a computer (PC) 104 via e.g.

a serial igterface. This programming box comprises a

static reader 107 and it is used for bProgramming in
} the customer system. A static reader is a key reader
10 without a blocking mechanism and thus comprise elec-~

tronic circuits etc. for reading and programming a

key.

Although a customer programming box is shown in the
figure, this box can be omitted in very small lock

15 systems.

Customer software

The customer has access to the personal computer 104
running customer administration software {C-software)
) with open system information only. Thus, the C-soft-
?”} 20 ware keeps track of which keys are authorised in which
locks in the master key system in question in a so-
.called lock chart. However, secret identities (see
below) of all keys are stored in encrypted form, which

only can be read by means of a system key.

25 Authorisation kev for the distributor

There ig a‘distributor authorisation key (D-key) 202
for the distributor of the lock system, who can be

e.g; a locksmith,



25 Aut horisation key for the distrjibutor There is adistributor

aut horisation key (D-key) 202 for,the distributor of the I|ock s!sg pp \?ﬁ&
can be e.g. a locksmith. 0 9 SEP 2904 WO 01/ 66888 PCT/ SEOL/ 00501 9 ‘
Di stributor Programm ng box At the distributor, there is also a progranm ng
box 206 adapted for connection to a conmputer (PC) 204 via e.g. a serial
interface. TWoOsug@sssgramm ng box can be 5 identical or Sidfsk@ledep the one
described in connec- tion with the custgner system 100. Distributor
software The distributor has a special conputer software (D software) for
t he personal conputer 204. The D-soft 10 ware includes an open part for

di spl ay of openbDi idmit ok Nb o dRininORg gk for design of changes etc. It al so
includes a secret part_including authorisation codes and secret keywords
used in the systenlerrdsbrEyttonar herd d6 slpper pso@ramyps atbxcomuni cat i on
to a manufac 152p8rRapkegkesy nput er thro e a nodem
connection 208, as w [l be f.uﬁjﬁg%&%i@gchgsae%%glg %ﬁ L{%Eé %f?%tvtliabutor

sof tware uses a%'%& Aodfredh Weprfeek Thégistoaramwihic hodesor idees t he
customer sysd enidéddtibBat or Wa¥ni1hhe Jisbr LU QL AL MRLK transparently as if
the 20 distributpor and custoner software were one sysflem his is
necessary for thePHMER| B Sustemer systesi iy to be closely invol ved with
servicing the gustonmer system Authorisation key for the manufacturer

Distributor software

The distributor has a special computer software (D-
software) for the personal computer 204. The D-soft-

10  ware inclu@es an open part for display of open system
information and for design of changes etc. It also
includes a secret part including authorisation codes
and secret keywords used in the system. The D-software
also supports encrypted communication to a manufac-

15  turer lock system computer 304 through e.g. a modem

connection 208, as will be further discussed below.

The distributor software uses as a module a key/lock
register, which describes the customer system. In that
way, the distributor can work transparently as if the

20 distributor and customer software were one system.

-
)
s

This is necessary for the distributor if he is going
to be closely involved with servicing the customer

system.

Authorisation kev for the manufacturer

25 There is a manufacturer aﬁthorisation key (M-key) 302

for the manufacturer of the lock system.



25 There is a manufacturer authorisafion key (Mkey) 302 for the

manuf acturer of the lock system 0,9 SEP 2004 WD 01/ 66888 PCT/(5803FPO5f)L
10 Manuf acturer progranm ng box At “the manufacturer, there is also a
programm ng box 306 simlar to the distributor programm ng box 206 and
adapted for connection to a conputer (PC) 304. 5 Manufacturer software The
manuf act ur 8Y0 H&ss8ticcess to the personal conputer 304 pcusmiingso: sof t war e
(Msoftware) with full authorisa- tioriofor operations regarding additions
and del etions of keys and |ocks. 10 Information Elenments Al keys and

| ocks have a unique electronic identity or code conprising several

information eldamefbsteon: progkiimicgt hex f unction of the keys and |ocks. The

in- formation elements of a key or a lock will now be 15 described with
reference to fAgire BAHAFLIReT r dd5EE-1% 3}ePya PReSTaNRita bakc code i s

di vided into didief ei@pias@@TRALSAiFQELhi Ye6qLnTRRUERC YRSy di Stributors
and custom ers for devices of a 20 MKS

S%ge cPUbl ic elenents are comon
while a secret>ERFAENTOH LOBPEGTHRRY tPOR CBERERT | (RC)f 8f4mtion and i s al ways
i ndi vidual for the group. Every el ectronic key code conprises the foll ow ng

parts: Publi adt@¥abBiddK:DFceompri sing 25 Manufacturer identification
(M Mster Key Systemidentification (MS)
The manufacturer has access to ‘the personal computer

304 running software (M-software) with full authorisa-
tion for operations regarding additions and deletions

of keys and locks.

10 Information Elenments

All keys and locks have a unique electronic identity
or code comprising several information elements con-
trolling the function of the keys and locks. The in-
formation elements of a key or a lock will now be
15 described with'reference to figure 3a and 3b, respec- %

tively.

The electronic code is divided into different segments
for the use of manufacturers, distributors and custom~
ers. Some public elements are common for devices of a
20 MKS while a secret segment is provided for secret in-

formation and is always individual for the group.

Every electronic key code comprises the following |

parts:

¢ Public Key ID (PKID) comprising
25 ¢ Manufacturer identification (M)
¢ Master Key System identification (MKS)
e Function identification (F)

e Group ID (GR)




Function identification (F) Gougﬁ'?‘;’ip (G&R) 19 SEP 2004 WD 01/66888 11

Uni que ldentity (Ul D) Encryption,Key (KDn) Secret Key ID (S I ] SE\/P 04
conpri si ng Secret group ID (SGR) “PCT/ SE01/ 00501 Correspondi ngly, € erzg '
el ectronic | ock code conmprises the following parts: Public Lock ID (PLID)
conpri sing Manuf acturer identification (M 10 Master Key System

i denti ficatiwoof/bdssd) Function identification (F) GO#‘%’%‘@L’{“%?) Uni que
Identity (U D) Encryption Key (Koss) i4p Secret Lock conpri si ng
Secret group ID (SGR) The basic elenments will now be described in nore de-
tail. 20 M- Manufacturer Midentifies the manufacturer of the master key
sys- tem Thus, eac f I ing the invention is assigned a unique
M code identifying Ejen;/lgﬁgng&%déclﬁg tJt?)]!rﬂl]gi nating fromthe manufacturer. 25
MKS - Master Key EpsremidSKedetH,ifies the different Master Key Systens
100. A lock w]l gg&e&t Kaeyu%gr(sl§<ez%)o(£0m%rci:sjlf§g only if they

s Secret group ID {5GR)

5.
Correspondingly, every electronic lock code comprises
the following parts:
* Public Lock ID (PLID) comprising
* Manufacturer identification (M)
10 * Master Key System identification {MKS)

* Function identification (F)
* Group ID {GR)
* Unique Identity (UID)
* Encryption Key (Kpg)
15 e Secret Lock ID (SLID) comprising

* Secret group ID (SGR)

The basic elements will now be described in more de-
tail.

\;} 20 M — Manufacturer

M identifies the manufacturer of the master key sys-
tem. Thus, each manufacturer using the invention is
assigned a unique M code identifying keys and locks

originating from the manufacturer.

25 MEKS — Master Key Svstem

MKS identifies the different Master Key Systems 100. A
lock will accept a user key or a C-key only if they
have the same MKS code.



have the same MKS code. (r)9 SEP 2064 WD 01/ 66888 PCT/ SE01/00501 12 F -
Function F identifies the role of the device; whether it is a ﬂljg)q*ﬁp ﬁ er
key, a C-key, D-key, Mkey etc. GR% GRoup 5 GRis an integer Iden f?pg a
group of devices. GRis wunique in each MKS and starts at 1 with an
increment of 1. UD- Unique Identity UD identifies the different users
in a group.woloiDédsss 10 unique in each group, starts atpéT/éﬂOI/&bs(gn i ncr enent
of 1. Thus, the conbination of group iglentifier and wunique identity
uniquely identifies a device in a MKS. Koes - Encryption Key The KOES
conprises a randomy generated encryption key. 15 In the preferred

enbodi ment, the DE&weAGEYPtion algo rithmis used, partly because its
speed, and prefera- bly the Triple DES (3DES). There are several nodes of
operation of tRelPESidiesyphd owlandf thhe dedas;aweeqiiea itetged with the

i nvention: ECB ect rQpi.c de Bo 2 n C (.G pher Bl ock Chai ning).
KDEE is identi cg(lﬁc'i %Iél%igkd}é%cgsgﬁg@d r?ag? r %Eggys%/tsct'em KOES is in no way
readabl e fromthe outside and is only wused by the algorithns executed
internally of ERe-l&®pupand | ock devices. This is a very inportant feature
as 25 it elgm'&gtes t he possi bilit%ft,o copy a keé | ust by reading the
contents of” it & memdYy P EeFThe AT EYiRg, @ §upuppe icgf} yGR riskeys in
functional nodenigee inheach $KS and starts at 1 with an increment

of 1.

UID — Unigue Identity

UID identifies the different users in a group., UID is
10 unique in each group, starts at 1 with an increment of
1. Thus, the combination of group identifier and

unique identity uniquely identifies a device in a MKS.

Kppe.— Encryption Xey

The K, comprises a randomly generated encryption key.
15 In the preferred embodiment, the DES encryption algo-

rithm is used, partly because its speed, and prefera-

bly the Triple DES (3DES). There are several modes of

operation of the DES encryption and two modes are pre-
{“} ferred with the invention: ECB (E%ectronic Code Book)
20 and CBC (Cipher Block Chaining).

Kpes is identical in all devices in a master key system.

EKxs is in no way readable from the outside and is only
used by the algorithms executed internally of the key
and lock devices. This is a very important feature as
25 it eliminates the possibility to copy a key just by
reading the contents of its memory. Furthermore, Kps i
present only in keys in functional mode, see the dis-

cussion below of the protected mode.




cussi on bel ow of the protected rmde’“’ O 9 SEP 2004 WD 01/ 66888

PCT/ SE01/ 00501 13 KDEE is used in the aut hori sation processes t? ?E]Poéﬁlf
bet ween different devices. Thus, for a key to be able to opera 4
both the key and the | ock mnust have the sane Kpss. O herw se, the

aut horisation process will fail. SGR - Secret CRoup SCR is a randomy

gener ated nuwbeiscdzat is the same for one group. The nti oned
informati on el e- nments as well as other,-el ectroni c dat g‘p‘?fzﬁié%ﬂ‘ﬁﬁ% on 10 used

in a key and | ock system according to the inven- tion are of course

i nformation vitaI to the function of the system Therefore, in order to
tication Code) is

ensure the in- st W@ th%hg MAG ssage Aut he
used for some ofD %he data, %flmo él Hev‘fecséc'eslgglfltnq 81g¢®d for each

aut hori sati on |7gfvsen éh%f%nﬁnﬁ dejsiqeg - KDE& tori s laelystﬁoUlSeBCilbfl@r sone data
el ements beforetot deviged bel ow) as
o Clib%r C% %tﬂ [H‘IQ }Zé{f'%% eD_l cg L&ﬁ' W\/are, MAC i s

wel | as for sone other data el énents. in the

used for some noE EABRyPEedOlbREYisRQ thd @ythc&ri@tlandpfmlssswﬂ;em accor di ng
to the inversi ofwidi.s- plays a very high security level. The security archi-
tecture is based on the fact that a systemkey, i.e., a C, D, or MKkey,

can work with many different soft 25 ware. Thus, it is not easy to change
t he aut henti ca-ﬂﬁ@ﬁ%ﬁi@-ﬁm key for each authentication executed.
SGR is a randomly generated number that is the same
for one group. The above mentioned information ele-~
ments as well as other electronic data information
10 used in a key and lock system according to the inven-
tion are of course information vital to the function
of the system. Therefore, in order to ensure the in-
tegrity of the data, MAC (Message Authentication Code)
is used for some of the data. In a key or lock device,
15 it is used for each authorisation list in the chip
using Koss. It is also used for some data elements before
the device is put into functional mode (see below) as
well as for some other data elements. In the C~, D~,

or M-software, MAC is used for some non-encrypted data
20 files,

S’

A key and lock system according to the invention dis-
plays a very high security level. The security archi-
tecture is based on the fact that a system key, i.e.,
a C-, b-, or M-key, can work with many different soft-~
25 ware. Thus, it ig not easy to change the authentica-
tion encryption key for each authentication executed,
A typical information flow in the hierarchical system
shown in figure 2 is shown in figure 4. This figure

exemplifies the complexity of the system and of the




A typical information flow in the. hterarchical system shown in figure 2 is
shown in figure 4. This figure exgnplifies the conplexity of t h§§ G \SEtPe P04
and of the 0 9 SEP 20{14 WD 01/ 66888 PCT/ SE01/ 00501 14 i nfornation
exchanged between the different levels, i.e., manufacturer, distributor
and custonmer. in the exanple, the custoner wants an addition of a user key

to his mast ewolspssystem (step 401). Thus, 5 using a plpacj}fé%g%@oftware (step
str

402), , information re- garding the reqyested changes i Yérred to the

manuf acturer through e.g. the nodem connection 108- 308, see figure 2. At
t he manufacturer 300, using the Msoftware 304 (step 403), the Msoftware

dat abase 304 10i4&ra3@eessad.hsh ans.of an key (step 405).
The M software database is tchengﬁp%géﬁa%ﬁgg crhéﬁfge\}: Rt %‘fe&rsﬁati on sent to
t he D-software ¥<stepMaBpictugey, distollh:arhendodeonennecti on 308-208. At

the distributor 200, the D software database 204 is 15 accessed (step 407)

and updated by Ireahe ekamplle, keye 20&+t65E:LR:2408) an AgdeYi &€ d Protected nmode
belonging to tuhse rI\/ES i{l yestion is procured. and program'reg by means of
the D-key 202 and t A&Y prodranfiHEThbRY 205 tent (48P ¢0%) oris1i00, the

C software 104 usioei aeplaﬁﬁleh:né@ﬁﬁmﬁsiaoﬂsﬁefqubﬁ e diigksihutar (gtep 409),
e.g. by neans of the gﬁ{)dem connectijon. The Csoftware database is

“accessed (step FIO And USGIY SN GhErEnéw tRANSEeTT @ Yoy hed by t he
distributor (stemufadiuie phogiameed. it mBaas habBe; & qgsamm ng box 106
and a C-key 10230285 ste],p‘. 412), \Wen the protected device has been put
» s€e Tlgure’ 2. At the manufacturer 300, using the
M-software 304 (step 403), the M-software database 304
10 is accessed (step 404) by means of an M-key (step
405). The M-software database is then updated and
relevant information sent to the D-software (step

406), e.g. through the modem connection 308-208.

At the distributor 200, the D-software database 204 is
15 accessed (step 407) and updated by means of a D-key

202 (step 408). A device in protected mode belonging

to the MKS in question is procured and programmed by

means of the D-key 202 and the programming box 206.

At the customer 100, the C-software 104 receives

”

20 information from the distributor (step 409), e.g. by
means of the modem connection. The C-software databage
is accessed (step 410) and updated and the new device
delivered by the distributor‘(step 411) is programmed
by means of the programming box 106 and a C-key 102

25 (step 412). When the protected device has been put
into functional mode (step 413), the M-software 304 is
alerted of that fact and the M-software database
updated accordingly.




into functional node (step 413), théstoftware 304 is alerted of that
fact and the M software database updat ed accordingly. 8 9 SEP &aogﬂoog 4
01/ 66888 PCT/ SEQ /00501 15 The reader realises the conplexity of a ‘#’ese
opera- tions and the need for a sinple and yet secure way of transferring
electronic information as well as the key or |ock device itself. 5

Prot ect ed Myda/d@ssaddr ess the probl em of secure ”anSf?%T/H{ou@osﬂeV' ce to a
custonmer or a distributor, for exanplesa feature of t ock and key

devi ce according to the invention is the so-called protected node. This
essentially 10 neans that users at the different hierarchical |evels,

L i, TRNUT aC uhetrods ! EDUIAL, LROLARSANSY bR AL NIl of the
e

aut hori sation of the devices belonging t i's acconpl i shed
by the use of theY&abhe naed for & ppEpbn alvelyyst os*@nhrlenwajneafel ectronic key

code of the devig@srelpentUnGdeeBnf 1hRbSn¥Al 'naggeweel CREPLhONEEY WL P

described in the followng with reference to &rei n t he

el ectric code EBnt¥Ht d&Yered-tsPhfan el ectronic nenmory of a deV| ce i s shown.
20 Initially, a blank device is nade at the manufacturer, 1i.e., 'a device
wi t hout rrecbanbgg&e&redeﬁgggroni c cod- ing. Thus, the el ectroni c code nenory
is enpty, see fig. ba. The next step at the nmanufacturer is to add the

code 25 el enefit spwesti thd eprobben mEnBé@ntalkebns o) WEFS ki Q&idee
to a custoﬁgr or a distributor, for example, a feature
of the lock and key device according to the invention
is the so-called protected mode. Thisg essentially
10 means that users at the different hierarchical levels,
i.e., manufacturer, distributor, and end user have
full contrel of the authorisation of the devices

belonging to the system.

This is accomplished by the use of the variable en-
15 cryption key stored in the electronic key code of the
device. Thg function of this variable encryption key
will be described in the following with reference to
figs. 5a-e, wherein the electric code content stored

in an electronic memory of a device is shown.

20 Initially, a blank device is made at the manufacturer,

gy’

i.e., a device without mechanical or electronic cod-
ing. Thus, the electronic code memory is empty, Ssee

fig. 5a.

The next step at the manufacturer is to add the code
25 element specific for the manufacturer in question, see

fig. 5b. This second element, labelléd “M", designates

the specific manufacturer and is unique for each manu-

facturer. Thus, it is possible just by reading the M




fig. 5b. This second el enent, Iabqlf"f‘j;,éd "M, designates the specific

manuf acturer and is unique for each’manu- facturer. Thus, it iSBLEOSEeml’
just by reading the M0 9 SEP 2004*WD 01/ 66888 PCT/ SE01/ 00501

to find out fromwhich manufacturer a key originates. The el enent |abelled
"KDES-M' is the DES encryption key used by the manufacturer Mas a
transport atwonuesssS storage code. As already stated, thergacfyRti on key
KDE$ necessary for operating devices 1g only-present in de- vices in
functional node, i.e., activated keys and |ocks operable in a custonmer MS
100. The KDES-M key is provided by the manufacturer software (M software)

and 10 it is aDémASSbbEend @t arveangn b r&ala%fa@a&&feqctaukﬁ having the
M software to a key blank with the wunique KDES-M key for that

rpvi de
speci fi ¢ manuf §35{<{},l1@]t?srn that way, keys are protected during storage at
the manufac- turer because they are usel ess for anyone but the 15 correct
manuf act urer. Verelehentalafedtedret, i, Bbatie bEs seRdyBLdeyiee to a

di stri butor %A%H;:Qi el enent specific for  the distributor in
question is agl‘ge : g’ee ?.r%‘.n%%gstu rlng( &f eﬁﬁﬁ?sﬁ’%ﬁtll% %%y, designates the
speci fic 205 di gtendyet opdandsi slusrdyuetdosd canb ehcdypitbuhokey H)i,S 1S stored
in the positiof,nyal!y, by. the MKS code. At the sane tine, at the
manuf act urer, the enc ?%Jo%%grﬁ%mgK(é@é}(f\ﬁﬁ 4% BPIaEESRPERKSES- D, an
. 1CTyptl o y ) . .
encryption keyvi®sudhqgbendigonshencliest £ i oyt activatpiexbiyenandfowever, to be
yp y que k¥
locks operable in a customer MXS 100. The Koy key is
provided by the manufacturer software (M-software) and
10 it is not possible for anyone but the manufacturer
having the M-sofiware to provide a key blank with the
unique K, key for that specific manufacturer. In that
way, keys are protected during storage at the manufac-

turer because they are useless for anyone but the

15 correct manufacturer.

When the manufacturer is about to send a device to a
distributor, an electronic code element specific for
the distributor in question is added, see fig. 5c.
This element, labelled “D", designates the specific
20 distributor and is unique for each distributor. This

is stored in the position normally uséd by the MKS

iy

code.

At the same time, at the manufacturer, the encryption
key Kpgs.y is replaced with Ky ,, an encryption key

25 unique for the distributor in question. However, to be
able to carry out this change, an authentication pro-
cess must be performed between the manufacturer pro-
tected key and the M-key. This authentication process
is successful only if the encryption keys of the manu-

30 facturer protected device and the M-key, i.e., Ky,




able to carry out this change, an. atn; hent| cation pro- cess nust be
performed between the nmanuf acturer. .pro- tected key and the M ke gﬁf

aut henti cati on process 1is successful onl y if the encryption keysg 2804
manu 30 facturer protected device and the Mkey, i.e., KDEB-M 0 9 SEP 2004
WO 01/ 66888 PCT/ SE01/ 00501 17 are identical. The encryption key KDEE D is

stored in tkeoMsgoftware, fromwhere it is retrieved g,} &Eauc cessful
aut hentication process. Provided with {he KDEE-D encryption Kkey,

device is in distributor protected 5 node. When an order is pl aced by a

custoner, either to the manufacturer or to the distributor, a process to

pl ace the key drB CHIQERY . PRRL 8RL g{ggelé%}g I%ﬂni t. ate Oregé&ggscri bed with

reference to figure 4. I'nformation nee B thics pr Fs then sent
el ectroni cal | y ""Prbiarige feaiufhererir isofewareetioafteer di stet butor, but not

in plain text. ckpst@@Guthénd £23854 g6 t sty ibutor
encryption key KDES .uF nelxgrrp Iﬁ% o eiqﬁo\gdrjfé?de%%?‘y% Fo *key KDES-c for

devi ces i n cusEBREFPTiPS hewvt é@?e@emlﬁsl%emstmbmm foobtemiady f or mat :
eKDES-D ( KBESmga&Xt her relevant information el enents, such as MKS, GR,
U D, KDES, and, if no customer prot ected node is used X,,,-Cc, are sent

encrypted in t% sane vvgé Thi % 20 mation is then downl oaded into the
distributor pro-ctect 84°key:s P a%‘? ¥ foCHianppr tHeeenéPywied i nf or mati on,
an aut henti camhowtqurtoces sommist thakd sphasecdt, bheréleis to place

the key in customer protected mode is initiated, as
described with reference to figure 4. Information

10 needed for this process is then sent electronically
from the manufacturer software to the distributor, but
not in plain text. Instead, it is sent encrypted with
the distributor encryption key Kyg,. For example, the
customer encryption key Ky, . for devices in customer

15 protected mode is sent in the following format:

©Kpgsp (Kors—c)

Other relevant information elements, such as MKS, GR,
UID, Ky, and, 1f no customer protected mode is used,
Kogs cr @re sent encrypted in the same way. This infor-

20 mation is then downloaded into the distributor pro-

g

tected key.

In order to decrypt the encrypted information, an
authentication process must take place at the dis-
tributor. This process takes place between the pro-

25 tected device and the D-key, in which the K., encryp-
tion key is stored. The code elements are thus de-
crypted, whereby the distributor protected device
shown in figure 5¢ is transformed into a customer

protected device shown in figure 5d. At the same time,




tributor. This process takes pl ace, bet ween the pro 25 tected d vg'ace and the
D-key, in which the KDES-D encryp-.tion key is stored. The cod

are thus de- crypted, whereby the di stri but or protected device shown in
figure 5c is transforrred into a custoner protected device shown in figure
5d. At the same tine, 1 9 SEP 2004 WO 01166888 PCT/ SE01/ 00501 18 the
correct fue@vemstode el enent "F" is stored, indi- catBOTgEewesof uncti on of
the elenment, e.g. as a user key. Howd®er, the device |eaving the

di stributor can not 5 yet be used in the final nmaster key system of the

cus- tomer, i.e., it is not in functional node. By neans of the C-software
and a C key, tie castorerfuactipt SOtlheeleansmttohiE'r i etecé®d id@ii-ce and
replaces the Koss,qepg! Ymnchl see fi 5e. Only then can
the de 10 vice be Osed |nnc%e&prrecl)g?:teseétrlgvlkéelryL sysfem TRE %%e? i s normally

suppl i ed fromid¥e manufacturer directly to the customer. The expression
"custoner protected node" refers to the fact, that no other than the

correct, authQidweesr £USteOUBEi &AM eHS End éﬁ%ydﬂﬁéfl\bujcéreéﬁ{j Ry a distributor
because the | ock sgstem keys must the accepted by the system by neans of a

C-key. The ¥ eafalr Bet¥sad 40 WEI% tdgplpapter key wysdest efnthey cig~ used for

changi ng the aagerpfiangt herigewicen SeMRARbna ARWRHAL 2FL Shed E%rékly a
physi cal key is easy to handle. 20 Secondly, it provides secure
system No oneé€ah~SPii"azedaid e Criedy filiscErvtrIenBaeeRis B8t a , correct

system key (e.dhstbnke)rotected device and replaces the K. encryp~
tion key with Ky, see fig. 5e. Only then can the de-

10 vice be used in the master key system.

The C-key is normally supplied from the manufacturer

directly to the customer. The expression “customer

protected mode” refers to the fact, that no other than

the correct, authorised customer can use a key deliv-
15 ered by a distributor because the lock system keys

must the accepted by the system by means of a C-key.

The feature that a physical key, i.e., a system key is
used for changing the code of another device several
advantages. Firstly, a physical key is easy to handle.
20 BSecondly, it provides for a secure system. No one can
put a device into functional mode without a correct

system key (e.g. C-key).

In an alternative embodiment of the invention, the
distributor step is omitted. Thus, the manufacturer is
25 responsible for the steps described with reference to
figs. 5a-c and delivers both the devices and the sys-
tem key to the customer. This does not affect the
security of the system as long as the devices and the

system keys are delivered separately.




in an alternative enbodi nent of thé*jnvention, the distributor step is
omtted. Thus, the manufacturer is"f_;2'5 responsi ble for the stepg TeSigr iggs
with reference to figs. 5a-c and delivers both the devices and the sys-
temkey to the custoner. This does not affect the security of the system
as long as the devices and the systemkeys are delivered separately. 0 9
SEP 2004 WGv0u1/66888 PCT/ SEO1/ 00501 19 Alternatively, pdfsgb@sigust omer so
requests, the key can be delivered tadhe custonmer in functional nobde,
i.e., with the KDE$ al ready stored. That would give a |ess secure system
but the possibility to omit one or 5 several steps shows the flexibility of
the protected albdecaneep! .ifAshaldseadresta) edquihe FihafpLpmation el ement -
the Function elenent -, of the electronic code determnes ‘the role of the
device. This e?%rhrég%t dpgiveyed fogthe gusypmyfefing E@nelicnag Bedtage at the
-manuf acturer ot.eli swithidng o, adldeadygéMaRdd PhOdLALA 8k wal ue when the
key is put int fefsuncti onal rg)de].D TQ% val ue, _depends on_the role of the key;
whether it is a 10CRCEFC LAFSEP, PUicthepposHibyikEyto PRE teRRR 1O%may t hi s

i dentifi cat$ onsewralSsomste shewfothd FpekiBili tyOot hend E&S’Béé&m Dat a exchange
security In thrgoc{eolcloovmén , the security aspects of the data ex- change

bet ween” sof twar e on thet different hierarchical levels will be discussed
with reference to figure 6. 20 Each pair of manufacturer-distributor,

manuf act ur er - Bustigrady sstehtdidst vl It onfousttdosr elasenitt & &M encryp-

Function element — of the electronic code determines
the_role of the device. This element is “0", i.e., un-
10 defined during storage at the manufacturer or dis-
tributor and is given a predetermined value when the
key is put into functional mode. The value depends on
the role of the key; whether it is a lock or a user,
C~, D=, oxr M-key. The exact way this identification is

15 made is not important to the invention.

Data exchange security

In the following, the security aspects of the data ex-
change between software on the different hierarchical
levels will be discussed with reference to figure 6.

20 Each pair of manufacturer-distributor, manufacturer-

—g

customer and distributor-customer has its own encryp-
tion key in order to ensure sufficient security. How-
ever, the same encryption keys are used in both direc-
tions, e.g. both from a distributor to a customer and
25 wvice versa. All required encryption keys are stored in
the software in question. The encryption keys are de-
livered together with the software but if the encryp-
tion keys lave to be updated, new encryption keys are
sent encrypted with the current communication encryp-

30 tion kéys from the-manufacturer.




i in order to ensure suffi gi?‘éﬁht security. How ever, the sane . ,
Ealngpylp()'?%/on keys are used in both di_-,;rrec- tions, e.g. both Lroma d‘ﬂ (rjsrﬁeﬂéll@ﬂ*
to a custoner and 25 vice versa. AM required encryption eyzI ?re stored
the software in question. The encryption keys are de- Ilverg oge
the software but if the encryp- tion keys have to be updated, new

i i he current co i [on encryp-
encryption kepsuesss sent encrypted with t ) .
30 t%/gn keys fromthe manufacturer. !9 HFP 4 WO 01/ 6688@8% }%@% SEO01/ 00501

hown in figure 2 has to be
ers and system keys Every user of the systems _
iuilentifi ed )l;y the software used. To this end, each wuser has his/her own

i ameu eko di0 kByone of three user categories: superuser,
lrjlgiagf\(/avr :Jtsgrn or read only. The different cat egories _hav_e dlffer_ent _ ]
privileges and BT §SPESYS el onstenvishaim vinl 5 bere di &agsﬁ@%éja ] eL {M)’lle:‘ n IOe
o conina A hanoeid 2t ed XY thplgng%c[%g% Gé&?tﬁ- aPlg' systgem?( G d users and.
He can al so change password and code o 2 Jsi/éaf’ m %‘i& an a
change C key aut¥fdr PS&-N15/4wri avsofitigae easdruahbesddbelohgs GaN pgrzgr;n a
ot amr o o U e RS AN LI WheBhi ey Pealliniia o master

eruser nee _ ;
:;C/)fst \é\ﬁ Eéyaarigpci’b teatlepnlyy FhN dbtfereTherateigorDed \haoBed MBS, SYSt em key

for each sof t waiie:18gé@aanbbt&sd'385: SRR 12RNGS, AUt hor{sation in the |ock

discussed briefly in the following.,

A superuser can change user rights and system keys

\ 10 ownership. He can also change password and PIN code of
all system keys and users and change C-key authorisa-
tion in software. Furthermore, he can perform all
operations allowed to a read/write user. In order to
get access to a software, a superuser needs a special

15 system key, a so-called master system key and to enter

a8 PIN code. There is only one master system key for

each software.

A read/write user can change authorisation in the lock
chart of a MKS, He can also decrypt and encrypt file

20" for transfer to other software of the system. In order

g

to get access to a software, a read/write user needs

an authorised system key and to enter a PIN code.

In order to get access to a software, a read only user

needs a key belonging to the MKS and to enter a pass-
25 word. A read only user can only read the configuration

of a lock system, i.e., view a lock chart and can not

make any authorisation changes etc.

There is also an authentication protocol between user,

system keys and the different software used. A soft-




chart of a MKS. He can al so decrypt”'and encrypt file 20 for transfer to
other software of the system In order to get access to a softwﬁ SES’ 20?4
read/write user needs an authori séd system key and to enter a PIN code
order to get access to a software, a read only user needs a key belonging
to the MKS and to enter a pass 25 word. A read only user can only read the
confi gurati owo oobsss | ock system i.e., view a |ock charpcpeg, gap not nmake
any aut horisation changes etc. There iszml so an authentication protocol

bet ween user, system keys and the different software used. A soft 0 1 SEP
2004 WO 01/66888 PCT/ SEO1/ 00501 21 ware identification encrypti on key

KSWDJ is storedain iceaftinaceion ancopeiyptied kil e The encryption key
KSWZDj i s uni ng fvpareeach system key and the fulf “aut I ca- tion process
follows the fol ow ng stepd? BFEpteq fils. |The iea@r-ffwm@s kareKﬁx,changed

bet ween sof t war és and aeps £ot esadkeyystie kb ednd RgB fﬁhpptaﬁtﬂggit_ﬂaape and PIN
code. The SOft#«}g trlagn verifies the authenticit he systemkey, in a
way sinilar to what o descrined® betoRel tetdes Fhépﬁwédﬁﬁg,"Mabase
security" usi nglime.daluw’elésﬂ arenéxanedel bR R 05 MRSLE . deatd fd cation

encryption key np%tégba@l@esecurhh%/%l n the follow ng, aspects on database

security will cussed W fEPBRT 4I5S PRGNS PENapee, whi ch 15

shows t he dat abfél}fe S@ﬁd;wype|tdmnusmwebhtmeh%u$k£§£€iﬂl gh%’ntlﬁé‘ figure 2. In

one MKS, differ n ion. iteng are stored in different files. This
H §¥Etém L8§nf§ a way similar to %at is described below
means t hat
under the heading “Database security” using the above

10 mentioned unigue software identification encryption

key.

Database security

In the following, aspects on databagse security will be
discussed with reference td figures 7 and 8, which

15 shows the database encryption used with the system
shown in figure 2. In one MKS, different information
items are stored in different files. Thisg means that
if an encryption key is broken, just a part of the
database has been broken. Examples of different infor-

20 mation elements are:

L ¢ Filel - lock chart

s File2 -~ 1lst of keys and locks with their public
ldentlty (PID)

25

s PFilei

Each of these files is encrypted with a separate en-

cryption key, in the example named K, ., Koperar o Ropopis

30 see figure 7.




if an encryption key is broken, justa part of the database has been
broken. Exanples of different infok<{ 20 mation elements are: Filel .- lock
chart Filet - list of keys and | odks with their public identit¥ <@ 5%
Filei Each of these files is encrypted with a separate en- cryption key, in
t he exanpl e named KDa_FlI, KO08-F2, .. KDe-F 30 see figure 7. WD 01/ 66888

PCT/ SEO1/ 0058 01/@&8A user accessing a software w || gi vecdxgs{ fpef user name
and a PIN code (unless in case of a read only user, wherein a password is
i nput instead). The user also uses a systemkey j and an authentication

process is 5 initiated. Assum ng a successful authentication proc- ess, an

encryption key Kuyser atosesinignat fierisyet emiiey:ie r&&‘s%ek%s%gfaﬁr%si ng the
software is useéjnci n %Eg f(\gl)# oW _ing decryption processes. I'S seen in
figure 7, KBzSj®"G & G58d°UWfer UPETHY dWi S WE 8eteast osderypred encryp 10

tion keys KDB-FihedéBB- E2pasdtoBdFig iebat usedafiol @RCLYALI QN of the
dat abase files c. . Thus, the encryp- tion keys KDB-F1, KDB-F2,

2, 3. etc. . | .
K,,-Fi, etc. ar%’setshean%%ﬁeé% k&¥ of AP ARrJPEAtIFTH aheTeRe?S pis on key KSFBL.
and are dect yptreidibyedeansuaing hatsuepessmii @tk i3he5 84 jihc-15 the

aut hori sed physjgal _sy mkey. .In order to read filel, for exanple, the
decrypted key - ﬁﬁ ig%qertyéjléﬁ‘&xf’cﬁeydg@ﬁyﬁw?‘?& tRethihigiSvem bevsiored in the

dat abase. Howewsred if£nroxcterssingtiier sbotwdier €8S€sed in the follow-
ing decryption processes. As is seen in figqure 7, Kgyy

is used when retrieving the set of encrypted encryp-

10 tion keys Kyeys Kopgpar o Kpppr €te. used for encryption
of the database files 1, 2, 3 etc. Thus, the encryp-
tion keys Koy yir Koprar - Kpppis @EC. are themselves
stored encrypted with the encryption key Kgs; and are
decrypted by means of that encryption kej stored in

15 the authorised physical system key.

In order to read filel, for example, the decrypted key
Kps.r1 18 used for decrypting the information stored in
the database. However, in order further to increase
gecurity, the encryption key of a file is modified

20 each time the file is accessed. This is carried out by

means of a modifier, Ry, in figures 7 and 8. The actual

"‘:ﬂm‘/

encryption key used for decrypting a particular file

is called Kypinea = Kosrs @ Ry, Bach time Pilei is

stored, a new Ry_; is calculated, the file i is en-
25 crypted with the new ;.. .. and the new Rpp_y is stored

in clear.

It is important that encryption keys used are not

stored for an unnecessarily long period of time.

Therefore, see figure 7, the data elements surrounded
30 Dby the box A are stored in primary memory only and not

on disk. The data elements and information files sur-



security, the encryption key of a._,;f"F'ijj”e is nodified 20 each tinme the file is
accessed. This is carried out by ‘geans of a nodifier, RDB_lin f§8ugER 7004
and 8. The actual encryption key tsed for decrypting a particular file is
called KB-Fi-nbd = KDB-Fi $ RDB-i Each tine Filei is stored, a new RDB_ i
is calculated, the file i is en 25 crypted with the new DI -1i-nod and the
new RDB-1 i svebtweae in clear. It is inportant that encgomkh@nsokeys used
are not stored for an unnecessarily |l ang period of tine. Therefore, see
figure 7, the data elenments surrounded 30 by the box A are stored in
primary nmenory only and not on disk. The data el enents and information

files sur 9,9 SHRAQALYOHELLEE8&SE RERLSEH /100204, 23 Loynded. By the box
designated B in%idqg%e 7 are stored on disk. This solution provides for a
f é

secure storing ° K&y Gt abe Pra¥iden fORcRypRIWGE Reysimaxi st in  the
conputer only feff the kepgistsbhbe) Sst UhBEShQRptSOn 3 c£xaMle, if a
conputer with athdat abase is itol en, there is no danger that the decrypted
encryption keys WwiPPPBEPHPESENTOS 75t heRE Gifpdtets sipsmeh on ddist i fi cati on
Procedure Wsen @orkeyaiusle NS€r heshrighkorardacls aabiLdentifigatdon 10
procedure is ir;cir}eir%t ed. TPC{ES ider}]tifi cation procedure is based on the use
of encrypted keys and” i IFERErt G bRT i B YPRedncEEPBEeRIiNey Sappl i cati on
SE-9901643-8, widlwhechrasher encthe sofibehesr Howeyer, the inportant feature
is that two devices comuni cating with each 15 other nust have the sane

encryption key de%n%r.

er 'to
1glca§10n procedure

-When a key is inserted into a lock, an identification

10 procedure is initiated. This identification procedure
is based on the use of encrypted keys and is further
described in our co-pending application SE-9901643-8,
to which reference is made. However, the important
feature is that two devices communicating with each

15 other must have the same encryption key in order to
successfully perform a process, such as an authentica-

tion process,

Preferred embodiments of the invention have been de-
scribed above., The person skilled in the art realises
20 that the lock device according to the invention can be
varied without departing from the scope of the inven-
tion as defined in the claims. Thus, although DES en-
cryption has been described in connection with the
preferred embodiment, other encryption methods can be

25 used as well,



successfully performa process, such’as an authentica- tion process.
Preferred enbodi nents of the invention have been de- scribed aﬁgeaggr@m
person skilled in the art realises*20 that the | ock device acc i to’"t he
invention can be varied w thout departing fromthe scope of the inven-
tion as defined in the clains. Thus, although DES en- cryption has been
descri bed gy FRaRection with the preferred enbodi nentperREfBEse£NCr ypti on
met hods can be 25 used as well. 0 9,9EP 204 WO 01/ 66888 PCT/ SEO01/ 00501
24 CLAIMS 1. A nmethod of authorising a key or | ock device, conprising the
following steps: 5 - creating a first user device (UDl) having an el ec-

tronic circuitry, - creating a first systemdevice (SD1) having an el ec-
tronic circuitry and being used in &M¥8t | evel of a |ock system (Level
1), and 10. - storing a first encryption key (Keyl) in said first user

device and said first system device, characterised by the steps of -
carrying out an aut hénmeeld ofi pridoessihetavdey sai tbck desteaiser device and

said first Syséo%g&%ﬂ&eth@%@ﬂlow%ﬁgséﬂ J.irst encryption key, and - in case

sai d aut hentication process was successful, carrying out a software

operation l?sy said first sys- temdevice, by which software operation said
first - creating a first user device (UDl) having an elec-

tronic circuitry,

- creating a first system device (SD1l) having an elec-
tronic circuitry and being used in a first level of

a lock system (Level 1), and

10. - storing a first encryption key (Reyl) in said first

user device and said first system device,
characterised by the steps of

- carrying out an authentication process between said
first user device and said first system device using

i5 said first encryption key, and

- in case said authentication process was successful,
carrying out a software operation by said first sys-

{“g _ tem device, by which software operation said first

i encryption key stored in said first user device is

20 replaced by a second encryption key (Key2),

- wherein said second encryption key is stored in
second system devices (SD2) and user devices (UD2,
UD3) used in a second level of said lock system
{Level 2), thereby making said first user device

25 operable with said second system and user devices.




encryption key stored in said fi rsr,t"*-"'j‘,gjser device is 20 replaced by a second
encryption key (Key2), - wherein said second encryption key i § $teEEPIgH
second system devices (SD2) and user devices (UD2, UD3) used in a second

| evel of said |lock system (Level 2), thereby nmaking said first user device
25 operable with said second system and user devices. 0 9 SEP 20\% WO

01/ 66888 P 00501 25 2. The nethod according to i erein,
dur- ing tﬁaeyoﬁ'?égsésof replacing said figst encryption kgglﬁeﬁg%/ 1) stored in
said first user device, said second encryption key (Key2) is supplied by
said first system 5 device (SD1). 3. The method according to EI ai m(i ¥
wherein, dur- i,ng the f.r i.n aid first _encryption key ey
stored in sai d2f'igrst E@%ﬁ‘%&g‘\?f‘cg"?‘l"@ﬁags@%é’n lmefl’crW 6??%’?{ %'(KeyZ) is
suppli ed by a éoaptherstell 9 xPlacidhe aigt lﬁbnbiaenorybmgt Begl ai m 3, y
conprising the | td . Qf lying,said seco encryption ey
(KgEZ) togsai d (é[:{(@)grrg’utééc(rw?g%ﬁfg%ﬁgugﬁy%pﬁéfgmc} S hcTU r&i’ac‘?% al networks
and public tel ephorrtisat keywolley2) 16s BupPhéedethedidctiond sgsitem any of
claims 1-4, 5 wagLeld (%‘%ilg first systemdevice is a systemkey of a master
key system 6. The nethod according to any of claims 1-5, wherein said
first user device is a user keg (101) of 20 a master key system (100). 7.
The nethod accdrdi ng tBPafptBed degiorging sto claim 1, wherein, dur-

ing the step of replacing said first encryption key
(Keyl) stored in said first user device, said second

encryption key (Key2) is supplied by a computer (Cl).

10 4, The method according to claim 3, comprising the
additional step of supplying said second encryption
key (Rey2) to said computer (Cl) through a network
including local networks and public telephone net-

works.

15 5. The method according to any of claims 1-4,
wherein said first system device is a system key of a

master key system,

6. The method according to any of claims 1-5,

wherein said first user device is a user key (101) of

\ ;
e

20 a master key system (100).

7. The method according to any of claims 1-5,
wherein said first user device is a lock (20) of a

master key system (100).

8, The method according to any of claims 1-7,
25 wherein said electronic encryption keys (Reyl, Key2)

are unreadable from outside said electronic circuitry.

9. An electromechanical key and lock device, com-

prisings



wherein said first user device is. a”"l ock (20) of a master key system
(100). 8. The nethod according to any of claims 1-7, 25 whereif ng(sjgg 004
el ectronic encryption keys (Keyl, Key2) are unr eadabl e from out s} z“
electronic circuitry. 9. An el ect romechani cal key and | ock device, com
prising: 0 9 SEP 2004 WO 01/ 66888 PCT/ SE01/ 00501 26 - an electronic
circuitry heviwgssan el ectronic menory (10la) adapt ed Hoarsestosspi ng an

el ectronic code, said electronic codeeniquely identifying the device and
conprising a first electronic encryption key (Key!), 5char act er.
sedby- said first encryption key being adapted to be re- placed by a

second encrypti oan keediiey2 dirciRaps WfvingnanWiReptdcal ednsef t var e

operation carrie st system devjce (SD1) having said first
encryp 10. tion E%@P?)Ké%‘ﬁ?t%‘% Pef hg- tdedni flertrpie uifel sefda | ock

system (Level 1) elecﬂmimiel @o&eanﬁhqeamdd@ﬂeiMdgoﬂhéecyedl%esgm ed in sys-

tem and user dewgrgs used in d'%\“rﬂ of said |ock system thereby
making said firsft l%relrSlagv?c%lrf 8 8F “éCV\?‘E‘FFY§§|1‘an§‘ée(¥or§§e§’5/)5ft em and user

devices. 10. A device according to claim9, wherein said first system
device (SDB i%ha key chhe nd a epfo-bgrammubl e el ectronic circuitry. 11. A
device according to claim9 or 10, wherein 20 said electronic encryption

keys (Key!, KeyZ)aff&iuBeleadaRleoh oty euts) degeLd &) ggtrgnic circuitry.
placed by a second encryption key (Key2) by means of
an authenticated software operation carried out by a
first system device (SD1) having said first encryp-
10 . tion key (Keyl) and being used in a first level of a
lock system (Level 1),

- wherein said second encryption key is stored in sys-
tem and user devices used in a second level of said
lock system, thereby making said first user device

15 operable with said second system and user devices.

10. A device according to claim 9, wherein said
first system device (SD1l) is a key having a pro-

grammable electronic circuitry.

11. A device according to claim 9 or 10, wherein

S —

20 said electronic encryption keys (Keyl, Key2) are un-

readable from outside said electronic circuitry.
12. A key and lock system comprising:
- & plurality of user devices (UD1-UD3) comprising:

- a plurality of user keys having an electronic
25 circuitry comprising an electronic memory adapted
for storing a variable electronic encryption key,

and



12. A key and | ock system conprisifig; - a plurality of user devices
(UD1-UD3) conprising: - a plurality’of user keys having an el ectronic 25
circuitry conprising an el ectroni c*venory adapted for storing d QaSpr?@
el ectronic encryption key, and 0 9 SEP 204 WO 01/ 66888 PCT/ SE0O1/ 00501 %7
a plurality of |locks having an electronic cir- cuitry conprising an

el ectroni c ngpe%s@adapted for storing a variable el ectl;(?l%gl@ﬁaqrypti on
key, - wherein a user key and a |lock arg, operable only I ere are

stored identical encryption keys in said wuser key and the lock, c har a
c't eri sedby- at |east one system device (SD1-SD3) having an el ec-

tronic circuitry conprjsi-0g: l ectronic.menory_ 10 adapted for storing a
per manent el ectronic é’%@?’%%‘ i°§n§ﬂ%}§ls, haNERd 3 %8%?&0&1%?%1@7 am sof t war e
adapted to change tatityar ¢t séhecdr edbctmmdcy penedy kaypedd a user device

froma first to a segend.sPG&{YRL LN a result 15 of a successful
aut henticati on process carri e%%ohgpl g%évﬁz%&ém%gke‘bcrryﬁgé?n K& rhavi ng a

‘'stored variable elec- tronic encryption key, and - a system devi ce having
an identical encrYBProH: OsrReykers a8di @ Yosskave apeerbkeyonly if

5 there are stored identical encryption keys in said

user key and the lock,

characterised by

- at least one system device (SD1-SD3) having an elec-
tronic circuitry comprising an electronic REMOYY
10 adapted for storing a permanent electronic encryp—

tion key, and

- a computer program software adapted to change the
variable electronic encryption key of a user device
from a first to a second encryption key as a result

15 of a successful authentication process carried out

between

- a lock or user key having a stored variable elec-

tronic encryption key, and

Ry

a system device having an identical encryption

20 key as said lock or user key.



