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A SECURE FLEXI BLE ELECTRONI C SUBM SSI ON ACCEPTANCE SYSTEM Fi el d of Pﬂ%&¢UWU
| nvention This invention is in the area of electronic information

“transmi ssion, and provides a time-sensitive document subnission systemin
whi ch the submitter receives inmediate verification whether the subm ssion

has been nade in tine. Background of thé& Invention As the Internet
becones a nore reliable and accepted transm ssion nedium it can be used
for all types of information interchange. For exanple, US Patent No.

5:694,546 - Reisman describes a systemfor mass distribution by electronic
transm ssion of information, such as periodicals. Using a current custoner
mani f est, the £SECYREFLEXEBEE BELECBROMCSUBMISSION AT CESFAREERYES LI es
of the periodical information, and verifies with the custoner that the
transm ssion has been received in its entirety. Updating the custoner's
records carpiggoyg{eqﬁ‘}exﬁ#tormtic, or, as discussed in a preferred .

enbodi nent exanple 1 n € patent, the custoner's system cléck can be

moni t or ed, Enslinvénsion issinimeareandfmldctranit infornmtion trangmissiofi, and propidias @ timelsemsitbve
date so th he .cust.oner can conf.i.rmthat. the system shoul.d seek and fetch
Ehe schedur toaoiE SHmSToH R Gihiod & sylfines Fcebls pmadiakoyer brgtion whether the

t ransm ssi Guobmissibn hadbebh Aigde Mftigrati on to neet tinme deadlines. It is this
use to which the present invention is directed. An exanpl e of
time-sensitive filing is comercial tenders. An invitation to tender

el ect roni cadekorognd TR InVedidh di fferent fromnore traditional formats; a
non- ext endi bl e subm sston deadline is set for recei pt of seal ed bids, and
only t hose Asthelntemetibeeomesy mare religbld iandiacceptes] temsmisslen medium, it can be psed for all

types of information interchange. ' _ -

For emple, US Patent No. 5,694;546 . Reisman describes a system for méss distribution by
electronic transmission of information, such as periodicals. Using a current customer manifest, the
server’ automates transmission of current issues and updates of the periodical information, and
verifies with the customer that the transmission has been received in its entirety. Updating the
customer’s records can be totally automatic, or, as discussed in a preferred embodiment example in
the patent, the customer’s system clock can be monitored, and the customer alerted to the arrival of

an update release date so that the customer can confirm that the system should seek and fetch the

scheduled update, if available.

Another use of electronic transmission is for filing information to meet time deadlines. It is this use

to which the present invention is directed.

An'example of time-sensitive filing is commercial tenders. An invitation to tender electronically
is usually not different from more traditional formats; a non-extendible submission deadline is set

for receipt of sealed bids, and only those tenders filed by the deadline are considered.
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2 Ot her exanples of tine-sensitive information subm ssions include:
[err] applications for enrollnment, [err] subm ssi on of educati onal
assignments and exam nations, [err] coments in response to requests
for proposals, and [err] - purchase orders that nust be received before
expiry of a fiscal period. By using el étronic transmission to send
information that is tinme-sensitive (as wel| as non-tine sensitive
information), the user is able to transmt, with certainty, the required

i nformation over a great distance in a short tine, usually not exceeding a
few hours. Conpression technology permts |engthy documents to be sent.
Encryption technol ogy provides security where the information transmtted
et ect r oni cal Piey @cam@?’/mef@maisergmtye infoiniafien erbmissiving thelvdg:al . Where the
filing of a subm ssion nust neet a time limt or deadline, the receiving
server cannot rely on the submtter's clock for controlling the._subm ssion
gate becauser it laﬁphdmomsﬁobér&omrﬁerﬁ,nsure the accuracy of t ié" sender' s cl ock,
and, in a conpetlt ve Sit %11“ an, npossi ble to synchroni ze the cl ocks
of all senders tc&% ‘§E|‘PE ?aSSIg%mﬁex%‘Wéat%bm tter usually wants

to know as soon a;gnm&llmé Mt REuddts BPRpesdiQandras net the time limt and
been accepted for fil Tﬂere aré a nunber of alternate techniques, known

inthe art, tTo trmﬂfqheser@timﬂlatlml%bcmgvﬁbquexpmtqforﬁsmpm sender.  One’
technique is to enable the submtting application to try to check the date
on-the-fly, while the subnitter is still connected. However, this can be an.
ex pe nsi ve sdByusiog elepiaoric trasatidsioni tb seiait mfb&ammaﬁa%ums-mnsiﬁ@é ydvell as non-time -

sensitive mformatlon), the user is able to transmit, with certainty, the required 1nfon!mt10n overa -
great distance in a short time, usually not exceeding a few hours. Compression technology permits -
lengthy documents to be sent. Encryption technology provides security where the information

transmitted eIectronically is commercially sensitive or confidential.

~ Where the filing of a submission must meet a time limit or deadline, the receiving server cannot rely
on the submitter’s clock for controlling the submission gate because it is impossible to ensure the
accuracy of the sender's clock, and, in a competitive situation, it is impossible to synchronize the

clocks of all senders to ensure fairness.

However, the submitter usually wants to know as soon as possible whether a submission has met the
time limit and been accepted for filing. There are a number of alternate techniques, known in the

art, to try to return this type of information to the sender.

0pe technique is to enable the submitting application to try to check the date on-the-fly, while the
submitter is still connected. However, this can be an expensive solution, particularly if database

e

access is involved.

Another solution is to have the receiving processor check the submission at "submission time" to



Another solution is to have the receiving processor check the subm ssion at
"subm ssion tine" to 3
determ ne whether the docunent is on tinme, and to return a nessage to the
submitter as soon as the check is conplete | mpl enenting this solution
requires that the processor receiving sulgrissions filed to nmeet a deadline,
have an active agent to respond to each subm ssion at the tine that
docunent arrives. It is difficult to inplenent this technique universally
because: 1. Some environments do not readily provide an active agent
to i mredi ately process docunents on arrival; and 2. Some servers may
not have the oceSS|ng capability required for the actions of active
agents, par tdetcgniae Mpethprdhedogdmentys eraiime and te referp @ resage ks JUBRILET £HS09NRS He

const i t uency.peASistBf Q?@qh{g%?néﬂﬁﬁ%’\fhﬁ%funoﬁ \l’}guﬁl& lﬂ%e%@ocgﬁsf’x@éﬁlﬁﬁ §151fn'11¥§

coul d be huge. A sch requi res acti processing and checki.ng o
arriving dodilekte siear vdeatllintdtave |amcmgslntrteqespomi woorcke sybohistiongat "the tjaie that
per f or mance Joromthe or was abl.e rocess and

respond on onFym%né sublf(n i 6’hﬂ§ ° g%ne?AL sgﬁf lgﬁ%ws&h%téecﬁ% air to

subm tters of those subm ssions that were ni‘ssed by the processor. If, in
t he above schene, the receiving processor nerely received and tine stanped
al | documentls: f orSOmg: SRVIRORWERSS (fly Rojr readilyoprovide @n\aciive perat 4 dmmeriatelyt geocess
processi Ny RREEAENPHESRaCORgEeM woul d be addressed, but no inmediate

f eedback (deadline verification) would be prOV|ded to the submtter.

Anot her technique is to disable the recel Vi ng rrechanl sm when_t he deadl i ne

eadl me 11 1te, ¢ R Bl SELAG TR seiReRhy Speolly 505004 BFFRUREAR' of B

and at di f f cagemts, paptienlardy whae ﬁiﬁmiutkﬁoﬁ ;o&éxﬁlﬁil is Svaitabld tb b eddelvonstigneneyc eus\tmueasmme
drew near, the volume of docurhents arriving could be huge. A scheme that requires aétive
processing é.nd checking of the arriving documents around that time would requife corresponding
“huge” performance from the processor. If the processor was able to process and respond on only -
some submissions, then the system would be unfair to submitters of those submissions that were

missed by the processor.

If, in the above scheme, the receiving processor merely received and time stamped all documents
for later checking for compliance with the deadline, the processing performance problem would be

| addressed, but no immediate feedback (deadline verification) would be provided to the submitter.

Another technique is to disable the receiving mechanism when the deadline arrives. However, this
is extremely complex to impiement because at the deadline time, there could be a huge backlog of
files at different states and at different queues inside the system; some files being received, some
av-s}aiting "connection open", etc. The system may not have a clean way of allowing the receiving
application to chop off a queue. If disabling the receiving mechanism must wait until all queues are
clear, the waiting time could be very unpredictable as files kept coming in to re-fill the queues. The

deadline would lose its definition, and would not be the same for all submissions.



awai ting "connection open", etc. The system may not have a cl ean way of
allowing the receiving application to chop off a queue. |If disabling the
recei ving mechani smnust wait until all queues are clear, the waiting tine

could be very unpredictable as files kept coming in to re-fill the queues.
The deadline would lose its definition, apd would not be the sanme for all
subm ssi ons. ‘ 4

Anot her alternative is to require a positive two-way handshake process

bet ween sender and receiver before the submtting programbegins to file

t he, subm ssion, such as described in the above- referenced US Patent No.
5,694,546. As described in the patent, the protocol used for the

handshaki ng SOMET alternplys/is kyssire:popitive teray hiarsshakh grocess besween sender anisperiveer
client systemgefore iHa : teMgl | ] t r.Lodi cal

I nformation) by pr o?&gﬁﬁﬁggﬁgﬁgg&l}%@ fglrélméﬁ eas%glzslsélv%%’r% %Ir%ggf %gtr)giﬁm the above-
aut henti cat i Wf%/l@mfé Y9 Patent Nor 4168Hh646.erAs degerfbiell dn thehpaterit othb ipretuen] alsed for the

i i V8- . h | i de, h he . f
or ol e i s ereeigr el A bolf b e Beichoriet s AponE cliBR b eRUS fegmote

coul d resul t sermergitiatarill pysadthe patioticalpifof i) by RRITuS TDRAE SIS Y& Y faSkword or other.
est abl i shing tp‘e .handshgek , SO that the_subnmitting program coul'd not nake

Yfneptication code for the transperferiog flg. Thip teghnigneplsoaeaquirapan dctiue agent dwthe

the subnissi 8
2,228, 331, tiddeRer side, 50 FeR6knldn 9‘%5‘5 ; f.or E roni.c
- Docunent Submi ssi %sri (1 EI%IF%IEC ket . No. Q%g&g%@%ec O?La?églg‘ff‘r%parﬁggéen%nat
assi gned, pr 8eadliaatie cgylé reshlt inddded probleima if piavessonperfottagres greventaidsiablishing the
agents, such j -] ead subm ssion .require S centre
ol ot s i i Srmsble 3R G AR ing HEBER ul 2Rl ke SbubsR p Ak ror
submtting bids in response to commercial tenders), fromthe processing
envi ronnent s,t hat .gene e the requirenents, A gateway to a network of-
pot enti al suBfﬁquuélgsélB‘i)?ﬁtagadfﬁ?qut &Hi’gfﬁ“@ﬂ N?olzﬂg&f”%b titlgd {“AeTakenRased Bpadline
requi r ement s EfifofdeinRnt SYSmISH HER{oRR D i el et .
submi ssion tine limts. These tokens&glﬁgﬁgwﬁgﬁe tobgfl{epgg{&eéf?ga?m)’ which
submi tters ubftSommsaly assigaed, pravides p type9f sdittiog that deesiriotildpefichon ddtige sgentsi sshas.
On receivVving f L: LSsion froma submttin rogr.am
the' gat euny oo RdEole. Al BohbaiGy MANRRS ol ¥lsBiatingpen o albrmiion
subm ssi on t yaqeirerénts fag., tdokdiimes forlsobmittel bitd inl Respodbdifon@Ehrhdcibin@nded)Mirbhi e
program forngl%ggs%gi ng W th Ehtﬁ subm ssjon. |f the token is not |ocated, an
el ectroni c nessager Such 48 a atege_flﬁrfueft_ QAU U #BEVED 12 AECRi9ERPE potarfial
program andsubhdttes polls the inflsfigatidn icon&eidak @ﬂe)@u%ﬂﬁ%iﬁﬁ RGuibiR tssée{ilﬂg, #HabeRGhtes
oken 1s

nmeet the deadline. Wen a subm ssion packaged wwth a valid t

recei ved tokens corresponding to current submission time limits. These tokens are available to all potential

. submitters until expiry of the corresponding time limit for the submission. On receiving a request
for electronic submission from a submitting program, the gateway searches its records for the token
corresponding to the submission type. If the token is located, it is retumea to the submitting
program for packaging with the suBmission. If the token is not located, an electronic message, such .
gg an error flag, is returned to the submitting program, and the submitter knows immediately that the
submission did not meet the deadline. When a submission pac;kaged with a valid token is received
at the gateway, it can be routed directly to the processing environment that generated the submission -
requirement. The valid token provides an on-time validity check; the receiving processing

environment does not have to check the submission as'it arrives to ensure that it has been filed on



at the gateway, it can be routed directly to the processing environnent
that generated the subm ssion requirenent. The valid token provides an
on-tinme validity check; the receiving processing environnent does not have
to check the submission as it arrives to -ensure that it has been filed on
5 time, but can delay processing tos5a convenient time, to verify
conpliance with substantive requirenents for filing the subm ssion. Thus,
no processing is required for the docunents when they arrive, yet the
system provides the submtter with i medi ate feedback whet her the

submi ssion has been accepted for filing mﬁthin t he deadline. The possible
performance problenms in trying to process "time of filing" for a |large
nunber of suURg. dBit ¢Ar delay exoaesving éd Bycoqumualnt timeo tos Verifp sompbanse rihs sybsiantive

dead! i ne dr QU8R 1 EAANPLIR AN Sl 0%, UL RaTRRAABHIREInAGRED S

costs in wait Ication o et urne
the I nventi cam\"zéhyset freagaeh promdentlm &librﬁddﬁﬁﬁﬂﬁﬁnddhﬁa feedback walidiher ﬂaselsmxssxon has

alleviating electronic tran SIO oul d ca a subm ssion
Lo v s et Sl i ¢ DRSO PR P LR AL RIS
subni ssi on hﬁﬁmelaeﬁﬁngaqs%@d nin%erfor &dbﬂgssﬂfns ARM virtudll PsithiufthrRb8dN aé’!ﬁé’submlag"&x

present i nvention provides a schene to allow a submtter to "conmt and

| ock-in" a Seadingdrasys neamapreaveided; endibe sebmitteryis savedinetwendiacerss cqsts in wailing for a

ef ficient ”Q@HﬁﬁmOnogﬁﬁn AN kgvention provides many of the sanme
advant ages as those discussed . 1n relatlon to the invention of our earlier

filed token-based subn ssion systen1 However, the present invention is :
particul arly useful .in. the.case of |arge el ectroni c subni ssion dqcunents

t hat coul d é%m¥%%¥8£ﬁL4%ﬁ¥%$%y in transnission, although it is clearly also

useful for sHemdsént ﬂ@eﬁtfﬂh'ah&&ss&#ih@‘?ﬁ&ﬂ @msuaﬁamwlainngéﬁecdr&ﬂ@mnﬁdsﬁnsi@nm thaer

is able to submt, before_expiry of the subm ssion deadline, a snmall token

or digest, &euidicaisgasemissipndemissia dsedligg, and providing e swhmpitienvaith rapid feedback phsther
ful | subm S%saﬂmmlbhhssva%eﬁu&%txdﬁ% SREE BPIGREn oA bhy e eventual full

subm ssion is identical t he subnls 1 on 1 ch eV|dence

The present invention provides a scheme to allow a submitter to “commit and lock-in” a submission

completed before expiry of a deadline, in a very efficient manner.

The present invention provides many of the same advantages as those discussed in relation to the
invention of our earlier filed token-based submission system. However, the present invention is
particularly useful in the case of large electronic submission documents, that could be subject to
delay in transmission, although it is clearly also useful for submitting smaller submissions as well.
As long as the submitter is able to submit, before expiry of the submission deadline, a small token
or digest, as discussed in detﬂ below, the system guarantees that the full submission will eventually
bg accepted, and that the eventual full submission is identical to the submission from which evidence

was presented.

Therefore, the present invention provides a method for enforcing time limits in a gateway server in

an electronic filing system in which an electronic message containing evidence of submission



was presented. Therefore, the present invention provides a nethod for
enforcing tine limts in a gateway server in an electronic filing systemin
whi ch an el ectroni c nessage contai ni ng evi dence of subm ssion

6 conpl etion, such as a nmessage digest, is received froma submtting
program A directory having an unexpired gubn ssion time limt for storing
the evidence is identified, and the evidence is stored init. If no
directory is identified, a first subm ssion rejection indication is
returned to the submtting program On receipt of the conpl ete subm ssion,
the conplete submssion is matched with the evidence filed in the
directory, preferably by conputing a nessage di gest of the conplete

submi ssi on eswipletdoy amthag aintesdage digest,évied@vmlefroma $ubknitting progiam. Godipdctirg having
submi ssi on does not cO d n re | cat lan.

et ur ned ot FEBEEATPERgn fpS GRS oo 1P Rt Rifptt el e FAbRE fored

directory i it CFRY GigecRRER 1dehﬁﬁéaubﬁﬂs§§b1ﬂi§s1bﬂ RRcidnhdicatpis dEined tothesubmitting
i nvention al so provides_a gatemay mechani smfor enforcing tine limts for

filing el ecPTosFm OnpRseisobhs completemibrpission, tirp eomplete syhnuisionis pratched vaty the,
in the gat e\é‘ﬁ&eﬂ&@ﬁfb@g{ Hiditiohy l%fe\‘ﬁxl}} chﬁlgmgq%egﬁ%@&lgegt drtheRoRPlEsBiInRGion
r p g ehvi ronmen

time limt froma subm ssion Pfocessi generate a storage
directory iand bmnmmgettosthtﬁ ¢‘héemygnétnvﬁfﬂh cpmplete submission flogs nok matebt asedoatl

submi'tters w,thin uMﬂs )

() ecer Sibon SRR RoRds e eq b Belsiond o PREREE By Rt: bl
conpl eti on the@fiRectory is removed oncetHeSﬁBiﬂ[‘ﬂsibhﬁﬁw limit expires. (1) verify wite
access to the storage directory, and (iit) if the wite gccess is
verified, wite the evidence to the storage directory, or else réturn

an error i nghe glveRfior fsd %]%vﬁb@@k&téﬁ v mchgnidhE f? 3 RfoRig Emélises ﬁﬂfefmn@(éléc&omc
renove the wite access to the Storage directory on expiry of

submi ssi on submeisgionsiin a netwerkrakheimesharampenables & shsver ssthe satpeueme@msmémqqq@e

subm tter Wir{fgmtleﬂ% %gla 64 S%[t‘l]%glgﬁ] tl%‘g li%r{’ ¢ fr(?rﬁ %rs ﬁrﬁlsgéﬁ §r%%?3ﬁ¥1g el %!lr?e%t

return an error |n|ca on t e nechnani s
means t o nageaterge samgml&cﬁmlmmfwlé Eystehﬁwﬁh/wd&mmsy\for all poteditinl sdtemtters

within the submission time limit. The mechanism is enabled to

@) receive an electronic message containing evidence of submission completion from
a submitter,
(i)  wverify write access to the storage directory, and
(iii)  ifthe write access is verified, write the evidence to the storage directory, or else return
an error indication to the submitter.
The mechanism is also enabled to remove the write access to the storage directory on expiry of the
submission time limit, and match a complete submission received from the submitter with the
evidence written to the storage directory, or else return an error indication to the submitter.
P;eferably, the mechanism’s means to match a complete submission with the evidence written to the
sforage directory include debrypting the evidence (if received in encrypted form) and verifying the
submitter’s digital signature, and transforming the complete submission to the same format as the

evidence (for example, message digest), to compare that the transformed versions are identical.



.Sstorage directory include decrypting the evidence (if received in encrypted
form) and verifying the subnitter's digital signature, and transforning the
conpl ete subm ssion to the sanme format as the evidence (for exanple,
nmessage digest), to conpare that the transfornmed versions are identical.

7 The invention al so provides a conputer program product conprising a
conput er usabl e nmedi um havi ng conput er readabl e program code nmeans enbodi ed
therein for enforcing tine limts in an electronic filing system Bri ef
Description of the Drawi ngs Enbodi nents of the invention will now be
described in detail in association with the acconpanying draw ngs, in

whi ch: Figures 1A to 1C are schematic representations of a flexible

el ectroni ¢ subilRYEAN alse Bisvidatecampstes pogeacrpdlichepmnsisingafcompeigr vseblsdhedimns
of the inventy,on: i i f | L: f s. for
creating, andHagltIi} % sc gr&gg%#{egdaﬁﬁsﬂéﬁqr?% 3{)&;%%?1?%%@% ?il&éﬁ&[-] %%r e%%%%gﬁﬁé%‘ﬁ%ﬁ??&
for receivi nglectoiid&tisgsysten. subni ssi on conpletion in a Wndows NT

envi ronment, according to one aspect of the invention; Figures 2B is a
flow diagram simlar to Figure 2A, setting forth a special routine for

di sabl i ng t he3reiDekdrinBb®of BODwlidpst © drop of f evidence, particularly

applicable to, UNI X-based systens;. Figures 3A and 3B are flow diagrans
setting fort Fehodinsntsof thedivepiipn Wil now e deserdied in detedl invessocidtion with thegiccompanying -~
submi ssi on 1 gafiReS & Kiiglence, according to the invention; and S

Figures 1A to 1C are schematic representations of a flexible electronic submiséi&n acceptance :

system, according to preferred embodiments of the invention;

Figure 2A is a flow diagram setting forth the steps for cfeating, and- subsequently disabling, a
directory in the Gateway mechanism for receiving “evidence” of submission completion in a

Windows NT® environment, according to one aspect of the invention;

Figures 2B is a flow diagram, similar to Figure 2A, setting forth a special routine for disabling the
submitters’ ability to drop off evidence, particularly applicable to UNIX®-based systems;

Figures 3A and 3B are flow diagrams setting forth alternate methods for submission and verification

of submission readiness evidence, according to the invention; and

Figure 4 is a flow diagram setting forth the steps for filing a submission, following completion of
the method in either Figure 3A or 3B.

Detailed Description of the Preferred Embodiments

A flexible electronic submission acceptance system, according to the invention, comprises the basic

components illustrated schematically in Figure 1. Figures 1A and 1B illustrate alternate simplified



_Figure 4 is a flow diagramsetting forth the steps for filing a subm ssion,
follow ng conpletion of the nmethod in either Figure 3A or 3B. Detail ed
Description of the Preferred Enbodi ments A flexible el ectronic subnission
acceptance system according to the invention, conprises the _basic
conmponents illustrated schematically in §|gure 1. Figures 1A and 1B
Illustrate alternate sinplified

8 systens with a single representation of each conponent discussed in
rrelation to the system Figure ICillustrates a |arger and nore conpl ex
system of the sane type. Referring first to Figure 1A a Subm ssions
Processor 10 is an entity that creates and generates the requirenments for a
submi ssi on, wstingsthea H'@lgéumfﬁa@sfaw nyep@h cmgporaat disquisted dergtitipmte thesysteay Eighraig
submni ssi ons { 4 becone nore apparent
in relation l@o¥' ?gaﬁ%egi%@gpﬁi&%g féko S?F%Pr oceég\g1 %pfo that creates the
requi renents for a partlcular Subﬁ\SSIOh type, |s also t he™ entlty t hat

receives the_s Si 0 r dtot nents, a
processes t hygemy % rs]ﬁs 184 1&&% é@?ﬁ‘ 55 s&é‘?"eisﬂ"e g‘ﬁ%"r‘fa}tﬁitan‘? Beempies the
have been fi ﬂe@ﬂré&)@nishl@r dQakthissien, ass@(im&b BLHnRiSkioM ttyBe M d0détsethé Beadlin€ for. receiving

Subm ssi on Requirenents Centre 12°iS a server that .collects information

about al | upBSmissigntintended to sestihe enwirementsy As silbbaceme mpte apparens iselation g Figure
dead|
eadl i nes anfl-tdhiog fsfotngﬁ r?é&ggpq%ﬁirﬂg%gtﬁt Sﬁ&%@ % a%ﬁﬁﬂﬂdt% @ﬁ@&d %ﬁe Ii$

col l ected at the S m SSI O m SSi

Pr ocessor 10algahecmnt3e®atae¢eems ﬂnssubnmssxmlﬁledmmosd tart requiremiits, snd processess those

t he Subm SSIO enent 12. VI s SS { -t ame ti me,
Lhe oot oncaBprsihin RS THERe Sbetfigns de qﬁﬂiﬂ"ﬁhﬁ“&ﬁ"‘l@'?‘%ﬁ?@? T ™

publicised to the prospective submttérs via transm ssion 2..

—

Continuing with Figure 1A, the Submission Requirements Centre 12 is a server that collects
information about all upcoming current submission requirements, the coi'respondi-ﬁg deadlines and
the expected submission type. Generally, this information is collected at the Submissions
Requirements Centre 12 when the Submissions Proéessor 10 generates a new set of requirements
and transmits the set to the Submission Requirements Centre 12 via transmission 1. At the same
time, the existence of the requirements (such as an invitation to tender) is publicised to the

prospective submitters via transmission 2.

The Submissions Requirements Centre 12 makes the submission requirements information available
to another component called the Electronic Submissions Gateway 14. This can happen when the
Gateway 14 polls 3 the Submission Requirements Centre 12 for new submissions of a specific type.

In response, the Centre 14 transmits 4 the new set of requirements.

The Electronic Submissions Gateway 14 is the server that interfaces 5, 6, 7 directly with submitting
programs 18 used by end users for filing their submissions. After the Gateway 14 determines that
a submission came before the corresponding deadline following the invention described herein, it

routes 8 the submission to the appropriate Submissions Processor 10.



<The -Subm ssi ons Requirenents Centre 12 makes the subm ssion requirenents
informati on avail able to anot her conponent called the Electronic

Subm ssions Gateway 14. This can happen when the Gateway 14 polls 3 the
Submi ssion Requirenents Centre 12 for new subm ssions of a specific type.
In response, the Centre 14 transnits 4 thg new set of requirenents. The
El ectroni ¢ Subm ssions Gateway 14 is the server that interfaces 5, 6, 7
directly with submitting prograns 18 used by end users for filing their
subm ssions. After the Gateway 14 determ nes that a subm ssion cane before
t he correspondi ng deadline follow ng the invention described herein, it -
routes 8 th subg%ég]on to the aaproprlate Subm ssi ons Processor
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Communications between the master buyer server/Submissions Processor 10 and Gateway 14a is

y.

handled by an OS/2 Message Router 24 located in the Gateway 14a. The Submissions Processor 10
automatically wraps outgoing messages and unwraps incoming messages in order to ensure data
integrity. Similarly, the Message Router 24 automatically wraps and unwraps messages going to
and from th_e Submissions Processor 10. Méssages within the Gateway environment, for example
from the Message Router 24 to the Submission Requirements component 12a or between the
Submission Requirements component 12a and other components in the Gateway 14a, are not

wrapped.

The Gateway 14a has a firewall that protects it from the external network. Communications with
suppliers are handled by a security module 26 which automatically builds a secure structure before
forwarding a message to a supplier over the network, and unpacks the secure structures it receives

from the network in order to forward plain messages to other components in the Gateway 14a to



.and fromthe Subm ssions Processor 10. Messages within the Gateway
environnent, for exanple fromthe Message Router 24 to the Subm ssion

Requi renent s conponent 12a or between the Subm ssion Requirenents conponent
12a and ot her conponents in the Gateway 14a, are not wapped.. The Gateway
1l4a has a firewall that protects it fromébhe external network.

Communi cations with suppliers are handled by a security nodule 26 which
automatically builds a secure structure before forwarding a nessage to a
supplier over the network, and unpacks the secure structures it receives
fromthe network in order to forward plain nessages to other- conponents in
the Gateway 1l4a to o 10
process. ThePregstr Bresequipstyerepadiessdes tokea tagsiherwithohesubrissignitha sipgle structure.
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Submissions Processors 10 creating requirements collected by the Submission Requirements Centres
12,

Submission requirements (deadlines, etc.) are created and their submission deadlines managed,
according to preferred .embodiments of the ihﬁention, following the steps set forth in the flow

diagrams of Figures 2A and 2B.

In Figure 2A, a Submissions Processor generates a submission requirement and sets the deadline for
accepting submissions that respond (block 120). Submission requirements generated by the
Submissions Processor can include altering existing deadlines (shortening or extending them) and
withdrawing existing submission requirements, as well as creating entirely new submission
requirements. In the case of a new submission requirement, the Submission Processor éssigns a

directory for the requirement (block 122).

The Submissions Processor then sends the requirement to the Submissions Requirements Centre

(block 124), and affected parties are notified of the requirement and of the assigned directory (block



_In Figure 2A, a Subm ssions Processor generates a subm ssion requirenent
~and sets the deadline for accepting subni ssions that respond (bl ock 120).
Subm ssi on requirenents generated by the Subm ssions Processor can include
altering existing deadlines (shortening or extending them and w thdraw ng
exi sting subm ssion requirenents, as welllas creating entirely new

subm ssion requirenents. In the case of a new subm ssion requirenent, the
Subm ssi on Processor assigns a directory for the requirenent (block 122).
The Subm ssions Processor then sends the requirenent to the Subm ssions
Requi renents Centre (bl ock 124), and affected-parties are notified of the
requi rement and of the assigned directory (bl ock 126). In
t-he case of 126)e Iptbs cisagf be pesting of sudwniubsission regginementretthe SebnipronResvirsmerss

Requi r enent ntre. the. notification would Jnvit [ l: uksm r
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Subm ssions Gateway polls the Subm ssion Requirenments Centre to check for
new subni ssiFigwresdgndrdenent s and for changes to existing requirenents
created by Subnissions Processors (block 128). Unless the Gateway has
access to the notification of a new subm ssion requirenents sent out by the
Processor, TheEleatranieSubnistions Gaswaypsily the Submissioh Reguirementsalpnire tneheck foasew

becore 21! LShhod Rt o SR Sulibieb S b Koflaios

new requi r ePedtessofs (BREk T2S qshidse the\BdtdivdyaD access to the notification of a new submission
requirements sent out by the Processor, the Gateway won’t know when a new submis\sion.
requirement has become available. In that case, the Gateway would poll the Submission
Requirements Cenfre ;:onstantly or at frequent intervals, to ensure that a new requirement is not -

missed for very long.

In response to determining that a new submission requirement has been created (block 130), the
Gateway creates the assigned directory iﬂ its file system (block 132) specific to that submission
requirement. The file directory is used by the Gateway in verifying that'submissions filed to meet
the new .requirements are received before expiry of the submission deadline, according to Figures
3 and 4.

The effect of deadline expiry ﬁlust be simultaneous for all submitters. By continuously polling the
Submission Requirements Centre, the Gateway also checks for deadlines on. existing submission
reduirernents that are about to expire or that have been Withdrawn by the Submissions Processor
(block 134). Some operating systems, such as Windows NT, allow the system administrator to grant
access to users to add files to a directory, but not to erase them. In such a system, when the Gateway

discovers the impending expiry of a requirements deadline, it simply schedules a future job or



_In response to determining that a new subm ssion requi renent has been
“‘created (block 130), the Gateway creates the assigned directory inits file
system (bl ock 132) specific to that subm ssion requirenent. The file
directory is used by the Gateway in verifying that subm ssions filed to
nmeet the new requirenments are received bEXore expiry of the subm ssion
deadl i ne, according to Figures 3 and 4. The effect of deadline expiry
nmust be simultaneous for all submitters. By continuously polling the

Subm ssion Requirenents Centre, the Gateway al so checks for deadlines on
exi sting subm ssion requirenents that are about to expire or that have been

W t hdrawn by the Subm SSI ons Processor &2' ock 134,?O Some 0 eratigg) syst ens,
such as W nd@ERESSNEP, disableopermission,fa tie ipiihe direstri(Biock £36)r Rifferent msthods mayder o
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W ndows NT to change the access control list of the area in nenory where
the directory is |ocated so that subnitters no longer have the authority to’
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illustrated in the flow di agram of é gure 2B, and di scussed bel ow. Fi gure

3A is a fl owleskagitspropased submissing mmmpﬁtbmdeaéhnqshebyghe&@ygw%} Progesgor
for a subm ttﬁ% esﬁdﬁg)t%ﬁ%ﬁeﬂ\en{sts proposed submi ssion prior to expiry of -the
[ t

deadl i ne se ssion Processor that created the requisemnents.
Once a subn1tter conpletes the preparation of a submission (block 150), it
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that is qui gethe chmpRedisstihibdich bRck 152) ErRedubBidiion e%%[@h@ﬁ Eidthcd dhRWE ¥ relhtively

form small amount of data that is quickly transmissible to the Electronic Submissions Gateway, in a form
that will make it possible to correlate the evidence with the actual submission. One example of |
suitable “evidence” is a message digest of the actual submission. Message digest is a one-way
hashing function which takes a message of arbitrary length and produces a compressed form called
a “digest” or “signature”. The “one-way” aspect refers to the fact that it is impossible to obtain the
original document from the digest. Message digest is usually based on the conjecture that it is -
computationally infeasible to produce two different messages having the same message digest (this

is referred to as “collision resistance™), or to produce any message having a given pre-specified target

message digest.

There are several existing digest functions that are well known. MD2 and MDS5 message digest

aif;orithms take as input a message of arbitrary length and produce as output a 128-bit digest of the _
input. SHA-1 (Secure Hash Algorithm) is based on the published standard, Secu;'e Hash Standard -
(FIPS 180) of the National Institute of Standards and Technology (NIST). Taking bit stringe as its

input, the SHA produces a 160-bit message digest of a longer message or file. The message digest



that wll make it possible to correlate the evidence with the actual

subm ssion. One exanple of suitable "evidence" is a nessage digest of the
actual subm ssion. Message digest is a one-way hashing function which takes
a nessage of arbitrary length and produces a conpressed formcalled a
"digest" or "signature". The "one-way" aspgect refers to the fact that it is
i npossi ble to obtain the original docunent fromthe digest. Message di gest
is usually based on the conjecture that it is conputationally infeasible to
produce two different nmessages having the sane nessage digest (this is
referred to as "collision resistance"), or to produce any nessage having a
given pre-specified target nessage digest. There are several existing
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publ i shed standard, Secure Hash St andard (FI' PS - 180) of the 'Nati onal
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file. The nessopes the Yestity of its readiness ewdence using the Gateway s public encryption key (block
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change the hash val ue. In order to ensure that submtters remain |gnor-,ant
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However, the common write-to area of the directory provides an opportunity for submitter fraud in
the absence of additional security measures. Specifically, submitters may try to send unauthorised
evidence on each other’s behalf. To ensure that submission evidence is sent in by the purported
submitter and prevent submitters sending in evidence in the name of others, each submitter can be
required to include_: a digital signature with its submission readiness evidence when formulating the

message for transmission to the Gateway (block 152).

Since the submission evidence will be used to prove that the submission was indeed completed
before expiry of the submission deadline, and corresponds to a submission requirement whose
deadline has not expired, the Gateway verifies whether the submitter can write to the directory (block
162). Access to the directory will be denied in the ordinary case where the Gatéway has already
disabled the submitters” ability to send submission readiness evidence (for example, the Gateway’s

file system access control has disabled permission to write to this directory, as per block 136 in



.However, the common wite-to area of the directory provides an opportunity
for submtter fraud in the absence of additional security neasures.
Specifically, submitters may try to send unaut hori sed evi dence on each
other's behalf To ensure that subm ssion evidence is sent in by the
purported submtter and prevent subnmitterd sending in evidence in the nane
of others, each submtter can be required to include a digital signature
with its subnission readiness evidence when formul ati ng the nmessage for
transm ssion to the Gateway (bl ock 152). Si nce the subm ssion evidence

w IFl be used to prove that the subm ssion was indeed conpl eted before

expiry of t ssjon deadline, and corresponds to a subm ssion
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14 Figure 2A), and a message (or other indicator, such as a return

code) w || ed to the suhm tter i ndicating the filing was not
successf ul Q&‘ {1‘ %Lﬁ‘}‘“erﬁﬁ?:ﬁ’??t designateddirgetony dblocks 16%d 66), tetGatevisy retyrns a
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subm ssi on of exam nation answers nmay be limted to a partic

class.)  Widsdelesk K8hnthus providing thmsubmtttsr with ademngdateeatkmwledgemem {bet thek s
162, 166), Em@&ﬁ%ﬁllﬁﬂag%%%rﬁe {TEssage to the submitter indi Catyl ng that

t he subm ssion readi ness evi dence has been successfully filed (bl'ock 168),
thus providing the submtter with an inmredi ate acknow edgenent that the

subm ssi on deadl i ne s b t. As nentioned abhove, UN X-based systens
usual Iy do %)tmgftfogﬁb gtboe( 9’3&&{/%53888%“?”&3 vepllycdopqt @llow add-only access to directories.

Therefore, access regulation to the directory must be implemented differently. When a submitter

wants to make a submission, it creates a sub-directory within the common assigned directory for the
requirement set, The sub-directory each submitter creates is “owned” by that submitter. It is only
accessible to the submitter that created it and to the administrator of the Gateway server in which
it was created; the sub-directory is not accessible to any other submitter. Thus, after the Gateway
has identified the submission requirement and directory, and determined whether the sﬁbmitter can
write to the identified directory, following the steps common to Figures 3A and 3B, the Gateway
determines whether the submitter owns a sub-directory within the directory created for the
requirement set (block 170, Figure 3B). If the sub-directory does not exist, the Gateway allows the
submitter to create its sub-directory (block 172). The submitter then writes the submission readiness
evidence to the sub-directory it has created (block 174) and returns a message to the submitter

indicating that the submission readiness evidence has been successfully filed (block 176).

When the submission deadline expires, permissions of the directory for the given submissions
requirements are changed so that no submitters may create new sub-directories. However, in UNIX,

a cheating submitter may create its own sub-directory, and write to it even without access to the



. Therefore, access regulation to the directory nust be inplenented
differently. Wien a submitter wants to make a subm ssion, it creates a
sub-directory within the common assigned-directory for the requirenent set.
The sub-directory each submitter creates is "owned" by that submtter. It
is only accessible to the submitter that dfeated it and to the

adm ni strator of the Gateway server in which it was created; the
sub-directory is not accessible to any other submitter. Thus, after the

Gat eway has identified the subm ssion requirenent and directory, and
determ ned whether the submtter can wite to the identified directory,
follow ng the steps common to Figures 3A and 3B, the Gateway determ nes
whet her t he PeisBiiteciery ipariler tg fila ayidengeaBersrpirnftheisnbraipriondierdiing o PRe HAYEa PRYeTt or
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perm ssions of the directory for the given subm ssions requirenents are
changed so that no submitters may create new sub-directories. However, in

UNIX, a c he(ﬁéf&gn Wbt thgtu fﬂ&lyaf@f 8R%sGbrhittr MsuSHBRl S RE ¥ubrtﬂ£§im"@o‘1ﬁp‘?etfoﬁ .

it even w thout a cess
15 par enidenkey i mcmnmw transroit theacttial shbrhissian/to dlerGatevedyt (Blocle2Gf) Sf thﬁsubm@smn _
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remai ni ng the, mai n, sybm ssions directory), but the whole content of the
directory i Lewgpeestvet frdiBeher storage 1ocation to create a "snapshot” of
the directory at the end of the tine limt (block 138, Figure 2B).

Referring now to Figure 4, after the submtter has successfully sent the
submi ssi on d&hgitbtﬁmwavﬁmb aaew sibmigsien (hingk 202ni Foks fon thegemesapnding WpBEsSIOR

to the Gate “(egn kge Su S|on Igaa AL:Eeti ‘
net wor k del 2@%1 %319%%1? %(%1) ?/0 iy ?e‘“ #uéthﬁs\{bg% ?Sg)rq‘ |“l’cxfe§"t>t mgn?sal dns o
Gat eway aft enestdge 1§mmmaso tiesulsinitel (blvek Iza@. expired. However, this will not
prevent the subm ssion being received for filing.
If the submission readiness evidence exists, the Gateway decrypts the stored evidence (block 208)
and then verifies the submitter’s digital signature on it to prove that the original submission from
which the evidence was digested came from the expected submitter (block 210). If it does not, the

submission is rejected (block 206).

Once the Gateway veriﬁes. the submitter’s identity, it verifies that the complete submission
corresponds with the submission from which the evidence was created. This is done by computing
the digest of the actual submission (block 212), and comparing it against the digest supplied in the
evidence message (block 214). Ifthe two digests do not match, then the submission must have been
changed from its state before expiry of the submission deadline. The submission is rejected and a

rejection message returned to the submitter (block 206).



~ When the Gateway finds a new subm ssion (block 202), it |ooks for the
correspondi ng subm ssi on readi ness evidence (block 204). If no such

evi dence exists, the submission is rejected and a rejection nessage i s
returned to the submtter (bl ock 206). I f the subm ssion readi ness

evi dence exi sts, the Gateway decrypts theggstored evidence (block 208) and
then verifies the submtter's digital signature on it to prove that the
original subm ssion fromwhich the evidence was digested cane fromthe
expected submitter (block 210). If it does not, the submission is rejected
(bl ock 206). Once the Gateway verifies the submtter's identity, it
verifies that the conpl ete subm ssion corresponds with the subm ssion from
whi ch t he eVftieneedigess rﬁditdﬁtl&iiubﬁﬂamsn s ScodReran Youted P the ebigect Sibndlbsi@sbrotdssdrne

actual submi ssion 212) nparing it against the digest supplied
in the evi dé §mﬁ¥§§2‘}§’ EAYESSRL f%rltﬁ‘)su(gfnﬂss’t"ﬂébq?“d&? I8} gests do not match, then

t he subm ssi on nust have been changed fromits state bef ore explry of t he

submi ssi on deadl i ne. The submi ssion is rejected and a rejection nessage
returned t o Bophodimentsa ttl@rm‘(egp@cqbatm}d be obvious to the person skilled in the art are intended to

16 If thediRd ion is accepted and routed to
the correct S%%nlss?%n %%é %g?mfhggm%ggelgg the requirenments for the
subm ssi on (bl ock. 216). Enbodi nents of the invention that woul d be:

obvious to the person skilled in the art are intended:to be |ncluded mﬁfhln
the scope of the appended cl ai ns. : -



- -17- CLAIMS The enbodi nents of the invention in which an excl usive

property or privilege is clained are defined as follows: 1. A net hod
for enforcing time limts in a gateway server in an electronic filing
system conpri sing: receiving an_el ectroni ¢ nmessage _cont ai ni ng

evi dence of subnission conpletion froma Kubmitting program

identifying a directory having an unexpired submssion tine limt for
storing said evidence and storing said evidence in the directory, else
Feturning a first subm ssion rejection indication to the submtting
program and CLAIMS on recei pt of the conplete subm ssion, matching the
conpl ete subm ssion with the evidence filed in the directory, else
returni ng aThecobmlimeitngfshs iovention motliidrenierdusbaiprapertyt v ptivitege igisheined; agydefined

program %s' follow The net hod, according to claim1, wherein the step for

mat chi ng t he corrpf‘ete submi ssion wth the evidence filed in the.directory
conprises conputing a second i nage of the evidence fromtHhe conplete

subm ssi on. 3. A nethod for enforcing time limts in a gateway server
in an el ect foni cAfPFPAY g‘gry%‘{(%‘é"ﬁlngéﬁw’pl‘ﬁ“g? Hyd gateway servef g} Q?Wgﬁr{ﬁgﬁge%@%i c
message congg,hﬁiisrillgg;a first message digest of a conplete subm ssion froma
subm tting program identifying a directory- having an unexpired -
submi ssion tine receivingfasr eleatronicigessageccontainingevidenesoefi submission Geplgtion frgm a

nmessage di ggglit pg%rg,hr ectory, else returning a first submssion
rejection i n%%"c‘:latplgén 0 the submitting program and _ on_recei pt. of
the conpl ete subitestifyinga directpnythavigg an wrexpired subesissigyeing liygit for soringisaid evigkinee e
subm sst on, 2098t S Dablig PGS SRS SR ot e s i Sl P An ERRAYS
the submitting program; and o
on receipt of the complete submission,'.matching the complete submission with the evidence
filed in the directory, else returning a second subraission rejection indication to the submitting
program.
2. The method, according to claim 1, wherein the means for matching the completé submission
with the evidence filed in the directory comprise computing a second image of the evidence from

the complete submission.

3. A method for enforcing time limits in a gateway server in an electronic filing system,
comprising: '

receiving an electronic message containing a first message digest of a complete submission
from a submitting pro.gram;- '

_ identifying a directory having an unexpired submission time limit for storing said message
digest and storing said message digest in the directory, else returning a first sub{nission rejection
indication to the submitting program; and

on receipt of the complete submission, computing a second message digest of the complete

submission, and matching the second message digest with the first message digest filed in the

W 1



. 18 directory, else returning a second subm ssion rejection indication
to the submtting program 4, The nmethod, according to claim1l or 3,
further conpri sing: recei ving a subm ssion requirenent including the
unexpired submssion tine limt and generating the directory with wite
access for submtting prograns; and 18 renbving wite access to the
directory on expiry of the submssion time limt. 5. The net hod,
according to claim4, wherein the step of renoving wite access to the

di rectory conprises changi ng access control list of the directory. 6.

The met hod, according to claim4, wherein the step of renoving wite access
to the directory conprises del eting changi ng access control list of the
directory armérectpryneleh ratupling afecend sehpissign ofectibreindicitivings theBultrhitteng grogram.
copying all nessages stored in the directory to another storage area. 7.
The met hod, according to claim1, wherein the evidence received_at the

gat eway server i Themethydlaecbrdisg RrlamAusi RirthaGomphidian key of the gateway -
server, and wherein the step of matching the conplete subm ssion with the
evidence filed i FFFWBER %1@61186109 TegiiRsMIeRigigeluding the ungepired submigsioh Smeylingis ad,;

and ‘é@l’iérétiﬂg'me diRBroSHRiTh %lerhgce@é R9 5 Hitdin! g ah{sya;{dh rough digital

si gnature. I'n a network, a gateway nechianismtor enforcing tine
limts for fi I i ngﬁmvmwmnammedm@ow onexpipy ofghernybmission timeigdtis in a
server in the gateway mechanismfor receiving information related to a
subm ssion tine Iimt froma subm ssion processing environment and for.

generati ng &. st oThgmettod, acdofting tb blaini g wiefeindlie Siepf of kenditi ivaite ¥dckss to'the titectory

access for all potential submitters within the submission time II,mt
comp: es changing access control list of the directory. -

6. The method, according to claim 4, wherein the step of remb_ving write access to the directory
comprises deleting changing access control list of the directory and, immediately after expiry of the

submission time limit, copying all messages stored in the directory to another storage area.

7. The method, according to claim 1, wherein the evidencé received at the gateway server is
encrypted using a public encryption key of the gateway server, and wherein the step of matching the
complete submission with the evidence filed in the directory comprises:

decr}pting the evidence; and

verifying the submitting program’s identity through digital signature.

8. In a network; a gateway mechanism for enforcing timé limits for filing electronic
submissions, comprising:

. means in a server in the gateway mechanism for receiving information related to a
submission time limit from a submission processing environment and for generating a storage
directory in the server's file system with write access for all potential submitters within the

submission time limit;

means for

—_—
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.means for 19
(i) recei ving an el ectroni c nessage containing evidence of subm ssion

conpletion froma subnmtter, (1) verifying wite access to the
storage directory, and (iii) if the wite access is verified,
witing the evidence to the storage direcytgry, else returning an error

I ndication to the submtter; nmeans for renobving the wite access to

the storage directory on expiry of the submissiontine limt; and

means for matching a conpl ete subm ssion received fromthe submtter with
the evidence witten to the storage directory, else returning an error

I ndication to the submtter. 9. The mechani sm according to claimS8,
wherei n the nmeangi)f or réceividig\ah B@ctrohfcanaiBige contaithpdvirntemfautinission domiptetibn éioma
submi ssi on prog¢essi ng environment conpri ses: a subm ssion repository
adapted to re¥eM&Ti nformation related to current submission requirenents

fromthe subm ssigp p%&@@ﬁ%‘vﬂﬁe%Bésrté)ﬂﬁ%f&a»ge@ﬂ&tory, and Mmeans to poll the
submi ssi on rep05|toryto update the submssion tinme limt. 10. The

mechani sm accor diig tbthe Ivmtﬁm:essmermﬁ% writing1fhgreyiderne tp M?fﬁée dirgotasy, else
access to t %1%89%791'1 (ﬁ&ilgﬁ%tﬁeﬁ]ﬂﬁmxtﬁh means for changi ng access control
or e

list of the s%u ITec mechani sm according to claimS8,
wher ei n t he neansnéaas for mvingme\mﬁté Rcasalestoragedhiectay o epiy df thestborigsion time
conpri ses rreans f qr changi'ng access control list of the storage directory
and neans formitxands | ng a copy in another storage |ocation of the storage

directory as the rﬁéaﬁ?fdr hﬁ'tdlm@%oﬁ@l%te submission received from the submitter with the evidence

written to the storage d1rectory, else returmng an error indication to the submltter !

9. The mechanism, according to claim 8, wherein the means for receiving information related
to'a tifne limit from a submission processing environment comprises:

. a submission repository adapted to receive information related to current submission
réquirements from the submission processing environment; and

means to poll the submission repository to update the submission time limit.

10.  The mechanism, according to claim 8, wherein the means for removing write access to the

storage directory comprises means for changing access control list of the storage directory.

11.  The mechanism, according to claim 8, wherein the means for removing write access to the
storage directory comprises means for changing access control list of the storage directory and means

for creating a copy in another storage location of the storage directory as the time limit expires.

12.  The mechanism, according to claim 8, wherein the means for receiving an electronic message
comprises means for receiving an electronic message containing encrypted evidence of submission
completion from the submitter, and wherein the means for matching a complete submission received

from the submitter with the evidence written to the storage directory comprises decrypting the

\
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o 12, The nechani sm according to claim8, wherein the nmeans for receiving
an el ectroni c nessage conprises neans for receiving an el ectroni c nessage
cont ai ni ng encrypted evi dence of submnm ssion conpletion fromthe submtter,
and wherein the means for matching a conplete subm ssion received fromthe
submitter with the evidence witten to thggstorage directory conprises

decrypting the 20
encrypted evidence and verifying the submtter's identity by digital
si gnat ure. 13. The mechani sm according to claim38, wherein the

evi dence conprises a transformation of the conplete submssion to a first
format, and the neans for nmatching a conplete subm ssion received froma
submitter wi érderpiel evidedarma vefifyidgathe §ubniitte’s SdeRtinde diiitabidnafuye. CONPr i se means
at the server for transform ng the conpl ete subm ssion received fromthe
submtter to the first format and, if the transformation of the_conplete
submi ssi on g, Chephelh@hidn! ABSRINE tol IS & YnbBR i ARLS &ﬁgﬁ&& gEr)insfcﬁﬂrHahQﬁ bf
conpri ses neans for routing the conplete submssion to t subm ssi on
processi ng eWgicompkainsubmission|te a first faemete girhthic Imgansafoc orathhing at @mylelé subhBssion
wherein the L: gy el of the.c | et e.subm ssi on,
i I b R s D e
from the subserter for trousfmingethe caplate atbniidsion seeived frind the Gubmifte t@theBRs fg@at and,

di gest of th onpl et e subni.gsi on. 15. .. A conputer program prodyct e
conpri si ng aﬁéﬁ?‘r%‘isg%’i%‘b gt a’r?e‘ﬁ’F’p‘.ﬂlﬁtT‘n ﬁ&f’ﬁﬁs‘%ﬁ?ﬁ%’rﬂ)‘@ ribg gudeRpy Wrigen i B Soaee
means enbodi gigectody fadier E&ﬁ%&#& PlefrtsTor folifify th SOnipletdt MibAtsioh &Ftht Qnfissidd - NY

system the conputer readabl e program product conpri sing: onput er
readabl e pr offPEHFPIES ERVIPEEEEL f or causing a conputer to receive an el ectronic

14,  The mechanism, accordihg to claim 13, wherein the evidence comprises a message digest
of the completé submission, and wherein the means for transforming the complete submission
received from the submitter comprises means at the server to compute a message digest of the

complete submission.

15. A computer program product comprising a computer usable medium having computer
readable program code means embodied thereon for enforcing time limits in an electronic filing
system, the computer readable program product comprising:

computer readable program code means for causing a computer to receive an electronic
message containing evidence of submission completion from a submitting program;

computer readable program code means for causing a computer to identify a directory having
an unexpired submission time limit for storing said evidence and to store.said evidence in the
directory, else return a first submission rejection indication to the submitting program; and

computer readable program code means, on receipt of the complete submission, for causing
a computer to match the complete submission with the evidence filed in the directory, else return a

second submission rejection indication to the submitting program.
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. hmessage contai ni ng evidence of subm ssion conpletion froma submtting

pr ogr am conput er readabl e program code neans for causing a conputer
to identify a directory having an unexpired subm ssion tinme limt for
storing said evidence and to store said evidence in the directory, else
return a first subm ssion rejection indiggation to the submtting program
and - conput er readabl e program code neans, on receipt of the conplete
subm ssion, for causing a conputer to natch the conplete subnm ssion with
the evidence filed in the directory, else return a second subni ssion
rejection indication to the submtting program

21 - 16. A conput er program product conprising a conputer usable

medi um havi ng conput er readabl e program code neans enbodi ed thereon for
enforcing tife |igchsphid gfbgﬁén?iﬁordi}&' Sulphikihd c%@%tﬁmasa&@%&m{m%éﬁﬁg rc&%g@t?} €
program product corrprPS| ng: corrpﬁ)t er-rea e program code frean or
causi ng a coweplabler programemde weanmnenshoddrtpaneon forsdages toetliaiifgiimgn eleftranid filing
nmessage di gest, of .a conplete bm ssion froma.submtting program

conput er reasggtﬁ?"ethﬁrc@@ggtﬁ{rc%%a%ijerpé%%m%(}dugé’ﬁ@mﬁnga conputer to identify a
directory havi ng campufee xdiseél p \ 86deQtieahd FOR chuistiigta doRiputet & teBgvE @i Electronic
message digest and to store said nessage digest in the directory, else
return a fi riBessaEgsenteiningn fisst @E%%?rﬁlsﬁég%fagemplstets%n@%%ﬁm 2 §gP PEPgra%h d

comput er readabl g piLR@F RAAHR ?og?%@@&ie nf¥dns" . a%m{nﬁgr t&ﬁ@@i b Birectory having

submi ssion, for causing a cornputer to match the conplete su ssion Wth
the message ativgexpiref istbauission titheelidit fag stoding saidzheseage digest andto soorsail] mensagesiigash

remory o SRR st s B AR Bld SRvon Adsesr e PR e s RS oS,
of any one of theonptendadable pedgrariiBode nheans{ on receipt of the complete submission, for causing

a computer to match the complefe submission with the message digest filed in the directory,‘ else

return a second submission rejection message to the submitting program.

17. A computer-readable memory for storing the instructions usable in the execution in a

computer of any one of the methods of claims 1 to 7.
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