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all purposes.

Technical Field

[0002] Embodiments relate generally to communication methods and communication

devices.

Background

[0003] In wireless communication, a mobile station (which may for example be
referred to as a station or STA) may communicate with an access point (AP). In this
communication, data may be lost, so there may be a need for an acknowledgement of

received data.
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Summary

[0004] According to various embodiments, a communication method may be
provided. The communication method may include: at least one of seﬁding a data unit or
receiving a data unit; wherein the data unit is a null-data },;)acket (NDP) and includes at
least a physical layer (PHY) header; wherein the PHY header includes a plurality of
fields; and ;Nherein the plurality of fields include a sub-type field with at least 3 bits.

indicatiﬁg a NDP sub-type of the data unit.

Brief Description of the Dréwings

[0005] In the drawings, liké reference characters generally refer to the same parts
throughout the different views. The drawings are not necessarily to scale, eﬁmphasis
instead generally being placed upon illustrafing the principles of the invention. In the
following description, various embodiments are described with reference to the following
drawings, in which:

FIG. 1A shows a flow diagram illustration a communication method in
accordance with an embodiment;

FIG. 1B shows a communication device in accordance with an embodiment;

FIG 1C shows a flow diagram illustration a communication method in
accordance with an embodiment;

FIG. 2 shows an illustration of a false Short Ack for NDP PS-Pollk;

FIG. 3 shows an illustration of a false Short Ack for NDP PS-Poll with two APs;

FIG. 4 shows an illustration of an example of Bit-rotating and CRC Mask;
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FIG. 5 shows an illustration of how false Short Ack may be avoided according to
various embodiments;

FIG. 6 shows an illustration of the example of false short CTS as medium
synchronization frame;

FIG. 7 shows an illustration of the example of false short CTS for medium
synchronization frame and RTS/CTS;

FIG. 8 shows an illustratioﬁ of an example of épeed frame _exchange using short
Ack; |

FIG. 9 shows a SIG field format for IMHz NDP MAC frame;

FIG. 10 shows a SIG field format for >=2MHz NDP MAC . frame;

FIG. 11 shows an illustration of one example of speed frame exchange using short
Ack for STA with uplink/downlink data;

| FIG. 12 shows an illustration of a false NDP ACK Case for Concurrent

Transmissions of PS-Poll and NDP PS-Poll to an AP;

FIG. 13 shows an illustration of a false NDP ACK case for concurrent
transmissions of PS-Poll and NDP PS-Poll to two Aps;

FIG. 14 shows an illustration of a false NDP ACK case for concurrent
transmissions of NDP PS-Poll to two APs;
| FIG. 15 shows an illustration with a station with UL and DL Data;

FIG. 16 shows' an illustration with a station with UL and DL Data;

FIG. 17 shows an illustration of ah example of the relay flow controll indication

according to various embodiments;
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FIG. 18 shows an illustration of an example of an alternative option for relay flow
" control indication;
FIG. 19 éhows an illustration of the Downlink TXOP sharing for two-hop Relay
with Explicit ACK;
FIG. 20 shows an illustratién of uplink TXOP sharing for two-hop Relay using
NDP ACK according té various embodiments;
" FIG. 21 ‘shows an illustration of an example of EDCA TXOP Truncation for SF
" Using NDP ACK and CF-End, |
FIG. 22 shows an illustration of an example 6f EDCA TXOP Truncation for SF
Using NDP ACK; | |
FIG. 23 shows an illustration of an example of EDCA TXOP Truncation for SF
Using ACK and CF-End; |
FIG. 24 shows an illustration of an exampvle of EDCA TXOP Truncation for SF
Using ACK;
FIG. 25 shows an illustration of an example of speed frame exchange using NDP
PS-Poll and NDP Modified ACK;
FIG. 26 shoWs an illustration of an example of speed frame exchange using
normal frames; |
FIG. 27 show an illustration of a STA n disassociated from AP if AP does not
re;:eived any frame from STA;
FIG. 28 showé an illustration of AP restarting the timer for Max ‘Idle Period if AP
received a protected frame .or unprotected frame with TA and RA in full MAC éddresses

format (48 bits) from STA;
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FIG. 29 shows an illustration of STA n disassociated from AP if AP only receives
unprotected frame with short MAC headers from it; and
FIG. 30 shows an illustration of an example procedure for Max Idle Period reset

after AP receives a frame from an associated STA.

Description

[0006] Embodiments described below in context of the devices are analogously valid
for the respective methods, and vice versa. Furthermore, it will be undefétood that the
embodiments described below may be combined, for e);ample, a part of one embodiment
may be combined with a part of another erﬁbodiment.

[0007] In this context, the communication device as described in this description may
include a memory which is for example used in the processing carried out in the -
commuhication device. A memory used in the embodiments may be a volatile memory,
for example a DRAM (Dynamic Random Access Memory) or a non-volatile memory, for
example a PROM (Programmable Read Only Memory), an EPROM (Erasable PROM),
EEPROM (Electrically Erasable PROM), 6r a flash memory, e.g., a floating gate memory,
a charge trapping memory, an MRAM (Magnetoresistive Random Access Memory) or a
PCRAM (Phase Change Random Access Memory).

[0008] In an embodiment, a "circuit" may be uhderstood as any kind of a logic
implementing entity, which may be special purpose circuitry or zi processor e);ecuting
software st;)red in a memory, firmware, or any combination thereof. Thus, in an
embodiment, a "circuit" may be a hard-wired logic circuit or a programmable logic
circuit such as a programmable processor, e.g. a microprocessor (e.g. a Complex

Instruction Set Computer (CISC) processor or a Reduced Instruction Set Computer
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(RISC) processor). A "circuit" may also be a processor executing software, e.g. any kind
of computer program, e.g. a computer program using a virtual machine code such as e.g.
Java. Any other kind of implementatioﬁ of the respective functions which will be
described in more detail below may also be understood as a "circuit" in accordance with
an alternative embodiment.

[0009] FIG. 1A shows a flow diagram 100 illustrating a éommunication method. In
102, data including a SIG field may be sent and/ or data including a SIG field may be
received. The SIG field r;'lay include an indicatioﬂ of a type of a null data packet, a null
data packet acknowledgement and an identifier of the ﬁull data packet.

[0010] According to various embodiments, the null data packet acknowledgement
~may include or may be a null data packet acknowledgement for speed frame exchange or
TXOP sharing.

[0011] According to various embodiments, the identifier may be determined based on
at least one of a receiver address or a transmitter address.

[0012] According to various embodiments, the identifier rr;ay be determined based on
a frame check sequence or cyclic redundancy check.

[0013] According to various embodiments, the identifier may be determined based on
the bits 0f the PHY header of a received null data packet type PS-Poll frame to be
acknowledged.

[0014] According to various embodiments, the identifier may be determined based on
a bit-rotation.

(0015} Acc;ording to various embodiments, the identifier may be determined based on

a cyclic redundancy checksum mask.
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{0016] According to various embodiments, the SIG field may include control
information for flow control.

[0017] According to various embodiments, the SIG field may include duration
indication information.

[0018] | According to various embodiments, the SIG field may include a broadcast
address indicator.

[0019] FIG. 1B shows a communication -device 104 according to various
embodiments. The communication device 104 may include a transmitter 106 configured
to- send data including a SIG field and/ or a receiver 106 c_onﬁgured to receive data
including a SIG field. The SIG field may include an indication of a type of a null data
packet, a null data packet acknowledgemeﬁt and an identifier of the null data packet.
[0020] According to various embodiments, the null data packet acknowledgement
may include or may be a null data packet acknowledgement for speed frame exchange or
TXOP sharing.

[0021] According to various embodiments, the identifier may be determined based on
at ’least one of a receiver address or a transmitter address.

[0022] According to various embodiments, the identifier may be determined based on
a frame check sequence or cyclic redundancy check.

[0023] According to various embodiments, the identiﬁer may be determined based on
the bits of the PHY header of a received null data packet type PS-Poll frame to be
acknowledged.

[0024] According to various embodiments, the identifier may be determined based on

a bit-rotation.
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[0025] According to various embodiments, the identifier may be determined based on
a cyclic redundancy checksﬁm mask.

[0026] According to various embodifnents, .the SIG field may include control
infonnation for flow control.

[0027] According to various embodiments, the SIG field may include duration
indication information.

[0028] According to various embodiments, the SIG field may include a broadcast
address indicator.

[0029]  FIG. 1C shows a flow diagram 108 illustrating a communication method
, according to van'ousvemb'odiments. In 110, a data unit may be sent or a data unit may be
received. The data unit may be a null-data packet (NDP) (i.e. without MAC header and
MAC body) and may include at least a physical layer (PHY) header. The PHY header
may include or may be composed 'of a plurality of fields. The plurality of fields may
include a sub-type field with at least 3 bits ‘indicating a NDP sub-type of the data unit.
[0030] Aécording to various embodiments, a NDP sub-type may refer. to one of the
folloWing: NDP CTS, NDP PS-Poll, 1st type of NDP ACK, 2nd type of NDP ACK, NDP
Block ACK, NDP beamforming report poll, NDP paging, and NDP probe request.

[0031] According to various embodiments, the data unit may either be a first type
NDP ACK or second type NDP ACK and the PHY header also includes at least one of
the following fields: ACK Identifier, More Data, Duration Indication, Duration, Relayed

frame, or Flow Control.



WO 2014/042596 PCT/SG2013/000400

[0032] According to various embodiments, the data unit may be a NDP ACK and the
| PHY header may also include all the .following fields: ACK Identiﬁer;lMore Data;
Duration Indication; and Duration. |

[0033] According to various embbdiments, the data unit may be a NDP ACK and the
PHY header may also include all the following fields: ACK Identifier; More Data;
Duration Indication; Duration; Relayed frame.

[0034] According to various embodiments, the PHY header may include at least an
ACK identifier that is determined based on at least one of the followiﬁg information: a
receiver address and/ or a transmitter address (such an address could be a partial MAC
address or partial AID); a frame check sequence or cyclic redundancy check of the frame
that elicited the null data packet acknowledgement (for exainp,le, the computation method
of ACK identifier based on cyclic redundancy check of the received frame is not just
applicable to NDP PS-Poll; may be extended to the NDP response to any other NDP
frame); or the bits of the PHY header of the received null data packet type PS-Poll frame
that elicited the null data packet acknowledgement.

[0035] According to various embodiments, the receiver address or the transmitter
address is either a full MAC address, a partial BSSID, or a partiél AID.

[0036] According to various embodiments, the PHY header (for example only
applied’to first or second type of NDP ACK ) may include a field comprising duration
indicatién information (this field may be compulsory for a NDP ACK (which may be
mandatory frame in -1 lah); details for NDP ACK will be described further below).

[0037] According to various embodiments, the PHY header may include a field

comprising duration information to indicate an inactivity period, when duration
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indication is a value of 0 or 1. The indication may be set to “0” to indicate “inactivity”.
Then “1” may mean .the duration is for NAV setting. Alternatively, the bits can be
reversed to indicate the opposite.

[0038] According to various embodiments, the inactivity period may indicate the
duration that there will be no transmission of the data units for the intended receiver.
[0039] According to various embodiments, the PHY header may include a field
comprising duration information to indicate a duration for NAV setting, when duration
indication is a value different from the value assigned to indicate an inactivity period.
[0040] According to various embodiments, the PHY header may include at least a
field comprising the information to indicate the data unit is not a response frame for
normal data unit or a null data packet type of PS-Poll. A normal data unit is a data unit
that is not a null data packet. A null data packet is a PPDU without Data. field. As the
reserved cases can be applied to Duration Indication field set to 0 or 1 (two fields, i.e.
Duration Indication and Duration, are involved). For example the resérved cases in Table‘
7 or 16 or 17 may be used as the response frame that is not the NDP ACK for normal data
unit or NDP Modified ACK for NDP PS-Poll. For.example, the NDP ACK with the
Duration Indication field set to 0 and the Duration ﬁeld set to 1 may be defined as e.g. a
null data packet of CF-Ehd for TXOP truncation.

[0041] - According to various embodiments, the duration of the data unit may be set to
protect at least the transmission of the response data unit, indicating that the data unit is
followed by at least one long response data unit. This may provide processing for the case

of when Duration Indication and Duration fields are not used for an indication of the

response frame for e.g. No Response/Long Response. Instead, the Duration is used for

10
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NAYV setting, which is more accurate than the indication of the response frame for No
Response/Long Resbonse. Therefore, if the station is able to set its NAV in the Duration
field, it should do so. Otherwise it should set the indication of the response frame as Long
Respo‘n.se if there is a response data unit. This may not just be applicable to Speed Frame
Exchange and TXOP sharing. |

[0042] According to various embodiments, the PHY header may include at least one
field (The control infofmation is based on 3 fields: Relayed Frame, Duration Indication
and Duration fields) including control information for flow control. According to various
embodiments, the mechanism may be applied to ﬂ0\luv control in general.

[0043] According to various embodiments, at least one field may include the duration
of no transmission- data units for flow control. According to various .embodiments,,the
control information may be based on 3 fields: Relayed Frame, , Duration Indication and
Duration fields. |

[0044] According to various embodiments, the intended receiver may stop the
transmission of data units to the transmitter of the data unit for a duration indicated in one
field of th‘e PHY header of the data unit.

[0045] According to various embodiments, the data may be a null data packet CTS
and the PHY header may include an indication to indicate whether the datg is from the
access point AP. According to various embodiments, the;e may be one field (1 bit) that is
used to identify whether the Short CTS is from its AP. |

[0046] According to various embodiments, the PHY heacier may include an

indication of a duration for a network allocation vector.

11
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[0047] According to various embodiments, a nonzero V;dlid duration of the data unit
may be set to protect at least the transmission of the response data unit, indicating the |
duration of at least one response data unit.

[0048] According to various embodiments, a response data unit may be at least one of
a null data packet ACK or a null data packet format of short response frame to null data
type PS-Poll and its Duration field for NAV setting may protect the following
transmission in one TXOP. This‘may apply to 1* and Z"d'type NDP ACK.

[0049] In the following, short frames; for example for IEEE 802.11-based Networks,
will be described. Examples of short frame are Short Ack (acknowiedgement), Short CTS
(clear to send), Short Block Ack, NDP (null data packet) type PS-Poll (power save poll),
NDP probe request, NDP sounding, short beamforming report Poll frame and Short MAC
(medium access control) header. |

[0050] Acti\}e STAs (stations) with TIM (traffic indication map) bit on may be
allowed to poll the AP after receiving the beacon with TIM. A low power/Non-TIM STA
may be allowed to transmit PS-Poll to its associatéd AP (access point) after wakeup
without listening to the beacon. Due to the fact that PS-Poll may be widely used for
power saving and low power operation, short frame format of ACK and PS-Poll may
improve transmission efficiency and reduces power consumption.

[0051]  In the following, NDP Type Indication will bé described.

[0052] According to various embodiments, methods to indicate the types of NDP
frame in SIG may be provided. More than 8 NDP frames may be provided. Furthermore,
a method to indicate the type of NDP frames may be provided.

[0053] SIG may mean SIGNAL field of PPDU (physical protocol data unit.

12
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[0054]
[0055]
[0056]
[0057]
[0058]
[0059]
[0060]
[0061]
[0062]
[0063]
[0064]
[0065]
[0066]
[0067]
[0068]
[0069]
[0070]
[0071]
[0072]
[0073]
[0074]

[0075)

S1G PPDU (i.e. the PPDU format for 11ah) may include:
- STF Short Training ﬁéld;

- LTF Long Training field;

- SIG SIGNAL field;

- SIG-A Signal A field;

- D-STF Short Traiﬁing field for data;

- DfLTF Ldﬁg Training field for data;

- SIG-B Signal B field; and

- Data.

The Data field may carry the PSDU(s) (Physical layer Service Data Unit).
The null data packet (NDP) may include:

- STF Short Training field;

- LTF Long Training field; and

- SIG SIGNAL field.

The null data packet (NDP) fram¢ has no Data field.
One of PPDU formats that includes PSDU could be:
- STF Short Training field,;

- LTF Long Training field;

- S1G SIGNAL field: and

— Data.

The Data field may carry the PSDU(s).

For example, for 8 types of NDP frames, a 3-bit NDP-T (NDP Type) field

within the SIG bits may be provided. When the AP/STA receives a NDP frame the

13
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AP/STA may proceed to obtain the NDP-T field to know the type of NDP framé. If there
are more than 8 types (for example assuming less than 16 (in other words: < 16)) of NDP
frames, a 4-bit NDP-T field within SIG bits :may be provided. However, some NDP type
frames may haife used up all the bits in the SIG and may not support 4-bit NDP-T ﬁeld,
e.g. NDP type PS-Poll uses up all the bits as shown in the following example (for

example like illustrated in Table 1).

Field Bit width Comments

NDP Type Indication 4

(partial)  AID (association
TA (transmitter address) 9
identifier)

(partial) BSSID (Basic Service
RA (receiver address) 9
Set Identification)

Preferred MCS
(Modulation and Coding | 4

Scheme)

TBD (to be determined, for
Tail bits |6 example depending on group’s

decision on tail bit support)

CRC (cyclic redundancy

check)

14
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2MHz case, there are

TOTAL : 36 _
reserved bits

12

Table 1 Example of NDP Type PS-Poll SIG Design
[0076] According to various embodiments, the following options for NDP-T
indication may be provided:
[0077] = In Option 1, a re-design of the fields in NDP type frames may be provided so
that 4-bit NDP-T ﬁeld may be supported in all NDP type frames. |
[0078] In Option 2, 3-bit NDP-T plus one extended reserved bit that can be
accommodated in some NDP types may be used to differentiate more than 8 types of
NDP frame, like‘will be descﬁbed in more detail below.
[0079] In Option 3, some NDP types may not be supported for 1 Mhz case, and may

be defined 3-bit NDP-T for channel bandwidth equal to 1 MHz and 4-bit NDP-T for

channel bandwidth greater or equal to 2 MHz, like will be described in more detail below.

[0080] According to varibus embodiments, for Option 2, 3-bit NDP-T and one
extended bit may be ﬁsed to indicate NDP types. For example, assuming short ACK/CTS
has at least one reserved bit and one 3-bit value (e.g. Ob111) may be reserved to identify
both short ACK and CTS. By extending one-reserved bit (with the same position) in both
short ACK and CTS as the extended type i‘dentiﬁcation_, it may be possible to determine
whether it is a short ACK or short CTS.

[0081] According to various embodiments, the protocol to handle NDP-T Field in
Option 2 may be as follows: If the AP/STA receives the NDP frames after identifying

this NDP frame, the AP/STA may proceed to identify the NDP-T fields so that it can

15
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know which NDP type the received frame is. When AP/STA identifies that the NDP-T
field value is the defined case for extended indication, it may check the reserved bit (used
as extended type identification bit) to further determine which NDP type the frame is.
[0082] According to various embodiments, for Option 3, 3-bit NDP-T may be used
for 1 MHz channel bandwidth and 4-bit NDP-T. may be used for 2MHz channel
bandwidth.

[0083] In the 1 MHz caée, e.g. NDP sounding may not be applicable. Then 3-bit
NDP-T may not be required to .cover NDP sounding case, which may mean the NDP-T
field value for NDP sounding is not in the range of [0,7]. Assuming that there are 6 NDP
types for 1 MHz case, the value 0-5 (0b000-0b101) may be used for 3-bit NDP-T.

[0084]  In the 2 MHz case, NDP sounding and other NDP type frames th:at are not
suppofted in 1 MHz may be differentiated with a 4-bit NDP-T value (e.g. large than 7).
For example, if there are 2 NDP types (short beamforming report Poll frame and NDP
sounding) only defined for 2 MHz case. The value 0-5 (0b000-0b101) may be used for 4-
bit NDP-T to indicate 6 NDP types that is supported in 1 MHz case, and the value of
(0b1000-0b1001) for 4-bit NDD-T to indicate 2 NDP types that are defined only for
2MHz case. |

[0085] | According to various embodiments, the protocol to handle NDP-T Field in
Option 3 may be as follows: If the AP/STA receives the NDP frames after identifying
that it is a NDP frame, the AP/STA may determine that it is for 1 MHz or >=2 MHz
channel and proceed to identify the NDP-T fields so that it can know which NDP type the
received frame is. Fc;r 1 MHz channel, it may only be needed to.checlv( 3-bit NDP-T field.

For channel bandwidth >=2 MHz, it may be needed to check 4-bit NDP-T field.

16
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[0086] In 'the following, Short Ack for NDP Type PS-Poll according to various
embodiments will be described. According to various eﬁbodiments a design of short
Ack for NDP type PS-Poll frame may be provided. Short Ack and NDP type PS-Poll may
have been accepted into IEEE specification framework (IEEE 802.11-1137-10- OOah—
specification-framework-for-tgah, Mingyong Park, “IEEE 802.11ah Specification
Framework”). In Sectioh R.4.4.2.1.A thereof, it is specified that the draft specification
shall support the following short ACK format with SIG fields that are the same as those
in normal SIG: CRC (4 bits) and Tail (6bits - TBD), and the short ACK SIG shall include
an ACK ID field (bits TBD) which use partial FCS and the information from the
scrambling seed in the SERVICE field of the frame being acknowledged for the
computation of the ACK ID for short ACK frames. |

[0087] However, upon receiving NDP type PS-Poll frame from the STA, the AP may
send a response framé to STA as follows:

[0088] (1) Normal DATA/ACK, which requires no change for the protoéol;

[0089] (2) Short ACK, which requires some modification since there is a very short
checksum of the received frame (CRC 4 bits for SIG) and no scrambling seed can be used
| to compute ACK ID field;

[0090] (3) Short Response Frame, ’Wh‘ich requires that a new rule/protocol shall be
defined. |

[0091] Hence, according to various embodiments, the following options may be
provided: |

[009‘2] In Option 1, the AP may respond to NDP type PS-Poll with normal ACK.

17
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[0093] - In Option 2, the AP may respond to NDP type PS-Poll with short ACK but
with modification. ACK ID may be computed differently. It will be described in more
detail below how to compute ACK ID according to vérious embodiments.

[0094] In Option 3, the AP may respond to NDP type PS-Poll with a new Short
.Response Frarﬁe.

[0095] More details on option ‘2 will be given in the following, where short Ack with
modification will be described.

[0096] In the following, Short Ack SIG Design according to various embodiments
will be described. |

[009.7] For example, an event that there ére two concurrent transmissions of NDP
type PS-Poll: A->AP (which for example may mean a transmission from STA A to AP)
and B->AP (which for example may mean a transmission from STA B to AP) will be
described. Both A and B may expect short Ack from AP. Suppose that AP can only
receive a strong signal from A and respond to A’s NDP PS-Poll with short Ack that can
reach B. B receives AP’s short Ack, which shoul_d carry identification of STA e.g.v partial
AID 'information in short response frame SIG so that the possibility of this false short
Ack case should be zero. The example of such false short Ack occurs at one AP is shown
in FIG. 2.

[0098] FIG. 2 shows an illustration 200 of a false Short Ack for NDP PS-Poll with
one AP 206 and a first station 202 (STA A) and a second station 204 (STA B). FIG. 2 -
illustrates BNO concurrent transmissions of NDP type PS-Poll: A->AP1 20‘8. (from the
first station 202 to a first AP (whicﬁ may also be referred to as AP1), for example the AP

206) and B->AP2 210 (from the second station 204 to a second-AP which may also be

18
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referred to as AP2 and which is not shown ‘in FIG. 2). A 202 may expect a short Ack
from AP1 and B expects a short Ack from AP2. Suppose that AP1 206 responds to A’s
202 NDP PS-Poll with short Ack that can reach B 204, but AP2 can’t receive B’s 204
NDP PS-Poll. B 204 receives AP1’s 206 short Ack. If B 204 has a shorter transmission
range when it sends NDP PS-Poll that may reach AP1 206, and AP1 206 may have a
longer transmission range..when it sends NDP short Ack 212 that can reach B 204, a false
short Ack mayvoccur if scrambled PBSSID (partial BSSID) and PAID (partial AID) bits
in NDP PS-Poll frame are the same for A 202 and B 204. The possibility of this false
short Ack case could be very low because it carries both AP and STA’s identification and
duplicate probability of same NDP PS-Poll’s TA (e.g. scrambled PBSSID) bits may be
low due to that B’s transmission will likely corrupt A’s transmission at AP1, or B’s
transmission range is long, or B may be able to detect if it can hear AP1’s beacoh frame.
The example of such false short Ack occurs at two APs is shown in FIG. 3.

[0099] FIG. 3 shows an ill,ustratidn 300 of a false Short Ack for NDP PS-Poll with
two APs, for example the first access point AP1 206 and the second access point AP2
302. Various devices and signals shoWn in FIG. 3 are similar or identical to devices and
signals shown in FIG.2, for which the same reference signs may be used and duplicate ‘
description may be omitted.

[00100] The above examples show that including transmitter and receiver
address/identiﬁcatiqn (for example to an ACK ID (identifier)) according to various

embodiments may be helpful to avoid the false short Ack.
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[00101]  Following the same structure of short Ack for non-NDP type frames in Table

2, short Ack for NDP type PS-Poll may have the field ACK ID as the identifier for

pairing frame exchange i.e. short Ack for NDP type PS-Poll frame.

Field Bit width Comments
Message type 4 Unused MCS field in
indicator normal data packet
>=149 Based on Partial FCS and |
ACK ID 12 ’ Scramble Seed of received
frame
DURATION 6-8 May be re.qulred or may
not be required
More Data 1
TBD TBD
TBD  (Depending on
Tail bits 6 group’s decision on tail bit
support)
CRC 4
TOTAL 36 2MHz case, there are 12
_ reserved bits

Table 2 Example of NDP Type Short Ack SIG Design

[00102] However, the design of ACK ID may be different (for example different from

the example as shown in Table 2), as will be described in more detail in the following.

[00103] When the AP uses short Ack as the response frame for the received NDP type

PS-Poll, the following information (wherein some information may be included in NDP

type PS-Poll) may be used to compute the identifier for the pairing frame exchange i.e.

short Ack for NDP type PS-Poll:

[00104] - information of STA, e.g. MAC address, AID;
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[00105] - SIG bits of received NDP type PS-Poll frame to be acknowledged;

[00106] . - information of AP, e.g. MAC addregs, timestamp, SQN or (partial) FCS of
the beacon, partial SSID; and

[00107] - hash function of the above information.

[00108] Accﬁrding to various embodiments, four options for the short Ack SIG format

may be provided, like will be described with reference to Table 3 to Table 6.

Field Bit width Comments
Message type 4 Unused MCS field in
indicator normal data packet
TA , 9 ~ (partial) AID
RA 9 (partial) BSSID
Preferred MCS 4
: TBD (Depending on
Tail bits 6 group’s decision on tail
bit support)
CRC 4
" TOTAL | 36 2MHz case, there are 12

reserved bits

Table 3 Option 1: Short Ack SIG for NDP Type PS-Poll
[00109] According to various embodiments, in Option 1 (compare Table 3 for SIG
fields), the fields of RA (receiver address) and TA (transmitter address) may be defined,
RA and TA bits may be used as the identifier for pairing frarﬁe exchange i.e. short Ack
for NDP type PS-Poll.
[001 10] The probability of exact same RA and TA of short Ack for NDP type PS-Poll

may be low due to the design of RA, which may be based on (partial) AID of the STA
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that sends NDP type PS-Poll and/or CRC bits of NDP type PS-Poll to identify the

receiver of Short Ack, and the design of TA, which may be based on partial FCS and

Scramble Seed of received beacon frame or RA bits (and possibly CRC bits) of NDP type

PS-Poll to identify the transmitter of Short Ack.

Field

Bit width

Comments

Identification

Type ID for Short Ack
for NDP type PS-Poll.

ACKID

TBD

Based on Partial FCS
and Scramble Seed of
received beacon frame,
or

RA bits (e.g. PBSSID)
and/or CRC bits of NDP
type PS-Poll, as well as
TA bits (e.g. PAID) of
NDP type PS-Poll.
Suggest to use all unused
bits

More Data

Tail bits

TBD (Depending on
group’s decision on tail
bit support)

CRC

TOTAL

36

2MHz case, there are 12
reserved bits

Table 4 Option 2: Short Ack SIG for NDP Type PS-Poll

[00111] According to various embodiments, in Option 2 (compare Table 4 for SIG

fields), ACK ID may be defined and used as the identifier for pairing frame exchange i.e.

short Ack for NDP type PS-Poll. One combined field i.e. ACK ID in SIG to replace RA

and TA fields may be designed, but may have different length. It is to be noted that while
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computation of ACK ID in short Ack for the received frame other than NDP type is based

~on partial FCS (frame check sequence) and scrambling seed of received frame,

computation of ACK ID in short Ack for NDP PS-Poll may be based on the methods-

shown in the following for ACK ID computation.

[00112] The design according to various embodiments may ensure a low duplication

: probabilit); of RA and TA bits or ACK ID for NDP type and ACK ID for non-NDP type-

frame, due to the difference between the two computation methods. The identification in

~ SIG bits may be used to differentiate two types of short Ack.

Field Bit width Comments
Identification 4 Type ID for Short Ack for NDP type
. PS-Poll.
Based on Partial FCS and Scramble
12-14 Seed of received beacon frame, or RA
ACK ID (Same as defined -bits (e.g. PBSSID) and/or CRC bits of
in Short Ack for NDP type PS-Poll, as well -as TA bits
non-NDP frame) (e.g. PAID) of NDP type PS-Poll.
Suggest to use all unused bits
Duration/ACK 6.8 # of bits is same as defined in Short
ID Ext. Ack for non-NDP frame
More Data 1
Tail bits 6 TBD' (Dgpendmg on group’s decision
. on tail bit support)
CRC 4
TOTAL 36 2MHz case, there are 12 reserved bits
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Table 5§ Opﬁon 3: Short Ack for NDP Type PS-Poll

[00113] According to various embodiments, in Option 3, the same structure as the
short Ack for non-NDP type may be used but may h-ave a re-defined DURATION ﬁéld
(if 1t is deﬁnéd) or use some reserved bits in current short Ack design (if DURATION
field is not defined). The newly defined/redefined field may be ACK ID Ext. |

[00114] ACK ID and ACK ID Ext fields may be used aé the identifier for the pairing
frame exchange, where ACK iD may be the resulting bits based on partial FCS and
scramble seed of received beacon frame or RA bits of NDP frame being acknowledged,
and some TA bits of NDP frame being acknowledged. E.g. 9 RA bits and 3 MSB (most
significant bits) of TA field for 12 ACK ID bits, and ACK ID Ext is some (remaining)
TA bits of NDP frame being acknowledged. E.g. 6 LSB (least significant bits) of TA
field for 6 DURA_TION/ACK ID Ext bits. If more bits can be used for ACK ID Ext, CRC
bits of the received NDP type frame can be used that is being acknowledged. According
to various embodiments, other bit arrangement may be provided, dependent on whether
to place the above bits into the fields of ACK ID /ACK ID Ext.

[0011S]  According to various embodiments, ACK ID may be used to refer to the

combination of ACK ID and ACK ID Ext bits/fields without causing any ambiguity.

Field Bit width Commenté

Type ID for Short Ack for NDP type

Identification 4 PS-Poll.

Based on Partial FCS and Scramble
ACK ID 12-14 ' Seed of received beacon frame, or RA
bits (e.g. PBSSID) and/or CRC bits of
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NDP type PS-Poll, as well as TA bits
(e.g. PAID) of NDP type PS-Poll.

Duration 6-8

More Data 1

Tail bits 6 TBD. (D.epend‘mg on group’s decision
on tail bit support)

CRC \ 4

TOTAL 36 _ 2MHz case, there are 12 reserved bits

Table 6 Option 4: Short Ack for NDP Type PS-Poli
[00116] According to various embodiments, Option 4 ﬁay follow the same field
, stméture as the short Ack ‘for non-NDP type. ACK ID may be the identifier for the paring
frame exchange, 12-14 bits. ACK ID may be a function of RA and TA bits of NDP type
frame. ACK ID may be a function of RAV bits of NDP type frame and resulting bits based
on partial FCS and scramble seed of received beacon frame. CRC bits of NDP frame may
be used as the input for the function to compute ACK ID as well if there is enough bit
space.
[00117] In the following, ACK ID Computati;)n »according to‘ vérious embodiments
will be described.
[00118] According to various embodiments, ACK ID may be computed fqr short Ack
as the‘ response to NDP type PS-Poll, for example using STA’s information:

[00119] - MAC address, which only partial MAC address is feasible;
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'[00120] - AID,
— Which may be used as receiver address for short Ack
— From which full/partial AID/other equivalent AID-based value can be
used to ideritify AID of the STA
— Of which (partial) AID exists in SIG bits
— Which may b—e combined with the information- of AP that is used as
transmitter address for short Ack, as the identifier for pairing frame
exéhange i.e. short Ack for NDP type PS-Poll frame
[00121] According to various embodiments, ACK ID may be computed for short Ack
as the response to NDP type PS-i’oll, using SIG bits of NDP type vPS-Poll, based the
exampie in Table 1: |
[00122] - MCS, which may not be helpful.
[00123] - RA, e.g. (Scrambled) Partial BSSID, which may be common to all STAs
associated with the same AP and can be used to identify different BSSID (APs) with low
error probability. It is to be noted that (partial) BSSID can be used as transmitter address
for Short Ack. RA field o‘f NDP PS-Poll may be computed by the STA, based on partial
FCS and scrambling seed of received beacon from AP.
[00124] - TA,e.g. (Partial) AID, which is dependent on the number of ACK ID bits in
SIG and can be used as receiver address for Short Ack.
[00125] - CRC bits (4 bits), which may be not sufficient to differentiate the PS-Polls
from multiple STAs to avoid the dupli;:ate ACK ID problem, and may be used together
with RA bits e.g. Partial BSSID (9 bits in the examplé in Table 1) to construct an ACK

ID with 13 bits.
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[00126] - Tail bits, which may also not be helpful.

[00127] - Preferred MCS, which may also not be helpful.

[00128] ACK ID may be cbmputed for short Ack as the response to NDP type PS-Poll,
using the beacon information:

[00129] - Scramble seed of Service field; and

[00130] - Partial FCS.

[001.31] If the RA field of NDP type PS-Poll is based on the abové beacon information,
due to limited bit space (e.g. 9 bits) for RA field in SIG, RA bits may be expanded into
" more bits usi;lg the beacon info or combined with CRC bits in SIG of the received frame
‘ to form an ACK ID. For example, if the number of ACK ID bits is larger than the number
of CRC bits and RA bits of NDP type PS-Poll that are used to construct ACK ID field,
ACK ID based on CRC bits rhay be obtained and expanded RA bits (e.g. (scrambledl)
partial BSSID or the computation results that is based on partial FCS and scrambling sged
of the received beacon frame).

[00132] When partial BSSID is used for RA field of NDP type PS-Poll frame,
- expanded RA bits may be computed using some more extra bits of BSSID other than
partial BSSID used in NDP PS-Poll. For example, if partial BSSID uses 9 bjts, then
expanded RA bits (assurﬂing 12 bits) may be obtained by adding three more BSSID bit
into partial BSSID. The method may be applicable to scrambled PBSSID as well, as long
as scrambling bits are also expanded and known to both AP and STA.

[00133] The method may also be appiied to the cqmputation results that are based on

partial FCS and scrambling seed of the received beacon frame. -
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[00134] For the ACK ID computation for Option 2 according to various embgdiments,
the field structure may be shown as in Table 4. If RA field of NDP type PS-Poll is not
* based on partial FCS and Scrambling Seed of the received beacon frame, which are used
for ACK ID computation, AP and STA may have to store the info of partial FCS and
Scrambling Seed of the beacon frame or the resulting bits (ACK ID) based on the
information. The complexity or the cost of this scheme may be higher than Option 1. |
[00135] The AP may use some or all the following bits in SIG of NDP type PS-Poll
(SIG field structure is assumed as in Table 1) to compute ACK ID in short Ack as the
response to the received NDP type PS-Poll sent by STA:

[00136] - RA bits (and possibly CRC bits) of NDP fypé PS-Poll or Partial FCS and
scrambling seed of the received beacon frame; and

[00137] - STA’s (partial) AID or CRC bits of the received NDP type PS-Poll.

[00138] For example, ACK ID may include or may consist of séme of RA bits and all
TA bits éf NDP type frame. For eXample, 14 bits for ACK ID may be considered. For
example, the NDP PS-Poll frame structure as in Table 1 with RA=9-bit PBSSID and
TA=9-bit PAID may be‘assumed: |
[00139] -ACKID us.e>8 of 9 PBSSID bits. E.g. 8 LSB PBSS‘ID bits;

[00140] - Divide 9-bit PAID into two parts: PAID-MSB and PAID-LSB. E.g. 3-bit
PAID-MSB and 6-bit PAID-MSB;

[00141] - 8 PBSSID bits may be rotated (ﬁght or left-shifted) and the rotation counter
follows the value of 3-bit PAID-MSB. E.g. if the value of 3 MSB PAID bits is 7, then 8
PBSSID will rotate (right-shift or left-shift) 7 timgs and the resulting rotated Bits are used

as MSB of ACK ID; and
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[00142] - the remaining LSB of ACK ID is 6-bitPAID-LSB.

[00143] According to various embodiments, the bit-rotating approach of PBSSID bits
based on AID value may be used for ACK ID based on scrambled PBSSID bits of NDP
type frame. According to various embodiments, the bit-rotating approach of PBSSID bits
based on AID value can be used for ACK ID based on TA bits of NDP type frame and
resulting bits based on partial FCS and scramble seed of received beacon frame.
According to varibus embodiments, the bit-rotating approach of PBSSID~ may be
generalized as the indexing method where the index is based on some of known AID bits
(all these bit positions should be known to both enggging AP and STA) and there may be
an array of NDP PS-Poll RA (PBSSID) bits that are permutated by some bit
arrangements that are also known to both AP and STA. In the example shown above, the
indexing may use 3-bit PBSSID-LSB and the bit-rotation method may be used so that the
- complexity is low due to that both AP and STA don’t need to rememioer the array of
permutated PBSSID.

[00144] In the féllowing; identifying ACK ID that is based on bit-rotation will be
described. According to various embodiments, to decode ACK ID, the STA

[00145] (1) Set test counter as zero;

[00146] (2) Test whether 8-bit ACK ID-MSB matches the RA (8-bit PBSSID-LSB)
bits in NDP PS-Poll previously sent and waits for acknowledgement;

\[00147] (3) If matched, test counter is 3-bit AID-MSB and then go to (7). If not
matched, decide whether test counter is 7.

[00148]  (4) If the test counter is 7, declare ACK ID as invalid and end the decoding.

[00149] (5) Otherwise, increase the test counter and go to (6).

29



WO 2014/042596 PCT/SG2013/000400

[00150] (6) Rotate (e.g. right-shift) the 8-bit ACK ID-MSB and go to (2) to continue
the test.

[00151] (7) Obtain 6-bit PAID-LSB from 6-bit ACK ID-LSB and recover 9-bit PAID
from 3-bit PAID-MSB and 6-bit PAID-LSB.

(00152] (8) Test whether PAID value is valid. If PAID bits are valid, ACK ID is valid.
Otherwise, declare ACK ID as invalid.

[00153] CRC bits may be masked (bitwise XOR) with some bits of the identifier for
pairing frame exchange (e.g. RA/TA/ACK ID bits), i.e. short response frame that
acknowledges NDP type PS-Poll. Sorhe of the identifier méy be embedded inside CRC
mask bits. CRC bits may be computed same as for Short Ack in but mask with some
extra bits that are not in the short response frame SIG.

[00154] The indexing method (for example including bit-rotation) may be masked and
a CRC mask may be used to generate ACK ID with a shorter length. For example, 14-bit
ACK ID (option 4) may be considered and it may be assumed that PAID (partial AID) is
used as TA for NDP PS-Poll. 9-bit PBSSID and 5-bit PAID-MSB may be used to
construct ACK‘ ID for short response frame SIG, and 4-bit l;-AID-LSB ‘may be used to
mask 4-bit CRC. When STA receives response frame SIG for its NDP PS-Poll, it may
unmaék CRC with its 4-bit PAID-LSB and compare the result with Ae.xpected CRC bits
 that can be computed by the STA according to its NDP PS-Poll SIG being ackno;’vledged.
If matched, the short frame may be possible for itself and for further processing.

[00155] According to various embodiments, the CRC mask and indexing method may
bé combined to further relax the requirement on the numEer of ACK ID bits. 12-bit ACK

ID (option 4) may be considered and it may be assumed that PAID is used as TA for
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NDP PS-Poll. 10-bit PBSSID may be used that is expanded by the'AP‘ and may also be
known by the STA, and 5-bit PAID-MSB may be used to construct ACK ID for short
response frame SIG, and 4v-bit PAID-LSB may be used to mask 4-bit CRC. For examplé:
[00156] - When using 5-bit PAID-MSB, the first two bits may be used in ACK D in
addition to 10-bit PBSSID and the remaining 3 bits of PAID-MSB may be used as the
index by AP to obtain the PB S‘SiD.

[00157] - An array of permutated 10-bit PBSSID may be determined/known by both
AP and STA and th¢ indexing method is used.

[00158] - When STA receives short Ack, it first may unmask CRC bits in SIG with its
own 4-bit PAID-LSB and calculate CRC for the remaining bits in SIG before checking
the calculated CRC against the umhask CRC. If they are matched, STA may verify
whether the received 10-bit PBSSID is corfect by comparing it against its resulting 10-
PBSSID that are obtained by using the value of its 3-5™ PAID-MSB as the index to the
array of permutated 10-bit PBSSID. Thus, STA may obtain 3"-5" bit of PAID and 2-bit
PAID-LSB from ACK ID in SIG, and verify with its ov;In PAID bits.

[00159] - The rotating method described above may be used to free AP and STA of
storing the array. | | |

[00160] In the following, an example will Be described in which 12-bit ACK ID is
acquired through CRC mask and bit;fota;[ion that includes the information of partial AID
(PAID). Firstly the AP may construct SIG with the following bits to conipute CRC before
CRC mask:

[00161] - 4-bit Type Indication;
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[00162] - ACK ID that is concatenated by rotated sérambled partial BSSID and 2-bit
PAID-MSB; and

[00163] - other SIG bits.
[00164] FIG. 4 shows an illustration 400 of an example of Bit-rotating and CRC Mask.
: As shown in FIG. 4, lO-bii rotated scrambled PBSSID is obtained by AP expanding 9-bit
scrambled PBSSID into 10-bit (which is agreed between AP and the STA) of which the
first 2-bit scrambled PBSSID remains unchahged while the last 8-bit scramble PBSSID is
bit-rotated (e.g. right-shifted) with the times that is determined by the value of 3-bit
PAID-MSB i.e. 3-5" bits. After CRC is computed for these SIG bits, the 4-bit PAID-
.LSB is used to mask CRC results i.e. 4-bit PAID-LSB bitwise XOR operation with 4-bit
CRC results.

[00165] To decode the SIG bits, firstly the STA may check type indication and then
may unmask\ 4-bit CRC mask with its own 4-bit PAID-LSB. After unmasking, the STA
may compute whether unmasl; CRC is correct for the SIG bits. If the CRC result is
correct, the STA may proceed to decode ACK ID for scrambled PBSSID which is the
first 10-bit of ACK ID. It may determine whether the rotated scrambled PBSSID is
matched with its own pre-computed scrambled PBSSID after rotating these rotated
scrambled PBSSID with the times that is the value of 3™-5™ bits of its own PAID-MSB.
For example, if the value of 3“"-5‘h bits of its own PAID-MSB is 5? then scrambled
PBSSID bits may be right-shifted 5 times by STA (while AP should left-shift 5 times
scrambled PBSSID bits). If the above matches, the STA may obtain 11™-12" bits of ACK
ID and may verify against its ownls.t-2nd bits of PAID-MSB. If the above matches, the

ACK ID may be correct and the STA consider it has been acknowledged positively.
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[00166] In th.e following, Differentiating Short Acks for NDP Type and Non-NDP
Type frames according to variqus embodiments will be described. According to various
embodiments, éhort Acks for NDP type and non-NDP type may be differentiated through
the identification bit(s) in SIG.

[00167] FIG. 5 shows aﬁ illustration 500 of how false Short Ack may be avoided
according to various embodiments. For example a first station 502 may send an NDP‘PS-
Poll to a first AP 504, and this NDP PS-Poll may arrive at the first AP 504. Furthermore,
a second station 506 may send another NDP PS-Poll to a further station 508 (for example
a second AP), which may not arrive at the further station 508. Then, by differentiating-
short ACKs according to various embodiments, a short Ack from the first AP 504 to the
first station 502 (like indicated by ﬂoQ 5110) may not lead té a false short Ack at the
second station 506 (like indicated by flow 512).

[00168] ACK ID b;ased on the scheme according to vaﬁous embodiments may be used
to -identify short Ack frame to reduce the probability of a false short Ack that may be
accepted by a transmitter B 506 if

[00169] - The intended receiver C 508 does not'rec_:eive the NDP type PS-Poll or
DATA correctly, and does not send short Ack. |

[00170] - Another STA A 502 is transmitting to AP1 504 with transmission ended at
exactly the same time when B ends its transmission.

[00171] - Transmission from B 506 is not able to interfere with the transmission from
A 502 to AP1 504, so that AP1 504 may send a short Ack to A 502; while short Acic can

arrive at B 506 correctly.
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[00172] - Since B 506 is expecting short Ack from C 508, B 506 may accepf the short
Ack from AP1 504 by mistake. |

[00173] Even if B 506 has a much shorter transmission rangé than AP1 504 and there
is no protection for NDP PS-Poll, the probability of exact same ACK ID for NDP type
PS-Poll is very low dﬁe to the good design of ACK ID.

[00174]  But the duplication probability of ACK IDs for NDP t)—fpe and non-NDP type
frame may be not low due to the computation methods for these two kinds of ACK ID are
different:

[00175] (1) Computation of ACK ID in short Ack for.the received frame other than
NDP type may be based on partial FCS and scrambling seed of received frame.

[00176] (2) Computation of ACK ID in short Ack for NDP PS-Poll may be based on
partial FCS and scrambling seed on received beacon or RA bits and/or CRC bits of
received NDP type PS-Poll frame, as described above.

[00177] ‘ Further, short Ack for NDP type (PS-Poll) frame may be differentiated from
short Ack for non-NDP ltype frame using some identification bits in SIG so that the
probability of confusing other data transmission may be low.

[00178] L Upon receiving NDP type PS-Poll, AP may set the identification bits in
short Ack to indicate that the frame is for NDP type PS-Poll, as the response to the PS-
Polling STA.

[00179] II. Upon receiving short Ack, PS-Polling STA may identify the identification
bits that signal the response frame is a short Ack for NDP type frame. It is to be noted

that it is assumed the probability of duplicate- identifier e.g. ACK ID for NDP type

34



WO 2014/042596 PCT/SG2013/000400

response to NDP type frame is fairly low due to the method for ACK ID computation
“according to various embodiments. |
‘ [00180] III. Once AP/STA receives short Ack, in addition to CRC bhecking, it may
proceed with the related protocol as follows:

[00181] a. If AP/STA that is involved in the procéss using NDP type PS-Poll and short
Ack receives other AP’s short Ack for non-NDP type PS-Poll, it may identify whether it
is a short Ack for NDP type frame.

[00182] i. Ifitis a short Ack for non-NDP type frame, AP/STA may discard.

[00183] ii. If it is a short Ack for NDP type frame, AP/STA may identify whether it is
-,addressed to itself by using the identifier e.g. ACK ID field and/or other fields to
determine whether the short Ack is addressed to it. If it is not addressed to itself, it may
discard.

[00184] © b. If AP/STA that is involved in the process using non-NDP type frame and
short Ack receives other AP’s short Ack for NDP type PS-Poll, AP/STA may identify
whether it is a short Ack for non-NDP type frame.

[00185] i. Ifitis a short Ack for NDP type frame, AP/STA may discard.

[00186] ii. If it is a short Ack for non-NDP type frame, AP/STA,may identify whether
it is addressed to itself by using the identifier e.g. ACK ID field and/or other fields to
determine whether the short Ack is addressed to it. If it is not addressed to itself, it may
discard.

[00187] The method to differentiate short frame (e.g. short Ack) for NDP type and
non-NDP type using some SIG bits according to Varioﬁs embodiments may be applied to

other short frame similarly, if the design approaches of some of the fields are different.
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[00188] In the following, Short CTS SIG Design will be described. In a Short CTS, the
SIG field may include: |

[00189] - MCS — 4 bits (use a different reserved value from short Ack);

[00190] - Bandwidth (BW) - 3 bits; | | |

[00191] - Duration - TBD bits;

[00192] - CRC - 4 bits;

[00193] - Tail - 6 bits (TBD);

[00194] - CTS ID - <=9 bits (IMHz) ; <=21 bits (2MHz).

[00195] Short CTS may also be used as AP assisted medium syﬁchronization frame,
and short CTS frame reserves a time interval for a STA that is scheduled to wake up at
the slot boundary (or TWT, i.e. Target Wéke Time), with the SIG including RA field i.e.
the address of the STA that is scheduled to wake up at the slot boundary.

[00196] Short CTS may consider -CTS ID to' address the receiver. For the case of
RTS/CTS, CTS ID may be vdetermined based on Partial FCS and scram.ble seed
information from RTS. For the case of CTS-to-Self, CTS ID may be obtained from
partial TA of the transmitter to address both TA and RA. It may be assumed that Short
CTS uses RA field to address the receiver. This may create a problem whether we should
differentiate the above 3 kinds of short CTS since the duplicate probability of CTS ID
may be high.

[00197] FIG. 6 shows aﬂ illustration 600 of the example of false short CTS as médiﬁm
synchronization frame. Both AP1 and AP?2 send short CTS as medium synchronization
- frame and AP1 is A’s associated AP. If shqrt CTS from AP1 and AP2 have the same CT.S

ID or RA field, false case occurs. STA A can’t tell which short CTS is the real medium
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synchronizétion frame that it should follow. In FIG. 6, STA A may regard AP2’s short

CTS addressed to STA B as medium synehronizatioﬁ frame that is addressed to itself
from API1. |

[00198] FIG. 7 shows an illustration 700 of the example of false short CTS for

medium synchronization frame and RTS/CTS. STA A sends RTS to AP1 and expects a

short‘CTS from AP1 as the response to its RTS and STA B expects a short CTS from

- AP2 as the medium synchronization frame. Suppose that AP1 didn’t receive RTS or

receive a corrupted RTS that AP2 also can’t receive or receive a corrupted version, but |
AP2 transmits Short CTS to B as the medium synchronization frame.. The possibility of

this false short CTS case could be high if CTS ID/RA field for RTS/CTS and medium

synchronization frame short CTS is ider;tieal.

[00199] If CTS ID and RA are unified for the above two cases, then only PAID or

partial STA’s MAC address is possible, since there may be no preceding frame-before AP

sends medium synchronization frame. When PAID or partial STA’s MAC addiress 1s used,
the duplicate probability is high due to they are not unique among different APs and there

are many STAs that mayv have the same CTS ID or RA field. Another duplicate case is

that CTS ID for CTS-to-self may confuse 3™ party STAs doing RTS/CTS handshaking

based on short CTS, when partial TA bits are used as CTS ID that is same as that in short

CTS for RTS/CTS handshaking.

[00200] Type indication may be provided, wherein oné bit (TBD) or some reserved

- case for a field (e.g. BW (bandwidth)) in SIG is used to differentiate two types of short

- CTS: short CTS as the medium synchxonization frame and short CTS for RTS/CTS

handshaking and CTS-to-self. For example, notice that BW = 1, 2, 4, 8, 16 MHz, only 3
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bits ‘are required. 3 unused cases may occur for 3-bif BW and can use one such unused
case to indicate that short CTS is used as the medium vsynchronization frame. Further,
unused case may be used for short CTS used as CTS-to-self. There may be a need to
define one field to indicate whether short CTS is from AP. There may be one bit defined
to .differentiate whether short CTS is from AP. This may be accepted in the 802.11ah. If
the fr;\me is a broadcast synchronization frame (not addressed to a particular STA), we
can set DURATION field value as 0.

. [00201] Two désign options for short CTS SIG may be provided as follows.

[00202] Option 1 may be as follows: Short CTS is designed only for >=2MHz. Define
the following fields in SIG: RA and TA, in addition to the fields that may include Type
Indication, BW, DURATION, CRC, Tail. E.g. RAis 9 bifs, TA is 9 bits. We can define
one field to indicate whether short CTS is from AP. For AP, when AP responds tb the
STA’s RTS, use PAID as RA and use Partial BSSID or the computation resulting bits
based on Partial FCS and scramble seed inforxnati(.)n from RTS as TA; when AP sends
CTS-to-itself, use a reserved PAID (e.g. 0) as RA and use Partial BSSID as TA; when AP
responds to the STA with medium synchronization frame, use PAID as RA and use
Partial BSSID as TA; when AP broadcasts medium synchronization frame, use reserved
PAID e.g. 0 as RA and use Partial BSSID as TA. For STA, when STA responds to AP’s
RTS, use };AID as TA and use Partial BSSID or the computation resulting bits based on
' Partial FCS and séramb_le seed information from RTS as RA; v;hcn STA sends CTS-to-
litself, use its PAID as TA and use Partial BSSID as RA. The handling of short CTS

should include the step to identify whether the frame is from AP and decide whether it is
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addressed to itself. There may be one bit defined to differentiate whether short CTS is
from AP.

[00203] Option .2 may be as follows: Short CTS is designed such that is same for
1MHz and >=2MHz case, by embedding the PAID information into CRC bits aﬁd CTS
ID. If BW field is not used for medium synchronization frame, re-define 3-bit BW for 3-
bit PAID-MSB (1°* — 3™ bit of PAID). Use bit-shifted PB.SSID as CTS ID. Note that bit-
shifted PBSSID is the value of PBSSID right or left-shifted X times, where X is the value
of 2-bit PAID-MSB (4% and 5% bit of PAID). Mask (bitwise XOR) CRC with 4-bit
PAID-LSB (6" — 9% bit of PAID). The above methods of CRC mask and bit-rotation
operation have been described above. The handling protocol for CTS ID is similar to that
" for ACK ID that is based on CRC mask and Bit;rotation as described above.

[00204] a) When the frame is a broadcast synchronization frame (not addressed to a
particular STA), we can set DURATION field value as 0 and set PAID as 0 to compute
CTS ID. The approach can be applied to the case of short CTS for CTS-to-self, where tﬁe
STA/AP will set its partial‘ MAC address as CTS ID and the ST;A use its PAID to do
CRC mask and bit-rotation while the AP use 0 as PAID to do CRC mask and bit-rotation.
Note that in these cases, the STA with the same partial MAC address may be required to
send non-NDP CTS frame rather than short CTS. This can be done when the STA
perform authentication/association or through other frame exchange between AP and
STA.

[00205] b) When the frame is a synchronization frame addressed to a specified STA,

the DURATION field value may be set as the estimated time interval reserved for that
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STA and use the STA’s PAID to compute CTS ID. The approach can be applied to the
case of short CTS for RTS/CTS handshaking.

[00206] c) The problem with this design is that direct RTS/CTS handshaking between
two STAs may not be supported, as PBSSID may mix up with the PAID, if it is unable to
tell the difference between two CTS IDs from the STA and the AP respectively. In this
case, we can avoid this duplicate case by resgrving the PAID value that is same as
PBSSID. This reserved PAID value is not aséigned to any STA. Alternatively, if AP
allocateg}the PAID value that is identical to PBSSID to a STA, AP should request the
STA to send normal CTS rather than NDP short CTS.

[00207] In the following, speed frame exchange using short frame according to various
embodiments will be described. Speed frame exchange may provide functionality that
may enable an AP and non-AP STA to exchange a sequence of uplink and downlink
frames during a reserved time (for example TXOP). This operation mode may reduce the
humber of contention-based channel acceéses, irﬁprove channel efficiency by minimizing
the number of frame exchanges required for uplink and downlink data frames, and may
enable stations to extend battery lifetime by keeping Awake times short. This continuous
frame exchange may be done i)oth upiink and downlink between the pair of stations.
[00208] Speed frame exchange may require the use of normal ACK, where More Data
field in MAC header and response frame bits (2-bit Ack Indication) in SIG ﬁeld may be
used. Retrieving downlink ibuffered unit based on NDP type PS-Poll or transmitting
bufferéd uplink data based on trigger frame or NDP frame ca1Tying uplink data; indication
is also possible for speed frame exchange. Since short frames are transmitted with lower

MCS and shorter duration, it is more efficient and robust to use short frames for speed

40



WO 2014/042596 PCT/SG2013/000400

frame exchange. Transmitting buffered uplink data based on trigger frame or NDP frame
carrying uplink (UL) data indication for speed frame exchange can first let STA A send
frame X (e.g. trigger frame or NDP frame carrying UL data indication) with More Data
field set as 1 in SIG or MAC héader and the peer STA B involved in speed frame
exchange can send downlink (DL) data frame Y with More Data field set as 1 and 2-bit
Ack Indication set as b11. 2-bit Ack Indication with fhe value b11 indicates STA A will
send further UL data to STA B immediately following data frame Y.

[00209] . In the speed frame exchange based on normal ACK, the unintended STA that
can decode SIG correctly but decode MAC header wrongly may not be able to retrieve
the More Data field in MAC header. If the 2-bit Ack Indication value is b00 (the response
type is Ack), the unintended STA sets its NAV or defers its chaﬁnel access corresponding
to that for short Ack, which is wrong, aé it shall ‘actually identify there will be a normal |
ACK rather than short Ack immediately following current transmission. A data frame
with Mofe Data ﬁ‘el.d set as 1 in MAC header and 2-bit Ack indication set as b0O cannot
make the unintended STA set its NAV or deferred channel access time correctly because
the unintended STA can only decide that a short Ack is used immediately following the
current data frame if it chooses not to decode or decode the MAC header wrongly.
[00210] According to various embodiments, two approaches based on short frames for
speed frame exchange, like will be described in more detail in the following, may be
provided. It is to be note that short Ack need not have response frame bits (2-bit Ack
Indication). This embodiment may hélp replace the case of using normal ACK (if speed
frame exchange is the only case using normal ACK) so that 2-bit Ack Indication may be

re-designed, for example include 2-bit Ack Indication (00: short frame e.g. short
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Ack/short BA/short CTS; 01: normal BA; 10: No Ack; 11: a frame that is not ACK, BA
or CTS) in SIG, by combining the indication for short Ack/short BA and excluding the
use éf normal ACK (but we can allow to use normal BA for the case where t_he precediﬁg
frame immediately followed with normal BA should set Ack Indication to b11, for
example when norrr;al BA is not with a fixed length or is transmitted with a réte different
from the rate of the received frame that elicited the response).

[0021i] In a first option, STA may set Duration field in Short Ack SIG to indicate
whether there will be a frame from the peer STA immediately following current
transmission. For example,

[00212] - Duration = 0 may indicate there will no frame immediately following current
transmission from the peer STA;

[00213] - Duration = x> 0, e.g. aSIFSTime or (aPPDUMaxTime + 2*aSIFS’I“ime +
aPHY-RX-START-Delay) (other vaiue is also possible, as long as it makes clear that ‘
there will be some frame immediately following this Sh_oﬂ Ack. If the ﬁnit is not
microsecond, the value of Duration should be based on the time unit used.), indicates
there will a frame (transmitted by the peer STA) immediately following current
transmission.' |

[00214] In a second option, if Duration field in Short Ack SIG (for NDP PS-Pollj is
not defined or not allowed to use, define one available bit (defined as Immediately
Following Frame Indication, i.e. IFFI) to indicate whethe; there will be a frame from the

peer STA immediately following current transmission.
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[00215] The first option fnay be likely for using PS-Poll/Short Ack to complete speed
frame exchz¥nge and the second option may be likely for using NDP PS-Poll/Short Ack to
complete speed frame exchange.

[00216] FIG. 8, like will be described also in more detail further below, shows an
illustration 800 of an example of speed frame exchaﬁge using short Ack.

[00217] As shown in FIG. 8, speed frame exchange is based on short Ack (assume 2-
bit Ack Indication as specified in IEEE 802.11-1 137-1 1-OOah-speciﬁcation-framework;
for-tgah, Mingyong Park, “IEEE 802.11ah Specification Framework”). Station (non-AP
STA or simply STA) has only uplink data to transmit to AP. STA sends first its uplink
(UL) data with More Data field in MAC header set as 1 and 2-bit Ack Indication in SIG
set as b00 to indicate the presence bf short Ack immediately following current
transmission. The unintended STA that can decode SIG and MAC header correctly will
set its NAV or deferred channel access time to (aPPDUMaxTime + 2*aSIFSTime +
aPHY-RX-START-Delay). If the unintended STA can decode SIG correctly but is not
able to decode MAC header correctly, it can set its NAV or deferred channel access time
to the value corresponding to that for shor§ Ack i.e. (short Ack duration + 2*aSIFSTime +
aPHY-RX-START-Delay). In the current 802.11 standard, it applies EIFS protection rule
to set its NAV. |
[00218] 3" party STA receiving short Ack with DURATION = x > 0. 3" party STA
should wait at least a period of x before transmitting.

[00219] - If x = aSIFSTime, early Ack indication design principle is not épplied unless
the unintended STA regards this as the indication that there will be a presence of a frame

immediately following current transmission. The unintended STA can set NAV or
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deferred channel access time as the value of aPPDUMaxTime + 2*aSIFSTime + aPHY-
RX-START-Delay.

[00220] - If x =aPPDUMaxTime + 2*aSIFSTime + aPHY-RX-START-Delay, early
Ack indication design principlé is applied. The approach is exactly same as using
response frame bits (Ob11). The intended STA involved in speed frame change will
access the channel. However, the unintended STA can set its NAV or deferred channel |
access time to the value of the Duration field in short Ack SIG but this kind of NAV
setting is not very helpful for those unintended STAs that can receivé the following frame
(immédiately after short Ack) as they may not be able to set a new NAV after acquiring
that following frame due to the new NAV is likely smaller than current NAV.

[00221]  The specific protocél is addressed in the': above embodiments. The general
protocol/procedure for handling Ack Indication can be summarized as follows:

[00222] - The transmitting STA (transmitter) may set Ack Indication and may set the
response tybe accordingly.

[00223] - Upon receiving the SIG with IFFI or 2-bit Ack indication or 3-bit Ack
indication or other indication that can be used to infer the response type and whether it is
short frame or normal frame, the receiver (the intended STA) shall follow the instruction
as indicated to t?ansmit the corresponding response type and 31 party STA shélll set its
NAV or deferred channel accéss time according to the response type and whether it is
short frame or normal frame:

[00224] o) If a short frame is used, its duration is fixed.
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[00225] o) If a normal frame is used, the duration can be calculated based on the
lengfh (e.g. the léngth vof BA is 32 bytes) and expected transmission rate (equivalent to
the data transmission rate). .
[00226] | o) If the response typetis not ACK, BA or CTS, the duration can be regarded
as (aPPDUMaxTime + 2*aSIFSTime + aPHY-RX-START-Delay), as shown in the case
of speed frame exchange.

[00227] Including 2-bit Ack Indication (00: short Ack/short BA; 01: normal BA; 10:
No Ack; 11: a frame that is not ACK, BA or CTS) in SIG may not be sufficient to
support different options for the response type to PS;Poll. If the response to PS-Poll is
shorthck or polliﬁg response, we can set 2-bit Ack Indication in the SIG of PS-Poll as
the value b00 and b11 respectively. |

[00228]> If normal ACK has the same length as polling reéponse, we can define 2-bit
Ack Indication (00: short Ack/short BA; 01 :.polling response/normal ACK; 10: No Ack;
11: a frame ‘that is not ACK, BA, CTS and polling response). Normal BA is used only in
TXOP, where the value b11 can be used to indicate. |

[00229]  The solution to solve the problem of insufficient bits for Ack Indication or
ambiguity caused by 2-bit Ack Indication can combine the techniques or the steps in
véx_*ious embodiments.

[00230] In the following, a method for fast frame forwarding according to various
embédimerits will be described. |

[00231] In the current IEEE 802.11 standard, when the data packets are long, the

RTS/CTS messages may be used to reserve the media for transmission. However, it is

performed within one hop.
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[00232] Whén ‘rvelay is introduced, if the current design is used, two RTS/CTS
transactions may be required. The overhead could be héavy and it may also lower down
th¢ media transmission efficiency. According to various embodiments, various RTS/CTS
message exchange methods are provided to protect two-hop transmissions that involves
relay. |

[00233] for example, and without loss of generality, it may be assumed that the STA
is two hops away from the AP.

[00234]  According to various embodiments, processing as will be described in the
following may be provided. One of the relaying scenarios considered in the 802.11ah
standard is that both AP and station can hear each other. However, to save transmission
power of STA, a relay station may be used by STA for uplink data forWarding. In such
scenan'o, the STA may send RTS to AP difectly but the reserve media duration includes
both transmission durations required by STA ahd relay. After receiving the CTS from AP,
waiting for a short duration such SIFS (Short Interframe Spacing), STA started to
transmit data packet to relay, with relay indication in the data frame, either in the MAC
frame control header or in the SIG. Relay may forward the packet to AP using the
reserved channel time by STA using the RTS/CTS.

[00235] When the relay station receives RTS from STA, it may check the TA and RA
field of the RTS and know whether the STA is served by the relay at the moment.
[00236] The STA may use some bits in the SIG/FC to indicate whether frame
forwarding time required by relay is included in the RTS duration. If time is included, the
relay station of the STA which sends the RTS shall update its NAV énd also aware that it

is required to use the reserved media to forward data frame from STA to AP if CTS is
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sent out by the AP to confirm the media reservation. It may not be allowed to use the
reserved time to transmit frames other than the frame from STA that shall be forwarded
to the AP later.

[00237] The relay statibn may verify whether the CTS received is the one replied to
the RTS send by its subordinate STA. If CTS is a full CTS, the relay can derive the CTS
is for the RTS sent by its subordinate STA earlier. If CTS is a short CTS, the station shall
verify the CTS ID in short CTS to determine whether it is the one reply to the RTS from
its STA. |

[00238] According to various embodiments, processing as will be described in the
following may be provided. The STA sends RTS to the relay and the relay further send
an RTS to AP. For example, after receiving RTS from relay, AP reply with CTS to relay
and relay further send CTS to STA. Most of the fields such as source and destination
address, or CTS ID (when short CTS is used) can be reused. One bit in the RTS from
STA to relay may indicate that a relaying of RTS may happen. The destination address in
the RTS can be either the MAC address of relay or the MAC address of the AP. The
source address in the RTS from relay to AP may be the MAC address of relay or the
MAC addréss of STA. Wheﬁ short CTS is used, for the CTS from AP to STA, a relay bit
may be set so that relay station will send the CTS to STA.

[00239] According to various embodiments, processing as will be described in the
following may be provided. In case STA can hear from AP directly, RTS/CTS procedure
defined as described in the following may be used. The STA m‘ay send RTS to relay first

and relay may send a second RTS to AP. After receiving RTS from relay stations, the AP
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may send CTS to media. After receiving the CTS, the STA may send data over the
reserved media.

[00240] Aécording to various embodiments, processing as will be described in the
following may be provided. In case STA can hear from AP directly, the RTS/CTS
procedure defined as described in the ‘following may also be used. STA may send RTS to
relay first and relay may send CTS with relay bit to AP. After receiving CTS from Relay
stations, AP may sc;nd CTS message to media. The CTS sent by the AP can be the same

- one as received from relay. After receiving the CTS, the STA can send data over the
reserved media. |

[00241] To realize the above described embédiments, it may be necessary to define
one Relay bit or indication in RTS SIG/Frame Control field in MAC header to indicate
that this RTS is required to be relayed to AP or beingbreplied by Relay e.g. with
(short)CTS.

[00242] The CTS sent can be a short CTS or other format with transmitted address and
receiver address. Ack Indication in RTS (from STA to Relay) SIG may be set to a
specified \;alue e.g. b00 (indicating a short CTS frame is the immediate response).
[002.43] For short CTS from Relay to AP, one IRFI (Immediate Response Frame
Indication; the function may be similar to ACK Indication or IFFI) field may be defined
to indicate where there will be a short frame following Short CTS. IRFI = 0 may indicate
there will be a short frame (e.g. short CTS) following Short CTS. IRFI = 1 indicates there
will be a Data frame (non-NDP) following Short CTS. For CTS from relay to AP, IRFI is
set to 0. Duration is set to the Duration field value in RTS — SIFS — Short CTS duration.

CTS ID may be based on the scrambling seed and FCS of received RTS and/or STA’s
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AID and/or Partial BSSID or AID of Relay as well as AP’s BSSID. For example, bitwise
XOR operation on the computation results of the scrambling seed and F CS of received N
RTS, partial BSSID of Relay and partial BSSID of AP can create CTS ID carrying three
parties’ information. |

[00244] Once STA receives Short CTS (sent by Relay), if IRFI = 0, STA may defer
channel access after SIFS + Short CTS Duration. Once AP receives Short CTS (sént by
Relay) and if IRFI =0 and CTS ID is matched, AP will send short CTS.

[00245]  For Short CTS from AP to Relay/STA, IRFI may be set to 1 and Duration
may be extended accdrding to its knowledge on the data rate between AP and Relay.
[00246] In the following, speed frame exchange using short Ack according to various
embodiments will be described. According to various embodiments, an approach based
on NDP frames for speed frame exchange may be provided. The current problem for

- speed frame exchange may be that NDP frames such as short Ack reloads 2-bit Ack
Indication.

[00247] FIG. 8 shows speed frame exchange using short Ack acchding to various
embodiments. Data processing 802 of an access point (AP) and data processing 8v04 of a
station STA are shown.

[00248] According to various embodiments, as a first opfion, the duration field in
Short Ack SIG may be set to indicaté whether there v;/ill be data frame following current
transr_n.is.sion:

[00249] - Duration = 0 indicates there will no data frame following current

transmission;
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[00250] - Duration = x > 0, e.g. aSIFSTime or (aPPDUMaxTime + aSIFSTime) (other
value is also possible, as long as it makes clear that there will be some data frame
following this Short Ack) indicates there will data frame following current transmission.
[00251]  According to various embodiments, as a second option, if a duration field in
Short Ack SIG (for NDP PS-Poll) is not defined or allowed to be used, one available bit
(Immediate Response Frame Indication, IRFI) may be defined to-indicate whether there
will be data frame following current transmission.

[00252] According to various embodiments, as a third option, if both duration and
IRFI fields are available, the followingv may be applied:

[00253] - IRFI=1 indicates there will be a following frame, Duration field = 0 if the
frame duration is unknown or Duration = the frame duration + aSIFSTime if the frame
being acknowledged contains NAV information or deferred channel access time or the
duration of the frame following Short Ack is known;

[00254] - IRFI=0 and Duration>0 indicates that short Ack is a timer/time indication;
[00255] - IRFI=0 and Duration=0 indicates that short Ack is not a timer/tirhe
indication.

[00256] ACcovrding to various embodiments, as a fourth option, 2-bit Ack Indication
may be defined (or may not be reloaded).

[00257] Uplink data indication or More Data bit. may be used indicate uplink buffered
data and can be used as the first frame for speed frame change. According to various
embodiments, uplink data indication or More Data bit may be used to indicaté whether |
~ there is uplink data in PS-Poll which can be used as the first frame for speed frame

change.
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[00258] According to varioﬁs embodiments, setting NAV or deferred channel access
time to defer channel access may bé provided as will be described in the following.
[00259]  According to various embodiments,: in the first option, if IRFI is not defined:
[00260] - 3rd party STA receiving short Ack with DURATION = x > 0. 3rd party STA |
should defer channel access after at least a period of x before transmitting;

[00261] - If x = aSIFSTime, early indication design princible is not applied;

[00262] - If x =aPPDUMaxTime + aSIFSTime, early indication design principle is
applied. The approach may be the séme as using Ack Indication bits Ob11;

[00263] - The_STAs involved in speed fréme change will access the channel .

[00264] According to various embodiments, in the second option, if IRFI is defined,

the duration field may not be used and the following may apply:

[00265] - IRFI= 1 indicates there is an immediate following frame, same as Ob11;
[00266] - IRFI = 0 indicates there is no immediate following fréme,'same as No Ack
(b10).

[00267] According to various embodiments, in the third option, the following may
apply:

[00268] - IRFI=1 and Duration field = 0 indicates there is an immediate following
frame, same as using Ack Indication bits Ob11;

[00269] - IRFI = 1 and Duration field = X > 0 indicates there will be a fol}owing frame
with duration X-aSIFSTime; |

[00270] - IRFI = 0 indicates there is no immediate following frame, same as No Ack

(b10).
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[00271]  According to various embodiments, in the fourth option, the duration ﬁeld
may not be required.

[00272j According to various embodiments, channel access upon receipt of short Ack
may be provided as described in the following.

[00273] According to various embOdimenfs, in the first option, a 3rd party STA may
defer channel access after the period of time = (equal to) DURATION field value in
Short Ack SIG upon receiving Short Ack. -

[00274])  According to various embodiments, in the second option, the 3rd party STA
méy defer channel access after alPPDUMaxTime + aSIFSTime upon receiving Short Ack
with IRFI=1, or start channel access immediately for the case of IRFI=0.

[00275] According to various émbodimenfs, in the third option, the 3rd party STA may
defer channel access after the period of time = (equal to) DURATION field value in
‘Short Ack SIG upon receiving Short Ack with IRFI=1, or start channel access
immediately for the case of IRFI=0.

[00276] According to various embodiments, in the fourth option, the same as that in
speed frame exchange using normal ACK may be applied.

[00277]  According to various embodimef)ts, other NDP frame as the response frame
may include the fields of More Data and IRFI. The procedure using this kind of NDP
CTS may be similar to that for using short Ack.

[00278] In the following, CRC Mask for NDP frames will be described.

[00279] CRC mask is a bitwise XOR operation of CRC bits with a priori information
bits. The transfnitter generates CRC and masks it with some bits (a priori information bits)

and the expected receiver unmasks with the bits with a priori information bits.
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[00280] One of the embodiment to use CRC mask is for NDP frames which is without
MAC header/frame and only consists SIG fields (in additional to pre-amble). According
to various embodiments, 4-bit CRC mask may be used to replace 4-bit CRC for all NDP
frames., e.g. assume there is one RA (receiver address that is uséd to identify the receiver
of NDP PS-Poll) field in NDP type PS-Poll. The receiver (AP) of NDP PS-Poll can
determine the value before receiving, and use these information bits to perform CRC
mask:

[00281] - Transmitter (non-AP STA): Some Bits (e.g. 4-bit) frorﬁ Receiver Address
ﬁéld can bitwise XOR with CRC bits and the CRC mask results can Be used to replace
CRC field such that RA field can save some bits (4-bit) for NDP type PS-Poll;

[00282] - Receiver (AP): unmask CRC field with those bits not in RA field but as part
of Receiver Address identifier (the receiver address identiﬁér can be part or full
(scrambled) MAC address and the scrambling is pre-determined and known to both AP
and its associated STAs) of NDP type PS-Poll and verify whether the Receiver Address
field is matched with its own information and then compute/verify the CRC for the
received NDP frame.

[00283] CRC mask approach may be used for

[00284] 1. Short ACK to obtain the ACK ID which can be computed by the transmitter
of the frame being acknowledged. If the generated ACK ID is 14-bit, after CRC mask
operation, only a 10-bit ACK ID field is required and fhe remaining 4-bit can bitwise
XOR with CRC bits. Note that ACK ID can be pre-computed by the receiver.

[00285] 2. Short CTS to obtain the CTS ID which can be compufed by the transmitter

of the frame (RTS) being acknowledged. CTS ID field requires fewer bits (4-bit fewer).
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[00286] 3. Short BA to obtain the BAID and/or Start Sequence Control field which can
be computed by the transmitter of the frames being BLOCK—ACKed.

[00287]. 4. NDP type PS-Poll to obtain Receiver Address identifier such that RA field
requires fewer bits or TA field can be extended (e.g. 13-bit AID).

[00288] The revised NDP frame formats with CRC mask are as follows. Assume NDP
frame type indication uses 4-bit for both IMHz and >=2MHz cases. Total is 36 bits for
"IMHz. There are 12 reserved bits for the case >=2MHz.

[00289] The Short ACK frame as the response frame for non-NDP frame is as follows:

Field Bit-length : Comment
| NDP Indication : 1 " | Indicate NDP frame
NDP frame type 3 Indicate Short ACK for
‘ non-NDP frame
ACK ID 12 Based on Partial FCS and

Scramble Seed of received
frame (excluding 4-bit ACK
ID that is masked with

CRO)

More Data 1 Indicate whether there is
buffered data

ACK Indication 1 1: there is a immediately

following data frame -
0: no immediately following

frame
Duration 8 ‘
CRC mask 4 CRC bits masked with 4-bit
ACK ID that are not
included in ACK ID field
Tail 16

[00290] Total may be 36 bits for IMHz. There are 12 reserved bits for the
case >=2MHz.

[00291] The Short ACK frame as the response frame for NDP PS-Poll is as follows:

Field . Bit-length Comment

NDP Indication 1 Indicate NDP frame

NDP frame type 3 Indicate Short ACK for
NDP PS-Poll frame
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ACK ID+ACK ID TBD Based on the fields of

Extention received NDP PS-Poll (e.g.
, Partial BSSID and AID )
More Data 1 : Indicate whether there is
| buffered data
ACK Indication 1 1: there 1s a immediately

following data frame
0: no immediately
following frame

CRC mask 4 CRC bits masked with 4-
bit ACK ID that are not
included in ACK ID field

Tail 6

[00292] The NDP PS-Poll frame is as follows:

Field Bit-length Comment
NDP Indication 1 Indicate NDP frame
NDP frame type 3 Indicate NDP PS-Poll frame
TA 13 Transmitter Address, based
' on Partial or full AID
RA 9 - » Receiver Address, based on

Partial BSSID, excluding
those Receiver Address
identifier bits that are
masked with CRC bits.

CRC mask 4 CRC bits masked with 4-bit
Receiver Address identifier
that are not included in RA

field

Tail 6

[00293] The Short BA frame is as follows:

Field Bit-length Comment

NDP Indication 1 Indicate NDP frame

NDP frame type 3 ' | Indicate NDP Short BA
frame

BAID (Block ACK ID, TBD Excluding 4-bit BAID bits

Starting Sequence Control) that are not included in
BAID field '

Block Ack Bitmap TBD :

CRC mask 4 : | CRC bits masked with 4-bit
BAID bits that are not
included in BAID field

Tail 6
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[00294] The Short CTS frame is as follows:

Field Bit-length Comment
NDP Indication 1 Indicate NDP frame
NDP frame type - 3 Indicate Short CTS

CTSID TBD Based on Partial FCS and

~ Scramble Seed of received
frame (excluding 4-bit CTS
ID that is masked with CRC

bits)
Duration | TBD :
CRC mask 4 CRC bits masked with 4-bit
' CTS ID that are not
: included in CTS ID field
Tail 6

[00295] In the following, NDP ACK and NDP Modified ACK according to various
embodiments will be described.

[00296] A désign for short ACK and modiﬁéd short ACK (i.é. NDP ACK and
Modified ACK) may be provided. The SIG field forméts of NDP MAC frames may be as
in FIG. 9 and ip FIG. 10. .

[00297]  FIG. 9 shows a SIG ﬁéld format 900 for IMHz NDP MAC frame.

[00298] FIG. 10 shows a SIG field format 1000 for >=2MHz NDP MAC frame.
[00299] An NDP MAC frame méy be a NDP frame with the NDP Indication field of
thé SIG field set to 1 (or 0) to differentiate from non-NDP MAC frame. Several NDP
MAC frame formats are defined to decrease MAC protocol overhead in IEEE 802.11ah.
[00300] The fields for NDP ACK / NDP modified ACK may contain an identifier that
is used to differentiate from other NDP ACK / NDP modified ACK. They may contain
Duration field and Duration Indication field. Since the Duration field should be enough to

cover a long time period and resolution should be as small as possible, it is reasonable to
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have enough bits defined for the Duration field. For example, if 9 bits are used for
Duration field, a Time Unit (TU) of millisecond must be used for the Duration field in
order to cover 512 milliseconds. However, a large TU may cause unnecessary earlier
wakeup for a power séving STA if the Duration field is used to indicate the sleep time
during which there is no transmission for the STA. The Duration Indication field is 1 bit
~ in length. It is usea to indicate whether the duratién is the time of no data transmission
(i.e., wakeup timer) for the STA (Duration Indication = 1) or the channel access
reservation time following current NDP ACK (Duration Indi;ation = (). When the
Duration field is used to indicate the channel access reservation time (1.e. the duratioﬁ for
all the transmissions for the STA) and also used by 3™ party STA for NAV setting or
deferred channel access time, the coarse TU may waste the channel access time
‘unnecessarily. To reuse the Duration field for the gbove two pin‘poées i.e., sleep time and
channel access time. The tiﬁe unit for two purposes may be differer;t. |
[00301] In the following expressions for the duration, without causing ambiguity, we
can denote the duration for the transmission of maximum size of PPDU i.e.
aPPDUMaxTime by MAX PPDU, the duration for the transmission of ACK frame by
ACK and aSIFSTime by SIFS.

[00302] For speed frame exchange based on NDP ACK as described herein, since
Duration field is available for NDP ACK/Modified ACK, we can (1) set Duration
Indication field to O which means the Duration field is used for the duration for frame
transmission and Duration field is used to indicate the channel access reservation time for
the transmission fo]lowiﬁg current NDP ACK/modified ACK, e.g. to indicate there will

be an immediate frame following NDP ACK. If the frame duration is known from
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immediate previous frame, Duration field for NDP ACK is set to (the corresponding
duration indicated in the immediate pvrevious frame — NDP ACK — SIFS)/TU (TU is the
time unit for Duration field when Duration Indication = Q). If the frame duratioﬁ is
unknown, Duration field is set to SIFS/TU (i.e. an equivalent value based on Time Unit
for Duration field) in NDP ACK/modified ACK. A Duration field value corresponding to
the duration of SIFS (or a non-zero value smaller than SIFS) has a special‘ meaning here.
If is indicated that there will be an immediate following frame (SIFS after current NDP
ACK/Modified ACK).‘ To know the exact transmission, the unintended STA has to listen
to the immediate next frame or defer channel access for NDP ACK + 2*SIFS after
receiving the frame that elicited the NDP ACK frame. A Duration field value of 0 means
there is no immediate following frame. (2) Duration Indication field is set to 1 which
means a wakeup timer and there is no immediate frame following current NDP
ACK/Modified ACK, and Duration field is set to thé sleep duration for the STA being
acknowledged. |

[00303] | FIG. 11 shows an illustration 1100 of one example of speed frame exchange
ﬁsing short Ack for STA with uplink/downlink data. Précessihg 1102 of an AP and
processing 1104 of a STA are shown.

[00304] 3" parfy STA upon receiving Short Ack/modified short Ack:

[00305] - defers before next event for a duration = Duration field value in short
Ack/modified short Ack * TU if Duration Indication = 0 and Duration > S.IFS/TU;
[00306] - defers before next event for a duration = aPPDUMaxTime + aSIFSTime if

Duration Indication = 0 and O<Duration <= SIFS/TU; and
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[00307] - defers SIFS before next event if Duration Indication = 0 and Duration = 0 or
Duration Indication = 1. |

[00308] If Duration field (or Duration bits that can be unmasked from other fields in
NDP ACK/Modified ACK) is available for short Ack/modified short Ack, we can let

» [00309] - Duration Indication- = 0 indicates there could be an immediate frame
following short Ack/modified short Ack

| [00310] o) Duration = 0 is equivalent to No Response (equivalent to Ack Indication
bits = 10);

[00311] o) Duration = SIF S/le is equivalent to Long Response with unknown
length/duration (equivalent to Ack Indication bits = 11), suitable for DATA without
Duration field; Long Response means the response data unit is a data frame;

[00312] o) Duration > SIFS/TU is equivalent to long Response with known
length/duration (Ack Indication bits - 11) indicates channel access reservation time for
the transmissions. following curreﬁt short Ack/modified short Ack, suitable for DATA
with Duration field;

[00313] - Duration Indication = 1 indicates that Duration field is a wakeup timer and -
there is no immediate frame following current short Ack/modified short Ack

[00314] ©) Duration = 0 is equivalent to No sls:ep time;

[00315] o) Duration > 0 indicates a wakeup timer.

Duration Duration Description
Indication
0 0 Ack Indication=10 No

response) , which means
there will no response
frame.
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0 SIFS/TU Ack Indication =11(long

response, unknown
length/duration), which

means there will be a
data frame with unknown
duration as the long

. response.

0 ' >SIFS/TU (SIFS/TU may be round | Ack Indication =11(long
up/off. Other suitable value is also | response, known

possible, as long as it is smaller than | |ength/duration) , which

SIFS/TU and larger than 0) means there will be a

data frame with known
duration as the long

response.
1 0 No sleep time
1 ' Nonzero Wakeup timer

Table 7 Usage of Duration Indication and Duration fields in NDP ACK/Maodified
: ACK

[00316] The reason why we can set Dﬁration Indication to 0 and Duration to a value
<=SIFS/TU to iﬁdicate the equivalent indication of Ack Indication bits set to 11 (long
response with unknown duration) is th.;:lt. the STA is only allowed to access the channel
after SIFS upon receiving the frame such as NDP ACK or ACK. Thus, ahy value smaller
or equal to SIFS/TU is not m¢aningfu1 to the receiving STA or not allowed in the
baseline (JEEE 802.11-2012). We can reserve all these values to represent the special
indication. For example, if SIFS = 4*TU, any value of 1,2,3 and 4 can be used to indicate
the equivalenfindication of Ack Indication bits set to 11.

| [00317] Table 7 shows the usage of Duration Indication and Duration fields for NDP
ACK/Modified ACK, illustrating the equivalent indication of ACK Indication bits based
on the Duration Indication and Duration fields of NDP ACK. The NDP (Modified) ACK
frame with the reserved value for the Duration field that_ is smaller than SIFS/TU can be

used to indicate other NDP frames (e.g. when Duration Indication is set to 0). When SIFS
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1s 160 millisecond and TU is 40 millisecond, there are at least 3 reserved values (1,2,3)
that can be used to indicate other NDP frames. For example, a NDP (Modified) ACK
with the Duration Indication field set to 0 and the Duration field set to 1 can be used to
indicate a null data packet of CF-End that is used to truncate the TXOP. In this case,
ACK ID of this NDP frame can be computed as if the transmitter were the intended
recipient. Alternatively, ACK ID of this NDP frame can be computed based on the partial
AID (PAID) of the transmitter STA or thé partial BSSID of the AP with which the
 transmitter STA is associated.‘ The intended receiver should regérd this special NDP
frame as the truncation of the current TXOP. 3™ party STA should regard this special
NDP frame as a CF-End frame.

[00318] The ACK ID of NDP modified ACK may be determined by the following
method. AP can concate.nate the Partial AID (PAID) of the STA whose NDP PS-Poll is
being acknowledged and its Partial BSSID (PBSSID) and use the partial 4-bit CRC of the
received NDP PS-Poll or full result of the modulo X operation the 4-bit CRC value of the
received NDP PS-Poll being acknowledged as the circular bit shift counter initial value
(X=16 if total number of PBSSID and PAID bits is 18). For example, if the 4-bit CRCbis
3, the concatenated bits will be right-shifted/left-shifted 3 times circularly to generate the
ACK ID. Incorporating the 4-bit CRC of the received NDP PS-Poll cah help giving
“additional iﬁformation to identify the NDP Modified ACK so that the false case
probability may be reduced. Another embodixﬁent could‘ be that using the partial 4-bit
CRC of the received NDP PS-Poll or full result of the modulo X operation on the 4-bit

CRC of the received NDP PS-Poll as the circular bit shift counter initial value (X=8 if

61



WO 2014/042596 PCT/SG2013/000400

total number of PBSSID bits is 9) to right-shift the PBSSID bits before concatenating
with PAID bits to construct ACK ID.

[00319] Since there are fewer availablé bits e.g. for IMHz NDP MAC frames, the
Duration field may not be included fully or partially. For example, if ACK ID is 18-21
bits for NDP Modiﬁed ACK, it is unlikely to have a separate ﬁeld for Duration.
According to vaﬁous embodiments, partial/full Duration bits may be masked with the
partial/full ACK ID bits. There may be Duration field including partial Duration bits. In
this case, the construction of Duration bits shall consider both Durz;tion field and those
bits masking with partial/full ACK ID bits. The originator (transmitter) of NDP Modified
ACK generates the real ACK ID (for example, following the methods in the previous
paragraph) first and mask (bit-wise XOR opération)' with Duration bits (after converted to
the value in terms of Time Unit that cbuld be 1 millisecond, SIFS, a Slot} Time or other
ﬁnit) to obtain the final ACK ID. The intended receiver of the NDP Modified ACK will
unmask (bit-wise XOR operation) with the real ACK ID which is known to obtain the
Duration bits. For eiample, assume that the length of the real ACK ID is 18 bits and the
length of Duration is 9-bits, then the 9 most significant bits of the final ACK ID can be
generateci at the originator by the 9 most significant bits of the real ACK ID masking with
9-bit Duration value and the 9 least significant bits of the real ACK ID. Whether to mask
with Duration bits with the partial/full real ACK ID bits may be dependent on Duration
Indication. When Duration Indication is set to 0, as the 3™ party STA may not receive the
immediate previous frame being acknowledged, it is not feasible to mask the real ACK
ID with Duration bits. When Duration Indication is set to 1, as the 3™ party STA may not

care about the wakeup timer, it is feasible to mask the real ACK ID with Duration bits.
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[00320]  Since there are only 4-bit CRC in NDP MAC frame to protect the error, NDP
MAC fréme_ may be error-prone due to the bad channel. According to various
embodiments, a FEC (forward error correction) e.g. parity check bits or repetition coding
for the Duration field may be used. Since if the Duration field is corrupted and CRC is
not able to report the error, the STA may use the Duration wrongly, either with a wrong
sleep tirﬁe or with a wrong channel access time. There may be many FEC (forward error
correction) coding methods on Short BA (BlockAck). One embodimgnt of FEC could be
a repetition coding. Simply, we can repeat the Duration field bits and mask‘(bit-wise
XOR) with the real ACK ID in NDP ACK/modified ACK so that the final ACK ID is a
masked ACK ID i.e. the computation of real ACK ID bits XOR FEC coding bits for
Duration field. For the intended STA, it knows how to verify the ACK ID since it can use
the received Duration field bits in NDP ACK/modified ACK to unmask the received
ACK ID so that it can compare the unmasked results with the real ACK ID that it has
already known. Note that the ACK ID bits and FEC _coding bits for Duration field are not
necessary equal. We can simply mask partial or full ACK ID field with parﬁal or full
Duration field. Alternatively, we can apply a mapping function for FEC coding bits for
Duration field and then mask with ACK ID field to generate masked ACK ID results. The
mapping function is pre-defined. For example, we can generate CRC (secondary CRC in
addition to 4-bit CRC field in NDP MAC frame) for the protected Duration field bits and
‘use the CRC results aé the mapping function input. The mapping function can use the
above CRC results as the initial counter for circular bit-shift (eithef right-shift or left-shift)
| operation on the FEC coding bits for the Duration field that aré used to mask with real

ACK ID. The intended receiver will unmask the ACK ID field with the bits generated by
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circular bit-shifting the FEC coding bits for Duration field with the initial counter value

as the generated CRC results from the received Duration field bits, and éompare with the

reél ACK ID that it has already known. For example, if the 4-bit CRC are used for the

FEC coding bits for Duration field and the result is b0101 (i.e. V3) which is used as the-
initial counter for the bit right-shifting, the transmitter of NDP ACK/modified ACK

frame will right-shift the FEC coding bits for Duration field circularly 3 times to obtain

the results for the masking with real ACK ID. If ther\e is one bit available for FEC coding

in NDP ACK/Modified ACK, we can even use one bit for parity check on Duration bits

or field.

[00321] The above techniques can be used separately or combined together to achieve

the design objective.

[00322]) In the following, NDP ACK and Modified NDP ACK according to. various

embodiments will bé‘descn’bed.

[00323] ACK ID for NDP ACK is based on partial FCS and scramble seed (service

field) of the eliciting frame (the received frame being acknowledged by the receiver). But

the frame such as PS-Polllmay generate the partial FCS that is almost fixed. To achieve

the randomization for the frame ;Nithout almost fixed partial FCS bits, the ACK ID

computation §hall include the randomized bits (e.g. in the scramble ‘seed) as many as

possible. The randomization of ACK ID generated by the concatenation of the partial .
FCS and service field bits is not better than that of ACK ID generated by XOR operation
on both the partial FCS and service field bits, as the number of randomized bits will be
reduced if partial FCS bits are concatenated. Note that service field bits and partial FCS

are considered to be independent. Therefore, according to various embodiments, the XOR
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operation both the partial FCS and service field bits to compute ACK ID for NDP ACK
may be provided. The XOR operation retains both information bits of partial FCS and
service field as many as possible. |

[00324] Can we unify NDP ACK (the NDP response frame for non-NDP-PS-Poll
frame) and Modified NDP ACK (the NDP reSpoﬁse frame for NDP-PS-Poll fréme)l
without extra indication bit? In the following discussion, we show that we need to define
one bit to differentiate NDP ACK and Modified NDP ACK if unifying NDP ACK and
Modified NDP ACK but tﬁis approach is not favorable since there is very limited bits for
I MHz case. Therefore, the best way is to define two diffefent NDP types for NDP ACK
and modified NDP ACK. |

[00325] It is to be noted fhat there are two different computation melt‘hods for ACK ID
in the fesponse frame (NDP ACK and Modified NDP ACK):

[00326] - ACK ID in the NDP ACK is based on FCS field of eliciting frame could be
almost fixed (e.g. PS-Poll) and the number of used scramble seed bits is at most 7;
[00327] - ACK ID in the Modified NDP ACK is based the eliciting NDP PS-Poll
could be never randomized.

[00328] It maybe ass_umed that NDP ACK and Modified NDP ACK are unified
without differentiatién (see the following for false case study). | |

[00329] FIG. 12 shows an illustration 1200 .of a false NDP ACK Case for Concurrent
Transmissions of PS-Poll and NDP PS-Poll to an AP. FIG. 12 shows one example of *
false NDP ACK case, where there are concurrent transmissions of PS‘-Po‘ll and NDP PS-
Poll. One transmission of PS-Poll is from A to AP and the other transmission of NDP PS-

Poll is from B to AP. Both A and B can’t hear each other and expect NDP ACK from AP.

3
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Suppose that AP can only receive a strong signal from A and respond to A’s PS-Poll with
NDP ACK that can reach B. B receives AP’s NDP ACK, which may carry the same ACK
iD in short response frame SIG so that the possibility of this false NDP ACK case could
be high. This is because ACK ID in the response frame to PS-Poll could be ﬁf(ed. FCS
ﬁeld‘ of PS-Poll frame could be'almos-t fixed (no randomization is provided) and only

- SERVICE field (scramble seed) provides randomiéation for ACK ID. If 6 LSBs of
SERVICE field are used for ACK ID computation, the false case probability (duplication
probability) could be as high as 1/64. | N

[00330] FIG. 13 shows an illustration 1300 of a false NDP ACK case for concurrent
transmissions of PS-Poll and NDP PS-Poll to two APs. FIG. 13 shows an example of
false NDP ACK case, where there are concurrent transmissions: One traﬁsmission of
NDP PS-Poll is fro?n A to AP1 and the other transmission of PS-Poll is from B to_ AP2
(A is associéted with AP1 and B is associated with AP2). A expects a NDP ACK from
AP1 and B expects a NDP ACK from AP2. Suppose that AP1 responds té A’s NDP PS-
Poll with NDP ACK that can reach B, but AP2 can’t receive B’s PS-Poll. B receives
AP1’s NDP ACK. If AP1 have a longerv transmission range when it sends NDP ACK
that can reach B, false NDP ACK occurs if ACK ID in the response frame to NDP PS-
Poll and PS-Poli frame are same for A and B. The possibility of this false NDP ACK case
could be high (~1%) because FCS field of PS-Poll could be fixed and the number of the
used SERVICE field bits for ACK ID computation is at most 7 and ACK ID in the
response frame to NDP PS-Poll could be fixed.

[00331] FIG. 14 shovs./s an illustration 1400 of a false NDP ACK césé for concurrent

transmissions of NDP PS-Poll to two APs. FIG. 14 shows an example of false NDP ACK
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case if ACK ID for NDP PS-Poll is based on TA field and CRC field of the eliciting NDP
PS-Poll, where there are concurrent transmissioﬁs: One transmission of NDP PS-Poll is
from A to AP1 and the other transmission of NDP PS-Poll is from B to AP2 (A is
assdciated with AP1 and B is associated with AP2). A expects a NDP ACK from AP1
and B expects a NDP ACK from AP2. Suppose that AP1 responds to A’s NDP PS-Poll
with NDP ACK that can reach B, but AP2 can’t receive B’s NDP PS-Poll. B receives
AP1’s NDP ACK. If B have a shorter transmission range when it sends‘NDP PS-Poll that
can reach APi, and AP1 have. a longer transmission range when it sends NDP ACK that
can reach B, false NDP ACK occurs if ACK ID in the response frame to these two NDP
PS-Polls are the same for A and B. The possibility of this false NDP ACK case could be
high if ACK ID in the response frame to NDP PS-Poll is simply based on CRC_bits and
TA bits of NDP PSfP_()ll. Note that the STAs with the different AP may have the same .
TA bits for their NDP PS-Poll if the TA bits are obtained Partial AID bits .. bitwise
XOR operation on (partial) AID and some bits of its AP’s BSSID.

[00332] | Suppose both APs have only a very smaller number of STAs (e.g. 1 STA). For
the false case shown in FIG. 14, ACK ID duplication occurs with high probability due to
that TA (VPAID) bits copld be the same for the case of only 1 STA associating with each
AP. Please note that in this case only CRC bits can tell the difference. But what if CRC
bits are the same? The duplication proi)ability is too high. ‘

[00333] For >=2MHz case, if ACK ID is cofnputed with some RA bits, TA and CRC
bits of NDP PS-Poll, but these RA bits could be identical for both APs and TA (PAID)
bits are likely identical (e.g. when there is only 1 STA associating with eéch AP),.

duplication probability (false case probability) depends on CRC bits only.
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[00334] To determine the ACK ID bit length, we have to balance between the bit
leﬁgth of ACK ID and Duration field. The longer ACK ID, the lower duplication
probability (assume randomization is achieved); The More Duration bits, higher
resolution time unit for channel access (NAV setting or aefened channel access time) /
sleep duration, i.e. no/little tirhe is wasted for channel access and more energy could be
saved for lbng sleeper.

[00335] To keep both information from partial FCS and scramble seed for a ACK ID
field with very limited space, according to various embodiments, ACK ID may be
computed for non NDP-PS-Poll frame by XOR operation on both partial FCS and some |
or all the bits of S_ervice fields of the eliciting frame. For example, ACK ID Computation
(FCS and. Sex;vice ﬁélds are from Received frame) |

[00336] - IMHz: FCS[O:S] XOR (Service [0:6] || Service [0:1]) or FCS[0:8] XOR
Service [0:6]; |

[00337] - >=2M Hz: FCS_[O:IS] XOR (Service [0:6] || Service [0:6] || Service[O:I]) or
FCS[0:15] XOR Service [0:6]) |

[00338] where field[x:y] indicates the bits from position X té y in the field, XOR is the
bitwise XOR operation and || is the bit éoncatenation operation. Sometimes; when XOR
operation on the bits with the unequal length, the MSBits should be set to 0’s for the bits
with the shortg:r length. Similarly the computation of ACK ID for NDP PS-Poll can be
based on the XOR operation as well. For example, ACK ID computation is based on the

following (CRC and RA fields are from the received NDP PS-Poll fraine).
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[00339] A first option may be as follows: ACK ID[0:8]= RA[0:8] and ACK ID[9:17]
= Bit right/left-shift PAID with the counter that is some of MSBits or LSBits of 4-bit
CRC of received NDP PS-Poll.

[00340] A second option may be as follows: ACK ID[9:17] = some of PAID bits XOR
with 4-bit CRC of received NDP PS-Poll:

[00341] - ACK ID[0:17]= RA[0:8])|] ((CRC[0:3] || CRC[0:3] || CRC[0]) XOR TA
[0:8]) or RAh[O:S])H (CRCJ0:3] XOR TA [0:8)), Wheré RA, TA and CRC fields are from
received NDP PS-Poll frame being acknowledged. ’

[00342] The following tables may show emboaiment of NDP ACK and Modified NDP
ACK frames. |

[00343] NDP MAC frame body of NDP ACK frame contéins the information listed in
Table 8 NDP MAC frame body of NDP ACK(1MHz) and Tablé 9 NDP MAC frame
vbody of NDP ACK (The NDP ACK frame used to réépond to all frz'lmes' other than a
NDP PS-Poll frame is described in tile following.

[06344] The NDP MAC frarﬁe body of NDP ACK for 1MHz has the structure defined

in Table 8 (NDP MAC frame body of NDP ACK (1MHz)).

- Size o e
Field | (bits) | Description
NDP MAC
Frame - 3 NDP MAC Frame Type field is set to 2
Type

The ACK ID field is 9 bits in length and computed
based on the partial FCS and the information from the
ACK ID 9 scrambling seed in the SERVICE field of the frame
being acknowledged for the computation of the ACK
ID for NDP ACK frame. ACK ID[0:8]= FCS[0:8]
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XOR (Service[0:6] || Service[0:1]), where FCS and
.Service fields are from received frame being
acknowledged. Service field is obtained before
descramble.

More Data 1 The More Data field is described in 8.2.4.1.8.

The Duration Indication field is 1 bit in length. It is

. used to indicate whether the duration is the time of no
Duration data transmission (i.e., wakeup timer) for the STA
Indication (Duration Indication = 1) or the channel access
reservation time following current NDP ACK
(Duration Indication = 0).

The Duration field is 10 bits in length for 1 MHz. It is
used to indicate either the period of time, starting from
the end of the current frame transmission, that there
will be no data transmission for the STA being
acknowledged if Duration Indication is set to 1, or the
duration for all frames transmitted during CP, and
under HCF for frames transmitted during the CFP, if
Duration Indication is set to 0. The time unit for
wakeup timer is 1 millisecond, for transm15s1on
duration is 40 microseconds.

Equivalent ACK Indication(if Duration Indlcatlon 0):
Duration = 0 indicate that there is no frame
immediately following this frame, equivalent to No
response

Duration = 1 indicate that there is a frame with
unknown frame duration immediately following this .
frame

Duration = 2 indicate that there is CF-End frame
immediately following this frame

Duration = 3 and 4 are reserved.

Duration 10

This bit indicates the Relay shall share the TXOP and
1 | continue to transmit the frame over the next hop after
SIFS

Relayed
Frame

Table 8: NDP MAC frame body of NDP ACK(1MHz)

[00345] The NDP MAC frame body of NDP ACK for >=2MHz may have the

structure defined in Table 9.
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Field

Size
(bits)

Description

NDP MAC
Frame Type

NDP MAC Frame Type field is set to 2

ACKID

16

The ACK ID field is 16 bits in length and computed
based on the partial FCS and the information from the
scrambling seed in the SERVICE field of the frame
being acknowledged for the computatlon of the ACK
ID for NDP ACK frame. :

ACK ID[0:15]=FCS[0:15] XOR (Service[0:6]
|[Service[0:6] ||Service[0:1]), where FCS and Service
fields are from received frame that elicited the
response. Service field is obtained before descramble.

More Data

The More Data field is described in 8.2.4.1.8.

Duration
Indication

The Duration Indication field is 1 bit in length. It is’
used to indicate whether the duration is the time of no
data transmission (i.e., wakeup timer) for the STA
(Duration Indication = 1) or the channel access
reservation time following current NDP ACK
(Duration Indication = 0).

Duration

17

.| Duration Indication is set to 1, or the duration for all

The Duration field is 17 bits in length for the
bandwidth equal or larger than 2 MHz. It is used to
either indicate the period of time, starting from the end
of the current frame transmission, that there will be no
data transmission for the STA being acknowledged if

frames transmitted during CP, and under HCF for
frames transmitted during the CFP, if Duration
Indication is set to 0. The time unit is described in
Table 8.

Relayed Frame

The Relayed Frame field is described in Table 8.

Table 9: NDP MAC frame body of NDP ACK (2MHz)
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[00346] NDP MAC frame body of NDP Modified ACK frame contains the |
information listed in Table 10 NDP MAC framé body of NDP Modified ACK (IMHz)
and Table 11 NDP MAC frame body of NDP Modified ACK. The NDP Modified ACK
frame used to respond to a NDP PS-Poll frame is described in the following. The NDP

“MAC frame body of NDP Modified ACK for IMHz has the structure defined herein.

. Size o
Field (bits) ‘ | Description

NDP MAC

Frame Type - 3 NDP MAC Frame Type field is set to 3

The ACK ID field is 18 bits in length and computed based on RA,
TA and CRC fields of received NDP PS-Poll frame. ACK
ACKID 18 ID[0:17]= RA[0:8] || (CRC[0:3] || CRC[0:3] || CRC[0]) XOR TA
[0:8]) , where RA, TA and CRC fields are from received NDP PS-
Poll frame being acknowledged.

More Data 1

Reserved ' 3 Setto 1

Table 10 NDP MAC frame body of NDP Modified ACK (1MHz)

[00347]  The NDP MAC frame body of NDP Modified ACK for >=2MHz has the structure

defined herein.

. Size .
Field (bits) Descrlpthn
NDP MAC
Frame 3 NDP MAC Frame Type field is set to 3
Type ,
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The ACK ID field is 18 bits in length and computed
based on RA, TA and CRC fields of received NDP PS-
: Poll frame. '
ACKID 18 ACK ID[0:17]= RA[0:8] || (CRC[0:3] || CRC[0:3] ||
CRC[0]) XOR TA[0:8]) , where RA, TA and CRC
fields are from received NDP PS-Poll frame being

acknowledged.
More Data 1
Du.rati.on 1 | The Duration Indicate field is described in Table 8
Indication
Duration 16 The Duration field is described in Table 8

Table 11: NDP MAC frame body of NDP Modified ACK (2MHz)

[00348] In the following, more details an NDP ACK will be given.

[00349] NDP MAC frame body of NDP ACK frame may contain the information
listed in Table 12 and Table 13. The NDP ACK frame used to respond to all frames other
than a NDP PS-Poll frame will be described in the following.

[00350] The NDP MAC frame body of NDP ACK for IMHz méy have the structure

defined in Table 12.

Size »
Field , Description
| (bits)
NDP MAC
Frame 3 NDP MAC Frame Type field is set to 2
l Type
]
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The ACK ID field is computed based on the partial
FCS and the information from the scrambling seed in
the SERVICE field of the frame being acknowledged
for the computation of the ACK ID for NDP ACK
'ACKID |9 frame.

.ACK' ID[0:8]= FCS[0:8] XOR (Service[0:6] ||
Service[0:1]), where FCS and Service fields are from
the received frame that elicited the NDP ACK frame.

Service field is obtained before descramble.

More Data 1

It is used to indicate whether the duration is the time of

no data transmission (i.e., wakeup timer or flow
Duration :
1 suspend duration) for the STA (Duration Indication =

Indication :
1) or the channel access reservation time following

current NDP ACK (Duration Indication = 0).

The Dﬁration field is used to indicate either the period '
of time, starting from the end of the current frame
transmission, that ‘there' will be no data transmission for
Duration 10 the STA being acknowledged if Duration Indication is
set to 1, or the duration for all frames transmitted |’
during CP, and under HCF for frames transmitted

during the CFP, if Duration Indication is set to 0. The
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time unit for the case of Duration Indication set to 1 is
1 millisecond, for the case of Duration Indication set to

0 1s 40 microsecond.

Duration Indication = 0 and Duration = Q indicates No
Response; Duration Indication = 1 and Duration = 0

indicates Long Response.

Thg Relayed Frame field when set to 1 indicates the
STA starts the transmission for TXOP sharing or a
Relayed | Flow Suspend duratipn for the recipient STA to stop
Frame further data frames for a flow control if the Duration
Indication field is set to 1 and the Duration ﬁeld isal

nonzero valid value.

1
Table 12: NDP MAC frame body of NDP ACK (1MHz)

[003511 The NDP MAC frame body of NDP ACK for >=2MHz may have the

structure defined in Table 13.

Size
Field Description
(bits)
NDP MAC | 3 NDP MAC Frame Type field is set to 2

75



WO 2014/042596 PCT/SG2013/000400

Frame
Type
The ACK ID field is computed based on the partial
FCS and the information from the scrambling seed in
the SERVICE field of the frame being acknowledged
for the computation of the ACK ID for NDP ACK
frame.
ACK ID 16 :
ACK - ID[0:15]=FCS[0:15] XOR  (Service[0:6]
||[Service[0:6] ||Service[0:1]), where FCS and Service
fields are from the received frame that elicited the NDP
ACK frame. Service field is obtained before
descramble.
More Data | 1
Duration - The Duration Indication field is described as in NDP
' 1
Indication ACK frame (1MHz).
The Duration field is described in as in NDP ACK
Duration 14
frame (1MHz).
Relayed The Relayed Frame field is described in as in NDP
1
Frame . ACK frame (1IMHz).
Resewgd 1 Setto 1

Table 13: NDP MAC frame body of NDP ACK ( 2MHz)
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[00352] In the following, NDP Modified ACK will be described.

[00353] NDP MAC frame body of NDP Modified ACK frame may contain the
~ information listed in Table 14 and- Table 15. The NDP Modiﬁed ACK frame used to
respond to a NDP PS-Poll frame is described in this sub-clause.

[00354] The NDP MAC frame body of NDP Modified ACK for IMHz may have the

structure defined in Table 14. |

Size
Field Description
(bits)
NDP MAC'
Frame 3 NDP MAC Frame Type ﬁeld.is setto 3
Type
The ACK ID field is computed based on RA, TA énd
CRC fields of received NDP PS-Poll frame. ACK ID
is the bit seQuence of the concatenation of some or full
RA, TA and CRC field bits. For example,
ACK ID 18
ACK ID[0:17]= RA[0:4] || CRC[0:3] ||TA [0:8], where
RA, TA and CRC fields are from the received NDP
PS-Poll frame that elicited -the NDP Modified ACK, ||
is the bit concatenation 6peration.
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More Data 1
Duration ‘The Duration Indication field is described in as in NDP
1
Indication ACK frame (1MHz).
The Duration field is described in as in NDP ACK
Duration 1
frame (1MHz).
Reserved 1 Setto 1

Table 14: NDP MAC frame body of NDP Modified ACK (1MHz)

[00355] The NDP MAC frame body of NDP Modified ACK for >=2MHz may have

the structure defined in Table 15.

Size :
Field Description
(bits)
|
NDP MAC
Frame 3 NDP MAC Frame Type field is set to 3
Type
The ACK ID field is computed based on RA, TA and
CRC fields of received NDP PS-Poll frame. ACK ID is
ACKID 18 o
the bit sequence of the concatenation of some or full
RA, TA and CRC field bits. For example,
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ACK ID[0:17]= RA[0:4] || CRC[0:3] |ITA [0:8], where
RA, TA and CRC fields are from the received NDP
PS-Poll frame that elicited the NDP Modified ACK, ||

1s the bit concatenation operation.

More Data 1
Duration The Duration Indicatioh field is described in as in NDP
) 1
-Indication , ACK frame (1MHz).
The Duration field is described in as in NDP ACK
Duration 14

frame (1MHz).

Table 15: NDP MAC frame body of NDP Modified ACK ( 2MHz)

v[00356]' When there is an upper limit of TXOP time, if the .duration that is larger than
this upper limit can be used as reserved cases as well. For the duration that is smaller than
the smallest possible value (e.g. SIFS or SIFS+NDP ACK) can be used as reserved cases.
Thus, the reserved cases of Duration field that are used for equivalent ACK Indication are
indiéated by the most or least significant bits of Duration field.

[00357] In another embodiment for equivaleﬁt ACK Indication, we can make use of
‘the following reserved values to indicate equivalent ACK Indication for No Response and
Long Response wvith unknown duration for early ACK indication. For example, bDuration
Indication = 0 and Duration = 0 indicates the equivalent ACK Indication of No Response
and Duration Indication = 1 and Duration = 0 indicates the equivalent ACK Indicatién of

Long Response with unknown duration.
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i00358] In this case, the least significant bit of Duration is reserved for equivalent
ACK Indication. |

[00359] The reserved values that are smaller than or equallto floor(SIFS/TU) (where
floor(x) is the floor function, indicating the largest integer not greater than x)) can be
used to indicate other cases e.g. the following response _frame' is CTS (CTS-to-self). The
reserved case may be extended to the duration that is smaller than (SIF S+NDP ACK)/TU,
as the shortest frame length is NDP frame and SIFS is the shortest inter-frame space. For
example of 1MHz, if NDP frarhe is 6 OFDM symbols and each OFDM symbol is
40microsecond, the shortest frafne duration is 560 micfosecond (taking into account the -
preamble which is 320microsecond). Thus, if TU is 160microseconds, we have four
reserved cases 0, 1, 2 and 3. If (SIFS+NDP ACK)/TU is round up, we can have oné more
reserved value which is 4. In this case, the 2 least significant bit of Duration is reserved
for equivalent ACK Indication when Duration Indication is set to 1.

[00360] In addition to the above embodiment for equivalent ACK Indication, we can
also reverse the values of Duration field that are smaller than a rhinimum wakeup timer
value and use them to indicate the ecjuivalent ACK Indication. For example, if minimum
wakeup timer is at least 2 with a time unit TU e.g. 1 millisecond, we can reserve the case
of Duration = 1 and Duration = 1 as well to indicate e. g. the foilowing immediate
response frame is CF-End. In this case, the least significant bit of Duration is reserved for
equivalent ACK Indication when Duration Indication is set to 1 when Duration Indication
is set to 1.

[00361] Duratio/NAV Setting for the normal frame in current 802.11 with Duration

field still can follow the convention. When RTS/CTS or other protectioh mechanism for
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channel access protects a TXOP, even TXOP originator/holder transmits the frame with a
short MAC header that has no Duration field for NAV setting, the TXOP réspbnder cah
still set the Duration field in the response frame either NDP ACK or modified NDP ACK
(wherein modified NDP ACK may be identical to NDP Modified ACK, Whi;:h inturn
may be identical to the short response frame to NDP PS-Poll) after receiving the eliciting
frame as the MCS and length (number of the OFDM symbols or number of bytes,
dependent on Aggregation bit in SIG field) in the SIG field of the eliciting framé can be
used to determine the value of Duration field in the res;;onse frame. For example, if the
remaining NAV before the transmission of the eliciting frame is X and the duration for
eliciting frame is Y, the Duration field should be set as ceil((X-SIFS-Y)/TU), where TU
is the time unit for Duration field when Duration Indication is 0 and cejl(x) is the ceiling
function of x thét is used to round up for the setting of Duration field / NAV. X, SIFS and
Y are assumed With the same time unit. Otherwis;e, they should be converted before
Duration field setting is set. Y is obtained by dividing the length of the eliciting frame by
the da_lta rate corresponding to the MCS value in the SIG field of the eliciting frarﬁe and
round up the time unit used for Duration setting,.

[00362] Inthe following, TXOP Termination for Speed Frame Exchange Using (NDP)
ACK according to various embodiments will be described.

[00363] Assume that Duration field is available for NDP ACK/modified NDP ACK.
One of the possible embodiments for equivalent ACK indication can be as follows.
[00364] Duration Indication = 0 indicates there could be an immediate frame
following NDP ACK /modified NDP ACK. |

[00365] - Duration = 0 is equivalent to No Response (Ack Indicatioln bits = 10);.
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[00366] - Duration = a reserved value <= ﬁoor(SIFS/TU) is equivalent to Long.
Response with unknown length/duration (Ack Indication bits = 11), §uitéb1e for DATA
without Duration field;

[00367] - The value < floor(SIFS/TU) is reserved as STA is allowed to access the
~ channel after SIFS

[00368] - - Duration > floor(SIFS/TU) is equiyalent to long Response with known
length/duration (Ack Indication -bits = 11) indicates TXOP bfor the transmissions
following current NDP ACK /modified NDP ACK, suitable for DATA with Duration
field.

[00369] | Duration Indication = 1 indicates that Duration field is a wakeup timer and
there is no immediate frame following current NDP ACK /modified NDP ACK.

[00370] Duration = 0 is equivalent to no sleep time.

| [00371] NDP Ps-Poll frame with UDI caﬁ be used as the first frame for speed frame
change and is responded with modified NDP ACK or DATA:

[00372] - Ifitis responded by modified NDP ACK, Duration field is set-to

[00373] 6) a reserved value fof unknown length/duration case since AP doesn’t know
the STA’s frame length;

[00374] 0) Otherwise the value determined by Preferred MCS and UDL

[00375] 31 party STA upon rec"eiving‘ NDP ACK/modified NDP ACK, before next
event, it can ‘ | | |

[00376] -defer for a duration = Duration field value in NDP ACK/modified NDP

ACK * TU + aSIFSTime if Duration Indication = 0 and Duratidn > SIFS/TU;
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[00377] - defer for a duration = aPPDUMaxTime + 2*aSIFSTime if Duration
.Indic':ation =0 and O<Durati6n <= SIFS/TU;

[00378] - defer aSIFSTime if Duration Indication = 0 and Duration = 0 or Duration
Indication = 1.

[00379] It is to be noted that aSIFSTime is 160microseconds 'in 802.11ah and
SIFS=aSIFSTime. |

[00380] ~ FIG. 15 shows an illustration 1500 with a statibn with UL and DL Data.
[00381] FIG. 16 shows an illustration 1600 with a station with UL and DL Data.
[00382] FIG 15 and FIG. 16 illustrate two examples for‘ speed frame exchange us'ing

- (Modified) NDP ACK.

[00383] FIG. 15 illustrates an example that an non-AP TIM STA listens fo the beacon
and finds its TIM bit is set to 1 and then sends NDP PS-Poll to AP but UDI=0. AP
responds with the buffered data from downlink delivery to the STA. During the speed
frame exchange, upon there is no further DL frame to the STA, the AP will indicate More
Data = 0 in the last DL frame to the STA and the STA also sends uplink data frame to the
AP by setting ACK indication to 00 (expecting NDP ACK from the AP) to acknowledge
its‘reception of DL frame from the AP. After thét, AP sends NDP ACK by setting
Duration Indication =0 and Duration = 1 i.e. a reserved value to indicate a long response
with unknown duration (if UL frame duration is unknown).

[00384]  FIG. 16 illustrates another example that an non-AP TIM STA listens to the
beacon and finds its TIM bit is set to 1 and then sends NDP PS-Poll to AP but UDI>0.
AP responds with the Modiﬁc;d NDP ACK and indicates More Data %1 and Duration

Indication is set to 0 and Duration is set to 1 i.e. a reserved value to indicate a long
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respbnse with unknown duration (if UL frame duration is unknown). If NDP PS-Poll with

UDI>1 (for 2MHz) and the non-AP STA sets UL frameﬁufation in UDI, Duration .

Indication can be set to 0 and Duration can set to a known value in the responding

Modified NDP ACK by the AP, since the AP may estimate or know both DL and UL

frame duration (MCS is determined by the rule for the response frame).

Duration Indication Duration Description

0 0 Ack Indication=10 (No response)

0 1 -Ack Indication =11 (long response, unknpwn duration)

0 2 Ack Indication =11(CF-End as the Response with known
duration)

0 3 TBD

0 4 TBD

0 >4 Ack Indication =11(long response, known duration)

1 0 No sleep time

1 Wakeup timer

Nonzero

Table 16: Equivalent ACK Indication

[00385] In the following, TXOP Termination for Speed Frame Exchange using NDP

ACK according to various embodiments will be described.
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[00386] Assume that SIFS=160us and TU=40us for Duration field of NDP ACK .When
Duratic;n Indication =0 (indicatéé Duration is the period of channel access reservation
time for the fréme transmission, for NAV setting). There are four reserved values 1,2,3,4.
For example, we can use 1 to indicate unknown long response, and use other values (i.e.
i, 3 and 4) to indicate the respbnses With known duration e.g. 2 is used to indicate CF-
End. (see Table 11 for more details). |
[00387] If TXOP holder knows there is no more data between itself and TXOP
responder and it sends the last response frame (NDP ACK) before terminating current
TXOP, it shall set Duration Indication to 0 and Duration to 0.

[00388] . Otherwise, when the TXOP responder detects that More Data bit is set to 0
and/or EOSP=1 in the immediate previous received frame from the TXOP ‘hOIder, and
has no more data to transmit to TXOP holder, then the following method can be used,
dependent on whether TXOP holder will terminate TXOP with CF-End after speea frame
exchange is done. Whether TXOP holder will terminate TXOP with CF-End after speed
frame exchange is finished or not can be setup as a rule, or negotiated during association
(or other management exchange or explicit /implicit indication in speed frame exchange
if possible).

[00389] If TXOP holder vﬁll terminate TXOP with CF-End after speed frame
exchange is done, TXOP responder shall vacknowledge by setting Duration Indication = 0
and Duration = 2 (or a reserved value to indicate CF-End is the following immediate
response frame) in NDP ACK to indicate there will be an immediate CF-End frame
following current NDP ACK. Other frame terminating TXOP may be possible. The

Duration setting in the above suggests that the TXOP will be ended or truncated. A non-
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zero reserved value is set for Duration field to indicate there will be an irﬁmedia;e CF-
End frame.

[00390] If TXOP ﬁolder will not terminate TXOP with CF-End after speed frame
exchange is done (or no more data frame between TXOP holder anti TXOP responder),
then TXOP responder shall set Duration Indication is set to 0 and Duration is set ‘;o 0 (or
a reserved value to indicate there is né immediate response frame) if TXOP responder
knows there is no more immediate following frame. A rule should be set up to allow
TXOP responder to release the channel access time if TXOP responder understands it can
truncate the remaining channel access time.

[00391] In the following, TXOP Termination for Speed Frame Exchange using ACK
according to various embodiments will‘be described. |

[00392] If TXOP holder knows there is no more data between itself and TXOP
responder and it sends the last response frame (ACK) before terminating cﬁrrent TXOP,
it shall set Ack Indicétion to 10 (No Response) and Duration field to 0.

[00393] Otherwise, when the TXOP responder detects that More Data bit is set to 0
and/or EOSP = 1 in the immediate previous received frame from the TXOP holder, and
has no moré data to transmit to TXOP holder, then the following method can be used,
dependent on whether TXOP holder will terminate TXOP with CF-End after speed frame
exchange ié done. Whether TXOP holder will terminate TXOP with CF-End after speed
frame exchange is finished or not can be setup as a rule, or negotiated during association
(or other management exchange or explicit /implicit indication in speed frame exchange

if possible).
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[00394] If TXOP holder will terminate TXOP with CF-End after speed ffame
exphange is doné, TXOP r¢sponder shall écknowledge by setting ACK Indication to 10 |
(No response) to indicate no response and Dufation is set to a reserved value that is
smaller than floor(SIFS/TU) to indicate there will be a frame terminating TXOP. For
exémple, if SIFS=160us and TU=40pus for Duration field, then there are 4 reserved values
ie. 1, 2, 3 and 4. The Duration setting in the above suggests that the TXOP will be ended
or truncated. Ack Indication of ACK is set to 10 (No response) but a non-zero reserved
value is sét for Duration field of ACK to indicate there will be an immediate CF-End
frame following current ACK.

[00395] Whether TXOP holder will terminate TXOP with CF-End after speed frame
exchange is finished or not can be setup as a rule, or negotiated during association (or
other management exchange or explicit /implicit indication in speed ffamé exchange if
possible).

[00396] If TXOP holder will terminate TXOP with CF-End after speed frame
exchange is done (or no more data frame between TXOP holder and TXOP responder),
then the above given method can be used. |

[00397] If TXOP holder will not terminate TXOP with CF-End after speed frame
exchange is done, then TXOP responder shall set AckIndication = 10 (No response) and
Duration is set to a value equal to ACK Time+SIFS (or a reserved value to indicate there
will be no immediate following response frame). A rule should be set up to allow TXOP
responder to release the channel access time if TXOP responder understands it can

truncate the remaining channel access time.
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[00398] For TXOP truncating for speed frame exchange using either NDP ACK or
ACK, if 3™ party STA receives (NDP) ACK that indicates there will an immediate CE-
End frame following current (NDP) ACK to terminate current TXOP, 3" party STA may
defer channel access until the duration correspopding to (NDP) ACK -+ 2*SIFS or receive
CF-End to confirm the termination of TXOP. |

[00399] In the following, a relay protocol according to various embodiments will be
described.

[00400] In the following, relay flow control according to various embodiments will be
described.

[00401] To suspend frame transmissions to Relay, a Relay may send a unicast or
bfoadcast Relay Flow Suspend action frame, and Suspend Duration > 0 |

[0»0402] - STAs may not transmit data frames to the STA addressed in the TA for the
amount of time indicated in Suspend Duration field.

[00403] - STAs may resumé normal. procedure for data frame transmission when the
Suspend Duration time has expired.

[00404] To restart frame transmissions to Relay, a Relay may send a unicast or
broadcast Relay Flow Resume action frame.

[00405] - STAs may caﬁcel the flow suspend time, and resume normal procedure for
data frame transmissions to the STA addressed in the TA. |

[00406] - The sending of Relay Flow Resume action ffame by the Relay is optional,
* and may be used by the Relay to cancel an existing Suspend Duration.

- [00407] In R.4.5.C of IEEE 802.11-1137-15-00ah-specification-framework-for-tgah,

Mingyong Park, “IEEE 802.11ah Specification Framework” (which may be referred to as
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the “draft specification” herein), the draft specification may define a flow control
" mechanism at the relay.
[00408] - To suspend frame transmissions to Relay, a Relay may send ‘a unicast or
- broadcast Relay Flow Suspend action frame, and Suspend Dﬁration > 0:
- STAs may not transmit data frames to the STA addressed in the TA for the
amount of time indicated in Suspend Duratioﬁ ﬁeld;
— STAs may resume normal procedure for data frame transmission when the
Suspend Duration time has expired.
[00409] - To restart frame transmissions to Relay, a Relay may send a uhicast or
broadcast Relay Flow Resume action frame:
— STAs may cancel the flow suspend time, and resume normal procedure for
data frame transmissions to the STA addressed in the TA; ﬂ
— The sending of Relay Flow Resume action frame by the Relay is optional,
and may be used by the Relay to cancel an existing Suspend Duration.
[00410] - The draft specification may define a 1-bit ﬁeld in FC (Frame Control) ﬁeld’
in one of the S1G control response frame which includes a time field for Reiay flow
contrél signaling. S1G may méan Sub-1 Giga hertz. This is' the term for 802.11ah as its
operating frequency is below 1 GHz, different from the current WLAN (802.11a/b/g/n)
operating at 2.4/5 GHz. Altematively, S1G may be referred to as IEEE 802.11ah.
[00411] When a Relay receives a valid frame, the Relay may respond with:
[00412] - An Implicit ACK in next-hop transmission after SIFS,'if Relay has received

Relayed Frame bit set-to 1;
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[00413] - An ACK after SIFS with Relayed Frame bit set to 1, and continue with next-
hop DATA transmission after SIFS;
[004‘14] An ACK after SIFS with Relayed Frame bit set to 0, and does not continue to
use the remaining TXOP.
[00415] A relay may set Relayed Frame bit to 1 only if it has received a More Data bit
set to 0. .
[00416] The above may be provided for relay flow control and TXOP sharing for two-
hop Relay.
[00417] = According to various embodiments, the Duration Indication and Duration field
of NDP ACK issued by the Relay upon receiving the frame to be relayed may be
redveﬁ_ned, i.e. Duration Indication = (e(iual to) 1 may indicate the Duration subﬁeld value
equal to a Sﬁspend Duration in the response NDP ACK frame issued by the Relay. This
definition implies that Duration for NAV setting or deferred channel access is 0 for the
STA receiving the NDP ACK frame with a Suspend Duration indicaﬁon.
[00418] To suspend frame transmissions to Reiay, a Relay may send a unicast or
broadcast NDP ACK, by setting Duration Indication to 1 to indicate a valid non-zero
Suspend Duration that is indicated by the Duration field of NDP ACK, STAs shall not
transmit data frames to the‘ STA with the matching ACK ID for the amount of time
indicatgd in Duration field of NDP ACK. STAs may resume normal prbcedure for data
frame transmission when the amount of time as indicated in Duration field of NDP ACK
has expired. |
[00419] FIG. 17 shows an illustration 1700 of an example of the relay flow control

indication according to various embodiments. Processing of a relay 1702, processing of a
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first station 1704 (STA1), and processing of a second station 1706 (STA2) are shown. As
. shown in FIG. 14, the STA1 with the data frames may stop the further transmission for a
duration (as indiéated in Duration field of NDP ACK) after receiving the response frame
NDP ACK with Relayed Frame field set to 1 and Duration Indication set to 1, from the
RELAY. The STA1 may reéume the suspended transmission to the RELAY after the
flow suspend duration expires and/or it received the FLOW RESUME frame from the
RELAY. |

[00420] To restart frame transmissions to Relay, a Relay may send a unicast or
broadcast NDP ACK, by setting Duration Indication = 0 to indicate a Resume Normal -
Procedure Action can be done, STAs may start to transmit data frames to the STA with
the matching ACK: ID. |

[00421]  According to various embodiments, an equivalent broadcast address for NDP
ACK may be deﬁned, for example ACK ID = all 1’s or all 0’s or a reserved case deﬁnéd
as broadcast address. |

[00422] If the ACK ID éomputation results are identical to the broadcast address for
| NDP ACK, there is an ambiguity on whether the responding NDP ACK frame is for the
frame to be rélayed.

[00423] The Reléyed Frame field of NDP ACK may be set.to 1 to differentiate the
following two cases (Alternatively, the Relay may determine whether it is the recipient
STA of the received frame by checking the information (e.g. Address 1 and/or Address 2)

in the MAC header.):
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[00424] - If the frame is sent to the Relay but not for relaying, Relayed Frame field éf
NDP ACK is set té 0. In this case, Duration Indication = 1 and Duration = a valid
nonzero value indicates a wakeup timer for the STA.

[00425] - If the frame is sent to the Relay for relaying, Relayed Frame field of NDP
"ACK is set to 1. In this case, Duration Indication = (is equal to) 1 and Duratioﬁ = (is
equal to) a valid nonzero value indicates a Suspend Duration for the STA.

[00426] NDP ACK includes Duration Indication and Duration field. The usage of the
Duration Indication and Duration fields of NDP ACK may be defined for the Relay flow
control when Relayed Frame field of NDP ACK is set to 1: Duration Indication = 1
indicates a Suspend Duration in the response NDP ACK frame by thg Relay. To
suspend frame transmissions to Relay, a Relay may send a NDP ACK, by setting both
Relayed frame and Duration Indication fields to 1 to indicate a valid non-zero Suspend
Duration that is indicated by the Duration field of NDP ACK, the STA may not transmit
data frames to the Relay or the amount of time indicated in Duration field of NDP ACK.
The STA may resume normal procedure for data frame transmission when the amount of
time as indicated in Duration field of NDP ACK has expired.

[00427] - A Relay AP may set both the Relayed Frame and Duration Indication fields
to 1 and Duration field to a nonzero value equal to Flow Suspend duration in the response
NDP ACK frame to request the STA that elicited the response to stop transfnitting any
data frames to thevRelay AP. The Duration field of NDP ACK frame indicates the
duration of time STAs are not permitted tb transmit data frames to the Relay AP.

00428} - A STA that elicited the response receives an NDP ACK frame that has a

matching ACK ID field and both the Relayed Frame and Duration Indication fields set to
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1 shall not transmit ahy data frames to the AP for the amount of time indicated in the
Duration field thatis a noniero value.

[00429] -A STA may resume regular channel access procedure to transmit data frames
‘addressed to the Relay AP after the expiration of the time indicated in the Duration field
of NDP ACK frame. |

[00430] Flow Control may be extended to a géneral casek of data frame transrﬁission ’
between two STAs. Flow Control ﬁeld.may be included in NDP ACK frame. Upon
receiving the data frame, the responding STA may set the both .Fl.ow Control and
Duration Indication fields to 1 and fhg Duration subfield to a nonzero value equal to Flow
Suspend duration in the response frame NDP ACK to indicate the Flow Suspend duration
such that the STA that elicited the response frame is not allow'(.edito transmit to the
responding STA. If Relayed Frame field is set to 1, the responding STA is‘ a Relay;
otherwise the responding STA is a non-Relay STA.

[00431] - An AP may set the Flow Control field to 1, the Duration Indication field to 1
and Duration field to a nonzero value equal to Flow Suspend duration in the response
NDP ACK frame to request the STA that éiiéited the response to stop transmitting any
data frames to the AP. The Duration field of NDP ACK frame indicates the duration of
time STAs are not permitted to transmit data frames to the AP.

[00432] - A STA that elicited the response receives an NDP ACK frame that has a
matching ACK ID field and both the Flow Control and Duration Indication ﬁeids set to 1
éhall not transmit any data frames to the AP for the amount of time indicated in the

Duration field that is a nonzero value.
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[00433] - A STA may resume regular channel access procedure to transmit data frames
addressed to the AP after the expiration of the time indicated in the Duration field of
NDP ACK frame.

[00434] The alternative option to irﬁplement the flow.control may be as follows:
[00435] Upon receiving the data frame, the responding STA may set the Duration
Indication field to 1 and the Duration field to a reserved value for the indicatién of the
response frarﬂe being FLOW SUSPEND in the response frame NDP ACK to indicate the
inactivity duration dﬁﬁng which the STA that elicited the response frame is not allowed
to transmit to responding STA. The FLOW SUSPEND frame is transmitted SIFS after
" receiving NDP ACK by the STA which elicited the response frame. An advantage of this -
embodiment is that the responding STA will send out the FLOW SUSPEND frame SIFS
after it transmits NDP ACK. In this case, the responding STA is not required to contend
the channel acéess DIFS and if necessary, some back-off time after transmitting the
response frame, which reduces the waiting time of the STA which elicited the response
frarﬁe. It is to be noted that the STA eliéiting the response frame may go to sleep without
receiving the flow control signaling if the responding STA does not indicate in the
preceding frame exchange.

[00436] FIG. 18 shows an illustration 1800 of an example of an alternative option for
relay flow control indication. Processing of a relay 1802, processing of a first station
1804 (STA1), and processing of a second station 1806 (STA2) are shown. In the example |
shown in FIG. 18, the STA1 eliciting the response frame imay stop the further

transmission for a duration equal to Suspend Duration (as indicated in FLOW SUSPEND

frame) after receiving the FLOW SUSPEND frame from the RELAY. The FLOW
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SUSPEND frame may be transmitted by the RELAY SIFS (Short Interframe Spaciﬁg)
after the reception of NDP ACK with equivalent ACK Indication equal to the FLOW
SUSPEND frame (for example assuming that there are some reserved values‘that can be
used for such equivalent ACK Indication. For example, we may use buration Indica‘tion
= 0 and Duration = 1 to indication the following response frame is FLOW SUSPEND
frame). The STA1 may resume the suspended transmission to the RELAY after the flow
suspend duration expires and it received the FLOW RESUME frame from the RELAY.
[00437] In the following, TXOP sharing for two-hop relay according to various
embodiments will be described. -

[00438] FIG. 19 shows an illustration 1900 of the Downlink TXOP sharing for two-
hop Relay with Explicit ACK, wherein processing of an AP 1902, a RELAY 1904, and a
STA 1906 are shown, and where after AP 1902 transmits DATA to the RELAY 1904 and 7
receives ACK from the RELAY 1904, Ai’ 1902 removes frame from buffer and defers
some time X before hext event or gntil a valid PHY-RXSTART.indication, whichever
comes first. If X is set to MAX PPDU+ACK+2*SIFS, the deferred time s.ett‘ing is not
accurate as RELAY caﬁ calculate the correct duration to be included in ACK, even for
DATA without Duration field (e.g. DATA with a short MAC header), simply basea on
the information in SIG field of DATA framé such as LENGTH/DURATION (which is
the number of symbols when aggregation is i, is in number of bytes when aggregation is
0, Mandate AMPDU for packet sizeé > 511 bytes and for MU). The Duration setting
and/or deferred time to next evént is subject to TXOP constraint (they can’t go beyond

TXOP).
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[00439]  According to various embodiments, devices and methods may be provided
wherein after AP transmits DATA to the RELAY and receives ACK (Duration field is set
to X) from the -RELAY, AP removes frame from buffer and defers before next event a
time of (X*TU — ACK - SIFS) where TU is time unit for Duration field of ACK and
ACK indicates ACK frame duration time before next event, or until a valid PHY-
RXSTART.indication, whichever comes first. If NDP ACK/NDP Modified ACK is used,
the deferred time is the duration value equal to X*TU ~ NDP ACK - SIFS. If DATA is a
baseline (802.11-2012) frame format with Duration/ID field, the Duration field setting in
AP for DATA frame is based on the data rate between AP and RELAY as well as
RELAY and STA. X can also be set according to- DATA transmission time between
RELAY and STA for the relayed DATA frame + ACK + 2*SIFS for the case of using
ACK. The similar approach applies to the case of using NDP ACK/NDP Modified ACK.
This change may improve the accuracy of NAV setting or deferred channel access time
for the STA. The unintended STA is able to set an accurate NAV or defgrred chann_el
access time so that it may be able io save the power further. The above method is also
~ valid for uplink TXOP sharing fof two-hop relay.

[00440] If DATA is without Duration field (e.g. DATA is with a short MAC header)
but with LENGTH/DURATION in PHY SIG ﬁéld, the LENGTH/DURATION in SIG
field and data rate between RELAY and the intended receiver can be used to determine
the Duration field value of ACK sent by RELAY. In downlink TXOP sharing ‘for two-
hop relay, after AP transmits DATA to the RELAY and receives ACK (Duration field is
set to X) from the RELAY, AP removes frame from buffer gnd defers before next event

for a time of (X*TU — ACK - SIFS) where TU is time unit for Duration field of ACK
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and ACK indicates ACK frame duration time, or until a valid PHY-RXSTART.indication,
whichever comes first. If NDP ACK/NDP Modified ACK is used; the deferred time is the
Duration field value of the transmitted DATA — NDP ACK - SIFS. The Duration field
setting in RELAY for ACK is based on the data rate between RELAY and STA and the
information on LENGTH/DUATION in PHY SIG fields. X should be set according to
DATA transmission time between RELAY and STA for the relayed DATA frame + ACK
+ 2*SIFS. The similar approach applies to NDP ACK/NDP Modified ACK.

- [00441] FIG. 20 shows aﬁ illustration 2000 of uplink TXOP sharing for two-hop Relay
using NDP ACK according to various embodiments. Processing of an AP 2002, a
RELAY 2004, and a STA 2006 are shown. |

[00442] According to various embodiments, devices and methods may be provided
which use NDK ACK/NDP Modified ACK in the TXOP sharing for two-hop relay
procedure to further improve the ef_ﬁcienc&. FIG. 17 illustrates an example of uplink
TXOP sharing for thO_-hOp relay with Explicit ACK using NDP ACK. The usage of
Duration Indication and Duration fields for NDP ACK/NDP Modified ACK can be seen
in Table 17. The NDP (Modified) ACK frame with the reserved value for the Duration
field that is smaller than SIFS/TU can be used to indicate other NDP frames (eig. when
Duration Indication is set to 0). TU is the unit for the duration of the transmission when
the Duration Indication is set to 0. When SIFS is 160 millisecond and TU is 40
millisecond, there are 3 reserved values (1,2,3) that can be used to indicate other NDP
frames. A NDP (Modified) ACK with the Duration Indication field set to 0 and the
Duration field set to 1 can be used to indicate a null data packet of CF-End that is used to

truncate the TXOP. In this case, ACK ID of this NDP frame can be computed as if the
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transmitter were the intended recipient. Alternatively, ACK ID of this NDP frame can be
computed based on the partial AID (PAID) of the transmitter STA or the partial BSSID
of the AP with which the traﬁsmiﬁer STA 1is associated. The intended receiver should
regard this sﬁecial NDP frame as the truncation of the current TXOP. 3™ party STA

shouid regard this special NDP frame as a CF-End frame.

Duration Indication Duration Description

0. C , 0 ACK Indication =No

will no response frame.

1 0 ACK Indication =Long

will be a data frame with

responsce.

Table 17: Duration Indication and Duration fields for Equivalent ACK Indication

[00443] In the example shown in FIG. 17, the STA 1702 may send DATA with ACK
Indication field value set to NDP Response firstly to RELAY and receives from RELAY
an NDP ACK where Duration Indication field is set to 0 (i.e. indicating Duration field is
for the Duration for the frame transmission time), Duration field is set to X, i.e. the
duration value corresponding to either the DATA duration time between RELAY and AP
+ 2*SIFS + NDP ACK or the duration value corresponding to the Duration/ID field of
received DATA — NDP ACK — SIFS. It is to be noted that the duration of NDP ACK
should consider the rounding effect as the Duration field of NDP ACK may have a larger
time unit than data frame or other frame with Duration fdr NAV seﬁing or deferred

channel access time. Upon receipt of NDP ACK, after SIFS the STA 1706 may remove
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frame from buffer and defers X*TU-NDP ACK-SIFS before next event, or until a valid
PHY-RXSTART.indication, whichever comes first. | Immediately after NDP ACK,
RELAY sends DATA with a different MCS and ACK Indication field set to NDP
Responsé. Relay buffers frame until successful delivery or reaching of retry limit. Upon
receiviﬁg the DATA from RELAY, AP sends NDP ACK with Duration Indication field
set to O (i.e. indicating Duration field is for the Duration for the frame transmission time),
Duration field set to 0 (i.e. indicating no immediate following frame after NDP ACK,
equivalent to ACK Indication set to No Response). Table 17 shows the Duration .
Indication and Duration fields for Equivﬁlent ACK Indication in NDP ACK/NDP
Modified ACK. |

[00444] In the example shown in FIG. 17, the STA 1702 may send DATA with ACK
Indication field value set to NDP Response and Relayed Frame field set to 1 ﬁrst_ly to
RELAY and receives from RELAY an NDP ACK where Dura‘ti'on Indication field is set
to 1 and Duration field is set to 0 to indicate Long Response. Immediately after NDP
ACK, RELAY sends to AP the DATA with 'ACK Indication field set to NDP Response.
[00445] In the example shown in FIG. 17, when the STA 1702 may send DATA with
ACK Indication field value set to Long Response and Relayed Frame field set to 1 ﬁfstly
to RELAY. SIFS after receiving DATA, RELAY may not respond with an NDP ACK
and may forward to AP the received DATA frame with ACK Indication field set to NDP
‘Response.

[00446] In the above procedure of TXOP sharing for two-hop Relay, the STA that
transmitted the data frame for relayi‘ng elicited the response from the Relay may set its

NAV or deferred channel access time and/or RID value properly.

99



WO 2014/042596 PCT/SG2013/000400

[00447] For the case of frame transmission with Duration, the STA may set a correct
RID value when ACK INDICATION of the received frame is 3 For example shown in
FIG. 16, when the AP receives the ACK from the Relay and also the SIG field of the
relayed frame, it may derive the accurate NAV or deferred channel access time and/or
RID value based on LENGTH and MCS subfield of SIG ﬁeld of the received frame.
| Therefore, instead of using MAX PPDU+ACK+2*SIFS for deferred time setting upon
receipt of ACK with ACK Indication field equal to Long Response from the RELAY, AP
may set the NAV or »deferred channel access time based on the Duration field of ACK
that ié set to DATA transmissioﬁ time between RELAY and STA for the relayed DATA
frame + ACK + 2*SIFS and reset the RID value to zero.
[00448] For example shown in FIG. 17, when the STA receives the NDP ACK from
the Relay, it may derive the accurate NAV or deferred chaﬁnel access time and/or RID
“value based on Duration subfield of the received NDP ACK frame. Therefore, instead of
using MAX PPDU+NDP ACK+2*SIFS for deferred time setting upon receipt of NDP
ACK with ACK Indication equal to Long Response from the RELAY, STA may set the
NAYV or deferred channel access time based on the Duration subfield of NDP ACK that is
set to DATA transmission time between RELAY and AP for the relayed DATA frame +
NDP ACK + 2*SIFS and reset the RID value to zero.
[00449] Thefefore, the Duration for NAV setting and NAV and RID update fule in |
TXOP sharing for two-hop relay is as follows:
[00450] In response to the relayed frame, the relay STA may set Duration to the
transmission time between the relay and the next hop STA for the relayed frame that

elicited the response.
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[00451] The STA that elicited the response from the relay may set the NAV based on
the Duration field of the response frame + the response (NDP ACK or ACK) + 2*SIFS
and reset ‘the RID value to zero.
[00452] Whether to proceed with TXOP sharing for two-hop relaying, we may setup
the following rule: |
[00453] When AP is bﬁsy in. transmission or other operation (NAV counter is nonzero),
the Relay is not able to forward to the AP the frame received from the non-AP STA if the
Relay has its nonzero NAV counter. Similarly, when a non-AP STA is busy in
transmissidn or other operation (NAV counter is npnzero), the Relay is not able to
forward to the non-AP STA the frame received from the AP if the Relay has its nonzero
NAV counter. In this situation, the Relay may respbnd with (NDP) ACK with equivalent
ACK INDICATION value or ACK_INDICATION set to No Response to stop TXOP
sharing for two-hop relaying. The Relay shall not update its NAV counter when it
receives the frame for TXOP sharing for two-hop relaying.
[00454]) Another embodiment may be as follows:
[00455] A non-AP STA starts a frame exchange by seﬁdiﬁg a Short Data frame
addressed to the relay STA with the TXVECTOR parameter ACK_INDICATION
(assume that the TXVECTOR parameter ACK_INDICATION is the defined parameter
that 1s used to indicate the response frame) set to NDP Response.l The relay STA may set
the Duration Indication field to 1 and Duratioh field to O in the NDP ACK frame that is
- transmitted to the non-AP STA to indicate Long Response. In addition it shall set the

Relayed Frame field of the NDP ACK frame to 1.
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[00456] When the direction of the frame is from the AP to the non-AP STA, the AP
starts a frame exchange by sending a Short Data frame addressed to the relay STA with
the TXVECTOR parameter ACK_INDICATION set to NDP Response. The .relay STA
shall set the Duration Indication field to 1 and the Duration field to O in the NDP ACK
frame that is transmitted to the AP to indicate Long Response. In addition it may set the
Relayed Frame field of the NDP ACK frame to 1.
[00457] | In the following, ACK indic'ation and NAV setting for speed frame exchange
and TXOP will be described. |
[00458] After a successful reception of a frame requiring acknowledgment,
transmission of the (NDP) ACK frame shall commence after a SIFS, without regard to -
the busy/idle state of the medfum. However, whether or not to continue the speed frame
exchange may be based on the NAV setting in the STA.
[00459] For whether to proceed with speed frame exchange, we may setup the
follov#ing rule:
[00460] If the responding STA Vreceives a frame (e.g. short data frame without
Duration field in MAC header) from its peer STA in speed frame .exchange with ACK _
INDICATION set to 3 (i.e. Long Response) in RXVECTOR parameter, if NAV counter
is nonzero due to the other reception that it has received at the earlier time, the
responding STA shall not transmit a data frame as the response frame (i.e. Long
Response). Instead, the responding STA may transmit an NDP ACK with an (equivalent)
ACK INDICATION value equal to 0 (No .Resl.)onse) or transmit an ACK with

ACK_INDICATION field set to 0 (No Response) to stop further frame exchange. The
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responding STA may not update its NAV counter upon receiving the frame for speed
frame exchange.

[00461] In the following, NAYV and eqilivalent ACK Indication setting for Speed framé
exchange (SF) will be described.

[00462] If NDP ACK is used as the immediate response frame by the responding STA
for the preceding frame that elicited the respohse in SF,

[00463] - when the preceding frame has More Data set to 0 and ACK Indication set to
NDP response, if NDPVACK has More Data set to 1 (i.e. the responding STA has
buffered frame to the STA that elicited the response), the responding STA shall set
equivalent ACK Indication to Long Response in the immediate response NDP ACK
frame; | |

[00464] - when the preceding frame has More Data set to 0 and ACK Indication set to
NDP response, if NDP ACK has More Data set to 0 (i.e. the responding STA has no
buffered frame to the STA that elicited the response), the responding STA shall set
equivalent ACK Indication to No Response in the immediate response NDP ACK frame.
[00465] In the following, SF (speed frame) using NDP frames (IMHz) will be
described.

[00466] When 1MHz NDP PS-Poll is used, as there is no Duration field in I MHz NDP
PS-Poll, theré may be the question what ACK Indication field value shall the response
frame set. It may be dependent on whether the response frame is DATA or NDP
Modified ACK.

[00467] If UDI is set to O or 1 in NDP PS-Poll, when the response frame is DATA,

ACK Indication field value may be set to any value. If UDI = 0, ACK Indication =

103



WO 2014/042596 PCT/SG2013/000400

(NDP ACK) or 2 (ACK). If UDI = 1, ACK Indication is set to 3 (Long Response).
Durétion field of DATA can be set to SIF S + NDP ACK (1IMHz). The duration of NDP

ACK should consider the rounding effect.

[00468) For SF,

[00469] 1. If UDI is set to 1 in NDP PS-Poll, when the response frame is NDP

Modified ACK, a reserved value equivalent to ACK Indication = Long Response shall be
set. If the duration for UL transmission can be predicted, AP may set the Duration field
for NAV setting.

[00470] 2. If UDI is set to 0 in NDP PS-Poll, when the response frame is NDP

Modified ACK, a value equivalent to ACK Indication = No Response shall be set if there

is no buffered frame delivery to ’;he STA from an AP.(More Data is set to 0 in NDP

Modified ACK). |

[00471] 3. If UDI is set to 0 in NDP PS-Poll, when the response frame is NDP
Modified ACK, a reserved value equivaient to ACK Indication = Long Response (e.g.

Duration Indicatipn = 1 and Duration =O) shall be set if there is buffered frame delivery

to the STA from an AP (More Data is set to 1 in NDP Modified ACK). However, a better
ﬁethod for NDP ACK frame is that Duration Indication shall be set to 0 and Duration
shall be set to the value for NAV setting that covers the transmission of buffered frame |
delivery to the STA, i.e. buffered frame duration + SIFS.

| [00472] However, if there is no speed frame exchénge,

| [06473] 1. If UDI is set to 1 in NDP PS-Poll, when the ;ésponsé frame is NDP
Modified ACK, a reserved value equivalent to ACK Indication = No Response shall be

set if there is no buffered frame delivery to the STA from an AP (More Data is set to 0 in
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NDP Modified ACK). For RAW operation, the frame of NDP PS-Poll and NDP
Modified ACK is finished within a small slot duration that does not allow the
transmission of uplink data from STA to its AP. The uplink frame is scheduled in a
different RAW that allows a larger slot duration. |

[00474] - 2. If UDI is set to 0 in NDP PS-Poll, when the response frame is NDP
Modified ACK, a reserved value equivalent to ACK Indication = No Response (e.g.
Duration Indication = 0 and Duration =0) shall be set if there is buffered frame delivery
to the STA from an AP (More Data is set to 1 in NDP ‘Modiﬁed ACK). The STA either
shall keep awake if the buffered frame from AP will be delivered soon or can go to sleep
if the buffered frame from AP will be delivered at a different schedule time that is known
to the STA (e.g. tHe STA is aware of the RAW operation indicated in RPS IE and can
identify its downlink data delivery).

[00475] In the following, SF us.ing NDP frames (>=2MHz) will be described.

[00476] When >=2MHz NDP PS-Poll is used, as there is UDI with Duration value in
NDP PS-Poll, what ACK Indication field value shall the response frame set? It is
dependent on whether the response frame is DATA or NDP Modified ACK.

[00477] When UDI is a nonzero positive value, if the response frame is DATA, ACK
Indication'ﬁeld value shall be set to 3 (Lbng Response) though the uplink~ data is known.
If More Data field in DATA frame is sét to'0, Duration field of DATA can be set to either
. UDI value (converted tb the corresponding time unit) + SIFS or 0. If More Data field in
DATA frame is set to 1, Duration field of DATA can be set to UDI value (converted to
the corresponding time unit) + SIFS or Downlink data duration for next frame + UDI

value (converted to the corresponding time unit) + 2*SIFS.
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[00478] If the response frame is NDP Modified ACK, a reserved value equivalent to
ACK Indication = Long Response with known duration shall be set, e.g. Duration
Indication = 0 and Duration = UDI value (converted to the corresponding time unit) +
SIFS or Downlink data duration + UDI value (converted to the corresponding time unit)
+2*SIFS, since the uplink data duration is given by UDI field value of NDP PS-Poll.
[00479] For SF,
[00480] 1. If UDI s set to a nonzero positive value in NDP PS-Poll, when the response
frame is NDP Modified ACK, if UDI is a Duration value for NAV settiﬁg, Duration
Indication is set to 0 and Duration is set to UDI value (converted to the corresponding
time unit) + SIFS if there is no bufferedA frame delivery to fhe STA from an AP (More
Data is set to 0 in NDP Modified ACK), or Downlihk data duration + UDI value (the
correspondi;ig time unit) +2*SIFS if there is buffered frame delivery to the STA _from an
AP (More Data is éet to 1 in NDP Modified ACK). Otherwise, if UDI is not a Duration
value for NAV setting, Duration Indication is sét to 1 and Duration is set to 0 (equivalent
ACK Indication = Long Respbnse) regardless of whether there is buffered frame delivery
to the STA from an AP.
[00481] 2. If UDI is set to 0 in NDP PS-Poll, when the response. frame is NDP
Modified ACK, a value equivalent to ACK Indication = No Response shall be set if there
is no buffered frame delivery to the STA from an AP (More Data is set to 0 in NDP
Modified ACK).
' [00482] 3. If UDI is set to 0 in NDP PS-Poll, when the response frame is NDP

Modified ACK, Duration Indication is set to 0 and Duration is set to Downlink data
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duration + SIFS if there is buffered frame deli?ery to the STA from an AP (More Data is
set to 1 in NDP Modified ACK).

[00483] However, if there is no speed frame exchange,

[00484] 1. If UDI is set to a nonzero positive value in NDP PS-Poll, ‘when the response
frame is NDP Modified ACK, a reserved value equivalent to ACK Indication = No
Response shall be set if there is no buffered frame delivery to the STA from an AP (More
Data is set to 0 in NDP ‘Modiﬁed ACK). For RAW éperation, the frame bof NDP PS-Poll
and NDP Modified ACK is finished within a small slot duration that does not allow the
transmission of uplink data from STA to its AP. The uplink frame is scheduled in a
different RAW that allows a larger slot duration.

[00485] 2. If UDI is set to 0 in NDP PS-Poll, when the response frame is NDP
Modified ACK, a reserved value equivalent to ACK Indication = No Response (e.g.
Duration Indication = 0 and Duration = 0) shall be set if there is buffered frame delivery
to the STA from an AP (More Data is set to 1 in NDP Modified ACK). The STA either
shall keep awake if the buffered frame from AP will be delivered soon or can go to sleep
if the buffered frame from AP will be delivered at a different schedule time that is known
to the STA (e.g. the STA is aware of the RAW operation indicated in RPS IE and can
identify its downliﬁk data delivery).

[00486] FIG. 25 shows an illustration 2560 of an example of speed frame exchange
using NDP frames (i.e. NDP PS-Poll, NDP ACK and/or NDP Modified ACK) based on
Table 17. Data processing 2502 of an access point (AP) >and data processing 2564 of a
station STA are shown. The station (non-AP STA or simply STA) fnay have uplink data

to transmit to AP. 'Firstly, STA sends its NDP PS-Poll with UDI field in SIG set to 1 to
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indicate that it has buffered frame for the AP. Therefore the NDP Modified ACK frame is
seﬁt by the AP SIFS time after the reception of NDP PS-Poll, with the Duration
Indication field set to 1 and the Duration field set to 0 to indicate Long Response. Upon
recetving the NDP Modified ACK ffame, the STA can transmit the buffered frame to the
AP.. After some frame exchange, when the AP sénds Data frame with
ACK_INDICATION (which i; assumed to be a TXVECTOR parameter for the
indication of the response frame, or a field in SIG field if there is such a field in SIG field
to indicate the response frame) sei to 11 (indicating a data frame as the long response)
and More Data set to 0, the STA shall send Data frame with ACK_INDICATION set to
01 (indicating a NDP ACK frame as the response) and More Data set to 1 as it still has a
buffered ffame for the AP. When there is no more buffered frame for the STA at the AP,
AP transmits an NDP ACK frame with the Duration Indication field set to 1 and the
Duration field set to 0 to indicate Long _Responée. Once the STA sends its last Data frame
with ACK_INDICATIdN set to‘Ol and More Data set to 0, the AP shall respond with an
NDP ACK frame with the Duration Indication field set to 1 and the Duration field set to 0
to indicate No Response.

[00487] Speed frame (SF) exchange allows an AP and non-AP STA to exchange a

- sequence of uplink and downlink PPDUs separated by SIFS. This operation combines
Both uplink and downlink channel acceés into a continuous frame exchange sequence
between a pair of STAs. The objective of this operation is to minimize the number Qf
contention-based channel accesses, improve channel efficiency by reducing the number

of frame exchanges, and reduce STA power consumption by shortening Awake times.
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[00488]  One of the varioﬁs embodiments for the rule of speed frame exchange will be
described in the following.

[00489] An AP may send any frame as the initial frame of a SF exchange. An AP may
set the ACK Indicatiqn field of the PLCP signal field to Normal Response or NDP
Résponse for the initial frame of a SF exchange.

[00490] A non-AP STA may send a trigger frame or a (NDP) PS-Poll frame as the
initial frame of a SF exchange. A non-AP STA shall set the ACK Indication field of the
PLCP Signal_ﬁeld to Long Response in a frame that initiates an SF exchange if the initial
frame is not a NDP PS-Poll frame.

[00491] A STA sénding an immediate response that is not an NDP frame to a frame
that had the More Data field set to 1 shall set the ACK Indication field to Long Response.
A STA sending an immediate response NDP (Modiﬁed) ACK frame to a frame that had
the Mdre Data field set to 1 shall Set the Duration Indication field to 1 and Duration field
to 0 to indicate Long Response or set the Duration field for NAV setting fora SF
exchange.

[00492] .A non-AP STA sending an immediate response that is an ACK frame or a
BlockAck frame after recei\}ing a frame that had the More Data field set to 0 shall set the
ACK Indication field to No Response. A non-AP STA sending an immédiate fesponse
NDP ACK frame after receiving a frame that had the More Data field set to 0 shall set the
Duration Indication and Duration fields to 0 to inciicate No Response.

[00493] An AP sending an immediate response that is an ACK frame or a BlockAck
frame after receiving a frame that had the More Data field set to 0 shall set the ACK

Indication ﬁeld to Long Response if it will send a data frame SIFS time after the end of
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the immediate response transmission or No Response if it will not send a data frame SIFS
" time after the end of immediate response transmission. An AP sending an immediate
response that is either an NDP ACK after receiving a frame that had the More Data field
set to 0 or an NDP Modified ACK after receiving an NDP PS-Poll tnat had UDI field se
to 0 shall set the Duration Indication and Duration fields to 0 to indicate No Response if
it will not send a data frame SIFS time after the end of the NDP (Mediﬁed) ACK frame
transmission, or the Duration Indication field to 1 and Duration field to 0 to indicate Long
Response if it will send a data frame SIFS time after the end of the NDP (Modiﬁed)‘ ACK
frame transmission (1MHz).

[00494]) A STA that receives a frame with a unicast‘MAC address in the Address 1
field that matches its MAC address,'or a unicast AID in the Address. 1 field matching to
its AID and a unicast MAC address in Address 2 field matching its AP’s BSSID, or a
NDP (Modified) ACK frame with a matching ACK ID within SIFS after the transmission
of a frame accepts the reception as an acknowledgement for the its immediately previous
transmission.

[00495] A STA sending an immediate response that is not an NDP (Modified) ACK
and has the Mqre Data field set to 1 and the ACK Indication field set to Long Response
shall transmit a frame to the STA that elicited the response, SIFS after the tfansmission of
the response frame if the More Data,ﬁeld was set to 0 in the frame ﬁost recently received
from the STA, and set the Duration field to an eétimated time to protect the remaining
transmissions if there is a Duration field in the respbnse frame.

[00496] A STA sending an immediate response that is an NDP ACK frame and had

the More Data field set to 1 shall transmit-a frame to the STA that elicited the response,
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SIFS after the transmission of the response frame in which the Duration Indication field
shall be set to 0 and the Duratiqn field shall be set to an estimated time to protect the

- remaining transmissions if the More Data field was set to 0 in the frame most recently
received from the STA in a SF exchange.
[00497] An AP sending an immediate response that is an NDP Modified ACK frame
and has the More Data ﬁelcj set to 1 shall transmi; a frame to the STA that elicited the
response, SIFS after the transmission of the response frame in which the Duration
Indication field shall be set to 0 and ‘the Duration field shall be sef to an estimated time to
protect the remaining transmissions if the UDI field was set to 0 in the NDP PS-Poll
frame (>=2MHz) most recently received from the novn-AP STA in a SF exchange.
[00498] A STA sending an immediate response thaf is not an NDP (Modified) ACK
and had the More Data field set to 1 and the ACK Indication field set Long Response
shall not transmit a frame to the STA that elicited the response, SIFS after the
transmission of the response frame in which the Duration field shall be set to a value
equal to the time that is set by the Duration field in the frame that elicited the response,
minus aSFISTime and a duration for the response frarr;e transmission if there is a
Duration field in both the response frame and the frame that elicited the response, or if
there is a Duration field in the response frame and there is a NAV setting in the beginning
of TXOP, if the More Data field was set to 1 in the data frame most recently received
from the STA in a SF exchange.
[00499] A STA sending an immediate resioonse that is an NDP ACK frarﬁe shall not
transmit a frame to the STA that elicited the response, SIFS after the traﬂsmission of the

response frame in which the Duration Indication field shall be set to 0 and the Duration
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field shall be set to a value equal to the time that is set by the Duration field in thé frame
that elicited the response, minus aSFISTime and a duration for the response NDP ACK
frame transmission if there is a Duration field in the frame that elicited the response or if
there is NAV setting in the beginning of TXOP, if the More ]jata field was set to 1 in the
data frame most recéntly received from the STA in a SF exchange. |
[00500] An AP sending an immediate response NDP Modified ACK frame shall not
transmit a frame to the STA tlhat elicited the response, SIFS after the transmission of the
response frame in which the Duration Indication field shall be set to 1 and the Duration
field shall be set to 0 to indicated Long Response, if the UDI field was set to a nonzero
value in the NDP PS-Poll frame most recently received from the non-AP STA in a SF
exchange. |

[00501] Without the setup of Block Ack, a STA shall not use (NDP) BA for a SF
exchange. With the set up of Block Ack, in response to the received frame with the More
Data field set to 0 from the other STA that elicited the response in a SF exchange, a STA
sending an immediate response that is not an NDP (Modified) ACK and had the More |
Data field set to 1 and the ACK Indication field set to Long Response shall continue to
transmit its frames, until the last framé with the More Data field set to 0 and the ACK
Indication field set to either Normal Response io request a (NDP) BA frame or NDP
Response to NDP Response to request a NDP ACK frame, SIFS time after each
tfansmission of the response frame in which the Duration field shall be set to a value
equal to the time that is set by the Duratvidn field in the frame that elicited the response,
minus aSFISTime and a duration for the response frame transmission if there is a

Duration field in both the response frame and the frame that elicited the response, or if
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there is a Duration field in the response frame and there is a NAV setting in the béginning
of TXOP.

[00502] A STA sending an immediate response with the More Data field set to 1 an;l
the TXVECTOR parameter ACK_INDICATION set to No Response shall transmit a
frame to the STA that elicited the response within the current TXOP, but not SIFS after
the transmission of the response frame. |

[00503] A STA either sending an immediate response that sets the More Data field 0
and the TXVECTOR parameter ACK_INDICATION set to No Response shall not
transmit a frame within the current TXOP to the STA that elicited the response.

[00504] A non-AP STA shall remain in the Awake state until the end of the current
TXOP if it receives a frame with the More Data field set to 1 from either the AP
addressed to itself or a NDP ACK (Modified) frame with a ﬁatching ACK ID.

{00505] A non-AP STA may t‘ransition to the Doze state if it receives a frame with the
More Data field set to 0 either from the AP addressed to itself or in a NDP (Modified)
ACK frame with a matching ACK ID.

[00506] Ina TXOP, in order to disallow the peer STA (e.g. B) sending data frame as
the long response, a STA (e.g. A) may send its data frame with ACK_INDICATION set
to NDP frame (or Normal Response) to solicit a NDP ACK (Normal ACK) as the
response frame for its transmitted data frame. Even if STA B responds with a NDP ACK
frame with the More Data field set to 1 to indicate that it has buffered frame for STA A,
STA A may svend its data frame with ACK_INDICATION set to NDP frame (or Normal
Response) to continue to solicit a NDP ACK (or Normal ACK) frame instead of a data

frame as the long response from STA B. This means the More Data field in the response
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frame transmitted by STA B is ignored by the TXOP holder/initiator (STA A). In this
case, STA A continues to transmit its data frames without-allowing the transmission of
data frame from STA B as the response frdme in the speed frame exch}ange.

[00507] When there are multiple frame transmissions for speed frame exchange in a
TXOP that is limited by a value, the speed frame exchange may be stopped in order to
limit the transmission within the TXOP limit. For example, when a data frame is
requested as the long response frame, the responding STA may ignore the ACK |
_INDICATION setting in the received frame that elicited the response, and transmit a
shorter response such as NDP ACK. In this NDP'ACK frame, Duration Indication field is
set to 0 and Duration field is set to 0, indicating there will no more frame transmission '
within this TXOP.

[00508] FIG. 26 shows an illustration 2600 of an example of speed frame exchange
using normal frames (i.e. ACK, BA and Data). Data processing 2602 of an access point
(AP) and data processing 2604 of a station STA are shown. The station (non-AP STA or
simply STA) may have uplink data to transmit to AP. Firstly, STA sends its PS-Poll with
the ACK_INDICATION field in SIG set to 11 and the More Data field in Frame Control
field set to 1 to indicate that it has buffered frame for the AP. AP responds With Data
frame with the ACK_INDICATION field in SIG set to 11 énd the More Data field in
Frame Control field set to 1 to indicate that it has buffered frame for the STA. After soﬁe
frame exchange, the STA has no more data buffered for the AP and sends a Data frame
with the ACK_INDICATION field in SIG set to 11 and the More Data field in Frame

Control field set 'to 0. From then on, AP responds with the Data frame with the

ACK INDICATION field in SIG set to 11, which tells the STA that the AP will continué
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the frame transmissions without any acknowledgement from the STA. Once there is no
more buffered frame for the STA, the A-P sends the Data frame with the
ACK_INDICATION field in SIG set to 10, which tells the STA to send an immediate BA
frame.

[00509] Inthe follpwing, duratioﬁ and NAV setting fqr TXOP will be described.
[00510] Duration/NAV setting for the normal frame in current 802.11 with Duration
field still can follow the convention. |

[00511] When RTS/CTS or other protection mechanism for channel access protects a
TXOP, even if TXOP holder transmits the frame with a short MAC header (i.e. Short
Data frame), the TXOP responder can still set the Duration field in the response frame
(e.g. NDP ACK) after receiving the framé because the MCS and LENGTH (number of
the OFDM symbols or number of bytes, dependent on Aggregation bit in SIG field) in the
SIG field of the frame can be used to determine the value of Duratiqn field in the
response frame.

[00512] If the remainiﬁg NAYV before the transmission of the frame is X and the
duration for the frame is Y, the Duration field should be set as ceil((X-SIFS-Y)/TU),
whefe TU is the time unit for Duration field when Duration Indication is 0 and ceil(x) is
the ceiling function of x that is used to round up for the settiﬁg of Duratién field and
NAV. X, SIFS and Y are assumed with the same time unit. Otherwise, they should be
converted before Duration field is set.

[00513] Y may be obtained by dividing the length of the frame by the data rate
corresponding to the MCS value in the SIG ﬁelci of the frame and round up the time unit

used for Duration setting.
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[00514] The above method can bé used for TXOP with multiple frame transmissions.
[00515] In the follbwing, TXOP truncation according to various embodiments will be
described. In the following, changes to TXOP truncation according to various
embodiments will be described.

[00516] If the CF-End frame is from an S1G AP STA, ACK Indication field should be
set to No Response, as TXOP responder is an SiG non-AP STA, which is not allowed to
respond with CF-End frame. |

[00517] If the CF-End frame is from an SIG. non-AP STA which is TXOP holder,
ACK Indication should be set to either No Response or Long Response.

[00518] - No Response indication may entice the 3™ party STA to wake up and receive
CF-En& immediately after the frame, which wastes some energy.

[00519] - Long Response indication may deprive the 3™ party STA of the channel
access due to early truncation of TXOP after CF-End frame ‘is sent by SIG AP STA
immediately following the CF-End frame. |

[00520] .Acco_rding to vax_*ious embodiments, SIG AP STA that is not a TXOP holdef
may not transmit CF-End after SIFS.

[00521] In the following, TXOP truncation for SF using NDP ACK according to
various embodiments will be described.

[00522] When tﬁe TXOP responder detects that More Data bit is set to 0 in the
immediate previous received frame from the TXOP holder, and has no more data to
transmit to TXOP holder, if the condition (e.g. there is still a long reservation time left

but not used) allows for TXOP truncation, TXOP responder shall acknowledge by setting
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Duration Indication = 0 and Duration = 2;. reserved case in NDP ACK to indicate there
Will be an immediate CF-End frame following current NDP ACK. |
[00523] The Duration setting in the above suggests that the TXOP will be ended or
truncated.

[00524] Whether TXOP holder will terminate TXOP with CF-End after speed frame
exchange is finished or ‘not éan be setup as a rule, or negotiated during association (or
other management exchange or explicit /irhplicit indication in speed frame exchange if
possible).

[00525] - If .TXOP holder will terminate TXOP with CF-End after speed frame
exchange is done, then the above method can be used.

[00526] - If TXOP holder will not terminate TXOP with CF-End after speed frame
exchange is done, then TXOP responder shall set Duration Indication is set to 0 and
Duration is set to 0 (to indicate No Response).

[00527] FIG. .21 shows an illustration 2100> of an example of EDCA (Enhanced
Multimedia Distributed Control Access) TXOP Truncation for SF using NDP ACK and
CF-End. Processing of a first station 2102 (STA1) and processing of a second station
2104 (STA2) are shown. FIG. 21 shows one example of EDCA TXOP truncation for
speed frame exchange using NDP ACK. STA1 and STA2 indicate there are no more data
for transmission by setting More Data field to O When STA1 uses NDP ACK as the
resbonse for the last data frame from STAZ2, it indicates there will be CF-End frame
immediately follows NDP ACK and may set Duration field of NDP ACK to 0 or a value
for NAV setting to protect the following frame i.e. CF-End. Thus, when STA?2 receives

the NDP ACK from STAI, it responds with CF-End to terminate TXOP. If STA1 is an
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AP STA, it can simply terminate the TXOP using NDP ACK, in which Duration
Indication subfield is set O and_Duration subfield is set to 0 to indicate there will no
response. This is illustrated in the exémple shown in FIG. 22.-

[00528]) FIG. 22 shows an illustration 2200 of an exampl¢ of EDCA TXOP Truncation
for SF using NDP ACK. Processing of a first statioﬁ 2202 (STA1) and processing of a
SCCoﬁd station 2204 (STA2) are shown.

[00529] In the fqllowing, TXOP truncation for SF using ACK according to various
embodiments will be described. |
[00530] When the TXOP responder detects that More Daia bit is set to O in the
immediate previous received frame from the TXOP holder, and ha;s, no mvore’ data to
transmit to TXOP holder, TXOP responder shall acknowledge by sefting ACK Indication
to e.g.vNo Response or Normal Response (aggregation = 1, BA = 32 bytes) and Duration
is set to cover the protection for CF-End i.e. CF-End + SIFS to indicate that the
immediate responsev frame is CF-End frame that will be sent by TXOP _holdef.

[00531]’ Whether TXOP holder will terminate TXOP with CF-End after speed frame
exchange is finished or not can be setup as a rule, or negotiated during association (or
other management exchange or explicit /implicit indication in speed frame exchange if
possible).

[00532] - If TXOP holder will terminate TXOP with CF-End after speed frame
exchange is done, then the above method can be used.

[00533] - If TXOP holder will not terminate TXOP with CF-End after speed frame
exchange is done, then TXOP responder shall set ACK Indication to No Response and

Duration to 0 for the response frame ACK.
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[00534] FIG. 23 shbws an illustration 2300 of an example of EDCA TXOP Truncation
for SF Using ACK and CF-End. Processing of a first station 2302 (STA1) and processing
of a second station 2304> (STA2) are shown. FIG. 23 shows one example of EDCA TXOP
truncation for speed frame exchange ﬁsing ACK. When STA1 and STA2 indicate there
are no more data for transmission by setting More Data field to 0. When STA1 uses ACK
(in which ACK Indication subfield is set to 2 and Aggregation subfield is set to 0) as the
response for the last data frame from STA2, it indicates there will be CF-End frame
immediately follows ACK and may set Duration field of ACK to 0 or a value for NAV
setting to protect the following frame i.e. CF—End..Thus, when STA2 receives the ACK
from STALI, it responds with CF-End to terminate TXOP. If STA1 is an AP STA, it can
simply terminate the TXOP using ACK, in which Duration is set 0 and ACK Indication
subfield is set to 0, indicating there will nb response. This is illustrated in the exampie
shown in FIG. 24. |

[00535] FIG. 24 shows an illustration 2400 of an example of EDCA TXOP Truncation
for SF Using ACK. Processing of a first station 2402 (STA1) and processing of a second
station 2404 (STA2) are shown.

[00536] In the following, association validation will be described.

[00537] An 802.11 AP may reset during its operation due to various reasons such as
power outage, system malfunctioning etc. When an AP is reset, the associations between
AP and stations associated with it become invaiid, For the current IEEE 802.11-2012
standard, a station can validate the association with AP by comparing the timestamp
within a beacon with the Timing Synchronization Function (TSF) counter maintained at

the station. In a real implementation, if the difference between the TSF counter and the
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timestamp in the beacon is larger than a certain threshold, the statioﬁ may consider the
AP has been res'et and the station may redo the authentication and association with the
AP. However, in case that the difference between the timestamp in the beacon and the
TSF counter within the station is not that significant, or the station does not listen to a
béacon at all, the station may not be able to detect a reset of AP. In such cases, the station
may still consider its association with AP valid and send data/control packets to the AP.
“The AP, however, can detect the MAC address provided in the station’s data packet and
determine that the packet is from unassociated stations. In such situations, AP sends a
De-authentication Request to the station and the station may redo authentication and
association with the AP.

[00538] However, for 802.11ah networks, to improve the media efficiency, many
frames have been shortened. For example, for a data frame, the station’s 6-byte full MAC
address can be replaced by a shorter AID. In ACK frames, the 6-byte receiver address
(RA) is replaced by a shorter (betwéen 1 to 3 bytes) ACK ID. In PS-Poll frames, 1-byte
partial BSSID and 1-byte partial AID are used to replace the original 6-byte Transmitter
“address (TA) or RA and AID. With the short frames, the transmission time of frames can
- be shortened ségniﬁcantly, especially for the management frames. |

[00539] Using the éhort format with partial (shorter) MAC address/ AID, an AP or
station may not be‘ able to detect the state of losing association. Some low power stations,
named as non-TIM stations (statiohs do not have traffic indication bits in the TIM
bitmap), do not listen to the beacon. They‘may send a short PS-Poll to an AP after
waking up and query whether there is downlink data pending at the AP. In such a

network, 1f AP is reset and only short frames are exchanged among the AP and stations,
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both AP and station may not be aware that the association between the stations and AP
are already in valid. For example, suppose Non-TIM stations STA1, STA2, ..., STAn are
associated with an AP. The AP assigned STA; with AID i (i=1...n). After AP is reset,
STAI is wake up and sends a PS-Poll to the AP with its AID i. Since AP is reset and no
stétions has been assigned with AID 1. AP sends a De-authentication message to STAI.
Then STAI redoes the association with AP and is re-assigned a AID, say AID 1. After
some time, the STA1 originally assigned with AID1 wakes up, it may send a data frame
with a short frame header, or a short (e.g non-data packet ‘or NDP PS-Poll with partial
BSSID or PBSSID and partial AID 1. Since the AID 1 is a valid AID (now assigned to
STAI), the AP may consider it is a packet ffom STAIi and reply with a short ACK. STA1
receiving the short ACK may. go to sleep if there is no data in AP’s buffer (indicated in
the short ACK). This example reveals that with short frames, it may happen that some
associations of an AP after a reset are invalid but both AP and stations cannot detect that
the associations are invalid. Thisv may cause data delivery failure and affect the network
perforfnance.

[00540] Short frame may be a good design that may improve the protocol efficiency.
However, the issue re§ealed previously has to be addressed when using short frames. One
solution provided is that either AP or stations shall not always use short frames when
exchanging information. To validate the assbciétion between an AP and an STA, with
certain system configuration, frames with stations’ full 6-byte MAC address must be
exchanged within a given period. In the IEEE standard, a full MAC address (6 byte or 48

bits in léngth) are unique globally for each device.
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[00541] Clirrently, the IEEE 802.11 specification requires that a station must exchange
at least one frame with its AP for a maximum idle period. Otherwise, the association is
N

removed from the AP side. FIG. 27 shows an example. AP 2702) may start a timer for
STA n with timeout value set to Max Idle Period. When the timer Iis timeout, this
indicates that no frame‘has been exchanged between AP and STA n within a period
equivalent to the Max Idle Period. In such situation, AP has to disassociate the STA n
from its set of associated STA

[00542] The frame exchanged between AP and STA can be either a protected frame or
an unprotected frame. When a protected frame is used, protected frames here referring to
frame eﬁcrypted with security keys negotiated between AP and a STA, no matter the
frame is with a short MAC header or with a full MAC header, since the frame is
encrypted, therefore, as well as the protected frame can be decoded correctly, that
indicates the asséciation corresponding to the transmitting station is valid. Hence, it is
safe for the AP to reset the time for Max Idle Period for the STA. Therefore, when
protected frame is used, it does not matter whether the frame is normal or short frame.
However, when unprotected frame is used, the address information contained in the short
fram¢ may not be enough for AP to validate the association as stated in the previous
example.

[00543] Since the information contained in the frame with short frame header may not
 be good enough for association validation, AP may use methods described in the
following to validate its associations. |

[00544] In the following, a first method (which may be referred to as “Method 1) will

be described. For a predefined period, i.e. Maximum Idle Period, station sends at least
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one frame with full Station address and full AP’s MAC address, i.e. MAvC addresses with
| 48 bits long. For example, a full PS-Poll .as defined in the IEEE 802.11-2012 contains a
full 6-byte MAC address of the statién and a full 6-bye MAC address of the AP. The AP
may validate the association with the full MAC address providéd in the full PS-Poll. If
thé association becomes invalid, AP may disaséociate the station. FIG. 28 shows an
example. When AP 2802 receives a ﬁrotected from or unprotected frame from STA n,
=

since AP can either validate the association via decr};ption when protected frame is used
or validate the association via full TA and RA-MAC address (6 bytes in length) in frame
when the frame is unprotected. In such situation, the AP restarts the timer for STA n and
set the timeout value to Max Idle Period. On the other hand, if unprotected frame \is used,
AP shall not count on short frames for association validation. Short frame without
protection shall not caﬁse the Max Idle Period at AP side being reset. FIG. 29 shows an
example. In this example, AP 2902 starts a timer for STA n by set the timeout value to
Max Idle Period and before timer is timeout, AP receives an unprotected frame from STA
n, which is a short MAC frame. Because it is a short frame, AP does not reset the timer
previously set for association validation. If no other valid frame, either protected frame or
frame with TA and RA in full MAC addresses is received before the timer timeout, AP
may disassociate STA n from its association sets.

[00545] FIG. 30 shows an example procedure for AP to decide whether the timer for
Max Idle Period shall be restart or not after recéiving a frame from aﬁ associated STA.
When AP receives ‘frame from a STA, it first check whether it is a protected frame. If it is

a protected frame and AP can decrypt the frame correctly, then it resets the timer set for

association validation by setting timeout value to Max Idle Period. Else, if the frame is an
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unprotected frame, it further check the format for MAC headers to know whether the TA
and RA addresses are in full MAC addresses or in short format, for example using partial
MAC address or partial AID or AID. If both TA and RA are 48 bit full MAC addresses,
then AP may réset the timer for association validation of the STA as identified by the TA
address of the received frame to its maximum value, Max Idle Period. Else, AP shall not
reset the timer set for association validaﬁon specified by the TA addresses of the received
frame. In an case, if AP cannot find an association that matches the TA in receiving
frame, it may send out deauthentication frame to disassociate the STA.

[00546] In the following, a second method (which may be referred to as “Method 2”)
will be described. AP and stations maintain a reset indication at each side. This indication
is changed by the AP when it is reset. When AP receives a PS-Poll from station, it may
reply with a response frame that contains a reset indic;tion. After receiving the reset
indication from AP, station compares the reset indication with the one it has. If the two is
different, station may redo the authentication/association with AP again.

[00547] According to various embodiments, é Short Frame Design and assoéiated
Protocol or procedures (for exampie NDP ACK frames dgsigns, NDP ACK for Speed
frame exchange) may be provided.

[00548] According to various embodimepts, TXOP truncation/ termination, flow
control, NAV setting and RID update, speed frame exchange, and/ or TXOP sharing for
two-hop relaying may be provided, for example usihg a short frame design.

[00549] While the invention has been particularly shown and described with reference
to specific embodiments, it should be understood by those skilled in the art that various

changes in form and detail may be made therein without departing from the spirit and
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scope of the invention as defined by the appended claims. The scope of the invenﬁon is
thus indicated by the appende& claims and all changes which come within the meaning

and range of equivalency of the claims are therefore intended to be embraced.
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Claims

What is claimed is:

1. A communication method comprising:
at least one of sending a data unit or receiving a data unit;
wherein the data unit is a null-data packet (NDP) and comprises at least a physical
layer (PHY) header;
wherein the PHY header comprises a plurality of fields; aﬁd
wherein the plurality of fields comprise at least a sub-type field with at least 3 bits

indicating a NDP sub-type of the data unit.

2. The communication method of claim 1.
wherein a NDP sub-type refers to one of the following: NDP CTS, NDP PS-Poll,

Ist type of NDP ACK, Zﬁd type of NDP ACK, NDP Block ACK, NDP

beamforming report poll, NDP paging, and NDP probe request.

3. The communicat‘ion method of claim‘ 1,
wherein the data unit is eitﬁer 1 type NDP ACK or 2™ type NDP ACK and the
PHY header also comprises at least one of the following fields:
ACK Identifier; |
More Data;

Duration Indication;
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Duration;
Relayed frame; or

- Flow Control.

4, The communication method of claim 1,
wherein the déta unit is a NDP ACK and the PHY header also comprises all the
following fields:

ACK Identifier; More Data; Duration‘Indication; and Duration.

5. The communication method of claim 1,
wherein the data unit is a NDP ACK and the PHY header also comprises all the
following fields:

ACK Identifier; More Data; Duration Indication; Duration; and Relayed frame.

6. The communication method of claim 3,
wherein the PHY header comprises at leas‘; an ACK identifier that is determined
| based on at least one of the following information:
+ areceiver address and/or a transmitter address;
« a frame check sequence or cyclic redundancy check of the frame that elicited the
null data packet acknowledgement; or
+ the bits of the PHY header of the received null data packet type PS-Poll frame

that elicited the null data packet acknowledgement.
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10.

11.

12.
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The communication- method of claim 3, wherein at least one of the receiver
address or the transmitter address is either a full MAC address, a pértial BSSID,

or a partial AID.

The communication method of claim 3,
wherein the PHY header comprises a field comprising duration indication

information.

The communication method of claim 8,
wherein the PHY header comprises a field comprising duration information to

indicate an inactivity period, when duration indication is a value of 0 or 1.

The communication method of claim 9,
wherein the inactivity period indicates the duration that there will be no

transmission of the data units for the intended receiver.

The communication method of claim 8,

wherein the PHY header comprises a field comprising duration information to
indicate a duration for NAV setting, when duration indication is a value different

from the one assigned to indicate an inactivity period.

The communication method of claim 8,
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13.

14.

15.

16.

17.

wherein the PHY header comprises at least a field comprising the information to
indicate the data unit is not a response frame for normal data unit or a null data

packet type of PS-Poll.

The communication method of claim 11,
wherein the duration of the data unit is set to protect at least the transmission of
the response data unit, indicating that the data unit is followed by at least one long

response data unit.

The communication method of claim 3,
wherein the PHY header comprises at least one field comprising control

information for flow control.

The communication method of claim 14,
wherein at least one field comprises the duration of no transmission of data units

for flow control.

The communication method of claim 15,
wherein the intended receiver stops the transmission of data units to the

transmitter of the data unit for a duration indicated in one field of the PHY header

‘of the data unit.

The communication method of claim 1,
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18.

19.

20.

wherein the data is a null data packet CTS and the PHY header comprises an

indication to indicate whether the data is from the access point AP.

The communication method of claim 1,
wherein the PHY header comprises an indication of a duration for a network

allocation vector.

The communication method of claim 18,‘
wherein a nonzero valid duration of the data unit is set to protect at least the
transmission of the response data unit, indicating the duration of at least one

response data unit.

The communication method of claim 11,
wherein the response data unit is at least one of a null data packet ACK or a null

data packet format of short response frame to null data type PS-Poll and its

‘Duration field for NAV setting protects the following transmission in one TXOP.
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